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Delegations will find in annex the complete final evaluation report of the EPRIS-ADEP pilot 

project dealt with in the framework of the Information Management Strategy (IMS).  

In order to further discuss the topic, delegates are kindly invited to send comments and questions 

related to the report or to EPRIS-ADEP in general until 03 May 2019 to the German lead   

(ZI-ADEP@bka.bund.de) with dapix@consilium.europa.eu in cc.  
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• 
1 Executive summary of the pilot project 

Basic data of the pilot project 

Evaluat ion report of EPRIS·ADEP pi lot 

Executive summary of the pi lot project 

ADEP (Automation of Data Exchange Processes) is the name of action 2 of the 51h Information 

Management Strategy (IMS) action list of the Working Party on Information Exchange and Data 

Protection (DAPIX). 

Within the project 'ADEP Pilot Implementation and Evaluation by MS' the European Police Records Index 

System (EPRIS) has been pi loted. The pilot led by France has been funded by the European Commission 

with an amount ofi.5 m illion euros for the period from the 1" of July 2017 to 31" of December 2018. In 

addition to France, Finland, Germany, Ireland and Spain participated in th is pi lot project, as well as 

Europol' . Three countries were associated as observers: Hungary, Belgium and Austria2 . 

Business object of the pilot 

According to the project-specific communication strategy (see chapter 3.1), this project is also called 

'EPRIS-ADEP'. The scope of EPRIS-ADEP is the automation of presently manual and therefore labour 

and t ime-consuming processes for identifying whether certain law-enforcement-related data is available 

in one or several Member States (MS) in order to enable and faci litate the subsequent bilateral or 

mult ilateral information exchange. The pilot project aimed at creating a technical system for cross­

checking index databases provided by each participant, containing an extract of law enforcement records 

(with pseudonymised biographical data such as family name, surname, any other namesfaliases, date of 

birth, place of birth, gender). The index database is located at each participant. The independently 

initiated search in the indexes of the other participants resu lts in the indication ofa 'hit' or 'no-hit'. In case 

of a hit, additional data has to be requested using existing channels for law enforcement cooperation 

such as SIENA (Secure Information Exchange Network Application). 

Thus, EPRIS-ADEP applies the principle of privacy by design by its decentral ized architecture andthe use 

of pseudonymised data - whereby the identity of persons of interest will not be revealed as long as no 

potential hits have emerged. It is based on a decentralized architecture - thus avoiding storing copies of 

personal data in centralized databases - and an UMFl compliant interface, which is planned for the 

follow-up communication as one major task inthe continuation of the activities. The EPRIS-ADEP system 

uses al ready existing Europol infrastructure, in particular the Europol Operations Network (EON) and 

SIENA. Furthermore, in t he future the question of supplying the Europol Information System (EIS) with 

the relevant results from the national indexes wil l be assessed. 

Europol is notn partner/beneficiary of the Grant Agreement. The before mentioned count ries are 1n the following enti tled •• 
Member States(MS). 

2 Austria attended part ly. 

Universal Message Format 
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EvalJation report of EPRIS·ADEP pilot 

Execuiive summ~ry oftl1e pilot project • 
The env saged system is based on the automation of the existing standard in information exchange while 

distinguishing two phases oft he req..est precess using advanced privacy by design solut ans. 

1+ 

Figure i: Phases of the request process vli:h EPRIS·ADEP (example) 

Phase x serves to ocat e with the helpoftheADEP-Technologywhere relevant data ofa person of interest 

is- with high prooaoihty- available in anot her MS indicated by a h t. A search resulting in a no-hit means 

that t here is no nformat on avai lable in t he other \15 concerning tne person of nterest. Prior t o search in 

EPRIS-ADEP, all precondit ons for t he bilateral information exchange have to be fulfil led (e.g. principle 

of p-oportional1ty and lega requirements). The request contains a very restricted set of search critel"la 

(first name, family name/a as, place of birth (not in the scope of t he pilot project), dat e of birth and 

gender). In t he example 1n Figure i, t he query as been scl'lt to five countr cs. So the law cnfo·cemcnt 

officer has initiat ed a search in the indexes of t he selected MS. The request only contains a set of 

pseudonyrnised data. The law enforcement officer will immediately receive all relevant hit/no-hit--esults 

from t he addressed MS. 1nthe ex;imo e in Figure 1, the law enforcement officer receives hits from Finl;ind 

and France and no-hits from Germany, Ireland and Spain. This phase 1 was in t he scope of t he pilot 

project. 

In case of a pos t ive resu lt (ht or hits), t he next step, i .e., p/1ase 2, can be in tiated by the requesting law 

enfo-ce11ent officer after assessing the results obtained 1n phase:.. The issuance of follow-up req..ests is 

not mandat ory. Using SIENA, a request is forwarded to the MS holding t he nformation (the MS where 

the matching of t he pseudonym1sed data resulted in a hit), clearly ndicat1ng that t he request is a follow­

up 01 an EPR S-A)EP hit. W ith reference t o t he example in Figure i, follow-up requests are t herefore 

sent only to Finland and France. The requested MS manually verify the ht and send their response via 

SIENA to the requesting law enforcement officer. The relevant and availab e intorrnatioi s exchanged in 

acco·dance w t h the provisions oftne Swedish Framework Decisioi 2006/960/JHA, w thout any change 

t o the Cl rrent p-ocedure. 

The decentralised approach complements other EU initiatives including the interoperability agenda~. It 

increases t he ava !abil ity of information by complementing tne centralized European information 

4 Proposal for a Regulation of the European Parliament and of the COUldl on establishing a framework for interoperability 
tetv;een EU mforrratmn systems (borders and visa) and amending Council DKisian 2004/512/EC, Rr;glAatian (EC) l\o 
-,67/wo8, Couno l Deos1an 20c8/63]/Jl-'A, Regulation (EU) 2016/399 a11d Regul•tion (EU) 2011/2216; n.ll.2017, COM12011) 
793 final, 2017/0351 (COD) and proposal fer a Regulatrnn of the European Parhament JrnJ cfthe Council on estDbhshuY:J a 
framework for imtroperabilltybt!Vleen EU information systems (police and judic i>ll coopffirion, asylum and mi9r.niont 
12.12.2017, COM(2017) 794 fin~I, 2017/0352 (COD) 



 

 

7886/19   GB/mr 7 

ANNEX JAI.1 LIMITE EN 
 

 

• Evaluation report ofEPRIS-AOEP pi lot 

Executive summary of the pilot project 

systems with the decentralized information systems ofthe MS. ADEP· Technology's matching a lgorithm, 

whose functionality has been proven in t his pilot project, could a lso be interesting for other European 

systems and projects. 

EPRIS-ADEP helps to create links to other cases. Since participants can be queried more purposefully, it 

helps to limit the spread of suspicion against a person (principle of limitation of recipients). Moreover, 

EPRIS-ADEP enables the shortening of investigations by providing 'real and workable solutions to the 

problems stemming from the lack of interconnectivity of decentralised information systems and help foster 

trust and cooperation between the Member States'.> The technical architecture of the described syst em 

meets highest data protection and data security standards. Therefore, this hit/no-hit approach complies 

with t he principle of data ownership, which is crucia l for ensuring confidence of data. 

Overall objective of the pilot project 

The overall objective of this project was t o demonstrate and evaluate the feasibility of the EPRIS-ADEP 

approach and ADEP-Technology described above with regard to the specific legal, organisational, 

functional and technical requirements of t he participating pilot MS and Europol. This included aspects of 

cost-efficiency of the ADEP-Technology in terms of the software itself and its deployment in the MS, 

process optimisation of the exchange of information, easy integration in different existing environments 

of the MS, easy EON connectivity and high level of usability. 

The project successfully achieved its overa ll objective following the approach below. 

Approach of the pilot project 

Conceptual 
preparation 

figure l : Approach of the p1 lot project 

Settingup -~ ~rganisation and , . , : e;o _ ~ 
infrastructure 

The project's approach consisted of four main activities: 

1. Conceptual preparation, in particular the creation of an organisational and technical target 

conception for the pilot including further specifi cation of requirements for the ADEP-Technology, 

2. Setting up the organisation including resources and infrastructure for the project and at nat ional 

level, 

European Parliament resolution of 12 December 1018 on findings and recommendations of the Special Commit tee on 
Terror1sm(2018/2044{INI)) 

s 
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Evaluation report of EPRIS-ADEP p1lo l 

Execul1ve summary of lne pilot projecl • 
3. Deployment of the ADEP- Technology at the involved pilot partners (d ifferent versions of the 

ADEP software solution have been deployed during the pi lot project) and 

6 

4- Test ing and evaluation in local, pre-production and production envi ronments ofthe involved pilot 

partners. 

In order to demonstrate the feasibility of the ADEP-Technology in a real envi ronment, the pilot partners 

planned and successfully performed the following test levels: local tests in the local test environment, 

establishing the connectivity via EON, both system integration tests (Sin and performance tests in the 

pre-production envi ronment and business acceptance test (BAn for business validation in the 

production environment (with real data inthe indexes from the national systems of the MS involved using 

the EON). 

Results of the pilot project 

All planned test levels have been performed successfully. In particular, the SIT and BAT delivered the 

main results demonstrating the feasibility of the EPRIS-ADEP approach. The SIT focused on the technical 

feasib ility of the ADEP-Technology including network topology and algorithms used, whereas the BAT 

concentrated on the business validation of the EPRIS-ADEP approach including the usability of the 

software (matching algorithms, etc.) and SIENA for the fol low-up communication. 

EPRIS-ADEP's added value 

It was proven that EPRIS-ADEP makes it possible to 

make decentralised data available without revealing the content of t he data in full 

respect of data ownership, 

~ retrieve re levant data through well -targeted follow-up requests by independently 

determining where data can be expected, while at the same t ime determining with 

certainty where no relevant data is available. 

This added value of the EPRIS-ADEP approach was demonstrated in det ail by verifying the feasibility of 

the following technological capabilit ies for law enforcement activities related to the European 

information exchange: 

ADEP-Technology- pseudonymisation feat ures and search algorithms 

ADEP-Technology- hit/no-h it approach 

ADEP-Technology- micro services supporting the solution (e.g. for index management) 

ADEP-Technology-organisational indexes with pseudonymised real biographical data from 
the national source system(s) of the participating MS 

Network - interconnectivity of decentralised systems of the participating MS via EON 

Network - capability of the EON to deal with the t raffic generated by ADEP for five MS 
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Executive summary of the pi lot p1oject 

Moreover, the potential benefits of th is unique EPRIS·ADEP approach could be further confirmed by the 

experiences gained within t he pilot. 

The results including the potential benefits are described in detail in chapter 5. 

Conclusion 

In light of the positive results of the pilot project and the promising benefits, all pi lot partners, including 

Europol, declared their commitment to continuing the work in the ADEP initiative, particularly in a 

dedicated fol low-up project, in o rder to preserve and strengthen the present achievements. 

Considering the evaluated optimisation potentia ls and t he next step towards operations, a mutual 

roadmap for a follow-up project with the working title 'ADEP 2' has a lready been prepared. 

The overall strategic objective of ADEP 2 is the fu rther automation of the data exchange processes 

between MS in order to strengthen the processes and increase their efficiency and effectiveness. 

Therefore, the software solution used in the pilot for the data location has to be further developed and 

transformed from a pilot into a productive system. In this context, new requirements considering 

business and operational aspects become more relevant. New tests have to be carried out based on data 

expected in a future productive use and linked with new features. Addit ionally t he automation and 

integration ofthe follow-up communication in the existing environment is a major challenge. 

Moreover, the envisaged main elements of ADEP 2 (see chapter 6 .1) could be: 

• Stabili zation of the software solut ion and processes, 

• Build ing t rust into the system, 

• Establishing central services at Europol, 

• Involvement of more partners, 

• Clarifying legal issues, 

• Process improvement towards more automation, 

• Identification of other use cases and 

• Harmonization with other European initiatives. 
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Evaluation report of EPRIS-ADEP p1lol 

Objectives 

2 Objectives 

2.1 Overa ll objective of t he pilot project 

• 
The overall objective of this pi lot project, proving and evaluat ing t he feasibility of the EPRIS·ADEP· 

approach including the dedicated ADEP-Technology with regards to the specific legal, o rganisational, 

functional and technical requirements ofthe participating MS has been achieved. 

The results of the pilot project 'ADEP Pilot Implementation and Evaluation by MS' demonstrate this 

clearly. They are described in chapter '5 Resu lts of the pilot' of this report. 

2.2 Objectives of the pilot partners 

8 

In addition to the overall objective, each participating MS has set its own objectives (see [GA] work 

packages 3 to 7). They are quite simila r and therefore can be roughly summarized in four core objectives 

as follows: 

1 . To enable searches within re levant databases of other MS, 

2. To define technical requirements for the implementation of the ADEP-Technology in order to be 

able to exchange information between MS law enforcement agencies (LEA), 

3. To integrate the ADEP-Technology into the national IT infrastructure, 

4. To test the application and evaluate the results . 

In general, these objectives have been achieved by all pi lot partners . 

Originally, one of the objectives of the pilot was also to make ava ilable data stored at Europol. In t he 

meant ime, Europol successfully implemented an interface in order to search and to retrieve Europol's 

data independently in MS (QUEST - OUerying Europol SysTems). Thus, this objective was no longer 

vali d. Since Europol is a partner of the pilot, these circumstances have been taken fully into account and 

are in a lignment with Europol. 

The specific objectives of the pi lot partners (MS and affiliated organisations), as defined in the (GA], are 

shown in Table 1 with the degree of achievement: 

Degree of No. Objective 
achieve· 
ment 

WP61 France - CIVl.POL 

1.1 Overall project management, administrative and financia l follow-up, final 
reporting 

work package 
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• Evaluation report of EPRIS-ADEP pi lot 

Object ives 

Degree of No. 
achieve-

Objective 

ment 
WP2 Germany- BMl/Fraunhofer FOKUS 

2.1 Continuous improvement of the ADEP software during t he test and evaluation to 
further enhance the quality of search results as well as the overall performance and 
manageability of the system 

WP3 France 

3.1 to optimize information flow for law enforcement information exchange and 
particularly to enable searches within other MS relevant databases and from 
Europol's EIS 

Comments: 
France completed all test stages successfully. In particular, the results of the BAT 
show that EPRIS-ADEP could enable the optimisation of the current flow of 
information for law enforcement between MS. On the one hand, France enabled 
searches in its index with pseudonymised real data from the national source 
systems during the BAT. On the other hand, it was able to locate data in the 
indexes provided by the other participants during the BAT. 

'Go live' here means to conduct the BAT in a production-l ike environment wit h real 
data and with the he lp of SIENA for the business validation. 

to define functiona l, technical and legal requi rements for EPRIS-ADEP 
implementation to be able to exchange information between MS LEA and EIS and 
the French National System of Police Information by the current legal framework 

Comments: 
The goal is conside red to be achieved. The functional, technical and legal 
requirements of France for the pilot implementation were defined (i.e. the 
conception of organisational index, internal adaptation of the ADEP software, 
secure network arch itecture, interna l legal compliance and SIENA flow 
management arch itecture via the French SPOC for the BAT). 

to implement needed changes into existing police infrastructure and applications 
in order to allow police officers query information from the MS and EIS, by an 
automation process directly on the screen of each investigator involved in the hit/ 
no-h it process 

Comments: 
It can be considered that bui lding t he interface and making it compatible with both 
French screens and the other participating countries, was achieved. However, its 
implementation has been limited. For a France-wide roll-out, the ADEP software 
solution used in t he pilot has to be developed further and transformed from a pilot 
into a productive system within the follow-up project ADEP 2. 

to test the application and go li ve 

Comments: 
France completed all test stages successfully: local testing, connectivity tests, SIT 
and BAT. For the BAT, a French index with real data has been provided. A central 
unit was responsible for querying the partner countries du ring the BAT. 'Go live' 
here means to conduct the BAT in a production-l ike environment with real data 
and with the help of SIENA for the business validation. 
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Degree of No. 
achieve-

Obj ective 

ment 
WP4 Germany 

4.1 to optimize information flow for law enforcement information exchange and 
particularly to enable searches within the relevant databases ofother MS, by using 
the IT infrastructure of Europol Operation Network and respecting t he principles 
of privacy by design 

Comments: 
The possibility in optimising the information fl ow has successfully been proven 
within t he pilot project's t imeframe. Germany was successful in enabling the other 
pi lot MS to search Germany's operational data by connecting successfully to EON. 
Germany was able to locate persons out of the data the other participants 
provided. IT infrastructure was sufficient for this purpose and no privacy concerns 
were raised while doing th is. 

to define technical requirements for EPRIS·ADEP implementation in Germany in 
order to be able to exchange information between MS LEA 

Comments: 
Technical requirement s were defined, communicated in an agreed way and partly 
already implemented. 

to implement the EPRIS·ADEP pilot system within the IT infrastructure nationally 
at Europol National Unit (ENU) and interconnect with pi lot partners 

Comments: 
Germany was able to implement the ADEP-Technology according to the IT 
infrastructure already operated within ENU Germany. The integration in the 
common case management system ofENU Germany was successful. 

to test the application and evaluate the pilot 

Comments: 
Germany was able to test the ADEP system bot h in local and in interconnected 
manner. All test stages were completed successfully. A continuous monitoring and 
evaluation of the tests was ensured. 

WPs Finland 

5.1 to optimize information flow for law enforcement information exchange by 
al!tomatically locating re levant information in t he EU and particularly to enable 
searches within the relevant databases of other MS, by using the IT infrastructure 
of EON and respecting the principles of privacy by design 

Comments: 
The information fl ow was successfully optimised within the pi lot project's 
t imeframe. Finland was successful in enabling the other pilot MS to search 
Finland's operat ional data and Finland was able to locate persons out of the data 
the ot her participant s provided. The IT infrastructure was sufficient for this 
purpose and no privacy concerns were raised while doing t his. 
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• Evaluation report of EPRIS-ADEP pi lot 

Object ives 

Degree of No. 
achieve-

Obj ective 

ment 
5.2 to further define technical and legal requirements for EPRIS-ADEP 

implementation in Finland in order to be able to exchange intormation between 
Member State law enforcement agencies (MS LEA) 

Comments: 
Technical requirements for Finland were successfully fulfilled during the pi lot 
project. From the legal point of view, Finland had an approval from the National 
Police Board to operate ADEP and exchange ADEP messages based on the real 
Finland's police operat ional criminal data. In conclusion, there are no identified 
issues why the technical and the legal aspects could not work for Finland. 

to implement the EPRJS-ADEP pilot system within the IT-Infrastructure nationally 
at Europol National Unit (ENU) and interconnect with pilot partners 

Comments: 
Finland was able to Implement the ADEP pilot system according to the IT 
infrastructure already owned or operated within Finland's pol ice. No completely 
new or out-of-standard IT management processes were required in the 
implementation, which partly testifies on behalf of the well thought-out ADEP 
system design. 

to t est t he appl ication and evaluate t he pi lot 

Comments: 
Finland was able to test the ADEP system both in local and in interconnected 
manner. Therefore, the evaluation objective was also successfully reached. 
Clearly, there were some learner's troubles during the final BAT evaluation phase 
but altogether Finland was able to conclude the ADEP system as fit for the 
purpose. 

W P6 Spain 

6.1 to enable the Spanish national system searches within the re levant databases of 
other MS, by using the IT infrastructure of Europol Operat ion Network 

to define technica l and legal requirements for EPRIS-ADEP implementation in 
Spain in order to be able to exchange information between MS LEA 

6.3 to implement the EPRIS-ADEP pilot system within the Spanish National IT 
infrastructure and interconnect with pilot partners 

6.4 to t est t he appl icat ion and evaluate the pi lot 

WP7 Ireland 

7.1 to optimize information flow for law enforcement information exchange and 
particularly to enable searches with in other MS relevant databases and from 

Europol's EIS 

Comments: 
An Garda Sfochana participated in the EPRIS-ADEP pilot, which provides an entry 
point to integrate these workflows into exist ing EU polic ing infrastructure. 

to define technical and legal requirements for EPRIS-ADEP implementation to be 
able to exchange information between MS LEA and EIS (authorised to process 
classified information) by the current legal framework 

11 
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12 

Degree of No. 
achieve-
m ent 
partly 7-3 
complete 

Objective 

to implement needed changes to existing police infrastructure and applications to 
allow pol ice officers query information from t he MS and EIS, by an automation 
process directly on the screen of each investigator involved in the process of 
investigat ion (hit/no-hit process) 

Comments: 
The ADEP pilot application was instal led and fully tested in the pre-production 
environment; however, existing infrastructure issues prevented the appl ication 
from being deployed into the production environment. These issues are currently 
being investigated and hoped t o be rectified in the coming months. 

to test t he application and go ahead 

Comment s: 
The ADEP pi lot application tested in our pre-production environment alongside 
the other participating pilot MS. The testing included functional, performance and 
end user testing. 

Tobi" >: Specific objecttv.,sof the pilot portners according to the (GA) 
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3 Deta ils about the pilot project 

This chapter provides details about t he pilot project such as the project-specific communication strategy 

(see subchapter 3.1), organisation of the pi lot project including pi lot participants, the overall and the 

nat ional pilot organisations (see subchapter 3.2), internal and external communication (see subchapter 

3.3), project period (see subchapter3.4), overall mi lestone planning (see subchapter3.5) and legal aspects 

of t he pi lot project (see subchapter 3.6). In addition, it provides information on the EPRIS-ADEP 

infrastructure and software (see subchapter 3. 7). 

3.1 Communication strategy 

An ADEP communication strategy, which precisely defines certain terms, was developed within the pilot 

project in order to reach a common understanding. 

The ADEP communication strategy consists of four components: 

1. ADEP (Automation of Data Exchange Processes) is the name of action 2 of the 5th IMS action list 

of Working Party on Information Exchange and Data Protection (DAPIX), pilot ing EPRIS-ADEP 

(European Police Records Index System). The pilot 'ADEP Pilot Implementation and Evaluation by 

MS' was funded by the European Commission and supported by Europol. 

2. ADEP is a general approach following the principle of avai lability by providing the law 

enforcement end user a smooth and efficient workflow in order to EU-wide locate and retrieve the 

data relevant to fulfil their tasks. In this regard, ADEP is related to ot her EU initiat ives and 

activit ies, such as the interoperability agenda7 and UMF8• 

3. The ADEP· Technology refers to the cost-efficient software solution for locating the data and 

facilitating its retrieval (see chapter 3.7.2). The composition of this software solut ion was tested in 

the EPRIS-ADEP pilot 9 . The software solution is easy t o install, versatile and adjustable to different 

use cases aiming at locating and facilitating the retrieval of alphanumeric data no matter if stored 

centrally or decentrally. By using pseudonymisation, the software solut ion supports the concept 

of 'privacy by design', serving robust data protection. 

4. EPRIS·ADEP is a system for making available certain biographical data contained in national 

police records, using already existing Europol infrast ructure, in particular t he Europol Operat ions 

Network (EON) and the Secure Informat ion Exchange Network Application (SIENA) for the follow­

up communication (see chapter 4.2.3). 

Pr oposals for a regulation of the Europe•n Parhamenl and of the Counol on e'tabhshing a framework for 1nteroperabi hty 
between EU mform.Jt1on systems (police and 1ud1oal cooperation, asylum and m19r.Jt1on; borders and visa) 

Universal Message Format 

Off1c1ally called 'ADEP Pilot Implementation and Ev,1luat1on by MS' 

13 
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3.2 Organisation 

3.2.1 Pilot participants 

• 
Five MS and Europol worked closely and very constructively together in the pilot project in order to 

achieve the pilot's objectives. 

Table 2 includes the pilot partners and affi liated entit ies stipulated in the Grant Agreement [GA] and the 

further partner, Europol, in detail: 

MS ADEP proj ect partner Work Package {WP) 

1) France: • French Ministry of Interior - Ministere de L' lnterieur Lead ofWP3 

(roles: project manager, pilot participant, head of the IT 
Working Group, head of the Legal Working Group) 

• Civi.pol Conseil (role: Financial Management - Le,adofWP1 

Coordinator) 

2) Germany: • Federal Ministry of the lnterior -Bundesministerium des LeadofWP2 
lnnern, fi.ir Bau und Heimat (BMI) 

- Fraunhofer FOKUS- Fraunhofer Institute for Open Support of WP2 
Communicat ion Syst ems (role: Central 
Deployment Management) 

- Partnerschaft Deutschland - PD - Berater der Support ofWP1 
offentlichen Hand GmbH (role: Central Project 
Management) 

• Federal Criminal Police Offi ce - Bundeskriminalamt LeadofWP4 
(BKA) - (roles: pilot participant, Central Test 
Coordinator, head of the Business Organisational 
Working Group) 

3) Finland: Pol ice of Finland- Poliisihallitus (role: pilot part icipant) LeadofWP5 

4) Spain: Spanish Ministry of Interior - Ministerio del Interior (role: LeadofWP6 
pi lot participant) 

5) Ireland: Pol ice Force of Ireland - An Garda Siochana (role: pilot LeadofWP7 
participant) 

ADEP participant according to Europol's letter of support for the EPRIS-ADEP project dated 
21.04.2017 [LetterEuropol] : 

6) Europol10
: European Union Agency for Law Enforcement Cooperation in Netherlands (roles: 

EON network service provider and pilot participant) 

Table 2 : ADEP proiect partners 

Hungary (Beliigyminiszterium) 11 , Belgium (Polit ionele informat ie & ICT) 12 and Austria (Bundes­

ministerium for lnneres - Bundeskriminalamt)13 took part as observers and guests. These were ADEP 

10 Evropol 1s not a partner/beneficiary of the Grant Agreement . 

11 Hungary 1s an observer country wi thin the Grant Agreement. 

12 Belgium has regularly attended the plenary sessions of the pilot protect since the kick-off meet ing in September 2017. 

13 Aust ria has attended th e plenary sessions of the p ilot project since ).inc 2018. 
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projett members taking part in the proj ett (with out any [voting) rights tonterni ng de ti si on-making) but 

did not install and test the EPRIS-ADEP solution yet. 

3.2.2 overall project organisation 

An overal I projett organisation torrespond ing to the obj ettives and stope of the pilot projett was 

established. It tonsisted of detision-making entities [Management Board and Steering Board14), projett 

lead [Strateg it Projett Lead/Projett Man ager) for planning and tontrollin g the attivities, proj ea teams 

[ADEP Pilot Partitipants) for implementing and performing the pilot and supporting entities [PM015 and 

Finanti al Management). Spetifk representatives of ea th pilot partitipant worked together in three 

working groups [Business Organisational Working Group [BOWG), IT Working Group (ITWG) and Legal 

Working Group [LWG)) when it was deemed n etessary. 

Figure 3 shows the proj ett organisation, wh ith was agreed on and established after the kitk-off meeting 

on the 13" of September 2017 in Madrid: 

Management Board 

Stee rm g Boa rd 

//I EURO POL 
~'---------' 

~L __ __, . Germany 

I ~~:::~n· l, _ F_inland ____, 

I Spain l~.___I _ lrela_nd ___, 

•J Heads cf pilot pal1icpants are dfrect/y invol\led with their pal1icipations int he various worWng groups 

Figure3: Overall projetl organisation chart 

14 Called 'Steering Committee' in the l GAJ 

is Project Management Office 

15 
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Details about the pilot project 

The numerical frames in the o rganisation chart have the meaning as follows: 

<D Frame contains the notified bodies, which are participants of the plenary sessions16• 

<6l Frame enclosed the notified bodies of the Steering Board17 • 

• 
The organisational structure of the pilot project including the roles as well as the ways of cooperation 

between the pi lot partners a re described in the project management plan [PMP] in detail. 

3.2.3 National project structures 

The national project structures were established in line with the overall project organisation. They met 

the IT and business competencies required for the implementation of this pilot project. Therefore, they 

mainly consisted of an IT group and a business group, which addit ionally has responsibility concerning 

the testing. Some of the participating MS subdivided the business side further for instance into a legal 

group and a business group or even further. In addition, a national instance for financial topics was 

established. The involvement of t he ministries of the interior, the law enforcement organisations and 

other affi li ated organisations was country-specifically des igned and coordinated. 

Figure 4 schematically ill ustrat es the general national project structure of the participating MS: 

Participating 
Member State 

[---~;;;~~--·---
project supporting ently 

Business Side 

Budget Management j 
project suppotting entity 

Business 
Group 

r _______ L_e_g_al ____ J I IT Group 

L ____ 9_:oup - ---- ~. --------------

F19vre 4 Schetne1tic illuslrctti(>(1 of th e general r1atiOndl project ~lructure 

The greyed-out boxes in Figure 4 ind icate project entities that have not been established in all 

participating MS. 

16 In the [GA], these meetings are referred to as coord1nabon meet ings. 

" In the [GAL these meet ings o f th e Steering Boord are referred to as steering comm ittee meetings. 
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3.3 Internal and external project communication 

As part of the project management, internal and external communication measures have been planned 

and performed whereby the focus was on internal project communication. 

The following regular project meetings were held: 

• Plenary sessions including the kick-off for discussing strategic and project-re levant topics such as 

technical, business, legal and organisational requirements, ADEP infrastructure including ADEP 

software and EON connectivity, SIT and BAT, 

• Steering Board meetings for project monitoring, controlling and decision-making, 

• Bi-weekly conference calls of the topic-oriented team at working level for discussing the pilot's 

status, operational topics and information exchange between the pilot partners, 

• Several conference calls related to the SIT phase, 

• Weekly conference calls for the information exchange of the (national) EPRIS Service Centres 

during the BAT in the production environment; the EPRIS Service Centres were respons ible for the 

coordination of the business activit ies and for the analysis of queries/requests from other 

participating MS. 

External events have been used for the communication of the strategic perspective and the status of the 

pilot project (e.g. several DAPIX meetings, a Euro pol WG ICT meeting and an EPCC mult ilateral meeting). 

In addition, further project output was created to support the future external communication such as the 

ADEP expla in-it video. 

3.4 Project period 

The pilot project ran in the time period from July 2017 to December 2018. 

The starting date of the EPRIS-ADEP pilot project set by the [GA] has been the 1 " of July 2017. The pi lot 

project was orig inally scheduled unti l the end of June 2018. As part of the amendment of the [GA], the 

pilot project was extended by 6 months justified as follows: 

(a) The officia l launch ofthe project 760832 (EPRIS-ADEP) was set on the 1 " of July 201 7, but the actual 

start of the pilot project with all MS involved (beneficiaries) and Europol, began with the first 

coordination meeting on the 131" and 14' h of September 2017 in Madrid ('kick-off meeting') . This 

de lay in the start of the project was la rgely due to summer holidays in Europe (the key persons from 

each beneficiaries and Europol were not available at all or only partia lly at this time), but as well 

because of some polit ical constraints that delayed the signing of the Concession Forms. The last 

Concession Form was not signed for more than a month after the kick-off meeting, and therefore 

the pre-financing was not available until the start of November 2017. 

17 
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Details about the pilot project • (b) The original planning of resources was realised on the assumption of a project start (i.e. reception 

of funds) on the 1•t of January 2017. In particular, the staff designated for the pilot project were no 

longer sufficiently available. The beneficiaries and Europol were only able to start to set up their 

national pilot teams after the kick-off meeting in September 2017. Thus, the pilot project only came 

up to full speed at t he end of 2017. Such additional efforts had not been planned and thus led to a 

further delay of three months. 

(c) The amended t imeline took into account and respected cultural differences in participating MS with 

regard to the period of summer holidays of 2018. 

(d) The Steering Board (steering committee), eager to achieve t he project objectives in the best 

conditions and in quality, had t hus decided to request an extension until the 31" of December 2018. 

This six-month project extension provided the pilot project sufficient t ime to test and demonstrate 

the feasibility of ADEP in order to showcase a perfectly tested ADEP solution. 

The EPRIS ADEP pilot project ended on schedule ;:it the end of December 2018. The plain administ rative 

completion of the pilot project (e.g. compilation of the final fi nancial report and evaluation report) t ook 

place at the beginning of 2019. 

3-5 Milestone plan 

At the beginning of the pi lot project, a common milestone plan was developed and updated in the course 

of the pilot project. All planned overall milestones18 were re.ached within the p ilot project: 

No. Name of t he Milestone As-is date 

MS0119 Local systems are ready and functional tests (search resu lts) with test 15/05/20"18 
data carried out successfully 

MS02 Connectivity is established 04/07/2018 

MS03 Minimum of three Member States ready for tests on pre-production 27/06/2018 
environment (PP)-start of System Integration Test (SIT) 

MS04 Minimum ofthree Member States ready for bus iness validation- ready 12/10/2018 
for Business Acceptance Test (BAT) part I 

MSos Pilot in t he production environment is established (go-live)20 05/11/2018 

MSo6 Completion of the business va lidation on production environment (ready 10(12(2018 
for BAT part II - get-well-phase) 

18 Targel dates of the rrulestones were rescheduled in line with the project extension, which w•S enforced by lhe arner1dniet1t to 
the Gfdnt Agreement. For further details, see chapter .,,4 Pr oject pe:iod'. 

19 TI1e abbreviation 'MS' star1ds here for milestone. 

" 'Go· hve' here means to conduct the BAT in a product1on·hke envllonmcnt with real data and with the help of SIENA for the 
business validation. 
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No. Name of the Milestone 

MS07 Pilot/Evaluation report completed 

T,,ble 3: Overall milestones 

3.6 Legal basis fo r the pilot 

Evaluation report of EPRIS-ADEP pi lot 
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As-is date 

31/12(201811 

The Swedish Framework Decision (SFD) provides in line with the dedicated national law a common legal 

framework for t he exchange of exist ing information and criminal intelligence between EU MS' law 

enforcement al.lthorities. It includes rules for cross-border exchanges of criminal information and 

int elligence, ensuring procedures for cross-border data exchanges are not stricter than those applying to 

exchanges at national level. Furthermore, it regulates the condit ions for exchanging information and 

intelligence among EU MS.22 

EPRIS-ADEP serves the full implementation of the principle of availabil ity laid down in SFD by providing 

competent law enforcement al.lthorit ies with 'factual reasons [in form of a hit indication) to believe that 

relevant information and intelligence is available in another Member State'13• 

The compatibil ity for the implementation of the pilot, in particular t he use of real data in t he production 

environment, with national law was verified and confirmed by each participating MS in advance. 

The article 18.2 (d)1'1 of the Europol Regulation2s provides the legal basis for the involvement of Europol 

as communication infrastructure provider facilitating the exchange of information between the pilot MS 

during the project. 

3.7 Overview ADEP-Technology 

3.7.1 ADEP infra.structure 

The ADEP-Technology consists of different micro-services that can be instantiated several times on 

different execl.ltion environments. In addit ion, there are appl ications to manage the content of t he index 

database. 

" The plain administrative completion of the p ilot project including the comp1lat1on o f the final evaluatton repor t look place at 
the be91nn1n9 of l019. 

22 Coonc1I Framework Decision 1006/960/JHA of 18 December 2006 on s1mphfy1n9 the exchange of 1nformot1on and intel ligence 
between law enforcement authorit ies of the Member States of the European Union 

23 Art1d e 5, p¥.Jgraph 1 of the Council Framework Decision 2006/960/JHA of 18 December 2006 on s1mphfying the exchange of 
information and 1ntell19cnce between law enforcement authoriti es of the Member States of the European Union 

" Art1d e 28. Purposes ofirifomrntion processirJgactivities- 2. Personal data may be processed only for the purposes of: (d)Focilrtatm9 
the ex.d1ange of mformat1on betweeo 1vtember States, Eurnpo~ other Union bocbes, thinl countries and inte1nationa! organisations. 

25 Regula l ion (EU) 2016/"194 of the European Parliament and of the Council of 11May1016 on the Eu ropean Union Agency for 
Law Enforcement Cooperation (Europol) and replacing and repealing (01m cil Dcc1s1ons 2009/3:1>/IMA, 2009/93~/J MA, 

1009/935/JHA, 1009/936/JHA and 10091968/JHA 

19 
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Each pilot partner prepared an infrastructure, which includes among other things the ADEP software and 

an index database containing test data or a real extract of law enforcement records (family name, 

surname, date of birth, date of place, gender) depending on the deployment stage (e.g. test, pre­

production and production environment) of the pilot. All micro-services run in a secure network segment. 

The following figure gives an overview about a possible ADEP infrastructure: 

~ L2--J 

11-LJ 
"'::.....,.0 
~-

-------- -----

--......... 

•IP3e~l- (I - --·-- ~ 
- ----------- -~-""'::'!--- -

------------- ----------~--~-~ 
------------ - --~ -~ :: ~ ---------~--~--~ 

-....... ____ _ 
----- ------- - r=q. .L ~-- 0 ~ 

---~~~~--~ 
------... ......... __ -

---------- -~- ~ - - 0 ..... 
~-- - ~ --~ 

~ ---------- --------------- ---~ ---1..:.~ 01 

Figure 5: Overview ADEP infrastruaure (example from Germany) 

The actual products and/or technologies used by the participating MS for the abstract components shown 

in Figure 5 are listed in the following table: 

Compo- DE ES Fl FR IE 
nent 

ADEPGUI Own GUI ADEP Demon- ADEP Demon- ADEPDemon- ADEP Demon-

(frontend) (BKA'scase strator GUI strator GUI stratorGUI strator GUI 
management version 0.10.4 version 0.10.6.1 version 0.10.4 version 0.10.6.1 

system) 

Index DB Oracle PostgreSOL PostgreSOL PostgreSOL PostgreSOL 

Security IBM IBM Fs nat ional Fs 
gateway Data Power Data Power solutions 

Table 4: Overview products and/or technologies used by pilot MS (BAT) 

3.7.2 EPRIS-ADEP software 

20 

The EPRIS-ADEP pilot implementation is using the EPRIS-ADEP software as a specification of the ADEP­

Technology designed by Fraunhofer FOKUS, Germany. This software consists of various component s 

implemented as micro-services. The following components are used: 
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• 
EPRIS·ADEP software 

Query Service: 

Search Service: 

Management Service: 

PseudonymizationFltr: 

batch Insert: 

batch Delete: 

Meaning 
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-

A micro-service, which receives a query from a national client, which can be 
either a user interface or a step in a national workflow, validates the query, 
pseudonymises the parameters and distributes the pseudonymised query to 
the connected national search services, collects the search results from the 
national search services, aggregates and returns them to the initiator of the 
query. 

A micro-service, which receives a pseudonymised query, validates it, 
performs the search in the national ADEP index and returns the search 
results. 

A local service to immediately add or remove a person record from the local 
ADEP index. 

An application that pseudonymises data in files of a given format. The 
pseudonymised data files than can be imported into a database with native 
database means. 

An application that reads, validates and pseudonymises data from a source 
database and inserts the pseudonymised records into the local 
organisational index. 

An application that reads IDs from a source database and deletes the 
corresponding entries in t he local organisational index. 

T.Jble 5: AD EP software components [ADEPC) 

'Using the ADEP system is a two-step process. In the first step, a query is received from a national endpoint 

and then distributed to the other participants ADEP system to search their Organisational Indices. '.!6 The 

Query Service provides the functionality of the national contact point. The Search Service is used to 

search a national index. These indexes are stored locally at each MS. The ADEP-Technology uses a 

sophisticated search strategy over pseudonymised data and thereby ensures an exact as wel l as a fuzzy 

search ofthe indexes.27 

A comprehensive description of the pseudonymisation strategy and the ADEP· Technology in general 

can be found in Appendix 1. 

l6 Fraunhofer FOKUS, ADEP Pilot - Arch itectural Issues, 07.n . 2015 

71 Fraunhofer FOKUS, ADEP - Or9anrs;i t1onal Index L1fccycle, 16.10. 2015 

21 
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3.8 Eu ropol's services for the pilot 

3.8.1 EON {Europol Operations Network) 

22 

During the EPRIS-ADEP project, Europol performed the following activities: 

• Designed, configured and deployed network infrastructure for ADEP's SIT environment and BAT 

environment using EON, 

• Supported the participating MS by connecting to EON, 

• Monitored the EON service during the SIT and BAT. 

In addition to t he EON, the participating MS used SIENA provided by Europol for the follow-up 

communication during the BAT (see chapter 4.2.3), and EPE, for which Europol configured an EPRIS­

ADEP site and managed the access to this site. 

Figure 6 shows the proxy infrastructure provided by Europol for the BAT: 

MS3 ~(5 ADEP instance 
M$2 \ 

ADEP Instance H.t/Nohl 

Hit}'Nahit 

MSl 
AOEP Instance 

htt .. 
MSque<y 

querv san::h 

fa ~/~~ 
MS4 

· ADEP Instance 

MSS 
AOEP Instance 

l 

Eurupol Operations Network 
PAZ. "'Panner Access zone" 

CC»llNECT method 
httpsredtrw:t 

Ml> Query L '----------Load_ 11a_ 1m_c_e_r - -'-'A00D=-EP ~uid Proxy _____ ~ 

Figure 6: ADEP- Proxy infrastructure view for BAT environment 

The environment contained two load balanced Squid Proxy servers that allowed routing of web service 

requests between participant count ries without terminating the encrypted connection (https) at Europol. 

The certificates for the BAT were issued by t he Certification Authority (CA) made available by France. 
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information rt quest 
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MS4 

Search Service 

--..... ---• MS National System data 
extract., pscudonymiscd 
and s 101 .. d in search index 

Figure ]: ADEP - Oueryand Search SerVJces via EON 

Figure 7 illustrates how the ADEP services (1. Input person search, 2. Pseudonymised query sent, 3. Query 

forwarded, 4. Hit/no-hit response returned and 5. Hit initiates a fol low up process in SIENA) work via 

EON. 

3.8.2 Euro pol as a pilot participant 

Europol has tested the ADEP-Technology from the perspective of a central IT service provider. The focus 

was on the operational requirement standards of Europol. 

During the EPRIS-ADEP project, Europol performed the fol lowing activities: 

• Deployed ADEP-Technology on the internal infrastructure for testing purposes, 

• Deployed ADEP-Technology on Europol's infrastructure and connected itto the SIT envi ronment, 

• Tested and evaluated several versions of the ADEP·Technology. 

• Europol's specialists have actively contributed to the project activities within the BOWG, ITWG, 

LWG and also during the EPRIS·ADEP plenary sessions. 

23 
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4 Approach of the pilot project 
• 

The approach of the pilot project based on the activities st ipulated in the Grant Agreement . In order to 

prove the feasibility and practicality of t he ADEP-Technology, a systematic testing was conducted across 

several test levels and in different environments. 

This chapter summarizes the main activities of the pilot project (see subchapter 4 .1) and describes the 

main activity 'Testing and evaluation' in more detail due to its great importance for this pilot project (see 

subchapter 4.2). 

4 .1 Activities 

4 .1 .1 Main activities of the pilot project 

The approach of the pilot project can be summarized in four main activities: 

Conceptual 
preparation 

Settingup ._ ... 
organisation and ' · ~ 
infrastructure ' · ' ' · • ' · · ' 

Figure 8: Main act1v1t1es o f th is pilo t project 

1. Conceptual preparation 

The concept ual preparation covered both overall and national specific target conception. This activity 

included among other things a further specification of requirements for EPRIS-ADEP, technical planning 

(e.g. integration concept, network concept), organisational planning (e.g. test concept, project 

management processes (see [PMP]) and deployment planning (see (DP]). 

2. Setting up the organisation and infrastructure 

The target concept ion was implemented. The overall and the specific project management processes 

including change and release management processes and organisat ion of each pilot partner were 

established. The required infrastructure for t he pilot was set up. 

3. Deployment of the software 

This activity contained technical deployment (e.g. development, installation, configuration, integration, 

creation oforganisational indexes), connecting the national infrast ruct ure to the EON and organisational 

deployment (staff allocation and t raining). Furthermore, a test-accompanying software deployment and 

support of services for software integration and EON connectivity were provided. Several software 

versions (backend and frontend) were developed and re leased during the pi lot project. 
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4. Testing and evaluation 

Testing and evaluation were conducted based on the common test concept (see [MTP]). The tests were 

conducted systematical ly over several test levels and in different environments. Support services were 

provided for the test duration. The evaluation addressed mainly technica l and functional aspects (see 

subchapter 4.2). 

4.1.2 Activities of the pilot partners 

The following Table 6 summarizes the status of the activities ordered by the work packages (WP1 to WP7) 

stipulated in the Grant Agreement: 

Status l wP I 10 Activity 

l wP1 France - CIVIPOL 

WP1 Ai.1 Central project management 

WP1 Ai.2 Pilot project coordination and monitoring 

WP1 A1.3 Supporting of the implementation process by Business Organisational 
Working Group 

WP1 Al-4 Supporting of the implementation process by Technical Working Group28 

WP1 Ai.5 Outreach and coordination with relevant partners 

WP1 Ai.6 Dissemination of project results to relevant ta rget groups 

WP2 Germany- BMl/Fraunhofer FOK US 

WP2 Ai.1 Establish a suitable change and release management 

WP2 A2.2 Test/evaluation-accompanying software deve lopment 

WP2 A2.3 (Technological) support for software integration 

WP2 A2.4 Support for testing and evaluation 

WP3 France 

WP3 A3.1 Conceptual preparation 

WP3 A3.2 Local deployment 

WP3 AB Testing and evaluation 

WP4 Germany 

WP4 A4.1 Conceptual preparation 

WP4 A4.2 Local deployment 

23 Also called Ir Working Group 
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Approach of the pilo t project 

WP ID 

WP4 Af..3 

WP4 Af..4 

WP5 

WP5 As.1 

WP5 A5.2 

WP5 AS-3 

WP5 As.4 

WP6 

WP6 A6.1 

WP6 A6.2 

WP6 A6.3 

WP6 A6.4 

WP6 A6.5 

WP7 

WP7 A7.1 

WP7 A7-2 

(vi') WP7 A7·3 

• 
Activity 

Testing and evaluation in pre-production environment 

Testing and evaluation in live environment 

Finland 

Conceptual preparation 

Local deployment 

Testing and evaluation in pre-production environment 

Testing and evaluation in live environment 

Spain 

Conceptual preparation 

Local deployment in test environment 

Testing and evaluation 

Testing and evaluation with real data 

Deploy the whole system in live environment 

Ireland 

Conceptual preparation 

Local deployment 

Testing and evaluation/deployment t o l ive environment 

Comments: 
Due to legacy setup of the EON in the Irish networking infrastructure, the 
Irish ADEP team decided to delay t heir ADEP deployment into the 
production environment. A full analysis of the Irish infrastructure used for 
EPRIS·ADEP is ongoing which will identify the final requirements for 
progression into our live environment. 

Ireland conducted and evaluated all tests except the BAT in the production 
environment. 

(NEW): Design of gateway infrastructure 

Comments: 
Details can be found as part of the deliverable 'D7.1 Deployment plan' ([DP)). 

Table 6: Act 1v1t1cs o f the pilo t partners 
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• 
4.1.3 Risk managem ent 

Evaluatio n repo rt of EPRIS-ADEP pi lot 

Approach of the pilot project 

Within t he context of the project management, a risk management system was est ablished. T his risk 

managem ent included the identificat ion, assessment , and prioritiz"tion of rb ko "" wcl l ;,o the definitio n 

and rea lisation of preventi ve and reactive measures, in o rder t o prevent o r at least t o m inimize the 

likelihood of risk occurrence or damage. The m ain objective of t he r isk m anagement was to ensure the 

success of the EPRIS-ADEP pilot by removing obstacles. The identified risks were successfully managed 

during the pilot project. 

The following risks for the ADEP pilot were identifi ed: 

No. Risk description Consequence Probability Potential Measures to prevent or to minimize 
of extend of the likelihood of risk occurrence or 

occurrence•9 damageJO damage 

1 Lack of Endangers the pilot's 1 2 Establishment of an interdisciplinary 
communication successful completion team at working level wh ich 
between the pilot within the set period - communicate regularly (at least two-
MS (lack of realising End 2018 weekly); establishment of a regular 
synergies, statos reporting; executing plenary 
exchanging sessions and Steering Board 
experiences and meetings as planned in order to 
f inding solutions) intensify communicat ion and 

exchange of experiences 

2 Lack oflega I basis Endangers the pilot's 2 1 Legal assessment and timely 
for t he usage of real successful completion; initiation of the necessary national 
data main objective act ions in order to obtain 

(confi rming the authorisation for the use of rea l data 
~easibil ity of ADEP) 
cannot be achieved for 
~he business 
perspective; project 
~ails 

3 Lack of ADEP Endangers the pilot's 3 1 Close and coordinated co-operat ion 
performance/ successful completion; within the project organisation; 
efficiency main objective agreements for sup port of approval, 

(confirming the configuration, release and change 
~easibi l ity of ADEP) management processes; testing and 
cannot not be t est management 
ach ieved; project fails 

4 Delay and quality Endangers the pilot's 3 2 Adequate procedures for t he 

losses due to lack of successful completion select ion of appropriately qualified 

know-how within the set period - personnel resources 

End 2018 

5 Lack of EON Endangers the pilot's 2 2 Monitoring the EON connect ion 

performance/ successful completion during the whole pilot; test of t he 

efficiency within the set period - EON performance/latency; close and 

End 2018 coordinated co-operation with in the 
ADEP project 

19 probability ofoccurrence: 1-high. 2 - medium. 3 - low 

30 potential extend of damage: 1 = h19h1 2 c medium, 3 =low 
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Approach of the pilot project 

No. Risk descript ion 

6 Complex, t ime 
consuming changes 
o business and legal 

requirements 

7 Complex, budget 
consuming changes 
o business and legal 

requirements 

8 Competition and 
loss of core 
resources due to 
reorientations/ 
re prioritization 

9 Lack of the 
availability of 
organisational 
indices (not 
complete) and rea l 
data/cases 

10 Incoherent ADEP 
runtime 
configurat ions and 
lack of cadence in 
deployments among 
he participating MS 

Consequence 

Endangers the pilot's 
successful completion 
within the set period -
End 2018 

The costs exceed the 
provided budget. Pilot 
cannot be completed 
successfully (i.e. with 
not enough results for 
confirming the 
"easibility of ADEi'). 

Endangers the pilot's 
successful completion 
within the set period -
End 2018 

Endangers the pilot's 
successful completion 
within the set period -
End 2018; lack of 
acceptance; 
interference of the live 
operation 

Endangers the pilot's 
schedule and outcomes 
- test results especially; 
therefore poses a risk 
o the pilot's successful 

completion 

• 
Probability Potential Measures to prevent or to minimize 

of extend of the likelihood of r isk occurrence or 
occurrence'9 damage!• damage 

2 3 Close and coordinated co-operation 
with all ADEP participant s; 
imple mentatlon of a workable 
change process/ change 
management 

3 1 Close and coordinated co-operation 
with all ADEP participants; 
monitoring of the budget; securing 
lnancial resources 

2 2 Continued raising of awareness of 
decision-makers; securing financial 
resources for external support in 
development activities 

2 1 imely creat ion of organisational 
indices and provision/ selection of 
real test cases 

3 2 Delivery and deployment guidance 
~or ADEP software including a 
lightweight but control led process t o 
upgrade versions and runtime 
configurations among the 
participating MS 

These overall ri sks of the pi lot project were tracked and updated in the course of the pilot project. The 

defined and implemented m easures mentioned in Table 7 were highly effective in preventing the proj ect 

from fail ing and ensured its success by the end of 2018. 

The specific r isks of the pi lot partners were managed and tackled at national level. 

4 .2 Testing and evaluation 

This chapter gives an overview about the test levels applied (see subchapt er 4.2.1), describes the SIT and 

BAT (see subchapters 4 .2.2 and 4.2.3) as w ell as the used t est and collaboration tools (see subchapter 

4.2.4). 
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• 
4.2.1 Test levels 

Evaluat io n report of EPRIS·ADEP pi lot 

Approach of the pilot project 

In orde r to demonstrate the feasibil ity of the ADEP·Technology, the pilot partners planned and 

successfully conducted the following test levels: 

Test level Short description 

local tests System tests were performed in the local test environment of the 
participating organisations 
Objective: verify deployment and functionality of ADEP-Technology including 
organisational index in t he local test environment 

Connectivity tests Connectivity test s in pre-production environments of all pilot participants 

Objective: verify that the deployed systems of the pi lot participants can 
communicate with each other via EON 

Systems integration Tests in pre-production environment with interconnected systems of at least 
tests (SIT) three pilot participants 

Objective: verify the functionality of the ADEP system with interconnected 
systems31 of at least three pilot participants 

Performance tests Performance tests have been performed in t he pre-production environment 

ObjeLlive: va liddle tile performance of the ADEP software and the EON 
network 

Business acceptance Business validation by end users in three or more MS on inte rconnected ADEP 
tests (BAT) systems in production with real data 

Objective: verify the correctness, usability and fitness for its intended purpose 
of ADEP based query workflows 

Table 8: Test levels of the EPRlS·ADEP p ilo t 

A detai led description of the scope, objectives and approaches for the conjoint tests is given in [MTP). 

4.2.2 System integration tests (SIT) 

Based on locally tested implementations of EPRIS-ADEP and after successful ly establishing connectivity 

between all participants, the integrated EPRIS-ADEP systems have been tested in SIT on pre-production 

environments with t est data. The intention of the SIT was t o test the integrated ADEP-Technology and 

the underlying EON as technical artefacts that should behave as specified in the requirements 

specification and as expected by the users. 

The SIT phase of the ADEP pilot project started in May 2018 and ended with the end of August 2018. It 

was set up as three iterations of cycles of test planning, preparation, testing, wrap-up and problem 

solving with increasing complexity of the test objects, test cases and test data volumes. The first iterat ion 

focused on the verification of plain service functional ity in t he interoperable system. In the second 

iteration, the test database was broadened, different configurations were tested, fai lure scenarios were 

added, etc. 

" Systems which a re able t o commonu:;it e with each other 
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Evaluation report of EPRIS-ADEP p1lol 

Approach of lhe pilot project • 
During the final iteration, more fundamental re-configurations of the ADEP-Technology on a further 

extended set of test data were tested and the configuration to be used in the business validation phase 

was determined. 

4.2.3 Business acceptance test (BAT) 

The business validation phase ofEPRIS-ADEP took place from September to December 2018. During the 

last iteration of this BAT, starting end of October 2018, the law enforcement organisations of Finland, 

France, Germany and Spain validated the fitness for the use of EPRIS-ADEP on their respective 

production systems and with real case data, using the EON provided by Europol. Due to legacy setup of 

the EON in the Irish networking infrastructure, the Irish ADEP team decided to delay their ADEP 

deployment into the production environment. 

BAT approach 

To work in realistic scenarios compliant with the legal regulations for law enforcement work and data 

exchange, the following process was chosen. 

Requesting organisation 

• EPRI 
SIEN 

S-ADEP compliant 
A request avai lable 

Figure 9: BAT process 

~ 

~ 

Send EPRIS-
ADEPquery 

• 
Gather EPRIS-

ADEP query result 

• 
Analyse EPRIS-

ADEP results 

• 
Send SIENA 

,for information' 
message 

• 
Maintain request 

protocol 

Receiving organisation 

-----t> 
Identify SIENA 
request result 

l 
Compare EPRIS-
ADEP and SIENA 

results 

l 
Analyse EPRIS-

ADEP if necessary 
-

l 
Maintain analysis 

protocol 

The querying partner (requesting organisation) identified an occurring or existing SIENA request wit h 

appropriate content as reference. Subsequently, EPRIS-ADEP queries for the personal data conta ined in 

the SIENA request were made. The target organisation (receiving organisation) was informed about 

these EPKIS·AUEP queries 111 a 511:.NA 'for 111format1on' message, so that it could pick up and analyse t he 

respective SIENA and EPRIS-ADEP cases. 

The query activit ies have been protocolled in an organisation's query log flle. 
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• Evaluat ion report of EPRIS-ADEP pi lot 

Approach of the pilot project 

Triggered by the incoming SIENA 'for information' message, the requested MS (receiving organisation) 

compared and analysed the results of the SIENA search and the EPRIS-ADEP query. As a result of this 

analysis, an EPRIS-ADEP query either matched the SIENA result, turned out to be a false positive or a 

false negative or the EPRIS-ADEP query de livered additional information that had e ither not been 

revealed by working on the SIENA request or it showed in an organisation that had not been the target 

of the o riginal SIENA request (additiona l result). 

The analysis activit ies have been protocolled in an organisation's ana lysis log fi le. 

A more detailed description of the BAT approach can be found in [BATP]. 

4.2.4 Test and collaboration tools 

The 'Europol Platform for Experts' (EPE) was used as a main collaboration platform within the ADEP 

initiative. All documents were shared between the project partners on EPE. 

Due to the lack of a centrally managed bug-tracki ng tool, the problem management workflow was done 

using the message board in EPE. Bug reports were issued as messages by the pilot participants. Their 

status tracking, control and aggregation was carried out by the centra l test coordination. 

Given that the technical infrastructures and personal skill sets had been different in the participating 

organisations, the usage of certain tools had not been required or enforced. Instead, a locally differing 

variety of tools was used to support test conduction and test data management. 

For testing the behaviour of the system with manually created test messages in addition to used input, 

the tools Postman and SoapUI were used. At later iterations, the web application testing tool Selenium 

was a lso used by Ireland to simulate manual testing from the ADEP frontend level. This tool a llows for 

the automation of any web browser based application b•1 recording a use r's actions on the website and 

saving them for later reuse. This tool a llowed for the quick repetition of frontend-based tests whenever 

a new version of the ADEP frontend was released. 

For a more sophisticated support of test automation on a larger set of messages, especia lly for load 

testing, the tools Gatling and SoapUI were used. The functional tests in Germany all were prepared, 

structured and conducted using SoapUI. Gatli ng mainly was used in Finland and Ireland. 

Different approaches were taken for preparing ADEP test requests from test data sets available as 

'comma separated va lue' (CSV) fi les. Finland used a custom-built solut ion named 'httper' to parse CSV 

files and to convert them into queries. In Germany, a Java library was written to provide the mechanisms 

for test request generation out of CSV fi les and other purposes. This library then was used in Groovy 

script based SoapUI test cases. 

Both solutions were used to (regression) test systems with defi ned index content, like in the SIT phase. 

The Java lib mentioned a lso included the ability to set up an ADEP index by generating the corresponding 

in5crt rcquc5t rnlb from a CSV databa5c. 

Linux command line tools, li ke curl, awk, jq, etc. were used for ad-hoc checks of connectivity, ava ilability, 

etc., in addition. 
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Approach of the pilot project • 

32 

For system automation tasks, Finland has appl ied a t ool called Ansible. This tool is a well-known system 

and configuration management toolset, yet it is relatively simple by design and was a good fit for 

Finland's ADEP server environments. For example, the latest Finish ADEP pre-production deployment 

was completely done via Ansible. 

Also related to the system automation in a broader sense, Finland's project experimented with docker 

containers and docker-compose tool for running pre-production's ADEP components. Additionally, 

Finland's ADEP implementation project wished t o st art experimenting with the so-cal led 'ELK Stack' for 

log management purposes, mainly due to good experiences reported by Ireland. Some service 

orchestration tooling like Nomad was also intended to be used, but unfortunately, the project's limited 

timeframe did not al low forfurther experiments with all these tools. 

This shows a certain demand for custom support software and other such collaboration efforts provided 

for the ADEP pilot participants. 
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• Evaluation report of EPRIS-ADEP pi lot 

Re>ults of the pilot project 

5 Results of t he pilot project 

This chapter contains the description of the pilot's results, consisting of the results of the different test 

levels (see subchapter 5.1), the further confirmed potentia l benefits of EPRIS-ADEP (see subchapter 5.2), 

the deliverables produced during this project (see subchapt er 5.3) and the results of the 'lessons learned' 

session (see subchapter 5.4). 

5.1 Results of t he evaluation 

The following subchapters describe the main results of the different test levels of this pilot project. 

5.1.1 Main results of the local tests 

• 
The local t ests have been conducted successfully in the local test envi ronment of all five MS involved and 

Europol. 

The following results have been reached: 

• The successful deployment and the functional itf of the EPRIS-ADEP software including t he 

organisational index in the local test environment could be verified. 

• All pi lot partners were able to implement the required infrastructure and to deploy the ADEP­

Technology including the national index. 

5.1.2 Main results of the connectivity tests 

• • 

Con- V . ?Ystem 
nectivity V ' ntegration 
Tests Tests 

---i 

The connectivity tests have been conducted successfully by all five MS involved and Euro pol. 

The following results have been achieved: 

• It was possible to use the already existing EON infrastructure of Europa!. 

• Europa I provided functioning support services (e.g. support for setting up the connection, support 

during the pilot) including the provis ion of bilateral technical specifications (BTS), which contain 

the specific confi gurations for each MS to connect to EON. 

33 
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Resul ts of the pilot project • 
• These tests verified that the deployed pre-production systems of the pilot participants were able 

to communicate with each other via EON. 

• All pilot partners were able to connect the ir local systems to EON and to communicate with each 

other via EON during the pilot project 

5.i.3 Main results of the SIT 

Local 
Tests 

•

System 
Integration 
Tests 

l 

The systems integration tests have been conducted successfully in the pre-production environment of 

all f ive MS involved and Europol. Moreover, some load and performance tests have been performed. 

The main results ofthe SIT were 

• The verification of the functional correctness of the EPRIS-ADEP services in general, 

• The identification of problems that had to be fixed to use EPRIS-ADEP for business validation 

(during the BAT), 

• The validation of the overall technical approach, including network topology and a lgorithms used 

and 

• EON in its current state is capable of dealing with traffic generated by EPRIS-ADEP by at least five 

to ten participating partners. 

5.1.4 Main results of the BAT 

34 

•

Bu sin~ Ace~~~:~ 
Te~ 

The BAT for business validation has been conducted successfully by Finland, France, Germany and Spain. 

The results of the SIT in the pre-production environment were confi rmed during the BAT in the 

production environment . 

Based on more than 100 SIENA cases with more than 250 distinct sets of personal data of suspects as 

reference, approximately 500 EPRIS-ADEP queries were generated of which almost 300 have been 

analysed with relation to 165 different cases, which resulted in 153 query ana lyses relevant and usable for 

EPRIS-ADEP val idation. Multiple queries for the same suspect, cases with incomplete query-analysis­

pairs, etc. had to be fi ltered out. 
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Figure 10 shows the results of the matching analysis of the relevant i.53 queries compared with the 

answers of the dedicated SIENA-request: 

• match 
additional results 

• false positive 

• false negative 

• false positive and negative 

In the majority of the cases, the EPRIS·ADEP results matched the SIENA results. False negative resultsJ2 

occurred because: 

• the respective data had not been inserted into the EPRIS·ADEP index (out of scope of the pilot 

project), although it was available in the source system, 

• a person's name was misspelled in the first three dharacters, which is a known limitation in the 

current EPRIS-ADEP configuration, 

• the date of birth was not completely correct, or 

• the correct data set was found by the system, but the first and only results returned in the 

response (max. 10) were all false positives, thus hiding the correct match (not more t han 10 

results were returned) and resulting in this classification. 

These four issues can be dealt with and resolved in a follow-up project. 

False positives resulted from: 

• queries wi th partially set attributes lhal were matched against partially attributed ADEP index 

entries with a different set of available attributes or 

• requests that for business reasons were intentionally answered negatively in SIENA, despite data 

being formally available in the source system's database. 

In three cases additional results could be identified: A query done with reference to a SIENA request lo 

one MS led Lo a hit from a MS Lhat had originally not been SIENA-requested. After transrerring Lhis 

information to the responsible law enforcement departments, it confirmed the unexpected hit in the 

third MS. 

" """'''""9 c;.-ying EPRIS ADEPre,,,lted n •no hil but lhe 5ubsequent verification ga~ a hit 
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Results of lhe p1lol project 

The BAT revealed no crit ical fa ilures in the ADEP software release used. 
• 

In general, the EPRIS-ADEP results showed the usefulness and feasibi lity of the EPRIS-ADEP approach 

including t he ADEP-Technology from the business point of view. Potential for optimisation in t he 

matching behaviour could be identified and should be implemented in a further project stage. 

5.2 Potentials of the EPRIS-ADEP approach 

In addition to the demonstration of the feasibility of the EPRIS-ADEP approach, the expected potential 

benefits such as: 

• cost efficiency of the AD EP-T ech nology in terms of the software itself and its deployment in t he 

participating MS, 

• process optimisation of the exchange of information, 

• easy integration in the existing environments of the MS, 

• easy EON connectivity and 

• high level of usability 

could be further confirmed through the experience gained by t he pilot participants during this pilot 

project. There are clear indications of the usefulness and positive effects of ADEP for the IMS action of 

Council Working Party DAPIX. 

By using pseudonymisation the software solution follows the concept of 'privacy by design' (see 5f3 and 

Art. 20 (1)34 Directive 2016/680). 

5.2.1 Cost efficiency 

A fund of 1.5 million euros was g ranted forthe EPRIS-ADEP pilot project. All pi lot partners confi rmed the 

cost efficiency, especially in comparison with other projects on the same scale. For example, Finland's 

ADEP implementation was carried out with conside rably lower IT costs than initia lly planned. 

Cost-efficient aspects of EPRIS-ADEP: 

• The ADEP-Technology is a modern IT architecture based on micro services. It can be adapted for 

various needs (retrieval of certain biographical data by using exact or fuzzy search capabilities). 

• The ADEP software and most of the other required software a re 'open source'. 

33 '( ... ) The measures could consist, ifiter alia, of the use of pseud0tlymisat10n, as early as possrble. 7'he use of pseudonym1sat."On for 
the purposes of this Directive can serve as a tool that could facilitate, .'n part1c11lar, the free flow of personal data within the area of 
freedom, security and JUSl'ICe. • 

,. '( ... )to implement app,.opdate technical and organisational measures, such aspseudorJymisation, which are designed to implement 
data protection pnnc;.iples, such as data m101mzsat1on, m an e/fed1ve mnnner and to integrate the necessary safeguard_~ into the 
processing, in order to meet the reqwements of this Directive and prorecr the rights of data s11bjects.' 
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Re>ults of the pilot project 

• It is not necessary to acquire major new components in addition to the usua l infrastructure 

already used within the MS. 

• EPRIS-ADEP uses a lready existing Europol services and infrastructure: EON and SIENA. 

The learning curve of t he participating MS was very high. The initial setting up of the system was more 

time-consuming and therefore more personnel-intensive than expected. However, the knowledge of the 

system is much greater in all EPRIS-ADEP pilot countries and at Europol today. Practical experiences and 

documented processes based on different national IT environments a re available. In addition, Europol 

intends to provide support for future new ADEP participants within a follow-up project . That will ensure 

a t ime-efficient setting up of the infrastructure and the ADEP deployment. 

5.2.2 Process optimisation 

ADEP as a general approach aims at automation of all steps of information exchange processes which do 

not require any human interaction. Especially EPRIS-ADEP serves basic needs of a high number of law 

enforcement officers in Europe by locating relevant data which might be worthwhile requesting. It 

enables a well -targeted and highly standardized follow-up (SIENA) request to the data owning partner, 

which will most probably lead to meaningful results. More speediness could be achieved by the 

automated pre-processing of incoming follow-up requests, so that the law enforcement officer can start 

directly with the assessment of findings and their further processing. The efforts of both the requesting 

(through a well-ta rgeted request) and the requested partner (through analysis of and response to fewer 

requests) will be reduced. 

EPRIS-ADEP enables the ult imate implementation of the principle of availability committed in the SFD. 

5.2.3 Easy ADEP integration 

Due to the architecture of the ADEP-Technology (e.g. micro-services), all five participating MS and 

Europol were able to integrate ADEP into their environments. Noteworthy, problems were quickly fixed 

by Central Deployment (Fraunhofer FOKUS). 

The target concept is t he integration into the national case management systems. Germany was already 

able to integrate the ADEP software into its case management system. All other pilot participants used 

the ADEP frontend software (Demonstrator GUI by Fraunhofer FOK US). 

Al l pilot participants set up an organisational index. The chosen strategy of feed ing a new data batch to 

the index works sufficiently. The implementation of the data feed was different in the participating MS. 

The effort depends on the implemented database system and on the national source system(s). 

The efforts of a ll MS have been documented. This documentation can be used in further project 

iterations. 

Therefore, the simple ADEP integration into d ifferent exist ing IT environments and linked business 

processes has been proven. 
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Resul ts of lhe p1lol project 

5.2.4 Easy EON connectivity 
• 

The presence of an already existing network infrastructure (Europol Operations Network) provides a 

simple and secure, yet robust method for all EU MS to ;:itt;:iin acccoo to t he ADE:P ;:ipplic;:ition ;:ind it<> 

benefits. The connection to the different gateways (as part of the security architecture) of the 

participating MS worked appropriately. The corresponding configurations have been documented. 

5.2.5 High level of usability {end-user acceptance) 

The end-users that participated in the EPRIS-AOEP test phases were pleased with the simplicity of use of 

the application. The abi lity to quickly pre-check t he relevance of countries possibly involved for the case 

at hand satisfies an important business need, a llowing t he cross-border interaction between law 

enforcement services throughout the European Union. 

From the technical IT staff's viewpoint, t he usability of the system was adequate (e.g. 

administration/maintenance). 

The general estimation is that EPRIS-AOEP would be a very good tool for dealing with international law 

enforcement matters. Therefore, the benefits for SIENA information exchange processes and 

accumulated t ime savings enabled by the AOEP system can be clearly seen. 

5.3 List of deliverables 

The main activities and results of the pilot project have been set out in documents a lso referred to as 

'deliverables' in the [GA). 

The following de liverables have been created and subm itted by the pilot partners and affiliated 

organisations: 

WP ID 

WP1 01.1 

WP1 01.2. 

01.12 

WP1 01.14-

01.18 

WP1 01.19-

01.23 

31 Steering Board 

36 Pk·nary session 

Deliverable 

Kick-off meeting report 

Steering committee35 reports1to11 

Coordination meeting36 reports 1 to 5 

BOWG ·Project management reports 
1 to 5 

Short description 

Kick-off meeting report on implementation 
ofthe project 

Align and monitor pilot projects on higher 
management level; decide escalation cases 
and provide guidance 

Coordinate and align overall progress, 
discuss results of each participant; take 
decisions on requ irements and solutions 

Reports on the monitoring from the project 
management perspective 
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WP ID Deliverable 

WP1 Di.24 ITWG37 meeting conclusion 

WP2 D2.1 Management plan 

WP2 D2.2 ADEP components 1 

WP2 D2.3 ADEP components 2 

WP2 D2.4 ADEP components 3 

WP2 D2.5 ADEP components 4 

WP2 D2.6 Workshop reports 

WP2 D2.7 Description oftests 

WP3 D3.1 ADEP Implementation 

screen view 

Evaluat io n report of EPRIS-ADEP pilot 

Re,ults of the pilot project 

-
Short description 

Conclusion on monitoring from the 
technical perspective; alignment of the 
technica l deployment and integration 
through the partners; discussion of test 
results from the technical point of view 

Comments: 
There was no need to organize separate 
meetings of the ITWG during the pilot 
project. Technical issues have been 
discussed and monitored with the help of 
the regu lar established project meetings 
such as plenary sessions, meetings of the 
Steering Board and bi-weekly conference 
cal ls. The results of these meetings 
including technical matters were 
documented. In addition, the 
communication of the ITWG took place via 
e-mai l, phone and a forum. 

Release management plan to incorporate 
new requirements 

Functional Improved ADEP components 

Functional improved ADEP components 

Functional improved ADEP components 

Functional Improved ADEP components 

Workshop reports, documentation for 
national IT operations 

Comments: 
Workshops have been planned to help 
participants of the project to get the 
software running. Due to the adequate 
documentation there was no need to 
organize dedicated workshops. 
Communication via e-mail and phone was 
sufficient. 

Descript ion oftest system and test cases 

Documentation linked with the 
implementation of ADEP in each 
computer/screen of the French officer of 
police in charge of judicial investigation 
(end users) 
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WP ID Deliverable 

WP3 DJ.2 Evaluation report from MS 

WPJ DB FR impact analysis 

WP4 D4.1 Deployment plan Germany 

WP4 D4.2 Status report of deployment 
Germany1 

WP4 04.3 Status report of deployment 
Germany2 

WP4 D4.4 Status report of deployment 
Germany 3 

WP5 D5.1 Deployment plan Finland 

WP5 Ds.2 Status report of deployment Finland 1 

WP5 05.3 Status report of deployment Finland 2 

WP5 Ds.4 Status report of deployment Finland 3 

WP5 05.5 Evaluation report from Finland 

WP6 D6.1 Deployment plan Spain 

WP6 D6.2 Status report of deployment 

WP6 D6.3 Test report 1 

WP6 D6.4 Test report 2 

WP6 D6.5 Test report 3 

WP6 06.6 Final evaluation report Spain 

• 
Short description 

Evaluation report from M S evaluating the 
project implementation at the MS scale 

Comment: 

This evaluation report includes the French 
evaluation report. 

An analysis of the impact at the national 
level of the implementation ofthe pilot with 
relevant statistics 

Deployment plan of the pilot project 

Status report of deployment of Germany 

Status report of deployment of Germany 

(Final) status report of deployment of 
Germany 

Comment: 

This evaluation report includes the final 
status report of deployment of Germany. 

Deployment plan of pilot project 

Status report of deployment of Finland 

Status report of deployment of Finland 

Status report of deployment of Finland 

Fv;ilu;ition rPrort from Finl;incl ;it the Pon of 
t he project 

Comment: 

This evaluation report includes the final 
evaluation report of Finland. 

Deployment plan for the MS 

Status report of deployment in test 
environment 

Test report in Spanish test environment 

Test report in Spanish test environment 

Test report in Spanish test environment 

Final evaluation report from Spain 

Comment: 

This evaluation report includes the final 
evaluation report of Spain. 
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WP ID Deliverable 

WP7 D].1 Deployment plan Ireland 

WP7 D].2 Test report Ireland 

WP7 Dn Final evaluation report Ireland 

WPS DS.1 Status report of deployment Europol 
-Report1 

WPS DS.2 Status report of deployment Europol 
-Report 2 

WPS D8.3 Evaluation report from Europol 

Table9: Deliverables o f the pilot project 

5.4 Lessons learned 

Evaluat io n report of EPRIS-ADEP pilot 

Re,ults of the pilot project 

-
Short description 

Deployment plan, test and evaluation 
concept of MS 

Test report from Ireland with pilot project 
partners, end users 

Final evaluation report of Ireland with pilot 
project partners 

Comment: 
This evaluation report includes the final 
evaluation report of Ireland. 

Presentation of the activities performed by 
Europol during the project, including 
testing and evaluation of the ADEP 
software 

Comment: 
These th ree deliverables a re covered by 
Europol's fina l report'EPRIS ADEP -Project 
Report EUROPOL'. 

In order to identify the experiences gained in this pilot project, making them useful for follow-up activities 

and other projects, the following areas of the p ilot project were examined continuously: 

• Project o rganisation, management and monitoring, 

• Financial management, 

• Deployment management and 

• Test management. 

The subchapters 5.4.1 to 5.4.4 contain the results. 
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5.4.1 Project organisation, management and monitoring 

Project organisa­
tion, management 

and monitoring 

Project organisation 

Lessons Learned 

Financial 
management 

Deployment 
management 

• 
Test management 

In general, the established project organisation (see Figure 3 in chapter 3.2. 2) worked for the pi lot project. 

In spite of this, a more lightweight project organisation should be established in the future. During t he 

pilot project there was no need for a Management Board meeting. The composition of both the Steering 

Board and Management Board were similar. Due to this, it is possible to consolidate the boards. 

Steering Board 

Overall, the composit ion of the Steering Board reflected the scope and structure of this pi lot project, but 

the composition needs to be adapted according to future projects, e.g. Europol and all participating MS 

could become a member ofthe Steering Committee in a fol low-up project due to their future role. 

Plenary sessions 

The plenary sessions provided the opportunity to exchange information and experiences face-to-face. 

Besides that, the plenary sessions provided a framework for very effective and efficient work on present 

topics. The frequency and regula rity were sllfficient. 

Working Groups 

The working groups (BOWG, ITWG) should be reshaped. The need of a separate L WG has to be analysed. 

Although the role of the Central Test Coordinator was sufficient forth is pi lot, with the increasing number 

of pilot partners a new form of organisation for joint testing is needed. Therefore, it is recommended t hat 

a Testing Working Group be set up. Additionally, pilot participants, including observers, would appreciate 

being informed more regularly about the work of the worki ng groups. 

National project organisations 

The commitment of the management at national level has been very satisfactory. Due to the diversity of 

national project st ructures (see chapter3.2.3), it has sometimes been difficult to communicate effectively 

within t he EU project. Dedicated contact persons at national level a re needed for the different roles and 

responsibilities within the project. 

New ADEP partners (pilot partners and observers) 

The ADEP initiat ive remains open t o other MS to enable organic growth of the ADEP pi lot partners in the 

future. 
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Project Management Office (PMO) 

The PMO kept the administrative burden low for the MS involved. In the future, the PMO and financial 

management should work more closely together. The financ ia l management should be integrated into 

the PMO. 

Communication 

This pilot project focused primarily on ADEP-Technology and its feasibility. In the fut ure, more attention 

has to be paid to the (external) communication management. The communication plan should include 

different groups of recipients at strategic and operational level. A stakeholder management is required. 

A consistent communication strategy must be established and lived by all. 

The direct communication between the pilot MS and o ther partners, especially in the f ield of deployment 

management and testing, was very fruitful. Frequency and content of the communication have been 

sufficiently carried out. More face-to-face meetings would fa ci litate the cooperation. 

Throughout the whole project a very close relationship and constructive coopera tion between a ll project 

partners involved was established. 

5.4 .2 Financial management 

Project organisation , 
management and 

monitoring 

Lessons Learned 

Financial 
management 

Deployment 
management 

Test management 

The cooperation of all partners in applying for the (GA] of this pilot project has been very effective and 

efficient. Due to the limited t ime available for the preparation and submission of the proposal yust two 

months), the work packages were defined according t o the pilot partners involved. The deliverables were 

linked to the pilot partners. For the follow-up project, a more process-oriented approach should be 

chosen. Deliverables should be connected with the project progress (e.g. milestones). 

A larger budget should be planned for communication measurements defined on t he basis of a 

stakeholder ana lysis. The costs in human resources were higher than expected. In addition, the market 

price for IT employees is rising. These circumstances should be taken into account in the financia l 

planning ofthe next project. 

The pilot's results demonstrated the cost-efficiency of using the ADEP-Technology. 

Each pilot partner should name an operational contact person for the financial management. 
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5-4-3 Deployment management 

Project organisation, 
management and 

monitoring 

Release management 

Lessons Learned 

Financial 
management 

Deployment 
management 

Test management 

The development was very pragmatic and suitable for fast solutions. A more stringent release 

management that closes a certain gap between development and 'customers' should be set up. The 

corresponding work product would be a re lease plan. The features{requirements in the release plan 

should be prioritized for development and implementation. 

Release notes and documentation 

Release notes were provided regularly and appropriate ly for the IT staff as required. In t he future, they 

should be more business-oriented to make them more suitable for users and testers. The visualization of 

results would be helpfu l. 

Hashes for deployment artefacts would he lp to improve security. More attention should be paid to the 

version naming convent ion (bump version to v1.o.8). 

Configuration management 

The configuration management should be improved. One configuration file should be strived for. The 

configuration management should include bug fixes, new releases and indices. 

Deployment management 

The different timel ines of the pilot partners need to be harmonised. Furthermore, a dashboard with the 

used software versions and the configuration parameter set of the participants should be maintained. 

5.4.4 Test management 

44 

Lessons Learned 

Project organisation, 
management and 

monitoring 

Financial 
management 

Test experience with the ADEP-Technology 

Deployment 
management Test management 

The feasibility of the ADEP-Technology has been demonstrated. It was rated innovative and regarded as 

even having some potential for bringing innovation to current police approaches. Testing faci litated a 

better understanding of the functionality and benefits_ The initial quality of the ADEP software was good. 

The GUI prototype (ADEP frontend solution for demonstration purposes) was easy to use. 
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Evaluat ion report of EPRIS-ADEP pi lot 

Re>ults of the pilot project 

The joint tests were well prepared and coordinated. The national team structures could have been more 

transparent to others in order to be able to identify who is responsible for what task. A clear defi nition of 

roles and respons ibilities is required. 

Requirements management 

The change request process has to be speed up. The docwmentation of the requirements was not a lways 

appropriate. The decision-maki ng process should be improved and made more transparent. 

Collaboration 

Mutual exchange of information and experiences between pilot partners have been very fruitful. The 

documentation of security architecture, detailed technical information, deployment and test procedures 

has been useful. Other documents need some improvement. Certain documents as well as parts of the 

communication inthe project should increase its target audience specificity in further project stages. The 

sharing of information and knowledge using EPE should be continued where it is adequate, i.e. for t he 

management of documents. A problem/incident/ticket tool is required in addit ion. 
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6 Next steps 

This chapter describes the next steps for the ADEP init iative with t he planned activities derived from the 

results of th is pilot project. A more business-driven follow-up project with the working t itle ADEP 2 is 

deemed necessary (see subchapter 6.1). All pilot partners have committed themselves to participating in 

a follow-up project. In addition, participating MS describe their specific activities (see subchapter 6.2). 

6 .1 Follow-up project 'ADEP 2' 

6.1.1 Roadmap 

In light of the promising results, all pilot partners concluded that an ADEP 2 follow-up project is needed 

and stated their will to join it, in order to gain a solution, which is ready for a roll-out. The follow-up 

project would be t he necessary next step to further enhance the long-term approach of t he IMS action 

of Council Working Party DAPIX aiming at the automat ion of data exchange processes (ADEP). 

The overall ~irategic target is the automation of the data exchange processes between EU MS in order 

to strengthen t he processes and increase t heir efficiency and effectivity. 

Therefore, the software solution used in the pilot has to be developed furthe r and transformed from a 

pilot into a (at a first stage limited) productive system, iteratively. 

In this context, new requirements considering business and operational aspects become more relevant. 

New tests have to be conduct ed based on data expected in a future productive use and linked with new 

features. 

ADEP 2 should contain the e lements as follows: 

1. Stabilization of the ADEP software solution and processes 

In order to improve the pilot system and its corresponding software a phase of stabi lization is 

necessary. This phase is needed to implement the changes, which have been identified as 

necessary to improve the usefulness of t he system and its performance. In addition to the existing 

requirements, further aspects from IT-operations, security and data protection, e.g. t horough 

analysis of logging requirements, have to be integrated. 

2 . Building trust into the system 

The limited scope of the BAT during this pilot project has to be widened and more test cases have 

to be performed in order to increase the val idity of the resu lts. This will strengthen the trust in t he 

system. 

3. Establishing central services at Europol 

During ADEP 2 the tasks and services, which have to be provided at central level, would be 

established at Europol wh ile taking over the product ownership/service manager role and 

becoming t he Central Coordination Body supporting the following activities: 
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• Service desk requests for production network 

• ADEP network Service Level Agreements (SLA}/ADEP net work management 

• Central problem management/bug tracking 

• Support for the future new ADEP participants 

• Central management of the pseudonymisation and search parameters 

• ADEP software release management and repository 

• ADEP documentation repository 

4. Involvement of more partners 

A limited increase of the pi lot partners would assist in proving the ability to expand the system 

with rather low efforts. Based on the experiences gained, a common roll -out strategy for t he future 

productive system will be drafted. Sufficiently scalable and performant capabilities have to be 

provided at central level accordingly. 

5. Clarifying legal issues 

The legal feasibility of a future productive system needs to be investigated further. The findings 

of the pilot could be fed into a respective analysis of the competent EU bodies. 

6. Process improvement towards more automation 

While this pilot project focused on the initial location of re levant data and its retrieval, a follow-up 

project could concentrate more on the manual activities that a re still performed in these processes 

- and not necessarily need human intervention - with the aim of automatizing them as far as 

possible. A prerequisite to achieve this goal could be the integration of the services in the existing 

workflows and systems, while respecting national specifics. Only then highly efficient workflows 

can be implemented. 

7. Identification of other use cases and harmonization with other initiatives 

The general purpose of t he system to locate and facilitate the retrieval of data, which is de­

centrally stored, applies to other use cases a like. The feasibility of adapting the AOEP solution to 

such use cases should be analysed more thoroughly. Furthermore, the complementarity of ADEP 

approach embedded in an EU information architecture needs to be described comprehensibly. 

6.1.2 Establishing central services at Europol 

During ADEP 2 t he tasks and services which have to be provided at central level will be established at 

Europol. This includes taking over as the Central Coordination Body supporting following activities: 

1) Service desk requests for production network in the first phase -After the assessment and decision 

from the MS side to start using EPRIS-ADEP as a production system and from Europol to support 

this system in production. Prior to acceptance as a production-ready solution, EPRIS-AOEP will go 
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through all Europol's internal processes for accepting a new application e .g. pen test, security 

evaluation, data protection function evaluation, operational acceptance. 

2) ADEP network SLA/ADEP network management -ADEP network does not need a separate SLA as 

it uses existing network connections. However, a solution SLA defining the performance 

parameters, such as uptime, speed, number of maintenance windows per year, etc. should be 

defined if Europol is to be the hub of the network and the EPRIS-ADEP Central Coordination Body. 

3) Central problem management/bug tracking - Europol will continue to provide an EPE38 s ite for 

ADEP participants. 

4) Support the future new ADEP participants - From the connectivity s ide, new participants will be 

configured with IP addresses/BTS updates/Proxy changes. This will be managed through Europa! 

ICT Operations standard change requests ra ised internally. 

New participants will be supported with the related EPRIS-ADEP documentation and first level of 

support, provided by CDBPM. 

5) Central management of the pseudonymisation and search parameters-This could be realized by a 

dedicated component within the ADEP-Technology stack developed by Fraunhofer FOK US. 

6) ADEP software re lease management and repository - This one is currently covered by Fraunhofer 

FOKUS who already have a code repository. This should stay with them, as they are the product 

developers . Europol will take over this activity when it will take over the ADEP software 

maintenance and become t he ADEP product owner. 

7) ADEP documentation repos itory 

The following aspects of software development will be considered: 

• refine and stabilize the software solut ion and processes for governance of changes, 

• consider process improvement towards more automation, 

• operationalize the software and the processes, 

• define furthe r roles and responsibilities. 

The ADEP 2 project will requ ire add itional resources from Europa! to maintain, improve and extend the 

provided infrastructure and support the EPRIS-ADEP participants. 

}I The new EPE prov1d~s more functmn;;aht1es ilnd is easier to use. Depending on the available resources and the project needs, a 
different problem/bog ma nagemcnt solution could be used. 
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6.2 National activities 

6.2.1 France's planned activities 

France will preserve: 

• A pre-production environment until the ADEP 2 project starts, in order to roll out SIT concerning 

new releases or further issues. 

• A production infrastructure will be mainta ined, though the services will be shutdown. 

Until EU-funding for ADEP 2 is secured, the financial, human and technical resources of the French ADEP 

team could be ensured by internal financing. 

From the technical point of view, France plans to enhance the existing ADEP infrastructure: 

1. There are needs to improve the stabi lity and robustness of the national implementation. 

2. France spent a lot of work and t ime to export the national data source into the ADEP index. For 

the BAT, only manual insertion could be realised. Hence, all the automation has to be completed 

to fulfil the requirements (update at least once a day). 

3. The monitoring of the ADEP infrastructure has to be enhanced and the integration into the central 

logging solution (SPLUNK39) has t o be fi nalized. 

From a functional point of view, it is expected that France raises awareness about its own user interface 

for the ADEP system in order to serve national police end-users. 

6.2.2 Germany's planned activities 

In a follow-up p roject ADEP 2, Germany will assume European project leadership. In this context, severa l 

organizational tasks must be fulfilled, such as 

• Ensuring an EU-funding, 

• Adjusting the European project structure, 

• Setting up a release management, 

• Setting up a stakeholder management, 

• Setting up a communication management, 

• Specifying the requ irements for EPRIS-ADEP based on the results of the pilot and the business 

needs, 

• Elaborating further combined SIT and BAT and 

"' Softwolfe for data collect1on, mdcx1ng .1nd v1suahi at1on for oporational intel hgcnce, which 1s used for the ADEP logs 
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• Establishing and coordinating the handover of central processes to Europol. 

From a national perspective, activities building up a national project structure need to be carried out. 

Moreover, Germany will preserve a pre-production environment until the ADEP 2 project will start. 

Meanwhile further SIT will be continued, new requirements defined, releases integrated and further 

issues tracked. 

Until an EU-funding for ADEP 2 is secured, the resources of the German ADEP team, PD - Berater der 

offentl ichen Hand and Fraunhofer FOKUS, are ensured by internal financing. The possibility of 

integrating more data sources into the national index, the identification of other use cases for the ADEP· 

Technology and the planning of a national roll -out will be kept under close review. 

6 .2.3 Finland's planned activities 

50 

Due to the shortage of national EPRIS-ADEP budget, Finland ramped down the original Finnish EPRIS· 

ADEP production environment including its rea l national data index used for BAT. 

However, Finland will preserve a downscaled pre-production environment until the ADEP 2 project starts 

up. Although some moderate SIT related activities can be performed in the meantime, it is expected t hat 

no major national IT resources will be spent on the EPRIS-ADEP system until the ADEP 2 budget is 

secured. 

From a technica l point-of-view, Finland has preliminary plans to enhance further the EPRIS-ADEP system 

and its operational processes, partly according to the ADE.P 2 roadmap: 

1. While the original national EPRIS-ADEP implementation in Fin land proved to be a successful one, 

many parts of t he internal system were implemented in a one-shot manner. Therefore, there are 

needs to improve the stability and robustness of the national implementation. This is very much 

in line with the ADE.P 2 roadmap's stabilization of the EPRIS-ADEP software solution and 

processes at large. 

2. Finland's original EPRIS-ADEP production environment was geared towards a successful 

complet ion of the BAT tests. Therefore, many of the tasks like monitoring the system behaviour 

and error situations' troubleshooting were left as manual processes for the IT staff, so far_ 

However, in the future it is expected that this kind of involvement should be based on more 

automatic system management processes. Finland wishes to continue t he system development 

by introducing more thorough central operative logging solution and system t racing capabilities 

and alerting procedures. ADEP 2's roadmap aims at building trust into the system, and while this 

roadmap item is largely a functiona l one, there is clearly a technical aspect to t rusting the system, 

too. 

3. Related to the previous point, the goal of reducing manual routine tasks means strengthening of 

system automation procedures. Finland is willing to continue with automating the ADEP setup in 

a manner that would not only serve Finland's IT staff but also other participants. In practice, for 

example, partial ADEP system configuration changes or upgrades e.g. to a newer ADEP software 
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release are yet to be automated. Obviously, such upg rade procedures have to be designed 

according to the establishment of central system services within Euro pol. 

Business-wise and from a functiona l point-of view, Finland is expected to implement its own user 

interface for ADEP system in order to serve national palice end use rs . The idea is to implement t he 

national ADEP user interface as a part of a larger police service 's data search front-end p roject. Therefore 

the aim would not only be to provide a national ADEP user interface but also to streamline the processes 

of querying ADEP indexes and to improve the utilization of the ADEP responses within Finland's own 

international crime suspects cases in general. 

Related to the business needs ofFinland's pol ice and other ADEP MS' data discoverabil ity requirements, 

Finland will investigate the possibility of including more national backend data sources to Finland's ADEP 

index. Finland is also keeping the eyes on other possible use cases for the decentralized ADEP­

Technology. 

6.2.4 Spain's planned activities 

Technical Aspects: 

Technically, Spain is creating a team which will be in charge of supporting the EPRJS-ADEP system. They 

are training staff in the use of Linux, PostgreSOL and micro-services a rchitectu re . 

A main goal is to integrate the ADEP system into the national system as a subsystem of it. 

Business point of view: 

Once the ADEP system is integrated and tested into the national police system, the objective from the 

business point of view is to involve new law enforcement agencies. In th is way, all national and local 

background databases will be available at EPRIS-ADEP. 

6 .2.5 Ireland's planned activities 

Infrastructure upgrades: 

A full analysis of the Irish infrastructure used for ADEP is ongoing which will ident ify the fina l 

requirements for progression into our live environment. At a minimum, the EON firewall will need to be 

migrated to fit best practices of the Irish Information Technology Security infrastructure. As a number of 

Europol applications are currently using this firewall, a phased migration plan will need t o be established 

to ensure that interruption of services is kept to a minimum. A review of the current EON firewall 

hardware is to be conducted as part of the analys is. 
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7 Miscellaneous lists 

7.1 Listofabbreviations 

Abbreviations Meaning 

ADEP Automation of Data Exchange Processes 

BAT Business Acceptance Test 

BOWG I Business Organisational Working Group 
BTS Bilateral Technical Specifications 

CA Certificate Authority 

csv Comma separated value' 

DAPIX Working Party on Information Exchange and Data Prot ection 

DE ! Germany 

DP Deployment plan 

DMZ Demilitarized Zone 

EIS Europol lnformation System 

ENU I Europol National Unit 

EON Europa! Operat ions Network 

EPE Europol Platform for Experts as collaboration platform 
EPRIS European Police Records Index System 

ES Spain 

EU European Union 

Fl Finland 

FR France 

GA Grant Aqreement 
GUI Graphical User Interface 
ICT Information and Communication Technology 

IE Ireland 

IMS Information Manaqement Strateqy 

IT Information technology 

ITWG IT Working Group 
LEA Law Enforcement Agencies 

LWG Leqal Workinq Group 

MS Member State 

MTP Master test plan 

PMO Project Management Office 

PMP I Project manaqement plan 
pp Pre-production 
QUEST Querying Europol Systems 

SFD Swedish Framework Decision 

SIENA Secure Information Exchanqe NetworkApplication 

SIT Systems Integration Test 

SLA Service level Agreements 

SPOC Single Point of Contact 

UMF Universal Messaqe Format 

• 

WP Work Package (WP 1 to WP 7 according to the Grant Agreement ofthis pilot project) 

T•ble >O: List of abb1evi•l1ons 
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7.2 References and related documents 

Reference Author I Title 

[ADEPC) ADEP Component report (Fraunhofer FOKUS) 

(see deliverables D2.2 to D2.5) 

[BATP] Business Acceptance Test Plan (BOWG) 

[DP] (local) Deployment Plan of the MS involved 

(see deliverables D4.1, Ds.1, D6.1 and D7.1} 

[GA] Grant Agreement - Number 760832- EPRIS-ADEP 

[MTP] Master Test Plan (Central Test Coordinator) 

Evaluat ion report of EPRIS·ADEP pi lot 

Miscellaneous lists 

Version I Date 

1 -30/11/2017 

01/11/2018 

(different dates) 

07/07/2017 

1.0 - 05/0412018 

[PMPJ Project Management Plan (Central Project Management} 1.4-19/12/2018 

(see deliverable D1.23) 

[Req) ADEP Requirements Specification (BOWG) 1.0 - 20/11/2017 

[WP] ADEP White paper (Fraunhofer FOK US) 0.7-11/04/2016 

Table 11: References •nd rela ted documents 
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lntrocbtdion 

1 Introduction 

The scope of ADEP is the automation of presently manual processes for identifying 
whether certain law-enforcement-related data arc available in one or several Mem­
ber Stales in order to enable and facilitate the subsequent bilateral or multilateral in­
fotmation exchange. ADEP inc01vorates the principles of Security by Design [I J and 
stores information in pseudonymized form only in local AOEP indices. Each local 
ADEP index contains a limited set of information (Name, Surname, Date and Place 
of Bitth, Gender) from t11e national databases of criminal records in pseudonymized 
fo1m. 

The ADEP software i~ licensed under Creative Commons Attribution-Non Commer­
cial 4.0 International license and available via a git repository. 

The pseudonymization is done on the base of a modified Bloom algorilhm[2], which 
allows exact as well as similarity search on the base of Wtitten names, no phonetic 
alphabet~ are used. By definition Bloom-based search algorithms provide only 
hit/no-hit info1mation with a cettain percentage of false positives, false negatives are 
not possible. In order to reduce the number of false positives, the implementation of 
the pseudonymization and search algorithms are highly configurable. 

In the following, the software to query ADEP indices and the software to maintain a 
local ADEP index are described in sections 2 and 3, respectively. 
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Software to query ADEP indices 

2 Software to query ADEPindices 

Figure I 

4 

Figw-e 1 shows the infonnation flow dming a query using ADEP software. 

Logical Architecture 

cmpCOrnponent Model 

«MjcroS ... {) 
A: Query 

«Micros .. ~ {) 
B: Search 

«Micros ... {I 
C: Search 

A client in the realm QfMember State A sends a query to die Member State's Query 
service. The client could be either a GUI component or a step in a workflow. The 
Que1y service verifies the incoming query applying configurable rules, pseudony· 
mizes it and distributes die pseudonymized que1y to die attached Search services of 
other Member States. Jn order to keep Figure 1 simple, only the Search services Qf 
Member States B and C are shown. Each Search service validates the que1y and 
adopts it to national peculiarities1 using again configurable rules and then searches 
its national ADEP index. The search results is a hit/no-hit information, which is sent 
back to the Query service. The retwned search results are consolidated by the Query 
service and returned to the client which initiated the query. 

Both, Query and Sear~h services use the industrial strength open source rule engine 
Drools (3) to validate incoming queries and adopt them to national peculiaiities. 

Even though the IT processes of some Member States are not ready to cope with 
paradigms like Dev Ops r 4 l and bi-modal ITr 5 l, respectively, all services are de-

For instance, Ireland doe"1't have place of birth information Therefore, an Irish Search service deletes a pl•ce 

of birth attribute from an :ncoming search request. 
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Figure 2 

Software to query ADEP indices 

signed for those paradigms to be future-proof. Services are implemented as Micro­
Services [ 6] with REST interfaces [7] using the open source Java framework Verb: 
[8]. The interfaces itself are described in AP I Blueprint [9]. 

Query and Search service are embedded in a national IT infrastructure. Taking into 
account the design principle of Separation of Concerns, authentication and authori­
zation are delegated according to the Enterprise Gateway Pattem2 [1 0] to services 
of this IT infrastructure. This is depicted schematically in Figure 2, where Query and 
Search services of Member States A and Bare embedded between Gateway in­
stances to secure the instances. 

The services itself access configuration information like pseudonymization parame­
ter, list of participants, stop words for name handling ore validation rules provided 
by a central coordination instance. According to a decision in November 2016, for 
the pilot phase all configuration information will be stored as local files. However, 
there are more elaborated concepts, which allow a more automated way of the distri­
bution of configuration information in forthcoming development steps. 

Deployment schema 

0
:-----~~~--u-~~~ ~ c· ~-~--~~~--u~ ~ 
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¥ ~ 
I L_J I I ~ I 
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.t_ __ - - - - - - - - - - - - - - - - - - ..J 

oonr~ ,."' 
...... cooq..,,,tioft 

i~~:: ... ---~~~---.. :7£_; 
I ...... ~" "-....I 
I ' , ,, " I : a' ' : I OOl :llllnficur-.. ~ I 
I I 
I I 
I I 

: : 
L ______________ _ _____ _J 

Even though all Member States agreed to use the security architecture described above, some of them are at the 

time being not allowed to do so. For that reason, it is possible to configure local key and trust stores to allow 

encrypted communication without using agate\V'Cly. 
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Software 1.0 query ADEP indices 

6 

A detailed description of how lo configure Query and Search service as well as the 
interface descriptions can be fo und in t11e corresponding source code repositories 
(see Readme fi les and the cookbook): 

ADl1P.git 
- vertx-query.git 

vertx-search.git. 
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Soflware to maintain local ADEP indices 

3 Software to maintain local ADEP indices 

In order to synchronize local data processing systems with ADEP indices, U1ere ex­
ists an additional service to modify person records one by one and there are applica­
tions 
- For bulk insertion and deletion, which read input data from a database and mod­

ify an ADEP index 
- To create a file with pscudonymized entries from a file with plain data. 

3.1 A service for instant modification of one person record 

The ADEP Management service can be used to immediately remove person records 
with a given technical ID from a local ADEP index or to add a new person record to 
the local ADEP index. 

The Management Service is implemented as a MicroService f 6] with REST inte1face 
[7] using ilie open source Java framework Verb: [8). The interface itself is described 
in AP! Blueprint [9]. 

A detailed description how to configure the Management service as well as the inter­
face description can he found in the corresponding source code reposito1ies: 
- ADEP.git 
- vertx-mgmt.git 

3.2 Applications for bulk modification of ADEP indices 

3.2. 1 pscudonymizationFltr 

pseudonymizationFlr is a Java application to read csv-formatted plain data from a 
file or from a stream in a pipes-and-filter architecture and pseudonymize it. ·n1e out­
put is a csv-file or a stream with pseudonymized csv-formatted records which can be 
used to initially fill an ADEP index with native database means. 111at is the most ef­
ficient way to create an initial ADEP index. 

A detailed description how to configure the pseudonymizationF!t application can be 
found in the co1Tesponding source code repository pseudonymizationF!tr.git 
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Software 1.0 maintain local ADEP indices 

3.2.2 batch Inser t 

batch!nsert is a Java application to read plain data from an input database, pseudon­
ymize it and add it to a local ADEP index. 

A detailed description how to configure the batchlnsert application can be found in 
the corresponding source code repository batch!nsert.git 

3.2.3 batch Delete 

8 

batchDelete is a Java application which read plain teclmical IDs from an input data­
base and deletes all records witll the co!l"esponding teclmical IDs from a national 
ADEPindcx. 

A deta.iled description how to configure the batchDelete application can be found in 
the corresponding source code repository batch-delete.git. 
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