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4 Executive Summary

Forensic science is playing an ever increasing role in the investigation and prosecution of
crime. Furthermore, with the rising tide of global crime (terrorism, organised crime etc.) it is
essential that effective measures are in place to support and encourage forensic cooperation
across international borders.

This one-year study has taken a broad look at the current environment for forensic
cooperation across Europe. Further, it has done so from the viewpoint that forensic
cooperation does not stop at Europe’s borders but needs to be seen in the context of
international forensic cooperation around the world. The study has identified a wide range of
obstacles to achieving effective forensic cooperation and has formulated recommendations to

help address these issues.

In the early stages of the work, the study team has developed a Forensic Cooperation Model.
The model describes the flows of forensic information and knowledge both inside a given
country and also across its international borders. The model has been an effective framework
used throughout the study. As a representation of the current national and international
situation, the model has provided insights into the interactions between the stakeholders (the
forensic and the law enforcement communities). Further, it has also provided a clear
distinction between forensic data and forensic expert opinion. Overall, it has helped to identify
the wide diversity of international forensic cooperation including:

e the mutual support of forensic institutes to achieve appropriate levels of preparedness
to deliver forensic casework (training, designing and building facilities, sharing
methodologies, supporting the achievement of quality accreditation etc.),

s the mutual support of forensic institutes at times of need (after a major incident or a
terrorist attack) when local capacity is exceeded and practical measures are required
to handle the excess casework,

e the sharing of forensic information (e.g. that held in databases) between different
countries or between different forensic institutes,

s the transfer of forensic expert opinion between law enforcement teams in different
countries to support criminal investigations,

e the transfer of forensic expert opinion between appropriate judicial authorities in
different countries to support prosecutions,

o the delivery of expert testimony by an expert witness in a court in a different country.

A deeper understanding of the current environment for forensic cooperation in Europe has
been achieved by examining the contributions from the various international stakeholders
engaged in this area. These reviews have included the European Union (EU), Europol,
Eurojust, Interpol, G8, the United Nations (UN), the European Network of Forensic Science
Institutes (ENFSI), other Regional Forensic Networks and the European Police College
(CEPOL). The large number of players involved (a point also emphasised by the very
complexity of the Forensic Cooperation Model) has raised questions about the existing
opportunities for effective strategic discussions about forensic science to take place between
the forensic community and the law enforcement community.

In addition, the study team has identified and reviewed several current initiatives underway
within Europe that are impacting upon forensic cooperation (or have the potential to do so in
the future). These initiatives include the Schengen Information System (SIS), the Prim Treaty
incorporated into EU legislation, a web-based ENFSI crime scene website supported by
Europol, the ENFSI Multilingua language translation glossary and the ENFSI FORJUST
project facilitating the delivery of forensic training within the judicial community.

A key output from the study has been the reaffirmation that forensic quality standards play a
central role in the achievement of effective international cooperation. The exchange of
forensic information relies upon both the provider and the recipient sharing the same common
high standards. To this end, a comprehensive review has been undertaken of the numerous
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initiatives underway in the area of European forensic quality and accreditation. Much good
work is being done but it is clear that any desire to further increase the speed of progress or
to take on yet more initiatives will lead to a significant strain on current resources.

Consideration has also been given to the importance of sharing national forensic database
information. There are several European and worldwide initiatives underway in this specific
area, mainly relating to DNA and fingerprints. The study does not make any specific
recommendations in this area as many of the existing initiatives have yet to reach full
implementation. However, there may be opportunities for the sharing of other types of
forensic database information and to that end an up to date survey of European databases
would provide a good foundation for considering those opportunities.

Questionnaire surveys and structured interviews have been used to obtain views about
forensic cooperation from a wide range of stakeholder groups across Europe including
representatives from both the forensic communities and the law enforcement communities.
These have included the directors of the ENFSI institutes, the chairs of the ENFSI Expert
Working Groups (EWGs), the Eurojust National Correspondents for Terrorist Matters (NCTs)
and the Europol Liaison Bureaus. Respondents were asked to base their answers on their
personal experiences of forensic cooperation. In addition to questions relating to forensic
cooperation, the questionnaires have also provided an overview of preparedness across
ENFSI institutes from the viewpoint of their abilities to deliver forensic services after a major

bomb incident.

Following a detailed evaluation, the obstacles to forensic cooperation arising from the
questionnaires have provided the basis for the 36 recommendations put forward in this final
report. The information about the current environment for forensic cooperation in Europe has
also been a major source leading to the recommendations. At a final stage, the
recommendations have been ranked to provide guidance on their relative importance and
priority for implementation. Although the full set of recommendations covers a wide range of
topics, those with top priority cluster under four general themes:

e To work with the EC to find ways to share this report and the report recommendations
with both the forensic community and the law enforcement community, to gain wide
acceptance for the ideas and to formulate the way ahead towards more effective
forensic cooperation. Through this process to seek to identify the key players to be
involved in the future implementation of specific elements. (Recommendations 1, 2,

and 3)

o To seek ways to create new forums where the forensic community and the law
enforcement community can engage in strategic discussions about forensic science.
This might include joint training initiatives between the communities. A positive
outcome would be the engagement of the forensic community in national major
incident planning and participation in national exercises designed to simuiate
emergency events. (Recommendations 26, 27 and 28)

e To encourage and promote the broad range of quality initiatives being undertaken
within ENFSI involving the Quality and Competence Committee (QCC) and the
EWGs. The QCC and the EWGs, supported by the ENFSI Board, remain the focus
for future work activity to push forward progress in Europe such that every institute
quickly achieves 1SO17025 accreditation as a first major milestone. Critical factors for
long-term success will be centred on the future availability of resources (particularly
the availability of people to deliver the work) and the governance (objectives, roles,
responsibilities) provided by the ENFSI Board. (Recommendations 8, 12, 13, 14, 15,

17 and 19)

o To draw upon the experience already gained in some parts of Europe with the
delivery of forensic services in the aftermath of a major bombing incident to produce a
European Best Practice Guide for achieving preparedness for such an event. Further,
in the interests of preparedness ENFSI institutes should be encouraged to draft
formal agreements with other institutes to facilitate the rapid initiation of forensic
support between those institutes at a time of great need, e.g. after a major incident.

(Recommendations 4 and 5)
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7 List of Report Recommendations (In Numerical Order)

The following Table contains a complete list of the recommendations arising from the study

listed in the order that they are introduced within the final report.

The study recommendations have been judged by the study team using a scale where three
stars (% * %) represent those with the highest priority, whilst those with two stars (* %) and
one star (*) have decreasing priorities. Nevertheless, it must be emphasised that every
single recommendation (below) is being proposed as having the potential to impact upon

overall forensic cooperation (see Chapter 18 for further details).

The abbreviations used within this summary table are defined within the main text of the

report as they arise and, for easy reference, they are also listed in Chapter 20.

Priority

Recommendation 1

For the study team to work with the EC to agree routes by which this final report
can receive widespread circulation amongst the European forensic and law
enforcement communities. This recognises that these two communities have a
common interest in the flows of forensic information both inside and between
countries. The purpose of such dissemination would be to promote knowledge
and understanding of forensic cooperation amongst all stakeholders and, thereby,
to prepare the ground for further debate and for the implementation of the report
recommendations.

* % K

Recommendation 2

For an appropriate sensitisation event (workshop, seminar or conference) to be
organised to involve a mix of delegates drawn from both the forensic and the law
enforcement communities. The purpose of the event would be to facilitate
meaningful detailed discussions about the current study outcomes with further
opportunities to challenge and re-prioritise the recommendations. Further, the
event could play an important role in planning the way ahead, with discussions
relating to the practical aspects of implementing the recommendations. The
staging of such an event would probably best sit under the banner of the EC to
emphasise the wide engagement of both the forensic and the law enforcement

communities.

* Kk

Recommendation 3

To carefully explore with forensic and law-enforcement stakeholders the range of
organisations that will need to be involved when implementing each
recommendation arising from the current study. The complexity of the forensic
cooperation model has clearly highlighted the importance of multiple stakeholder
engagement to facilitate success when tackling the obstacles to forensic
cooperation. Implementation that involves the European forensic community will
undoubtedly point towards ENFSI or the individual forensic institutes.
Implementation that involves the law enforcement community is less easily
assigned and the support of the EC will be needed to help identify, engage and
motivate the appropriate organisations and agencies across Europe.

* K %

Recommendation 4

To initiate a project using a team drawn from the ENFS! institutes to research and
prepare a European Best Practice Guide for achieving preparedness to deal with
major explosive incidents within a forensic institute/laboratory. The evidence
gathered within the present study will provide a foundation for such work but more
detailed information will need to be collected from the ENFSI institutes and other

* % K
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organisations outside of ENFSI, in particular from those countries that have
already had to face terrorist attacks.

Recommendation 5

For ENFSI to encourage the drafting of formal agreements between ENFSI
institutes (and other forensic organisations) to facilitate the rapid initiation of
forensic support between those institutes at a time of great need (e.g. immediately
after a major incident). Such outline agreements negotiated in advance will
provide the important framework on which specific forensic services can be
implemented and delivered quickly to meet a specific emergency.

* K K

Recommendation 6

To initiate a project using a team drawn from appropriate European institutes to
investigate the current best practice (including forensic recovery) for dealing. with
wider scope CBRN incidents from a forensic perspective. The work will need to
look at all aspects of this activity from the incident scene to the laboratory and will
require significant collaboration with those other organisations that have
responsibilities in CBRN emergency situations e.g. those organisations charged
with the duty of cleaning up after such incidents.

Recommendation 7

To conduct a detailed survey of all European forensic institutes to help
understand the many different external oversight factors and agencies (national
and international) that are currently influencing their approaches for achieving
‘fitness for purpose’ in the delivery of their forensic services.

* K

Recommendation 8

For the ENFSI Board to encourage the ENFSI Quality & Competence Committee
(QCC) to continue to strengthen its relationship with European Accreditation (EA)
and International Laboratory Accreditation Cooperation (ILAC). Further, the
ENFSI Board should ensure that resources are made available to the QCC such
that the highest priority can be given to working with EA and ILAC in the
development of the new common guidance document for both ISO17020 and
1SO17025, to cover the whole forensic process, involving both crime scenes and
work in the forensic laboratory.

* %k K

Recommendation 9

For all ENFSI institutes to set up a telephone/email point-of-contact to act as a
starting place for regular communication between institutes. Such a route would
provide an additional line of communication other than the direct communication
routes that already exist between the institute directors.

* %

Recommendation 10

For ENFSI to explore new approaches and policies for communication between
forensic institutes encouraging more direct communication between institute staff
at all levels. In particular, to explore routes by which forensic experts can readily
engage with each other and thereby call upon a wider pool of knowledge and
expertise than available within their own institutes. Such new routes of
communication might involve the further exploitation of the ENFSI website with
the application of newer software communication tools, to facilitate discussion
forums or other communication platforms.

* %

Recommendation 11

-For ENFSI to examine the current methods of electronic communication between
forensic institutes and consider ways by which the security of such
communication can be improved for the transfer of sensitive information when

* %
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necessary (e.g. handling casework information). Consideration should also be
given to the compatibility of such secure institute-to-institute communications with
sensitive information transfers to the law enforcement community (e.g. police
forces).

Recommendation 12

For the ENFSI Board to strongly encourage all ENFSI institutes to move rapidly
towards achieving quality accreditation to the international 1ISO17025 standard in
line with the membership criteria contained within the ENFSI “Framework for
Membership” (ENFSI BRD-FWK-001).

* % %k

Recommendation 13

For the ENFS! Board to support & strengthen the current work of the ENFSI
Quality & Competence Committee (QCC) in all aspects of its work to design and
implement quality standards. In particular, for the QCC to be encouraged to
continue its work on the development of detailed quality standards in those areas
not adequately covered by the ISO standards (competence assessment, method
validation etc.). Further, that the ENFSI Board makes available adequate
resources to ensure speedy progress in this important area.

* & Kk

Recommendation 14

To achieve wide recognition that the ENFSI EMFA Project (European Mentorship
for Forensic Accreditation) and the ENFSI inter-laboratory exercises are two
important tools for establishing, maintaining and driving up quality standards in
European forensic science. Through this recognition to secure improved
resourcing for these activities from the EC and thereby to ensure well-managed
and well-directed programmes of work for the future. In this way widespread
European quality accreditation to international standards can be achieved more
quickly and furthermore those standards can be maintained and enhanced over

time.

* K %k

Recommendation 15

For the ENFSI Board to reiterate the importance of the ENFSI Expert Working
Groups (EWGSs) as the key foundation for the identification of best practice, the
setting of common standards and for promoting method harmonisation for their
own forensic disciplines across all ENFSI institutes. Such strengthening of the
EWG role will require clear governance (objectives, roles, responsibilities) from
the ENFSI Board and the full commitment of all the EWGs to align with the ENFSI
objectives. Equally important, the strengthening of the EWG role will require the
full support of all ENFSI directors who provide the staff to resource the EWGs.
The manpower resource required to achieve effective progress in this area should
not be underestimated and the ENFSI Board may need to achieve significant
external funding to help facilitate the release of such manpower resource from
individual ENFSI institutes.

* Kk

Recommendation 16

For ENFSI and the European Commission (EC) to seek constructive dialogue with
the legal community to jointly explore ways to safeguard the continued collection
of forensic quality data (e.g. the results of inter-laboratory exercises) recognising
that such information can be used in negative ways during trials and tribunals.

* %X

Recommendation 17

For the ENFSI Board to encourage the ENFSI Quality & Competence Committee
(QCC) to work with European Accreditation (EA) and International Laboratory
Accreditation Cooperation (ILAC) to develop and implement common
European/International standards for forensic interpretation.

* % %
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Recommendation 18

For ENFSI to prepare a central list of forensic databases and physical forensic
collections that are currently held by individual ENFSI institutes with a view to the
potential future sharing of such forensic information. Further, to consider the
adequacy of such existing databases and to identify those databases with
potential for further development.

* %

Recommendation 19

For ENFSI to work towards harmonising and adopting common standards for the
exchange of forensic information (databases etc.) for those areas where such

standards have not yet been developed and where there are significant benefits

for sharing such data across international borders.

* K k

Recommendation 20

To raise the awareness amongst European forensic practitioners of the ENFSI
Multilingua project and thereby encourage wider use of the tool and its further
development to include more languages and more areas of forensic expertise.

Recommendation 21

To investigate the potential application of ever improving modern software
translation tools in the area of technical translation and thereby explore their
application in the field of forensic science.

Recommendation 22

To set up a mechanism for the creation and regular maintenance of a European
list/register of technically and judicially competent language translators available
to support courts and tribunals when reviewing forensic information (written or
verbal) presented in a foreign language. The ownership and access point to such
a list/register will be an important element of this work, as will be the measures of
competence for inclusion on the list.

Recommendation 23

For the ENFSI Board to encourage and support forensic practitioners to take part
in secondments and exchanges involving ENFSI institutes. Such experiences are
seen as valuable ways to build relationships, forge links between institutes,
facilitate the exchange of information and encourage the sharing of good practice.
They also provide good opportunities for forensic scientists to practice and
improve their language skills. Overall secondments and exchanges can make
effective contributions towards many of the key factors that will influence long-
term European forensic cooperation.

* K

Recommendation 24

To raise awareness across the forensic community that the legal barriers to
forensic cooperation are far less problematic than generally perceived.

* %

Recommendation 25

To create an area on the ENFSI website that provides general guidance on the
Investigative processes and tribunal procedures that pertain to each European
country. Such guidance would provide an initial introduction for any forensic
expert required to engage with a different country. Procedural guidance for
courtroom appearances would be an important part of this information.

* %k
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Recommendation 26

For the European Commission (EC) to seek opportunities to create new forums
by which the law enforcement community and the forensic community can engage
together in regular and ongoing discussions about the better use of forensic
science for the investigation of crime and the prosecution of criminals The current
lack of such a common forum at the present time leads to many
misunderstandings on both sides. The engagement of both communities in such
strategic discussions about forensic science would have enormous benefits for all.
The forensic cooperation model would provide a common platform for building a
common awareness and understanding.

* *k K

Recommendation 27

For the European Commission (EC) to support ENFS! in exploring opportunities
for developing a long-term forensic training programme with a defined curriculum
for delivery to both the law enforcement community and the forensic community.
The curriculum could be centred on the forensic cooperation model and the
training elements would provide a detailed account of the numerous processes
involved in the movement of forensic information.

* Kk

Recommendation 28

To strengthen the engagement of the forensic community with the national
organisations (police, military, civil authorities etc.) that plan for major crisis
incidents (e.g. a terrorist bomb attack). Through this engagement to promote
further understanding of the potential impact of such an incident on forensic
services (from the incident scene to the laboratory). Further, such engagement to
promote the further participation of the forensic community in the national
planning discussions and the practical participation of forensic institutes in
national exercises designed to simulate emergency events.

* k k

Recommendation 29

As part of a future study, further consideration should be given to whether forensic
information in terrorism-related investigations and prosecutions should be
forwarded to Eurojust as a matter of course (alongside other information required
by Council Decision 2005/671/JAl). If so, further work is required to establish the
role of Eurojust when it receives such information in order to make it widely
available to the Member States. Further, associated data protection issues would
also need to be considered and resolved.

Recommendation 30

To alert the EC to the comments received from the law enforcement community
highlighting the real benefits for general information sharing that might be
achieved through the more widespread national co-location of the access points
for the various existing communication channels used for international law-
enforcement cooperation (Europo!, Interpol, Schengen / Sirene etc.).

Recommendation 31

For the ENFSI Board to consider the inclusion of explicit aims within the ENFSI
Mission Statements that refer to cooperation between member institutes and the
exchange of information. The purpose of this change would be to emphasise the
importance of forensic cooperation at the centre of the ENFSI strategy.

* k Kk
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Recommendation 32

For the ENFSI Board to support & strengthen the current work of the European
Academy of Forensic Science, EAFS (an ENFSI Standing Committee) in its work
to draft an updated ENFSI Research & Development (R&D) Strategy. This
updated strategy should aim to promote opportunities for European forensic
institutes to work together and to overcome the practical difficulties associated
with such collaborative work. Further, ENFSI should continue to actively seek all
opportunities for external funding to facilitate larger scale, long-term R&D areas.

* %

Recommendation 33

For the EC to explore potential relaxations in the regulations (European &
international) relating to the transfer/fransport of hazardous substances (e.g.
explosives, chemical agents), from one country to another, in situations when
such movements involve only minute quantities required for scientific/analytical
purposes. The current legisiation imposes severe administrative burdens, well out
of proportion to the risks involved and thereby creates a practical obstacle for the
sharing of common chemical standards and the distribution of samples for quality

assurance trials.

* %

Recommendation 34

To undertake further consultation with the organisations that already play
important roles in the facilitation of forensic cooperation throughout Europe
(Europol, Interpol, Eurojust, ENFSI, European Commission) to further test the
validity of the forensic cooperation model and the recommendations that arise
from the current study.

* K

Recommendation 35

To undertake further consultation with organisations outside of Europe that are
key stakeholders in promoting forensic cooperation throughout the world to help
further test the validity of the forensic cooperation model and the
recommendations that arise from the current study. Such organisations to include
the regional networks of forensic science laboratories (ASCLD, SMANZFL,

AICEF),

Recommendation 36

Through further consultation with stakeholders from both the forensic community
and the law enforcement community to explore ways in which the forensic
cooperation model can be improved and adapted, and thereby used as the basis
for further understanding the processes by which forensic knowledge and
information is shared. Through this developing understanding, provided with the
aid of the model, to further understand the obstacles to such cooperation and
thereby seek long-term solutions.

* K K
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8 List of Report Recommendations (In Priority Order)

The following Table contains a complete list of the recommendations arising from the study
grouped together according to their priority.

The study recommendations have been judged by the study team using a scale where three
stars (* * %) represent those with the highest priority, whilst those with two stars (% %) and
one star (%) have decreasing priorities. Nevertheless, it must be emphasised that every
single recommendation (below) is being proposed as having the potential to impact upon
overall forensic cooperation (see Chapter 18 for further details).

The abbreviations used within this summary table are defined within the main text of the
report as they arise and, for easy reference, they are also listed in Chapter 20.

Priority

Recommendation 1

For the study team to work with the EC to agree routes by which this final report
can receive widespread circulation amongst the European forensic and law
enforcement communities. This recognises that these two communities have a | -

common interest in the flows of forensic information both inside and between | % % %
countries. The purpose of such dissemination would be to promote knowledge
and understanding of forensic cooperation amongst all stakeholders and, thereby,
to prepare the ground for further debate and for the implementation of the report

recommendations.

Recommendation 2

For an appropriate sensitisation event (workshop, seminar or conference) to be
organised to involve a mix of delegates drawn from both the forensic and the law
enforcement communities. The purpose of the event would be to facilitate
meaningful detailed discussions about the current study outcomes with further

opportunities to challenge and re-prioritise the recommendations. Further, the * ok Kk
event could play an important role in planning the way ahead, with discussions
relating to the practical aspects of implementing the recommendations. The
staging of such an event would probably best sit under the banner of the EC to
emphasise the wide engagement of both the forensic and the law enforcement

communities.

Recommendation 3

To carefully explore with forensic and law-enforcement stakeholders the range of
organisations that will need to be involved when implementing each
recommendation arising from the current study. The complexity of the forensic
cooperation model has clearly highlighted the importance of multiple stakeholder
engagement to facilitate success when tackling the obstacles to forensic * ok %
cooperation. Implementation that involves the European forensic community will
undoubtedly point towards ENFSI or the individual forensic institutes.
Implementation that involves the law enforcement community is less easily
assigned and the support of the EC will be needed to help identify, engage and
motivate the appropriate organisations and agencies across Europe.

Recommendation 4

To initiate a project using a team drawn from the ENFS! institutes to research and
prepare a European Best Practice Guide for achieving preparedness to deal with

* K K
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major explosive incidents within a forensic institute/laboratory. The evidence
gathered within the present study will provide a foundation for such work but more
detailed information will need to be collected from the ENFSI institutes and other
organisations outside of ENFSI, in particular from those countries that have
already had to face terrorist attacks.

Recommendation 5§

For ENFSI to encourage the drafting of formal agreements between ENFSI
institutes (and other forensic organisations) to facilitate the rapid initiation of
forensic support between those institutes at a time of great need (e.g. immediately
after a major incident). Such outline agreements negotiated in advance will
provide the important framework on which specific forensic services can be
implemented and delivered quickly to meet a specific emergency.

* K Kk

Recommendation 8

For the ENFSI Board to encourage the ENFSI Quality & Competence Committee
(QCC) to continue to strengthen its relationship with European Accreditation (EA)
and International Laboratory Accreditation Cooperation (ILAC). Further, the
ENFSI Board should ensure that resources are made available to the QCC such
that the highest priority can be given to working with EA and [LAC in the
development of the new common guidance document for both 1SO17020 and
ISO17025, to cover the whole forensic process, involving both crime scenes and
work in the forensic laboratory.

* Kk

Recommendation 12

For the ENFSI Board to strongly encourage all ENFSI institutes to move rapidly
towards achieving quality accreditation to the international 1SO17025 standard in
line with the membership criteria contained within the ENFSI “Framework for
Membership” (ENFS! BRD-FWK-001).

* K K

Recommendation 13

For the ENFSI Board to support & strengthen the current work of the ENFSI
Quality & Competence Committee (QCC) in all aspects of its work to design and
implement quality standards. In particular, for the QCC to be encouraged to
continue its work on the development of detailed quality standards in those areas
not adequately covered by the ISO standards (competence assessment, method
validation etc.). Further, that the ENFSI| Board makes available adequate
resources to ensure speedy progress in this important area.

* % %

Recommendation 14

To achieve wide recognition that the ENFSI EMFA Project (European Mentorship
for Forensic Accreditation) and the ENFSI inter-laboratory exercises are two
important tools for establishing, maintaining and driving up quality standards in
European forensic science. Through this recognition to secure improved
resourcing for these activities from the EC and thereby to ensure well-managed
and well-directed programmes of work for the future. In this way widespread
European quality accreditation to international standards can be achieved more
quickly and furthermore those standards can be maintained and enhanced over

time.

* K K

Recommendation 15

For the ENFSI Board to reiterate the importance of the ENFSI Expert Working
Groups (EWGs) as the key foundation for the identification of best practice, the
setting of common standards and for promoting method harmonisation for their
own forensic disciplines across all ENFSI institutes. Such strengthening of the
EWG role will require clear governance (objectives, roles, responsibilities) from

* % %
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the ENFSI Board and the full commitment of all the EWGs to align with the ENFSI
objectives. Equally important, the strengthening of the EWG role will require the
full support of all ENFSI directors who provide the staff to resource the EWGs.
The manpower resource required to achieve effective progress in this area should
not be underestimated and the ENFSI Board may need to achieve significant
external funding to help facilitate the release of such manpower resource from
individual ENFSJ institutes.

Recommendation 17

For the ENFSI Board to encourage the ENFSI Quality & Competence Committee
(QCC) to work with European Accreditation (EA) and International Laboratory
Accreditation Cooperation (ILAC) to develop and implement common
European/International standards for forensic interpretation.

* K K

Recommendation 19

For ENFSI to work towards harmonising and adopting common standards for the
exchange of forensic information (databases etc.) for those areas where such
standards have not yet been developed and where there are significant benefits
for sharing such data across international borders.

* K K

Recommendation 26

For the European Commission (EC) to seek opportunities to create new forums
by which the law enforcement community and the forensic community can engage
together in regular and ongoing discussions about the better use of forensic
science for the investigation of crime and the prosecution of criminals The current
lack of such a common forum at the present time leads to many
misunderstandings on both sides. The engagement of both communities in such
strategic discussions about forensic science would have enormous benefits for all.
The forensic cooperation model would provide a common platform for building a
common awareness and understanding.

¥* K K

Recommendation 27

For the European Commission (EC) to support ENFSI in exploring opportunities
for developing a long-term forensic training programme with a defined curriculum
for delivery to both the law enforcement community and the forensic community.
The curriculum could be centred on the forensic cooperation model and the
training elements would provide a detailed account of the numerous processes
involved in the movement of forensic information.

* K K

Recommendation 28

To strengthen the engagement of the forensic community with the national
organisations (police, military, civil authorities etc.) that plan for major crisis
incidents (e.g. a terrorist bomb attack). Through this engagement to promote
further understanding of the potential impact of such an incident on forensic
services (from the incident scene to the laboratory). Further, such engagement to
promote the further participation of the forensic community in the national
planning discussions and the practical participation of forensic institutes in
national exercises designed to simulate emergency events.

* %k %k

Recommendation 31

For the ENFSI Board to consider the inclusion of explicit aims within the ENFSI
Mission Statements that refer to cooperation between member institutes and the
exchange of information. The purpose of this change would be to emphasise the
importance of forensic cooperation at the centre of the ENFSI strategy.

* % *
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Recommendation 36

Through further consultation with stakeholders from both the forensic community
and the law enforcement community to explore ways in which the forensic
cooperation model can be improved and adapted, and thereby used as the basis
for further understanding the processes by which forensic knowledge and
information is shared. Through this developing understanding, provided with the
aid of the model, to further understand the obstacles to such cooperation and
thereby seek long-term solutions.

Recommendation 7

To conduct a detailed survey of all European forensic institutes to help
understand the many different external oversight factors and agencies (national
and international) that are currently influencing their approaches for achieving
fitness for purpose’ in the delivery of their forensic services.

* K K

* %

Recommendation 9

For all ENFSI institutes to set up a telephone/email point-of-contact to act as a
starting place for regular communication between institutes. Such a route would
provide an additional line of communication other than the direct communication
routes that already exist between the institute directors.

* K

Recommendation 10

For ENFSI to explore new approaches and policies for communication between
forensic institutes encouraging more direct communication between institute staff
at all levels. In particular, to explore routes by which forensic experts can readily
engage with each other and thereby call upon a wider pool of knowledge and
expertise than available within their own institutes. Such new routes of
communication might involve the further exploitation of the ENFSI website with
the application of newer software communication tools, to facilitate discussion
forums or other communication platforms.

* X

Recommendation 11

For ENFSI to examine the current methods of electronic communication between
forensic institutes and consider ways by which the security of such
communication can be improved for the transfer of sensitive information when
necessary (e.g. handling casework information). Consideration should also be
given to the compatibility of such secure institute-to-institute communications with
sensitive information transfers to the law enforcement community (e.g. police

forces).

* *

Recommendation 16

For ENFSI and the European Commission (EC) to seek constructive dialogue with
the legal community to jointly explore ways to safeguard the continued collection
of forensic quality data (e.g. the results of inter-laboratory exercises) recognising
that such information can be used in negative ways during trials and tribunals.

* K

Recommendation 18

For ENFSI to prepare a central list of forensic databases and physical forensic
collections that are currently held by individual ENFSI institutes with a view to the
potential future sharing of such forensic information. Further, to consider the
adequacy of such existing databases and to identify those databases with
potential for further development.

* K
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Recommendation 23

For the ENFSI Board to encourage and support forensic practitioners to take part
in secondments and exchanges involving ENFSI institutes. Such experiences are
seen as valuable ways to build relationships, forge links between institutes,
facilitate the exchange of information and encourage the sharing of good practice.
They also provide good opportunities for forensic scientists to practice and
improve their language skills. Overall secondments and exchanges can make
effective contributions towards many of the key factors that will influence long-
term European forensic cooperation.

* %

Recommendation 24

To raise awareness across the forensic community that the legal barriers to
forensic cooperation are far less problematic than generally perceived.

* K

Recommendation 25

To create an area on the ENFSI website that provides general guidance on the
Investigative processes and tribunal procedures that pertain to each European
country. Such guidance would provide an initial introduction for any forensic
expert required to engage with a different country. Procedural guidance for
courtroom appearances would be an important part of this information.

* *

Recommendation 32

For the ENFSI Board to support & strengthen the current work of the European
Academy of Forensic Science, EAFS (an ENFSI Standing Committee) in its work
to draft an updated ENFS| Research & Development (R&D) Strategy. This
updated strategy should aim to promote opportunities for European forensic
institutes to work together and to overcome the practical difficulties associated
with such collaborative work. Further, ENFSI shouid continue to actively seek all
opportunities for external funding to facilitate larger scale, long-term R&D areas.

* K

Recommendation 33

For the EC to explore potential relaxations in the regulations (European &
international) relating to the transfer/transport of hazardous substances (e.g.
explosives, chemical agents), from one country to another, in situations when
such movements involve only minute quantities required for scientific/analytical
purposes. The current legislation imposes severe administrative burdens, well out
of proportion to the risks involved and thereby creates a practical obstacle for the
sharing of common chemical standards and the distribution of samples for quality

assurance trials.

* %

Recommendation 34

To undertake further consultation with the organisations that already play
important roles in the facilitation of forensic cooperation throughout Europe
(Europol, Interpol, Eurojust, ENFSI, European Commission) to further test the
validity of the forensic cooperation model and the recommendations that arise

from the current study.

* %

Recommendation 6

To initiate a project using a team drawn from appropriate European institutes to
investigate the current best practice (including forensic recovery) for dealing with
wider scope CBRN incidents from a forensic perspective. The work will need to
look at all aspects of this activity from the incident scene to the laboratory and will
require significant collaboration with those other organisations that have
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responsibilities in CBRN emergency situations e.g. those organisations charged
with the duty of cleaning up after such incidents.

Recommendation 20

To raise the awareness amongst European forensic practitioners of the ENFSI
Multilingua project and thereby encourage wider use of the tool and its further
development to include more languages and more areas of forensic expertise.

Recommendation 21

To investigate the potential application of ever improving modern software
translation tools in the area of technical translation and thereby explore their
application in the field of forensic science.

Recommendation 22

To set up a mechanism for the creation and regular maintenance of a European
list/register of technically and judicially competent language translators available
to support courts and fribunals when reviewing forensic information (written or
verbal) presented in a foreign language. The ownership and access point to such
a list/register will be an important element of this work, as will be the measures of
competence for inclusion on the list.

Recommendation 29

As part of a future study, further consideration should be given to whether forensic
information in terrorism-related investigations and prosecutions should be
forwarded to Eurojust as a matter of course (alongside other information required
by Council Decision 2005/671/JAl). If so, further work is required to establish the
role of Eurojust when it receives such information in order to make it widely
available to the Member States. Further, associated data protection issues would
also need to be considered and resolved.

Recommendation 30

To alert the EC to the comments received from the law enforcement community
highlighting the real benefits for general information sharing that might be
achieved through the more widespread national co-location of the access points
for the various existing communication channels used for international law-
enforcement cooperation (Europol, Interpol, Schengen / Sirene etc.).

Recommendation 35

To undertake further consultation with organisations outside of Europe that are
key stakeholders in promoting forensic cooperation throughout the world to help
further test the validity of the forensic cooperation model and the
recommendations that arise from the current study. Such organisations to include
the regional networks of forensic science laboratories (ASCLD, SMANZFL,

AICEF),
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9 Introduction and Scope

The general objective of the current European Commission (EC) contract (JLS/D1/2007/025)
was to provide a comprehensive overview and insight into the obstacles (gaps, limiting factors
etc.) that inhibit European forensic laboratories sharing forensic information and working
together in support of law enforcement investigations and subsequent prosecutions. The key
aims were to identify the obstacles to cooperation that exist nationally and internationally and
to recommend ways in which these can be overcome.

From the outset it was recognised by the study team that the EC has a broad interest in
European forensic cooperation associated with all areas of activity where forensic science
can make a contribution (terrorism, organised crime, major crime, human trafficking, illicit drug
supply natural disasters etc.). In view of the relatively short timescale of the study, the
approach outlined in the study inception report (January 2008) was to concentrate on terrorist
criminality (with a particular emphasis on bomb attacks) as the basis for our evidence
collection. The seriousness of such incidents, along with their inevitable international focus,
means that forensic cooperation between countries will be pursued with considerable energy

in such situations.

Thus, the concentration on evidence gathering in the field of counter-terrorism has been
pursued in the work of the study team throughout the project, as planned. Nevertheless, the
information collected continued to point towards wider principles that apply across all areas of
criminality, not just terrorism.

In the study inception report for the contract, delivered to the EC in January 2008, the detailed
aims of the study were documented as follows:

» To complete an inventory of the counter terrorism capabilities of European forensic
science institutes.

» To identify the obstacles that prevent or limit the cooperation between European
forensic science institutes.

» To prioritise the obstacles identified and make recommendations on how such factors
can be minimised or eliminated.

Further, in the study inception report, the study team committed to the evaluation of its
findings within the context of a visual model representing a framework for
European/international forensic cooperation. It was envisaged from the outset that the
findings from the study were likely to be broad and complex and would benefit from such an
approach using a visual model.

In the detailed planning stages of the study the anticipated scope and complexity of the
findings were reinforced. Thus, an early decision was taken by the study team to utilise
significant resources at the beginning of the EC contract to draft an initial working model for
international forensic cooperation to help facilitate the follow up stages of the project. The
work on this initial model development was described in the study interim report (June 2008)
and the further refinements are described in detail later in this final report.
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