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Summary

The European Agency for the operational management of large-scale IT systems in the area
of freedom, security and justice (eu-LISA) was established by virtue of Regulation (EU) No
1077/2011" of the European Parliament and of the Council of 25 October 2011 (hereinafter the
Regulation), which entered into force on 21 November 2011. The eu-LISA has been solely
responsible for the operation of the VIS system since 1 December 2012.

This report describes the technical functioning of the system between 11 October 2011 (the
date that the system first became operational) and 31 August 2013’ and presents statistics
regarding system usage. It has been prepared pursuant to Aricle 50(3) of the VIS Regulation®.

VIS is being progressively deployed, region by region, and should eventually cover the entire
world by the first quarter of 2015, At the end of the reporting peried, VIS had been rolled out in
7 out of 23 planned regions and had more than 215 000 end-users, as per information
provided by Member States.

In the reporting period, the VIS processed more than 4.3 million visa applications of which
more than 3.6 million resulted in the issue of a short-stay visa.

Mo security incident or relevant security issue has been reported by Member States during the
reporting period.

The information presented confirned that the VIS fully and satisfactorily serves the objectives’
for which it was created: supporting the implementation of the common EU visa policy as well
as the EU's migration and border management policy; assisting in the fight against irregular
migration and contributing to the prevention of threats to intemal security of Member States.

' OJL 286, 01 41.2014,p 1

*The reporting period was set until 21 August 2013 in order to submit the report two years after the VIS is brought into operation
as set by Arhicle S0(3) of VIS Regulation

3 Regulation (EC) Mo 7672008 of the European Padiament and of the Council of 3 July 2008 concerning the Visa Information
System (VIS} and the exchange of data bebween Member States on short-stay visas {(hereinaker VIS Regulation)

* tecording to the VIS Regulation, VIS should have the purpose of improving the implementation of the common visa policy,
consular cooperation and consultation belween central visa authonties by facitating the exchange of data Detwesn Member
States on applications and on the decisions relating therato, in order to facilitate the wisa application procedurs, to prevent 'visa
shopping’, to facilitate the fight against fraud and to faciltate checks at extemal border crossing points and within the temitory of
the Member States. VIS should also assist in the identification of any person who may not, or may no longer, fulfl the conditions
for antry to, stay or residence on the tamitory of the Member States, and facilitate the application of Councd Regulation (EC) Mo
34372003 of 18 Februsry 2003 establishing the cntena and mechanism for detemmining the Member State responsible for
examining an asylum epplication lodged in one of the Member States by a third-country national, and contribute to the prevention
afthreats to the intermal secunty of any of the Member States
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1. Introduction

The Visa Information System (VIS) is a large-scale IT system for the exchange of data on
short-stay visas between Schengen States’. Its objective is to support the implementation of a
common EU visa policy — as well as the EU's migration and border management policy — by
preventing "visa shopping”, assisting in the fight against irregular migration, contributing to the
prevention of threats to internal security of Member States, and bringing fransparent and faster
procedures for bona fide travellers. It is accompanied by the Biometric Matching System
{BMS), which performs fingerprint matching services.

VIS started operations on 11 October 2011 and has been progressively rolled out in defined
regions” in accordance with Article 48 of the VIS Regulation. The deployment will
progressively continue with the third and last set of regions’ and shall be finalised worldwide
by the first quarter of 2015,

Curing the reporting period considered, the VIS was rolled out in the following regions:

1 Morth Africa: Algeria, Egypt, Libya, Mauritania, Morocco, Tunisia 111102011
2 The Mear East: Israel, Jordan, the Lebanon, Syria 10/05/2012
3 The Gulf region: Afghanistan, Bahrain, Iran, Iraq. Kuwail, Oman, 02/10/2012

Qalar, Saudi Arabia, United Arab Emirates, Yemen

West Africa: Benin, Burkina Faso, Cape Verde, Cote dlvoire,
4 Gambia, Ghana, Guinea, Guinea-Bissau, Liberia, Mali, Niger, 14/03/2013
Nigeria, Senegal,. Sierra Leone and Togo

Central Africa: Burundi, Congo, Democratic Republic of Congo,
5 Equatoerial Guinea, Gabon, Rwanda, Sao Tome and Principe, 14/03/2013
Cameroon, Central African Republic and Chad

East Africa: Comoros, Kenya, Madagascar, Mauritius, Seychelles,
6 Tanzania, Uganda, Djibouti, Eritrea, Ethiopia, Somalia, South 06/06/2013
Sudan and Sudan

Southern Africa; Angola, Botswana, Lesotho, Malawd,
7 Mozambique, Mamibia, South Africa, Swaziland, Zambia, 06/06/2013
Zimbabwe

From the first stages of planning in 2004, the Commission took responsibility for the
development and entire implementation process of the VIS. The operational management of
the VIS was delegated to the French Administration (C.SIS) for the first year of operation
{petween the go-live on 11 October 2011 and 1 December 2012).

States are’ Austna, Belgum, Czech Republic, Denmark, Estonma, Fi
n EU Member S
lanway {not an EU M

France, Germany, Greacs Hungary
Lithuania, Luxembo
vdan and Swikzerlan

he start of operations of the

2 determining the second set of
r 2013 determiming the third and last set of remons for the start

e bime this report was drafted
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On 1 December 2012, eu-LISA commenced operations and fook over the operational
management of the VIS, in line with the Regulation.

Currently, 26 Schengen States are connected to the VIS, while Romania, Bulgaria, Cyprus
and Croatia are preparing to be connected in the future,

1.1 Legal base for the report

In accordance with Article 50(3) of the VIS Regulation, two years after the VIS is brought into
operations and every two years thereafter, the Management Authority (eu-LISA) shall submit
to the European Parliament, the Council and the Commission a report on the technical
functioning of the VIS, including the security thereof'”,

Pursuant to Article 50(6), Member States shall provide the Management Authority and the
Commission with the information necessary to draft the report.

1.2 Scope of the report

This report constitutes an element of the procedures designed to monitor the functioning of the
VIS as referred to in Article 50 of the VIS Regulation and it includes a description of the
technical functioning of VIS from its entry into operations (11 October 2011) until the 31
August 2013

Discussions on the legal reporting obligations associated with the VIS took place initially at a
meeting of the VIS National Project Managers Working Group (NPM) in July 2008. In the
following months, workshops were organised by the Commission to discuss and agree on
templates to be used by Member States in order to submit information for each reporting
exercise.

The content of this report has been prepared with the collaboration and information'' provided
by all the Member States connected to the VIS, as the access to the VIS data by eu-LISA is
limited only to technical operational activities. In this regard, Member States have been
requested to contribute by filling in a template (Annex IX}in order to provide both quantitative
and qualitative information.

2. Management of VIS

2.1 General description of the management

In accordance with Article 1(2) of the Council Decision 2004/512/EC the VIS consists of the
Central VIS system (CS-VIS), a National Interface (NI-VIS) in each Member State and the
communication infrastructure . The National Interface provides the connection to the relevant
central national authonty of the respective Member State. The complete end-to-end solution
involves, in addition to the elements listed in the Council Decision 2004/512/EC, the national
systems that provide the interface to the end users.

© Bagqulation (EC)No 76772008
1] Y ) r
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Each Member State is responsible for implementing, operating and managing its own national
system, while the operational management of CS-VIS and certain aspects of the
communication infrastructure are, as of 1 December 2012, the eu-LISA's responsibility.

As per Article 28(2) of the VIS Regulation, each Member State shall designate a national
authority that shall provide for access by the competent authorities referred to in Article 6(1)
and (2) to the VIS Regulation and connect that national authority to the national interface. The
list of National Authorities pursuant to Article 28{2) can be found in Annex VII.

In accordance with Article 6 of the VIS Regulation, each Member State shall designate the
competent authorities, the duly authorised staff of which shall have access to enter, amend,
delete or consult data in VIS. The list of these authorities and specifications for what purpose
each authority may process data in VIS shall be communicated to the Commission for
publication™.

The end-users (individual persons) who are allowed access to VIS must therefore belong to
one of these competent authorities. It should be noted that the number of end-users has
considerably increased during the reporting period as VIS has been progressively deployed,
region by region, thus increasing the number of consular posts which can access VIS. The list
of competent authorities together with the total number of end users'™ for each of them is
available in Annex VIII, giving a global figure of more than 215 000 end-users with access to
the VIS, as per information provided by Member States. Most of these users come from
consular offices or border posts.

With regard to the Law Enforcement Access to VIS, Council Decision 2008/633/JHA'®, which
provided for such access, entered into force on 1 September 2013, Analysis of system access
and usage by law enforcement personnel is therefore outside the scope of this first report. A
report on the technical functioning of the VIS in this regard, pursuant to Article 17(3) of the
2008 Council Decision, will be available in two years.

2.2 Monitoring and reporting procedures
National Level

Limited information was provided by Member States regarding any monitoring or reporting that
they undertake at national level. Half of the Member States confimed that they have
monitoring procedures and activities in place to check the status and functioning of their
national systems whereas the other Member States did not provide any input whatsoever or
provided input that was not considered to be pertinent for this section of the report.

In case of issues being detected, Member States can contact the eu-LISA’s helpdesk via
telephone, secure e-mail or a web interface. The desk operates on a 24/7 basis. A set of
procedures to govern and assure the efficiency of this communication has been agreed with
Member States and constitutes the "VIS Operator Manual”,

Central Level

T OJC 79, 17.3.2012 p. & - List of competent authonties the duly auhorised staff of which shall have access to enter, amend
dﬂlt'ﬂ or ¢ t:'sull data in the Visa Information System (VIS)
¥ approached by Member States demanding on how to intempret the template field “End-Users", eu-LISA recommended the

a0 "End users” should ba the physical persons acoessing fhe system per M SAutianty. This is consisient with the end-user
definifior as descrbed in the VIS Core Concept Acoess Contral - 2.1 .3 END-USER - Any individual persor authorsed to scoess
C5-WIS 5 called 5 -LUiser It has to be noted that this interpratation slightly differs from the instructions agreed by the
Commission and Member States in 2008 and explainad in the template distibuted to Member States
B0JL 218129, 1382008 p 129
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eu-LISA has defined and implemented IT Service Management (ITSM) processes following
intemational standards' to assure quality of service to the Member States and to better cope
with incidents, problems and service requests. VIS is continuously monitored and a technical
team is present on site 24/7,

Operational statistics at the cenfral level (including quality of fingerprints) are gathered and
analysed on a daily, weekly, monthly, quarterly and vyearly basis. Business information
extracted from these statistics is periodically shared and presented to Member States in order
to identify and follow up on areas requiring improvement. Such improvements can be related
not only to the technical performance of the system but also fo the quality of the data inserted
into the VIS by Member States.

These operational statistics also allow the monitoring and analysis of the system, identifying
the ways in which it is used by Member States, highlighting in some cases incorrect practices.

Member States have access to these statistics, either via a dedicated web platform or through
the VIS Advisory Group. Reporting functionality is also available to the Member States at a
central level, allowing them to execute reports to obtain business information on a regular or
ad-hoc basis.

It should be noted that there is no possibility of monitoring end-to-end communication, as the
management responsibility is split between Member States (national systems) and eu-LISA
{CS-VIS and communication infrastructure to connect to the National interfaces).

3. Technical functioning of VIS

3.1 Description of the technical infrastructure

3.1.1 CS-VIS and BMS

VIS was designed to offer a high level of reliability, implying full system availability, robustness
and data integrity; as such, the system should be fully available to all end users 99.99% of the
time. Because of this, the CS-VIS infrastructure is located in two different data centres - a
central unit (CU) in Strasbourg (France) and a backup central unit (BCU) in Sankt Johann im
Pongau (Austria) - providing redundancy via real fime data copying between the CU and BCU.
This redundancy is also used to perform planned maintenance activities.

Member States also have at their disposal a preproduction environment that they can use for
training and testing activities.

CS-VIS is a transactional system that mainly offers a set of operations that Member States can
execute, such as searches, refrievals, data insertions, etc. Member States cannot execute
operations in BMS directly, as these are triggered through VIS {Member States are connected
to VIS, and BMS is a subsystem that enters into play depending on the specific VIS operation).
Cepending on the criticality of the operation, this should be executed with a given priority and
the response sent to the relevant Member State within a specific agreed timeframe.

C5-VIS has been designed with a maximum capaci‘f\_."" that is currently set to 60 000
tfransactions per hour. Due to the progressive roll-out, the amount of operations performed by
Member States has been progressively increasing. This initial capacity therefore needs 1o be

'f au-LISA follows Information Technology Infrastructure Library (IT Lv3) best practices
" Number of operations that the system is able to process per ime unit
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increased. A project (VIS Evolutions) to enhance the system and increase the capacity by a
factor of seven is on-going. Another goal of the project is to change the search engine to
improve its performance.

It should be noted that, per design, this overall capacity of CS-VIS is split among all Member
States in a fixed way. Therefore, each Member State should — from a technical perspective
and not forgefting the legal obligations that require Member States to perform certain
fransactions — only use the capacity allocated to it. If a specific Member State exceeds this
capacity for a sustained period of time, the CS-VIS performance could potentially be
degraded.

Some Member States including France, Spain, Finland and Estonia have expressed their
needs for more capacity than they have been allocated as they make more use of VIS than
expected during the design phase. The afore-mentioned VIS Evolutions project plans to
substantially increase the specific capacity for every Member State.

On the other hand, Estonia, Portugal, Slovenia and Iceland all indicated that they are satisfied
with the level of service provided when submitting information for this reporting exercise.
Lithuania, Luxembourg and Malta also reported that they have not encountered any issues
during the reporting period due to the low number of transactions performed.

eu-LISA has detected several technical issues in recent months and informed the Member
States thereof. Reports have included analyses on the potential business impacts of the
issues, the roct cause and the likely eventual solution(s). The causes of these issues have
been variable and have included:

- Temporary hardware and infrastructure problems;

- Bugixing;

- Usage of the VIS by Member States that was not always in line with the design
specifications of the CS-VIS {e.g. larger number of operations in unit time than
intended or a distribution of operation types different to that expected, etc.)

Analysis and investigation typically resulted in identification of root causes for those issues,
The eu-LISA already undertock appropriate actions to, depending on the issue, solve and/or
prevent and/or mitigate the issues. Other actions are planned in the short term that should
further improve system performance.

3.1.2 National systems

Each Member State has its own specific national system that incdludes the interface used by its
end-users. It allows them to connect to CS-VIS. The implementation, operation and
maintenance of these national systems are the responsibility of the Member States; eu-LISA
has no control over the national systems in any form.

Most of the Member States have deployed several updates in their national systems since VIS
became operational in order fo fine tune performance, fix identified bugs or implement
recommendations for better compliance, performance and/or user experience.

Schengen candidate countries

Romania, Bulgaria, Cyprus and Croatia are not yet connected to the VIS production system,
but preparatory works are on-going. eu-LISA requested these four countries to provide a
report on their current state of technical preparation ahead of their connection to the system.
Assuming that preparations are appropriate, connection is expected to occur as soon as these
Member States join the Schengen area and the relevant legal requirements are in place.

Bulgaria, Romania and Cyprus successfully completed all three compliance test phases and
are cumrently connected to the VIS pre-production environment for the purposes of training and

7996/14

PR/Im
DGD1A

EN



preparation. The relevant technical information has also been delivered to them for the future
cohnection to the VIS preduction environment. Regarding VIS Mail, the aforesaid three
countries completed the first phase of testing. Bulgaria has already completed the VIS Mail
Phase 2 (see section 3.1.4) integration testing campaign, while Romania and Cyprus will
perform it by late 2013.

Croatia has established an arrangement with Slovenia with the aim of acquiring technical
know-how and learning best practices in the implementation of its NI-VIS and its connection
with the CS. They will work on their NI-VIS in 2014, implementing modules for scanning,
entering and searching biometric data (first in testing, then in production at national level). In
2015 Croatia plans to undertake work on designing, tendering and implementing the
connection with the CS-VIS.

3.1.3 Communication infrastructure

Commission Decision 2008/602/EC lays down requirements concerning the physical
architecture of the national interfaces and the communication infrastructure between the CS-
VIS and the National Interfaces for the development phase.

The Member States' NI-VIS and the CS-VIS are linked through a European private secure
network named Secure Trans European Services for Telematics between Administrations
{STESTA). This network is continuously monitored and strict performance requirements have
been established. During the reporting period covered in this report, there were no major
incidents affecting the central network backbone.

As per Article 7 of the Regulation, eu-LISA and the Commission have shared responsibilities
regarding the common infrastructure. A Memorandum of Understanding’® will govern the
division of tasks as regards the communication infrastructure between eu-LISA and the
Commission.

Currently, there is an on-going project to migrate the network to the TESTA-ng (MNew
Generation) during the second half of 2014, as per the limited duration of a framework contract
under the current financial regulation.

3.1.4 VIS Mail

As set out in the Annex to the Commission Decision 2009/377/EC ", in Phase 1, from the start
of operations of VIS, the VIS Mail communication mechanism may be used for transmission of
the following types of information: information on the issue of visas with limited territorial
validity and other messages related to consular cooperation; requests to the competent visa
authorities 1o forward copies of travel documents and other document supporting the
application and transmission of electronic copies of those documents; messages on inaccurate
data; or information that an applicant has acquired the nationality of a Member State. During
Phase 1 of the VIS Mail operation, the Schengen Consultation Network (VISION) shall be
used in parallel, as per the 2009 decision, for prior consultation between central visa
authorities in accordance with Article 22 of the Visa Code.

In Phase 2, when all the Schengen visa issuing posts are connected to VIS, the VIS Mail
communication mechanism will replace VISION, mearﬁ'ng that all requests for and responses
to prior consultation between central visa authorities will be sent via VIS Mail.

: Al the time of drafting this repon, the Memorandum of Understanding was not yet inalised
© Commission Decision of 5 May 2009 adoptng implementing measures for the consultation mechenism and the other
proceduras refemed to in Articie 16 of VIS Regulahon (EC) Mo 76772008
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Currently, VIS Mail is not extensively used although no serious operational issues have been
reported by Member States. 6 Member States did not provide any contribution on the usage of
the tool whereas 11 Member States reported limited and occasional usage.

Reasons raised by Member States to justify the low usage are the lack of user-fnendlmess at
national level, the unavailability of direct end—user to end-user communication” and a small
number of inconsistencies in the list of authorities®’.

3.2 Workload and performance

3.2.1 Qverall use of VIS

From its entry into operations until 31 August 2013, over 82.6 million operations have been
executed on VIS with an average, by the end of August, of close to 120 000 operations per
day.

Most of the operations’ come from consular posts or border posts as VIS has been mostly
used for visa issuance and visa checks purposes. Due to the time zones in regions in which
the system has been already deployed, the workload received by VIS is concentrated in the
hours from 5 am 1o 18 pm UTC, with peaks that sometimes exceed 20 000 operations per
hour.

It should be noted that the way each Member State uses VIS is very different. Member States
such as France have more activity at the consular posts while Poland and Finland. among
others, have significantly higher activity at the borders™. For the time being, Poland has
proven to be the major user of the VIS together with France, executing about 20% of all VIS
operations in each case. Spain is the third highest user of the system with 13% of the
operations, closely followed by Lithuania (10%), Finland {10%) and Gemany (8%).

By 31 August 2013, VIS has been used to process 4 380 582 visa applications™, of which 3
681 377 culminated in the issue of a visa while 535 261 applications were eventually refused.

During the last two months of the reporting period - July and August 2013 (when VIS had been
rolled out in 7 regions) — 10 538 short-stay visas were issued and registered in VIS every day
on average,

The behaviour of VIS as well as the quality of service offered has been adequate and
satisfactory from a performance point of view during the reporting period. The main issues
found are those stated in point 3.1.1 above.

3.2.2 Activities at the consular posts and usage of fingerprints

Based on the data provided by Member States and extracted from the VIS, approximately
25.4% of the all applications do not have fingerprints attached™. Nevertheless, there has been

e The system was designed to support commurmcation only via Central Nabonal Authonties [one per eath Member States), noe
':lll'E"‘ communication end-user to end-user was foreseean

M ELL IS4 identified the issue;, Member States were requested to take action in order to comect the inconsistencies. Af the time of
drating this repor the Issue was resolved

The graph in Annex [ shows the distnbution of operabons in the reporting peried, whereas the table in Annex VI shows the
volume of operations in the same penod

The graph in Annex |1l shows the distnbution of registered application per Member State in the reporting percd
*The graph in Annex |V shows the distribution of activities per Member State at the borders in the reparting periad
= The graph in Annex | shows the evolution of registered applicaions and issued and refused visas in the repording pened
® |t should be clanfied that Member States are al IM zd to stert using the VIS in a given region, ahead of the commeon date of start
of operations, with or without collecting fingerpnnts. Some Member States (such as Belgium and Estonia) are already using the
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an increase in the proportion of registered applications’ with fingerprints compared to the total
amount of registered applications over the reporting period. In 2011, registered applications
with fingerprints represented 62% of the total amount of registered applications. In 2012 the
amount increased to 69% whereas in 2013, registered applications with fingerprints
represented 77% of all registered applications.

There are different reasons for which the fingerprints could not be aftached to a visa
application: 1- the applicant is exempted from the fingerprinting requirement for legal reasons
stated in Article 13(7) of the Visa Code; 2- it was physically impossible for the applicant to
provide fingerprints (Article 13(7) of the Visa Code), 3- the VIS file was created for an
application lodged in a region where the use of the VIS and the collection of the fingerprints
are not yet mandatory, i.e. a MS has anticipated on the VIS go-live and decided not to collect
fingerprints.

From the data provided by Member States, 35.8% of those applications without fingerprints
have no such data as fingerprint submission was not legally required (reason 1 above) , while
in 33.5% of the cases fingerprints could not be provided factually (reason 2 above).

However, Member States do not always respect the rules defining how to indicate the reasons
for not collecting fingerprints, which specifically imply that two different fields should be used in
the system. This obviously affects the quality and accuracy of the data stored in VIS. The
relevant Member States were identified and eu-LISA is continuously following up as
appropriate until it is evident that the organizational and technical measures needed have
been implemented correctly at national level.

As already stated, France had the highest activity at the consular posts™, with 34% of the
applications created coming from French consular posts. Spain was responsible for 14% of the
created applications and Germany and Belgium (it has already rolled-out the system
worldwide) for 10% in each case. Those siatistics should be read together with the list of
regions (Africa”, the Near East and the Gulf region) in which VIS has already been rolled-out,
as the situation is expected to evolve when the VIS roll-out is finalised worldwide. The
distribution of visas issued per Member State is similar to the distribution of registered
applications.

Ensuring the quality of the fingerprints captured by the Member States has proven to be a real
challenge, and continuous improvements both at the technical and organizational levels have
been implemented by the Member States in order to ensure that the fingerprints collected are
of the quality required such that they can be used afterwards for identification purposes.
Member States are responsible for the equipment and capturing systems that they use; a
further challenge has been infroduced by the extensive and increasing national cooperation
with extemal service providers™ in this regard. By the end of the reporting period,
approximately 97% of the fingerprints captured and provided by the Member States are
compliant with the quality requirements.

3.2.3 Activities at the borders

VIS in all their consulates wordwide, but do not caplure fingerprints except in the regions where the use of the VIS and the
collection of fingarpnnts have become mandatory following a Commission Decision to that effect This axplains partially the large
amount of applications without fingerpnnts

7 Reqgistered Applications, terminclogy used inthe template for Member States to cont
® The graph in Annex |l shows the distnbution of registerad apphcation per Mamber States inthe reporting penod
ot Comprising Morth Africa, West Africa, Central Africa, East Afnca and Southemn Africa
T ps pemmitted by Articls 40{3) of Visa Code

nbute, stands for created application

1
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Regarding VIS usage at the borders™, 42 397 778 operations have been performed during the
reporting exercise. The number of visa checks during this period reaches 40 129 284
verifications and 2 268 494 identifications.

All Member States with border posts™ used VIS for verification™ purmposes as foreseen by
Article 18 of the VIS Regulation. Identification™ at the border posts, a second line control
foreseen in Article 18(5) and Article 20 of VIS Regulation, was performed by 12 Member
States. 9 Member States did not perform any identification at border posts, whereas 3 Member
States performed very limited second line controls.

According to Article 18 of the VIS regulation, identification (second line control) should be
performed in those cases where verification fails or where there are doubts as to the identity of
the visa holder (first line control). However, sometimes due to misconfigurations in their
national systems some Member States are overusing this second line control. Relevant
Member States are already working in order to improve their systems and/or procedures.

On the other hand, the usage of fingerprints for checking visas at the borders has been
progressively increasing, even though it will not be compulsory until three years™ after VIS
entry into operations (i.e. unfil October 2014). 726 077 verifications by means of fingerprints
have been done at the borders by 18 Member States, totalling 95% of all fingerprint-based
operations at the borders (the other 5% are identifications). No specific issue has been
communicated by Member States as regards the accuracy of these fingerprint based
verfication operations.

3.2.4 Activities within the territory and related to asylum

Checks within the territory of Member States, as per Article 19 of the VIS Regulation™, were
carried out during the reporting peried by competent authorities in 6 Member States. 4 more
Member States camied out very limited checks as foreseen in Article 19 of the VIS Regulation,
while 16 Member States did not carry out any checks. Identification within the territory using
second line controls as foreseen in Article 19(3) and Article 20 of the VIS Regulation was
performed by 7 Member States. 11 Member States provided the information that they did not
carry out any identification within the temitory, whereas 8 Member States provided the
information that they carried out a very limited number of identifications during the reporting
period.

Finland, Gemmany, Sweden, Switzerland, Hungary, Poland, Belgium, Italy and the Netherlands
use VIS for performing searches related to asylum as foreseen in Aricle 21 of the VIS
Regulation (in 5 of those Member States, the usage was very limited). 15 Member States did
not use this functionality. In addition to that, asylum authorities carried out identification as
foreseen in Article 22 of VIS Regulation in 7 Member States (out of the 9 that performed the
searches mentioned above). The number of searches and identifications made by asylum
authorities in VIS was 384 493, of which more than half were performed by Sweden and
Germany.

" The grapr' in Annex |V shows the distnbution of activities per Member States at the borders in the reporting penod

* Liec tein does not have any border posis

= \J'B"I| U.-Jhon means that the visa holder is comparad to the record already existing in VIS, obtained by intraducing the Visa
Sticker Numbear

* |dentification means that the visa holder is searched in the whole VIS databese, which is a lengthy process that is very resource

1 18(2) VIS Regulation
-—t"ln= sole purpose of venfying the identity of a visa holder andfor the authenticty of the visa andfor whether the condibions for
antry, stay or residence on a temtony of the Member States have been compliad with
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4. Security

4.1 Description of CS security measures

At central level, VIS complies strictly with the requirements of the VIS Regulation in terms of
data protection and with international best practices in information security. Both a System
Security Officer and a Local Security Officer have been formally appointed to ensure the
operational effectiveness of the security controls and the continual improvement of the security
strategy.

Having regards to Regulation (EC) No 767/2008 (art. 32) and having regards to Regulation
1077/2011 (art. 12(1)(p)). the overall security plan and corresponding security measures
applicable to CS-VIS have been defined within the VIS Security Plan, the VIS Security Policy
and the VIS Business Continuity Plan. All mentioned documents are in force and have been
duly approved by the Management Board of eu-LISA following review and recommendation by
the VIS Advisory Group.

CS-VIS is protected with strong physical controls: several layers of electric fences, permanent
CCTV and intrusion detection monitoring, the permanent presence of security guards, access
confrol via fingerprints and badge, environmental detectors, etc. Moreover, in case of
contingency, operations can be switched to the Backup site in Austria where a permanent
personnel presence is ensured. Al persons having logical or physical access to the
production systems (Central or Backup sites) have a valid security clearance at EU Secret
level.

In termms of information security, operational and administrative access to the Central and
Backup systems is managed following the segregation of duties and the least required
privileges principles. All activiies are strictly controlled, monitored and logged. Any
communication between systems and towards Member States is encrypted and network
controls with several layers of firewalls and integrity checks are in place. CS-VIS system is an
isolated, controlled and secure environment.

The VIS risk analysis and mitigation strategy covers all layers of the security spectrum:
physical security, personnel security, network security, operating systems security, application
security and data security.

Finally, the protection of personal data related to individuals processed by the VIS at central
system level is controlled by the eu-LISA Data Protection Officer and by the European Data
Protection Supervisor (EDPS).

4.2 Description of Member States security measures and audits

Confributions from Member States on incidents or problems encountered related to the
security of the system were limited in number. Some Member States stated that nothing was
reported because no security incidents occurred.

Some reported that their NS-VIS installations respect national security regulations and the 150
standards related to information security, which should assure the needed security level. Other
Member States reported that the security of their NS-VIS is integrated in the secunty system of
the national authorities that are the end-users of the system.

Mo security incident or relevant security issue has been reported by Member States.
11 Member States reported that no system audit was carried out during the reporting period.
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Five Member States reported having conducted an audit or a security risk assessment during
the reporting period. Two of them had positive evaluations, where the usage and security of
the systems were considered in line with the legal base. One expects
feedbackfrecommendations by the end of 2013, The outcome of the audit performed in one
Member State at border posts showed that more identifications than verifications were being
performed at the border, measures were taken as follow up to this observation. The audit
performed in another Member State focused on the whole personal data workflow for
delivering visas managed by the Ministry of Foreign Affairs. In response to those findings, the
Member State has extended the security measures related to outsourced visa applications
from consular posts.

5. Conclusions

The information presented, which covers 23 months of VIS operations, shows that VIS fully
and satisfactorily serves the objectives for which it was created, supporting the implementation
of the common EU visa policy as well as the EU's migration and border management policy
among others.

During this time, Member States have registerer:l over 4.3 million visa applications and issued
over 3.6 million visas. These achievements come from the smooth collaboration of all Member
States with eu-LISA. The proper communication and interaction between the Central System
and the National Systems is one of the key factors in fulfilling the business needs.

It has to be noted that by the end of this reporting exercise, VIS was operational in only 7
regions out of 23 regions in the roll-out planning. Thus, the usage of the system is still very
much lower than initially estimated {based on worldwide roll-out).

The overall reliability, performance, security and functioning of the system have been
adequate in relation of the roll-out and have met the expectations of Member States. Some
issues have been identified, mainly arising from the progressive roll-out and consequent
increases in the usage of the VIS. Most have already been addressed and solved, but efforts
fo keep improving the quality of service provided are on-going nonetheless. eu-LISA is
confident that the implementation of the VIS Evolutions project will bring further improvements
that will be positively perceived by the end users.
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Annex IX — Excel template for Member States to
submit the required information
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Report on the technical functioning of the VIS

March 2014

eu-LISA =European Agency for the operationol manogement of
large-scale information systems in the area of freedom, security ond justice

The Visa information System (VI5)

EU has been developing large-scale IT systems for collecting, processing
and sharing information relevant to external border management. The
Visa Information System (VI5) is one of these large scale IT systems.

V15 allows data exchange on short stay visas between Schengen States
and supports the implementation of the common EU visa policy, by
preventing "visa shopping”, assisting In the fight against irmegular
migration, contributing to the prevention of threats to internal security
of Member States, and bringing transparent and faster procedures for bona fide travellers

Schengen States are: Austria, Belgium, Crech Republic, Denmark, Estonla, Finland, France, Germany, Greece,
Hungary, lceland, ltaly, Latvia, Lischtenstein, Lithuania, Luxembourg, Malta, Netherlands, Norway, Poland,
Portugal, Slowvenla, Slovakia, Spain, Sweden and Switzerland

schengen candidate countries Romania, Bulgaria, Cyprus and Croatia are not yet connected to the VIS system,
but preparatory works are on-going. Connection is expected to eccur as soon as these countries join the
Schangen area and the relevant legal requirements are in place

eu-LISA role

The European Agency eu-LISA has been established to manage large scale information systems in the area of
freedom, security and justice. On 1 December 2012, eu-LISA commenced operations and became responsible for
the operational managaement of VIS

Since then, the Agency is ensuring continuous, Interrupted . - =5

and cost effective operational management of VIS system . l Qs S A
for 24 hours a day and seven days 3 week, in line with the — ({11 !
business needs of Member States. i :

eu-LISA is currently working on the Vi5 evolution preject which will bring further improvements to the system
Systemn 24/7 avallability, stability and further evolution as well as stakeholder satisfaction will continue to farm
the basis for the operational development of eu-LISA

Thee obligation of regularly reporting to the European Parliament, European Councll and Eurapean Commission
on the technical functioning of VIS is foreseen in:

= the system's legal basis, Article 50{3] VIS Regulation (EC) Na 76772008

= the Agency's founding Regulation, Article 121} eu-LISA Regulation (EU) No 107772011

The Report

The Report issued in March 2014 is the first one under the direct responsibility of eu-LISA. It describes the
technical functioning of the system between 11 October 2011 and 31 August 2013 and presents statistics
regarding system usage
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The Report shows that VIS fully and satisfactarily serves the objectives for which it was created. The overall
reliability, performance, security and functioning of the system during the reporting period have been adequate
in relation of the world wide VIS roll-out and have met the expectations of Member States.

Roll out

VIS started operations on 11 October 2011 and has been progressively rolled out in defined regions. By the end
of the reporting period 31 August 2013, VIS had been rolled out in 7 out of 23 planned regions and had more
than 215 000 end-users.

Regions Entry into
operations
1 Morth Africa: Algeria, Egypt, Libya, Mauritania, Morocco, Tunisia 11/10/2011
2 The Near East: Israel, Jordan, the Lebanon, Syria 10/05/2012
3 The Gulf region: Afghanistan, Bahrain, Iran, Irag, Kuwait, Oman, Qatar, Saudi Arabia, 02/10/2012

United Arab Emirates, Yemen

4 West Africa: Benin, Burkina Faso, Cape Verde, Cate d'lvoire, Gambia, Ghana, Guinea, 14/03/2013
Guinea-Bissau, Liberia, Mali, Niger, Nigeria, Senegal, Sierra Leone and Togo

5 Central Africa: Burundi, Congo, Democratic Republic of Congo, Equatorial Guinea, 14/03/2013
Gabon, Rwanda, Sao Tome and Principe, Cameroon, Central African Republic and Chad

6 East Africa: Comoros, Kenya, Madagascar, Mauritius, Seychelles, Tanzania, Uganda, 06/06/2013
Djibouti, Eritrea, Ethiopia, Somalia, South Sudan and Sudan

7 Southern Africa; Angola, Botswana, Lesotho, Malawi, Mozambigue, Namibia, South 06/06/2013
Africa, Swaziland, Zambia, Zimbabwe

The deployment will progressively continue to cover the entire world.

Number of VISA

Between 11 October 2011 and 31 August 2013, the VIS processed more than 4.3 million visa applications of which
more than 3.6 million resulted in the issue of a short-stay visa.

5000000
AEoOeEs | Evolution of registered applications, issued and refused visas , ..
ADQDODD
3 641 404
3500000
3000000
] |
2500000 i 2 25 306
2000000 ! 1794 740 b
| 1507 201
1500000 |
1000000
531 068
500000 | 207812y gy 2% 108 62 020 .
940
| Total 2011 Total 2012 Total 2013 Total {reporting period)
! m Registered Applications Issued Visas  m Refused Visas
About the Agency

eu-LISA, with its seat in Tallinn, fulfils the operational management tasks for the second generation Schengen
Information System (515 Il), Visa Information System (VIS) and EURODAC. The Agency started its operations on 1
December 2012.

The headquarters of the Agency is in Tallinn {Estonia), while the operational management of the large-scale
systems is carried out in Strasbourg (France) with a backup site in Sankt Johann im Pongau (Austria).
www.eulisa.europa.eu
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