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« For questions about the data available within ICREA CH:_ SSGl,_

« For questions about the technical workings of ICREA CH:
I ol

from SS5G13.

(U) Notes:
1. (U) WMD = Weapons of Mass Destruction
2. (U) ELINT = Electronic Intelligence
3. (U) COMINT = Communications Intelligence
4. (U) DNI = Digital Network Intelligence

5. (U/FOUQ) JWICS = Joint Worldwide Intelligence Communications System, operated by the
Defense Intelligence Agency (DIA) and serving the DoD and IC.

6. (U) PCS = Personal Communications Services

7. (C//REL) The IC analysts participating in the pilot are from the Special Operations Command
(SOCOM), CIA, Central Command (CENTCOM), and the National Counterterrorism Center
(NCTCQ).

8. (U) STRATCOM = Strategic Command
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UNITED STATES GOVERNMENT

memorandum

TAC-0xx-05

DATE: 06 July 2005
REPLY TO ATTN OF: TD/TAC

SUBJECT: Sharing of MetaData across the IC ----Dissemination of SIGINT Metadata
Beyond NSA

(FOUO)- MEMORANDUM OF UNDERSTANDING

TO: DIR

THRU: D/DIR___IG ,OGC___ DK JID__ _,SE___  NCRCIA___,
D/SID S02 o1 S2___.S3

e e

REFERENCES: A. (C) Request for additional NSA data for CIA’s PROTON
Program. (dtd: 10 Mar 2005)

B. (C) Minimization Plan for the Application of CRISSCROSS

Analytical Software to NSA SIGINT Acquired Telephone
Call Control Data, dated 20 Jan 1999.

C. (C) MOU between NSA and FBI for Access to NSA Data in
the CRISSCROSS Program, dated 19 Jan 2001.

D. (C) MOU between NSA and DIA Regarding the
CRISSCROSS Program, dated 19 Jan 2001.

E. (U) NSA/CSS Policy 1-9, Information Sharing , dated 26 May
2005.

PURPOSE: (U) To establish the DIRNSA/CHCSS and NSA/CSS as the U.S. IC
Executive Agent for IC-wide metadata sharing.

BACKGROUND:

(S//NF) Except for a few point to point sharing initiatives, CRISSCROSS/PROTON is
the current IC (plus) information sharing structures. CRISSCROSS/PROTON is a CIA-
managed program which provides extracts from selected Agency (NSA, CIA, DIA, FBI
and DEA) databases of telephone call records and reference data obtained from

Derived From: NSA/CSSM 1-52
Dated: 20041123
Declassity On: 20300707
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HUMINT, SIGINT, Open and law enforcement related sources to analysts in U.S. law
enforcement and intelligence communities at a CONFIDENTIAL NOFORN level. The
key data elements are stored and retrieved for display by the PROTON Interface include:
called and calling telephone numbers, date, time, and duration of calls.

(S//NF) For approximately the last 5 V2 years, the CIA CRISSCROSS (now PROTON)
program has been incorporating NSA provided SIGINT-derived (U.S. and Second/Third
Party) data. NSA provides this information to CRISSCROSS/PROTON Agencies for

(S//NF) The decision to disseminate SIGINT-derived signaling outside COMINT
Channels also had_policy and operational dimensions. Tests have demonstrated that
SIGINT- derived and traditional HUMINT-derived call record data can be stored and
displayed in a manner which makes them appear to be indistinguishable, which in general
terms make the risks to sources and methods approximately equal. However, under some
circumstances, e.g., signaling data form a unique target area, which could have come only
from a sensitive SIGINT source, dissemination of data to CRISSCROSS would be
inappropriate. This is the case when the data also includes information elements that are
only available and could only come from exploitation of signaling. The MOA is silent on
this point, leaving to NSA full decision authority to decide which data to provide and not
provide.

(C) For several years prior, NSA had been providing SIGINT-derived signaling
information to CIA and DEA to support multi-agency counter narcotics analysis, as
approved by DDO, OGC, and the Office of Policy. Calling data from several Latin
American collectors, and from Thailand, had been of great value to the DEA and to the

DCI Crime and Narcotics Center, and there were no adverse operational or legal impacts
to NSA.

(S//NF) Operationally, the flow of large volumes of intercepted signaling data
could place additional burden on NSA’s IT infrastructure. While, as above, the MOA did
not address IT infrastructure, NSA retained full discretion over volume and timing of
information flow, even as NSA chose to support the CRISSCROSS/PROTON program
with certain SIGINT inputs.

(S//NF) Requisite human and communications resources are in place in SID to
support the transfer of moderate volumes of signaling-derived call record data to the CIA
CRISSCROSS/PROTON Program Office. No increase in personnel was required to
initiate data flow. Under the terms of MOA, CIA provided the list of US overseas
commercial phone numbers to be minimized in NSA processing of signaling data.
Similarly, the Department of State and Department of Defense telephone directories will
be researched by NSA to identify official US government overseas phone numbers in
order to minimize call records associated with them. To this end, the NSA
CRISSCROSS/PROTON Program Manager agreed to obtain the DOS and DOD
directories annually and, with CIA assistance, extract the overseas numbers. That
function was transferred to the Communications Event Analysis Center (CEAC), in S28S,
in 2004. The software to extract call record data and to support minimization exists on a

Handle Via COMINT Channels Only
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server under S28 control. A huge volume of signaling data (~400M records) flows to that
server on a daily basis to meet NSA analytic needs, and sufficient communication
bandwidth is currently available to support the transfer of processed call records (~37M
per day) to CIA’s CRISSCROSS/PROTON Program for reformatting. We anticipate S21
will continue to be responsible for loading CIA CRISSCROSS/PROTON output on
NSA’s CRISSCROSS/PROTON server, and CEAC will continue to be responsible for
maintaining minimization and audit controls on all-source data received from CIA.
Finally, SID Office of Oversight and Compliance would be responsible for oversight of
USSID 18 compliance.

(S) Community analytic interest in dialing anal ysis continues to grow and 1s
directed at discovery of new specific targets or topics, and demand for additional call
record volume to support contact chaining and geolocation has increased. Signaling links
are competing for collection priority just like any other potential SIGINT target. As with
other targets, the potential to expand collection is limited by available resources, to
include field processing of signaling links as well as bandwidth to support forwarding
from collection sites to NSA.

(S//NF) The CRISSCROSS program, in which NSA already participates as a user
of data, has had notable successes since its inception in 1990, such as enabling major
narcotics arrests, monitoring Ramsi Yousef’s colleagues, unraveling the Mubarak
assassination plot, and providing insight into Pakistani nuclear weapon test activities. The
program has received high marks from senior Community levels, such as the PFIAB, and
Assistant DCI’s for both Collection and Production. CRISSCROSS was also cited in the
report by Admiral Jeremiah on Indian nuclear testing as a potential improvement to
Community analytic strength. Since 9/11, the contributions to the GWOT due to our
increased collection of signaling metadata are innumerable and significant. It is safe to
say that it has been a contribution to virtually every successful rendition of suspects and
often, the deciding factor. Hence the benefit to the intelligence and law enforcement
communities of any SIGINT-augmented inputs could be considerable, as SIGINT has the
potential to access a broad range of targets.

CURRENT PROPOSAL: (S//NF) Ref A. requests additional data elements from
SIGINT collection be included in the data set transferred to PROTON. Specifically, they
want mobility management information relating to digital cellular and mobile satellite
systems to include Global Cell ID’s, Location Area Codes, spot beams, International
Mobile Subscriber Identifications, International Mobile Equipment Identifications,
Latitude/Longitude, and Inmarsat Return ID’s. They also requested content from Short
Message Service exchanges (which we are required to audit queries against).

DISCUSSION: (S//NF) The current data push to CIA/PROTON is roughly 40
Million records per day which has resulted in approximately 30% of the PROTON data
set (1996-2005) coming from SIGINT sources (2002-2005). The addition of the
requested data elements would more than double the volume of data sent to PROTON on
a daily basis. This would increase the percentage of SIGINT contribution to PROTON
significantly. CIA is positing PROTON as the community resource for target/lead

Handle Via COMINT Channels Only
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development based on contact chaining techniques. In this regard it is extremely difficult
to envision it playing that role at NSA. PROTON requires a NOFORN/ORCON access,
must be licensed, has no API that would allow access integration with other tools (E.G.

Federated query) and, represents a significant funding investment and dependency on a
CIA contractor.

RECOMMENDED RESPONSE: (S//NF) In the context of the atmosphere
created by the events of 09/11/01 and the following investigations into the perceived
‘intelligence failure’ a recurring theme has been the lack of data sharing on the part of the
IC members. Against that background, it is difficult to deny requested access to SIGINT-
only datasets that are thought to have value to other intelligence analysts/missions. In an
effort to:

a.) provide access to the requested data and,

b.) break new ground in the information sharing arena while,

¢.) not moving any more data out of NSA and into duplicative storage.
We propose to utilize the IC shared information space ICSIS on INTELINK and
implement IC access to our GLOBALREACH federated query service via accounts
and access verified by PKI certificates. This service will provide the access requested and
permit the auditing legally required of NSA. Further, we request that CIA forward
PROTON data from non-SIGINT sources to NSA for inclusion in the dataset searched by
GLOBALREACH. For data that must remain in HCS channels, we will create an HCS
partition in FASCIA II. This will permit one-stop access to contact information for IC
analysts. We believe that we can have GLOBALREACH available in the ICSIS shared
space by 01 Oct 2005.

RECOMMENDATION: (FOUO) That you sign the enclosed note to the Office
of the Director, National Intelligence. iiueﬂtinns of a legal nature should be directed to

AGC (Operations), Operational question should be directed
to SIGDEV/TAC Technical Director, | G

SIGDEV/TAC TD

Handle Via COMINT Channels Only
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MEMORANDUM FOR THE DIRECTOR OF NATIONAL INTELLIGENCE

SUBJECT: (U//FOUQ) Sharing Communications Metadata Across the Intelligence
Community -DECISION MEMORANDUM

PURPOSE: (U//FOUO) To request the Director National Intelligence establish a U.S.
Intelligence Community-wide communications metadata sharing structure; to recommend
that the National Security Agency establish this structure along with appropriate query
tools, training and oversight; and, that Director, NSA be designated the IC Executive
Agent for IC-wide communications metadata.

BACKGROUND: (S//NF) Post 911, the IC has increased its needs for communications
metadata . Currently, NSA collects, processes and stores vast amounts of
communications metadata related to worldwide intelligence targets. This SIGINT
information often includes the originator and recipient(s) identifiers, as well as the date,
time and duration of the transaction and, in some cases, locations of targets.

(S//INF) CIA, FBI, DIA and DEA also have access to communications transaction data
from their unique sources. These organizations, to include NSA, have benefited from
sharing this data through the CRISSCROSS/PROTON program since 1999. Presently,
NSA pushes roughly 60 million records per day (limited to telephony only) to PROTON,
resulting in over 30% of the total PROTON data set.

(S//NF) While the PROTON program has had many notable successes over the years,
today’s environment requires that the IC implement more holistic information sharing
and collaboration. In order to ensure the efficient and effective sharing of many millions
of new minimized communications metadata records daily, the IC must have a new
sharing/collaboration structure that is scaleable to the larger IC and is capable of much
greater volume of data.

(S//NF) NSA stands alone in conducting metadata analysis on a large scale and as a
result, our tools and methodologies, as well as the infrastructure employed, are well
tested and have been proven efficient and effective over time. We already extensively

' #(C) Communications metadata refers to structured “data about data™: it includes all information
associated with, but not including content, and includes any data used by a network, service or application
to facilitate routing or handling of a communication or to render content in the intended format; it includes,
but is not limited to, dialing, routing, addressing, or signaling information and data in support of various
network management activities {(e.g. billing, authentication or tracking of communicants).

Derived From: NSA/CSSM 1-52
Dated: 20041123
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share metadata internally within the NSA/CSS extended enterprise and with our second
party partners.

(S//NF) Under this proposal, IC partners would have access through NSA’s
GLOBALREACH (the IC version will be called ICREACH) service to more than 50
existing NSA/CSS metadata fields contained in trillions of records as well as other IC
Agency communications metadata (predominantly resident today in PROTON). NSA'’s
throughput to ICREA CH would dwarf the volume of NSA’s present contributions to
PROTON, as well as the input of all other IC contributors. Those fields revealing
sources and methods or sensitive foreign relationships within metadata records would not
be shared. Moreover, NSA is preparing to include DNI (digital network intelligence)
data in GLOBALREACH/ICREACH, a change that would also exponentially increase
NSA’s contributions to the IC’s communications metadata structure.

DISCUSSION: (S//NF) NSA proposes that the DNI establish a new IC-wide
communications metadata structure with requisite tools, training and intelligence
oversight. This structure will consist of data repositories at various IC Agencies all
interlinked through a web based analytic query structure via JWICS whereby IC
personnel can make one query to access all sharable communications metadata. This
structure will also allow IC personnel to choose the data they wish to query and the set of
tools they desire to display and analyze the data.

(S//NF) This structure will allow unprecedented volumes of communications metadata to
be shared and analyzed. This structure will use the Intelligence Community Shared
Information Space (ICSIS) carved out in Intelink and protected by community PKI access
authorization. Having such a structure will provide the IC with access to NSA/CSS and
other IC-element metadata, as well as the internal ‘federated query’ that NSA analysts
use to correlate these information elements and enrich the results with knowledge from
our analytic reference files and other collaboration. This proposal will address existing
IC-wide stated needs for additional NSA communications metadata elements and take the
IC to an unprecedented level of information sharing.

(S//NF) This mmfiative 15 m keeping with the 9/11 and President’s WMD Commissions’
recommendations on mformation sharing, the President’s various Executive Orders
related to information sharing, and your own announced goals on information sharing and
collaboration.

(S) This initiative was intended to facilitate a new level of sharing information across the
IC for situational awareness, lead information, adversary analysis, and targeting and will
add to the process of greater information sharing across the 1C.

RECOMMENDATION: (S//NF) I believe the time is right to designate an IC Executive
Agency for sharing communications metadata as an integral part of a greater 1C sharing
environment. SIGINT metadata is a vast, rich source of information to build community
collaboration and target knowledge and the emerging intelligence based target social
network analysis discipline. NSA is prepared to accept this role and build the
communications metadata coalition the IC needs for both current target tracking and
future threat warning.

(S//NF) To this end, my staffs have been meeting with CIA, DIA, FBI and DEA
metadata users and technical experts to work out the details of this proposal. Once

SECRET//NOFORN//MR



SECRET//NOFORN//MR
approved, we will be ready to implement this structure with a roll out to these agencies
within a few months followed by the greater IC within a year.

DNI DECISION:
(U//FOUQ) Establish an IC-wide communications metadata structure:
Concur

Non-concur
Other

(U//FOUQ) Designate DIRNSA/CHCSS as the U.S. IC Executive Agent for
communications metadata:

Concur

Non-concur
Other

(C) My POC for this action is || Bl Deputy Chief of Staff for Operations and
Support, Signals Intelligence Directorate, : _ or

-@nﬂa.ic.gw.

KEITH B. ALEXANDER
Lieutenant General, U.S. Army
Director, NSA/Chief, CSS

Ct: DoD USD(I)
DIR/CIA
DIR/DIA
DIR/FBI
DIR/DEA

SECRET//NOFORN//MR
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POINT PAPER
22 Feb 06

SUBJECT: CRISSCROSS/PROTON

PURPOSE: Provide DIRNSA information on subject.

BACKGROUND:

(U) History of CRISSCROSS/PROTON (how did it come about, when, and by
whom.)

e (S5//0C, NF) Proect CRISSCROSS began in the early 1990’'s when CIA and DEA
collaborated on a database and analytical tool suite to perform link analysis and
cross-reference lookups against DEA and CIA collected telephone billing records
and phone directories.

e (5//0C, NF) NSA Office of Crime and Narcotics requested the software and
database capabilities of CRISSCROSS to enhance SIGINT data. CRISSCROSS
proved extremely successful at identifying new phone numbers associated with
lost’ drug targets and locating additional targets of interest. Expanding the
coverage from Latin America to worldwide then enhanced target development
efforts across all NSA product lines.

(U) Current CRISSCROSS/PROTON Agreements.

e (5//0C, NF) All CRISSCROSS/PROTON Agreements are via bilateral
Memoranda of Understanding (MOU) and exast between CIA, DEA, NSA, DIA,
and FBI. DEA and FBI do not currently share data with each other.

e (5//0C, NF) DIA provides support to various DoD elements (e.g JICs/JACs and
other Service Intelligence structures) as specified in MOU Addendums.

(U) How current data in CRISSCROSS/PROTON 1s "minimized" and by what
standards.

e (S5/0C, NF) From its inception, NSA has only provided telephony data to
CROSSCROSS/PROTON , which constitutes: date, time, duration, called
number and calling number. NSA ‘minimizes” this metadata prior to 1ts
transmission of data to CIA.

e (S/NF) NSA datais pulled from the FASCIA and HOMEBASE systems and
transmitted to a NSA terminal in CIA’'s PROTON Project Office.

e (S//SI) For U.S. and 2" party numbers, minimization is achieved by replacing
the rghtmost 4 digits with four x’s.

Derived From: NSA/CSS5M 1-
Dated: 200411
Declassity On: 20290321
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¢ (S//SI) The classification of the NSA call-event records 1s CONFIDENTIAL
NOFORN.

e (5//0C, NF) NSA Office of General Counsel ruled that the data contributed by
CIA, DIA, DEA, and FBI does not need to be minimized by NSA before being
incorporated into the NSA PROTON system as each MOA signatory must
“minimize’ according to their own authorities.

(U) How CRISSCROSS/PROTON operates today (data flows/tape courier, tools, etc.)

¢ (S5/NF) PROTON 1s a proprietary system architecturally inconsistent with DoD
and NSA development guidelines and environment. It requires specific licensing
and maintenance expenses and currently cannot be integrated with other tools.

e (5//0C, NF) Datais transferred from NSA, DIA, and FBI to CIA electromically or
by courier delivery of magnetic tapes.

(U) Current proposals to modify (pending) CRISSCROSS/PROTON with the
addition of other data elements/content/procedures

e (5//0C, NF) New communications technologies necessitated evolution of the
CRISSCROSS software. The CRISSCROSS system only handled five call-record
fields: date, time, duration, called number and calling number. PROTON goes
further and analyzes additional data fields that are specific to cell and satellite
phones, such as IMEIs and IMSIs, lat/long coordinates. PROTON also analyzes
email headers (not content), SMS text messages, SIM cards, travel records
(passport #, flight #, description), VISA application data and excerpts from CIA
intelligence reports.

e (5//0C, NF)CIA, DIA, and FBI have added these additional data types to
PROTON and share this data with NSA. However, NSA has never agreed to
expand 1ts contributions to PROTON.

TOP SECRET//COMINT//ORCON/NOFORN//MR



TOP SECRET//COMINT//ORCON/NOFORN//MR

(S//OC, NF) PROTON performs entity analysis/contact chaining across data
types. Users may search on a target entity's phone number and PROTON will
return the associated email, cell phone, call records, street address, and CIA
intelligence report excerpts.

(S//0C, NF) PROTON tools find other entities that behave in a similar manner
to a specific target, 1t also 1identifies correspondents 1n common with two or more
targets, 1dentifies potential new phone numbers when a target switches phones,
and 1dentifies networks of organizations based on communications within the
group.

(S//OC, NF) PROTON provides search capabilities for exploiting commercial
phone books and data that do not conform to a particular type, such as excerpts
from CIA intelligence reports.

(U) Current NSA contribution to CRISSCROSS/PROTON (data elements/mumber of
records to date/records per week/month, etc.)

(S//OC, NF) CIA, DIA, FBI, and DEA contributions over a three-month period
totaled 11.7 billion records (which includes many records that are not
‘communications-metadata contact records”.)

(S//SI//INF) NSA contributions over the same three-month period totaled 4.2
billion records (again, only limited to telephony contact data). (Note: under the
NSA proposal to create an IC-wide commumnications metadata repository, NSA’s
contribution would be 1in the 100’s of billions of contact records- telephony and
DNI contact records.)

(U) How NSA currently uses CRISSCROSS/PROTON 1 conjunction with other
NSA metadata repositories and tools.

(S//0C, NF) NSA analysts use Proton to perform analysis against data from
CIA, NSA, DEA, FBI and DIA 1n a single common interface. Results provide
additional targets of interest for all product lines. Merging the data produces a
more complete picture of the target's communications and activity.

(TS//SI//INF) NSA Users reported the following regarding the importance of

PROTON:

e (S)SIGINT analysts in Iraq attributed PROTON for successes at locating and
apprehending High Value Individuals (HVIs). PROTON had the information
they needed to get U.S. troops in the right location.

e (5)PROTON was cntical in capturing a HVI who was wanted by the FBI and
AFOSI for terrorist related activity in Denver.

e (S5//SI) PROTON provided the location information of a money exchange
house that was connected to a Pakistani militant group.

TOP SECRET//COMINT//ORCON/NOFORN//MR
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e (S)PROTON allows a single stop to find registration information for phones
that are not being used by the person to whom they are registered. This 1s
particularly important for front companies, where tying multiple phones to
the same registration can provide critical information.”

(S) SID 1s recommending that a DNI IC-wide central communications metadata
repository be established and reside at NSA and that DIRNSA/CHCSS be made
Executive Agent for this IC repository. NSA and its foreign SIGINT partners stand
alone 1n conducting metadata analysis on such a large scale and as a result, our
tools and methodologies, as well as the infrastructure employed, are well tested and
have been proven efficient and effective. We already extensively share metadata
internally within the NSA/CSS enterprise and, having recently reached agreement
with our Second Party partners, are ready to begin implementing that agreement to
share Second Party metadata writ large.

(S//NF) Rather than continuing to push communications metadata out to the
PROTON repository, we propose using the existing IC shared information space
ICSIS (Intelligence Community System for Information Sharing) on INTELINK and
have IC users come 1n through an exasting tool to pull data from metadata
repositories resident at NSA. We would implement IC access to our
GLOBALREACH federated query service via accounts and access verified by PKI
certificates. This service will provide the access requested and permit the auditing
of such repository users. We believe we can have GLOBALREACH capability ready
for the IC within approxamately one to two months of a decision to proceed with this
proposal.

(U/FOUO) ORIGINATORsS: and
B (o the IC-metadata proposal, and

B for CRISSCROSS/PROTON, 22 Feb 06
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(S//REL) CIA Colleagues Enthusiastically Welcome NSA Training
rFroM: (U/FOUO) I

Chief, Liaison Support Group at CIA (F51)
Run Date: 09/21/2010

(S//REL) From our perspective -- that of NSAers embedded within CIA's workspaces -- NSA has been
a leading proponent of information sharing within the Intelligence Community. We've seen firsthand
how our CIA colleagues have enthusiastically embraced NSA's information-sharing initiatives, most
recently NSA training that is contributing greatly to the development of a cadre of CIA Target Analysts
who are capable of using SIGINT target-development information in the course of their HUMINT
efforts. This access to select SIGINT information is invaluable to CIA.

(S//REL) Upon joining F5's Liaison Support Grnup,_%imﬂﬂlﬂ Target Analysts'
need for formal NSA training and arranged for E9 Technical Director to present the
course NETA 2005 ("Introduction to Global System for Mobile Communications (GSM) and Beyond")
to analysts in CIA's Crime & Narcotics Center (CNC). In addition to the introduction to GSM,
I 2150 presented a demonstration of the ICREACH database. ICREACH has been identified by
the Office of the Director of National Intelligence (ODNI) as the U.S. Intelligence Community's
standard architecture for sharing communications metadata. The database currently provides NSA and
Second Party telephony metadata events to over 1000 analysts across 23 U.S. Intelligence Community

agencies.

(S//REL) The course was presented to CNC analysts on 15 July 2010 and was so well received that-

B o nediately coordinated with | lto schedule another offering. [ GGG

presented that second session in CIA's large auditorium on 9 September 2010 to approximately 100
very engaged CIA analysts. Given this success, F5 is exploring opportunities for more formal NSA
training for our CIA customers.

(U/FOUO) POCs:

I 551 Analyst/Crime & Narcotics Center, [ N ENNEEE

E9 Technical Director, | NG
Chief F51,
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