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Delegations will find attached the Operational Action Plan 2023 on Cyber-attacks developed under 

the responsibility of the DE driver. The draft OAP was shared with National EMPACT 

Coordinators (NEC) and brought to the NEC meeting for discussion on 25-26 October 2022 and 

COSI Support Group (COSI SG) on 14 November 2022. 

In line with the agreed OAPs template set out in 10595/22, the participation in operational actions 

is set out in document 14407/1/22 REV 1. 

Pursuant to the COSI SG meeting, delegations submitted some further changes to be introduced into 

the Operational Action Plan.1

                                                 
1 Changes compared to the previous version are marked in strikethrough or bold and underlined. See page 9. 
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ANNEX 

 

Cyber-attacks Operational Action Plan 

1. Aim 

This Operational Action Plan (OAP) has been created within the EMPACT framework and 

corresponds to the following priority: 

Cyber-attacks 

The aim of this priority is “to target the criminal offenders orchestrating cyber-attacks, 

particularly those offering specialised criminal services online.” 

This OAP outlines a list of all the operational actions that will be carried out during the year 

2023 as means to implement the following strategic goals: 

• CHSG 1 - Criminal intelligence picture 

• CHSG 2 - Investigations and judicial response, with a specific focus on high-risk 

criminal networks (HRCN) and key individuals 

• CHSG 4 - Criminal finances, money laundering and asset recovery 

• CHSG 6 - Capacity building through training, networking and innovation 

• CHSG 7 - Prevention and harm reduction, assistance to victims, awareness raising 

• CHSG 8 - External dimension: cooperation with non-EU partners 
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2. Context 

2.1. EU Intelligence contributions 

Definition of criminal activity/crime area: 

Cyber-dependent crime is any criminal activity that can only be committed using computers, 

computer networks or other forms of information communication technology (ICT). Such 

crimes are typically directed at computers, networks or other ICT resources. It includes the 

creation and spread of malware, hacking to steal sensitive personal or industry data including 

trade secrets and proprietary knowledge, denial of service attacks to cause financial and/or 

reputational damage and other criminal activities. 

Key threats: 

• The availability of cybercrime services online as part of a crime-as-a-service 

business model makes cybercrime more accessible by lowering the technological 

expertise required to carry out these crimes. 

• While cyber threats continuously evolve, ‘traditional enablers’ remain a constant 

factor: criminal infrastructure (e.g. botnets) are used to spread malware through 

‘traditional’ methods (e.g. phishing). Data breaches continue to result in personal 

information being made available to criminal organisations that in turn use it to 

commit cybercrime and fraud.2 

• Businesses are increasingly the targets of cyberattacks. Public institutions, 

including critical infrastructure such as health services, continue to be targeted by 

cybercriminals. 

• Malware constantly evolves and is highly diverse existing in hundreds of thousands 

of variants. Mobile devices continue to be the targets of mobile cyberattacks relying 

on mobile malware. 

                                                 
2 Europol 2020, Internet Organised Crime Threat Assessment (IOCTA) 2020, accessible at 

https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-
iocta-2020 
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• Ransomware has been acknowledged as a key cybercrime threat for some years 

now. Their sophistication continues to increase and number of attacks on public 

institutions and large companies is particularly notable. 

• DDoS attacks are a well-known and persistent threat, affecting not only smaller 

organisations with lower security standards as well as public institutions and 

critical infrastructure. 

• Cybercriminals are highly adaptable and quickly integrate technological 

developments and new security measures into their modi operandi. 

• Cyber industrial and economic espionage (theft of trade secrets) cost EUR 60 

billion to the EU economy.3 

Key developments: 

• The threat from cyber-dependent crime has been increasing over the last years not 

only in terms of the number of attacks reported but also in terms of the 

sophistication of attacks. 

• The impact of cyber-attacks is extremely high. Cyber-dependent crime causes 

significant financial loss to businesses, private citizens and the public sector each 

year through payments for ransomware, incident recovery costs and costs for 

enhanced cyber-security measures. Regular citizens are affected by publication of 

their personal data and disruptions caused by attacks to critical infrastructure. 

• Businesses are increasingly the targets of cyberattacks due to a higher profitability. 

Data commodification, extortion and ransom are some of the means to obtain 

profits from cyber-attacks. Businesses are more prone to pay as they might be 

covered by insurances or in order to avoid regulatory sanctions and reputational 

damages. 

                                                 
3 European Commission 2019, The scale and impact of industrial espionage and theft of trade secrets through 

cyber, accessible at https://op.europa.eu/en/publication-detail/-/publication/4eae21b2-4547-11e9-a8ed-
01aa75ed71a1/language-en 
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• Innovative SMEs in particular display lower levels of resiliency to the threat of 

industrial espionage due to cybersecurity and IP management awareness and 

preparedness.4 

• The use of cryptocurrencies and proliferation of anonymisation techniques, 

including encryption, continues to grow. 

• Bullet proof hosting of criminal activities remains a major concern in the EU and 

beyond.5 

• Developments in the modus operandi related to ransomware, where the 

information is not only encrypted, but also leaked online, pose new threats to 

victims and new challenges to law enforcement. 

• The number of ransomware attacks and the level of their sophistication continues 

to increase, particularly in the area of public institutions and large companies. 

• Cybercriminals orchestrating DDoS attacks increasingly target smaller 

organisations with lower security standards. 

• During 2020, the COVID-19 pandemic has led to a surge in connections from 

private to corporate systems as telework became the norm in many sectors and 

industries, making many corporate networks more vulnerable to cyberattacks. 

• Developments such as the expansion of Internet of Things (IoT), the increased use 

of artificial intelligence (AI), more applications for biometrics data or the 

availability of autonomous vehicles create criminal opportunities. 

                                                 
4 Europol 2020, Internet Organised Crime Threat Assessment (IOCTA) 2020, accessible at 

https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-
iocta-2020 

5 Europol 2020, Internet Organised Crime Threat Assessment (IOCTA) 2020, accessible at 
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-
iocta-2020 
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Intelligence gaps: 

• Cyber-dependent crime is likely significantly underreported. 

• Knowledge on criminal actors, criminal networks and their geographical location is 

limited. 

Key locations: 

• Non-EU eastern European countries 

• East Asia 

Enabling factors/enablers: 

• Online service providers 

• Cryptocurrencies, especially the ones with more privacy focus 

• Existing payment infrastructures 

• The use of network infrastructures (bulletproof hosting and/or VPN services) 

Most relevant (non-EU) partners/countries of interest: 

• Online service providers 

• Cybersecurity practitioners (e.g. CSIRTs) 

• Financial sector (Banks, exchanges and online payment infrastructure operators) 

• Private sector (Internet security companies and network operators) 

• Public sector (public institutions and critical infrastructure operators) 

• Belarus, Brazil, China, Georgia*, Israel^, Japan^, Moldova*, Russia, South Korea, 

Ukraine*, United States* 
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* Operational Agreement with Europol 

 Strategic Agreement with Europol 

^ Working arrangement 
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Key areas to target: 

• Focus on criminal networks and lone offenders involved in cybercrime 

activities. 

• Focus on cybercrime enablers and criminal infrastructure. 

• Develop countermeasures to prevent, identify or hinder money-laundering 

activities by means of cryptocurrencies. 

• Improve the awareness of industry actors. 

 

Additional elements to the intelligence picture from Driver & OAP participants: none. 

2.2. Potential overlaps or synergies with other OAPs 

The priority crime area which this OAP addresses, could potentially overlap or have synergies 

with the following other OAPs: 

• OAP Online Fraud Schemes OA 2.3 (phishing attacks) and OA 4.1 (virtual currency 

exchangers and mixing platforms and any other related financial instruments) 

• OAP Criminal Finances, Money Laundering and Assets Recovery: –OA 2.3 (phishing 

attacks) and OA 4.1 (virtual currency exchangers and mixing platforms and any other 

related financial instruments) 

This potential overlap/synergy with other OAPs will be subject to the Driver’s attention. The 

coordination with other OAPs will be facilitated by the EMPACT Support Team. 
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4. Management, Coordination & Support 

4.1.  OAP Management 

Overall management responsibility for this OAP lies with the Driver, supported by the Co-

Driver(s) of the OAP as identified by COSI and set out in the list of relevant actors. 

Each OA of this OAP has a designated Action Leader duly tasked and empowered for this role, 

assisted if required by a Co-Action Leader. 

Management responsibility for each operational action is outlined in the list of operational 

actions. 

The management of the OAP shall be in line with the EMPACT Terms of Reference7. 

4.2. OAP support 

In order to allow the Driver to focus on OAP management, Europol shall provide the support 

to the OAP in line with the EMPACT Terms of Reference. 

Furthermore, the Coordinator(s) of CHSGs, in line with the tasks and responsibilities set out in 

the EMPACT Terms of Reference, will support the various Drivers/Co-Drivers with all issues 

related to the successful implementation of CHSGs, together with the Action Leaders and the 

OAP group. 

4.3. Information management 

The Europol Analysis Projects shall be the primary means by which operational data 

emanating from the operational actions within this plan shall be processed. Other Europol 

tools may also be used where appropriate. 

It is recommended that all operational information exchange within the OAP shall be done 

using the Secure Information Exchange Network Application (SIENA), which provides a quick, 

secure and auditable means of communication between all competent authorities and 

Europol. Proper access to SIENA should be ensured as necessary for the implementation of 

OAs. 

                                                 
7 8436/1/21 REV 1 (will be updated following the final version of ToR) 
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5. Methodology 

5.1. OAP drafting process 

The OAP drafting process has recently been modified to adapt to changing circumstances and 

a continuous increase in the number of participants. The details on the OAP drafting process 

for EMPACT 2022+, including the engagement of the Partners in the drafting and 

implementation, the release of the OAP to the Partners as well as the specific steps of the OAP 

development can be found in the EMPACT Terms of Reference8. 

The scope of the OAs included in the OAP corresponds to the EU SOCTA 2021 and additional 

intelligence contribution gathered by the OAP groups. 

When available, the actions should also include administrative measures. Wherever possible, 

due use will be made of opportunities and processes for a wider inter-agency approach. 

The OAP will be validated by COSI SG/COSI. 

5.2. Implementation 

The OAP will be implemented via the set of OAs and timescales contained in the OAP. The 

Driver, assisted by the Co-Drivers, will be the authority to execute or delegate the 

management/leadership of a specific OA to the Action Leader, who then has the responsibility 

for initiating and reporting on each action to the Driver. 

Member States are invited to integrate the relevant OAs developed in the OAP at the 

appropriate level into their national planning and to allocate resources to support a common 

EU approach. Similarly, the agencies and relevant EU networks, should commit the actions 

developed into their annual work programmes pursuant to the Council conclusions on the 

permanent continuation of the EU Policy Cycle for organised and serious international crime: 

EMPACT 2022+ and the EMPACT Terms of Reference. 

5.3. Monitoring and reporting 

The reporting is composed of three steps: 1. Light reporting on the progress of the OAP, 

2. Comprehensive reporting on the results of the OAP and 3. Annual fact sheets on the results 

of OAP. 

                                                 
8 8436/1/21 REV 1 (will be updated following the final version of ToR) 
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Monitoring and reporting shall be done in line with and using the template set out in the 

reporting mechanism9.

                                                 
9 5002/1/20 REV 1 - Reporting mechanism 
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Ref.: 

OA 1.2 

Leader: European Network of Advisory Teams –EuNAT- (Other 
non- law enforcement) 

Activity summary of the Operational Action (Short description– 10 lines maximum): 

As current situations show, the discussion of a possibly necessary fulfilment of 
perpetrator demands will arise more and more frequently in cyber extortion cases. A 
follow-up assignment to examine and develop new tactics, methods and possibilities for 
identifying perpetrators in the cyber space is therefore necessary. 

State prohibitions on paying ransom sometimes come to nothing and companies work 
around the police instead of together. Often, the ransom is paid despite the prohibition 
because the focus is on economic interest. Therefore, approaches should be optimized 
and police tactics established that can lead to investigative success.  

During the EU project EuNAT (European Network of Advisory Teams), guidelines 
regarding cyber extortion have been successfully created. In order to combat cybercrime 
on an international level, the continuation of a project for the further development of 
police tactical concepts concerning the possibilities of action with ransom would 
therefore be of great importance.  

Key Performance Indicators (KPIs) and target values 

a) Number of exchanges of best practices and tactical approaches to solve cyber 
extortion cases (Target 6) 

b) Number of Recommendations on the topic of continuing development of tactical 
concepts in connection with cyber-extortion cases, especially under the aspect of 
international cooperation (Target 7) 

c) Workshop to present the outcome activity (Target 1) 
 

Type of Operational Action (indicate the main ones - maximum 2)  

Strategic, Knowledge/training 
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Ref.: 
OA 2.4 

Leader: FR (Police Forces) 

Activity summary of the Operational Action (Short description– 10 lines maximum): 

One of the top priority of criminals online is to obfuscate any information that could 
allow Law Enforcement Agencies to identify them. Using a VPN to hide their IP address is 
the first step they take. 

However, they tend to avoid “commercial” VPN services that may comply with legal 
request and tend to use “bullet proof” services that rely on their refusal to comply with 
legal requests as well as deleting all personal information to attract business. These 
services are often advertised on online criminal forums or other communication means 
dedicated to criminal activities. 

Investigation lead on bulletproof services lead in the past to relevant information on 
ransomwares, botnets and helped prevent further attacks. 

The goal of this OA would be to identify a bulletproof VPN service and set up technical 
investigation tools to gather information that would be shared with the relevant partners 
as well as live data collection. 

Key Performance Indicators (KPIs) and targets 

 

a) Targeting a bulletproof VPN service used by criminals. 1 

b) Setting up NetFlow interception and analysing data connected to criminal 
activities 

c) Creating packages for active ongoing investigations: 5-10. 

d) Organising sprint meetings to share and work on intelligence and data 7 

Type of Operational Action (indicate the main one - maximum 2)  

(1-Operational, 2-Data collection/data exchange, 3-Strategic,) 
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Strategic Goal 3: Coordinated controls and operations targeting the online and offline trade in 
illicit goods & services 
 
Objective: target – notably through coordinated controls and operations – criminal networks, 
individual criminal entrepreneurs, high impacts vendors and facilitators, their business models 
and other actors involved in the online and offline trade in illicit goods and services, with a 
special attention to those active in the markets that are related to an EU crime priority. 
 
Targeting the Organised Criminal Groups, other actors and the infrastructures used to prepare 
and launch cyber-attacks related products and services are key objectives in this OAP. 

A number of operational actions proposed in this OAP, such as OA 2.1 (RO) and OA 4.1 (FR), 
have directly links and activities that target the disruption of criminal services and aim to 
achieve some of the objectives of this Common Horizontal Strategic Goal-CHSG. 
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Strategic Goal 4: Objective: Combat the criminal use of financial structures including money 
laundering, facilitate asset recovery an confiscate proceeds of crime, disrupt criminal 
infiltration by involving specialised financial investigators, where relevant, as part of 
investigations in the EU crime priorities, and develop a culture of asset recovery through 
training and financial intelligence sharing. 

Ref.: 
OA 4.1 

Leader: France (Police Forces) 

Activity summary of the Operational Action (Short description– 10 lines maximum): 

Bitcoin and other specific cryptocurrencies are the default payment methods when it comes 
to online trade in illicit goods and services and in the cybercrime underworld. They should 
therefore handle as an asset, in the same way that fiat currency, cash or gold. Mixer and 
tumbler services as well as privacy coins impede criminal finance analysis using forensics 
block chain analysis or other relevant sources and tools. Alongside other measures, 
identifying and tackling those obfuscating financial services can be one of the most 
effective way to identify suspected criminals. The goal of this OA is to directly disrupt 
services that facilitate criminal finance through effective joint operations and discourage 
potential new offenders from providing criminal financial services via the publicity thereof; 
Improve baseline intelligence on criminal infrastructure including criminally complicit 
virtual currency exchanges mixers and related financial instruments. 

 

Key Performance Indicators (KPIs) and target values 

 

a) Number of criminal facilitators or services: identified (5)/ disrupted (1) 

b) Number of money laundering-financial investigations carried out (3). 

c) Value of assets seized/frozen/confiscated in crypto (20.000 Euros) 

d) Tactical sprint against ransomware financial facilitators (1) 

e) International workshop on money laundering proceeding from cybercrime using 
virtual currencies (1) 

Type of Operational Action (indicate the main ones - maximum 2)  

(1-Operational, 2-Data collection/data exchange, 3-Strategic, 4-Knowledge/training,  
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Strategic Goal 5: 
 
Objective: target criminal networks or criminal individual entrepreneurs active in the 
production and provision of fraudulent and false documents or identification marks by involving 
specialised investigators, where relevant, as part of investigations in the EU crime priorities. 

The use of fraudulent and false documents does not appear as a key aspect for the facilitation 
of cyber-attacks related crimes. Therefore, the relevant actors in this OAP have opted for not 
to include this CHSG, as in the previous EMPACT cycle. 
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Links to other Operational Action Plans (OAP)/priority  

  

Horizontal activities / Joint Action Days (JAD)  
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Ref.: 
OA 7.2 

Leader: FR (Police Forces) 

Activity summary of the Operational Action (Short description– 10 lines maximum): All 
EU MS are facing ransomware threats and attacks. All Police forces will have to respond 
and not only high specialized Units. They need a Ransomware Integrated Investigation 
Process (R2IP) that would aim to set up pragmatic guidelines to respond to the threat as 
underlined: 
1. Following up the previous questionnaire et re engaging non-responders’ participants. 
And Analysing the State of the Play 
2. THE HIVE incident response software has been chosen. Beta testing in French National 
Law Enforcement with engagement of 2 or 3 participant countries. 
3: Initial incident form already set up. Engage private sector and partners countries 
3. Enhance sharing capacities through standardized proceedings via Siena messages. 
Regarding the R2IP investigation process set up in France and vetted by Justice 
Department 
4. Gathering Intelligence on negotiation scenarios to build on common guidelines for 
investigator and countermeasures to deploy during this phase.  
 
Key Performance Indicators (KPIs) and target values 
a) Statistics on surveys initially sent to MS Law Enforcement on R2IP existing 
framework Target: at least 12 questionnaires  
b) Statistics on information sharing R2IP reports to Europol. Target: 50 

c) Number of local field using R2IP integrated tools, solution, documents, reports, 
forms, guidelines (etc...) proposed in R2IP package. Target: (5) 
d) Engagement of private companies to use the R2IP. Target: (5) 

 

Type of Operational Action (indicate the main ones - maximum 2)  
(1-Operational, 2-Data collection/data exchange, 3-Strategic, 4-Knowledge/training, 5-
Prevention) 








