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INVITATION TO MAKE A DECISION BY WRITTEN PROCEDURE ON  
ADOPTING IMPLEMENTING RULES FOR PROCESSING OPERATIONAL 

PERSONAL DATA 
 

 
 

1. Legal basis and procedure 

 
Pursuant to Article 86(2) of the European Border and Coast Guard Regulation1 
Management Board shall adopt internal rules on the application of the Regulation (EU) 2018/1725 

Data Protection Regulation 2, including rules concerning the data protection officer of the 
Agency. 
 
Pursuant to Article 90(1) of the Regulation, where the Agency, in the performance of its tasks under Article 
10(1)(q) of the Regulation, processes personal data which it has collected while monitoring migratory flows, 
carrying out risk analyses or in the course of operations for the purpose of identifying suspects of cross-
border crime, it shall process such personal data in accordance with Chapter IX of the Data Protection 
Regulation.  
 
Pursuant to Article 105(1) of the Regulation, the decision is made by absolute majority of the eligible votes.  
 
The Schengen Associated Countries were not granted voting rights.  
 
The Data Protection Officer (DPO) has provided an opinion on 7 October 2021 and 16 November 2021.  
 
 

2. Background information 

 
Operational personal data all personal data processed by the Agency in the performance of the 
task referred to Article 10(1)(q) of the Regulation3 and collected while monitoring migratory flows, carrying 
out risk analyses or in the course of operations for the purpose of identifying suspects of cross-border crime. 
 
Pursuant to Article 90(1) of the Regulation, the Agency shall process such personal data in accordance with 
Chapter IX of the Data Protection Regulation. Personal data processed for that purpose, including licence 
plate numbers, vehicle identification numbers, telephone numbers and ship or aircraft identification numbers 
which are linked to such persons, shall relate to natural persons whom the competent authorities of the 
Member States, Europol, Eurojust, or the Agency have reasonable grounds to suspect are involved in cross-
border crime. Such personal data may include personal data of victims or witnesses where those personal 
data supplement the personal data of suspects processed by the Agency in accordance with that Article. 
 
The Agency does not currently have implementing rules in place allowing the full operationalisation of Article 
90 of the Regulation. Pursuant to Article 86(2) of the Regulation, it is for the Management Board to adopt 
internal rules on the application of the Data Protection Regulation by the Agency, including on Chapter IX of 
the Data Protection Regulation for the purpose of Article 90 of the Regulation.  

 
1 Regulation (EU) 2019/1896 of 13 November 2019 on the European Border and Coast Guard (OJ L 295, 14.11.2019, p. 1). 
2 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with 

regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, 

and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295, 21.11.2018, p. 39).   
3 According to Article 10(1)(q) of t within the respective mandates of the agencies concerned, cooperate 

with Europol and Eurojust and provide support to Member States in circumstances requiring increased technical and operational assistance 

at the external borders in the fight against cross-border crime and terrorism  
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By ED Decision R-ED-2021-123 of 4 August 20214, a Project Board was established to prepare a draft of the 
proposed Management Board Decision with the involvement of key business units5. As a result of several 
meetings of the Project Board, a draft was agreed internally between business units on 30 September 2021. 
On 1 October 2021, the draft resulting from the Project Board was circulated to the DPO, all Directors of 
Division, Fundamental Rights Officer (FRO) and the Inspection and Control Office (ICO) for internal 
consultation. The feedback received was consulted with business units at the Project Board on 8 October 
2021 and a final draft was agreed upon. On 7 October 2021, the DPO submitted an opinion on the draft OPD 
rules. On 14 October 2021, the draft OPD rules were shared externally with the Commission, and thereafter 
with the experts of the Member States, and selected EU Agencies. 
 
On 28 October 2021, the draft Management Board Decision was discussed with the Member States and the 
Commission in a Workshop entitled organised by the Agency. 
Following the Workshop, the Agency received written comments from the Member States and the 
Commission on the draft OPD rules, based on which an updated draft was prepared. Annex II contains MS 

 
 
The updated draft OPD rules was shared with the DPO seeking to issue a final opinion. On 16 November 
2021, the DPO submitted an updated opinion on the draft OPD rules.   
Content of the draft OPD rules in brief: 
 
The draft Management Board Decision addresses the data protection responsibilities of the Agency, 
including rules on joint controllers, collection of the operational personal data in the course of operations, 
risk analysis and while monitoring migratory flows, namely of suspects, associates, victims and witnesses 
of cross-border crime, and subsequent processing within the Agency for identification purposes and 
transfers to the competent national law enforcement authorities and/or to Europol and/or Eurojust. The 
draft Management Board Decision also sets out the implementing rules on data storage and retention, and 
handling codes to be used. Finally, it addresses the rights of data subjects and their restrictions. 
 
The Management Board is therefore invited to take a decision on the draft Management Board Decision on 
adopting implementing rules for processing operational personal data as annexed to this Invitation. 
 
 

3. Invitation to make a decision 

 
3.1  Pursuant to Article 10(1) of the Rules of Procedure of the Management Board, the Management Board 

may take the decision by written procedure on a proposal from the Chairperson where the decision 
where the Management Board has previously decided to take such decision by written procedure. 

 
3.2  Pursuant to Article 10(5) of the Rules of Procedure of the Management Board, when taking a decision 

by written procedure the Management Board shall approve or object the proposal in its entirety. 
Therefore a proposal for a Management Board decision by written procedure is not subject to 
amendments. 

 
Accordingly the Management Board is invited to decide on the issue in subject, as annexed to this 
note.  
 
Pursuant to Article 10(3) of the Rules of Procedure of the Management Board, any Member who 
objects must indicate this in ten calendar days, by no later than Monday, 20 December 2021 at 17:00 
Warsaw time.  
 

 
4 Decision of the Executive Director R-ED-2021-  

5 The members of the Project Board are: (i) the Head of LEG (who acts as the project manager); (ii) the DPO (in an advisory role); (iii) the 

Head of ; (iv) the Head of the Coast Guard and Law Enforcement Unit ; (v) the Head of the Risk 

Analys ; (vi) the Head of 

DPO undertakes an advisory role. 
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If there is an insufficient number of objections, the proposed decision is considered to be adopted by 
written procedure on Tuesday, 21 December 2021 and, pursuant to Article 10(7) of the Rules of 
Procedure of the Management Board, will be recorded in the minutes of the 88th Management Board 
meeting, which will take place on 26-27 January 2022. 

 
Yours sincerely,  
  
 
 
 
   
 
  
 Chairperson of the Management Board 
 
 
Annexes:  
 
Annex I - Draft Management Board Decision adopting implementing rules for processing operational personal 
data 
Annex II -  
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MANAGEMENT BOARD DECISION xx/2021 

of 22 December 2021  

adopting the rules on processing operational personal data by the Agency 
 

THE MANAGEMENT BOARD 

 
Having regard to the European Border and Coast Guard Regulation1 ( the Regulation ), in particular Articles 
86(2) and 100(2) thereof, 

 
Whereas: 
 

(1) Article 86(1) of the Regulation requires the Agency to apply Regulation (EU) 2018/17252 ( the Data 
Protection Regulation ) when processing personal data. 
  

(2) Pursuant to Article 90(1) of the Regulation, where the Agency, in the performance of its tasks under 

Article 10(1)(q) of the Regulation, processes personal data which it has collected while monitoring 
migratory flows, carrying out risk analyses or in the course of operations for the purpose of identifying 
suspects of cross-border crime, it shall process such personal data in accordance with Chapter IX of 

the Data Protection Regulation. Personal data processed for that purpose, including licence plate 
numbers, vehicle identification numbers, telephone numbers and ship or aircraft identification 
numbers which are linked to such persons, shall relate to natural persons whom the competent 

authorities of the Member States, Europol, Eurojust, or the Agency have reasonable grounds to 

suspect are involved in cross-border crime. Such personal data may include personal data of victims 
or witnesses where those personal data supplement the personal data of suspects processed by the 

Agency in accordance with this Article. 
 

(3) Pursuant to Article 90(2) of the Regulation, operational data processed for the purpose of Article 

90(1) of the Regulation should be exchanged only with Europol or Eurojust where they are strictly 
necessary for the performance of their respective mandates and in accordance with Article 68 of the 
Regulation, or with the competent law enforcement authorities of the Member States where they are 

strictly necessary for those authorities for the purposes of preventing, detecting, investigating or 
prosecuting serious cross-border crime.   
 

(4) Pursuant to Article 91(3) of the Regulation, operational personal data processed for the purposes of 
Article 90 shall be deleted as soon as the purpose for which they have been collected, namely the 
identification of a suspect of cross-border crime has been achieved by the Agency. The Agency shall 

continuously review the necessity of storing such data, in particular the personal data of victims and 
witnesses. In any case, the Agency shall review the necessity of storing such data no later than three 
months after the start of initial processing of such data, and every six months thereafter. The Agency 

shall decide on the continued storage of personal data, in particular the personal data of victims and 
witnesses, until the following review, only if such storage is still necessary for the performance of 
the Agency's tasks under Article 90. 

 
1 Regulation (EU) 2019/1896 of 13 November 2019 on the European Border and Coast Guard (OJ L 295, 14.11.2019, p. 1). 
2 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of individuals with 

regard to the processing of personal data by the Community institutions and bodies and on the free movement of such data, and repealing 

Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295, 23.10.2018, p. 39). 
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(5) In accordance with Article 86(2) of the Regulation, the Management Board shall adopt internal rules 

on the application of the Data Protection Regulation by the Agency. 

 
(6) The Agency, as part of the European Border and Coast Guard, together with the border management 

authorities of the Member States, is responsible for implementing European Integrated Border 
Management. For the performance of its task the Agency processes personal data that fall under the 
general part of the Data Protection Regulation. However, the personal data collected while 
monitoring migratory flows, in the course of operations or carrying out risk analysis may be 
repurposed to serve the task of the Agency as referred to in Article 10(1)(q) of the Regulation related 
to the cooperation with Europol and Eurojust and provide support to Member States in particular in 
prevention, detection, investigation, prosecution of cross-border crime, such as migrant smuggling, 
trafficking in human beings and terrorism, including the identification of suspects of those crimes. 
While the Agency carries out these activities it should apply Chapter IX of the Data Protection 
Regulation. 

 
(7) The Agency in performance of its tasks as referred to in Article 10(1)(q) of the Regulation may conduct 

activities which entail the processing of personal data of minors, in particular related to cross-border 
crime. Sufficient procedural safeguards should be introduced to ensure the protection of fundamental 
rights of children to the fullest possible extent including the requirement of justified reasons of such 
a processing of personal data for the purposes of Article 90 of the Regulation. 

 
(8) The identification of suspects may require occasionally processing of special categories of personal 

data, for example, when the witnesses and victims of cross-border crime may provide the Agency 
information or description of suspects or associates, which may include racial or ethnic origin, health, 
sexual orientation, or especially regarding terrorism concerning political opinions, religious or 
philosophical beliefs. Equally those special categories of personal data can be absolutely necessary 
to link an individual with a committed or attempted cross-border crime or terrorism. This collection 
may provide vitally important cues for establishing the identity of suspects of cross-border crime, for 
example, by referring to use of specific medical devices, or a particular health condition of an 
individual, or linking an individual to a particular religious or ethnic group. Sexual orientation of an 
individual may be necessary to identify victims and witnesses of trafficking in human beings, or link 
them with a potential suspect or associate, especially if such a crime is committed or attempted for 
the purpose of sexual exploitation. 

 
(9) Genetic and biometric data, including photographs, where available, provide necessary elements to 

establish the identity of an individual. 

 

(10) Implementing measures for processing operational personal data as referred to in Article 90 of the 
Regulation should specify inter alia the procedures regarding the data, provide criteria for reasonable 
grounds to suspect that a person is involved in cross-border crime, and detail roles and responsibilities 

of persons and entities involved in processing of operational personal data. As Article 90 of the 
Regulation sets out only certain aspects required by Chapter IX of the Data Protection Regulation, 
these implementing measures should specify, in a pragmatic way, the implementation of the Data 

Protection Regulation for that Chapter when the Agency performs its tasks under Article 10(1)(q) of 
the Regulation concerning activities which fall within the scope of Chapter 4 or Chapter 5 of Title V 
of Part Three of the Treaty on the Functioning of the European Union. While doing so, the Agency 

should fully apply the principles related to processing operational personal data in accordance with 
Article 71(1) of the Data Protection Regulation. 
  

 
 

HAS DECIDED AS FOLLOWS: 

 Article 1 
Object 

The rules on processing operational personal data by the Agency (OPD Rules), as set out in the Annex to this 
Decision, are hereby adopted.  



 

Reg. No 13347 3/17

 

Article 2 
Entry into force

 

This decision enters into force on the day following the date of its adoption. 
 
Done by written procedure, 22 December 2021. 

                                                                                                           For the Management Board 
  
 

                                                                                                              
                                                                                                          Chairperson 

 
 
ANNEX: Rules on processing operational personal data by the Agency (OPD Rules) 
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ANNEX
Rules on processing operational personal data by the Agency (OPD Rules) 

 
 

CHAPTER I 

General provisions 

Article 1 
Subject and scope 

1. This Annex lays down the rules on the application of Chapter IX of Regulation (EU) 2018/17253 
 regarding the processing of operational personal data, in accordance with 

Article 90 of the European Border and Coast Guard Regulation4 ), including specific internal 
rules on data retention of operational personal data in accordance with Article 91(3) of the Regulation. 

2. This Annex defines specific data protection rules for the processing of operational personal data where the 
Agency, in the performance of its tasks under Article 10(1)(q) of the Regulation, processes personal data 
which it has collected while monitoring migratory flows, carrying out risk analyses or in the course of 
operations for the purpose of identifying suspects of cross-border crime. These rules need to be applied 
without prejudice to the general data protection rules applicable to the Agency. 

Article 2 
Definitions 

For the purpose of this Annex, the following definitions apply: 

(a) personal data as defined in point (1) of Article 3 of the Data Protection Regulation; 

(b) takes the meaning of point (2) of Article 3 of the Data Protection Regulation 
where the Agency processes personal data in the performance of its task referred to in Article 10(1)(q) 
of the Regulation; 

(c) processing as defined in point (3) of Article 3 of the Data Protection Regulation; 

(d) controller as defined in point (8) of Article 3 of the Data Protection Regulation;  

(e) - -border crime as defined in point (12) of Article 2 of the Regulation; 
This definition includes terrorism in line with Article 10(1)(q) of the Regulation; 

(f) 5, Europol, 
Eurojust, or the Agency have reasonable grounds to suspect is involved in cross-border crime; 

(g) person who the competent authorities of the Member State(s), Europol, 
Eurojust or the Agency have reasonable grounds to suspect is cooperating with a suspect in the 
commission of a cross-border crime, in particular by aiding and abetting or inciting an offence; 

(h)  a natural person who has suffered harm, including physical, mental or emotional harm 
or economic loss which was directly caused by a cross-border crime, or with regard to whom certain 
facts give reason to believe that they could be the victims of such a cross-border crime; 

(i)  a natural person who provides information on a cross-border crime; 

 
3 Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the protection of natural persons with 

regard to the processing of personal data by the Union institutions, bodies, offices and agencies and on the free movement of such data, 

and repealing Regulation (EC) No 45/2001 and Decision No 1247/2002/EC (OJ L 295, 21.11.2018, p. 38). 
4 Regulation (EU) 2019/1896 of 13 November 2019 on the European Border and Coast Guard (OJ L 295, 14.11.2019, p. 1).  
5  the Schengen 

acquis within the meaning of the Treaty on the Functioning of the European Union and its Protocol (No 19) on the Schengen acquis integrated 

into the framework of the European Union. 
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(j) a suspect, associate,
victim or witness, and whose personal data are being processed;

(k) deletion  means the irreversible deletion of operational personal data; 

(l)  means the process of irreversible removal of personal identifiers and any other 
information in such a manner that the data subject is not or no longer identifiable;  

(m) data collection p means a document that establishes the data sets that can be collected, the agreed 
providers of information including the the competent law enforcement authorities 
of Member States, Europol or Eurojust that will supply and receive the data, the format in which 
operational personal data can be supplied, the types of data subjects, and the desired or exceptional 
means of exchange of operational personal data, and, if necessary, the specific modalities agreed in 
relation to answering requests; 

(n) competent law enforcement authority 
Member States listed in the data collection plan, which according to the respective national legislation 
is competent for preventing, detecting, investigating or prosecuting cross-border crime. 

 
CHAPTER II 

Roles and responsibilities 

Article 3 
Data protection responsibilities of the Agency 

1. The Agency, as the controller, is represented by the Executive Director. The Executive Director may delegate 
the implementation of appropriate technical and organisational measures to ensure and to be able to 
demonstrate that processing is performed in accordance with this Chapter IX of the Data Protection 
Regulation and this Annex. 

2. While processing operational personal data the data controller is responsible for ensuring that:  

(a) Technical and organisational measures are implemented to ensure compliance with the Regulation and 
this Annex, taking into account the state of the art, the cost of implementation as well as the risks for 
the rights and freedoms of the data subjects; 

(b) The DPO  shall be involved, in a properly and timely manner, in all issues 
related to data protection;  

(c) A data protection impact assessment is conducted prior to processing where significant modifications 
are introduced in the systems; or where a type of processing, in particular using new technologies, and 
taking into account the nature, scope, context and purposes of the processing, is likely to result in a 
high risk to the rights and freedoms of natural persons. 

3. In accordance with Article 15(2) of the Regulation, the Agency is responsible for developing, deploying and 
operating an information system that is able to exchange operational personal data. The Agency shall ensure 
that the competent law enforcement authorities of the Member States are provided with access to systems 
in Article 11(4) of this Annex for transmitting operational personal data to the Agency.  

The Agency shall implement in the systems under its responsibility the necessary technical security controls 
referred to in Article 91 of the Data Protection Regulation in order to prevent unauthorised disclosure or 
access, accidental or unlawful destruction or accidental loss, or alteration of personal data, as well as all 
other unlawful forms of processing. By adopting such security measures, the Agency shall in particular:  

(a) Ensure that all actions by IT administrators to operational personal data are logged and 
that safeguards are set-up to ensure the integrity of the logs;  

(b) Adopt measures concerning audit logs and access through a decision of the Director of Financial, Digital 
and Security Division. 

4. The competent law enforcement authorities of the Member States shall designate a point of contact for the 
exercise of data protection responsibilities. The point of contact will be included in the data collection plan.  
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Article 4 
Joint controllership

1. Where the Agency and the competent law enforcement authorities of the Member States6, Europol or Eurojust 
are joint controllers in accordance with Article 86 of the Data Protection Regulation, the data collection plan 
shall cover the necessary elements of the arrangement referred to therein.  

2. For the purpose of paragraph 1 of this Article the following shall apply:  

(a) Where operational personal data has not been collected by the Agency and pending the successful 
validation process, the Agency shall be responsible for the data security of the information system on 
which operational personal data is transmitted, in particular for the confidentiality, availability and the 
integrity of the operational personal data whilst that data is transmitted. If the system is not 
administrated by the Agency, the Agency shall seek assurance from the owner that it complies with the 
highest standards; 

(b) Where operational personal data has not been collected by the Agency and pending the verification 
process referred to in Article 12 of this Annex is completed, the content of the uploaded operational 
personal data remains the joint responsibility of the Agency and the competent law enforcement 
authorities of the Member State, if applicable. After that verification process, the Agency is solely 
responsible for the operational personal data until it is further transmitted or deleted; 

(c) The Agency shall ensure that information related to the processing of operational personal data and the 
exercise of data subject rights is clearly communicated on its website. 

 
CHAPTER III 

Processing of operational personal data 

Article 5 

Purpose for processing operational personal data  

The Agency may process operational personal data only for the purpose of identifying suspects of cross-border crime 
while performing its task under Article 10(1)(q) of the Regulation.  

  

Article 6 

Source and scope of operational personal data 

1. Operational personal data may be collected while the Agency performs the following activities: 

(a) Monitoring migratory flows; 

(b) Carrying out risk analysis; 

(c) In the course of operations. 

2. The Agency may process the operational personal data of the following categories of data subjects: 

(a) Persons involved in cross-border crime, namely suspects and associates; 

(b) Victims; 

(c) Witnesses. 

Personal data of the data subjects referred to in points (b) and (c) may only be processed as supplement to 
data processed under point (a). 

 
6 For example in situations within the scope of Article 88 of the Regulation.  
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3. The sources of operational personal data and the
are further defined in Articles 7, 8Article 9 of this Annex. For the purposes of this Annex, that data may not 
be processed further until the conditions in Article 10 and other conditions set out in this Annex are met.

4. For the purpose of this Annex, the Executive Director may decide, in consultation with the Member State 
concerned where relevant for the processing referred to in Article 88 of the Regulation, to further regulate 
in operational plan or in Category 1 of the 
European Border and Coast Guard standing corps and specialised 
seconded national experts (SNEs) and Categories 2-4 of the European Border and Coast Guard standing corps 

) are allowed to process operational personal data in accordance with this Annex. 

Article 7 

Collection of operational personal data while monitoring migratory flows 

1. While monitoring migratory flows, the Agency may use the EUROSUR framework as a collection point of 
information in accordance with Article 89 of the Regulation. Any further processing of such information that 
entails the processing of operational personal data shall be processed under this Annex.  

2. Where the Agency activates the EUROSUR Fusion Services on behalf of a Member State, any processing of 
personal data other than ship and aircraft identification numbers shall fall under the scope of Article 90 of 
the Regulation and be marked under the ownership of the Member State which requested the EUROSUR Fusion 
Services.  

3. Where the Agency uses the EUROSUR Fusion Services on its own initiative, it shall do so in accordance with 
Article 89 of the Regulation, under the ownership of the Agency.  

 

Article 8 

Collection of operational personal data in the course of operations 

 
The Agency may collect operational personal data in the course of operations while conducting its tasks, in 

particular while performing actions at the external borders under an operational plan, with the purpose 

defined in Article 5 of this Annex, including but not limited to:  

(a) When performing border checks of persons including their means of transportation and the objects in 
their possession;  

(b) When performing border surveillance at land, air and sea including detection, identification, tracking 
and interception of illegal border crossing, the prevention, detection and fight against cross-border 
crime and checks on the identity of unknown persons in the surveillance areas;  

(c) When performing migration management support activities including interviewing or debriefing of 
migrants or examining travel and other documents, and/or any objects in their possession; 

(d) When executing the EUROSUR Fusion Services in the course of operations in accordance with Article 7 of 
this Annex in order to collect information on the external borders and the pre-frontier area; 

(e) When performing specific activities such as media monitoring through open sources as a part of an 
operational activity; 

(f) When conducting any other processing activities in the course of operations as agreed within the 
operational plan. 

Article 9 

Collection of operational personal data while carrying out risk analysis 

1. The Agency may collect operational personal data including in the context of activities mentioned under 
Articles 7 and 8 of this Annex and may process operational personal data while carrying out risk analysis for 
the purpose of identifying suspects of cross-border crime. 
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2. While carrying out risk analysis in cases for which Article 88 of the Regulation applies, this Annex shall take 
precedence if due to that analysis there are reasonable grounds to suspect that persons who crossed the 
border without authorisation are involved in cross-border crime.

3. Operational personal data may be collected while carrying out risk analysis based on personal data, including 
but not limited to, personal data collected from open sources, social media monitoring and commercially 
available databases, the EUROSUR Fusion Services or within cooperation with competent law enforcement 
authorities of the Member States, Europol and/or Eurojust, if due to that analysis there are reasonable 
grounds to suspect that a natural person is involved in cross-border crime. 

 

Article 10 

Criteria for assessing the involvement of a person in cross-border crime  

1. When processing operational personal data the controller shall: 

(a) Assess whether there are reasonable grounds to suspect that the natural person concerned is involved in 
cross-border crime; and  

(b) Indicate the cross-border crime each person is suspected of.  

If the criteria of reasonable grounds to suspect is not met, processing of operational personal data is not 
possible under this Annex. 

2. If the forms the assessment in paragraph 1 of this Article, the following points are to 
be considered: 

(a) Evidence, facts or information indicating the possible involvement of the data subject in cross-border 
crime; or  

(b) Information collected from at least two different sources which can be corroborated to support the 
suspicion. The cooperation by the Agency in this regard with Europol, Eurojust and Member States is 
encouraged.  

3. The assessment of the reasonable grounds to suspect, either by the Member State 
competent authorities, Europol or Eurojust when received by the Agency, is subject to the verification 
process defined in Article 12 of this Annex. 

4. Where information related to a suspect or associate of a cross-border crime is accepted by the Agency from 
any of the data providers mentioned in paragraph 3 of this Article, a sufficient justification related to the 
assessment on reasonable grounds shall be given whether those are based on evidence, facts or information, 
or on a personal assessment of the data provider. This includes the compliance with Article 7 of the Law 
Enforcement Directive7 when the data provider is a competent law enforcement authority of a Member State.  

Article 11 

General conditions and channels for exchanging operational personal data  

1. A data collection plan shall be drawn up by the Agency prior to the processing of operational personal data. 
In the course of operations as referred to in Article 8 of this Annex, that data collection plan shall be part of 
the operational plan in line with Article 38(3)(d) of the Regulation. 

2. The template of the data collection plan may be established by a decision of the Executive Director. 

3. Without prejudice to this Annex, further conditions under which operational personal data are exchanged 
may be set out in specific provisions of: 

 
7 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the 

processing of personal data by competent authorities for the purposes of the prevention, investigation, detection or prosecution of criminal offences 

or the execution of criminal penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA (OJ L 119, 

4.5.2016, p. 89-131). 
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(a) Working arrangements between the Agency, Europol and Eurojust, respectively, and in accordance with 
Article 68 of the Regulation; or

(b) Executive s as regards the roles and responsibilities of the  

4. When the Agency exchanges operational personal data with the competent law enforcement authorities of 
the Member States and with Europol and Eurojust it shall use SIENA8 and/or JORA9. Other channels may be 
established by the Executive Director, subject to the conditions set out in particular in Articles 85, 89, 90 
and 91 of the Data Protection Regulation. The competent law enforcement authorities of the Member States 
may submit their preference for the channel for exchanging operational personal data in the data collection 
plan. 

5. Where a competent law enforcement authority of a Member State, Europol or Eurojust transmits personal 
data to the Agency it shall indicate for what purpose that data needs to be processed in accordance with 
Article 87(1) of the Regulation. The channels referred to in paragraph 4 of this Article shall ensure that such 
a purpose is always determined, in accordance with Article 87(2) of the Regulation. The Agency may 
repurpose the initially provided data under the condition that it performs a written compatibility assessment 
seeking written approval prior to the repurposing of the data from the provider, following the applicable 
European Data Protection S  guidelines. 

6. In the event operational personal data are sent to the Agency via a channel other than those referred to in 
paragraph 4 of this Article, the Agency deletes the received personal data.  

7. Access to the information exchange systems and applications referred to in paragraph 4 of this Article shall 
be granted only to duly authorised staff of the Agency, the competent law enforcement authorities of the 
Member States, Europol, and Eurojust in accordance with the Operational Plans, working arrangements, or 
other procedures agreed by the Agency with its partners. 

8. The Agency exchanges personal data directly with the Member States  law enforcement 
authorities.  

9. When exchanging operational personal data with the Agency, the competent law enforcement authorities of 
the Member States,  shall indicate the reliability of the 
information, and the purposes for which the Agency may use the information via handling codes as described 
in Article 23 of this Annex. 

10. The channels for exchange of operational personal data referred to in this Article shall ensure that the 
conditions set out in Article 91 of the Data Protection Regulation are always met. 

  
Article 12 

Verification and acceptance process 

1. The Agency shall verify and accept operational personal data transmitted by Member States, Europol, 
Eurojust and staff . 

2. During the verification process, operational personal data shall be separately stored from other data sets. 

3. The verification process involves the following steps: 

(a) Confirmation of the source of transmission. Operational personal data are accepted only when 
transmitted by:  

(i) Member States and, in the course of operations, their appointed officers in accordance with the 
data collection plan; 

(ii) own staff, in accordance with the data collection plan; 

 
8 Secure Information Exchange Network Application. 
9 Joint Operations Reporting Application. 
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(iii) Europol or Eurojust, in accordance with working arrangements agreed between the Agency and 
these agencies and its own respective mandates.

(b) Channels for transmission: operational personal data are accepted only when they are transmitted via 
the information system channels described in Article 11(4) of this Annex; 

(c) Personal data processed is operational personal data as defined in this Annex and it is relevant, accurate 
and not excessive in relation to the purpose in Article 5 of this Annex; 

(d) Data quality: the Agency only accepts operational personal data collected in a way consistent with the 
provisions of Articles Article 14 Article 15 of this Annex; 

(e) Data management: the Agency accepts operational personal data only when marked with handling codes 
and reliability codes; 

(f) Lawfulness: the Agency accepts operational personal data related to involvement in cross-
border crime only when reasonable grounds to suspect are provided by the competent law enforcement 
authorities of the Member States, Europol, Eurojust or by staff.  

4. Operational personal data items that clearly do not comply with the criteria foreseen in paragraph 3 of this 
Article are deemed to have failed the verification process and will be deleted from the systems for processing 
operational personal data. 

5. Where it is not possible to fully complete the verification process, or any other component of the verification 
process fails to be met, the Agency shall reject the operational personal data and contact the data provider 
in paragraph 3(a) of this Article to request for additional information to support the verification process. This 
provision of information is documented by staff.  

6. In case referred to in paragraph 5 of this Article, the data provider shall provide additional information in 7 
calendar days when requested. Upon receipt of additional information by the Agency, the verification process 
will continue. After 7 calendar days, if no additional material has been disclosed by the data provider, the 
operational personal data will fail the verification process and will be deleted. 

7. Verification process in paragraph 3 of this Article should not take longer than 7 business days. 

8. Once operational personal data which has been collected in the course of operations has been verified, the 
Agency shall inform the host Member State, as well as further transmission when applicable.  

 

Article 13 

Access to operational personal data by the Agency 

1. Access to operational personal data in the Agency is limited to the minimum necessary for the purpose in 
Article 5 of this Annex. 

2. Operational personal data shall only be accessible to the Agency  duly authorised staff who will process 
personal data to the extent necessary for the fulfilment of their duties. Roles and responsibilities for access 
may be further defined by the Executive Director on the Access Management Policy to operational personal 
data systems. 

3. 
systems of the Agency or transmitting such data to the competent law enforcement authorities of the Member 
States, Europol or Eurojust, have read/write/delete access, or combination of those, based on their roles 
and responsibilities defined by the Executive Director on the Access Management Policy, to the extent 
necessary for the performance of their tasks.  

4. A list of users provided with access to operational personal data processing systems is made available to the 
DPO. 

5. The DPO shall have access to all operational personal data processed by the Agency. 
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Article 14

Data model 

1. Operational personal data must be collected and processed based on a data model that is compatible with 
most current version of the Universal Message Format10.  

2. Whenever possible, data structure comprises the following entities:  

(a) Person;  

(b) Organisation;  

(c) Location;  

(d) Item;  

(e) Connections;  

(f) Event; 

(g) Means of communication; 

(h) Means of transportation; 

(i) Financial means; 

(j) Identification documents; 

(k) Photo. 

Article 15 

Types of operational personal data including special categories  

1. Whenever possible, operational personal data must include categories consistent with the data model of the 
Universal Message Format. A non-exhaustive list of data categories is set out in points (a) to (r) below, 
however, the data collection plan may further specify which of the categories below are collected:  

(a) Name(s) of the data subject;  

(b) Nick name or alias;  

(c) Nationality/-ies;  

(d) Gender; 

(e) Age; 

(f) Description (physical characteristics which are not likely to change e.g. height, scars, body deformations, 
tattoos etc.); 

(g) Membership of organised crime group;  

(h) Registered business (name, address, coordinates, contact details);  

(i) Personal address and/or coordinates;  

(j) Safe house address and/or coordinates;  

(k) Means of communication (telephone, social media, IP addresses, etc.); 

(l) Means of transportation (vehicle registration, vessel and aircraft identification numbers, license plate, 
chassis number, flight tickets, etc.);  

 
10 Universal Message Format (UMF) is an agreement that ensures standardised data exchange between law enforcement authorities of the Member 

States across national borders, and with Union agencies. 
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(m) Weapon(s); 

(n) Illegal goods; 

(o) Photograph(s)11;  

(p) Criminal offence event (description of criminal offence);  

(q) Non-criminal offence event (meeting or communication or any other event linked to the criminal 
offences that fall under the scope of this Annex);  

(r) Specific location linked to a person, event or crime (crime scene). 

2. The Agency may process special categories related to operational personal data only if strictly necessary to 
achieve the purpose of Article 5 of this Annex. For the purpose of this Annex special categories of operational 
personal data are:  

(a) Racial or ethnic origin;  

(b) Political opinions, religious or philosophical beliefs;  

(c) Genetic data and/or biometric data such as DNA, fingerprints or photographs for the purpose of uniquely 
identifying a natural person;  

(d) Health;  

(e) Sexual orientation.  

Article 16  

Processing of operational personal data within the Agency for the purpose of identifying suspects of cross-

border crime 

The Agency for the purpose of identifying suspects of cross-border crime may further: 

(a) Collate and assess operational personal data collected from different sources as described in Articles 7, 
8 and 9 of this Annex; 

(b) Cross- and open sources12 and prepare 
assessments aiming at identifying suspects of cross-border crime. However, such action exclusively based 
on special categories of operational personal data as referred to in Article 15(2) of this Annex is 
forbidden; 

(c) Prepare data and information packages containing the results of the cross-checks and assessments to be 
disseminated to the competent law enforcement authorities of the Member States, Europol and Eurojust. 

Article 17 

Identification of a suspect by the Agency 

1. For the purpose of identifying a potential suspect, the Agency considers that a person is identified when: 

(a) the Agency has established the following data categories of the potential suspect: 

(i) name and surname; 

(ii) place and date of birth;  

(iii) names of parents. 

(b) the data evaluation code concerning this potential suspect 
the 4x4 evaluation system referred to in Article 24 of this Annex. 

 

 
11 Unless it falls under the specific category of point (c) of paragraph 2 of this Article. 
12 In line with Management Board Decision 50/2021 of 21 September 2021 on Common Integrated Risk Analysis Model. 
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2. The suspect referred to in paragraph 1 of this Article is identified as a suspect of a cross-border crime, when
the Agency has reasonable grounds to establish a correlation between that person and his or her involvement 
in a cross-border crime. 

Article 18 

T ransfer of operational personal data to the competent law enforcement authorities of the 

Member States  

1. The Agency transfers operational personal data to the competent law enforcement authorities of the Member 
States only where this is strictly necessary for those authorities for the purposes of preventing, detecting, 
investigating or prosecuting cross-border crime. 

2. The Agency transfers this data only via the information exchange systems and applications referred to in 
Article 11 of this Annex. 

3. The Agency decides to which Member States it transfers operational personal data based on their: 

(a) Need to know that will be established on a case-by-case basis and will require to fulfil at least one of 
the following criteria:  

(i) direct or indirect links between the activity of a suspect or a related entity and the Member 
State;  

(ii) likelihood that the national and/or public security of the Member State is affected by the 
criminal activities of a suspect or the organised crime group to which the suspect belongs;  

(iii) submission of a justified written request for information by a Member State, Europol or Eurojust 
to the Agency, referring to Article 90(2) of the Regulation.  

(b) Right to know that will be established on the basis of the handling codes used by the entity (i.e. data 
owner) that had provided the operational personal data to the Agency. 

4. In cases where the Agency identifies Member States that have the need to know as regards specific 
operational personal data, but it cannot share them due to restrictions imposed via the handling codes, the 
Agency may request the data owner to lift the restriction. The Agency will share the operational personal 
data with the Member State that has the need to know only if the data owner will allow it. 

Article 19 

T ransfer of operational personal data to Europol and Eurojust  

1. Transmissions of personal data to Europol and Eurojust shall:  

(a) Be performed only if the data are necessary for use in accordance with their respective mandates;  

(b) Be subject to specific working arrangements as stated in the second subparagraph of Article 68(5) of the 
Regulation;  

(c) Follow the need to know and right to know principles as stated in Article 18(3) of this Annex;  

(d) Respect the principles of necessity and proportionality, the Agency will only process personal data that 
are adequate and in their extent proportionate in relation to the purpose defined in Article 5 of this 
Annex. 

The specific working arrangements referred to in point (b) above will provide further details on the exchange 
of operational personal data between the Agency and Europol and Eurojust.   

2. Both the Agency and the recipient agency/agencies bear the responsibility for the legitimacy of the transfer.  

3. The Agency is required to: 

(a) Verify the competence and mandate of the recipient agency/agencies;  

(b) Verify the necessity of the transfer of personal data;  
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(c) Request more information from the recipient agency/agencies if doubts arise as to the necessity of the 
transfer of personal data.  

4. Onward transmission of operational personal data by Europol and Eurojust shall be regulated by the specific 
working arrangements referred to in point (b) of paragraph 1 of this Article respectively, and shall be 
performed in full compliance with fundamental rights including relevant data protection safeguards.  

Article 20 

Processing of operational personal data of natural persons under the age of 18 

1. When the processing of operational personal data which falls within the category of Article 6(2)(a) of this 
Annex relates to persons under 18 years old, specific considerations are taken:  

(a) If the data subject is a minor below 15 years old, his or her personal data shall never be processed as a 
suspect or associate of cross-border crime;  

(b) If the data subject is a minor between 15 and 18 years old, the providing Member State, Europol or 
Eurojust will accompany the transmission of his or her data with detailed information as for the reasons 
why this minor is a suspect of cross-border crime. If the operational personal data is collected by the 
Agency's staff, the above requirement for justification also applies. 

2. When the processing of operational personal data which falls within the categories of Article 6(2)(b) and (c) 
of this Annex relates to a minor below 15 years old, his or her personal data shall never be processed as a 
victim or witness of a cross-border crime, unless the processing of personal data of a victim is exceptionally 
necessary to identify a suspect of cross-border crime. 

3. Personal data of victims exceptionally processed pursuant to paragraph 2 of this Article shall in any 
circumstances be deleted the latest after three years following its collection. 

CHAPTER IV 
Data retention 

Article 21 

Storage, review and deletion 

1. The Agency shall store the data in a way that allows establishing the ownership of the data. This includes 
that the stored data shall be linked to the provider of the data i.e. a competent law enforcement authority 
of a Member State, Europol, Eurojust or the Agency where the data collected is the result of an activity of 

 

2. After verification and successful acceptance performed by the staff, operational personal data will 
be stored until its purpose is achieved, or where identification of suspect of cross-border crime has not been 
successful, until the data expiry. The stored data sets are subject to periodical reviews on necessity by the 
Agency as mentioned below.  

3. In accordance with Article 91(3) of the Regulation, data shall be deleted as soon as the purpose for which 
they had been collected have been achieved. Where identification of suspect of cross-border crime has not 

months after the start of initial processing of such data, and every six months thereafter.   

4. Without prejudice to paragraph 3 of this Article, the Agency shall delete or anonymise the personal data of 
a potential suspect not identified as a suspect of a cross-border crime according to Article 17 of this Annex, 
if no additional relevant information related to the potential suspect has been collected in the last 24 months 
since his or her personal data were verified pursuant to Article 12 of this Annex.   
 

5. 
data of victims and witnesses, until the following review, only if such storage is still necessary for the 
performance of the Agency's tasks under Article 90 of the Regulation. That assessment must take into account 
that new data may render existing data on victims and witnesses no longer necessary. 
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6. However, if after three years no new data has been received from an individual, the data expires and shall 
be deleted. 

7. In case anonymisation of operational personal data cannot be ensured, the Agency shall delete the 
operational personal data.  

8. Deletion or anonymisation of expired data applies to:  

(a) Operational personal data in its original form as collected from the own staff, the Member 
States, Europol, and Eurojust;  

(b) Any other files or documents within the Agency that contain expired data;  

(c) Any on or offsite backups containing expired data;  

(d) Any system used to exchange operational personal data.  

9. An automated system will flag data for review and create an entry for compliance checks. Deletion or 
anonymisation of the personal data stored in the systems shall be as automated as possible. The 
Executive Director may decide the details of these processes. 

10. Regular checks shall be performed to ensure that no expired personal data remain on 
operational systems.  

11. Anonymised data relating to thereafter unidentifiable persons may persist indefinitely in the Agency.  

Article 22 

Logging 

1. The Agency shall keep logs for any of the processing operations within the information exchange systems and 
applications used for identification of the suspects and exchanging operational personal data and 
administrated by the Agency in accordance with Article 88 of the Data Protection Regulation. The Agency 
shall also keep logs of activities of IT administrators as referred to in Article 3(3)(a) of this Annex and of any 
exchange by using insufficient channels as referred to in Article 11(6) of this Annex, for the purposes of data 
protection compliance monitoring. The logs may be centralised. The specific information that needs to be 
logged shall be developed by means of a decision of the Executive Director.  

2. The logs shall be used solely for verification of the lawfulness of processing, self-monitoring, ensuring the 
integrity and security of the operational personal data, for criminal proceedings and where necessary for 
internal investigations conducted by competent authorities of the Member States. Such logs shall be deleted 
after three years, unless they are required for the internal investigations of the Agency. In these cases, the 
logs will be immediately deleted once the actions required for internal control are finalised.  

3. The DPO has dedicated access to the logs at all times for the assurance of compliance with data protection 
obligations.  

4. The DPO shall make the logs available to the EDPS on request. 

Article 23 

Handling codes 

For the purposes of this Annex, the Member States, Europol and Eurojust shall indicate to the Agency the purposes 
for which the transmitted operational personal data may be used. T shall also follow the handling 
codes. 

(a) Handling Code H0 - This information can only be used for the prevention, detection, investigation 
or prosecution of cross-border crime, in accordance with Article 90 of the Regulation. 

The Handling Code H0 allows the recipient of the information, to share and use that information as 
evidence in judicial proceedings, without any prior approval from the owner of the information. 
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(b) Handling Code H1 - This information shall not to be used in judicial proceedings without prior 
consent of the owner of the information. 

The Handling Code H1 regulates the use of the information for police investigation only and its use in 
judicial proceedings is prohibited unless prior approval from the owner of the information is obtained. 
The consequence of applying this handling code is that the received information can be further 

disseminated without any additional authorisation from the owner of the information. Nevertheless, a 
formal and specific authorisation must be requested to the owner of the information if it is to be used 
as evidence in judicial proceedings. 

(c) Handling Code H2  This information shall not to be disseminated without prior consent of the owner 
of the information.  

Whenever the data provider identifies the need to further protect the source of information, the 
Handling Code H2 can be applied in order further information sharing, unless prior written consent to 
its dissemination is obtained from the owner of the information. 

(d) Handling Code H3  This information includes other restrictions, rights or aims of the transmission.  

The Handling Code H3 can be assigned to describe all other possible restrictions, permissions or purposes 

of transmission. In case this handling code is applied, additional caveats may be included to specify the 
nature of restriction/permission/purpose. 

Article 24 

Evaluation codes 

When providing operational personal data to the Agency, the Member States, Europol, and Eurojust shall indicate the 
accuracy of the information and the reliability of sources from where it was collected by using the 4x4 system, as 
follows: 

(a) Source codes: 

A  - where there is no doubt of the authenticity, trustworthiness and competence of the source, or if 

the information is supplied by a source who, in the past, has proved to be reliable in all instances; 

B  - source from whom information received has in most instances proved to be reliable; 

C  - source from whom information received has in most instances proved to be unreliable; 

D/X  - the reliability of the source cannot be assessed. 

(b) Information codes: 

1  - information whose accuracy is not in doubt; 

2  - information known personally to the source but not known personally to the official passing it on; 

3  - information not known personally to the source but corroborated by other information already 

recorded; 

4  - information which is not known personally to the source and cannot be corroborated. 

 
 

CHAPTER V 
Data subject rights 

Article 25 

Data subject rights 

1. Article 12 of Management Board Decision 56/202113 shall apply mutatis mutandis to the rights of data 
subjects, subject to paragraphs 2 to 7 of this Article.  

 
13 Management Board Decision 56/2021 of 15 October 2021 adopting implementing rules on the application of Regulation (EU) 2018/1725 concerning 

the tasks, duties and powers of the Data Protection Officer as well as rules concerning Designated Controllers in Frontex. 
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2. Individuals will be informed by the Agency on the processing of operational personal data via a privacy 
statement available in a dedicated website. This privacy statement is made in 
compliance with Article 79 of the Data Protection Regulation.
 

3. This privacy statement shall contain all provisions referred to in Articles 79(1) and 79(2) of the Data 
Protection Regulation.  

4. Additionally, this Annex and any other policy or procedure of the Agency regulating the exercise of data 
subject rights shall be made available on the dedicated 
1 of this Article.  

5. The Agency has the obligation to respond to all requests, except when found manifestly excessive and 
unfounded. In such a case, the Agency following a consultation with its DPO shall justify and document the 
reasons for rejection.  

6. All requests shall be responded in writing and its receipt shall be documented by the Agency.  

7. The Agency shall ask for proof of identity from the requestor before the request is being processed. In case 
of doubts in relation to the identity of the data subject, the Agency may request assistance from the 
competent Member State law enforcement authority for his or her identification. 

 
Article 26 

Procedural aspects for restrictions of data subject rights  

1. Restrictions applied to the data subject rights will be exercised on a case-by-case basis. They shall be 
documented and kept on a register available to the EDPS upon request. The register of documented 
restrictions is kept by the DPO. 

2. Prior to responding to the request from a data subject referred to in this Article, the Agency shall coordinate 
and closely consult its response with the data provider, i.e. competent law enforcement authority(ies) of the 
Member State(s), Europol and/or Eurojust, if applicable, to ensure:  

(a) That there is no obstruction of official or legal inquiries, investigations or procedures; 

(b) That there is no prejudicing of the prevention, detection, investigation or prosecution of criminal 
offences or the execution of criminal penalties; 

(c) The protection of the Member States  public security; 

(d) The protection of the Member States  national security; 

(e) The protection of the rights and freedoms of others, such as victims and witnesses. 

3. On the cases referred to in this Article, the Agency shall document the responses of the data provider.  

 
 



                     

 

ANNEX II TO THE EXPLANATORY NOTE ON THE DECISION OF THE 
MANAGEMENT BOARD MANAGEMENT BOARD DECISION ADOPTING 
IMPLEMENTING RULES FOR PROCESSING OPERATIONAL PERSONAL 
DATA  
 
 
The table below presents comments sent by Member States and COM to the Agency as a response to the 
request for feedback in the Workshop organised on 28 November 2021 and written comments sent by the 
deadline of 5 November 2021. 
 
NB: numbering in the draft MB decision has changed after the Workshop. 
 
 

MS and COM Comments  
General comments (sent by NL)  

Concerning the further discussion points included in the 

paper, we wish to note the following. The potential of the 

operational data processed by Frontex in the member 

-border crimes is 

significant. As indicated, the migrant debriefings can 

make a serious difference in the investigation and 

prosecution of serious cross-border crimes. Condition is, 

however, that they include identifying details of the 

migrant and are not subject to strict handling codes.    

 

To conclude we would like to emphasize the importance 

of clear lines of communication for member states when 

exchanging personal data to prevent doubles with Europol 

and Interpol. We hope to hear from you whether similar 

input was given during the workshop, and we would 

appreciate further meetings on the topic where member 

states can give their input.  

The Agency appreciates the comment. 

 

Written input from MS and COM is shared as below. 

General comments (sent by COM) 

As stated during the workshop and a numerous occasions 

earlier, the Commission would like to remind that, in 

accordance with the legal basis for the EBCG Regulation, 

Frontex is not a law enforcement agency and therefore it 

is important to be very cautious especially when defining 

rules on operational personal data to ensure that we stay 

within the limits set in the Regulation, more specifically 

in relation to tasks under Article 10(1)(q) of the 

Regulation.  

 

The Agency takes note of the comment. It can be recalled 

the Treaty on the 

Functioning of the European Union, and in particular 

Article 77(2)(b) and (d) and Article 79(2)(c) thereof. 

 

For the purposes of this draft Decision, Article 90, read 

together with Article 10(1)(q) of the EBCG Regulation, 

sets out the scope of the current draft MB decision. 

 

Implementing rules (comment sent by COM) 

Recital 5: + Article 45(3) EUDPR; what the Frontex Reg 

adds is the requirement that the implementing rules be 

adopted by MB.  

The Agency takes note of the comment. However, 

addressing Article 45(3) of the EUI DPR is not relevant 

here, as it is subject to the DPO implementing rules and 

a separate MB decision (56/2021). 

Repurposing (comment sent by COM) 

Recital 6: However, the personal data collected while 

monitoring migratory flows, in the course of operations or 

carrying out risk analysis may be repurposed [What do you 

The Agency thanks for the question. 

 

Repurposing means that personal data collected for the 

purposes set out in points (a)-(c) and (e)-(f) Article 87(1) 



                  

 

mean?] to serve the task of the Agency as referred to in 

Article 10(1)(q) of the Regulation.   

of the EBCG Regulation may be repurposed for the 

purpose of Article 87(1)(d) if as the result of internal 

processing by the Agency it is identified that it might 

serve the purpose of the Agency performing its tasks as 

referred to in Article 10(1)(q) of the EBCG Regulation. 

 

Definition of Contingency Planning Methodology (comment sent by COM) 

 As Article 90 of the Regulation acts as lex 

specialis for Chapter IX of the Data Protection Regulation, 

these implementing measures should specify, in a 

pragmatic way 

 
What do you mean by this? Art. 90 Frontex is not lex 
specialis replacing Chapter IX EUDPR. 
 

What Art. 90 Frontex reg. does is to lay down some of the 

conditions for Chapter IX processing required under Art. 

72(2) EUDPR (the other elements are in 10(1)(q) 

(purposes) and 91 (retention) Frontex Reg. 

   

The Agency appreciates the remark. Instead of lex 

specialis sets 

out only certain aspects required by  

Data Collection Plan (comments sent by EE) 

Please specify, if the data collection plan will be the 

document where the concept will be set forth 

operation/country specifically or, will there be any 

reference to more detailed notion of the concept.   

 

Shall it be developed also a format for the data collection 

plan?  

 

 

 

Shall a data protection impact assessment be drafted 

related to data collection plan? 

 

The Agency welcomes the questions. 

 

It is explained in the draft MB decision that in case the 

operational personal data is collected 

data collection plan (DCP) forms the part 

of the operational plan (OPLAN) which is always subject 

to host MS agreement. 

 
The rules leave open for the ED to create a standardised 
DCP (ED decision). Such model can be then used in e.g. 
OPLANs. 
 
On the last point, this depends on the risks and sensitivity 
of the planned processing (e.g. threshold assessment), as 
foressedn by the  Data Protection Regulation (art. 89), 
EDPB and EDPS guidelines on data protection impact 
assessments. Meaning that if a data processing activity 
envisaged in the data collection plan is likely to result in 
high risks to the rights and freedoms of natural persons, 
then the controller shall conduct a data protection 
impact assessment.See also Article 3(2)(c) of the OPD 
rules. 

 

Definitions (comment sent by DK and COM) 

DK: 1) Article 2, lit. d should refer to the definition in 

article 3(8) of the Regulation 2018/1725.    

 

DK: 2) 

natural person who the competent authorities of the 

Member States, Europol, Eurojust or the Agency have 

reasonable grounds to suspect is cooperating with a 

 

 

DK: 3) Article 2, lit. k  should be redrafted as the current 

definition only refers to the anonymization of personal 

data, not the deletion.   

 

The Agency is grateful for the comments. 

 

DK 1) and 2): taken on-board. 

 

DK 3) definition on amended and definition on 

added in the text. 

 

DK 4) 

means a document that establishes the 

data sets that can be collected, the agreed providers of 

competent law enforcement authorities of Member 

States, Europol or Eurojust that will supply and receive 

the data, the format in which operational personal data 



                   

 

DK: 4) Article 2, lit. l  it should be specified whether this 

data collection plan is legally binding or not.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

COM: Article 2(b): Suggest cutting to avoid confusion: 

what matter is that 10(1)(q) is defined as a chapter IX task 

in the FX Reg. 

 

COM: Article 2(c): point (3) to be used (style) 

  

 

 
COM: Article 2(k): Do you actually mean hard deletion 
here, given the latter part of the definition suggests 
anonymization (incl. removing identifiers)  

 Would suggest clearly referring to 
hard deletion only 

  

can be supplied, the types of data subjects, and the 

desired or exceptional means of exchange of operational 

personal data, and, if necessary, the specific modalities 

agreed in relation to answering requests.  

 

Furthermore, as per Article 11(1) of the OPD rules, a data 

collection plan shall be drawn up by the Agency prior to 

the processing of operational personal data. In the course 

of operations, that data collection plan shall be part of 

the operational plan in line with Article 38(3)(d) of the 

Regulation. 

 

Hence, the data protection plan is considered as an 

agreement between (host) MS and the Agency, and after 

careful consideration, the definition itself is not 

amended. 

 

 

 

COM 1): Redrafted: 

meaning of point (2) of Article 3 of the Data Protection 

Regulation where the Agency processes personal data, in 

the performance of its task referred to in Article 10(1)(q) 

of the Regulation. 

 

COM 2) and 3): taken onboard 

 

COM 4): redrafted, addressed as DK 3) comment above. 

Data controller responsibilities of the Agency (comment sent by COM) 
 
Article 3(2)(c): 

and 
appears to not be linked to the second condition  do you 
intend to enlarge the scope? 

responsibility under 89 EUDPR in any case). 
 
 
A  
 
Article 3(4) suggestion to delete: To our understanding, 
the verification process in Art. 13 happens by Frontex in 
systems (usually?) under its control. Frontex is already 
responsible at this stage, both for security and for 

to process such data is limited, this check, which basically 

contradict 5(2)(a) below.  
 

If you want to keep this, change the moment of takeover 

of responsibility to the moment of collection.  

The Agency appreciates the comments. 

 

For Article 3(2)(c), the Agency suggests to keep the 

original text.  

 

Article 3(3): Accepted and added accordingly. 

 

Article 3(4): Deleted accordingly. 

Data controller responsibilities of the Member States (comment sent by NL & COM) 



                      

 

COM: ex Article 4:  

 then it becomes clear that MS should indeed 

send them in that way. 

 

COM: ex Article 4(1): This just mostly repeats obligations 

LED)  

 

 

NL: We have a question about ex article 4 (1): In view of 

Article 7(2) of Directive 2016/680[1] 

operational personal data, the competent law 

enforcement authorities of the Member State shall add, as 

far as possible, the necessary information enabling the 

Agency to assess the degree of accuracy, completeness 

and reliability of operational personal data, and the 

extent to which they are up-to-date. What are the limits 

 

The Agency appreciates the comments and fully agrees 

that the Law Enforcement Directive applies to MS.  

 

Article 4 has been deleted 

 

Paragraph 3 has been moved as Article 3(4), which 

provides 

the Member States shall designate a point of contact for 

the exercise of data protection responsibilities. The 

point of contact will be included in the data collection 

  
 

For data accuracy etc., handling and evaluation codes 

should suffice on transmitting operational personal data. 

 

Because of the deletion of the article, the numbering of 

the draft decision changes accordingly. 

Joint Controllership (comment sent by COM) 
Ex Article 5(1): 
data collection plan, make sure to also cover the element 
of the joint controller arrangement [so it works as the 

 
 

Additionally, second DK comments on the relationship 

between data collection plan and joint controllership 

arrangement  especially on transparency: we understand 

that the data collection plan would not be a public 

needs to be available to the data subject (i.e. in practice: 

public). 

 
Ex Article 5(2): Not sure if this would work under Art. 86  

law to which the MS LEAs as joint controllers are subject.  
 

(that said, these rules are indeed starting points for 

standard wording to put into joint controller 

arrangements) 

 

Ex Article 5(2)(a)) suggestion to As 

IT management parlance? Not clear what you want to 

address here.   

 

Ex Article 5(2)(d): Applies anyway where Frontex is (joint) 

controller, so why add?  

Comments are taken onboard. 

 

 

 

Article 4(1) redrafted accordingly: Where the Agency and 

the competent law enforcement authorities of the 

Member States, Europol or Eurojust are joint controllers 

in accordance with Article 86 of the Data Protection 

Regulation, the data collection plan shall cover the 

necessary elements of the arrangement referred to 

 

 

Article 4(2) redrafted: For the purpose of paragraph 1 of 

 

 

 

 

 

Article 4(2)(d) removed, the comment of repetition of 

EUI DPR accepted. 

Purpose of processing operational personal data (comment sent by NL) 

The Netherlands would like to emphasize the importance 

of gathering personal information to serve the purpose of 

assisting member states in prevention, detection, 

investigation and prosecution of serious cross-border 

crimes. Currently, we receive anonymized statements of 

witnesses/victims from Frontex (through Europol) when 

migrants arrive. As highlighted in the distributed 

The Agency appreciates and takes note of the comment. 

 



                      

 

discussion paper, through the new regulation it is allowed 

to gather, share, and store personal data to serve the 

purpose of detection and prosecution. We hope this 

personal data will be shared more openly in the future as 

this could make tremendous differences in the prosecution 

of offenders. Illustratively, sometimes statements are 

received which can make the difference in cases 

investigating the key-players of (human) 

trafficking/smuggling networks. Unfortunately, such 

statements cannot be used in judicial proceedings when 

no personal data is included.  

Source and scope of operational personal data (comment sent by COM) 

Ex Article 7(1) and (2): This only repeats the Frontex Reg? The Agency takes note of the comment. However, Article 

7(1) and (2) are essential as they clarify the sources/data 

subjects and serves the purpose of further referencing to 

differentiate rules applicable. The Agency proposes to 

keep them.  

Collection of operational personal data in the course of operations (comment sent by COM) 

Ex Article 9, suggestion to 

 

 

Ex Article 9(e): Please double-check against Art. 90 FX Reg 

 not immediately obvious how (e) would be covered. 

 

Ex Article 9(f): This cannot open up beyond the tasks in 

Art. 90 Frontex Reg.    

The Agency observes the comments and wishes to make 

the following remark: 

 

For the operational activities, it is essential to keep an 

inclusive list instead of exclusive (condition remains: 

with the purpose defined in Article 6). Therefore, 

original text suggested to remain. 

 

As per Article 8(e), the operational plan sets out the 

operational activities and it is foreseen that the joint 

operations will benefit from media monitoring as a part 

of operational activities, such as EUROSUR fusion services 

referred to in Article 28(2)(h) of the EBCG Regulation, to 

support border control activities. Hence, the Agency 

keeps the original wording, but clarifies and adds 

 

 

As per Article 8(f), the Agency takes fully note that any 

of the collection while conducting its tasks, are not 

intended to go beyond Article 90 of the EBCG Regulation. 

However, this is set out in the subject and scope of the 

decision (Article 1) and therefore, no changes are 

introduced. 

 

Collection of operational personal data while carrying out risk analysis (comment sent by COM) 

Ex Article 10(1): as above As above, the Agency takes fully note that any of the 

collection while conducting its tasks, are not intended to 

go beyond Article 90 of the EBCG Regulation. However, 

this is set out in the subject and scope of the decision 

(Article 1) and therefore, no changes are introduced. 

We see how this can be covered for Eurosur fusion services 
(28(2)(h) Frontex Reg.), but as phrased here, it seems to 

that? 

Please note that Common Integrated Risk Analysis Model 

(CIRAM, MB Decision 50/2021) refers to open sources, 

Article 29 of the EBCG Regulation provides a basis for the 

risk analysis and risk analysis is identified in Article 90 of 

the EBCG Regulation.  

 

Collection of operational personal data in the course of operations (comments sent by EE & COM) 



                      

 

COM: Ex Article 12(1): These implementing rules cannot 
impose obligations on these third parties. 

The Agency took note and redrafted

 
COM: Ex Article 12(4): Suggestion to rewrite for clarity: 

 

earlier). 
 
EE: (ex) Art 12 (4) provides possibility to primarily use 

 

Please specify on which grounds Member State may choose 

or has to use one or the other channel or, one has to use 

always both channels.  Is this question to be solved in the 

data collection plan, incl. as this solution may be country 

specific?  
Does the selection depend on the level of confidentiality 
of the information? F. ex SIENA enables to exchange 
information protected on the level of state secret. In 
practice, if we choose to use only one channel, is it 
possible? If possible and where relevant, we propose to 
specify the wording in this matter.   
 

The Agency appreciates the comment and paragraph 4 is 

redrafted accordingly. 

 

 

 

 

Thanking for the comment, a new sentence has been 

added to paragraph 4 i.e. 

enforcement authorities of the Member States may 

submit their preference for the channel for exchanging 

 

COM: Ex Article 12(5): This only seems to repeat 87(2) 
Frontex Regulation?  

The Agency respectfully disagrees. For instance, it 

principle as well provides clarification on repurposing. 

Original is kept. 
COM: Ex Article 12(8): Relationship to (4) above? 
 

The Agency thanks for the clarification request. The 

paragraph is to justify/clarify that by implementing this 

IR the Agency deviates from the by default NFPoC 

channel (Article 13 of the Regulation) 

Verification and acceptance process (comments by the COM) 
Ex Article 13(8): host 
be the data source in this case?  as further transmission 
when applicable.  
 
 
 
 
Would this override the handling codes? E.g. if it is sent 
under H0, the source/host MS would not wish to be 
informed. 

 
 

The Agency agrees. All operational activities are carried 

out based on the agreement and under the instructions 

of the host MS. Even if OPD collected by Category 1 staff 

it is collected under the host MS command and control. 

 

would be the key item to answer to this. No changes 

proposed. 

Access to operational personal data by the Agency (comments by the COM) 

para 2. 
 
 
 
 
Ex Article 14(2): Role-based access control seems to be 
standard best practice, so (1) Frontex should really be 

would follow from the security obligations of controllers 
under EUDPR. 
 
Ex Article 14(3): Why these two? Or is this intended to also 
cover the admissibility check? 

Not taken onboard. Paragraph 1 sets out the principles 

 

 

 

Taken on board: 

Article 14(2) and (3) rewritten: 

only be accessible to the 

 staff who will process personal 

data to the extent necessary for the fulfilment of their 

duties. Roles and responsibilities for access may be 

further defined by the Executive Director on the Access 

Management Policy to operational personal data systems. 



                     

 

operational personal data to operational personal data 

systems of the Agency or transmitting such data to the 

competent law enforcement authorities of the Member 

States, Europol or Eurojust, have read/write/delete 

access, or combination of those, based on their roles and 

responsibilities defined by the Executive Director on the 

Access Management Policy, to the extent necessary for 

the performance of their tas  

Types of operational personal data including special categories (comment sent by NL & COM) 

NL: To add in ex article 16 the birthplace, date of birth, 

and the names of parents or partner.  

 

 

 

 

COM: Ex Article 16(2)(a) to (e). Suggestion to justify 

necessity of the use of special categories of processing 

personal data. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

NL: The Netherlands agrees with the discussion paper that 

the list provided in Article 90 should by no means be 

considered as exhaustive. For law enforcement purposes 

it is crucial that additional personal data, in particular 

names, dates of birth and personal ID data, can be 

processed, not only of persons against whom there are 

reasonable grounds to suspect they are involved in cross-

border crime, but also of persons who are victims or 

witnesses of such cross border crime. As indicated above, 

currently, member states receive anonymized migrant 

statements. As a result, it is impossible to identify the 

migrant who gave a certain statement and, at least in The 

The Agency thanks for the comment, noting that the  

proposed data categories list is non-exhaustive, and can 

accommodate the point. Therefore, no changes 

proposed. 

 

 

Taken on board. The Agency is grateful for the comment, 

two new clarifying recitals (carrying examples) drafted in 

the MB decision.  

The identification of suspects may require occasionally 
processing of special categories of personal data, for 
example, when the witnesses and victims of cross-border 
crime may provide the Agency information or description 
of suspects or associates, which may include racial or 
ethnic origin, health, sexual orientation, or especially 
regarding terrorism concerning political opinions, 
religious or philosophical beliefs. Equally those special 
categories of personal data can be absolutely necessary 
to link an individual with a committed or attempted 
cross-border crime or terrorism. This collection may 
provide vitally important cues for establishing the 
identity of suspects of cross-border crime, for example, 
by referring to use of specific medical devices, or a 
particular health condition of an individual, or linking an 
individual to a particular religious or ethnic group. 
Sexual orientation of an individual may be necessary to 
identify victims and witnesses of trafficking in human 
beings, or link them with a potential suspect or 
associate, especially if such a crime is committed or 

 

where available, provide necessary elements to 
 

The Agency takes note of NL comments. 

EUROPOL was approached during the consultation phase, 
but no detailed comments have been received. 



                   

 

Netherlands, the statements largely lose their value for 

judicial purposes.  With regard to the criteria of strict 

necessity for sharing information, The Netherlands agrees 

that ongoing close consultation with member states and 

other Union partners is imperative. Without such 

consultation, there is a risk this criteria will 

(unintendedly) be interpreted too narrowly and that 

critical information will not reach the relevant 

authorities. We also wish to note that Europol is well-

positioned in terms of what information is relevant to 

which member state. It is therefore important to closely 

involve Europol in this consultation 

Types of operational personal data including special categories (comment sent by COM) 

Ex Article 16(3) This is based on the profiling rules in 

EUDPR apply, so the added value is not clear. 

Removed. The Agency accepts to delete the sentences to 

avoid as many repetitions as possible of the EUI DPR 

(here: Article 77(3)) 

 

Processing of operational personal data within the Agency for the purpose of identifying suspects of cross-border 

crime (comment sent by COM) 

Ex Article 17(b): As per comment above: this seems 

different purpose. What is the basis here?   

Thank you for the comment. Please be noted that 

Common Integrated Risk Analysis Model (CIRAM, MB 

Decision 50/2021) refers to open sources, Article 29 of 

the EBCG Regulation provides a basis for the risk analysis 

and risk analysis is identified in Article 90 of the EBCG 

Regulation.  

 

Identification of a suspect by the Agency (comment sent by COM) 
Ex 
high standard (used to convict elsewhere), but 

an odd criterion  persons do not correlate. 
 

Furthermore is paragraph 2 even necessary for the task of 

the Agency? In our understanding the Agency only need to 

qualify someone as a potential suspect (have reasonable 

grounds to consider someone as a suspect), in order to 

would in our view be for the law enforcement authorities 

to establish. 

Partially taken on board 

  

 

A higher threshold would have likely reduced the amount 

on the other hand, the criteria would have been set very 

high and already paragraph 1 contains rules. 

Processing of operational personal data of natural persons under the age of 18 (comment sent by COM) 

 What 

does this requirement add? We suppose that also for adult 

 

This is meant as an additional safeguard. For adult 

is no additional condition i.e. detailed information on the 

establishment of the suspicion/reasonable grounds. 

Storage, review and deletion (comments sent by COM) 



                      

 

Ex Article 22(7): See comment above on hard deletion v. 
anonymization  given that anonymisation is difficult and 

-administrative 
retention period should be anything other than deletion 
here, suggest referring to deletion only. 
 

In addition, even if you go for anonymization as preferred 

 

Paragraph was rewritten and shortened: 

 

 of operational personal data 

cannot be ensured, the Agency shall delete operational 

 

 

It is recalled that Article 2 (definition) contains a new 

 

Handling codes (comment sent by COM) 

confusion with data protection consent. 

The comment was taken on board.  

 

approval from the owner of the information.  

 

 

Data subject rights (comment sent by COM)  

Ex Article 26(4) and (5): This seems to only repeat 

applicable provisions of higher-ranking norms. 

The comment was partly taken on board.  

 

Paragraph 4 was deleted, as it was repeating EUI DPR. 

 

Paragraph 5 (now 4) the original was kept, since it is 

important for the Agency to address how to handle 

abusive requests. 

Procedural aspects of data subject rights (comment sent by COM) 
Ex Article 27(2): Do you mean the case under Art. 84 
EUDPR here? If so, then this just repeats what already 
applies anyway. Also the obligation to inform about this 
possibility already follows directly from 84 EUDPR.  

If you want to regulate anything in more detail here, it 

could e.g. be that this information shall be part of the 

 

 

one MS? Can you be more specific here when that would 

inating with the source 

MS/agency and recipient MS/agencies, correct? 

The comments were taken on board. 

Paragraph 2 was deleted. 

Paragraph 3 (now 2) was reformulated accordingly: 

 

Prior to responding to the request from a data subject 

referred to in this Article, the Agency shall coordinate 

and closely consult its response with the data provider, 

i.e. competent law enforcement authority(ies) of the 

Member State(s), Europol and/or Eurojust, if applicable, 

 

 

 
 

 




