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Regulation on European Production and Preservation Orders for electronic
evidence in criminal matters ; Directive laying down harmonised rules on

the appointment of legal representatives for the purpose of gathering
evidence in criminal proceedings

— State of play by the French presidency

From January 2022, with the support of the Commission, the Presidency has worked intensively in

order to find a compromise with the Parliament in the trilogues on the Regulation on European

Production and Preservation Orders for electronic evidence in criminal matters and the Directive

laying down harmonised rules on the appointment of legal representatives for the purpose of

gathering evidence in criminal proceedings.
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In that perspective, the Presidency is very grateful for the constructive contributions of the Member
States. Since January 2022, alongside regular information in COREPER, these negotiations have
been on the agenda of one CATS, two JHA Counsellors meetings, six COPEN meetings and one
informal Presidency meeting. The commitment of Member States and their support have been key

to the advancement of this file.

This allowed the Council to take an active part in these negotiations, always fostering the dialogue
with the Parliament. As a consequence, in parallel to fruitful informal exchanges, several official
inter-institutional meetings have been scheduled: three political trilogues (01 March, 14 June,

28 June) and six official technical trilogues have been held.

During the last political trilogue on 28 June, an agreement has been reached on the core elements of
the instruments in particular the limited scope of the notification. This agreement is reflected in the

four-column-tables annexed to this document.

Delegations are invited to indicate in writing if there is something in these documents that they

could not accept in the context of a global comprise with the EP focusing on the provisions marked

in blue and yellow. Comments should be sent to the incoming Czech Presidency

bhenzlova@msp.justice.cz, skubaricova@msp.justice.cz, Tereza Jachova@mzv.cz, with

Michael.Carlin@consilium.europa.eu in copy, at the latest on Tuesday 5 July, 17:00.
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ANNEX 1

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
on European Production and Preservation Orders for electronic evidence in
criminal matters
2018/0108(COD)

DRAFT

The amendments made by the EP and the Council in the text of the proposal for a Directive compared to the Commission's proposal are marked as
follows:

- the new text is marked in bold italics;

- the deleted parts of the text are marked in strikethrough.

- the parts amended following discussions at trilogues or technical meetings will be underlined.

Where full paragraphs of the Commission's proposal were not amended by the EP and the Council, they are not repeated in the columns reflecting their
respective positions, but are marked with a diagonal line in the 4th column.

Parts provisionally agreed at the trilogue are going to be marked in green.

Parts provisionally agreed at the technical meetings and to be confirmed at the trilogue are going to be marked in blue.

Parts to be further discussed are going to be marked in yellow.

Footnotes are marked in red. Their numbering does not correspond to the respective original documents. Updating and renumbering must be
done_manually (NO automatic update).
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Commission Proposal EP mandate Council Mandate Draft agreement
Formula
1 COM/2018/225 final - 2018/0108 (COD) | A9-9999/2020 - 11 December 2020 10206/19 as supplemented by 9365/19
Proposal Title
2 Proposal for a REGULATION OF THE Proposal for a REGULATION OF THE Proposal for a REGULATION OF THE
EUROPEAN PARLIAMENT AND OF EUROPEAN PARLIAMENT AND OF EUROPEAN PARLIAMENT AND OF
THE COUNCIL on European Production | THE COUNCIL on European Production THE COUNCIL on European Production
and Preservation Orders for electronic and Preservation Orders for electronic and Preservation Orders for electronic
evidence in criminal matters information in criminal proceedings evidence in criminal matters
Formula
3 THE EUROPEAN PARLIAMENT AND
THE COUNCIL OF THE EUROPEAN
UNION,
Formula
4 Having regard to the Treaty on the
Functioning of the European Union, and
in particular Article 82(1) thereof,
Formula
5 Having regard to the proposal from the
European Commission,
Formula
6 After transmission of the draft legislative
act to the national parliaments,
10881/22 MiC/vj 4
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Commission Proposal EP mandate Council Mandate Draft agreement

Formula

7 Having regard to the opinion of the
European Economic and Social
Committee!,

'0JC..p..

Formula

8 Acting in accordance with the ordinary
legislative procedure,

9 Whereas:

Recital ]l Commented [HC1]: Presidency 30/06/2022 : all recitals

which are blank, written without colour or in yellow are not
10 (1) The Union has set itself the objective agreed on and should be scrutinised later on at technical level
of maintaining and developing an area of to ensure consistency with the operative part

freedom, securnity and justice. For the
gradual establishment of such an area, the
Union 1s to adopt measures relating to
judicial cooperation in criminal matters
based on the principle of mutual
recognition of judgments and judicial
decisions, which is commonly referred to
as a cornerstone of judicial cooperation in
criminal matters within the Union since
the Tampere European Council of 15 and
16 October 1999.

10881/22 MiC/vj 5

ANNEX JAL2 LIMITE EN



Commission Proposal

EP mandate

Council Mandate

Draft agreement

Recital 2

11 (2) Measures to obtain and preserve (2) Measures to obtain and preserve (2) Measures to obtain and preserve
electronic evidence are increasingly electronic information are increasingly electronic evidence are increasingly
important to enable criminal investigations | important to enable criminal investigations | important to enable criminal investigations
and prosecutions across the Union. and prosecutions across the Union. and prosecutions across the Union.
Effective mechanisms to obtain electronic | Effective mechanisms to obtain electronic | Effective mechanisms to obtain electronic
evidence are of the essence to combat information are essential to combat crime, | evidence are of the essence to combat
crime, subject to conditions to ensure full | subject to conditions and safeguards to crime, subject to conditions to ensure full
accordance with fundamental rights and ensure full compliance with fundamental accordance with fundamental rights and
principles recognised in the Charter of rights and principles recognised in Article | principles recognised in the Charter of
Fundamental Rights of the European 6 of the Treaty on European Union Fundamental Rights of the European
Union as enshrined in the Treaties, in (TEU) and the Charter of Fundamental Union as enshrined in the Treaties, in
particular the principles of necessity and Rights of the European Union (“the particular the principles of necessity and
proportionality, due process, data Charter’), in particular the principles of proportionality, due process, data
protection, secrecy of correspondence and | necessity and proportionality, due process, | protection, secrecy of correspondence and
privacy. protection of privacy and personal data privacy.

and confidentiality of communications.

Recital 3

12 (3) The 22 March 2016 Joint Statement of | S)The22Masch-2016-Joint-Statement-of | (3) The 22 March 2016 Joint Statement of
the Ministers of Justice and Home Affairs | heMintstess-ofFusttee-and 1 Affases | the Ministers of Justice and Home Affairs
and representatives of the Union andrepresentaitver-ofthe Liten and representatives of the Union
institutions on the terrorist attacks in snststaitons-on-the-terrorstatiaelea+n institutions on the terrorist attacks in
Brussels stressed the need. as a matter of Brusselsstressed-the need —as-a-matter of Brussels stressed the need, as a matter of
priority, to find ways to secure and obtain | paesty—te-findwayste- and-oabias priority, to find ways to secure and obtain
electronic evidence more quickly and eleetronte-eved mere-guteldy-and electronic evidence more quickly and
effectively and to identify concrete cifretreleandterdenii conerote effectively and to identify concrete
measures to address this matter. to-address-thes measures to address this matter.

Recital 4

13 (4) The Council Conclusions of 9 June (4) The Council Conclusions of 9 June
2016 underlined the increasing importance 6 asing imp 2016 underlined the increasing importance
of electronic evidence in criminal afalacts & sacrmmnal of electronic evidence in criminal
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

proceedings, and of protecting cyberspace | g dings—andofp aecxbarsp proceedings, and of protecting cyberspace
from abuse and criminal activities for the > abtiras » th from abuse and criminal activities for the
benefit of economies and societies, and benefitof and t1es—and benefit of economies and societies. and
therefore the need for law enforcement therefore-the-need-forlavw-enforeementand | therefore the need for law enforcement and
and judicial authorities to have effective yodtetal-authostitesto-haveeffeetsvetools | judicial authorities to have effective tools
tools to investigate and prosecute criminal | - taateandp tacrmnal acks to investigate and prosecute criminal acts
acts related to cyberspace. related-te-eyberspaee- related to cyberspace.
Recital 5
14 (5) In the Joint Communication on SHatheJemnt-Communteationon (5) In the Joint Communication on
Resilience, Deterrence and Defence of 13 | Resilience- Deterrence-and Defenceof 13 Resilience, Deterrence and Defence of 13
September 2017%, the Commission . t554 September 20177, the Commission
emphasised that effective investigation a£5s emphasised that effective investigation and
and prosecution of cyber-enabled crime P s £ ovbasanabledcrmawaca prosecution of cyber-enabled crime was a
was a key deterrent to cyber-attacks, and keeyd to-eyberattacle—and-that key deterrent to cyber-attacks, and that
that today’s procedural framework needed | teday s-procedusral-framewerk needed-to today’s procedural framework needed to
to be better adapted to the internet age. be-betteradapted-te-thesnternet-age- be better adapted to the internet age.
Current procedures at times could not & procedures-at-times-could-not Current procedures at times could not
match the speed of cyber-attacks, which mateh-thespeed-of exberattacks—which match the speed of cyber-attacks, which
create particular need for swift ereate-paritetiarneed-forswift-coopesatton | create particular need for swift cooperation
cooperation across borders. acrosi-bordars across borders.
2JOIN(2017) 450 final. JOIN01 7Y 450 final 2JOIN(2017) 450 final.
Recital 6
15 (6) The European Parliament echoed these (6) The European Parliament echoed these
concerns in its Resolution on the fight concerns in its Resolution on the fight
against cybercrime of 3 October 2017, against cybercrime of 3 October 2017°,
highlighting the challenges that the highlighting the challenges that the
currently fragmented legal framework can currently fragmented legal framework can
create for service providers seeking to create for service providers seeking to
comply with law enforcement requests comply with law enforcement requests and
and calling on the Commission to put calling on the Commission to put forward
10881/22 MiC/vj 7
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

forward a Union legal framework for alnionlegalds ke foral a Union legal framework for electronic
electronic evidence with sufficient evidenee-with-suffrerentsafeguardsforthe | evidence with sufficient safeguards for the
safeguards for the rights and freedoms of | sights-and freedomsof all concemned- rights and freedoms of all concerned.
all concerned.
*201720680ND- 32017/2068(INT).
32017/2068(INI).
Recital 7
16 (7) Network-based services can be (7) Network-based services can be (7) Network-based services can be

provided from anywhere and do not
require a physical infrastructure, premises
or staff in the relevant country. As a
consequence, relevant evidence is often
stored outside of the mnvestigating State or
by a service provider established outside
of this State. Frequently, there is no other
connection between the case under
investigation in the State concerned and
the State of the place of storage or of the
main establishment of the service
provider.

provided from anywhere and do not
require a physical infrastructure, premises
or staff in the relevant country where the
service is offered. Therefore, relevant
electronic information 1s often stored
outside of the investigating State, creating
challenges regarding the gathering of
electronic information in criminal
proceedings.

provided from anywhere and do not
require a physical infrastructure, premises
or staff in the relevant country. As a
consequence, relevant evidence is often
stored outside of the investigating State or
by a service provider established outside of
this State. Frequently, there is no other
connection between the case under
investigation in the State concerned and
the State of the place of storage or of the
main establishment of the service provider.

Recital 8

17

(8) Due to this lack of connection, judicial
cooperation requests are often addressed
to states which are hosts to a large number
of service providers, but which have no
other relation to the case at hand.
Furthermore, the number of requests has
multiplied in view of increasingly used
networked services that are borderless by
nature. As a result, obtaining electronic
evidence using judicial cooperation
channels often takes a long time — longer

(8) Due to this, judicial cooperation
requests are often addressed to states
which are hosts to a large number of
service providers. Furthermore, the
number of requests has multiplied . As a
result, obtaining electronic information
using judicial cooperation channels often
takes a long time —which may cause
problems due to the often volatile nature
of electronic information. Furthermore,
there is no harmonised framework for

(8) Due to this lack of connection, judicial
cooperation requests are often addressed to
states which are hosts to a large number of
service providers, but which have no other
relation to the case at hand. Furthermore,
the number of requests has multiplied in
view of increasingly used networked
services that are borderless by nature. As a
result, obtaining electronic evidence using
judicial cooperation channels often takes a
long time — longer than subsequent leads
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

than subsequent leads may be available.
Furthermore, there 1s no clear framework
for cooperation with service providers,
while certain third-country providers
accept direct requests for non-content data
as permitted by their applicable domestic
law. As a consequence, all Member States
rely on the cooperation channel with
service providers where available, using
different national tools, conditions and
procedures. In addition, for content data,
some Member States have taken unilateral
action, while others continue to rely on
judicial cooperation.

cooperation with service providers, while
certain third-country providers accept
direct requests for non-content data as
permitted by their applicable domestic law.
As a consequence, all Member States
increasingly rely on voluntary direct
cooperation channels with service
providers where available, applying
different national tools, conditions and
procedures.

may be available. Furthermore, there is no
clear framework for cooperation with
service providers, while certain third-
country providers accept direct requests
for non-content data as permitted by their
applicable domestic law. As a
consequence, all Member States rely on
the cooperation channel with service
providers where available, using different
national tools, conditions and procedures.
In addition, for content data, some
Member States have taken unilateral
action, while others continue to rely on
judicial cooperation.

Recital 9

18

(9) The fragmented legal framework
creates challenges for service providers
seeking to comply with law enforcement
requests. Therefore there is a need to put
forward a European legal framework for
electronic evidence to impose an
obligation on service providers covered by
the scope of the instrument to respond
directly to authorities without the
involvement of a judicial authority in the
Member State of the service provider.

(9) The fragmented legal framework
creates challenges for law enforcement,
Judicial authorities and service providers
seeking to comply with legal requests, as
they are increasingly faced with legal
uncertainty and, potentially, conflicts of
law. Therefore there 1s a need to put
forward specific rules as regards cross-
border judicial cooperation for preserving
and producing electronic information, in
order to complement the existing EU law
and to clarify the rules of the cooperation
between law enforcement, judicial
authorities and service providers in the
field of electronic information, while
ensuring full compliance with
Sundamental rights and principles
recognised in Article 6 TEU and the
Charter and with the rule of law.

(9) The fragmented legal framework
creates challenges for service providers
seeking to comply with law enforcement
requests. Therefore there is a need to put
forward a European legal framework for
electronic evidence to impose an
obligation on service providers covered by
the scope of the instrument to respond
directly to authorities without systematic
the involvement of a judicial authority in
the Member State of the service provider
in every case.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Recital 9a

19

(9a) Directive 2014/41/EU of the
European Parliament and of the Council’
provides for the acquisition, access and
production of evidence in one Member
State for criminal investigations and
proceedings in another Member State.
The procedures and timelines foreseen in
the EIO may not be appropriate for
electronic information, which is more
volatile and could more easily and
quickly be deleted. This Regulation
therefore provides for specific procedures
that address the nature of electronic
information. However, in order to avoid a
long-term fragmentation of the Union
Sframework for judicial cooperation in
criminal matters, in the mid-term, the
Commission should assess the
Sunctioning of the Regulation in relation
with Directive 2014/41/EU of the
European Parliament and of the Council.

3 Directive 2014/41/EU of the European
Parliament and of the Council of 3 April
2014 regarding the European
Investigation Order in criminal matters

(OJ L 130 1.5.2014, p. I).

Recital 10

20

(10) Orders under this Regulation should
be addressed to legal representatives of
service providers designated for that

. .
ba-addraccad-tolagal reprasentatives—of

(10) Orders under this Regulation should
be addressed to legal representatives of
service providers designated for that
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Commission Proposal

purpose If a service provider established
in the Union has not designated a legal
representative, the Orders can be
addressed to any establishment of this
service provider in the Union. This fall-
back option serves to ensure the
effectiveness of the system in case the
service provider has not (yet) nominated a
dedicated representative.

EP mandate

Council Mandate

purpose If a service provider established in
the Union has not designated a legal
representative, the Orders can be addressed
to any establishment of this service
provider in the Union. This fall-back
option serves to ensure the effectiveness of
the system 1n case the service provider has
not (yet) nominated a dedicated
representative.

Draft agreement

Recital 10a

21

(10a) This Regulation respects
Sundamental rights and observes the
principles recognised by Article 6 TEU
and the Charter, by international law and
international agreements to which the
Union or all the Member States are party,
including the European Convention for
the Protection of Human Rights and
Fundamental Freedoms, and in Member
States' constitutions, in their respective
fields of application. Such rights and
principles include, in particular, the
respect for private and family life, the
protection of personal data, the right to
an effective remedy and to a fair trial, the
presumption of innocence and right of
defence, the principles of legality and
proportionality, as well as the right not to
be tried or punished twice in criminal
proceedings for the same criminal

offence.
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Commission Proposal EP mandate Council Mandate Draft agreement
proceedings for the same criminal
offence.
Recital 10b
22 (10b) Nothing in this Regulation should Rapporteur proposal 22/06/2022:
be interpreted as prohibiting the refusal o . .
to exec "p’e a Eur ‘; ean Projuc fion -/;)r der (10b) Nothing in this Regulation should
where there are reasons to believe, on the el b o ! Rt
basis of objective elements, that the e Praductw.n Lo
European Production Order has been where there are reasons to believe, on the
issued for the purpose of prosecuting or ot L s e{emenls, e
. European Production Order has been
punishing a person on account of the . d for th of e
person’s gender, racial or ethnic origin, issuedjor fiie purpose oj prosecuing or
lici ual ori . d punishing a person on account of the
refigion, sexta orientafion or genaer person’s gender, racial or ethnic origin
identity, nationality, language or political .. - g ?
opinions, or that the person's position =
may beI;reju diced for any of those identity, nationality, language or political
reasons : opinions, or that the person's position
. may be prejudiced for any of those
reasons.
Recital 11
23 (11) The mechanism of the European (11) The mechanism of the European (11) The mechanism of the European Presidency proposal 24/06/2022:

Production Order and the European
Preservation Order for electronic evidence
in criminal matters can only work on the
basis of a high level of mutual trust
between the Member States, which 1s an
essential precondition for the proper
functioning of this instrument.

Production Order and the European
Preservation Order for electronic
information 1 criminal proceedings
works on the condition of mutual trust
between the Member States and a
presumption of compliance by other
Member States with Union law, the rule
of law and, in particular, with
JSundamental rights, which are essential
elements of the area of freedom, security
and justice within the Union. However, if
the executing authority has substantial

Production Order and the European
Preservation Order for electronic evidence
in criminal matters can only work on the
basis of a high level of mutual trust
between the Member States, which is an
essential precondition for the proper
functioning of this instrument.

(11) The mechanism of the European
Production Order and the European
Preservation Order for electronic
information in criminal proceedings
relies on the principle of mutual trust
between the Member States and a
presumption of compliance by Member
States with Union law, the rule of law
and, in particular, with fundamental
rights, which are essential elements of
the area of freedom, security and justice
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

grounds for believing that the execution
of a European Production Order would
not be compatible with its obligations
concerning the protection of fundamental
rights recognised in Article 6 TEU and in
the Charter, the execution of the
European Production Order should be
refused. Before deciding to raise one of
the grounds for non-recognition or non-
execution provided for in this Regulation,
the executing authority should consult
the issuing authority in order to obtain
any necessary additional information.
Information regarding a reasoned
proposal by the Commission to the
Council on the basis of Article 7(1) and 7
(2) TEU, indicating systemic or
generalised deficiencies, should be
particularly relevant for the purposes of
that assessment.

within the Union. This mechanism
enables national competent authorities
to send directly these orders to service
providers. In that context, where the
enforcing judicial authority is notified of
an order for traffic data, except for data
requested for the sole purpose of
identifying the user, or for content data,
itshould examine whether it is
appropriate [to raise a ground for
refusal, where, in exceptional situaﬁoﬂ
there are substantial grounds to believe,
on the basis of specific and objective
evidence, that the execution of a
European Production Order or a
European Preservation Order would, in
the particular circumstances of the case,
entail a manifest breach of a relevant
fundamental right as set out in Article 6
TEU and in the Charter.

(11a) In particular, when assessing this
ground for refusal, where the enforcing
judicial authority has at its disposal in
particular evidence or material such as
that set out in a reasoned proposal by
one third of the Member States, by the
European Parliament or by the
European Commission adopted
pursuant to Article 7(1) TEU, indicating
that there is a clear risk, if the order
were executed, of a serious breach of the
fundamental right to [an effective remedy
and to a fair trial guaranteed by Article
47(2) bof the Charter of Fundamental
rights of the Eurapean Union, on
account of systemic or generalised

Commented [HC2]: Presidency 29/06/2022 : in the light of
the 28 June trilogue

Commented [HC3]: Presidency 29/06/2022 : in the light of
the 28 June trilogue

1
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Commission Proposal EP mandate Council Mandate Draft agreement

deficiencies as concerns the
independence of the issuing Member
State’s judiciary, the enforcing judicial
authority should determine specifically
and precisely whether, having regard to
the concerned person’s personal
situation, as well as to the nature of the
offense for which the criminal
proceedings are conducted, and the
factual context that forms the basis of
the Order, and in the light of the
information provided by the issuing
Member State, there are substantial
grounds for believing that that person
will run such a risk of breach of his/her
right to a fair trial.

Recital 11a

24 (11a) If the European Council were to Presidency proposal 29/06/2022 -

Commented [HC4]: Presidency 29/06/2022 : in the light of
the 28 June trilogue

Sor in Article 7(2) TEU, that there is a
serious and persistent breach in the
issuing Member State of the principles set
out in Article 2 TEU, such as those
inherent in the rule of law, the executing
Jjudicial authority may decide
automatically to raise one of the grounds
Jfor non-recognition or non-execution
provided for in this Regulation, without
having to carry out any specific
assessment.

adopt a decision determining, as provided [[DELETE] w

Recital 11b
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Commission Proposal

EP mandate

Council Mandate

(11b) The respect for private and family
life and the protection of natural persons
regarding the processing of personal data
are fundamental rights. In accordance
with Articles 7 and 8(1) of the Charter
and Article 16(1) of the TFEU, everyone
has the right to respect for his or her
private and family life, home and
communications and to the protection of
personal data concerning them. When
implementing this Regulation, Member
States should ensure that personal data
are protected and processed only in
accordance with Regulation (EU)
2016/679 of the European Parliament
and of the Council’ and Directive (EU)
2016/680 of the European Parliament
and of the Council’, as well as Directive
2002/58/EC of the European Parliament
and of the Council®.

* Regulation (EU) 2016/679 of the
European Parliament and of the Council
of 27 April 2016 on the protection of
natural persons with regard to the
processing of personal data and on the
free movement of such data, and
repealing Directive 95/46/EC (General
Data Protection Regulation) (OJ L 119
4.5.2016, p. 1).

3 Directive (EU) 2016/680 of the
European Parliament and of the Council
of 27 April 2016 on the protection of
natural persons with regard to the
processing of personal data by competent
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Commission Proposal

EP mandate

authorities for the purposes of the
prevention, investigation, detection or
prosecution of criminal offences or the
execution of criminal penalties, and on
the free movement of such data, and
repealing Council Framework Decision
2008/977/JHA (OJ L 119 4.5.2016, p. 89).

¢ Directive 2002/58/EC of the European
Parliament and of the Council of 12 July
2002 concerning the processing of
personal data and the protection of
privacy in the electronic communications
sector (Directive on privacy and
electronic communications) (OJ L 201,
31.7.2002, p.37).

Council Mandate

Draft agreement

Recital 11c

26

(11c) Personal data obtained under this
Regulation should only be processed
when necessary and in a manner that is
proportionate to the purposes of
prevention, investigation, detection and
prosecution of crime or enforcement of
criminal sanctions and the exercise of the
rights of defence. In particular, Member
States should ensure that appropriate
data protection policies and measures
apply to the transmission of personal data
from relevant authorities to service
providers for the purposes of this
Regulation, including measures to ensure
the security of the data. Service providers
should ensure that the same safeguards
apply for the transmission of personal
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

data to relevant authorities. Only
authorised persons should have access to
information containing personal data.

ensure that the same safeguards apply for
the transmission of personal data to
relevant authorities. Only authorised
persons should have access to information
containing personal data.

Recital 12

27

(12) This Regulation respects fundamental
rights and observes the principles
recognised in particular by the Charter of
Fundamental Rights of the European
Union. These include the right to liberty
and security, the respect for private and
family life. the protection of personal data,
the freedom to conduct a business, the
right to property. the right to an effective
remedy and to a fair trial, the presumption

—the

efinnoeence and-right-of def

(12) This Regulation respects fundamental
nights and observes the principles
recognised in particular by the Charter of
Fundamental Rights of the European
Union. These include the right to liberty
and security, the respect for private and
family life, the protection of personal data,
the freedom to conduct a business, the
right to property, the night to an effective
remedy and to a fair trial, the presumption

of innocence and right of defence, the of innocence and right of defence, the

principles of the legality and prneiplesof the legalitand principles of the legality and

proportionality, as well as the right not to | prepesttenaltty—as-well-as-the-rishtnette proportionality, as well as the right not to

be tried or punished twice in criminal betrrad-erpunrhed-tvre an-ermunal be tried or punished twice in criminal

proceedings for the same criminal offence. | g dingsfor-thesame-ennunnsl-offenee: | proceedings for the same criminal offence.

In case the 1ssuing Member State has In-ease-thesssumns MemberState-has

indications that parallel criminal indications-that parallel eriminal

proceedings may be ongoing in another P TR e sotasn-anether

Member State, it shall consult the Member State—it shall consult-the

authorities of this Member State in authestites-of this-MemberState4n

accordance with Council Framework d syt = £}

Decision 2009/948/THA*. Decion 2000010 JHA

* Council Framework Decision

2009/948/THA of 30 November 2009 on

prevention and settlement of conflicts of

exercise of jurisdiction in criminal
10881/22 MiC/vj 17
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

proceedings (OJ L 328, 15.12.2009, p.
42).

Recital 12a

28

(12a) In case, the 1ssuing Member State
has indications that parallel criminal
proceedings may be ongoing in another
Member State, 1t shall consult the
authorities of this Member State in
accordance with Council Framework
Decision 2009/948/THA®. In any case, a
European Production Order should not
be issued, if the issuing Member State
has indications that this would be
contrary to the ne bis in idem principle.

* Council Framework Decision
2009/948/THA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal

proceedings (OJ L 328, 15.12.2009, p. 42).

Recital 13

29

(13) In order to guarantee full respect of
fundamental nights, this Regulation
explicitly refers to the necessary standards
regarding the obtaining of any personal
data, the processing of such data, the
judicial review of the use of the
investigative measure provided by this
instrument and the available remedies.

(13) In order to guarantee full respect of
fundamental rights, this Regulation
explicitly refers to the necessary standards
regarding the obtaining of any personal
data, the processing of such data, the
judicial review of the use of the
investigative measure provided by this
instrument and the available remedies.
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Recital 13a
30 (13a) According to the European Court Rapporteur proposal 22/06/2022:
Justi -law, I and .. . 7
:.:{ di;ls .ce cas-e d(:l’a’ a‘,‘gen‘e-m ; f'EU The application of this Regulation should
cr I / - .
national security authorities seriously e .eﬂ'e-cl a:f):esultmg e
interferes with the privacy rules general and mdts_l:nmmale rele;m‘mn of
enshrined, in particular, in the EU o e T
£ 2 . - . .
Charter of Fundamental Rights. obhg.atmns mcum.bem O nesg,
Therefore, the application of this providers concerning the security of data,
2 ! X . .

Regulation should not have the effect of Sy
resulting in any general and
indiscriminate retention of data, nor
should it affect any rights of or
obligations incumbent on service
providers concerning the security of data,
including the right to encryption.

Recital 14

31 (14) This Regulation should be applied (14) The procedural rights in criminal (14) This Regulation should be applied

without prejudice to the procedural rights
in criminal proceedings set out in
Directives 2010/64/EU°, 2012/13/EU®,
2013/48/EU’, 2016/343¢, 2016/800° and
2016/1919'° of the European Parliament
and of the Council.

° Directive 2010/64/EU of the European
Parliament and of the Council of 20
October 2010 on the right to interpretation
and translation in criminal proceedings
(OJ L 280,26.10.2010, p. 1).

proceedings set out in Directives
2010/64/EU’, 2012/13/EU®, 2013/48/EU°,
2016/343'°,2016/800"! and 2016/1919'? of
the European Parliament and of the
Council should apply, within the scope of
those Directives, to criminal proceedings
covered by this Regulation as regards the
Member States bound by those Directives.
The procedural safeguards under the
Charter apply to all proceedings covered
by this Regulation.

7 Directive 2010/64/EU of the European
Parliament and of the Council of 20

without prejudice to the procedural rights
in criminal proceedings set out in
Directives 2010/64/EU°, 2012/13/EU®,
2013/48/EU’, 2016/343%, 2016/800° and
2016/1919"° of the European Parliament
and of the Council.

> Directive 2010/64/EU of the European
Parliament and of the Council of 20
October 2010 on the right to interpretation
and translation in criminal proceedings (OJ
L 280,26.10.2010, p. 1).
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% Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the night to information in
criminal proceedings (OJ L 142, 1.6.2012,
p. 1).

7 Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

& Directive (EU) 2016/343 of the

European Parliament and of the Council of
9 March 2016 on the strengthening of
certain aspects of the presumption of
innocence and of the right to be present at
the trial in criminal proceedings (OJ L 65,
11.3.2016. p. 1).

° Directive (EU) 2016/800 of the

European Parliament and of the Council of
11 May 2016 on procedural safeguards for
children who are suspects or accused
persons in criminal proceedings (OJ L

132, 21.5.2016, p. 1).

1% Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in

EP mandate

October 2010 on the right to interpretation
and translation in criminal proceedings (OJ
L 280, 26.10.2010, p. 1).

¢ Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in
criminal proceedings (OJ L 142, 1.6.2012,
p-1).

¢ Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

1% Directive (EU) 2016/343 of the
European Parliament and of the Council of
9 March 2016 on the strengthening of
certain aspects of the presumption of
innocence and of the right to be present at
the trial in criminal proceedings (OJ L 65,
11.3.2016. p. 1).

!! Directive (EU) 2016/800 of the
European Parliament and of the Council of
11 May 2016 on procedural safeguards for
children who are suspects or accused
persons in criminal proceedings (OJ L 132,
21.5.2016, p. 1).

12 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects

Council Mandate

5 Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in
criminal proceedings (OJ L 142, 1.6.2012,
p. 1)

7 Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the night of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

# Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain
aspects of the presumption of innocence
and of the night to be present at the trial in
criminal proceedings (OJ L 65, 11.3.2016,
p.- 1).

¢ Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132,
21.5.2016, p. 1).

1% Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in

Draft agreement
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European arrest warrant proceedings (OJ
L 297.4.11.2016. p. 1).

and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297.4.11.2016, p. 1).

European arrest warrant proceedings (OJ L
297.4.11.2016, p. 1).

26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297.4.11.2016. p. 1).

Recital 14a

32

(14a) Where the issuing Member State
has reason to believe that parallel
criminal proceedings may be ongoing in
another Member State, it should consult
the authorities of the latter Member State
in accordance with Council Framework

Decision 2009/948/JHA®.

3 Council Framework Decision
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p.
42).

Recital 15

33

(15) This instrument lays down the rules
under which a competent judicial
authornity in the European Union may
order a service provider offering services
in the Union to produce or preserve
electronic evidence through a European
Production or Preservation Order. This
Regulation 1s applicable in all cases where
the service provider is established or
represented in another Member State. For

(15) This instrument lays down the rules
under which, in a criminal proceeding, a
competent judicial authority in the
European Union may order a service
provider offering services in the Union to
produce or preserve electronic information
that may serve as evidence through a
European Production or Preservation
Order. This Regulation is applicable in all
cross-border cases where the service

(15) This instrument lays down the rules
under which a competent judicial authority
1in the European Union may order a service
provider offering services in the Union to
produce or preserve electronic evidence
through a European Production or
Preservation Order. This Regulation 1s
applicable in all cases where the service
provider is established or represented in
another Member State. For domestic
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domestic situations where the instruments
set out by this Regulation cannot be used,
the Regulation should not limit the powers
of the national competent authorities
already set out by national law to compel
service providers established or
represented on their territory.

provider has its main establishment in
another Member State, o1, if where it is
not established in the Union, is legally
represented in another Member State.
Authorities of the Member States should
not issue domestic orders with
extraterritorial effects for the production
or preservation of electronic information
that could be requested on the basis of
this Regulation.

situations where the instruments set out by
this Regulation cannot be used, the
Regulation should not limit the powers of
the national competent authorities already
set out by national law to compel service
providers established or represented on
their ternitory.

Recital 16

34

(16) The service providers most relevant
for criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be
covered by this Regulation. Providers of
electronic communications services are
defined in the proposal for a Directive
establishing the European Electronic
Communications Code. They include
inter-personal communications such as
voice-over-IP, instant messaging and e-
mail services. The categories of
information society services included here
are those for which the storage of data 1s a
defining component of the service
provided to the user, and refer in particular
to social networks to the extent they do
not qualify as electronic communications
services, online marketplaces facilitating
transactions between their users (such as
consumers or businesses) and other

(16) The service providers most relevant
for gathering electronic information in
criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be
covered by this Regulation. Providers of
electronic communication services are
defined in Directive (EU) 2018/1972 of
the European Parliament and of the
Council'. They include inter-personal
communications such as voice-over-IP,
instant messaging and e-mail services. The
categories of information society services
included in this Regulation are those for
which the storage of data is a defining
component of the service provided to the
user, and refer in particular to social
networks to the extent they do not qualify
as electronic communications services,
online marketplaces facilitating
transactions between their users (such as

(16) The service providers most relevant
for criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be
covered by this Regulation. Providers of
electronic communications services are
defined 1n the proposal for a Directive
establishing the European Electronic
Communications Code. They include
inter-personal communications such as
voice-over-IP, instant messaging and e-
mail services. This Regulation should
also be applicable to other Fhe-eategestes
ef information society services providers
within the meaning of Directive (EU)
2015/1535+neluded-here-are-these-for
comp t of the ice-provided to-the
aetworks-to-the-extent-they that do not

qualify as electronic communications
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Commission Proposal

hosting services, including where the
service is provided via cloud computing.
Information society services for which the
storage of data is not a defining
component of the service provided to the
user, and for which it 1s only of an
ancillary nature, such as legal,
architectural, engineering and accounting
services provided online at a distance,
should be excluded from the scope of this
Regulation, even where they may fall
within the definition of information
society services as per Directive (EU)
2015/1535.

EP mandate

consumers or businesses) and other
hosting services, including where the
service is provided via cloud computing.

1 Directive (EU) 2018/1972 of the
European Parliament and of the Council
of 11 December 2018 establishing the
European Electronic Communications
Code (OJ L 321, 17.12.2018, p. 36).

Council Mandate

services-providers, but offer their users
the ability to communicate with each
other or offer their users services that
can be used to process or store data on
their behalf. This should be in line with
the terms used in the Budapest
Convention on cybercrime. Processing
of data should be understood in a
technical sense, meaning the creation or
manipulation of data, i.e. technical
operations to produce or alter data by
means of computer processing power.
The categories of service providers
included here are, for example online
marketplaces facilitating tr 11
between-theirusers{such-as providing
consumers esand businesses the ability
to communicate with each other and
other hosting services, including where the
service is provided via cloud computing,
as well as online gaming platforms and
online gambling platforms. Where an
information society service provider
does not provide its users the ability to
communicate with each other, but only
with the service provider, or does not
provide the ability to process or to store
data, or where the ability to
store/process data is not an essential
part of the service provided to users,
such as legal, architectural, engineering
and accounting services provided online
at a distance, it would not fall within the
scope of the definition, even if within the
definition of information society services
pursuant to Directive (EU) 2015/1535.
Tt - - o

Draft agreement

< servieesforwhieh-the
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-2 # Hy-Serviees-a-pes

Recital 17

35 (17) In many cases, data is no longer G- 1a-many-eases—datatsnelonger (17) In many cases, data is no longer
stored or processed on a user's device but dorp don-ausarsdavcalbus stored or processed on a user's device but
made available on cloud-based siadepredate o clond basad made available on cloud-based
infrastructure for access from anywhere. mfrastructure foraccessfromanvywhere infrastructure for access from anywhere.
To run those services, service providers do | Fe-run-thesesesviees—serviee-provedessde | To run those services, service providers do
not need to be established or to have set-need-to-be-established-erto-have not need to be established or to have
servers in a specific jurisdiction. Thus, the | servers-in-aspecificjurisdiction—Thus—the | servers in a specific junisdiction. Thus, the
application of this Regulation should not appleation-of-thisRegulatten d-ne application of this Regulation should not
depend on the actual location of the depend on the actual location of the
provider's establishment or of the data providers-establish +-or-ofthe-data provider's establishment or of the data
processing or storage facility. proeessing-erstorage-faetsty- processing or storage facility.

Recital 18

36 (18) Providers of internet infrastructure (18) Providers of internet infrastructure (18) Providers of internet infrastructure

services related to the assignment of
names and numbers, such as domain name
registrars and registries and privacy and
proxy service providers, or regional
internet registries for intemet protocol
(‘IP") addresses, are of particular
relevance when it comes to the
identification of actors behind malicious

services related to the assignment of names
and numbers, such as domain name
registrars and registries and proxy service
providers, or regional internet registries for
internet protocol (‘IP”) addresses, are of
particular relevance when it comes to the
identification of actors behind malicious or
compromised web sites. They hold data

services related to the assignment of names
and numbers, such as domain name
registrars and registries and privacy and
proxy service providers, or regional
internet registries for internet protocol
(‘IP") addresses, are of particular relevance
when it comes to the identification of
actors behind malicious or compromised
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or compromised web sites. They hold data | that could allow for the identification of an | web sites. They hold data that is of
that 1s of particular relevance for ciminal | individual or entity behind a web site used | particular relevance for criminal
proceedings as it can allow for the in @ criminal activity, or the victim of a proceedings as it can allow for the
identification of an individual or entity criminal activity identification of an individual or entity
behind a web site used in criminal activity, behind a web site used in criminal activity,
or the victim of criminal activity in the or the victim of criminal activity in the
case of a compromised web site that has case of a compromised web site that has
been hijacked by criminals. been hijacked by criminals.
Recital 18a
37 (18a) Orders under this Regulation
should be addressed to the main
establishment of the service providers or
to legal representatives designated for
that purpose as regards service providers
not established in one of the Member
States bound by this Regulation. As
regards a service provider with
establishments in more than one Member
State, the main establishment should be
the place of its central administration in
the Union, unless the decisions on the
purposes and means of the processing of
data are taken in another establishment
of the service provider in the Union and
the latter establishment has the power to
have such decisions implemented, in
which case the establishment having
taken such decisions should be
considered to be the main establishment.
Recital 19
38 (19) This Regulation regulates gathering (19) This Regulation regulates gathering of | (19) This Regulation regulates gathering of | Rapporteur proposal 04/03/2021:
of stored data only, that is, the data held data stored by a service provider at the stored data only, that is, the data held by a
10881/22 MiC/vj 25
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by a service provider at the time of receipt
of a European Production or Preservation
Order Certificate. It does not stipulate a
general data retention obligation, nor does
it authorise interception of data or
obtaining to data stored at a future point in
time from the receipt of a production or
preservation order certificate. Data should
be provided regardless of whether it 1s
encrypted or not.

time of the issuing of a European
Production or Preservation Order only. It
does not stipulate a general data retention
obligation, nor does it authorise
interception of data or obtaining data
stored at a future point from the issuing of
a European production or preservation
order.

service provider at the time of receipt of a
European Production or Preservation
Order Certificate. It does not stipulate a
general data retention obligation, nor does
it authorise interception of data or
obtaining to data stored at a future point in
time from the receipt of a production or
preservation order certificate. Data should
be provided regardless of whether it is
encrypted or not.

(19) This Regulation regulates gathering of
data stored by a service provider at the
time of the issuing of a European
Production or Preservation Order only. It
does not stipulate a general data retention
obligation, nor does it authorise
interception of data or obtaining data
stored at a future point from the issuing of
a European production or preservation
order.

EU legislation on privacy and electronic
communications does not authorise the
Member States to adopt legislative
measures requiring providers of
electronic communications services to
collect or to retain electronic data in a
general and indiscriminate way and to
restrict the scope of rights and
obligations, unless such measures comply
with the general principles of EU law,
including the principle of necessity and
proportionality, and the fundamental
rights guaranteed by the Charter.

Recital 20
39 (20) The categories of data this Regulation | (20) The categories of data which this (20) The categories of data this Regulation
covers include subscriber data, access Regulation covers include subscriber data, | covers include subscriber data, access data,
data, transactional data (these three traffic data and content data. Such transactional data (these three categories
categories being referred to as ‘non- categorisations are in line with the laws being referred to as “non-content data’)
content data’) and content data. This of many Member States, Union law such and content data. This distinction, apart
distinction, apart from the access data, as Directive 2002/58/EC and the case law | from the access data, exists in thedegat
exists in the legal laws of many Member of the Court of Justice, as well as laws of many Member States and also in
States and also in the current US legal international law, notably the Convention | the current US legal framework that allows
framework that allows service providers to service providers to share non-content data
share non-content data with foreign law
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enforcement authorities on a voluntary
basis.

on Cybercrime of the Council of Europe
(CETS No.185) (‘Budapest convention’) .

with foreign law enforcement authorities
on a voluntary basis.

Recital 21

40

(21) It 1s appropriate to single out access
data as a specific data category used in
this Regulation. Access data is pursued for
the same objective as subscriber data, in
other words to identify the underlying
user, and the level of interference with
fundamental rights 1s similar to that of
subscriber data. Access data 1s typically
recorded as part of a record of events (in
other words a server log) to indicate the
commencement and termination of a user
access session to a service. It is often an
individual IP address (static or dynamic)
or other identifier that singles out the
network interface used during the access
session. If the user 1s unknown., it often
needs to be obtained before subscriber
data related to that identifier can be
ordered from the service provider.

(21) It 1s appropriate to single out
subscriber data as a specific data category
used in this Regulation. Subscriber data is
pursued to identify the underlying user,
and the level of interference with
fundamental rights 1s lower than is the
case with other, more sensitive data
categories.

(21) It 1s appropriate to single out access
data as a specific data category used in this
Regulation. Access data is pursued for the
same objective as subscriber data, 1n other
words to identify the underlying user, and
the level of interference with fundamental
nights 1s similar to that of subscriber data.
Access data 1s typically recorded as part of
a record of events (in other words a server
log) to indicate the commencement and
termination of a user access session to a
service. It is often an individual IP address
(static or dynamic) or other identifier that
singles out the network interface used
during the access session. If the user is
unknown. 1t often needs to be obtained
before subscriber data related to that
identifier can be ordered from the service
provider.

Rapporteur counter-proposal 18/03/2021:

(21) It 1s appropnate to single out
subscriber data as a specific data category
used in this Regulation. Subscriber data 1s
pursued to identify the underlying user, and
the level of interference with fundamental
nights is lower than is the case with other,
more sensitive data categories.

Recital 22

41

(22) Transactional data, on the other hand.
is generally pursued to obtain information
about the contacts and whereabouts of the
user and may be served to establish a
profile of an individual concerned. That
said, access data cannot by itself serve to
establish a similar purpose, for example it
does not reveal any information on
interlocutors related to the user. Hence

(22) Traffic data, on the other hand, 1s
generally pursued to obtain more privacy-
intrusive information, such as the contacts
and whereabouts of the user and may be
served to establish a comprehensive
profile of an individual concerned.
Therefore, as regards its sensitivity,
traffic data is comparable to content data.

(22) Transactional data, on the other hand,
1s generally pursued to obtain information
about the contacts and whereabouts of the
user and may be served to establish a
profile of an individual concemed. That
said, access data cannot by itself serve to
establish a similar purpose, for example it
does not reveal any information on
interlocutors related to the user. Hence this
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this proposal introduces a new category of
data, which 1s to be treated like subscriber
data if the aim of obtaining this data is
similar.

EP mandate

Council Mandate

proposal introduces a new category of
data, which 1s to be treated like subscriber
data if the aim of obtaining this data is
similar.

Draft agreement

Recital 22a

42

(22a) IP addresses can constitute a
crucial starting point for criminal
investigations in which the identity of a
suspect is not known. According to the
EU acquis as interpreted by the European
Court of Justice, IP addresses are to be
considered personal data and have to
benefit from the full protection under the
EU data protection acquis. In addition,
under certain circumstances, they can be
considered traffic data. However, for the
purpose of a specific criminal
investigation, law enforcement
authorities might request an IP address
Sor the sole purpose of identifying the
user and, in a subsequent step, the name
or address of the subscriber or the
registered user. In such cases, it is
appropriate to apply the same regime as
Sor subscriber data, as defined under this
Regulation.
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related information are considered
traffic data in some Member States.
However, for the purpose of a specific
criminal investigation, law enforcement
authorities might have to request an IP
address as well as access numbers and
related information for the sole purpose
of identifying the user before subscriber
data related to that identifier can bhe
ordered from the service provider. In
such cases, it is appropriate to apply the
similar regime as for subscriber data, as
defined under this Regulation.

Recital 22b

43

(22b) Metadata can be processed and
analysed more easily than content data,
as it is already brought into a structured
and standardised format, but, where
derived from electronic communications
services or protocols, it may also reveal
very sensitive and personal information.
It is therefore essential that, where
metadata of other electronic
communications services or protocols are
stored, transmitted, distributed or
exchanged by using the respective
services/by the service providers, they are
to be considered content data.

Recital 23

44

(23) All data categories contain personal
data, and are thus covered by the

(23) All data categories contain personal
data, and are thus covered by the

(23) All data categories contain personal
data, and are thus covered by the
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safeguards under the Union data
protection acquis, but the intensity of the
impact on fundamental rights varies, in
particular between subscriber data and
access data on the one hand and
transactional data and content data on the
other hand. While subscriber data and
access data are useful to obtain first leads
in an investigation about the identity of a
suspect, transactional and content data are
the most relevant as probative material. It
1s therefore essential that all these data
categories are covered by the instrument.
Because of the different degree of
interference with fundamental rights,
different conditions are imposed for
obtaining subscriber and access data on
the one hand, and transactional and
content data on the other.

safeguards under the Union data protection
acquis. However, the intensity of the
impact on fundamental rights varies
between the categories, in particular
between subscriber data on the one hand
and traffic data and content data on the
other. While subscriber data and IP
addresses could be useful to obtain first
leads in an investigation about the identity
of a suspect, fraffic and content data are
often more relevant as probative material,
which could finally lead to a conviction of
the suspect. It 1s therefore essential that all
these data categones are covered by the
instrument. Because of the different degree
of interference with fundamental rights,
different safeguards and conditions are
imposed for obtaining such data.

safeguards under the Union data protection
acquis, but the intensity of the impact on
fundamental rights varies, in particular
between subscriber data and access data on
the one hand and transactional data and
content data on the other hand. While
subscriber data and access data are useful
to obtain first leads in an investigation
about the 1dentity of a suspect,
transactional and content data are the most
relevant as probative material. It 1s
therefore essential that all these data
categories are covered by the instrument.
Because of the different degree of
interference with fundamental rights,
different conditions are imposed for
obtaining subscriber and access data on the
one hand, and transactional and content
data on the other.

Recital 24

45

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be
issued only in the framework of specific
criminal proceedings against the specific
known or still unknown perpetrators of a
concrete criminal offence that has already
taken place, after an individual evaluation
of the proportionality and necessity in
every single case.

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be
issued only in the framework of specific
criminal proceedings concerning a
concrete criminal offence that has already
taken place, after an individual evaluation
of the proportionality and necessity in
every single case, taking into account the
rights of the suspected or accused person.

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be
1ssued only in the framework of specific
criminal proceedings against the specific
known or still unknown perpetrators of a
concrete criminal offence that has already
taken place, after an individual evaluation
of the proportionality and necessity in
every single case.

Recital 24a
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(24a) As praceedings for mutual legal
assistance may be considered as
criminal proceedings in accordance with
applicable national law in the Member
States, it should be clarified that a
European Production Order or a
European Preservation Order should
not be issued to provide mutual legal
assistance to another Member State or
third country. In such cases, the mutual
legal assistance request should be
addressed to the Member State or third
country which can provide mutual legal
assistance under its domestic law.
However, if electronic evidence had
already been obtained under this
Regulation by the issuing authority for
its own criminal investigations or
proceedings and afterwards this
evidence is subject to transfer or
transmission, the conditions on the
speciality principle should apply.

Recital 24b

47

(24b) This Regulation should apply to
criminal proceedings initiated by the
issuing authority in order to localise a
convict that absconded from justice to
execute custodial sentences or detention
orders. However, in case the sentence or
detention order was rendered in
absentia it should not be possible to
issue a European Production Order or a
European Preservation Order as
national law of the Member States on
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judgments in absentia vary considerably
throughout the European Union.

Recital 25

48 (25) This Regulation is without prejudice | @5 FhisRegulattontswithout-prefads (25) This Regulation is without prejudice
to the investigative powers of authorities to-theinvestigative powers-of authoritiessn | to the investigative powers of authorities in
in civil or administrative proceedings, T ot i civil or administrative proceedings,
including where such proceedings can Ferderrsenhrare anbra dings-eanlead | including where such proceedings can lead
lead to sanctions. e s rrev to sanctions.

Recital 26

49 (26) This Regulation should apply to (26) This Regulation should apply to (26) This Regulation should apply to

service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data
pertaining to services offered in the
Union. Services offered exclusively
outside the Union are not in the scope of
this Regulation, even if the service
provider is established in the Union.

service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data
pertaining to services offered in the Union.
Services offered exclusively outside the
Union are not in the scope of this
Regulation.

service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data
pertaining to services offered in the Union.
Services offered exclusively outside the
Union are not in the scope of this
Regulation, even if the service provider is
established in the Union.

Recital 27

50

(27) The determination whether a service
provider offers services in the Union
requires an assessment whether the service
provider enables legal or natural persons
in one or more Member States to use its
services. However, the mere accessibility
of an online interface as for instance the
accessibility of the service provider’s or
an intermediary’s website or of an email
address and of other contact details in one
or more Member States taken in 1solation

(27) Determining whether a service
provider offers services in the Union
requires an assessment whether it is
apparent that the service provider
envisages offering services to data
subjects, either legal or natural persons, in
one or more Member States in the Union.
However, the mere accessibility of an
online interface, as for instance the
accessibility of the website or an e-mail
address or other contact details of a

(27) The determination whether a service
provider offers services in the Union
requires an assessment whether the service
provider enables legal or natural persons in
one or more Member States to use its
services. However, the mere accessibility
of an online interface as for instance the
accessibility of the service provider's or an
intermediary’s website or of an email
address and of other contact details in one
or more Member States taken in 1solation
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should not be a sufficient condition for the
application of this Regulation.

service provider or an intermediary, or
the use of a language also used in a
Member State, should be considered
insufficient to ascertain such intention.

should not be a sufficient condition for the
application of this Regulation.

Recital 28

51

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment. the criterion of a
substantial connection should be assessed
on the basis of the existence of a
significant number of users in one or more
Member States, or the targeting of
activities towards one or more Member
States. The targeting of activities towards
one or more Member States can be
determined on the basis of all relevant
circumstances, including factors such as
the use of a language or a currency
generally used in that Member State, or
the possibility of ordering goods or
services. The targeting of activities
towards a Member State could also be
derived from the availability of an
application (“app’) in the relevant national
app store, from providing local advertising
or advertising in the language used in that
Member State, or from the handling of
customer relations such as by providing
customer service in the language generally

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assessed
on the basis of the existence of a
significant number of users in one or more
Member States, or the targeting of
activities towards one or more Member
States. The targeting of activities towards
one or more Member States should be
determined on the basis of all relevant
circumstances, including factors such as
the use of a language or a currency
generally used in that Member State, or the
possibility of ordering goods or services.

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment. the criterion of a
substantial connection should be assessed
onthebastsed of theexsst on specific
factual criteria such as a significant
number of users in one or more Member
States, or the targeting of activities
towards one or more Member States. The
targeting of activities towards one or more
Member States can be determined on the
basis of all relevant circumstances,
including factors such as the use of a
language or a currency generally used in
that Member State. or the possibility of
ordering goods or services. The targeting
of activities towards a Member State could
also be denived from the availability of an
application (“app’) in the relevant national
app store, from providing local advertising
or advertising in the language used in that
Member State, or from the handling of
customer relations such as by providing
customer service in the language generally
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used in that Member State. A substantial
connection 1s also to be assumed where a
service provider directs its activities
towards one or more Member States as set
out in Article 17(1)(c) of Regulation
1215/2012 on jurisdiction and the
recognition and enforcement of
judgements in civil and commercial
matters'’. On the other hand, provision of
the service in view of mere compliance
with the prohibition to discriminate laid
down in Regulation (EU) 2018/302"*
cannot be, on that ground alone, be
considered as directing or targeting
activities towards a given territory within
the Union.

! Regulation (EU) 1215/2012 of the
European Parliament and of the Council of
12 December 2012 on jurisdiction and the
recognition and enforcement of judgments
in civil and commercial matters (OJ L
351.20.12.2012, p. 1).

12 Regulation (EU) 2018/302 of the
European Parliament and of the Council of
28 February 2018 on addressing
unjustified geo-blocking and other forms
of discrimination based on customers'
nationality, place of residence or place of
establishment within the internal market
and amending Regulations (EC) No
2006/2004 and (EU) 2017/2394 and

EP mandate

S

comph tth-theprofabrt
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discriminate-laid-down-in Regulation(ELD

2018202 _eannotbe—on-thatsround

1 < 1
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Council Mandate

used in that Member State. A substantial
connection is also to be assumed where a
service provider directs its activities
towards one or more Member States as set
out in Article 17(1)(c) of Regulation
1215/2012 on jurisdiction and the
recognition and enforcement of
judgements in civil and commercial
matters'’. On the other hand, provision of
the service in view of mere compliance
with the prohibition to discriminate laid
down in Regulation (EU) 2018/302
cannot be, on that ground alone, be
considered as directing or targeting
activities towards a given territory within
the Union.

11 Regulation (EU) 1215/2012 of the
European Parliament and of the Council of
12 December 2012 on jurisdiction and the
recognition and enforcement of judgments
1n civil and commercial matters (OJ L 351,
20.12.2012, p. 1).

12 Regulation (EU) 2018/302 of the
European Parliament and of the Council of
28 February 2018 on addressing
unjustified geo-blocking and other forms
of discrimination based on customers’
nationality. place of residence or place of
establishment within the internal market
and amending Regulations (EC) No
2006/2004 and (EU) 2017/2394 and

Draft agreement

Directive 2009/22/EC (OJ L 601, Directive 2009/22/EC (OJ L 601,

23.2018, p. 1). 232018, p. 1).
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Recital 28a

52

(28a) Situations, where thereis an
imminent threat to life or physical
integrity of a person, should be treated as
emergency cases and allow for shorter
time limits on the service provider and the
executing authority. Where the disruption
or destruction of a critical infrastructure
would directly imply an imminent risk to
the life or physical integrity of a person,
such a situation should also be treated as
an emergency case, in accordance with
EUlaw.

Recital 29

53

(29) A European Production Order should
only be issued if it is necessary and
proportionate. The assessment should take
into account whether the Order 1s limited
to what is necessary to achieve the
legitimate aim of obtaining the relevant
and necessary data to serve as evidence in
the individual case only.

(29) A European Production Order should
only be issued if it 1s necessary and
proportionate, faking into account the
rights of the suspected or accused person
and the seriousness of the offence. The
assessment should take into account
whether it could have been ordered under
the same conditions in a similar domestic
case, whether there are sufficient reasons
to believe that a crime has been
committed, where it is grave enough to
Justify the cross-border production of the
data and where the requested information
is relevant for the investigation. The
Otrder should be limited to what 1s strictly
necessary to achieve the legitimate aim of
obtaining the relevant and necessary data
to serve as evidence in the individual case
only and should be limited to data of

(29) A European Production Order should
only be issued if it is necessary and
proportionate. The assessment should take
into account whether the Order is limited
to what is necessary to achieve the
legitimate aim of obtaining the relevant
and necessary data to serve as evidence in
the individual case only, taking due
account of the impact of the measure on
fundamental rights of the person whose
data are sought.

10881/22
ANNEXI

JAL2

MiC/vj

LIMITE

EN




Commission Proposal

EP mandate

specific persons with a direct link to the
specific proceedings. The direct link
between the person whose data are
sought and the purpose of the specific
proceeding must be demonstrable at all
times.

Council Mandate

Draft agreement

Recital 30

54

(30) When a European Production or
Preservation Order 1s 1ssued, there should
always be a judicial authority involved
either in the process of 1ssuing or
validating the Order. In view of the more
sensitive character of transactional and
content data, the 1ssuing or validation of
European Production Orders for
production of these categories requires
review by a judge. As subscriber and
access data are less sensitive, European
Production Orders for their disclosure can
in addition be issued or validated by
competent prosecutors.

(30) When a European Production or
Preservation Order i1s 1ssued, there should
always be a judicial authonity involved
either in the process of 1ssuing or
validating the Order. In view of the more
sensitive character of #raffic and content
data, the issuing or validation of European
Production Orders for production of these
categories requires review by a judge. As
subscriber data are less sensitive,
European Production Orders for their
disclosure can in addition be issued or
validated by competent public prosecutors,
where such a public prosecutor is capable
of exercising its responsibilities
objectively. Where so provided by
national law, the execution of the order
might require the procedural involvement
of a court in the executing State.

(30) When a European Production or
Preservation Order 1s 1ssued, there should
always be a judicial authority involved
either in the process of 1ssuing or
validating the Order. In view of the more
sensitive character of transactional and
content data, the issuing or validation of
European Production Orders for
production of these categories requires
review by a judge. As subscriber and
access data are less sensitive, European
Production Orders for their disclosure can
1n addition be 1ssued or validated by
competent prosecutors.

Presidency proposal 24/06/2022 :

30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or validating
the Order. In view of the more sensitive
character of traffic data except for data
requested for the sole purpose of
identifying the user as defined in this
Regulation and content data, the issuing or
validation of European Production Orders
for production of these categories requires
review by a judge. As subscriber data are
less sensitive, European Production Orders
for their disclosure can in addition be 1ssued
or validated by competent public
prosecutors, & — i,
orderregiirestheprocedural-involvement
3 e ol forcingS. I 2

Y £ Lo AL B, L ) L Ld

’ . -
. 1g PO gE he €. L and
the Conmmission. In accordance with the
right to a fair trial, as protected by the

European Union Charter of fundamental
rights_and the European Convention on

Commented [HC5]: Presidency 29/06/2022 : to be
discussed, in the light of the 28 June trilogue
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Human rights, public prosecutors exercise
their responsibilities objectively, taking
their decision solely on the basis of the
factual elements in the [case fil 7| Commented [HC6]: Presidency : not the same question as
and taking into account all incriminatory | in lines 205 and 315
and exculpatory evidence.
. ! . X
. NG f g ; i e i
ferelinvol c e o
Recital 30a
55 (30a) The competent issuing authority Presidencv proposal 20/06/2022 :

should be considered independent where [DELETE]

it is not exposed to the risk of being

subject, directly or indirectly, to external

directions or instructions, in particular

JSrom the executive, such as a Minister for

Justice, in connection with the adoption

of a decision. That independence should

be considered to exist where, based on the

appropriate statutory rules and an

institutional framework, the competent

issuing authority is capable of exercising

his or her responsibilities objectively and

acts independently in the execution of his

or her responsibilities which are inherent

in the issuing of a European Production

or Preservation Order, taking into

account all incriminatory and

exculpatory evidence and without being

exposed to the risk that its decision-
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making power be subject to external
directions or instructions.

Recital 31

56

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and access data can be
issued for any criminal offence, whereas
access to transactional and content data
should be subject to stricter requirements
to reflect the more sensitive nature of such
data. A threshold allows for a more
proportionate approach, together with a
number of other ex ante and ex post
conditions and safeguards provided for in
the proposal to ensure respect for
proportionality and the rights of the
persons affected. At the same time, a
threshold should not limit the
effectiveness of the instrument and its use
by practitioners. Allowing the issuing of
Orders for investigations that carry at least
a three-year maximum sentence limits the
scope of the instrument to more serious
crimes, without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered
less serious by Member States, as
expressed in a lower maximum penalty. It
also has the advantage of being easily
applicable 1in practice.

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and IP addresses for the
sole purpose of identifying the person can
be 1ssued for any criminal offence,
whereas access to fraffic and content data
should be subject to stricter requirements
to reflect the more sensitive nature of such
data. A threshold allows for a more
proportionate approach, together with a
number of other ex ante and ex post
conditions and safeguards provided for in
this Regulation to ensure respect for
proportionality and the rights of the
persons affected. At the same time. a
threshold should not limit the effectiveness
of the instrument and its use by
practitioners. Allowing the 1ssuing of
Orders for investigations that carry at least
a three-year maximum sentence limits the
scope of the instrument to more serious
crimes, without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered
less serious by Member States, as
expressed in a lower maximum penalty. It
also has the advantage of being easily
applicable in practice.

(31) For the same reason, a distinction has
to be made regarding the matenial scope of
this Regulation: Orders to produce
subscriber data and access data can be
issued for any criminal offence, whereas
access to transactional and content data
should be subject to stricter requirements
to reflect the more sensitive nature of such
data. A threshold allows for a more
proportionate approach, together with a
number of other ex ante and ex post
conditions and safeguards provided for in
the proposal to ensure respect for
proportionality and the rights of the
persons affected. At the same time, a
threshold should not limit the effectiveness
of the instrument and its use by
practitioners. Allowing the issuing of
Orders for investigations that carry at least
a three-year maximum sentence limits the
scope of the instrument to more serious
crimes, without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered
less serious by Member States, as
expressed in a lower maximum penalty. It
also has the advantage of being easily
applicable 1n practice.
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Recital 32

57

(32) There are specific offences where
evidence will typically be available
exclusively in electronic form, which is
particularly fleeting 1n nature. This 1s the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low
individual impact but high volume and
overall damage. For most cases where the
offence has been committed by means of
an information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity.
This justifies the application of the
Regulation also for those offences where
the penalty frame is less than 3 years of
imprisonment. Additional terrorism
related offences as described in the
Directive 2017/541/EU do not require the
minimum maximum threshold of 3 years.

(32) There are specific offences where
information will typically be available
exclusively in electronic form, which is
particularly fleeting 1n nature. This 1s the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low
individual impact but high volume and
overall damage. For most cases where the
offence has been committed by means of
an information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity.
Thus justifies the application of the
Regulation also for those offences where
the penalty frame i1s less than 3 years of
imprisonment. Additional terrorism related
offences as described in Directive
2017/541/EU of the European Parliament
and of the Council'” as well as offences
concerning the sexual abuse and sexual
exploitation of children as described in
Directive 2011/93/EU of the European
Parliament and of the Council’® do not
require the minimum maximum threshold
of 3 years.

17 Directive (EU) 2017/541 of the
European Parliament and of the Council
of 15 March 2017 on combating
terrorism and replacing Council

(32) There are specific offences where
evidence will typically be available
exclusively in electronic form, which 1s
particularly fleeting 1n nature. This is the
case for cyber-related crimes, even those
which might not be considered serious 1n
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low
individual impact but high volume and
overall damage. For most cases where the
offence has been committed by means of
an information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity.
This justifies the application of the
Regulation also for those offences where
the penalty frame is less than 3 years of
imprisonment. Additional terrorism related
offences as described in the Directive
2017/541/EU do not require the minimum
maximum threshold of 3 years.
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Framework Decision 2002/475/JHA and
amending Council Decision
2005/671/JHA (OJ L 88, 31.3.2017, p. 6).

18 Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision

2004/68/JHA (OJ L 335, 17.12.2011, p.1).

Recital 33

58

(33) Additionally, it 1s necessary to
provide that the European Production
Order may only be 1ssued if a similar
Order would be available for the same
criminal offence in a comparable domestic
situation in the issuing State.

30 Addsss VI CTEPTIS to
=7 25
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(33) Additionally, it 1s necessary to
provide that the European Production
Order may only be issued if a similar
Order would be available for the same
criminal offence in a comparable domestic
situation in the issuing State.

Recital 33a

59

(33a) In cases where an Order is issued
to obtain different data categories the
issuing authority has to ensure that the
conditions and procedures, such as
notification of the enforcing State, are
met for all of the respective data
categories.

Recital 34

60

(34) In cases where the data sought is
stored or processed as part of an
infrastructure provided by a service

B4 n-easeswhere-the-dataseusghi4s
stored-or processed-as-partofan

amie 3 rdad-b:
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(34) In cases where the data sought 1s
stored or processed as part of an
infrastructure provided by a service
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provider to a company or another entity
other than natural persons. typically in
case of hosting services, the European
Production Order should only be used
when other investigative measures
addressed to the company or the entity are
not appropriate, especially if this would
create a risk to jeopardise the
investigation. This is of relevance in
particular when i1t comes to larger entities,
such as corporations or government
entities, that avail themselves of the
services of service providers to provide
their corporate IT infrastructure or
services or both. The first addressee of a
European Production Order, in such
situations, should be the company or other
entity. This company or other entity may
not be a service provider covered by the
scope of this Regulation. However, for
cases where addressing that entity 1s not
opportune, for example because it is
suspected of involvement in the case
concerned or there are indications for
collusion with the target of the
investigation, competent authorities
should be able to address the service
provider providing the infrastructure in
question to provide the requested data.

provider to a company or another entity
other than natural persons, typically in
case of hosting services, the European
Production Order should only be used
when other investigative measures
addressed to the company or the entity are
not appropriate, especially if this would
create a risk to jeopardise the
investigation. This is of relevance in
particular when it comes to larger entities,
such as corporations or government
entities, that avail themselves of the
services of service providers to provide
their corporate IT infrastructure or services
or both. The first addressee of a European
Production Order. in such situations,
should be the company or other entity.
This company or other entity may not be a
service provider covered by the scope of
this Regulation. However, for cases where
addressing that entity 1s not opportune, for
example because it is suspected of
involvement in the case concemed or there
are indications for collusion with the target
of the investigation, competent authorities
should be able to address the service
provider providing the infrastructure in
question to provide the requested data.
This provision does not affect the nght to

This provision does not affect the right to | erdestheserree-providesto-preserve-the order the service provider to preserve the
order the service provider to preserve the | data- data.
data.
Recital 34a
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61 (34a) In case data are stored or
processed as part of an infrastructure
provided by a service provider to a
public authority only authorities of the
same Member State should be able to
issue a European Production or
Preservation Order because such data
can be considered particularly sensitive.
Public authority should be understood
as any authority that, by its applicable
national law has a mandate to govern,
administrate a part or aspect of public
life, such as branches of the judiciary,
the legislative or executive power of a
state, province, municipality.
Recital 35
62 (35) Immunities and privileges, which (35) Immunities and privileges, which may | (35) Immunities and privileges, which may | [Presidency proposal 25/06/2022%
may refer to categories of persons (such as | refer to categories of persons (such as refer to categories of persons (such as
diplomats) or specifically protected diplomats) or specifically protected diplomats) or specifically protected
relationships (such as lawyer-client relationships (such as lawyer-client relationships (such as lawyer-client
privilege), are referred to in other mutual prvilege, source confidentiality) or rules | privilege or the right of journalists not to
recognition instruments such as the relating to freedom of the press and disclose their sources of information),
European Investigation Order. Their range | freedom of expression in other media, ate | are referred to in other mutual recognition
and impact differ according to the referred to in other mutual recognition instruments such as the European
applicable national law that should be instruments such as the European Investigation Order. Their range and
taken into account at the time of issuing Investigation Order. There is no common | impact differ according to the applicable
the Order, as the 1ssuing authority may definition of what constitutes an national law that should be taken into
only issue the Order if a similar order immunity or privilege in Union law. The | account at the time of issuing the Order, as
would be available in a comparable precise definition of those terms is, the issuing authority may only issue the
domestic situation. In addition to this therefore, left to national law. This may Order 1f a similar order would be available
basic principle, immunities and privileges | include protections which apply to in a comparable domestic situation. Ia
which protect access, transactional or medical (such as doctors) and legal ddstron-to-this-baste-prnesple: Whether a
content data in the Member State of the professions, clergy or otherwise protected | second legal framework needs to be
service provider should be taken into counsellors but also, even though they taken into account should depend on the
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account as far as possible in the issuing
State in the same way as if they were
provided for under the national law of the
issuing State. This is relevant in particular
should the law of the Member State where
the service provider or its legal
representative is addressed provide for a
higher protection than the law of the
issuing State. The provision also ensures
respect for cases where the disclosure of
the data may impact fundamental interests
of that Member State such as national
security and defence. As an additional
safeguard, these aspects should be taken
into account not only when the Order 1s
issued, but also later, when assessing the
relevance and admissibility of the data
concerned at the relevant stage of the
criminal proceedings, and if an
enforcement procedure takes place, by the
enforcing authority.

EP mandate

are not necessarily considered to be forms
of privilege or immunity, rules relating to
freedom of the press and freedom of
expression in other media (such as
Jjournalists). Thus, the applicable national
law should already be taken into account
at the time of 1ssuing the Order, as the
1ssuing authority may only i1ssue the Order
where it could have been ordered under
the same conditions in ain a similar
domestic case. In addition to this basic
principle, immunities and privileges which
protect data in the executing State should
be taken into account as far as possible in
the 1ssuing State in the same way as if they
were provided for under the national law
of the issuing State. This is relevant in
particular should the law of the executing
State provide for a higher protection than
the law of the issuing State. As an
additional safeguard, these aspects should
be taken into account not only when the
Order 1s 1ssued, but also later, during the
notification procedure or when assessing
the relevance and admissibility of the data
concerned at the relevant stage of the
criminal proceedings, and if an
enforcement procedure takes place, by the
executing authority.

Council Mandate

strength of the connection of the person
whose data is sought to the issuing State.
Where the person is residing on the
territory of the issuing State, a strong
link to the issuing State exists. The
applicable legal framework to assess
immunities and privileges should
therefore be that of the issuing State
alone. The same principle applies for
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in
other media, and fundamental interests
of the enforcing State. By the time a
request for content or transactional data
is made, authorities will regularly have
an indication of where the person
resides on the basis of previous
investigatory steps. Moreover, statistics
show that in a large majority of cases,
the person resides in the issuing State.
Where that is not the case, for example
because the person whose data is sought
has taken steps to conceal his or her
location, the same principle should be
applied.

Draft agreement

Recital 35a
63 (35a) Immunities and privileges as well as
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in
10881/22 MiC/vj 43
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other media, which protect access,
transactional or content data in the
enforcing Member State of theservice
preveder should therefore be taken into
account tble+ t3544
State where the issuing authority has
reasonable grounds to believe the
person whose data is sought is not
residing on its territory. se-the-same-way
as+-they-were-provided-forunderthe
tionallaw-of the-iscuing State- This is

relevant in particular should the law of
thate Member State where-the-service

providerertislegalrepresentatives
addressed provide for a higher protection
than the law of the issuing State. The
provision also ensures respect for cases
where the disclosure of the data may
impact fundamental interests of that
Member State such as national security

and defence. As-an-additional-safeguard,
These aspects should be taken into accoun

1 tctaca oftha coinninal di
) P 5
and if an enforcement procedure takes
place, by the enforcing authority.

Recital 35b

64

(35b) Where the issuing authority seeks
to obtain transactional data and has
reasonable grounds to believe that the
person whose data are sought is not
residing on its territory and that the
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data requested is protected by
immunities and privileges granted
under the law of the enforcing State, or
by rules of that Member State on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media, or
its disclosure may impact fundamental
interests of that Member State such as
national security and defence, the
issuing authority should seek
clarification, including through
appropriate consultation.

Recital 35¢

65

(35¢) In cases where the European
Production Order concerns content data
and where the issuing authority has
reasonable grounds to believe the
person whose data are sought is not
residing on its territory, the enforcing
State is notified and can as soon as
possible, preferably within 10 days,
inform the issuing authority of issues
that might lead to a withdrawal or
adaptation of the Order, such as
privileges or immunities of the person
whose data are sought or rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media.
As apposed to non-content data, content
data is of particularly sensitive nature
because persons may reveal their
thoughts as well as sensitive details of
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their private life. This justifies a
different treatment and an involvement
of the authorities of the enforcing State
early on in the procedure. In such cases,
the issuing Member State should
provide a copy of the Certificate to the
enforcing State at the same time as the
Certificate is provided to the service
provider. In the interest of allowing for
a swift check, the issuing authority
should choose one of the languages
accepted by the enforcing State if a
translation of the Certificate is needed,
even where the service provider
indicated that it would also accept
Certificates in another language than
one of the official languages of the
enforcing State. Where the notified
authority raises issues, it should provide
the issuing authority with any relevant
information regarding the immunities
or privileges as well as the rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media
granted to the person under its law or
information, or if the Order impacts
fundamental interests of that Member
State such as national security and
defence.

Recital 35d
66 (35d) In cases where the person, at the Presidency proposal 30/06/2022 -
time of issuing the European Production . . .
§ . ) (35d) Residency is a stable notion
Order, has more than one residency, of D A e
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which one is on the territory of the
issuing State, or in cases where the
residency of the person cannot be
determined with reasonable and
proportionate efforts, the above
procedures do not apply. However, a
short visit, a holiday or a similar stay in
the issuing State without any further
substantial link is not enough to
establish a residence in that Member
State.

similar stay in the issuing State without any
further substantial link is not enough to
establish a residence in that Member State.
In cases where, at the time of issuing the
European Production Order, the residency
of the person cannot be determined with
reasonable and proportionate efforts, the
exception to the notification procedure
does not apply.

Recital 35e

67

(35e) In order to provide for a swift
procedure, the relevant point in time to
determine whether there is a need to
notify the authorities of the enforcing
State should be the time when the Order
is issued or validated. Any subsequent
change of residency should not have any
impact on the procedure. Where the
issuing authority did not have
reasonable grounds to believe the
person whose data are sought is not
residing on its territory at the time of
issuing or validating the Order, and it
later emerges that this person was in
fact not residing on the territory of the
issuing Member State no later check or
notification should be required.
However, the person concerned can
invoke his or her rights as well as rules
on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in
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other media during the whole criminal
proceeding, and the other Member State
could also raise its fundamental
interests such as national security and
defence at any time during the criminal
proceedings. In addition, these grounds
could also be invoked during the
enforcement procedure.

Recital 35f

68

(35f)Where data is protected by
privileges or immunities or rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media
granted under the law of the enforcing
State, or disclosure of data might impact
fundamental interests of that Member
State, the issuing State should ensure
that these grounds are taken into
account in the same way as if they were
provided for under its own national law,
in order to give effect to them. If, for
example, such privileges or immunities
are not granted under the law of the
issuing Member State, the protection
should, to the extent paossible, be
adapted to the closest equivalent
privilege or immunity under the law of
the issuing State, taking into account the
aims and the interests pursued by the
specific protection and the effects
attached to it. The legal consequences in
its own national law for such similar
situations should be applied. For the
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Council Mandate

purpases of determining how to take
these grounds into account in the same
way as if they were provided for under
its national law, the issuing authority
may contact the notified authority for
further information on the nature and
the effects of the protection, either
directly or via the European Judicial
Network in criminal matters or
Eurojust. While the enforcing State may
raise any and all objections based on
these grounds, the person whose data is
sought can only rely on his or her own
rights, such as privileges or immunities,
and cannot raise objections based on a
fundamental interest of the enforcing
State.

Draft agreement

Recital 35g

69

(35g) Where a privilege or immunity
prohibits the use of the data but these
rights could be lifted and where the
issuing authority intends to use the data
obtained as evidence or does not
withdraw the Order in case the data was
not obtained, yet, the issuing Member
State should have the possibility to
request the competent authority to
apply for lifting the privilege or
immunity.

Recital 36

70

(36) The European Preservation Order
may be issued for any offence. Its aim 1s

(36) The European Preservation Order
may be issued for any criminal offence,

(36) The European Preservation Order
may be issued for any offence. Its aim is to

Provisional agreement 6th trilogue
14/06/2022:
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Commission Proposal

to prevent the removal, deletion or
alteration of relevant data in situations
where it may take more time to obtain the
production of this data, for example
because judicial cooperation channels will
be used.

EP mandate

where it could have been ordered under
the same conditions in a similar d fic
case in the issuing State, where there are
sufficient reasons to believe that a crime
has been committed, where it is grave
enough to justify the cross-border
preservation of the data and where the
requested information is relevant for that
investigation. It shall be limited to data of
specific persons with a direct link to the
specific proceedings referred to in this
Regulation and the direct link between
the person whose data are sought and the
purpose of the specific processing must
be demonstrable at all times. The aim of
European Preservation Orders is to
prevent the removal, deletion or alteration
of relevant data in situations where it may
take more time to obtain the production of
this data.

Council Mandate

prevent the removal, deletion or alteration
of relevant data in situations where it may
take more time to obtain the production of
this data, for example because judicial
cooperation channels will be used.

Draft agreement

Recital 36a

71

(36a) In order to ensure full protection
of fundamental rights, any validation of
European Production or Preservation
Orders by judicial authorities should in
principle be obtained before the order is
issued. Exceptions to this principle can
only be made in exceptional cases when
seeking subscriber and access data
where the issuing authority validly
establishes an emergency case and
where it is not possible to obtain the
prior validation by the judicial
authority in time, in particular because
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the validating authority cannot be
reached to obtain validation and the
threat is so imminent that immediate
action has to be taken. However, this
only applies where this procedure is
provided for in a similar domestic case
under national law.

Recital 37

72

(37) European Production and
Preservation Orders should be addressed
to the legal representative designated by
the service provider. In the absence of a
designated legal representative, Orders
can be addressed to an establishment of
the service provider in the Union. This can
be the case where there 1s no legal
obligation for the service provider to
nominate a legal representative. In case of
non-compliance by the legal
representative in emergency situations, the
European Production or Preservation
Order may also be addressed to the service
provider alongside or instead of pursuing
enforcement of the original Order
according to Article 14. In case of non-
compliance by the legal representative in
non-emergency situations, but where there
are clear risks of loss of data, a European
Production or Preservation Order may also
be addressed to any establishment of the
service provider in the Union. Because of
these various possible scenarios, the
general term ‘addressee’ is used in the
provisions. Where an obligation, such as

(37) European Production and Preservation
Orders should be addressed to the main
establishment of the service provider
where the data controller is, or, where not
established in the Union or one of the
Member States bound by this Regulation,
to its legal representative designated by the
service provider. Simultaneously, it
should be addressed directly to the
executing authority.

(37) European Production and Preservation
Orders should be addressed to the legal
representative designated by the service
provider. In the absence of a designated
legal representative, Orders can be
addressed to an establishment of the
service provider in the Union. This can be
the case where there is no legal obligation
for the service provider to nominate a legal
representative. In case of non-compliance
by the legal representative in emergency
situations, the European Production or
Preservation Order may also be addressed
to the service provider alongside or instead
of pursuing enforcement of the oniginal
Order according to Article 14. In case of
non-compliance by the legal representative
in non-emergency situations, but where
there are clear risks of loss of data, a
European Production or Preservation
Order may also be addressed to any
establishment of the service provider in the
Union. Because of these various possible
scenarios, the general term “addressee’ 1s
used in the provisions. Where an
obligation, such as on confidentiality,
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on confidentiality, applies not only to the
addressee, but also to the service provider
if it 1s not the addressee, this 1s specified
in the respective provision.

applies not only to the addressee, but also
to the service provider if it is not the
addressee, this is specified in the
respective provision. In cases where the
European Production or Preservation
Order is addressed to the service
provider following non-compliance by
the legal representative, it can also be
enforced against the service provider.

Recital 38

73

(38) The European Production and
European Preservation Orders should be
transmitted to the service provider through
a European Production Order Certificate
(EPOC) or a European Preservation Order
Certificate (EPOC-PR), which should be
translated. The Certificates should contain
the same mandatory information as the
Orders, except for the grounds for the
necessity and proportionality of the
measure or further details about the case
to avoid jeopardising the investigations.
But as they are part of the Order itself,
they allow the suspect to challenge it later
during the criminal proceedings. Where
necessary, a Certificate needs to be
translated into (one of) the official
language(s) of the Member State of the
addressee, or into another official
language that the service provider has

(38) The European Production and
European Preservation Orders should be
transmitted through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR).
The Certificates should contain the same
mandatory information as the Orders.
Where necessary, a Certificate should be
translated into (one of) the official
language(s) of the executing State and the
service provider, or into another official
language that the Member State or the
service provider liave declared they will
accept. In this regard, Member States
should be allowed, at any time, to state in
a declaration submitted to the
Commission that they would accept
translations of EPOCs and EPOC-PRs in
one or more official languages of the
Union other than the official language or

(38) The European Production and
European Preservation Orders should be
transmitted to the sesace-provades
addressee through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR),
which should be translated. The
Certificates should contain the same
mandatory information as the Orders,
except for the grounds for the necessity
and proportionality of the measure or
further details about the case to avoid
jeopardising the investigations. But as they
are part of the Order itself, they allow the
suspect to challenge it later during the
criminal proceedings. Where necessary, a
Certificate needs to be translated into (one
of) the official language(s) of the Meambes
State-ofthe-addressee enforcing State, or
into another official language that the

Rapporteur’s proposal 22/04/2021:

(38) The European Production and
European Preservation Orders should be
transmitted through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR).
The Certificates should contain the same
mandatory information as the Orders.
Where necessary, a Certificate should be
translated into (one of) the official
language(s) of the [executing] State and
the service provider, or into another
official language that the Member State or
the service provider have declared they
will accept. In this regard, Member States
should be allowed, at any time, to state in
a declaration submitted to the
Commission if and in which official
language(s) of the Union in addition to
their official language(s), they would

declared it will accept. languages of that Mem ber State. The service provider has declared it will accept translations of EPOCs and EPOC-
Commission should make the accept. P . .
. . PRs. The Commission should make the
declarations available to all Member . .
declarations available to all Member
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States and to the European Judicial
Network in criminal matters.

States and to the European Judicial
Network in criminal matters.

Recital 39

74

(39) The competent 1ssuing authority
should transmit the EPOC or the EPOC-
PR directly to the addressee by any means
capable of producing a written record
under conditions that allow the service
provider to establish authenticity, such as
by registered mail, secured email and
platforms or other secured channels,
including those made available by the
service provider, in line with the rules
protecting personal data.

(39) The competent 1ssuing authority
should transmit the EPOC or the EPOC-
PR directly to the addressees, via a
common European digital exchange
system established by the Commission by
[date of application of this Regulation].
This system should allow for secure
channels for the handling of authorised
cross-border communication,
authentication and transmission of the
Orders and of the requested data between
the competent authorities and service
providers, by guaranteeing an effective,
reliable and smooth exchange of the
relevant information and a high level of
security, confidentiality and integrity as
well as the necessary protection of
privacy and personal data in line with
Regulation (EU) 2018/1725 of the
European Parliament and of the
Council’”®, Regulation (EU) 2016/679,
Directive (EU) 2016/680, and Directive
2002/58/EC. To this end, open and
commonly used state-of-the-art electronic
signature and encryption technology
should be applied. The system should also
allow the addressees to produce a written
record under conditions that allow the
addressees to establish authenticity of the
Order and of the issuing authority, in line
with the rules protecting personal data.

(39) The competent 1ssuing authority or
the authority competent for
transmission should transmit the EPOC or
the EPOC-PR directly to the addressee in
a secure and reliable way by any means
capable of producing a written record
under conditions that allow the service
provider to establish authenticity, such as
by registered mail, secured email and
platforms or other secured channels,
including those made available by the
service provider, in line with the rules
protecting personal data.
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12 Regulation (EU) 2018/1725 of the
European Parliament and of the Council
of 23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,
and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC
(OJ L 295, 21.11.2018, p. 39).

Recital 39a

75

(39a) Where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, it should be
possible to interconnect such systems or
channels with this common European
digital exchange system.

Recital 40

76

(40) The requested data should be
transmitted to the authorities at the
latest within 10 days upon receipt
of the EPOC. Shorter time limits
should be respected by the provider
in emergency cases and if the
issuing authority indicates other
reasons to depart from the 10 day
deadline. In addition to the
imminent danger of the deletion of
the requested data. such reasons

(40) Upon receipt of an EPOC for
subscriber data or IP addresses for the
sole purpose of identifying a person, the
service provider should ensure that the
requested data is transmitted to the
issuing authority at the latest within 10
days upon receipt of the EPOC and within
16 hours in emergency cases. Where the
executing authority decides to invoke any
of the grounds listed for non-recognition
or non-execution provided for in this

(40) The requested data should be
transmitted to the authorities in a secure
and reliable way that allows to establish
the authenticity of the sender and
integrity of the data at the latest within
10 days upon receipt of the EPOC. Shorter
time limits should be respected by the
provider in emergency cases and if the
issuing authority indicates other reasons to
depart from the 10 day deadline. In
addition to the imminent danger of the
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could include circumstances that
are related to an ongoing
investigation, for example where
the requested data 1is associated to
other urgent investigative measures
that cannot be conducted without
the missing data or are otherwise
dependent on it.

EP mandate

Regulation within the time periods, it
should immediately inform the issuing
authority and the service provider of its
decision. The issuing authority should
erase the data. Where the requested data
has not yet been transmitted to the issuing
authority, the addressed service provider
may not transmit the data.

Council Mandate

deletion of the requested data, such
reasons could include circumstances that
are related to an ongoing investigation, for
example where the requested data 1s
associated to other urgent investigative
measures that cannot be conducted without
the missing data or are otherwise
dependent on it.

Draft agreement

Recital 40a

77

(40a) Upon receipt of an EPOC for traffic
or content data, the service provider
should act expeditiously to preserve the
requested data. Where the executing
authority has invoked any of the grounds
listed for non-recognition or non-
execution provided for in this Regulation
within the time periods, it should
immediately inform the issuing authority
and the service provider of its decision.
Where the issuing State is subject to a
procedure referred to in Article 7(1) or
7(2) TEU, the service provider should
transmit the requested data only after
receiving the explicit written approval of
the executing authority. Without
prejudice to this special provision, where
the executing authority has not invoked
any of the grounds listed in this
Regulation within the time periods, the
service provider should ensure that the
requested data is immediately transmitted
directly to the issuing authority or the law
enforcement authorities as indicated in
the EPOC.
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Recital 41

78

(41) In order to allow service providers to
address formal problems, it 1s necessary to
set out a procedure for the communication
between the service provider and the
issuing judicial authority in cases where
the EPOC might be incomplete or contains
manifest errors or not enough information
to execute the Order. Moreover, should
the service provider not provide the
information in an exhaustive or timely
manner for any other reason, for example
because 1t thinks there is a conflict with an
obligation under the law of a third
country, or because it thinks the European
Production Order has not been 1ssued in
accordance with the conditions set out by
this Regulation, 1t should go back to the
issuing authorities and provide the
opportune justifications. The
communication procedure thus should
broadly allow for the correction or
reconsideration of the EPOC by the
issuing authority at an early stage. To
guarantee the availabilty of the data, the

chould
b %

(41) In order to allow service providers to
address formal problems, it i1s necessary to
set out a procedure for the communication
between the service provider and the
issuing judicial authority in cases where
the EPOC might be incomplete or contains
manifest errors or not enough information
to execute the Order. Moreover, should the
service provider not provide the
information in an exhaustive or timely
manner for any other reason, for example
because it thinks there is a conflict with an
obligation under the law of a third country,
or because it thinks the European
Production Order has not been issued in
accordance with the conditions set out by
this Regulation. it should go back to the
issuing authorities and provide the
opportune justifications. The
communication procedure thus should
broadly allow for the correction or
reconsideration of the ERGE European
Production Order by the issuing
authority at an early stage. To guarantee

service provider should preserve the data service-provides the availability of the data, the service
if they can identify the data sought. they-eantdentsfy-the-dataseusht provider should preserve the data if they
can 1dentify the data sought.
Recital 41a
79 (41a) The addressee should not be Rapporteur’s and PCY proposal
obliged to comply with the Order in case | 08/05/2021:
of de facto impossibility which was not
created by the addressee or, if different,
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the service provider at the time when
the Order was received. De facto
impossibility should be assumed if the
person whose data were sought is not a
customer of the service provider or
cannot be identified as such even after a
request for further information to the
issuing authority, or if the data have
been deleted lawfully before receiving
the order.

To be dealt with at a later stage, joinily
with recital 41 a (line 79).

Recital 42

80

(42) Upon receipt of a European
Preservation Order Certificate ("EPOC-
PR’), the service provider should preserve
requested data for a maximum of 60 days
unless the issuing authority informs the
service provider that it has launched the
procedure for issuing a subsequent request
for production, in which case the
preservation should be continued. The 60
day period is calculated to allow for the
launch of an official request. This requires
that at least some formal steps have been
taken, for example by sending a mutual
legal assistance request to translation.
Following receipt of that information, the
data should be preserved as long as
necessary until the data is produced in the
framework of a subsequent request for
production.

(42) Upon receipt of a European
Preservation Order Certificate ("EPOC-
PR’), the service provider should act
expeditiously to preserve the requested
data for a maximum of 60 days. The 60
day period is calculated to allow for the
launch of an official request for
production. It may only be extended by
additional 30 days, where necessary to
allow further assessment of the relevance
of the data in the ongoing investigations
in order to prevent that potentially
relevant data is lost before the European
Preservation Order ends. Where the
issuing authority submits the subsequent
European Production Order to the
addressees within these time periods
European Production Order has been
the service provider should continue 7o
preserve the data as long as necessary for
the execution of the European
Production Order.

(42) Upon receipt of a European
Preservation Order Certificate ("EPOC-
PR"), the service provider should preserve
requested data for a maximum of 60 days
unless the issuing authority informs the
service provider that it has launched the
procedure for issuing a subsequent request
for production, in which case the
preservation should be continued. The 60
day period s calculated to allow for the
launch of an official request. This requires
that at least some formal steps have been
taken, for example by sending a mutual
legal assistance request to translation.
Following receipt of that information, the
data should be preserved as long as
necessary until the data is produced in the
framework of a subsequent request for
production.

Rapporteur’s proposal 08/05/2021:
Addition at the end of recital (42):

Where the preservation is no longer
necessary, the issuing authority should
inform the [addressees]/ without undue
delay and the preservation for the purpose
of the relevant Order should cease.
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Recital 42a

81 (42a) In order to allow the service Rapporteur’s and PCY proposal
provider to address problems, in cases 08/05/2021:

where the EPOC or EPOC-PR might be
incomplete, in form or content, contain
manifest errors or not enough
information to execute the Order, it is
necessary to set out a procedure for the
communication, to ask for clarification
or, where necessary, correction from the
issuing authority. Moreover, there might
be cases where the service provider
cannot provide the information in cases
of force majeure or of a de facto
impossibility not attributable to the
service provider, or cannot provide it in
an exhaustive or timely manner for any
other reason. Such reasons could be
technical or operational (e.g. operational
limitations of small and medium-sized
enterprises). In these cases, the service
provider also should go back to the
issuing authorities and provide the
opportune justifications, as well as where
it considers the Order to be manifestly
abusive or excessive For example, an
Order requesting the production of data
pertaining to an undefined class of people
in a geographical area or with no link to
concrete criminal proceedings would
ignore in a manifest way the conditions
Sfor issuing a European Production or
Preservation Order. The communication
procedure thus should broadly allow for
the correction or reconsideration of the

To be dealt with at a later stage, jointly
with recital 41 a (line 79).
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EPOC or EPOC-PR by the issuing
authority at an early stage. Where
clarification or correction is needed, the
issuing authority should react
expeditiously and within 5 days at the
latest. In the absence of a reaction from
the issuing authority, the order should be
considered null and void. Where the
relevant conditions are fulfilled, the
issuing authority should set a new
deadline or withdraw the order. To
guarantee the availability of the data, the
service provider should preserve the
requested data during this procedure,
where possible.

Recital 42b

82 (42b) Notwithstanding the principle of
mutual trust, the executing authority
should be able to refuse the recognition
of execution of a European Production
Order, where such refusal is based on the
fact that the conditions for issuing a
European Production Order as laid down
this Regulation are not fulfilled or based
on further specific grounds as listed in
this Regulation.

Recital 42c

83 (42¢) The principle of ne bis in idem is a
Sundamental principle of law in the
Union, as recognised by the Charter and
developed by the case law of the Court of
Justice of the European Union.
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Therefore, where the executing authority
assesses the Order, it should refuse the
execution of a European Production
Order if its execution would be contrary
to that principle.

Recital 42d

84 (42d) Furthermore, where the executing
authority assesses the Order and there
are substantial grounds to believe that the
execution of the European Production
Order would be incompatible with
Member State's obligations in accordance
with Article 6 TEU and the Charter, the
executing authority should refuse the
execution of a European Production
Order-.

Recital 42e

85 (42e) In addition, where the recognition
or execution of a European Production
Order would involve the breach of an
immunity or privilege in the executing
State, the executing authority should
refuse that order in cases where it is
assessed by the executing authority.

Recital 42f

86 (42f) Due to the more intrusive character
of European Production Orders for
traffic and content data, the executing
authority should have additional optional
grounds for non-recognition and non-
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execution at their disposal for these data
categories.

Recital 43

87

(43) Service providers and their legal
representatives should ensure
confidentiality and when requested by the
issuing authonty refrain from informing
the person whose data is being sought in
order to safeguard the investigation of
criminal offences, in compliance with
Article 23 of Regulation (EU) 2016/679".
However, user information 1s an essential
element in enabling review and judicial
redress and should be provided by the
authonty if the service provider was asked
not to inform the user, where there is no
risk of jeopardising ongoing
investigations, in accordance with the
national measure implementing Article 13
of Directive (EU) 2016/680*.

13 Regulation (EU) 2016/679 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive
95/46/EC (General Data Protection
Regulation) (OJ L 119, 4.5.2016, p. 1).

' Directive (EU) 2016/680 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of

(43) Since informing the person whose
data is sought is an essential element as
regards data protection rights and
defence rights, in enabling effective
review and judicial redress, in
accordance with Article 6 TEU and the
Charter, the service provider should
inform the person whose data is being
sought without undue delay. When
informing the person, the service provider
should take the necessary state-of-the-art
operational and technical measures to
ensure the security, confidentiality and
integrity of the EPOC or the EPOC-PR
and of the data produced or preserved.

(43) Service providers and their legal
representatives should ensure
confidentiality. Furthermore they should

and-whenrequested-by-thesssung
authenty refrain from informing the
person whose data is being sought in order
to safeguard the investigation of criminal
offences, in compliance with Article 23 of
Regulation (EU) 2016/679"°. Heweves
except where requested by the issuing
authority to inform the person. In these
cases, the issuing authority should also
provide the necessary information about
the applicable legal remedies to the
service provider, so that it can be
included in the information to the
person. In any case, user information is
an essential element in enabling review
and judicial redress and should be
provided by the authority if the service
provider was not asked not to inform the
user, where-as soon as there 1is no risk of
jeopardising ongoing investigations, in
accordance with the national measure
implementing Article 13 of Directive (EU)
2016/680". The issuing authority may
abstain from informing the person
whose subscriber or access data was
sought where necessary and
proportionate to protect the
fundamental rights and legitimate
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Commission Proposal

personal data by competent authornities for
the purposes of the prevention,
investigation, detection or prosecution of
criminal offences or the execution of
criminal penalties, and on the free
movement of such data, and repealing
Council Framework Decision
2008/977/JTHA (OJ L 119, 4.5.2016, p.
89).

EP mandate

Council Mandate

interests of another person, and in
particular where these rights and
interests outweigh the interest to be
informed of the person whose data were
sought. This could be the case where an
Order concerns subscriber or access
data of a third person, in light of the
presumption of innocence of the suspect.
Where the identity of the person
concerned is unknown to the issuing
authority, investigations to determine
the identity of this person should only be
carried out insofar as it seems necessary
and proportionate in relation to the
invasiveness of the measure and the
respective effort associated with
establishing their identity.

13 Regulation (EU) 2016/679 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive
95/46/EC (General Data Protection
Regulation) (OJ L 119, 45.2016. p. 1).

14 Directive (EU) 2016/680 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data by competent authorities for
the purposes of the prevention,
investigation. detection or prosecution of
criminal offences or the execution of
criminal penalties, and on the free

Draft agreement
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movement of such data, and repealing

Council Framework Decision
2008/977/THA (OJ L 119, 4.5.2016. p. 89).

Recital 43a

88 (43a) As long as necessary and
proportionate, in order not to obstruct the
relevant criminal proceedings or in order
to protect the fundamental rights of
another person, the issuing authority,
taking due account of the impact of the
measure on the fundamental rights of the
person whose data is sought, may request
the service provider to refrain from
informing the person whose data is being
sought, based on a judicial order, which
should be duly justified, specify the
duration of the obligation of
confidentiality and be subject to periodic
review. Where the issuing authority
requests the service provider to refrain
JSrom informing the person, the issuing
authority should inform the person whose
data is being sought without undue delay
about the data production or
preservation. That information could be
delayed as long as necessary and
proportionate, taking into account the
rights of the suspected and accused
person and without prejudice to defence
rights and effective legal remedies. User
information should include information
about any available remedies as referred
to in this Regulation.
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Recital 43b

89 (43b) Electronic information obtained in
accordance with this Regulation should
not be used for the purpose of
proceedings other than those for which it
was obtained in accordance with this
Regulation, except for where there is an
imminent threat to the life or physical
integrity of a person. Where the
disruption or destruction of a critical
infrastructure would directly imply an
imminent risk to the life or physical
integrity of a person, such a situation
should also be treated as an imminent
threat to the life or physical integrity of a
person, in accordance with EU law.

Recital 43c

90 (43c) Electronic information that has
been gathered in breach of any of the
conditions listed in this Regulation
should be erased without undue delay.
Electronic information that is no longer
necessary for the investigation or
prosecution for which it was produced or
preserved, including possible appeals,
should also immediately be erased, unless
this would affect the defence rights of the
suspected or accused person. For this
purpose, periodic reviews for the need of
the storage of the electronic information
should be established. The person whose
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data was sought should be informed
about the erasure.

Recital 43d

91 (43d) Electronic information that has
been gathered in breach of this
Regulation should not be admissible
before a court. This should also include
all cases where the criteria laid down in
this Regulation are not fulfilled. Where
electronic information has been obtained
before a ground for non-recognition
listed in this Regulation has been
invoked, it neither should be admissible
before a court. When assessing the
admissibility of electronic information,
obtained in accordance with this
Regulation, the competent judicial
authorities should at any stage of the
proceedings ensure that the rights of the
defence and the fairness of the
proceedings are respected. For such an
assessment, the competent judicial
authorities should also take into due
account whether the criteria laid down in
this Regulation were fulfilled, in
particular where the data sought might be
protected by immunities or privileges.

Recital 43e

92 (43e) Where claimed by the service
provider, the issuing State should
reimburse the justified costs borne by the
service provider and related to the
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execution of the European Production
Order or the European Preservation
Order. To this end, Member States should
inform the Commission on the rules for
reimbursement, which the Commission
should make public. Where for practical
reasons, such as the economic size of the
service provider, different language
regimes between the issuing State and the
executing State or different national rules
Jor the reimbursement of costs between
these States, the service provider is
substantially hampered from claiming the
reimbursement of costs related to the
execution of a European Production
Order or European Investigation order
JSfrom the issuing State, the service
provider should be entitled to claim
reimbursement of the costs from the
executing State. Where the service
provider chooses the executing State, the
issuing State should reimburse the
executing State for these costs.

Recital 43f

93 (43f) Member States should lay down the
rules on sanctions applicable to
infringements of the obligations pursuant
to this Regulation. These sanctions
should be effective, proportionate and
dissuasive. When determining the
appropriate sanction applicable to
infringements of service providers, the
competent authorities should take into
account all relevant circumstances, such
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as the nature, gravity and duration of the
breach, whether it was committed
intentionally or through negligence and
whether the service provider was held
responsible for similar previous breaches.
Particular attention should, in this
respect, be given to micro enterprises.

Recital 43g

94

(43g) Where a service provider acts with
due diligence, in particular with regards
to data protection obligations, and
requested clarification or justification
JSfrom the issuing authority, in accordance
with this Regulation, it should not be held
liable for the consequences of any delays
caused. In addition, sanctions applied to
infringements of the obligations of
service provider pursuant to this
Regulation should be annulled, where an
order has been successfully challenged in
accordance with this Regulation.

Recital 44

95 (44) In case of non-compliance by the
addressee, the issuing authority may
transfer the full Order including the
reasoning on necessity and
proportionality, accompanied by the
Certificate, to the competent authority in
the Member State where the addressee of
the Certificate resides or 1s established.
This Member State should enforce it in
accordance with its national law. Member

(44) Where the service provider does not
comply with an EPOC within the
deadlines or with an EPOC-PR, without
providing sufficient reasons, and where,
as regards the EPOC, the executing
authority has not invoked any of the
grounds as provided for in this
Regulation, the issuing authority may
request the competent authority in the
executing State to enforce the Order. In

(44) In case of non-compliance by the
addressee, the issuing authority may
transfer the full Order including the
reasoning on necessity and proportionality,
accompanied by the Certificate, to the
competent authority in the Member State
where the addressee of the Certificate
resides or is established. This Member
State should enforce it in accordance with
its national law. Member States should

10881/22
ANNEXI

JAL2

MiC/vj

LIMITE

67

EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

States should provide for the imposition of | such a case, the executing State should provide for the imposition of effective,
effective, proportionate and deterrent Sformally require the service provider to proportionate and deterrent pecuniary
pecuniary sanctions in case of comply with the Order, informing the sanctions in case of infringements of the
infringements of the obligations set up by | service provider of the possibility to obligations set up by this Regulation.
this Regulation. oppose the execution by invoking one of
the grounds which the service provider
has at its disposal for correction or
reconsideration of the order, in
accordance with this Regulation. Where a
service provider still does not comply with
its obligations, Member States should
impose a sanction in accordance with this
Regulation.
Recital 45
96 (45) The enforcement procedure is a 15 Theenk proceduretsa (45) The enforcement procedure is a
procedure where the addressee can oppose | g chrawerathe gdd S emarT s procedure where the addressee can eppese
the enforcement based on certain the-enf +-based-en-eestainresirreted | invoke formal grounds against the
restricted grounds. The enforcing sreunds—The enforemeanthorivean enforcement based on certain restricted
authority can refuse to recognise and sefuse-te-recogntse-and-enforee-the-Osdes grounds. The enforcing authority can
enforce the Order based on the same based-onthe same srounds—ortf refuse to recognize and enforce the Order
grounds, or if immunities and privileges and-prviegesundersts based on the same grounds, or and
under its national law apply or the Honal-law-apply-orthe-diselosure-may additionally, in case they have to be
disclosure may impact its fundamental ettt 1 sachas taken into account under this
interests such as national security and aattenal-seeunty-and-defence—The Regulation, if immunities and privileges
defence. The enforcing authority should foreing authority should fthe as well as rules on determination and
consult the 1ssuing authonty before snsauthorty-beforerefusmnste limitation of criminal liability relating to
refusing to recognise or enforce the order, eRtse-or-ente the-erder—based-en freedom of press and freedom of
based on these grounds. In case of non- these-grounds—In-case-ofnon-compliance. | expression in other media under its
compliance, authorities can impose AR OE e R NP oAt tot—hese national law apply or the disclosure may
sanctions. These sanctions should be anctions-should be propertionate-alse-in impact its fundamental interests such as
proportionate also in view of specific e national security and defense. The
circumstances such as repeated or peated-ery te-HOH ple enforcing authority should consult the
systemic non-compliance. issuing authority before refusing to
recognize or enforce the order, based on
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these grounds. In case of non-compliance,
authonities can impose sanctions. These
sanctions should be proportionate also 1n
view of specific circumstances such as
repeated or systemic non-compliance.

Recital 45a

97

(45a) When determining in the
individual case the appropriate
pecuniary sanction, the competent
authorities should take into account all
relevant circumstances, such as the
nature, gravity and duration of the
breach, whether it was committed
intentionally or through negligence,
whether the service provider was held
responsible for similar previous
breaches and the financial strength of
the service provider held liable. In
exceptional circumstances, that
assessment may lead the enforcing
authority to decide to abstain from
imposing any pecuniary sanctions.
Particular attention should, in this
respect, be given to micro enterprises
that fail to comply with an Order in an
emergency case due to lack of personal
resources outside normal business
hours, if the data is transmitted without
undue delay.

Recital 46

98

(46) Notwithstanding their data protection
obligations, service providers should not

46y Notwithstanding their dete-proteets

46

sons, Service oviders should not
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be held liable in Member States for
prejudice to their users or third parties
exclusively resulting from good faith
compliance with an EPOC or an EPOC-
PR

be held liable in Member States for
prejudice to their users or third parties
exclusively resulting from good faith
compliance with an EPOC or an EPOC-
PR. The responsibility to ensure the
legality of the Order, in particular its
necessity and proportionality, should lie
with the issuing authority.

Recital 47

99

(47) In addition to the individuals whose
data 1s requested, the service providers
and third countries may be affected by the
investigative measure. To ensure comity
with respect to the sovereign interests of
third countries, to protect the individual
concerned and to address conflicting
obligations on service providers, this
instrument provides a specific mechanism
for judicial review where compliance with
a European Production Order would
prevent service providers from complying
with legal obligation deriving from a third
State’s law.

(47) In addition to the individuals whose
data 1s sought, the laws of a third country
may be affected by the investigative
measure. In such situations, judicial
cooperation based on international
agreements would generally be the most
appropriate way to request electronic
information when conflicts of law with a
third country arise. Without prejudice to
such international agreements and in
order to ensure comity with respect to the
sovereign interests of third countries, to
protect the individual concemned and to
address conflicting obligations on service
providers, this instrument provides a
specific mechanism for review where the
service provider or the executing
authority consider that compliance with a
European Production Order or a European
Preservation Order would conflict with
applicable laws of third country
prohibiting disclosure of the data
concerned.

(47) In addition to the individuals whose
data 1s requested, the service providers and
third countries may be affected by the
investigative measure. To ensure comity
with respect to the sovereign interests of
third countries, to protect the individual
concerned and to address conflicting
obligations on service providers, this
instrument provides a specific mechanism
for judicial review where compliance with
a European Production Order would
prevent service providers from complying
with legal obligation deriving from a third
State’s law.

Recital 48
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(48) To this end, whenever the addressee
considers that the European Production
Order 1n the specific case would entail the
violation of a legal obligation stemming
from the law of a third country, it should
inform the 1ssuing authority by way of a
reasoned objection, using the forms
provided. The issuing authority should
then review the European Production
Order 1n light of the reasoned objection,
taking into account the same criteria that

the competent court would have to follow.

Where the authority decides to uphold the
Order, the procedure should be referred to
the competent court, as notified by the
relevant Member State, which then
reviews the Order.

EP mandate

(48) To this end, whenever the service
provider or the executing authority
consider that the European Production
Order or the European Preservation
Order in the specific case would entail the
violation of a legal obligation stemming
from the law of a third country, it should
inform the issuing authonity and the
relevant addressees, without undue delay
at the latest within 10 days from the
receipt of the order, thereby suspending
the execution of the Order. Such notice
should include all relevant details on the
law of the third country, its applicability
in the case at hand and the nature of the
conflicting obligation. The 1ssuing
authority should then review the European
Production Order or European
Preservation Order, within 10 days of
receiving the notice, taking into account
criteria including the interests protected
by the relevant law, the connection of the
criminal case and the third country, the
connection between the service provider
and the third country, the interests of the
issuing State in obtaining the electronic
information and the possible
consequences for the addressees of
complying with the European Production
Order or the European Preservation
Order. During this procedure, the
requested data should be preserved where
possible.

Council Mandate

(48) To this end, whenever the addressee
considers that the European Production
Order 1n the specific case would entail the
violation of a legal obligation stemming
from the law of a third country, 1t should
inform the issuing authority by way of a
reasoned objection, using the forms
provided. The issuing authority should
then review the European Production
Order 1n light of the reasoned objection,
taking into account the same criteria that

the competent court would have to follow.

Where the authority decides to uphold the
Order, the procedure should be referred to
the competent court, as notified by the
relevant Member State, which then
reviews the Order.

Draft agreement

Recital 48a
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101

(48a) The issuing authority should be
able to withdraw, uphold or adapt the
Order where necessary, to give effect to
the relevant criteria. In the event of
withdrawal, the issuing authority should
immediately inform the addressees of the
withdrawal. Where the issuing authority
decides to uphold the Order, it should
inform the addressees of its decision. The
executing authority, while duly taking
into account the decision of the issuing
authority should take a final decision
based on the criteria listed in this
Regulation, within 10 days of receiving
the decision of the issuing authority, and
inform the issuing authority and the
service provider of its final decision.

Recital 49

102

(49) In determining the existence of a
conflicting obligation in the specific
circumstances of the case under
examination, the competent court should
rely on appropriate external expertise
where needed, for example if the review
raises questions on the interpretation of
the law of the third country concerned.
This could include consulting the central
authorties of that country.

(49) In determining the existence of a
conflicting obligation in the specific
circumstances of the case under
examination, the issuing authority and the
executing authority should seek
information from the competent authority
of the third country, for example if the
review raises questions on the
interpretation of the law of the third
country concemed, in compliance with
Directive (EU) 2016/680 and to the extent
that this does not obstruct the deadlines
provided for in this Regulation.

(49) In determining the existence of a
conflicting obligation in the specific
circumstances of the case under
examination, the competent court sheuld
may rely on appropriate external expertise
where needed, for example if the review
satses-quesitens on the interpretation of the
law of the third country concerned. This
could include consulting the central
authonities of that country.

Recital 50
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103 (50) Expertise on interpretation could also | (50) Expertise on interpretation could also | (50) Expertise on interpretation could also
be provided through expert opinions be provided through expert opinions where | be provided through expert opinions where
where available. Information and case law | available. Information and case law on the | available. Information and case law on the
on the interpretation of third countries’ interpretation of the laws of a third interpretation of third countries’ laws and
laws and on conflicts procedures in country and on conflict procedures in on conflicts procedures in Member States
Member States should be made available Member States should be made available should be made available on a central
on a central platform such as the SIRTUS on a central platform such as the SIRTUS platform such as the SIRTUS project and/or
project and/or the European Judicial project and/or the European Judicial the European Judicial Network. This
Network. This should allow courts to Network, with a view to benefitting from should allow courts to benefit from
benefit from experience and expertise experience and expertise gathered on the experience and expertise gathered by other
gathered by other courts on the same or same or similar questions. It should not courts on the same or similar questions. It
similar questions. It should not prevent a prevent a renewed consultation of the third | should not prevent a renewed consultation
renewed consultation of the third state state where appropriate. of the third state where appropriate.
where appropnate.

Recital 51

104 (51) Where conflicting obligations exist, SV hers contrenns eblizatons e (51) Where conflicting obligations exist,
the court should determine whether the thecoustshould-determine-whethesthe the court should determine whether the
conflicting provisions of the third country | eenfltetinsprovistonsofthe-third % | conflicting provisions of the third country
prohibit disclosure of the data concerned prohibitdiel R esned law applies and if so, whether they
on the grounds that this is necessary to en-the-greunds-that-thisis -te prohibit disclosure of the data concerned.
erther protect the fundamental rights of the | estherprotect-the-fundam ds-tharthesss
individuals concerned or the fundamental set-thefundanronta
interests of the third country related to
national security or defence. In carrying
out this assessment, the court should take
into account whether the third country
law, rather than being intended to protect
fundamental rights or fundamental
interests of the third country related to
national security or defence, manifestly
seeks to protect other interests or 1s being
aimed to shield illegal activities from law
enforcement requests in the context of
criminal investigations. Where the court
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concludes that conflicting provisions of
the third country prohibit disclosure of the
data concerned on the grounds that this 1s
necessary to either protect the
fundamental rights of the individuals
concerned or the fundamental interests of
the third country related to national
security or defence, it should consult the
third country via its central authorities,
which are already in place for mutual legal
assistance purposes in most parts of the
world. It should set a deadline for the third
country to raise objections to the
execution of the European Production
Order; in case the third country authorities
do not respond within the (extended)
deadline despite a reminder informing
them of the consequences of not providing
a response, the court upholds the Order. If
the third country authorities object to

EP mandate

Council Mandate

enpinaliavestigations. Where the court
concludes that conflicting provisions of the

third country prohibit disclosure of the

data eencerned-en SrotrdthatHn
4 . 'y v £ ") v |
-te-ettherpr the
; ‘s of icd - indizs
fandamantalnt tha il o sehiofthamdiadualeconcarnad ortha
lated-te-nattonal $ defe t fuad k4 £the-third-countsy
te -of + of
- .- lated to-national secus i
sheuld-consult the third countryviaits : security-or defence#t
v | sl ate ok 1. . L 11 It sho shecd
the

N
& B ERE

heak 1 d

Draft agreement

disclosure, the court should lift the Order. —tha
eoustshould-lifi-the-Ordes
Recital 52
105 (52) In all other cases of conflicting (52)1a-all-etheseases-ofconflicting
obligations, unrelated to fundamental blicats lated-to-fund tal

rights of the individual or fundamental
interests of the third country related to
national security or defence, the court
should take its decision on whether to
uphold the European Production Order by
weighing a number of elements which are
designed to ascertain the strength of the
connection to either of the two
jurisdictions involved, the respective

=)
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should take its decision on whether to
uphold the European Production Order by
weighing a number of elements which are
designed to ascertain the strength of the
connection to either of the two
jurisdictions involved, the respective
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interests in obtaining or instead preventing
disclosure of the data, and the possible
consequences for the service provider of
having to comply with the Order.
Importantly for cyber-related offences, the
place where the crime was committed
covers both the place(s) where the action
was taken and the place(s) where the
effects of the offence matenialised.

interests in obtaining or instead preventing
disclosure of the data, and the possible
consequences for the service provider of
having to comply with the Order.
Importantly for cyber-related offences, the
place where the crime was committed
covers both the place(s) where the action
was taken and the place(s) where the
effects of the offence materialised.
Particular importance and weight
should be given to the protection of
fundamental rights by the third
country’s provisions and other
fundamental interests, such as national
security interests of the third country as
well as the degree of connection of the
criminal case to either of the two
jurisdictions when conducting the
assessment.

Recital 53

106

(53) The conditions set out in Article 9 are
applicable also where conflicting
obligations deriving from the law of a
third country occur. During this
procedure, the data should be preserved.
Where the Order 1s lifted. a new
Preservation Order may be 1ssued to
permit the 1ssuing authority to seek
production of the data through other
channels, such as mutual legal assistance.

(53) The conditions set out in Article 9 are
applicable also where conflicting
obligations deriving from the law of a third
country occur. During this procedure, the
data should be preserved. Where the Order
1s lifted. a new Preservation Order may be
issued to permit the issuing authority to
seek production of the data through other
channels, such as mutual legal assistance.

Recital 54
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107 (54) 1t 1s essential that all persons whose (54) In line with Article 47 of the Charter (54) It 1s essential that all persons whose
data are requested in criminal of Fundamental Rights of the European data are requested in criminal
investigations or proceedings have access | Union, it is essential that all persons investigations or proceedings have access
to an effective legal remedy, 1n line with whose data was sought via a European to an effective legal remedy, in line with
Article 47 of the Charter of Fundamental Production Order or a European Article 47 of the Charter of Fundamental
Rights of the European Union. For Preservation Order have the right to Rights of the European Union. For
suspects and accused persons, the right to | effective remedies against such Orders in | suspects and accused persons, the right to
an effective remedy should be exercised the issuing and executing State in an effective remedy cshould be exercised
during the criminal proceedings. This may | accordance with national law, including | dusingthe whenever data obtained is
affect the admissibility, or as the case may | the possibility to challenge the legality of used in criminal proceedings against
be, the weight in the proceedings, of the the Order, including its necessity and them. This may affect the admissibility, or
evidence obtained by such means. In proportionality, without prejudice to as the case may be, the weight in the
addition, they benefit from all procedural | remedies available under Regulation proceedings. of the evidence obtained by
guarantees applicable to them, such as the | (EU) 2016/679 and Directive (EU) such means. In addition, they benefit from
right to information. Other persons, who 2016/680. The substantive reasons for all procedural guarantees applicable to
are not suspects or accused persons, issuing the European Production Order or | them, such as the right to information.
should also have a right to an effective the European Preservation Order should | Other persons, whase data were sought
remedy. Therefore, as a minimum, the be challenged in the issuing State, but who are not suspects or accused
possibility to challenge the legality of a without prejudice to the guarantees of persons, should also have a right to an
European Production Order, including the | fundamental rights in the executing effective remedy. Therefore, as a
necessity and the proportionality of the State. The issuing authority and the minimum, the possibility to challenge the
Order, should be provided. This executing authority should take the legality of a European Production Order,
Regulation should not limit the possible appropriate measures to ensure that including the necessity and the
grounds to challenge the legality of the information about the options for seeking | proportionality of the Order, should be
Order. These remedies should be legal remedies under national law is provided. This Regulation should not limit
exercised in the issuing State in provided in due time, including about the possible grounds to challenge the
accordance with national law. Rules on when such remedies become applicable, legality of the Order. These remedies
interim relief should be governed by and ensure that they can be exercised should be exercised in the issuing State in
national law. effectively. accordance with national law. Rules on

interim relief should be governed by
national law.

Recital 55

108 (55) In addition, during the enforcement E5-1aadds dusngthe-ent 3 (55) Im-addsren—Durning the enforcement
procedure and subsequent legal remedy, P duraandsubiaguantlacal ramads procedure the enforcing authority may
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the addressee may oppose the enforcement
of a European Production or Preservation
Order on a number of limited grounds,
including it not being 1ssued or validated
by a competent authority or it being
apparent that 1t manifestly violates the
Charter of Fundamental Rights of the
European Union or 1s manifestly abusive.
For example, an Order requesting the
production of content data pertaining to an
undefined class of people in a
geographical area or with no link to
concrete criminal proceedings would
ignore in a manifest way the conditions
for issuing a European Production Order.

refuse the recognition and enforcement
of a European Production or
Preservation Order on a number of

limited grounds—esad-subsequentlegat

" 1.1
+the-addressee—may-opp

Recital 56

109

(56) The protection of natural persons for
the processing of personal data 1s a
fundamental right. In accordance with
Article 8(1) of the Charter of Fundamental
Rights of the European Union and Article
16(1) of the TFEU, everyone has the right
to the protection of personal data
concerning them. When implementing this
Regulation, Member States should ensure
that personal data are protected and may
only be processed in accordance with
Regulation (EU) 2016/679 and Directive
(EU) 2016/680.

P TOF

(56) The protection of natural persons for
the processing of personal data 1s a
fundamental right. In accordance with
Article 8(1) of the Charter of Fundamental
Rights of the European Union and Article
16(1) of the TFEU, everyone has the right
to the protection of personal data
concerning them. When implementing this
Regulation, Member States should ensure
that personal data are protected and may
only be processed in accordance with
Regulation (EU) 2016/679 and Directive
(EU) 2016/680.
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Recital 56a

110

(56a) Transmission and transfer as well
as making use of electronic evidence
obtained through a European
Production Order in other proceedings
and for another purpose as for the one
for which the Order was issued should
be restricted, in particular to criminal
offences for which the issuing authority
could have also issued a European
Production Order. The use,
transmission or transfer of electronic
evidence should, in addition only be
possible where the data are needed to
prevent an immediate and serious threat
to public security of the respective
Member State or third country as well
as their essential interests. International
transfer of electronic evidence is
furthermore subject to conditions as set
out in Chapter V of Directive (EU)
2016/680. In cases, where the obtained
personal data is used for the prevention
of an immediate and serious threat to
public security of the respective
Member State or third country as well
as their essential interests, and such
threat may not lead to criminal
investigations Regulation (EU) 2016/679
should apply.

Recital 56b

111

(56b) When making a declaration
concerning the language regime,
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Member States are encouraged to
include at least one additional language
to their official language(s).

Recital 57

112

(57) Personal data obtained under this
Regulation should only be processed when
necessary and proportionate to the
purposes of prevention, investigation,
detection and prosecution of crime or
enforcement of criminal sanctions and the
exercise of the rights of defence. In
particular, Member States should ensure
that appropriate data protection policies
and measures apply to the transmission of
personal data from relevant authorities to
service providers for the purposes of this
Regulation, including measures to ensure
the secunty of the data. Service providers
should ensure the same for the
transmission of personal data to relevant
authorities. Only authorised persons
should have access to information
containing personal data which may be
obtained through authentication processes.
The use of mechanisms to ensure
authenticity should be considered, such as
notified national electronic identification
systems or trust services as provided for
by Regulation (EU) 910/2014 of the
European Parliament and of the Council of
23 July 2014 on electronic identification
and trust services for electronic
transactions 1in the internal market and
repealing Directive 1999/93/EC.

of "
r r r 2=
et ke of-erime-of

£ of 1 son-and-the

(57) Personal data obtained under this
Regulation should only be processed when
necessary and proportionate to the
purposes of prevention, investigation,
detection and prosecution of crime or
enforcement of criminal sanctions and the
exercise of the nights of defence. In
particular, Member States should ensure
that appropniate data protection policies
and measures apply to the transmission of
personal data from relevant authorities to
service providers for the purposes of this
Regulation, including measures to ensure
the security of the data. Service providers
should ensure the same for the
transmission of personal data to relevant
authorities. Only authorised persons
should have access to information
containing personal data which may be
obtained through authentication processes.
The use of mechanisms to ensure
authenticity should be considered, such as
notified national electronic identification
systems or trust services as provided for by
Regulation (EU) 910/2014 of the European
Parliament and of the Council of 23 July
2014 on electronic identification and trust
services for electronic transactions in the
internal market and repealing Directive
1999/93/EC.
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Recital 57a

113

(57a) In order to monitor the outputs,
results and impacts of this Regulation,
the Commission should publish an
annual report on the preceding calendar
vear, based on data obtained from the
Member States. For this purpose,
Member States should collect and
maintain comprehensive statistics from
the relevant authorities on different
aspects of this Regulation, by type of data
requested, the addressees (executive
authority addressed), the type of service
provider addressed [electronic
communications service, information
society service or internet domain name
and IP number service (such as IP
address providers, domain name
registries, domain name registrars or
related proxy services)] and whether it
was an emergency case or not. Where
applicable, the data collected should also
include the grounds for non-recognition
or non-execution raised, the legal
remedies used, the sanctions imposed, the
costs claimed by the service provider and
the enforcement proceeding launched.

Recital 58

114

(58) The Commission should carry out an
evaluation of this Regulation that should
be based on the five critenia of efficiency,

effectiveness, relevance, coherence and
EU value added and should provide the

(58) The Commission should carry out an
evaluation of this Regulation that should
be based on the five critenia of efficiency,

effectiveness, relevance, coherence and
EU added value, should provide the basis

(58) The Commission should carry out an
evaluation of this Regulation that should
be based on the five criteria of efficiency,

effectiveness, relevance, coherence and
EU value added and should provide the
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basis for impact assessments of possible
further measures. Information should be
collected regularly and in order to inform
the evaluation of this Regulation.

for impact assessments ef-pessible-fusthes
measures and include an evaluation of
the use of derogations (emergency
derogation, derogation from the principle
of user information) as well as an
assessment of the functioning of the
common European exchange system and
of the functioning of the Regulation in
relation with Directive 2014/41/EU.
Information should be collected regularly
and in order to inform the evaluation of
this Regulation.

basis for impact assessments of possible
further measures. Information should be
collected regularly and in order to inform
the evaluation of this Regulation.

Recital 59

115

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
judicial authorities and service providers,
allowing them to secure and transmit
electronic evidence more quickly and
effectively, while also fulfilling the
necessary security requirements in a user-
friendly manner. They reduce translation
costs and contribute to a high quality
standard. Response forms similarly should
allow for a standardised exchange of
information, in particular where service
providers are unable to comply because
the account does not exist or because no
data 1s available. The forms should also
facilitate the gathering of statistics.

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
different judicial authorities as well as
with service providers, allowing for a
quicker and more effective transmission
of electronic information in a user-
friendly manner. They could also reduce
translation costs and contribute to a high
quality standard. Response forms similarly
should allow for a standardised exchange
of information. The forms should also
facilitate the gathering of statistics.

(59) The use of pretranslated and
stardardised forms facilitates cooperation
and the exchange of information between
judicial authorities and service providers,
allowing them to secure and transmit
electronic evidence more quickly and
effectively, while also fulfilling the
necessary security requirements in a user-
friendly manner. They reduce translation
costs and contribute to a high quality
standard. Response forms similarly should
allow for a standardised exchange of
information, in particular where service
providers are unable to comply because the
account does not exist or because no data
is available. The forms should also
facilitate the gathering of statistics.

Recital 60
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116 (60) In order to effectively address a (60H1n-erderte-effectrvelyaddressa (60) In order to effectively address a
possible need for improvement regarding | pessible-nesd-forimp! trasarcing possible need for improvement regarding
the content of the EPOCs and EPOC-PRs the content of the EPOCs and EPOC-PRs
and of the Form to be used to provide and of the Form to be used to provide
information on the impossibility to information on the impossibility to execute
execute the EPOC or EPOC-PR, the the EPOC or EPOC-PR, the power to
power to adopt acts in accordance with adopt acts 1n accordance with Article 290
Article 290 of the Treaty on the of the Treaty on the Functioning of the
Functioning of the European Union should European Union should be delegated to the
be delegated to the Commission to amend Commission to amend Annexes I IT and
Annexes L, I and IIT to this Regulation. It IIT to this Regulation. It is of particular
1s of particular importance that the importance that the Commission carry out
Commission carry out appropriate appropriate consultations during its
consultations during its preparatory work, | preparatery-wosk—including atexpest preparatory work, including at expert
including at expert level, and that those leveland-thatthese-consultattonsbe level, and that those consultations be
consultations be conducted in accordance dueted-i é with-the conducted in accordance with the
with the principles laid down in the § splactard-downinthe principles laid down in the
Interinstitutional Agreement of 13 Apnl Interinststuttonal-Agreement-of 13-Apst Interinstitutional Agreement of 13 Apnl
2016 on Better Law-Making!>. In ing™® In 2016 on Better Law-Making"’. In
particular, to ensure equal participation in | pasttenlar—te equal-parttespatten+n | particular, to ensure equal participation in
the preparation of delegated acts, the - the preparation of delegated acts, the
European Parliament and the Council EusropeanRasl +and-the Counail European Parliament and the Council
receive all documents at the same time as ecerve-all-documents-at-thesame-tumeas receive all documents at the same time as
Member States' experts, and their experts | Member States" experts—and their expests Member States' experts, and their experts
systematically have access to meetings of | systematreallyhav to-meettngsof | systematically have access to meetings of
Commission expert groups dealing with & expest-groups-dealnswith Commission expert groups dealing with
the preparation of delegated acts. thapraparaen-of dalagatadaci— the preparation of delegated acts.
50JL123,125.2016,p. 1. “QIL123 1232016 1 150JL123,12.5.2016, p. 1.

Recital 61

117 (61) The measures based on this (61) The measures based on this (61) The measures based on this
Regulation should not supersede European | Regulation should not supersede European | Regulation should not supersede European
Investigation Orders in accordance with Investigation Orders in accordance with Investigation Orders in accordance with
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Directive 2014/41/EU of the European
Parliament and of the Council'® to obtain
electronic evidence. Member States’
authorities should choose the tool most
adapted to their situation; they may prefer
to use the European Investigation Order
when requesting a set of different types of
investigative measures including but not
limited to the production of electronic
evidence from another Member State.

16 Directive 2014/41/EU of 3 April 2014
regarding the European Investigation
Order in criminal matters (OJ L 130,
1.5.2014, p.1).

Directive 2014/41/EU or Mutual Legal
Assistance Procedures to obtain electronic
information. Member States’ authorities
should choose the tool most adapted to
their situation; they may prefer to use the
European Investigation Order when
requesting a set of different types of
investigative measures including but not
limited to the production of electronic
information from another Member State.

Directive 2014/41/EU of the European
Parliament and of the Council'® to obtain
electronic evidence. Member States’
authonities should choose the tool most
adapted te-thetrsstuatten the case at hand;
they may prefer to use the European
Investigation Order when requesting a set
of different types of investigative measures
including but not limited to the production
of electronic evidence from another
Member State.

16 Directive 2014/41/EU of 3 April 2014
regarding the European Investigation
Order in criminal matters (OJ L 130,
1.5.2014, p.1).

Recital 62

118

(62) Because of technological

(62) Because of technological

developments, new forms of developments—pew-forms-of developments, new forms of
communication tools may prevail in a few reatton-tooknasp ilinafew | communication tools may prevail in a few
years, or gaps may emerge in the years—er gapymay-emerge-in-the years, or gaps may emerge in the
application of this Regulation. It 1s appheattenofthisResularonTres application of this Regulation. It 1s
therefore important to provide for a review | thereforeimpestant-to-providefora therefore important to provide for a review
on its application. entis-appheatton on its application.

Recital 63

119 (63) Since the objective of this (63) Since the objective of this Regulation, | (63) Since the objective of this Regulation,

Regulation, namely to improve securing
and obtaining electronic evidence across
borders, cannot be sufficiently achieved
by the Member States given its cross-
border nature, but can rather be better

namely to improve securing and obtaining
electronic information across borders,
cannot be sufficiently achieved by the
Member States given its cross-border
nature, but can rather be better achieved at

namely to improve securing and obtaining
electronic evidence across borders, cannot
be sufficiently achieved by the Member
States given its cross-border nature, but
can rather be better achieved at Union
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achieved at Union level, the Union may
adopt measures in accordance with the
principle of subsidiarity as set out in
Article 5 of the Treaty on European
Union. In accordance with the principle of
proportionality as set out in that Article,
this Regulation does not go beyond what
is necessary in order to achieve those
objectives.

Union level, the Union may adopt
measures in accordance with the principle
of subsidiarity as set out in Article 5 of the
Treaty on European Union. In accordance
with the principle of proportionality as set
out in that Article, this Regulation does not
go beyond what 1s necessary in order to
achieve that objective.

level, the Union may adopt measures in
accordance with the principle of
subsidiarity as set out in Article 5 of the
Treaty on European Union. In accordance
with the principle of proportionality as set
out in that Article, this Regulation does not
go beyond what is necessary in order to
achieve those objectives.

Recital 64

120

(64) In accordance with Article 3 of the
Protocol on the position of the United
Kingdom and Ireland in respect of the
Area of Freedom, Security and Justice,
annexed to the Treaty on European Union
and to the Treaty on the Functioning of the
European Union, [the United Kingdom
/reland has notified its wish to take part
in the adoption and application of this
Regulation] or [and without prejudice to
Article 4 of that Protocol, the United
Kingdom/Ireland is not taking part in the
adoption of this Regulation and is not
bound by it or subject to its application.].

(64) In accordance with Article 3 of the
Protocol on the position of the United
Kingdom and Ireland in respect of the
Area of Freedom, Security and Justice,
annexed to the Treaty on European Union
and to the Treaty on the Functioning of the
European Union, Ireland has notified its
wish to take part in the adoption and
application of this Regulation and without
prejudice to Article 4 of that Protocol, the
United Kingdom i1s not taking part in the
adoption of this Regulation and 1s not
bound by it or subject to its application.

(64) In accordance with Article 3 of the
Protocol on the position of the United
Kingdom and Ireland in respect of the
Area of Freedom, Security and Justice,
annexed to the Treaty on European Union
and to the Treaty on the Functioning of the
European Union, fihe Unstedengdons
/reland has notified its wish to take part in
the adoption and application of this
Regulation}-esfand-without prejudice to
Article 4 of that Protocol, the United
Kingdom#Aselands not taking part in the
adoption of this Regulation and is not
bound by it or subject to its application.

Recital 65

121

(65) In accordance with Articles 1 and 2
of the Protocol No 22 on the position of
Denmark annexed to the Treaty on
European Union and to the Treaty on the
Functioning of the European Union,
Denmark is not taking part in the adoption
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of this Regulation and is not bound by 1t
or subject to its application.

Recital 66

122

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 28(2) of Regulation (EC) No
45/2001 of the European Parliament and
of the Council'” and delivered an opinion
on (...)'",

17 Regulation (EC) No 45/2001 of the
European Parliament and of the Council of
18 December 2000 on the protection of
individuals with regard to the processing
of personal data by the Community
institutions and bodies and on the free
movement of such data (OJ L 8,

12.1.2001, p. 1).

B0IC..p..

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 42(2) of Regulation (EU)
2018/1725 of the European Parliament and
of the Council’! and delivered an opinion
on 6 November 2019,

! Regulation (EU) 2018/1725 of the
European Parliament and of the Council
of 23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,
and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC
(OJ L 295, 21.11.2018, p. 39).

22 EDPS Opinion 7/2019 on Proposals
regarding European Production and
Preservation Orders for electronic
evidence in criminal matters (6 November
2019).

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 28(2) of Regulation (EC) No
45/2001 of the European Parliament and of
the Council'” and delivered an opinion on

(-

17 Regulation (EC) No 45/2001 of the
European Parliament and of the Council of
18 December 2000 on the protection of
individuals with regard to the processing
of personal data by the Community
institutions and bodies and on the free
movement of such data (OJ L 8,

12.1.2001, p. 1).

120JC,.p..

Formula

123 HAVE ADOPTED THIS REGULATION:

Chapter |
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124 Chapter 1: Subject matter, definitions
and scope
Article 1
125 Article 1
Subject matter
Article 1(1)
126 1. This Regulation lays down the rules 1. This Regulation lays down the rules 1.This Regulation lays down the rules
under which an authority of a Member under which an authority of a Member under which an authority of a Member
State may order a service provider State, in a criminal proceeding, may order | State may order a service provider offering
offering services in the Union. to produce | a service provider offering services in the | services in the Union. to produce or
or preserve electronic evidence, regardless | Union and established or, if not preserve electronic evidence, regardless of
of the location of data. This Regulation is | established, legally represented in the location of data. This Regulation 1s
without prejudice to the powers of another Member State to produce or without prejudice to the powers of national
national authorities to compel service preserve electronic information that may authorities to compel service providers
providers established or represented on serve as evidence, regardless of the established or represented on their territory
their territory to comply with similar location of data. to comply with similar national measures.
tional .
national measures Authorities of the Member States shall
not issue domestic orders with
extraterritorial effects for the production
or preservation of electronic information
that could be requested on the basis of
this Regulation.
Article 1a
127 1a. The issuing of a European
Production or Preservation Order may
also be requested on behalf of a suspected
or accused person, within the framework
of applicable defence rights in
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accordance with national criminal person, or by a lawyer on his behalf
procedures. within the framework of applicable
defence rights in accordance with
Article 1(2)
128 2. This Regulation shall not have the 2. This Regulation shall not have the effect | 2. This Regulation shall not have the effect | Presidency proposal 24/06/2022:

effect of modifying the obligation to
respect the fundamental rights and legal
principles as enshrined in Article 6 of the
TEU, including the rights of defence of
persons subject to criminal proceedings,
and any obligations incumbent on law
enforcement or judicial authorities in this
respect shall remain unaffected.

of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in the Charter and in Article 6
of the TEU., including the rights of defence
of persons subject to criminal proceedings,
and any obligations incumbent on law
enforcement, judicial authorities or service
providers in this respect shall remain
unaffected.

of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined 1n Article 6 of the TEU,
including the rights of defence of persons
subject to criminal proceedings, and any
obligations incumbent on law enforcement
or judicial authorities in this respect shall
remain unaffected.

2. This Regulation shall not have the effect
of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in the Charter and in Article 6
of the TEU and any obligations incumbent
on law enforcement or judicial authorities
in this respect shall remain unaffected. It
shall apply without prejudice to
fundamental principles, in particular the
freedom of expression and information,
including freedom and pluralism of the
media, the respect for private and family
life, the protection of personal data, as
well as the right for effective judicial
—

protection,

Commented [HC7]: Presidency 29/06/2022 : Suggestion to
shorten the list

Article 2
129 Article 2
Definitions
Article 2. introductory paragraph
130 For the purpose of this Regulation, the
following definitions shall apply:
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131

1. “European Production Order’ means a
binding decision by an issuing authority of
a Member State compelling a service
provider offering services in the Union
and established or represented in another
Member State, to produce electronic
evidence;

1."European Production Order’ means a
decision which has been issued or
validated by a judicial authority of a
Member State (‘the issuing State’)
addressed to a service provider offering
services in the Union and established or
legally represented in another Member
State bound by this Regulation (‘the
executing State’), to produce electronic
information;

1. “European Production Order’ means a
binding decision by an issuing authority of
a Member State compelling a service
provider offering services in the Union and
established or represented in another
Member State, to produce electronic
evidence;

Article 2(2)

132

2. “European Preservation Order’ means a
binding decision by an issuing authority of
a Member State compelling a service
provider offering services in the Union
and established or represented in another
Member State, to preserve electronic
evidence in view of a subsequent request
for production;

2. “‘European Preservation Order’' means a
decision which has been issued or
validated by a judicial authonty of a
Member State (“the issuing State’)
addressed to a service provider offering
services in the Union and established or
legally represented in another Member
State bound by this Regulation (‘the
executing State’), to preserve electronic
information in view of a subsequent
request for production;

2. “European Preservation Order' means a
binding decision by an issuing authority of
a Member State compelling a service
provider offering services in the Union and
established or represented in another
Member State, to preserve electronic
evidence in view of a subsequent request
for production;

Article 2(3)

133

3. “service provider’ means any natural or
legal person that provides one or more of
the following categories of services:

3. “service provider’ means any natural or
legal person that provides one or more of
the following categories of services and,
where it concerns personal data, acts as a

3. “service provider’ means any natural or
legal person that provides one or more of
the following categories of services, with
the exception of financial services

10881/22
ANNEXI

JAL2

MiC/vj

LIMITE

88



Commission Proposal

EP mandate

data controller within the meaning of
Regulation (EU) 2016/679:

Council Mandate

referred to in Article 2(2)(b) of Directive
2006/123/EC:

Draft agreement

the exception of financial services
ferred to in Article 2(2)(b) of Directive
2006/123/EC: :

2646679+

Article 2(3), point a

134

a) electronic communications service as
defined in Article 2(4) of [Directive
establishing the European Electronic
Communications Code]:

Article 2(3), point b

135 b) information society services as defined | b) information society services as defined | b) internet domain name and IP Provisional agreement 2nd trilogue

in point (b) of Article 1(1) of Directive in point (b) of Article 1(1) of Directive numbering services such as IP address 18/03/2021:

(EU) 2015/1535 of the European (EU) 2015/1535 of the European providers, domain name registries, = =

Parliament and of the Council”® for which | Parliament and of the Council®® for which | domain name registrars and related b) m“".ut dom?m name and IP

the storage of data is a defining the storage of data is a defining component | privacy and proxy services; llllml_lermg S such as lP addm
. ; . . providers, domain name registries,

component of the service provided to the of the service provided to the user, . . .

user, including social networks, online sneludinsseetal-networls—onlk domain name m and domain

marketplaces facilitating transactions marketpl factlitatinets 11 jame privacy and proxy

between their users, and other hosting between-thewusers—and-otherhostng services;

service providers; service providers

1 Directive (EU) 2015/1535 of the % Directive (EU) 2015/1535 of the

European Parliament and of the Council of | European Parliament and of the Council of

9 September 2015 laying down a 9 September 2015 laying down a

procedure for the provision of information | procedure for the provision of information

in the field of technical regulations and of | in the field of technical regulations and of

rules on Information Society services (OJ | rules on Information Society services (OJ

L 241,17.9.2015,p. 1). L 241,17.9.2015, p. 1).
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136

c) internet domain name and IP numbering
services such as IP address providers,
domain name registries, domain name
registrars and related privacy and proxy
services:

c) internet domain name and IP numbering
services such as IP address providers,
domain name registries, domain name
registrars and related pstvaey-and proxy
services;

c) other information society services as
defined in point (b) of Article 1(1) of
Directive (EU) 2015/1535 of the European
Parliament and of the Council'’ that
provide:

- the ability to its users to communicate
with each other; or

- to process or store data on behalf of the
users to whom the service is provided fes

whieh thestorageof datatsa-definung

19 Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a
procedure for the provision of information
in the field of technical regulations and of
rules on Information Society services (OJ
L 241,17.9.2015,p. 1).

LI

Article 2(4)

137

4. “offering services in the Union” means:

Article 2(4), point a
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Commission Proposal

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under (3) above; and

EP mandate

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under point (3) above; and

Council Mandate

a) enabling legal or natural persons in one
or more Member State(s) to use the
services listed under (3) above; and

Draft agreement

Article 2(4), point b

139

b) having a substantial connection to the
Member State(s) referred to in point (a);

b) having a substantial connection to the
Member State(s) referred to in point (a);
such a substantial connection to the
Union shall be considered to exist where
the service provider has an establishment
in the Union, or, in the absence of such
an establishment, based on the existence
of a significant number of users in one or
more Member States, or the targeting of
activities towards one or more Member
States:;

b) having a substantial connection based
on specific factual criteria to the Member
State(s) referred to in point (a):

Article 2(5)

140

5. ‘establishment” means either the actual
pursuit of an economic activity for an
indefinite period through a stable
infrastructure from where the business of
providing services is carried out or a

5. ‘main establishment’ means, as regards
a service provider with establishments in
more than one Member State, the place of
its central administration in the Union,
unless the decisions on the purposes and
means of the processing of data are taken
in another establishment of the service

5. “establishment’ or ‘being established’
means esther the actual pursuit of an
economic activity for an indefinite period
through a stable infrastructure from where
the business of providing services is

., U]
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Commission Proposal

stable infrastructure from where the
business is managed;

EP mandate

provider in the Union and the latter
establishment has the power to have such
decisions impl. ted, in which case the
establishment having taken such
decisions is to be considered to be the
main establishment;

Council Mandate

carried out or a-stable-infrastructure-from
wwhere the business is managed;

Draft agreement

14

Article 2(6),
141 6. “electronic evidence’ means evidence 6. electronic information’ means 6. “electronic evidence’ means evidence
stored in electronic form by or on behalf subscriber data, traffic data, or content stored in electronic form by or on behalf of
of a service provider at the time of receipt | data lawfully stored by a service provider | a service provider at the time of receipt of
of a production or preservation order at the time of the issuing of a European a production or preservation order
certificate, consisting in stored subscriber | Production or Preservation order, that is certificate, consisting in stored subscriber
data, access data, transactional data and requested for the purpose of serving as data, access data, transactional data and
content data; evidence during the investigation, content data;
prosecution and court proceedings
relating to a criminal offence in a
Member State, in accordance with
national law;,
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 2(7)

142

7. “subscriber data’ means any data
pertaining to:

7. ‘subscriber data’ means any data,
collected in the normal course of
business, pertaining to the provided name,
date of birth, postal or geographic
address, billing and payment data,
telephone number, or email address
identifying the subscriber or customer as
well as the type of service provided and
the duration of the contract with the
service provider, which is strictly
necessary for the sole purpose of
identifying the user of the service;

7. “subscriber data’ means any data
pertaining to:

Article 2(7), point a

143

a) the identity of a subscriber or customer
such as the provided name, date of birth,
postal or geographic address, billing and
payment data, telephone, or email;

a) the identity of a subscriber or customer
such as the provided name, date of birth,
postal or geographic address, billing and
payment data, telephone, or email;

Article 2(7), point b

144 b) the type of service and its duration bthe sopeofcepresandsi-duraton b) the type of service and its duration
including technical data and data sneludins—technteal-data-and-data including technical data and data
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Commission Proposal

identifying related technical measures or
interfaces used by or provided to the
subscriber or customer, and data related to
the validation of the use of service,
excluding passwords or other
authentication means used in lieu of a
password that are provided by a user, or
created at the request of a user;

EP mandate

Council Mandate

identifying related technical measures or
interfaces used by or provided to the
subscriber or customer, and data related to
the validation of the use of service,
excluding passwords or other
authentication means used in lieu of a
password that are provided by a user, or
created at the request of a user;

Draft agreement

Article 2(8)

145

8. “access data’ means data related to the
commencement and termination of a user
access session to a service. which 1s
strictly necessary for the sole purpose of
identifying the user of the service, such as
the date and time of use, or the log-in to
and log-off from the service, together with
the IP address allocated by the internet
access service provider to the user of a
service, data identifying the mnterface used
and the user ID. This includes electronic
communications metadata as defined in
point (g) of Article 4(3) of [Regulation
concerning the respect for private life and
the protection of personal data in
electronic communications];

8. ‘traffic data’ means data collected in the
normal course of business related to: the

% - L 'ah ig
to-f-Serviee i

8. “access data’ means data related to the
commencement and termination of a user
access session to a service, which is
strictly necessary for the sole purpose of
identifying the user of the service, such as
the date and time of use, or the log-in to
and log-off from the service, together with
the IP address allocated by the internet
access service provider to the user of a
service, data identifying the interface used
and the user ID. This includes electronic
communications metadata as defined in
point (gc) of Article 4(3) of [Regulation
concerning the respect for private life and
the protection of personal data in
electronic communications];

Article 2(8), point a
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Commission Proposal

EP mandate

(a) the type of service provided and its
duration where it concerns technical data
and data identifying related technical
measures or interfaces used by or
provided to the subscriber or customer,
and data related to the validation of the
use of the service, excluding passwords or
other authentication means used instead
of a password that are provided by a user,
or created at the request of a user;

Council Mandate Draft agreement

Provisional agreement 3™
trilogue20/05/2021:

[DELETED]

Article 2(8), point b

147

(b) the commencement and termination
of a user access session to a service, such
as the date and time of use, or the log-in
to, and log-off from the service;

Provisional agreement 3" trilogue
20/05/2021:

[DELETED]

Article 2(8), point ¢

148

(c) electronic communications metadata
as processed in an electronic
communications network for the
purposes of transmitting, distributing or
exchanging electronic communications
content, including data used to trace and
identify the source and destination of a
communication, data on the location of
the terminal equipment processed in the
context of providing electronic
communications services, and the date,
time, duration and the type of
communication;

Provisional agreement 3™ trilogue
20/05/2021:

[DELETED]

Article 2(9)
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

149 9. “transactional data” means data related 9. “transactional data’ means data related
to the provision of a service offered by a th - £ ce offered b
service provider that serves to provide fo the provision of a service otiered by a
context or additional information about service prowdgt that serves tolprowde
such service and is generated or processed context ot add.ltlo_rnal .
by an information system of the service such service and is generated or processed
provider, such as the source and by an information system of the service
destination of a message or another type prov.ld.mj, uch % fhe source aad
of interaction, data on the location of the fii; ination of a message or a_nother type of
device, date, time, duration, size, route, :intmctn;; d:t:]on dt.he tliocatu_m Ofoﬂ‘l;:
format, the protocol used and the type of fewcet, th ©, X e luraedon, ;‘:': ronte, £
compression, unless such data constitutes com: éssie pr(l)n;.l(:s’s us i 2 ta Ce typ:u:’es
access data. This includes electronic P on.,T . ;
communications metadata as defined in access da_ta. . includes electronic .
point (g) of Article 4(3) of [Regulation commy umcatlons.metadata as deﬁned.m
concerning the respect for private life and point (gc) of Asticle 4(3) of [R cgu l?twn
the protection of per 1 data in concerning the respect for private life and
electronic <o ications]: the protection of personal data in

’ electronic communications];

Article 2(10)

150 10. ‘content data’ means any stored data in | 10. ‘content data’ means #he stored datain | 10. ‘content data’ means any stored data in
a digital format such as text, voice, videos, | a digital format by the service provider a digital format such as text, voice, videos,
images, and sound other than subscriber, such as text, voice, videos, images, and images, and sound other than subscriber,
access or transactional data; sound other than subscriber or fraffic data; | access or transactional data;
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

+ The following recital by the PCY
15/03/2021 as amended by the Rapporteur
18/03/2021:

(xx) With regard to content data, this
Regulation does not allow the-unauthorised
nsteiat oo % >

evice t} 1l
any access to any data beyond data related

to the services offered to the user by the
service provider.

Article 2(11)

151

11. “information system’ means
information system as defined in point (a)
of Article 2 of Directive 2013/40/EU of
the European Parliament and of the
Council®?;

20 Directive 2013/40/EU of the European
Parliament and of the Council of 12
August 2013 on attacks against
information systems and replacing
Council Framework Decision
2005/222/THA (OJ L 218, 14.8.2013, p.
8).

Article 2(12)

152

12. “issuing State’ means the Member
State in which the European Production
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Commission Proposal

Order or the European Preservation Order
1s 1ssued:

EP mandate

Council Mandate

Draft agreement

Article 2(12a)
153 (12a) "issuing authority’ means the
authority in the issuing State, competent
in the case concerned, to issue the
European Production Order or European
Preservation Order;
Article 2(13)
154 13. “enforcing State’ means the Member 13. “executing State’ means the Member 13. “enforcing State’ means the Member

State 1n which the addressee of the
European Production Order or the
European Preservation Order resides or is
established and to which the European
Production Order and the European
Production Order Certificate or the
European Preservation Order and the
European Preservation Order Certificate
are transmitted for enforcement;

State in which the service provider is
established or legally represented and to
which the European Production Order and
the European Production Order Certificate
or the European Preservation Order and
the European Preservation Order
Certificate are transmitted for notification
and enforcement of the order in
accordance with this Regulation;

State in which the addressee of the
European Production Order or the
European Preservation Order resides or 1s
established and to which, if necessary, the
European Production Order and the
European Production Order Certificate or
the European Preservation Order and the
European Preservation Order Certificate
are transmitted for enforcement;

Article 2(14)

155

14. “enforcing authority’ means the
competent authority in the enforcing State
to which the European Production Order
and the European Production Order

14. “executing authority’ means the
competent authority in the executing State
to which the European Production Order
and the European Production Order

14. “enforcing authority’ means the
competent authority in the enforcing State
to which the European Production Order
and the European Production Order

Presidency proposal 20/06/2022-

14. “enforcing authority’ means, in
accordance with its national law, the
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Certificate or the European Preservation
Order and the European Preservation
Order Certificate are transmitted by the
issuing authority for enforcement;

Certificate or the European Preservation
Order and the European Preservation
Order Certificate are transmitted by the
issuing authornity for notification and
enforcement of the order in accordance
with this Regulation; where provided by

national law, the executing authority may

be a court authority in the executing
State;

Certificate or the European Preservation
Order and the European Preservation
Order Certificate are transmitted by the
issuing authority for enforcement;

competent authority in the enforcing State
to which the European Production Order
and the European Production Order
Certificate or the European Preservation
Order and the European Preservation Order
authority for notification and enforcement
of the order in accordance with this

Regulation;

Article 2(15)

156

15. “emergency cases’ means situations
where there is an imminent threat to life or
physical integrity of a person or to a
critical infrastructure as defined n Article
2(a) of Council Directive 2008/114/EC?.

2! Council Directive 2008/114/EC of 8
December 2008 on the identification and
designation of European critical
infrastructures and the assessment of the

15. “emergency cases’ means situations
where there is an imminent threat to life or
physical integrity of a person este-a

15. “emergency cases’ means situations
where there is an imminent threat to life or
physical integnity of a person or to a
critical infrastructure as defined in Article
2(a) of Council Directive 2008/114/EC?!.

2! Council Directive 2008/114/EC of 8
December 2008 on the identification and
designation of European critical
infrastructures and the assessment of the

need to improve their protection (OJ L need to improve their protection (OJ L
34523.12.2008. p 75). 34523-12.2008-p-75)- 34523.12.2008. p 75).
Article 3
157 Article 3
Scope
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

or legally represented in one of these
Member States.

Article 3(1)
158 1. This Regulation applies to service 1. This Regulation applies to Member 1. This Regulation applies to service Presidency proposal 20/06/2022:
providers which offer services in the States and service providers, offering providers which offer services in the Thi . . .
Union. services in one or more Member States Union. L N gl ) Imﬂﬁu LS ;
bound by this Regulation and established IU 5 ces

European Production Orders may only be
issued for criminal proceedings, both
during the pre-trial and trial phase. The
Orders may also be 1ssued in proceedings
relating to a criminal offence for which a
legal person may be held lable or
punished in the issuing State.

European Preservation Orders may only
be 1ssued in the framework and for the
purposes of criminal proceedings, both
during the pre-trial and trial phase. The
Orders may also be issued in proceedings
relating to a criminal offence for which a
legal person may be held liable or
punished in the issuing State.

European PreduettesPreservation Orders
may only be issued for criminal
proceedings, ¢ t
tssal-phase and for the execution of
custodial sentences or detention orders
that were not rendered in absentia in
case the convict absconded from justice.
The Orders may also be issued in
proceedings relating to a criminal offence
for which a legal person may be held liable
or punished 1n the issuing State.

Article 3(1a)
159 1a. This Regulation shall not apply to 1a. The Regulation shall not apply to Provisional agreement 6th trilogue
proceedings initiated by the issuing proceedings initiated by the issuing 14/06/2022:
authority for the purpose of providing authority for the. purpose of pron.dmg [0 ¢ T o e g
mutual legal assistance to another mutual legal assistance to another T T
4 7 . M g i . a . qe
Member State or a third country Tember State or a third country authority for the purpose of providing
mutual legal assistance to another
Member State or a third country.
Article 3(2)
160 2. The European Production Orders and 2. The European Production Orders and 2. The European Production Orders and Presidency proposal 20/06/2022:

The European Production Orders and
European Preservation Orders may only
be issued in the framework and for the
purposes of criminal proceedings, ﬂand
for the execution of custodial sentences
or detention orders that were not
rendered in absentia in case the convict
absconded from justice/| The Orders
may also be issued in proceedings
relating to a criminal offence for which a
legal person may be held liable or
punished in the issuing State.

Commented [HC8]: Presidency 29/06/2022 : in the light of
the 28 June trilogue, could be accepted by EP in the context
of a general agreement
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 3(3)

161

3. The Orders provided for by this
Regulation may be issued only for data
pertaining to services as defined in Article

subscriber data and access data may be
issued by:

obtaining subscriber data and IP
addresses for the sole purpose of
determining the identity of specific
persons with a direct link to the specific
proceedings referred to in Article 3(2)
may be 1ssued by:

subscriber data and access data may be
1ssued by:

2(3) offered in the Union.
Chapter Il
162 Chapter 2: European Production

Order, European Preservation Order

and Certificates
Article 4
163 Article 4

Issuing authority

Article 4(1)
164 1. A European Production Order for 1. A European Production Order for 1. A European Production Order for Provisional agreement 6th trilogue

14/06/2022:

1. A European Production Order for
obtaining subscriber data and for
obtaining [other]data requested for the
sole purpose of identifving the user, as
defined in Article 2 (8) may be issued by :

Article 4(1), point a

165 a) a judge. a court, an investigating judge | a) a judge, a court, an investigating judge a) a judge, a court, an investigating judge Presidency proposal 03/06/2022:
or prosecutor competent in the case or a public prosecutor competent in the or prosecutor competent in the case
concerned; or case concemned; or concerned; or
10881/22 MiC/vj 101
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

a) a judge, a court, an investigating judge
or a public prosecutor competent in the
case concerned; or
Article 4(1), point b
166 b) any other competent authority as b) any other competent authority as b) any other competent authority as Presidency proposal 03/06/2022:
defined by the issuing State which, inthe | defined by the issuing State which, in the defined by the issuing State which, in the b) any other competent authority as defined
specific case, 1s acting in its capacity as an | specific case, is acting in its capacity as an | specific case, 1s acting 1n its capacity as an by the issuing State which, in the specific
investigating authority in criminal investigating authority in criminal investigating authority in criminal case, is acting in its capacity as an
procegdings wnh competence to order Fhe procegdings wiFh competence to order Flle proceefiings w1th competence to order Fhe investigating authority in criminal
gatl_lermg of ezndence in accordance \_mth gatpenng of evidence in accordance Wlth gathmng of evidence in accordance ‘Tmh proceedings with competence to order the
national law. Such European Production national law. Such European Production national law. Such European Production gathering of evidence in accordance with
Order shall be validated, after examination | Order shall be validated, after examination | Order shall be validated, after examination | poe 112w Such European Production
of its conformity with the conditions for of its conformity with the conditions for of its conformity with the conditions for Order shall be validated, after examination
issuing a European Production Order issuing a European Production Order issuing a European Production Order of its conformity with the conditions for
under this Regulation, by a judge, a court, | under this Regulation, by a judge, a court, | under this Regulation, by a judge. a court, issuing a European Production Order under
an investigating judge or a public an investigating judge or a public an investigating judge or a public this Regulation, by a judge. a court, an
prosecutor in the issuing State. prosecutor in the issuing State. prosecutor in the issuing State. investigating judge or @ public prosecutor
in the issuing State.
Additional Rapporteur proposal
22/06/2022:
Where, in accordance with national law,
the execution of a European Production
Order for obtaining subscriber data and
for obtaining [other] data requested for
the sole purpose of identifyving the user, as
defined in Article 2 (8) requires the
procedural involvement of a court,
Member States may make a declaration to
the General Secretariat of the Council
and the Commission, clarifying that
where such an order is addressed to a
service provider or its legal representative
on its territory, it must be issued by an
10881/22 MiC/vj 102
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

authority as defined in paragraph 2 of
this Article.

Article 4(2)

167

2. A European Production Order for
transactional and content data may be
issued only by:

2. A European Production Order for traffic
and content data may be 1ssued only by:

2. A European Production Order for
transactional and content data may be
issued only by:

Provisional agreement 6th trilogue
14/06/2022:

2. A European Production Order for traffic
data, except for data requested for the sole
purpose of identifving the user as defined
in Article 2 (8), and for content data may
be issued only by :

Article 4(2), point a

168

a) a judge, a court or an investigating
judge competent in the case concerned: or

Article 4(2), point b

169

b) any other competent authority as
defined by the issuing State which, in the
specific case, 1s acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order
under this Regulation, by a judge, a court
or an investigating judge in the issuing
State.
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Commission Proposal

Article 4(3)

EP mandate

Council Mandate

Draft agreement

170

3. A European Preservation Order may be
issued by:

3. A European Preservation Order for all
data categories may be issued by:

3. A European Preservation Order may be
1ssued by:

Provisional agreement 6th trilogue
14/06/2022:

3. A European Preservation Order for all
data categories may be issued by:

Article 4(3), point a

171

a) a judge, a court, an investigating judge
or prosecutor competent in the case
concerned; or

a) a judge, a court, an investigating judge
or a public prosecutor competent in the
case concemned; or

a) a judge, a court, an investigating judge
or prosecutor competent in the case
concerned; or

Presidency proposal 03/06/2022:

a) a judge, a court, an investigating judge
or a public prosecutor competent in the
case concerned; or

Article 4(3), point b

172 b) any other competent authority as b) any other competent authority as b) any other competent authority as Presidency proposal 03/06/2022:
defined by the issuing State which, in the | defined by the issuing State which, in the defined by the issuing State which, in the b) any other competent authority as defined
specific case, 1s acting in its capacity as an | specific case, is acting in its capacity as an | specific case, 1s acting 1n its capacity as an by the issuing State which. in the specific
investigating authority in criminal investigating authority in criminal investigating authority in criminal case, is acting in its capacity as an
proceedings with competence to order the | proceedings with competence to order the | proceedings with competence to order the investigating authority in criminal
gatl_len'.ng of ez.'idence in accordance wi_th gatpering of evidence in accordance wi_th gat!len'ng of evidence in accordance wi_th proceedings with competence to order the
national law. Such European Preservation | national law. Such European Preservation | national law. Such European Preservation gathering of evidence in accordance with
Order shall be validated, after examination | Order shall be validated, after examination | Order shall be validated, after examination | poe 192w Such European Preservation
of its conformity with the conditions for of its conformity with the conditions for of its conformity with the conditions for Order shall be validated, after examination
issuing a European Preservation Order issuing a European Preservation Order issuing a European Preservation Order of its conformity with the conditions for
under this Regulation, by a judge, a court, | under this Regulation, by a judge, a court, under this Regulation, by a judge. a court, issuing a European Preservation Order
an investigating judge or a prosecutor in an investigating judge or a public an investigating judge or a prosecutor in under this Regulation. by a judge, a court,
the issuing State. prosecutor in the issuing State. the i1ssuing State. an investigating judge or a public
prosecutor in the issuing State.
Article 4(4)
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173

4. Where the Order has been validated by
a judicial authority pursuant to paragraphs
1(b). 2(b) and 3(b). that authority may also
be regarded as an issuing authority for the
purposes of transmission of the European
Production Order Certificate and the
European Preservation Order Certificate.

Article 4(5)

174

5. In validly established emergency
cases, the authorities mentioned under
paragraphs 1(b) and 3(b) may issue the
respective Order for subscriber and
access data, without prior validation if
the validation cannot be obtained in
time and if these authorities could issue
the Order in a similar domestic case
without validation. The issuing
authority shall seek validation ex-post
without undue delay, at the latest within
48 hours. Where such ex-post validation
is not granted the issuing authority shall
withdraw the Order immediately and
shall, in accordance with its national
law, either delete any data that was
obtained or ensure that the data are not
used as evidence.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 4(6)
175 6. Each Member State may designate Provisional agreement 6th trilogue
one or more central authority 14/06/2022:
responsible for the administrative 6. Each Member Stat fesi
transmission of Certificates, Orders and 3 ertral < ¢h S. .
notifications, the receipt of data and fme ar Illoill'e cen a;l o .
notifications as well as transmission of m:::ftchz:ﬁﬁc tr(a)h“;:“ and
other official correspondence relating to tifi m‘ the N tofda, ta and
the Certificates or Orders. potrications, receip o
notifications as well as transmission of
other official correspondence relating to
the Certificates or Orders.
Article 5
176 Article 5
Conditions for issuing a European
Production Order
Article 5(1)
177 1. An issuing authority may only issue a
European Production Order where the
conditions set out in this Article are
fulfilled.
Article 5(2)
178 2. The European Production Order shall 2. The European Production Order shall be | 2. The European Production Order shall be | Provisional agreement 6th trilogue
be necessary and proportionate for the necessary and proportionate for the necessary and proportionate for the 14/06/2022:
purpose of the proceedings referred to in purpose of the proceedings referred to in purpose of the proceedings referred to in .
Article 3 (2) and may only be i1ssued if a Article 3 (2), taking into account the Article 3 (2) and may only be issued if a 2. The Eu!z:m Wmmm be
similar measure would be available for the | rights of the person concerned. It may similar measure would be available for the of) thel ¥ lines referred to in
only be issued if it could have been purpose B 5
Article 3 (2) taking into account the rights
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Commission Proposal

same criminal offence 1n a comparable
domestic situation in the 1ssuing State.

EP mandate

ordered under the same conditions in a
similar domestic case , where there are
sufficient reasons to believe that a crime
has been committed, where it is grave
enough to justify the cross-border
production of the data and where the
requested information is relevant for the
investigation. It shall be limited to data of
specific persons with a direct link to the
specific proceedings referred to in Article

3(2).

Council Mandate

same criminal offence in a comparable
domestic situation in the 1ssuing State.

Draft agreement

of the suspected or accused person. It may
only be issued if it could have been ordered
under the same conditions in a similar
domestic case.

+ Presidency proposal 11/06/2022 for
recital 29, line 53

Article 5(3)

179

3. European Production Orders to produce
subscriber data or access data may be

3. A European Production Order for
obtaining subscriber data or IP addresses

3. European Production Orders to produce
subscriber data or access data may be

Rapporteur proposal 07/06/2022:
3. European Production Orders to produce

issued for all criminal offences. for the sole purpose of determining the 1ssued for all criminal offences and for -

identity of specific persons with a direct the execution of a custodial sentence or e o dat.a r.equestedfar =

link to the specific proceedings referred a detention order of at least 4 months. ;alep 'Z’faifr;[ ;deznns[ymg ﬂt'; "‘ss:e;sf

to in Article 3(2) may be issued for all e_ﬁne m e i o

iminal offences. all criminal offences [[and for the
execution of a custodial sentence or a
detention order of at least 4 monthsﬂ/-
Article 5(4)

Commented [HC9]: Presidency 29/06/2022: in the light of
the 28 June trilogue, the EP could agree on this line in the
context of a general agreement

180

4. European Production Orders to produce
transactional data or content data may
only be issued

4. A European Production Order to
produce traffic data or content data may
only be 1ssued for criminal offences
punishable in the issuing State by a
custodial sentence of a maximum of at
least 3 years.

4. European Production Orders to produce
transactional data or content data may only
be issued

Provisional agreement 6th trilogue
14/06/2022:

Production Orders to
traffic data, except for data requested for
the sole purpose of identifying the user as
defined in Article 2 (8), or content data

shall only be issued

Commented [HC10]: Presidency 30/06/2022 : adjustment
of the numbers of paragraphs

Article 5(4), point a
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Commission Proposal

a) for criminal offences punishable in the
issuing State by a custodial sentence of a
maximum of at least 3 years, or

EP mandate

Council Mandate

a) for ciminal offences punishable in the
issuing State by a custodial sentence of a
maximum of at least 3 years, or

Draft agreement

Provisional agreement 6th trilogue
14/06/2022:

a) for criminal offences punishable in the
issuing State by a custodial sentence of a
maximum of at least 3 years, or

Article 5(4), point b

182

b) for the following offences. if they are
wholly or partly committed by means of
an information system:

whelly-espariiy-committed-by fan

b) for the following offences, if they are
wholly or partly committed by means of an
information system:

Provisional agreement 6th trilogue
14/06/2022:

b) for the following offences, if they are

wholly or partly committed by means of an

Article 5(4), point b, paragraph 1

183

- offences as defined in Articles 3.4 and 5
of the Council Framework Decision
2001/413/JTHA>*;

22 Council Framework Decision
2001/413/THA of 28 May 2001 combating
fraud and counterfeiting of non-cash
means of payment (OJ L 149, 2.6.2001, p.

1).

eftheC Eramewerke D
m;‘i
P Eaits £ L
aua-ana F-oTROR-eash

- offences as defined in Articles 3, 4 and 5
of the Council Framework Decision
2001/413/THA**;

22 Council Framework Decision
2001/413/THA of 28 May 2001 combating
fraud and counterfeiting of non-cash
means of payment (OJ L 149, 2.6.2001, p.

1).

Provisional agreement 6th trilogue
14/06/2022:

- offences as defined in Articles 3. 4, 5, 6,
7 and 8 of the Directive (EU) 2019/713 of
the European Parliament and of the
Council.

Article 5(4), point b, paragraph 2

184 - offences as defined in Articles 3 to 7 of | —effenees-as-definedsn-Asiteles3-te—7-of - offences as defined in Articles 3to 7 of | Provisional agreement 6th trilogue
Directive 2011/93/EU of the European Direetsve201 103U of the- European Directive 2011/93/EU of the European 14/06/2022:
Parliament and of the Council®: Rasliament-and-of the-Council: Parliament and of the Council®*;
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Commission Proposal

% Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision
2004/68/THA (OJ L 335, 17.12.2011. p.
1).

EP mandate

Council Mandate

2 Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pomography, and replacing
Council Framework Decision
2004/68/THA (OJ L 335, 17.12.2011, p. 1).

Draft agreement

Article 5(4), point b, paragraph 3

185

- offences as defined in Articles 3 to 8 of
Directive 2013/40/EU, of the European
Parliament and of the Council;

- offences as defined in Articles 3 to 8 of
Directive 2013/40/EU, of the European
Parliament and of the Council;

Article 5(4), point c

II‘] “ 'I

186 c) for criminal offences as defined in oHforermunal-offoneesardafinadn c) for criminal offences as defined in
Article 3 to 12 and 14 of Directive (EU) Astsele3-to12-and14-of Dircctive(ELS Article 3 to 12 and 14 of Directive (EU)
2017/541 of the European Parliament and 017/541 of the EuropeanRarhiament-and 2017/541 of the European Parliament and
of the Council**. of the Council**.
% Directive (EU) 2017/541 of the % Directive (EU) 2017/541 of the
European Parliament and of the Council of European Parliament and of the Council of
15 March 2017 on combating terrorism 15 March 2017 on combating terrorism
and replacing Council Framework and replacing Council Framework
Decision 2002/475/JHA and amending Decision 2002/475/JHA and amending
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Commission Proposal

Council Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).

EP mandate

Council Mandate

Council Decision 2005/671/THA (OJ L 88,

31.3.2017, p. 6).

Draft agreement

2002/475/JHA and amending Council
Decision 2005/671/JTHA (OJ L 88,
31.3.2017. p. 6).

Article 5(4), point d

1

Commented [HC11]: Presidency: in the light of the 28
June trilogue, the EP could agree on this line in the context of
a general agreement

187 d) for the execution of a custodial Presidmcy})roposal @3/06/2022: _——1
;ent‘ence (:lrl a.detenhl;)? orde.r C'lf alt least Y ion of a custodial sentence
‘;,;“ HROUANS ¥p 1:5: or :‘x('u;ua:) d ora tion order of at least four months
e st 000t .03 s o i fences ps
point (a), (b) and (c) of this paragraph: |
Article 5(4a)
188 4a. European Production Orders to Presidency proposal 20/06/2022:
produce traffic data or content data may
also be issued for the following offences: Lol
Article 5(4a), point a
189 (a) for the following offences if they are Presidency proposal 20/06/2022:
wln.)lb' or pn.rtly committed by means of [DELETED]
an information system,
Article 5(4a), point a, line 1
190 —offences as defined in Articles 3, 4 and 5 Presidency proposal 20/06/2022:
of the Council Framework Decision
2001/413/JHA; Lol
Article 5(4a), point a, line 2
191 — offences as defined in Articles 3 to 8 of Presidency proposal 20/06/2022:
irective 2\ 7 7.
Directive 2013/40/EU; [DELETED]
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Commission Proposal

Article 5(4a), point b

EP mandate

Council Mandate

Draft agreement

192 (b) for criminal offences as defined in Presidency proposal 20/06/2022:
Article 3 to 12 and 14 of Directive (EU)
2017/541; [DELETED]

Article 5(4a), point ba

193 (ba) for criminal offences as defined in Presidency proposal 20/06/2022:

. P -

Articles 3 to 7 of Directive 2011/93/EU; [DELETED]

Article 5(5)

194 5. The European Production Order shall 5. The European Production Order shall 5. The European Production Order shall Presidency proposal 20/06/2022:

include the following information: include the following information: include the following information: 5 The E Production Order shall
include the following information:

Article 5(5), point a

195

a) the issuing and, where applicable, the
validating authority;

a) the issuing and, where applicable, the
validating authority; for raffic and
content data and where the issuing State
is subject to a procedure referred to in
Article 7(1) or 7(2) of the Treaty on
European Union, information on the
special procedure as referred to in Article
9 (2a) of this Regulation;

a) the 1ssuing and, where applicable, the
validating authority;

Praidency})ropasad 29/06/2022: |
[DELETE]

1

Commented [HC12]: Presidency : in the light of the 28
June trilogue, it could be accepted by EP in the context of a
general agreement

Article 5(5), point b

196 b) the addressee of the European
Production Order as referred to in Article
7.
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Commission Proposal

Article 5(5), point ¢

EP mandate

Council Mandate

Draft agreement

197

c) the persons whose data 1s being
requested, except where the sole purpose
of the order is to identify a person;

c) the individually identifiable persons, or
where the sole purpose of the order is to
identify a person, any other unique
identifier such as user name or Login ID);

c) the user, except where the sole
purpose of the order is to identify the
user, or any other unique identifier such
as user name, ID or account name to
determine the data that are being
sought, p hese-date+ 4

date5-bens

the-orderisto-identify-a-person:

Presidency proposal 20/06/2022 -

c) the user, except where the sole
purpose of the order is to identify the
user, or any other unique identifier such
as user name, login ID or account name
to determine the data that are being

sought:

Article 5(5), point d

198

d) the requested data category (subscriber
data, access data, transactional data or
content data);

d) the requested data category (subscriber
data, fraffic data or content data);

d) the requested data category (subscriber
data, access data, transactional data or
content data);

Presidency proposal 20/06/2022 :

d) the requested data category as
defined in Article 2 paragraphs 7 to 10 ;

Article 5(5), point e

199

e) if applicable, the time range requested
to be produced;

e) the time range requested to be produced,
tailored as narrowly as possible;

e) if applicable, the time range requested to
be produced;

Presidency proposal 24/06/2022 :

e) if applicable, the time range requested
to be produced;

Article 5(5), point f

200

f) the applicable provisions of the criminal
law of the issuing State;

Article 5(5), point g

201 g) in case of emergency or request for g) in case of emergency, the duly justified | g) in case of emergency or request for Presidency proposal 24/06/2022:
earlier disclosure, the reasons for it; reasons for it; earlier disclosure, the reasons for it;
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

g) in case of emergency [or request for
earlier disclosure], the reasons for it.

Article 5(5), point h

202

h) in cases where the data sought is stored
or processed as part of an infrastructure
provided by a service provider to a
company or another entity other than
natural persons, a confirmation that the
Order 1s made 1n accordance with
paragraph 6;

h) in cases where the data sought is stored
or processed as part of an infrastructure
provided by a service provider to a
company or another entity other than
natural persons, a confirmation that the
Order 1s made 1n accordance with
paragraph 6;

Presidency proposal 24/06/2022:

h) in cases where the European Production
Order is directly addressed to the service
provider, pracessing the data on behalf
of the data controller, a confirmation that
the Order is made in accordance with
paragraph 6;

Article 5(5), point i

Commented [HC13]: Presidency : to enable notification
cases to better evaluated See line 254

203 1) the grounds for the necessity and 1) the grounds for the necessity and 1) the grounds for the necessity and Presidency proposal 20/06/2022:
proportionality of the measure. proportionality f’f the measure, taking due | proportionality of the measure. ) the for the necessity and
account of the impact of the measure on & itv of the measure in
the fundamental rights of the specific proportio f) icle '
persons whose data is sought and the P " o)
seriousness of the offence. Presidency additional iogosal
29/06/2022
J) a summary description of the case. |
Article 5(6)
204 6. In cases where the data sought is stored | é—Ja-easeswhere-the-dataseusghissstered | 6. In cases where the data sought is stored | Presidency proposal 24/06/2022 :
or pr_ocessed as part of an igfrasuucture er—preeessed—as—paﬂ—ef—an—mﬁfas&uem or pf.ocessed as part of an ipﬁasnucnne 6. European Production Orders shall be
provided by a service provider to a provided-by-aservee-providesrtoa provided by a service provider to a . . 5
- ™ e - addressed to service providers, acting as
company or another entity other than PRET-OF entity-otherthan company or another entity other than . 3
. 1 g Do . data controllers, in accordance with
natural persons, the European Production 1 —ln = natural persons, the European Production Reculati 2016/679.
Order may only be addressed to the desmay-only-be-addressed-to-thesersvtee | Order may only be addressed to the service egulation (EU) .
service provider where investigatory providerwherevesSatoryHeastires provider where investigatory measures As an exception, where the data is stored
measures addressed to the company or the | eddressed-te-th mpany-or-the-enitty-are | addressed to the company or the entity are | or processed as part of an infrastructure
entity are not appropriate, in particular provided by a service provider to a data
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

because they might jeopardise the
investigation.

not appropriate, in particular because they
might jeopardise the investigation.

controller other than natural persons, the
European Production Order may be
directly addressed to the service provider,
processing the data on behalf of the
controller, where:

- the data controller cannot be identified
despite reasonable efforts on the part of
the issuing authority, or

- a European Production Order or other
request for the data addressed to the
company might be detrimental to the
investigation.

6a. In accordance with Regulation (EU)
2016/679, the data processor, storing or
processing the data on behalf of the
controller, shall inform the data
controller about the production of the
data unless the issuing authority has
requested the service provider to refrain
from informing the data controller, for as
long as necessary and proportionate, in
order not to obstruct the relevant criminal
proceedings. In this case, the issuing
authority shall indicate [in the case
file/order] the reasons for the delay.

Article 5(6a)

205

6a. A European Production Order to
produce data stored or processed as
part of an infrastructure provided by a
service provider to a public authority
may only be issued if the public

Presidency proposal 24/06/2022 -

6b. Where the data is stored or processed as
part of an infrastructure provided by a
service provider to a public authority, a
European Production Order may only be
issued where the public authority for which
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

authority for which the data is stored or
processed is in the issuing State.

the data i1s stored or processed is in the
issuing State.

6¢c. In cases where the data is stored or
processed by a service provider as part of an
infrastructure, provided to professionals
protected by professional privilege, in their
business capacity, which stores data
protected by a professional privilege under
the law of the issuing State, a European
Production Order to produce traffic data
except for data requested for the sole
purpose of identifying the user as defined in
Article 2(8) and content data may only be
issued :

- where the privileged professional resides
in the issuing State, or

- where a European Production Order or
other request for the data addressed to the

privileged  professional might be
detrimental to the investigation, or
- where the privileges were waived in
accordance with the applicable law.
Article 5(7), paragraph 1
206 7. If the issuing authority has reasons to 7. If the 1ssuing authority has reasons to 7 X£ In cases where the Order concerns
believe that, transactional or content data | believe that data requested 1s protected by | transactional data and where the issuing
requested 1s protected by immunities and immunities and privileges granted under authority has seasess-reasonable
privileges granted under the law of the the law of the Member State where the
Member State where the service provider | service provider is addressed or under the
10881/22 MiC/vj 115
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Commission Proposal

1s addressed, or its disclosure may impact
fundamental interests of that Member
State such as national security and
defence, the 1ssuing authority has to seek
clarification before 1ssuing the European
Production Order, including by consulting
the competent authorities of the Member
State concemed, either directly or via
Eurojust or the European Judicial
Network. If the 1ssuing authority finds that
the requested access, transactional or
content data 1s protected by such
immunities and privileges or its disclosure
would impact fundamental interests of the
other Member State. it shall not issue the
European Production Order.

EP mandate

law of the Member State where the
person whose data is sought resides or is
bound by an obligation of professional
secrecy or lawyer-client privilege, or its
disclosure may impact fundamental
mnterests of that Member State such as
national security and defence, the issuing
authonty shall seek clarification before
issuing the European Production Order,
including by consulting the competent
authorities of the Member State concerned,
either directly or via Eurojust or the
European Judicial Network in criminal
matters. Where the issuing authority finds
that the requested data 1s protected by such
immunities and privileges or its disclosure
would impact fundamental interests of the
other Member State, the issuing authority
shall not 1ssue the European Production
Order.

Council Mandate

grounds to believe that transactional-es
eentent

Draft agreement

Article 5(7), paragraph 1, point a

207

a) the person whose data are sought is
not residing on the territory of the
issuing State, and

Presidency proposal 24/06/2022 :
[DELETE]

Article 5(7), paragraph 1, point b

208

b) the data requested is protected by
immunities and privileges granted under
the law of the Mambes Statewhese the
sesvree-providerts-addressed enforcing
State or it is subject in that Member
State to rules on determination and
limitation of criminal liability relating to

Presidency proposal 24/06/2022 :
[DELETE]
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Commission Proposal

EP mandate

Council Mandate

freedom of press and freedom of
expression in other media its disclosure
may impact fundamental interests of theat
Membesenforcing State such as national
security and defence,

Draft agreement

Article 5(7), paragraph 2

209

the 1ssuing authonity has to shall seek
clarification on the circumstances
referred to in point b) before issuing the
European Production Order, including by
consulting the competent authorities of the
Member enforcing State concemed, either
directly or via Eurojust or the European
Judicial Network. If the issuing authority
finds that the requested access,
transactional or content data is are
protected by such immunities and
privileges or rules on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media or its
disclosure would impact fundamental
interests of the other Member State such
as national security and defence, it shall
take these circumstances into account in
the same way as if they were provided
for under its national law and it shall not
issue or shall adapt the European
Production Order where necessary to give
effect to these grounds.

Presidency proposal 24/06/2022 :
[DELETE]

Article 5(8)
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Commission Proposal EP mandate Council Mandate Draft agreement
210 8. Where the power to waive the Presidency proposal 24/06/2022 :
privilege or immunity lies with an
authority of the enforcing State, the [DELETE]
issuing authority may request the
enforcing authority to contact the
competent authority to request it to
exercise its power forthwith. Where
power to waive the privilege or
immunity lies with an authority of
another Member State or a third
country or with an international
organisation, the issuing authority may
request the authority concerned to
exercise that power.
Article 6
211 Article 6
Conditions for issuing a European
Preservation Order
Article 6(1)
212 1. An issuing authority may only issue a 1. An issuing authority may only issue a 1. An issuing authority may only issue a Presidency proposal 24/06/2022 :
European Preservation Order where the European Preservation Order where the European Preservation Order where the — = <
conditions set out in this Article are conditions set out in this Article are conditions set out in this Article are e Mm S g
fulfilled fulfilled fulfilled. Article 5 (6a) shall apply e e
" ” ¢ ﬁ- tandi ? conditions set out in this Article are
mufahis mutands. fulfilled. Article 5 paragraph 6b shall
apply mutatis mutandis.
Article 6(2)
213 2. It may be 1ssued where necessary and 2. It may be 1ssued where necessary and 2. It may be 1ssued where necessary and Provisional agreement 6th trilogue
proportionate to prevent the removal, proportionate to prevent the removal, proportionate to prevent the removal, 14/06/2022:
10881/22 MiC/vj 118
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Commission Proposal EP mandate Council Mandate Draft agreement

deletion or alteration of data in view of a deletion or alteration of data in view of a deletion or alteration of data in view of a
subsequent request for production of this subsequent request for production of this subsequent request for production of this

data via mutual legal assistance, a data via mutual legal assistance, a data via mutual legal assistance, a
European Investigation Order or a European Investigation Order or a European Investigation Order or a
European Production Order. European European Production Order, taking into European Production Order. European
Preservation Orders to preserve datamay | account the rights of the person Preservation Orders to preserve data may
be 1ssued for all ciminal offences. concerned. European Preservation Orders | be issued for all criminal offences and for
to preserve data may be issued for all the execution of a custodial sentence or
criminal offences, if it could have been a detention order of at least 4 months.

ordered under the same conditions in a
similar domestic case in the issuing State,
where there are sufficient reasons to
believe that a crime has been committed,
where it is grave enough to justify the
cross-border preservation of the data and
where the requested information is
relevant for that investigation. It shall be
limited to data of specific persons with a
direct link to the specific proceedings
referred to in Article 3(2).

Article 6(3)

214 3. The European Preservation Order shall
include the following information:

Article 6(3), point a

215 a) the issuing and, where applicable, the
validating authority;

Article 6(3), point b
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216

b) the addressee of the European
Preservation Order as referred to in Article
T

Article 6(3), point c

217

c) the persons whose data shall be
preserved, except where the sole purpose
of the order is to identify a person;

c) the individually identifiable persons
whose data shall be preserved, or, where
the sole purpose of the order is to identify
a person, any other unique identifier such
as user name or Login ID;

c) the persens—whese-datats-betas
reguested user, except where the sole
purpose of the order is to identify a-pesson
the user, or any other unique identifier
such as user name, ID or account name
to determine the data that are being
sought;

Presidency proposal 20/06/2022 :

c) the user, except where the sole purpose
of the order is to identify the user, or any
other unique identifier such as user name,
login ID or account name to determine the
data that are sought.

Article 6(3), point d

218

d) the data category to be preserved
(subscriber data, access data, transactional
data or content data);

d) the data category to be preserved
(subscriber data, fraffic data or content
data);

d) the data category to be preserved
(subscriber data, access data, transactional
data or content data);

Presidency proposal 20/06/2022 :

d) the requested data category as
defined in Article 2 paragraphs 7 to 10;

Article 6(3), point e

219

e) if applicable, the time range requested
to be preserved;

e) the time range requested to be
preserved, tailored as narrowly as
possible;

e) if applicable, the time range requested to
be preserved;

Presidency proposal 24/06/2022 :

e) if applicable, the time range requested
to be preserved;

Article 6(3), point f

220

f) the applicable provisions of the criminal
law of the 1ssuing State;

Article 6(3), point g
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

221

g) the grounds for the necessity and
proportionality of the measure.

g) the grounds for the necessity and
proportionality of the measure, taking due
account of the impact of the measure on
the fundamental rights of the specific
persons whose data is sought and the
seriousness of the offence.

g) the grounds for the necessity and
proportionality of the measure.

Presidency proposal 20/06/2022:
1) the grounds for the necessity and
proportionality of the measure in
application of Article 5(2).

Article 6(3a)

222

3a. If the issuing authority has reasons to
believe that data requested is protected by
immunities and privileges granted under
the law of the Member State where the
service provider is addressed, or its
preservation may impact fundamental
interests of that Member State such as
national security and defence, the issuing
authority shall seek clarification before
issuing the European Preservation Order,
including by consulting the competent
authorities of the Member State
concerned, either directly or via Eurojust
or the European Judicial Network in
criminal matters. Where the issuing
authority finds that the requested data is
protected by such immunities and
privileges or its preservation would
impact fundamental interests of the other
Member State, the issuing authority shall
not issue the European Preservation
Order.

Article 6a

223

Article 6a

Presidency proposal 20/06/2022 :
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Commission Proposal EP mandate Council Mandate Draft agreement

Legal representative [DELETE]

Article 6a(1)

224 1. Service providers, offering services in Presidency proposal 20/06/2022 :
the J!en{ber States bound b\ lln.s [DELETE]

Regulation, but not established in the
Union, shall designate one legal
representative for receipt of, compliance
with and enforcement of European
Production Orders and European
Preservation Orders issued by the
competent authorities of the Member
States, for the purpose of gathering
electronic information in criminal
proceedings. The legal representative
shall be established in one of the Member
States (bound by this Regulation) where
the service provider offers its services.

Article 6a(2)

225 2. Service providers, offering services in Presidency proposal 20/06/2022 :
the J!en{ber States bol'md b): this [DELETE]

Regulation, but established in a Member
State not bound by this Regulation, shall
designate one legal representative for
receipt of, compliance with and
enforcement of European Production
Orders and European Preservation
Orders issued by the competent
authorities of the Member States, for the
purpose of gathering electronic
information in criminal proceedings. The
legal representative shall be established
in one of the Member States (bound by
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Commission Proposal EP mandate Council Mandate Draft agreement

this Regulation) where the service
provider offers its services.

Article 6a(3)

226 3. Service providers which are part of a Presidency proposal 20/06/2022 :
group shall be allowed to collectively
designate one legal representative. Lo

Article 6a(4)

227 4. The legal representative shall be Presidency proposal 20/06/2022 :
entrusted with the receipt, compliance ETE

and enforcement of those decisions and [DEL ]
orders on behalf of the service provider
concerned.

Article 6a(5)

228 5. Upon designation of the legal Presidency proposal 20/06/2022 :
representative, service providers shall

notify in writing that Member State where Lo
their legal representative is established.
The notification shall contain the
designation and contact details of its legal
representative as well as any changes
thereof.

Article 6a(6)

229 6. The notification shall specify the Presidency proposal 20/06/2022 :
official language(s) of the Union, as

referred to in Regulation 1/58, in which IDELETE]
the legal representative can be addressed.
This shall include, at least, one of the
languages accepted by the Member State
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Commission Proposal

EP mandate

where the legal representative is
established.

Council Mandate

Draft agreement

Article 6a

(7)

230

7. Information, notified to Member States
in accordance with this Article, shall be
made available on a dedicated internet
page of the European Judicial Network
in criminal matters. Such information
shall be regularly updated.

Presidency proposal 20/06/2022 :
[DELETE]

Article 6a

(8)

231

8. Member States shall ensure that the
designated legal representative can be
held liable for non-compliance with
obligations under this Regulation when
receiving decisions and orders, without
prejudice to the liability and legal actions
that could be initiated against the service
provider.

Presidency proposal 20/06/2022 :
[DELETE]

Article 6a

(9)

232

9. Member States shall lay down rules on
sanctions applicable to infringements
pursuant to this Article and shall take all
measures necessary to ensure that they
are implemented. The sanctions provided
Sfor shall be effective, proportionate and
dissuasive.

Presidency proposal 20/06/2022 :
[DELETE]

Article 7
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233 Article 7
Addressee of a European Production
Order and a European Preservation
Order
Article 7(1)
234 1. The European Production Order and the | 1. For the purpose of gathering electronic | 1. The European Production Order and the | Presidency proposal 24/06/2022 -
European Pl_'eservation Order shall be N information in cnjminal proceedings, the | European &ﬁmaﬁon Order shall be ) 1. The Production Order and the
addressed directly to a legal representative | European Production Order and the addressed directly to a legal representative ¥ .
- . : - - ; - European Preservation Order shall be
designated by the service provider for the | European Preservation Order shall be designated by the service provider for the .
purpose of gathering evidence in criminal | addressed directly and simultaneously: purpose of gathering evidence in criminal R
proceedings. proceedings. 1 e . id
to Directive XXXX/XXX.
Article 7(1), point a
235 a) to the main establishment of the service Presidency proposal 23/06/2022 -
provider, or, where applicable, its legal
representative in the executing State el
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings; and
Article 7(1), point b
236 b) to the executing authority. Presidency proposal 23/06/2022 -
[DELETE]
Article 7(1a)
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

237 1a. Member States shall ensure that any Presidency proposal 23/06/2022 -
service provider established on their
territory notifies that Member State in [DELETE]
writing of where its main establishment
is. The notification shall contain the
contact details, as well as any changes
thereof.
Article 7(1b)
238 1b. Information, notified to Member Presidency proposal 23/06/2022 :
States in accordance with paragraph 1a, ELETE]
shall be made available on a dedicated o
internet page of the European Judicial
Network in criminal matters. Such
information shall be regularly updated.

Article 7(2)

239 2. If no dedicated legal representative has | 2-Ifno-dedicated legal representative has | 2. If no dedicated legal representative has | Presidency proposal 23/06/2022 -
been appointed, the European Production | bees-eppetnted—the EuropeanProduett been appointed, the European Production [DELETE]

Order and the European Preservation s Order and the European Preservation
Order may be addressed to any Order may be addressed to any
establishment of the service provider in establishment of the service provider in the
the Union. Union.

Article 7(3)

240 3. Where the legal representative does not | 3—Where-the legalrep ve-doesnot | 3. Where the legal representative does not | Presidency proposal 23/06/2022 :
comply with an EPOC in an emergency eemply-with-aa EROC1n-an-emergeney comply with an EPOC in an emergency z 3 -
case pursuant to Article 9(2), the EPOC ease-pursuant to-Asticle 92)-the EPOC case pursuant to Article 9(2), the 3" M’WE 1i nd!_lyl, nzlmg:lcy::es
may be addressed to any establishment of | may-be-add d-to-any-establichmentof | European Production OrderEROC may desi l:d bli 1('15),1: a‘t;el i
the service provider in the Union. theserviee-providerin-the Unten- be addressed to any establishment of the ‘ni":t o of 8 Hentor e Ggﬂl

service provider in the Union. m! 10 the EPOC il l!' the
deadlines, the EPOC may be addressed to
10881/22 MiC/vj 126
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Commission Proposal

Council Mandate

Draft agreement

any other establishment or legal
representative of the service provider in
the Union.

Article 7(4)

241

4. Where the legal representative does not
comply with its obligations under Articles
9 or 10 and the 1ssuing authornty considers
that there 1s a serious risk of loss of data,
the European Production Order or the
European Preservation Order may be
addressed to any establishment of the
service provider in the Union.

4. Where the legal representative does not
comply with its obligations under Articles
9 or 10 and the 1ssuing authority considers
that there 1s a serious risk of loss of data,
the European Production Order or the
European Preservation Order may be
addressed to any establishment of the
service provider in the Union.

Presidency 24/06/2022 -
[DELETE]

Article 7a (Council Mandate)
242 Article 7a Presidency proposal 20/06/2022 -
Notification Article 7a
Notification
Article 7a(1)
243 1. In cases where the European Presidency proposal 24/06/2022 :
Production Order concerns content . :
data, and the issuing authority has IlsWhH lf:: t:.emopcanl Prozd::;:_?éﬁ?da *
reasonable grounds to believe that the Sfor d ’p! ted for the sol. .
person whose data are sought is not = A T or The S0
e . . .. purpose of identifying the user as defined
residing on its own territory, the issuing in Article 2(8) and of t data, the
authority shall submit a copy of the I hori ;
EPOC to the competent authority of the m auof th:yens?:rn' Sia?eﬁ)y ¥ J
enforcing State at the same time the ty a o?;ge EPOC to that
EPOC is submitted to the addressee in eathos atgtheoopy ime as the EPOC is
accordance with Article 7. ty
10881/22 MiC/vj 127
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Commented [HC14]: Presidency 29/06/2022 : in the light
of the 28 June trilogue It could be agreed on by EP in the
context of a general agreement

Commission Proposal Council Mandate Draft agreement
transmitted to the addressee in accordance
with Article 7.
Article 7a(2)
1
244 2. The notified authority may as soon as Praidem:}{ proposal |g0/06/2022 3 ——
possible inform the issuing authority of . .
any circumstances pursuant to Article 5 - Pamgraph - qftlns Ame'le e
i apply if, at the time of 1ssuing the Order,
(7) (b) and shall endeavour to do so ther bl nds "
e .. X e are reasonable gro to believe that
within 10 days. The issuing authority i
shall take these circumstances into :
account in the same way as if they were | - (a) the offence has been committed, 1s
provided for under its national law and | being committed or 1s likely to be
shall withdraw or adapt the Order committed in the issuing State, and;
where necessary to give effect to these
grounds if the data were not provided r (b')lthe_ p:thsm w!:ost;data are sought
vet. In case of withdrawal the issuing g 1n the 1ssuing State.
authority shall immediatel_v infnrm the Prgsidmcy Praposal 0f an accompanying
addressee. recital -
Within the meaning of this Regulation, an
offense should be considered as having been
committed, being committed or being likely
to be committed in the issuing State, in
accordance with national laws of the
issuing State. In some cases, especially in
the cybercrime field, some factual elements,
such as the residency of the victim, are
usually important indications to consider
when determining where the offense has
been committed. For instance, ransomware
crimes can often be considered as having
been committed where the victim of this
crime resides, even when the exact
localization from where the ransomware
has been launched is uncertain.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Commented [HC15]: Presidency 29/06/2022 : in the light
of the 28 June trilogue It could reflect our agreement on core
issues

Article 7a(3)
245 3. Where power to waive the privilege or | Presidency proposal 20/06/2022 :
immul.lity lies with an al‘lthon'ty of .the 3 When itting the copy referred to
enforcing State, the issuing authority N e .
A . . in paragraph 1 to the competent authority
may request the notified authority to ) .. 4
contact the competent authority to fle el e e ]
request it to exercise its power ) e e A MR A D 121
quest SP . may be neededlfor the evaluation of the
forthwith. Where power to waive the e A d for ref
privilege or immunity lies with an opportunity to raise a ground for re us&l'
authority of another Member State or a
third country or with an international
organisation, the issuing authority may
request the authority concerned to
exercise that power.
Article 7a(4)
1
246 4. The natification shall not have

suspensive effect on the obligations of
the addressee under this Regulation.

Rapporteur proposal 29/06/2022: _—{ commented [HC16]: Presidency 29/06/2022 - in the light

4. The notification shall have a suspensive
effect on the obligations of the addressee
as outlined in Article 9 except for
emergency cases defined in Article 2(15)
of this Regulation.

of the 28 June 2022 trilogue, could be agreed by Council in
the context of a general agreement

Article 7a (EP mandate)

247

Article 7a
Common European exchange system

Provisional agreement 6th trilogue
14/06/2022:

[Provisional agreement on the objective
of a common EU platform to exchange
the electronic evidence gathered. Drafting
and exact localisation of the provisions to
be discussed at technical level]
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Presidency proposal 24/06/2022 :

[Written communications between
competent authorities and services
providers under this Regulation,
including the exchange of forms
established by this Regulation, shall be
carried out through a secure and reliable
decentralised IT system when this system
will be implemented at the latest three
years after the entry into force of this
Regulation.

In order to set up such a system, its
technical specifications, legal effects and
costs must be carefully assessed].

Article 7a(1)

248

1. By ... [date of application of this
Regulation] the Commission shall
establish a common European exchange
system with secure channels for the
handling of authorised cross-border
communication, authentication and
transmission of the Orders and of the
requested data between the competent
authorities and service providers. The
competent authorities and service
providers shall use this system for the
purpose of this Regulation.

Article 7a(2)
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

249

2. The Commission shall ensure that the
system guarantees an effective, reliable
and smooth exchange of the relevant
information and a high level of security,
confidentiality and integrity as well as the
necessary protection of privacy and
personal data in line with Regulation
(EU) 2018/1725, Regulation (EU)
2016/679, Directive (EU) 2016/680, and
Directive (EC) 2002/58. To this end, open
and commonly used state-of-the-art
electronic signature and encryption
technology shall be applied.

Article 7a

(3)

250

3. Where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, it shall be possible
to interconnect such systems or channels
with this common European exchange
system.

Article 8

251

Article 8
European Production and Preservation
Order Certificate

Article 8(1)

252

1. A European Production or Preservation
Order shall be transmitted to the addressee

1. A European Production or Preservation
Order shall be transmitted to the

1. A European Production or Preservation
Order shall be transmitted to the addressee

Presidency proposal 20/06/2022 -
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Commission Proposal

as defined in Article 7 through a European
Production Order Certificate (EPOC) or a
European Preservation Order Certificate
(EPOC-PR).

The 1ssuing or validating authority shall
complete the EPOC set out in Annex I or
the EPOC-PR set out in Annex II, shall
sign it and shall certify its content as being
accurate and correct.

EP mandate

addressees as defined in Article 7 via the
system as defined in Article 7a through a
European Production Order Certificate
(EPOC) or a European Preservation Order
Certificate (EPOC-PR).

The issuing or validating authority shall
complete the EPOC set out in Annex I or
the EPOC-PR set out in Annex II. shall
sign it and shall certify its content as being
accurate and correct.

Council Mandate

as defined in Article 7 through a European
Production Order Certificate (EPOC) or a
European Preservation Order Certificate
(EPOC-PR).

The issuing or validating authority shall
complete the EPOC set out in Annex I or
the EPOC-PR set out in Annex II, shall
sign it and shall certify its content as being
accurate and correct.

Draft agreement

1. A European Production or Preservation
Order shall be transmitted to the addressee
as defined in Article 7 through a European
Production Order Certificate (EPOC) or a
European Preservation Order Certificate
(EPOC-PR).

The issuing or validating authority shall
complete the EPOC set out in Annex I or
the EPOC-PR set out in Annex II, shall
sign it and shall certify its content as being
accurate and correct.

Article 8(2)

253

2. The EPOC or the EPOC-PR shall be
directly transmitted by any means capable
of producing a written record under
conditions allowing the addressee to
establish its authenticity.

Where service providers, Member States
or Union bodies have established
dedicated platforms or other secure
channels for the handling of requests for
data by law enforcement and judicial
authonties, the i1ssuing authonity may also
choose to transmit the Certificate via these
channels.

2. The EPOC or the EPOC-PR shall be
directly transmitted via the system as
defined in Article 7a, allowing the
addressees to produce a written record
allowing the addressees to establish the
authenticity of the Order and of the
issuing authority.

2. The EPOC or the EPOC-PR shall be
directly transmitted by or on behalf of the
issuing authority asy-means-eapable-in a

secure and reliable way allowing of
. M " d d

P o awrsttan
eendsttons-allowsns the addressee to
produce a written record and to
establish #s the authenticity of the
Certificate.

Where service providers, Member States
or Union bodies have established
dedicated platforms or other secure
channels for the handling of requests for
data by law enforcement and judicial
authonties, the issuing authority may also
choose to transmit the Certificate via these
channels.

Article 8(3)
10881/22 MiC/vj 132
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Commented [HC17]: Presidency : suggested addition, see
line 203 In order to facilitate the examination of the Order

Commission Proposal EP mandate Council Mandate Draft agreement
254 3. The EPOC shall contain the information | 3. The EPOC shall contain all the 3. The EPOC shall contain the information | Presidency proposal 20/06/2022 -
listed in Article 5(5) (a) to (h), including information listed in Article 5(5) (a) to (7). | listed in Article 5(5) (a) to (h), including EPO - - .
sufficient information to allow the including sufficient information to allow sufficient information to allow the l3i-s:3:iein Ans: lse hgg;‘z:;a:: &;1 u;ﬁclu d‘:m
addressee to identify and contact the the addressees to identify and contact the addressee to identify and contact the fficient inf tion to all y th g
issuing authority. The grounds for the issuing authonity, and information issuing authority. The grounds for the : ddr:;::e - ?d?;aﬁf;’:n%i:o;‘:ac . :he
necessity and proportionality of the regarding the means and technical necessity and proportionality of the S thori 4 th I
measure or further details about the interfaces it has at its disposal to receive | measure or further details about the lsstrng a :Etye;? e cgtl::t;;ete:
investigations shall not be included. the produced data, or where to find this investigations shall not be included. ;lelce:l:ty 1 the enlorang L
information. ary-
lAddi"' I prop 'lf'ram Presidency
29/06/2022 -
Where a notification is required, the
EPOC to the notified authority shall
contain the information listed in Article
5(5) (a) to (j).
Article 8(4)
255 4 ot ] C.- PR s‘hall contain the 4. The EPOC-PR shall contain all the 4 The EPOC,-PR shall cgntam the Presidency proposal 20/06/2022 -
information listed 1n Article 6(3) (a) to (£). information listed in Article 6(3) (a) to (2) information listed in Article 6(3) (a) to (),
including sufficient information to allow includine sufficient inf - all * | including sufficient information to allow 4. The EPOC-PR shall contain the
the addressee to identify and contact the mnc g suilicient information to allow the addressee to identify and contact the information listed in Article 6(3)(a) to [(£)].
- . the addressees to identify and contact the . . ; . S X
issuing authority. The grounds for the o th = issuing authority. The grounds for the including sufficient information to allow
necessity and proportionality of the 1ssuing authonty. necessity and proportionality of the the addressee to identify and contact the
measure or further details about the measure or further details about the issuing authority.
investigations shall not be included. investigations shall not be included.
Article 8(5)
256 5. Where needed, the EPOC or the EPOC- | 5. Where needed, the EPOC or the EPOC- | 5. Where needed, the EPOC or the EPOC- | Presidency proposal 20/06/2022 -
PR shall be translated into an official PR shall be translated into an official PR shall be translated into an official
language of the Union accepted by the language of the executing State or in any | language of the Union accepted by the gk“s,::;lebn%ded’latzgpgc of ;e.EIPOC-
addressee. Where no language has been other language explicitly accepted by the addressee. Where no language has been lan . :f the Un.ionl:cc a’t; b;l :he
specified, the EPOC or the EPOC-PR executing State in accordance with specified, the EPOC or the EPOC-PR shall dd%lw & Wh d dqt)h EPOC
shall be translated into one of the official | paragraph 5a. be translated into one of the official :he E;s(e)ec PRe:l:allllele)eetr;ns;ate d int::ln
languages of the Member State where the languages of the Member State where the e e Rt e NI
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

legal representative resides or 1s
established.

legal representative resides or is
established.

Where no language has been specified, the
EPOC or the EPOC-PR shall be translated
into one of the official languages of the
Member State where the legal
representative resides or is established.

Article 8a
257 Article 8a Presidency proposal 20/06/2022 :
[DELETED]
Execution of an EPOC for subscriber
data and IP addresses
Jor the sole purpose of identifying a
person
Article 8a (1), paragraph 1
258 1. An EPOC for subscriber data and IP Presidency proposal 20/06/2022 :
addresses, for the sole purpose of
identifying a person, shall be addressed [DELETED]
directly and simultaneously:
Article 8a (1), paragraph 1, point a
259 (a) to the main establishment of the Presidency proposal 20/06/2022 :
service provider or, where applicable,
where its legal representative is [DELETED]
established; and
Article 8a (1), paragraph 1, point b
260 (b) to the executing authority. Presidency proposal 20/06/2022 :
[DELETED]
10881/22 MiC/vj 134
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Commission Proposal EP mandate Council Mandate Draft agreement

Article 8a (1), paragraph 2

261 The simultaneous information of the Presidency proposal 20/06/2022 :
executing authority shall not have a ETED

suspensive effect on the obligations of the Lo 1
service provider as referred to in
paragraph 1.

Article 8a(2)

262 2. Upon receipt of the EPOC for Presidency proposal 20/06/2022 :
subscriber data fmd I.P flrldresses, Sfor the [DELETED]

sole purpose of identifying a person, the
service provider shall ensure that the
requested data is transmitted directly to
the issuing authority, or the law
enforcement authorities as indicated in
the EPOC, as soon as possible and at the
latest within 10 days upon receipt of the
EPOC. When transmitting the requested
data, the service provider shall
simultaneously send a copy of the data
transferred for information to the
executing authority.

Article 8a(3)

263 3. In emergency cases, the service Presidency proposal 20/06/2022 :
rovider shall transmit the requested data

Iv)rithoul undue delay, at the Iaqtest within [DELETED]

16 hours upon receipt of the EPOC.

When transmitting the requested data, the

service provider shall simultaneously

make the data available to the executing

authority for information.
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Commission Proposal EP mandate Council Mandate Draft agreement

Article 8a(4)

264 4. Where the executing authority decides Presidency proposal 20/06/2022 :
to n.n'oke any af' the grounds listed in [DELETED]

Article 10a (1), it shall act as soon as
possible and at the latest within the time
periods as referred to in paragraphs 1 or
2, and immediately inform the issuing
authority and the service provider of its
decision. The issuing authority shall
erase the data. Where the requested data
has not yet been transmitted to the issuing
authority, the addressed service provider
shall not transmit the data.

Article 8a(5)

265 5. Where the EPOC is incomplete, Presidency proposal 20/06/2022 :
contains manifest errors, in form or

content, or does not contain sufficient IDELETED]
information to execute the EPOC, the
service provider shall inform the issuing
authority as well as the executing
authority referred to in the EPOC without
undue delay and ask for clarification or,
where necessary, correction from the
issuing authority, using the Form set out
in Annex III. The issuing authority shall
react expeditiously and within 5 days at
the latest. The deadlines set out in
paragraphs 1 and 2 shall not apply until
the clarification is provided. In the
absence of a reaction from the issuing
authority, the order shall be considered
null and void.
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Commission Proposal EP mandate Council Mandate Draft agreement

Article 8a(6)

266 6. Where the service provider cannot Presidency proposal 20/06/2022 :
comply W.llll its obligations bf(‘("lse af . [DELETED]

Jforce majeure or of de facto impossibility
due to circumstances not attributable to
the service provider, notably because the
person whose data is sought is not their
customer, or the data has been deleted
before receiving the EPOC, the service
provider shall inform the issuing
authority as well as the executing
authority referred to in the EPOC without
undue delay explaining the reasons,
using the Form set out in Annex III.
Where the relevant conditions are
Sfulfilled, the issuing authority shall
withdraw the EPOC and inform the
addressees of its decision.

Article 8a(7)

267 7. In all cases where the service provider Presidency proposal 20/06/2022 :
r'laes not prowde the reques'led ) [DELETED]

information, does not provide it
exhaustively or does not provide it within
the deadline, for other reasons, including
Sfor technical or operational ones, it shall
inform the issuing authority as well as the
executing authority referred to in the
EPOC without undue delay and at the
latest within the deadlines set out in
paragraphs 1 and 2 of the reasons for this
using the Form in Annex III. The issuing
authority shall review the order in light of
the information provided by the service

10881/22 MiC/vj 137

ANNEX JAL2 LIMITE EN




Commission Proposal EP mandate Council Mandate Draft agreement

provider and if necessary, set a new
deadline for the addressees.In case the
service provider considers that the EPOC
cannot be executed because based on the
sole information contained in the EPOC
it is apparent that it is manifestly abusive
or that it exceeds the purpose of the
order, the service provider shall also send
the Form in Annex III to the issuing
authority as well as to the executing
authority referred to in the EPOC with a
suspensive affect as regards the
transmission of the requested data. In
such cases the executing authority may
seek clarifications from the issuing
authority on the European Production
Order, either directly or via Eurojust or
the European Judicial Network in
criminal matters. The issuing authority
shall react expeditiously and within 5
days at the latest. The deadlines set out in
paragraphs 1 and 2 shall not apply until
the clarification is provided. In the
absence of a reaction from the issuing
authority, the order shall be considered
null and void.

Article 8a(8)

268 8. Where the service provider does not Presidency proposal 20/06/2022 :
produce the data requested immediately,

in accordance with paragraphs 3, 4, and Lo
5, it shall preserve the data requested,
where possible. The preservation shall be
upheld until the data is produced or until
the EPOC is withdrawn or null and void.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

shall be addressed directly and
simultaneously:

Article 9
269 Article 9 Article 9 Article 9 Presidency proposal 20/06/2022-
Execution of an EPOC Execution of an EPOC for traffic or Execution of an EPOC Article 9
content data
Execution of an EPOC
Article 9(-1a)
270 - la. An EPOC for traffic or content data Presidency proposal 20/06/2022 -

1. [Where needed in application of Asticle -
Ta, an EPOC for traffic data, except for w
data requested for the sole purpose of
identifying the user as defined in Article
2(8) and for content data shall be addressed

Commented [HC18]: Presidency 29/06/2022 : simple
proposal to structure better this Article

directly and simultaneously to :
Article 9(-1a), point a
271 (a) to the main establishment of the Presidency proposal 24/06/2022 -
service .prowder or, where flpp.hcable, e { establist of the
where its legal representative is . . " =
established; and service provider or, where applicable,
legal representative and
Article 9(-1a), point b
272 (b) to the executing authority. Presidency proposal 20/06/2022 -
(b) the enforcing authority
Article 9(1)
273 1. Upon receipt of the EPOC, the 1. Upon receipt of the EPOC for traffic 1. Upon receipt of the EPOC, the Presidency proposal 29/06/2022
addressee shall ensure that the requested and content data, the service provider addressee shall ensure that the requested
10881/22 MiC/vj 139
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Commission Proposal

data 1s transmitted directly to the issuing
authonty or the law enforcement
authonties as indicated in the EPOC at the
latest within 10 days upon receipt of the
EPOC, unless the issuing authority
indicates reasons for earlier disclosure.

EP mandate

shall act expeditiously to preserve the
data.

Council Mandate

data 45 are transmitted in a secure and
reliable way allowing the establishment
of authenticity and integrity directly to
the 1ssuing authonty or the law
enforcement authorities as indicated in the
EPOC at the latest within 10 days upon
receipt of the EPOC, unless the issuing
authonity indicates reasons for earlier
disclosure.

Draft agreement

Upon receipt of this EPOC, the service
provider shall act expeditiously to
preserve the data.

Where the enforcing authority has not
raised any ground for refusal in
accordance with Article 7b within 10 days,
the addressee shall ensure that the
requested data are transmitted in a secure
and reliable way allowing the
establishment of authenticity and
integrity directly to the issuing authority
or the law enforcement authorities as
indicated in the EPOC at the at the end of
the 10 days upon receipt of the EPOC.

2. Where notification is not needed in
application of Article 7a, an EPOC for
subscriber data, traffic data, except for data
requested for the sole purpose of
identifying the user as defined in Article
2(8) and for content data shall be addressed
directly to the designated establishment of
the service provider or, where applicable,
its legal representative.

2. Upon receipt of this EPOC, the
addressee shall ensure that the requested
data are transmitted in a secure and
reliable way allowing the establishment
of authenticity and integrity directly to
the issuing authority or the law
enforcement authorities as indicated in the
EPOC at the latest within 10 days upon

receipt of the EPOC.
Article 9(1a)
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Commission Proposal EP mandate Council Mandate Draft agreement
274 1a. Where the executing authority decides Presidency proposal 20/06/2022 -
to refuse the EPOC, based on one of the
grounds provided for in Article 10a [DELETE]
(new), it shall act as soon as possible and
at the latest within 10 days upon receipt
of the EPOC and inform the issuing
authority and the service provider of such
decision immediately.
Article 9(2)
275 2. In emergency cases the addressee shall | 2. In emergency cases, where the 2. In emergency cases the addressee shall Presidency proposal 20/06/2022 -
transmit the requested data without undue | executing authority decides to refuse the | transmit the requested data without undue 2 In the addr shall
delay, at the latest within 6 hours upon EPOC based on one of the grounds delay, at the latest within 6 hours upon - 0 emergency cases the adcressee sha
receipt of the EPOC. provided for in Article 10a, it shall act as | receipt of the EPOC. ::;;smlt the requeste§ (}am without wnduc
soon as possible and at the latest within Y. at e e
16 hours upon receipt of the EPOC and e
inform the issuing authority and the Alternative Rapporteur proposal
service provider of such decision 22/06/2022 :
immediately. 2. In emergency cases, where subscriber
data or data requested for the sole
purpose of identifving the user as defined
in Article 2 (8) is concerned, the addressee
shall transmit the requested data without
undue delay, at the latest within 8 hours
upon receipt of the EPOC. Where traffic
data, except for data requested for the sole
purpose of identifyving the user as defined
in Article 2 (8) and content data is
concerned, the addressee shall act
expeditiously to preserve the data and
transmit the requested data at the end of
the 8 hours upon receipt of the EPOC,
where the enforcing authority has not
raised any ground for refusal in
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EP mandate

Council Mandate

Draft agreement

Commented [HC19]: Presidency 29/06/2022 : in the light
of the 28 June trilogue It could be agreed on by EP in the
context of a general agreement

Commented [HC20]: Presidency 29/06/2022 : in the light
of the 28 June trilogue It could be agreed on by Council in
the context of a general agreement

accordance with Article 7b within this
deadline.
Article 9(2a)
1
276 2a. Where the issuing State is subject to a Praidency}:ropasad 20/06/2022 - —
procedure referred to in Article 7(1) or ELE
7(2) of the Treaty on European Union, VIEEEE
the service provider shall transmit the
requested data only after receiving the
explicit written approval of the executing
authority. For this, the executing
authority shall assess the order of the
issuing authority with due diligence and
check in particular for grounds for non-
recognition or non-execution pursuant to
Article 10a , before giving its written
approval within the deadlines set out in
paragraph la and 2.
Article 9(2b)
1
277 2b. Without prejudice to paragraph 2a, [Presidem‘y proposal 24/06/2022 L _——
where the executing authority has not 2b. Where the addressee considers. based
invoked any of the grounds listed in lel e ‘ai ’d in th
Article 10a within the time periods Z?decmt'h atetl':: :‘r:r:" tia':":f"'t:e";Pg'C o
referred to in paragraphs la and 2, the 1 d: e ith i it
service provider to which the order is c:i':’il mﬁ”"?:"’;’; am;’::;:m‘;;a o
addressed shall ensure that the requested ﬁ " Iimelsa t;an B el T
data is immediately transmitted directly to late to the freedom of ”yth
the issuing authority or the law ;“;a; o ; “es‘;z: r.f:: et;tse:-”;ne;ia in
enforcement authorities as indicated in I quIate the addressee shall
e EEOC inform the competent authorities of the
issuing and the enforcing State.
10881/22 142
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EP mandate

Council Mandate

Draft agreement

Where no notification is made pursuant to
Article [7a], the issuing authority shall
take the information mentioned in the
previous sub-paragraph into account, and
shall decide, on its own initiative or on
request of the enforcing authority,
whether to withdraw, adapt or maintain
the Order.

Where a notification is made pursuant to
Article [7a], the issuing authority shall
take the information mentioned in the
first subparagraph into account, and
decide, whether to withdraw, adapt or
maintain the Order. The enforcing
authority may also decide to raise the
grounds for refusal set out in Article 7b.

Article 9(2c)

278

2c. Where it is not possible in a specific
case for the executing authority to meet
the time limit set out in paragraph 1 or 2,
it shall, without undue delay, inform the
issuing authority and the service provider
by any means, giving the reasons for the
delay and the estimated time necessary
Sor the decision to be taken.

Presidency proposal 20/06/2022
[DELETE]

Article 9(3)

279 3. If the addressee cannot comply with its
obligation because the EPOC is
incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC, the addressee shall

inform the issuing authority referred to in

3. Where the EPOC 1s incomplete,
contains manifest errors, in form or
content, or does not contain sufficient
information to execute the EPOC, the
service provider shall inform the 1ssuing
authonity as well as the executing

3. If the addressee cannot comply with its
obligation because the EPOC is
incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC, the addressee shall
inform the issuing authority referred to i

Provisional agreement 6th trilogue
14/06/2022:

3. If the addressee cannot comply with its
obligation because the EPOC is
incomplete, contains manifest errors or

10881/22
ANNEXI

JAL2

MiC/vj

LIMITE

143

EN




Commission Proposal

the EPOC without undue delay and ask for
clarification, using the Form set out in
Annex III. It shall inform the issuing
authority whether an identification and
preservation was possible as set out in
paragraph 6. The issuing authority shall
react expeditiously and within 5 days at
the latest. The deadlines set out in
paragraphs 1 and 2 shall not apply until

EP mandate

authority referred to in the EPOC without
undue delay and ask for clanification or,
where necessary, correction from the
issuing authority, using the Form set out
in Annex ITI. The issuing authority shall
react expeditiously and within 5 days at
the latest. The deadlines set out in
paragraphs la and 2 shall not apply until
the clanification is provided. In the

Council Mandate

the EPOC without undue delay and ask for
clarification, using the Form set out in
Annex ITT. It shall inform the issuing
authority whether an identification and
preservation was possible as set out in
paragraph 6. The 1ssuing authority shall
react expeditiously and within 5 days at
the latest. The deadlines set out in
paragraphs 1 and 2 shall not apply until the

Draft agreement

the clanification is provided. absence of a reaction from the issuing clanification is provided.
authority, the order shall be considered
null and void.
Article 9(4)
280 4. If the addressee cannot comply with its | 4. Where the service provider cannot 4. If the addressee cannot comply with its
obligation because of force majeure or of | comply with its obligations because of obligation because efferee-matense or of
de facto impossibility not attributable to force majeure or of de facto impossibility | de facto impossibility due to
the addressee or. if different. the service due to circumstances not attributable to circumstances not created by the
provider, notably because the person the service provider, notably because the addressee or the service provider at the
whose data 1s sought is not their customer, | person whose data is sought is not their time the order was received aet
or the data has been deleted before customer, or the data has been deleted —
receiving the EPOC, the addressee shall before receiving the EPOC, the service
inform the 1ssuing authority referred to in | provider shall inform the issuing authority
the EPOC without undue delay explaining | as well as the executing authority referred
the reasons, using the Form set out in to in the EPOC without undue delay
Annex III. If the relevant conditions are explaining the reasons, using the Form set | shall inform the issuing authority referred
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fulfilled, the 1ssuing authority shall
withdraw the EPOC.

EP mandate

out in Annex ITI. Where the relevant
conditions are fulfilled, the issuing
authority shall withdraw the EPOC and
inform the addressees of its decision.

Council Mandate

to in the EPOC without undue delay
explaining the reasons, using the Form set
out in Annex III. Ifthe relevant conditions

Draft agreement

Article 9(5), paragraph 1

281

5. In all cases where the addressee does
not provide the requested information,
does not provide it exhaustively or does
not provide it within the deadline, for
other reasons, it shall inform the issuing
authonity without undue delay and at the
latest within the deadlines set out in
paragraphs 1 and 2 of the reasons for this
using the Form in Annex ITI. The issuing
authonty shall review the order in light of
the information provided by the service
provider and if necessary, set a new
deadline for the service provider to
produce the data.

5. In all cases where the service provider
does not provide the requested
information, does not provide it
exhaustively or does not provide it within
the deadline, for other reasons, including
Sor technical or operational ones, it shall
inform the issuing authority as well as the
executing authority referred to in the
EPOC without undue delay and at the
latest within the deadlines set out in
paragraphs 1a and 2 of the reasons for this
using the Form in Annex ITI. The issuing
authority shall review the order in light of
the information provided by the service

5. In all cases where the addressee does
not provide the requested information,
does not provide it exhaustively or does
not provide it within the deadline, for other
reasons kstedsn-theForm-of-Annexil it
shall inform the issuing authority without
undue delay and at the latest within the
deadlines set out in paragraphs 1 and 2 of
the reasons for this using the Form in
Annex ITI. The issuing authority shall
review the order in light of the information
provided by the service provider and if
necessary, set a new deadline for the
service provider to produce the data.
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EP mandate

Council Mandate

Draft agreement

provider and if necessary, set a new and 1f necessary, set a new deadline for the
deadline for the addressees. addressee to produce the data.
Article 9(5), paragraph 2
282 In case the addressee considers that the In case the service provider considers that Presidency proposal 20/06/2022 :
EPOC cannot be executed because based the EPOC cannot be executed because
on the sole information contained in the based on the sole information contained in L
EPOC it 1s apparent that it manifestly the EPOC it is apparent that it 1s
violates the Charter of Fundamental manifestly abusive or that it exceeds the
Rights of the European Union or that it is | purpose of the order, the service provider
manifestly abusive, the addressee shall shall also send the Form in Annex III 70 i e
also send the Form in Annex III to the the issuing authority as well as to the also-send-the-Eorm-in-Anne o-the
competent enforcement authority in the executing authonty referred to in the # ty4
Member State of the addressee. In such EPOC with a suspensive affect as regards | MembesState-ofthe-addressee—lnsuch
cases the competent enforcement authority | the transmission of the requested data. In | esses-the petent-eni t-authertty
may seek clarifications from the issuing such cases the competent executing may-seeleelarfenttonsfrom-the+ =
authority on the European Production authority may seek clarifications from the | authesity-en-the-EuropeanRroduct
Order, either directly or via Eurojust or the | issuing authority on the European Order—estherdireetly-orviaurefast-orthe
European Judicial Network. Production Order, either directly or via Eusop Laderal 1
Eurojust or the European Judicial Network
in criminal matters. The issuing authority
shall react expeditiously and within 5
days at the latest. The deadlines set out in
paragraphs 1a and 2 shall not apply until
the clarification is provided. In the
absence of a reaction from the issuing
authority, the order shall be considered
null and void.
Article 9(6)
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Commission Proposal

6. The addressee shall preserve the data
requested, if 1t does not produce it
immediately. unless the information in the
EPOC does not allow it to identify the
data requested, in which case it shall seek
clarification in accordance with paragraph
3. The preservation shall be upheld until
the data 1s produced, whether it is on the
basis of the clarified European Production
Order and its Certificate or through other
channels, such as mutual legal assistance.
If the production of data and its
preservation is no longer necessary, the
issuing authority and where applicable
pursuant to Article 14(8) the enforcing
authonity shall inform the addressee
without undue delay.

EP mandate

6. During the procedure referred to in
paragraphs 1, 1a, 2, 2b, 2c, 3, 4, and 5,
the service provider shall preserve the data
requested, where possible. The
preservation shall be upheld until the data
is produced or until the EPOC is
withdrawn or null and void.

Council Mandate

6. The addressee shall preserve the data
requested, if it does not produce it
immediately, unless the information in the
EPOC does not allow it to identify the data
requested, in which case it shall seek
clarification 1n accordance with paragraph
3. The preservation shall be upheld until
the data 1s produced, whether it is on the
basis of the clarified European Production
Order and its Certificate or through other
channels, such as mutual legal assistance.
If the production of data and its
preservation is no longer necessary, the
issuing authority and where applicable
pursuant to Article 14(8) the enforcing
authonity shall inform the addressee
without undue delay.

Draft agreement

Article 10

284

Article 10 Execution of an EPOC-PR

Article 10(-1a), paragraph 1

285

- 1a. An EPOC-PR shall be addressed

directly and simultaneously

Article 10(-1a), paragraph 1, point a

(a) to the main establishment of the

286
service provider or, where applicable,
10881/22 MiC/vj 147
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Council Mandate

Draft agreement

where its legal representative is
established; and
Article 10(-1a), paragraph 1, point b
287 (b) to the executing authority. —
Article 10(-1a), paragraph 2
288 The simultaneous information of the _
executing authority shall not have a
suspensive effect on the obligations of the _
service provider as referred to in
paragraph 1.
Article 10(1)
289 1. Upon receipt of the EPOC-PR_ the 1. Upon receipt of the EPOC-PR, the 1. Upon receipt of the EPOC-PR, the
addressee shall, without undue delay, service provider shall act expeditiously to addressee shall, without undue delay,
preserve the data requested. The preserve the data requested. The preserve the data requested. The
preservation shall cease after 60 days, preservation shall cease after 60 days, preservation shall cease after 60 days,
unless the issuing authority confirms that | unless the 1ssuing authority confirms that unless the issuing authority confirms that
the subsequent request for production has | the subsequent request for production has the subsequent request for production has
been launched. been launched. The EPOC-PR can be been launched.
extended by additional 30 days, only
when necessary to allow further
assessment of the relevance of the data.
10881/22 MiC/vj 148
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EP mandate

Council Mandate

Draft agreement

Article 10(2)

290

2. If the 1ssuing authority confirms within
the time period set out in paragraph 1 that
the subsequent request for production has
been launched. the addressee shall
preserve the data as long as necessary to
produce the data once the subsequent
request for production 1s served.

2. Where the 1ssuing authority submits the
subsequent European Production Order
within the deadline referred to in
paragraph 1, the service provider shall
preserve the data as long as necessary for
the execution of that European
Production Order pursuant to Articles 8a
or9.

2. If the 1ssuing authority confirms within
the time period set out in paragraph 1 that
the subsequent request for production has
been launched, the addressee shall
preserve the data as long as necessary to
produce the data once the subsequent
request for production is served.
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EP mandate

Council Mandate

Draft agreement

Presidency proposal 24/06/2022% __—{ commented [HC21]: Presidency 29/06/2022 - in the light

of the 28 June trilogue It could be agreed on by Council in
the context of a general agreement

Article 10(3)
291 3. If the preservation is no longer 3. Where the preservation is no longer 3. If the preservation 1s no longer General provisional agreement 3™
necessary, the issuing authority shall necessary, the issuing authority shall necessary, the issuing authority shall political trilogue 20/05/2021:
inform the addressee without undue delay. | inform the address.ees without undue delay | inform the addressee without undue delay. 3 Where the e
and the preservation shall cease preset . &
immediately. necessary. Eﬂl;thel Ilssgg‘::nhmnyl shalll el
and the preservation for the purpose of
the relevant Order shall cease.
+ Respective adaptation in recital 42 (line
80)
3a. Where the addressee considers,
based solely on the information
contained in the EPOC-PR, that the
execution of the EPOC-PR could I I
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EP mandate

Council Mandate

Draft agreement

interfere with immunities or privileges,
or rules on the determination or
limitation of criminal liability that relate
ta the freedom of press or the freedom of
expression in other media in the
enforcing State, the addressee shall
inform the competent authorities of the
issuing and the enforcing State.

The issuing authority shall take the
information mentioned in previous sub-
paragraph into account, and shall

decide, on its own initiative or on request
of the enforcing State, whether to
withdraw, adapt or maintain the Order.
Article 10(4)
292 4. If the addressee cannot comply with its | 4. Where the EPOC-PR 1s incomplete, 4. If the addressee cannot comply with its

obligation because the Certificate 1s
incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC-PR, the addressee shall
inform the issuing authority set out in the
EPOC-PR without undue delay and ask
for clanification, using the Form set out in
Annex ITI. The issuing authority shall
react expeditiously and within 5 days at
the latest. The addressee shall ensure that
on its side the needed clarification can be
recetved in order to fulfil its obligation set
out in paragraph 1.

contains manifest errors, in form or
content, or does not contain sufficient
information to execute the EPOC-PR_ the
service provider shall inform the issuing
authonity as well as the executing
authority referred to in the EPOC-PR
without undue delay and ask for
clarification or, where necessary,
correction from the issuing authority,
using the Form set out in Annex ITI. The
issuing authority shall react expeditiously
and within 5 days at the latest. The
addressees shall ensure that the needed
clarification can be received in order, for
the service provider, to fulfil its
obligations set out in paragraphs 1, 2 and
3. In the absence of a reaction from the

obligation because the Certificate is
incomplete, contains manifest errors or
does not contain sufficient information to
execute the EPOC-PR_ the addressee shall
inform the issuing authority set out in the
EPOC-PR without undue delay and ask for
clarification, using the Form set out in
Annex ITII. The issuing authority shall react
expeditiously and within 5 days at the
latest. The addressee shall ensure that on
its side the needed clanification can be
received in order to fulfil its obligation set
out in paragraph 1.
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EP mandate

issuing authority, the order shall be
considered null and void.

Council Mandate

Draft agreement

Article 10(5)

293

5. If the addressee cannot comply with its
obligation because of force majeure, or of
de facto impossibility not attributable to
the addressee or. if different, the service
provider, notably because the person
whose data is sought is not their customer,
or the data has been deleted before
receiving the Order, it shall contact the
issuing authority set out in the EPOC-PR
without undue delay explaining the
reasons, using the Form set out in Annex
III. If these conditions are fulfilled. the
issuing authority shall withdraw the
EPOC-PR.

5. Where the service provider cannot
comply with its obligations because of
force majeure, or of de facto impossibility
due to circumstances not attributable to
the service provider, notably because the
person whose data is sought is not their
customer, or the data has been deleted
before receiving the EPOC-PR, the
service provider shall contact the issuing
authority as well as the executing
authority referred to in the EPOC-PR
without undue delay explaining the
reasons, using the Form set out in Annex
III. Where the relevant conditions are
fulfilled, the 1ssuing authority shall

5. If the addressee cannot comply with its
obligation because offorce-majeuse or of
de facto impossibility due to
circumstances not created by the
addressee or the service provider at the
time the order was received set

. :
>
befefe-feeemg—the@fder—ﬁ the

addressee shall contact inform the issuing
authority set out in the EPOC-PR without
undue delay explaining the reasons, using
the Form set out in Annex IT-Jthese

withdraw the EPOC-PR and inform the eendittons-are-fulitled—thetssuns

addressees of its decision. anthereshatbvashdranthe EROC PR
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Article 10(6), paragraph 1

EP mandate

Council Mandate

Draft agreement

294

6. In all cases where the addressee does
not preserve the requested information, for
other reasons listed in the Form of Annex
IIT, the addressee shall inform the issuing
authority without undue delay of the
reasons for this in the Form set out in
Annex ITI. The issuing authority shall
review the Order in light of the
justification provided by the service
provider.

6. In all cases where the service provider
does not preserve the requested
information, for other reasons listed in the
Form of Annex II1, including for
technical or operational ones, the service
provider shall inform the issuing authonity
as well as the executing authority
referred to in the EPOC-PR without
undue delay of the reasons for this in the
Form set out in Annex ITI. The issuing
authority shall review the Order in light of
the justification provided by the service
provider.

6. In all cases where the addressee does
not preserve the requested information, for
other reasons Lsted-in-the-Eorm-of-Annex
HE the addressee shall inform the issuing
authority without undue delay of the
reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the
justification provided by the service
provider.

Presidency proposal 24/06/2022 -

6. In all cases where the addressee does not
preserve the requested information, for
other reasons listed in the Form of Annex
10T, if shall inform the issuing authority
without undue delay of the reasons for this
1in the Form set out in Annex ITI. The
1ssuing authority shall review the Order in
light of the justification provided by the
addressee.

Article 10(6), paragraph 2

295

In case the service provider considers that
the EPOC-PR cannot be executed
because based on the sole information
contained in the EPOC-PR it is apparent
that it is manifestly abusive or that it
exceeds the purpose of the order, the
service provider shall also send the Form
in Annex III to the issuing authority as
well as to the executing authority referred
to in the EPOC-PR. In such cases the
competent executing authority may seek
clarifications from the issuing authority
on the European Preservation Order,
either directly or via Eurojust or the
European Judicial Network in criminal
matters. The issuing authority shall react
expeditiously and within 5 days at the
latest. The deadline set out in paragraph

Presidency proposal 20/06/2022 -
[DELETE]
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Commission Proposal

EP mandate

1 shall not apply until the clarification is
provided. In the absence of a reaction
Sfrom the issuing authority, the order shall
be considered null and void.

Council Mandate

Draft agreement

Article 10a (new)

296 Aniicle 10 Presidency proposal 20/06/2022:
Grounds for non-recognition or non-
execution Article 7
Optional grounds for refusal for
European Production Orders
Article 10a(1)
1
297 1. Without prejudice to Article 1(2), Presidenry}rropasd 29/06/2022 : e

where the EPOC is assessed by the
executing authority, the EPOC shall be
refused, where:

[1. Where the issuing authority has notified
the competent authorty of the enforcing
State in accordance with Article 7a, the
enforcing authonty shall as soon as
possible but at the latest within 10 days of
the receipt of the notification, or, in
emergency cases, within 8 hours, where
appropriate, on the basis of all the
elements available to it, raise grounds for
refusal of the Order provided that ]:

Commented [HC22]: Presidency 29/06/2022 : tentative
compromise to be further discussed

Article 10a(1), point a

298 (a) the conditions for issuing a European Presidency proposal 20/06/2022 -
Production Order as laid down in Article ELETED
5 of this Regulation are not fulfilled; L 1
10881/22 MiC/vj 154
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Article 10a(1), point b

EP mandate

Council Mandate

Draft agreement

299

(b) the execution of the European
Production Order would be contrary to
the principle of ne bis in idem;

Article 10a(1), point ¢

300

(c) there are substantial grounds to
believe that the execution of the
European Production Order would be
incompatible with Member State's
obligations in accordance with Article 6
TEU and the Charter; or

Article 10a(1), point d

301

(d) there is an immunity, a privilege or
rules on determination and limitation of
criminal liability relating to freedom of
the press and freedom of expression in
other media under the law of the
executing State, which makes it
impossible to execute the European
Production Order;

Article 10a(2)

302

2. In addition to paragraph 1, an EPOC
for traffic and content data may be
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EP mandate

refused by the executing authority,
where:

Council Mandate

Draft agreement

(d) the execution of the Order would be
contrary to the principle of ne bis in idem,

Commented [HC23]: Presidency 29/06/2022 : in the light
of the 28 June trilogue It could be agreed on by the Council
in the context of a general agreement

Commented [HC24]:

Possible list of offences for which double criminality will
not have to be checked :

or;
Article 10a(2), point a /
T
303 (a) the execution of the European Presidency proposal 20/06/2022 - |
Production Order would harm essential [DELETED]

national security interests, jeopardise the
source of the information or involve the
use of classified information relating to
specific intelligence activities;

Annex IIla
Categories of offenses referred to in Article 10a(2)(c)

(1) participation in a criminal organisation;

(2) terrorism;

(3) trafficking in human beings;

(4) sexual exploitation of children and child pornography;
(5) illicit trafficking in narcotic drugs and psychotropic

Article 10a(2), point b

substances;
(6) illicit trafficking in weapons, munitions and explosives;

304

(b) the European Production Order
relates to a criminal offence which is
alleged to have been committed outside
the territory of the issuing State and
wholly or partially on the territory of the
executing State, and the conduct for
which the EPOC was issued does not
constitute a criminal offence under the
law of the executing State;

—_ |

(7) corruption;

(8) fraud, including fraud and other criminal offences
affecting the Union's financial interests as defined in
Directive (EU) 2017/1371 of the European Parliament and of
the Council®;

(9) laundering of the proceeds of crime;

(10) counterfeiting currency, including the euro;

(11) computer-related crime;

(12) environmental crime, including illicit trafficking in
endangered animal species and in endangered plant species
and varieties;

Article 10a(2), point ¢

(13) facilitation of unauthorised entry and residence;
(14) murder or grievous bodily injury;
(15) illicit trade in human organs and tissue;

«"/
/.f

T
lRapparIeur proposal 22/06/20215

305 (c) the conduct for which the EPOC has 8% kidpappin‘% illega; fg?‘ﬂiﬂ" or hostage-taking;
; ; racism and xenophobia;
b et docs e cotinte 1 offece (0 he oo hich e EROC s | PO TII
. ) g ’ . been issued does not constitute an offence | (19) illicit trafficking in cultural goods, including antiques
unless it concerns an offence listed within under the law of the executing State, S A
the categories of offences set out in unless it con s an o _ﬁ"encegli.s't edv't hin | (20) swindling: =
Annex Ila, as indicated by the issuing the categories of offences set out in|dnnex | (21) racketeering and extortion;
authority in the EPOC, if it is punishable IIla ] as indicated by the issuing authprity (22) counterfeiting and piracy of products; [_’
in the issuing State by a custodial in the EPOC—ifit: - 5 Commented [HC25]: Presidency 30/0672022 - suggestion
| to delete in the light of Article 5(4a) line 181
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Draft agreement

sentence or a detention order for a s eSrre byt Od ROt
maximum period of at least three years; datapiion-erdarforawarimiiparied-of
atteast-threeyears;

Article 10a(2), point d

306 (d) the execution of the European Presidency proposal 20/06/2022 -
Production Order is restricted under the ELETE]
law of the executing State to a list or =
category of offences or to offences
punishable by a higher threshold; or

Article 10a(2), point e

307 (e) compliance with the European Presidency proposal 20/06/2022
Production Order would conflict with
applicable laws of a third country that = 1
prohibits disclosure of the data
concerned.

Article 10a(3)

308 3. Point (e) of paragraph 2 shall be Presidency proposal 20/06/2022 -
applied according to the procedure set out ELETE]
in Article 14a. D

Article 10a(4)

309 4. Where the European Production Order Presidency proposal 24/06/2022
concerns an offence in connection with Wi . 3 2
taxes or duties, customs and exchange, E 1 e enfﬁ 1 ga ) Ia
the executing authority shall not refuse hall forﬁ = I 1 fo 1
reco‘ nition fr execution on the ground o : L 1d — d'leu
rlmtfhe law of I}lt’ executing Staf: does issuing authority. Theo B m’.
not impose the same kind of tax or duty = Lot RN =
or does not contain a tax, duty, customs
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and exchange regulation of the same the data and the issuing authority shall
kind as the law of the issuing State. withdraw the order.
Article 10a(5)
310 5. In the cases referred to in paragraphs 1 Presidency proposal 20/06/2022 :
and 2 of this Article, before deciding not — -
to recognise or not to execute a European E&B:afg;:e;i‘?gdtzﬁe.a gro ; und"c ::Iact
Production Order, either in whole or in the issui 3 Y .
. . . issuing authority by any appropriate
part, the executing authority shall consult - . .
the issuing authority, by any appropriate Ll an e
O . measures to take. On that basis, the issuing
means, and shall, where appropriate, § x S
request the issuing authority to supply ;‘;’ethg:l dt;m;’);'::cxg:l;: afiapt or withdraw
any necessary information without delay. i sioz-ls no s:’lu tion“i’:.;’g hed. the
notified authority may decide to raise
grounds for refusal of the Order and inform
the issuing authority as well as the
addressee accordingly.
Additional Presidency proposal
24/06/2022
4. Where the enforcing authority decides to
raise grounds for refusal of the Order
pursuant to paragraph 1, it may indicate
whether it objects to all use of data
obtained pursuant to the order or whether
the data may only be used under conditions
specified by the enforcing authority.
Article 10a(6)
311 6. In the case referred to in point (d) of Presidency proposal 20/06/2022 -
paragraph 1 and where power to waive . —
the privilege or immunity lies with an .5' Whﬂe power to watve e pnlvﬂ.ege .
authority of the executing State, the ty as set out i B
K\'e(‘llfil;g authority shall request it to e ——
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ANNEX I JAIL2

LIMITE

EN




Commission Proposal

EP mandate

exercise that power forthwith. Where
power to waive the privilege or immunity
lies with an authority of another State or
tional org tion, it shall be for
the issuing authority to request the
authority concerned to exercise that
power.

mier

Council Mandate

Draft agreement

Article 10a(7)
312 7. The executing authority shall inform
the issuing authority about the use of any
of the grounds for non-recognition or
non-execution as listed in paragraphs 1
and 2 of this Article, by using the form set
out in Annex III.
Article 11
313 Article 11 Confidentiality and user Article 11 Article 11 Confidentiality and user

information

User information and confidentiality

information

Article 11(1)

314

1. Addressees and. if different. service
providers shall take the necessary
measures to ensure the confidentiality of
the EPOC or the EPOC-PR and of the data
produced or preserved and where
requested by the issuing authority, shall
refrain from informing the person whose

1. The service provider shall inform the
person whose data is being sought
without undue delay. The service provider
shall take the necessary state-of-the-art
operational and technical measures to
ensure the confidentiality, secrecy and

1. Addressees and, if different, service
providers shall take the necessary
measures to ensure the confidentiality of
the EPOC or the EPOC-PR and of the data
produced or preserved and whese

refrain from informing the person whose
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data 1s being sought in order not to integrity of the EPOC or the EPOC-PR data 1s being sought in order to avoid aet
obstruct the relevant criminal proceedings. | and of the data produced or preserved. te obstructing the relevant criminal
proceedings. They shall only inform the
person whose data ¢s are being sought if
explicitly requested by the issuing
authority. In this case the issuing
authority shall also provide information
pursuant to paragraph 4 of this Article
to the addressee or, if different, to the
service provider.
Article 11(1a)
315 la. As long as necessary and Presidency proposal 24/06/2022 :
proportionate, in order not to obstruct the o hori =
relevant criminal proceedings or in order 32;:3:6’ . ng ;u e ty mlla Zv ldne]a
to protect the fundamental rights of Festxict or omit informi the,petso);; whose
another person, the issuing authority, . e
taking into due account the impact of the ::la f:r: m;:lgl: i th:l::t::l :‘:;’ e
measure on the fundamental rights of the . )
person whose data is sought, may request 13(3) of Dlreche 2916/680 are met,l lml
the service provider to refrain from B A
informing the person whose data is being = e s ﬁldorderl the 1easons
e e for the delay, restriction or omission.
sought, based on a judicial order. Such
an order shall be duly justified, specify 3. The addressees and, if different. the
the duration of the obligation of service providers shall take the necessary
confidentiality and shall be subject to state-of-the-art operational and technical
periodic review. measures to ensure the confidentiality,
secrecy and integrity of the EPOC or the
EPOC-PR and of the data produced or
preserved.
Article 11(2)
316 2. Where the issuing authority requested 2. Where the issuing authority requested 2 Where the 1ssuing authority did not Presidency proposal 20/06/2022 -
the addressee to refrain from informing the addressees to refrain from informing requested-the-addresseeto-refrainfrem-the
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the person whose data is being sought, the | the person whose data is being sought, service provider to informiag the person | [DELETE]
issuing authonty shall inform the person based on a judicial order, the issuing whose data were besag-sought in
whose data is being sought by the EPOC authority shall inform the person whose accordance with paragraph 1, the
without undue delay about the data data 1s being sought by the EPOC or the 1ssuing authority shall inform thise person
production. This information may be EPOC-PR without undue delay about the | whese-datats-beinsseushtby-the EROC
delayed as long as necessary and data production or preservation. This wthontunduadalavabontthadata
proportionate to avoid obstructing the information may be delayed as long as preduetton. Thess issuing authority may
relevant criminal proceedings. necessary and proportionate to avoid delay informing the person whose data
obstructing the relevant criminal were sought as long as it constitutes a
proceedings, taking into account the necessary and proportionate measure
rights of the suspected and accused £ sion-chall besubmitied-as-seen-as
person and without prejudice to defense thists-pessible-without-may-be-delayed-as
rights and effective legal remedies. lonsasnecessar—and-properionate 10
avoid obstructing #e-+efevant criminal
proceedmgs Infermation-abeutavatlable
to-Asticle 17 shallbe
Article 11(3)
317 3. When informing the person, the issuing | 3. When informing the person, the issuing | 3. The issuing authority may abstain Presidency proposal 20/06/2022 :
authonty shall include information about authority shall include information about from informing the person whose [DELETE]

any available remedies as referred to in
Article 17.

any available remedies as referred to in
Article 17.

subscriber or access data was sought
where necessary and proportionate to
protect the fundamental rights and
legitimate interests of another person,
and in particular where these rights and
interests outweigh the interest to be
informed of the person whose data were

sought Whesnfornunsthe-person—the

10881/22
ANNEXI

JAL2

MiC/vj

LIMITE

161

EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 11(4)
318 4. Information about available remedies | Presidency proposal 20/06/2022:
pursuant to Article 17 shall be included. 0 P
available remedies pursuant to Article 17.
Article 11a
319 Article 11a

Limitations to the use of information

obtained

Presidency proposal 24/06/2022:
[DELETE]

Article 11a, paragraph 1

320

Electronic information obtained in
accordance with this Regulation shall not
be used for the purpose of proceedings
other than those for which it was
obtained in accordance with this
Regulation, except for where there is an
imminent threat to the life or physical

integrity of a person.

Presidency proposal 24/06/2022:
[DELETE]

Article 11b
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321 Article 11b Presidency proposal 24/06/2022 :
Erasure of electronic information [DELETE]

Article 11b(1)

322 1. Electronic information that has been Presidency proposal 24/06/2022 -
gathered in breach of this Regulation
shall be erased without undue delay. Lo

Article 11b(2)

323 2. Electronic information that is no Presidency proposal 24/06/2022 -
longer necessary for all phases of the
proceeding for which it was produced or Lo
preserved, including possible appeals,
shall be erased without undue delay,
unless this would affect the defence rights
of the suspected or accused person.
Periodic reviews for the need of the
storage of the electronic information
shall be established.

Article 11b(3)

324 3. The person whose data was sought Presidency proposal 24/06/2022 -
sh'all be informed about the erasure [DELETE]
without undue delay.

Article 11c

325 Article 11¢ Presidency proposal 20/06/2022 -
Admissibility of electronic information in [DELETE]

court proceedings
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Article 11c, paragraph 1

326

Electronic information that has been
obtained in breach of this Regulation,
including where the criteria laid down in
this Regulation are not fulfilled, shall not
be admissible before a court. Where
electronic information has been obtained
before a ground for non-recognition
listed in Article 10a (new) has been
invoked, it neither shall be admissible
before a court.

Presidency proposal 20/06/2022 -
[DELETE]

Article 12

327

Article 12
Reimbursement of costs

Article 12, paragraph 1

The service provider may claim

Where so claimed by the service

The service provider may claim

S reimbursement of their costs by the o - reimbursement of their costs by the issuing [Presidency proposal 03/06/2022: Commented [HC26]: Presidency 29/06/2022 : Presidency
issuing State, if this is provided by the provider, the issuing State shall State, if this is provided by the national The service provider may claim 29/06/2022 : in the light of the 28 June trilogue It could be
national law of the i1ssuing State for reimburse the justified costs borne by law of the issuing State for domestic reimbursement of its costs by the issuing | 22" Lol B s e s
domeetic mdqs = similar» situationsf m the service provider and related to the or_der s in stmxlar situatio_n; -inaccordance | ST aL R TecTRIcH Rrbyic I
accordance with these national provisions. with these national provisions. Member law of the issuing State for domestic orders

execution of the European Production States shall inform the Commission in similar situations, in accordance with
Order or the European Preservation about rules for reimbursement who that national law provisions. Member
’ shall make them public. States shall inform the Commission
Order. For practical reasons, the service about their national rules for
provider may claim reimbursement of the reimbursement, and the Commission
shall make them public.
costs by the executing State. Where the
service provider chooses the executing
10881/22 MiC/vj 164
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State, the issuing State shall reimburse
the executing State for these costs.
Member States shall inform the
Commission on the rules for
reimbursement, which the Commission

shall make public.

Article 12a

329 Article 12a +8-Enswingprivitesesand | Presidency proposal 20/06/2022 :
. o o the ] ol i
[DELETE]

State Limitations to the use of data
obtained

Article 12a(1)

330 1. X£In case the person whose data are Presidency proposal 20/06/2022 :
sought is not residing on the territory of

the issuing State, and transactional or IREERE]
content data has been obtained by the
European Production Order and the
issuing authority receives information
that these data it 1s are protected by
privileges or immunities granted under the
law of the Mambes enforcing State ofthe
addsessee, or is subject, in the enforcing
State, to rules on determination and
limitation of criminal Liability relating to
freedom of press and freedom of
expression in other media, or #smpacts

if invoked by that Member State,
disclosure of these data would impact its
fundamental interests such as national
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security and defense, the-coust the
competent authorities in the issuing State
shall ensure during the criminal
proceedings ferwhieh-the-Ordervwas
tssued that these grounds are taken into
account in the same way as 1if they were
provided for under their national law whes

" - The
competent authorities may consult the
authorities of the relevant Member State,
the European Judicial Network in criminal
matters or Eurojust.

Article 12a(2)

331 2. Where power to waive the privilege or | Presidency proposal 20/06/2022 :
immunity lies with an authority of the

enforcing State, the competent authority I
in the issuing State may request the
enforcing or notified authority to
contact the competent authority of the
enforcing State to request it to exercise
its power forthwith. Where power to
waive the privilege or immunity lies
with an authority of another Member
State or a third country or with an
international organisation, the
competent authority in the issuing State
may request the authority concerned to
exercise that power.

Article 12b

332 Article 12b Presidency proposal 24/06/2022 -
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Speciality principle

Article 12b
Speciality principle

Article 12b(1)

333

1. Electronic evidence shall not be used
for the purpose of proceedings other
than those for which it was obtained in

accordance with this Regulation, except:

Presidency proposal 24/06/2022:

1. Electronic evidence shall not be used
for the purpose of proceedings other
than those for which it was obtained in
accordance with this Regulation, except:

Article 12b(1), point a

334

a) for the purpose of proceedings for
which a European Production Order
could have been issued in accordance
with Article 5(3) and (4); or

Presidency proposal 24/06/2022:

a) for the purpose of proceedings for
which a European Production Order
could have been issued in accordance
with Article 5(3) and (4); or

Article 12b(1), point b

335

b) for preventing an immediate and
serious threat to public security of the
issuing State or its essential interests;

Presidency proposal 24/06/2022:

b) for preventing an immediate and
serious threat to public security of the
issuing State or its essential interests;

Article 12b(2)

336 2. Electronic evidence obtained in Presidency proposal 24/06/2022:
accordance with this Regulation may . c -
only be transmitted to another Member 2. Electronic e.ndelfce obtam?d -
State: accordance with this Regulation may
) only be transmitted to another Member
State:
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Article 12b(2), point a

337

a) for the purpose of proceedings for
which a European Production Order
could have been issued in accordance

with Article 5(3) and (4); or

Presidency proposal 24/06/2022:

a) for the purpose of proceedings for
which a European Production Order
could have been issued in accordance
with Article 5(3) and (4); or

Article 12b(2), point b

338

b) for preventing an immediate and
serious threat to public security of that
Member State or its essential interests.

Presidency proposal 24/06/2022:

b) for preventing an immediate and
serious threat to public security of that
Member State or its essential interests.

Article 12b(3)

339 3. Electronic evidence obtained in Presidency proposal 24/06/2022:
e ar iy Regu!atlon may 3. Electronic evidence obtained in
only be transferred to a third country or . . . .
to an international organisation B e
purswant to conditions of paragraph 2 only be transferred to a third country or
. . . ’ to an international organisation
points a) and b) of this Article and .
Chapter V of the Directive (EU) pursuant to conditions of paragraph 2,
2016/680 points a) and b) of this Article and
) Chapter V of the Directive (EU)
2016/680.
Chapter Il
340 Chapter III: Sanctions and enforcement | Chapter III: Sanctions, review procedure | Chapter III: Sanctions and enforcement
and remedies
Article 13
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Commented [HC27]: Presidency 29/06/2022 : in the light
of the 28 June trilogue It could be agreed on by EP in the
context of a general agreement

Commented [HC28]: Presidency 29/06/2022 : adjustment
of the paragraph of Article 11 referred to It is no longer 11(1)
but 11(3)

341 Article 13 Sanctions
Article 13, paragraph 1
- odi 5 : 1
342 Without prejudice to national laws which | Z.Member States shall lay down the rules Wﬁl}.‘;‘: f?r eihu@ce to ntaltlonafl law s walhlch [Rapporieur proposal 07/06/2024'_/
provide for the imposition of criminal on sanctions applicable to infringements of ]:;ZZ;ODSOIM;LS::%S; t:snstl)]agll?mdown Without preiudi ional la
sanctions, Member States shall lay down the obligations pursuant to Articles 8a, 9, the rules on pecuniary sanctions aj;:plicable pt(l)vi dmgmgr th:en:pl;:::lm ofw?‘ inal
the rules on pecuniary sanctions 10 and 11 of this Regulation as regards to to infringements of the obligations ions. M States shall lay down
applicable to infringements of the the service providers on their territory and ursuant to Articles 9. 10 and 11 (1) of this | rules on : 5 - ons lz:.able =
obligations pursuant to Articles 9, 10 and | shall take all necessary measures to ensure ;e gulation and shall t’ake all neces P mmm cles 9 l’:P and 11 l ; ]
11 of this Regulation and shall take all that they are implemented. The sanctions measures to ensure that they are = m;::;hson in a::or;lance with
necessary measures to ensure that they are | provided for by national laws of the - .
implemented. The pecuniary sanctions Member States shall be effective, ﬁg:ﬁezle: :I:::lft}),e;:tétes Sh.aslsl’ion of Amde:lu().l:)]s:: ::t“ﬂ?: a:il necessary
provided for shall be effective, proportionate and dissuasive. Member those rules aid of those measures and shall | jmpl . Member States shall, without
proportionate and dissuasive. Member States shall, without delay, notify the notify it, without delay, of any subsequent d?; e t;he C ission of those rules
States shall, without delay, notify the Commission of those rules and of those amen dn;ent affecting z’hem y eq and z £ those and notify it
Commission of those rules and of those measures and shall notify it. without delay, The Member States shall that ithout delay. of
measures and shall notify it, without of any subsequent amendment affecting ¢ Viember States sha’l ensure tha i Y. ot any ]
deliy, of sy subeequent smeninent them. pecuniary sanctions provided for shel-be | amendment affecting them. Memba ts’tates
affect’ing them are effective, proportionate and dissuasive. shaII_ ensure that the pecuniary sanctions
i provided for by national laws of the
Member States shall ensure that . .
pecuniary sanctions of up to 2% of the ﬂ"dfs” St‘."” are effective, proportionate
. suasive. Member States shall
total worldwide annual turnover of the . B
service provider’s preceding financial i s_anchons IS
year can be imposed. 2% of the total worldwide annual
iy turnover of the service provider’s
preceding financial year can be imposed.
1a. Without prejudice to data protection
obligations, service providers shall not be
held liable in Member States for the
consequences resulting from compliance
with an EPOC or an EPOC-PR.
Article 13(1a)
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343 1a. Without prejudice to data protection Presidency proposal 24/06/2022 :
obligations, service providers shall not be
held liable in Member States for the .
consequences resulting from compliance
with an EPOC or an EPOC-PR.
Article 14
344 Article 14 Procedure for enforcement
Article 14(1)
345 1. If the addressee does not comply with 1. Where the service provider does not 1. If the addressee does not comply with _
an EPOC within the deadline or with an comply with an EPOC within the deadline | an EPOC within the deadline or with an
EPOC-PR, without providing reasons or with an EPOC-PR, without providing EPOC-PR, without providing reasons
accepted by the issuing authority, the reasons and where the executing accepted by the issuing authonty, the
issuing authority may transfer to the authority has not invoked any of the issuing authority may transfer to the
competent authority in the enforcing State | grounds for non-recognition or non- competent authority in the enforcing State
the European Production Order with the execution as provided for in Article 10a, the European Production Order with the
EPOC or the European Preservation Order | the issuing authority may request the EPOC or the European Preservation Order
with the EPOC-PR as well as the Form set | competent authority in the executing State | with the EPOC-PR as well as the Form set
out in Annex III filled out by the to enforce the European Production Order | out in Annex III filled out by the addressee
addressee and any other relevant or the European Preservation Order. and any other relevant document with a
document with a view to its enforcement view to its enforcement by any means
by any means capable of producing a capable of producing a written record
written record under conditions allowing under conditions allowing the enforcing
the enforcing authority to establish authority to establish authenticity. To this
authenticity. To this end, the issuing end, the issuing authority shall translate
authority shall translate the Order, the the Order, the Form and any other
Form and any other accompanying accompanying documents into one of the
documents into one of the official effretal languages of accepted by this
languages of this Member State and shall Member State and shall inform the
inform the addressee of the transfer. addressee of the transfer.
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Article 14(2)
346 2. Upon receipt, the enforcing authority 2. Upon receipt, the enforcing authority
shall without further formalities recognise shall without further formalities recognise
a European Production Order or European and take the necessary measures for
Preservation Order transmitted in enforcement of
accordance with paragraph 1 and shall (a) a European Production Order unless
take the necessary measures for its the enforcing authority considers that
enforcement, unless the enforcing one of the grounds provided for in
authority considers that one of the grounds paragraph 4 apply, or
provided for in paragraphs 4 or 5 apply or (b) a European Preservation Order
that the data concerned 1s protected by an transnutted-in-aecordanece-with-pasa
immunity or privilege under its national
law or its disclosure may impact its sts-enfereemrent, unless the enforcing
fundamental interests such as national authority considers that one of the grounds
security and defence. The enforcing provided for in paragraph 4-ef 5 apply of
authonty shall take the decision to hat-thedetaconectnodrrprotected bian
recognise the Order without undue delay immmunity-or privilege und is-nationa
and no later than 5 working days after the lew-ertis-diselosure-mayumpactss
receipt of the Order. fundamental+ sueh-as-nattonal
cacuptand-dafanca.
The enforcing authority shall take the
decision to recognise the Order without
undue delay and no later than 5 working
days after the receipt of the Order.
Article 14(2a)
347 2a. Article 5(8) shall apply mutatis
mutandis.
Article 14(3)
10881/22 MiC/vj
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348 3. Where the enforcing authority 3. The executing authority it shall formally | 3. Where the enforcing authority _
recognises the Order, it shall formally require the service provider to comply recognises the Order, it shall formally
require the addressee to comply with the with the relevant obligation, informing the | require the addressee to comply with the
relevant obligation, informing the service provider of the possibility to relevant obligation, informing the
addressee of the possibility to oppose the oppose the execution by invoking the addressee of the possibility to oppose the
enforcement by invoking the grounds grounds listed in Articles 8a, 9 and 10, as | enforcement by invoking the grounds
listed in paragraphs 4 or 5, as well as the well as the applicable sanctions in case of | listed in paragraphs 4 point (a) to (e) or
applicable sanctions in case of non- non-compliance, and set a deadline for paragraph 5, as well as the applicable
compliance, and set a deadline for compliance or opposition. sanctions in case of non-compliance, and
compliance or opposition. set a deadline for compliance or
opposition.
Article 14(4)
349 4. The addressee may only oppose the 4—The-addressee-may-only-oppese-the 4. The-addressee-may-only-oppose-the Presidency proposal 20/06/2022 -
enforcement of the European Production aniorcaieaioarthe EaropeanReoduet Recognition or enforcement of the
Order on the basis of the following Orderen-the-bass-of the-fellowings European Production Order may only be
grounds: srounds: denied on the basis of the following
grounds:
Article 14(4), point a
350 a) the European Production Order has not a) the European Production Order has not | [Presidency proposal 20/06/2022
been issued or validated by an issuing been 1ssued or validated by an issuing
authority as provided for in Article 4; authority as provided for in Article 4; -
Article 14(4), point b
351 b) the European Production Order has not b) the European Production Order has not | Presidency proposal 20/06/2022
been 1ssued for an offence provided for by been 1ssued for aa offence provided for by
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Article 14(4), point ¢

352

c) the addressee could not comply with the
EPOC because of de facto impossibility or
force majeure, or because the EPOC
contains manifest errors:

c) the addressee could not comply with the
EPOC because of de facto impossibility e
force-majeure, or because the EPOC

contains manifest errors;

Rapporteur proposal 22/06/2022:

c) the addressee could not comply with the
due to circumstances not attributable to

the addressee, or because the EPOC
contains manifest errors;

Article 14(4), point d

353 d) the European Production Order does ton-O doesnet | d) the European Production Order does not | Presidency proposal 20/06/2022:

datact d b oraonbaha
not concern datg stored by oron behalf of _ : 3-8 ,lf-of-the concern data_ stored by oron behalf of the d) the Production Order does not
the service provider at the time of receipt | sesvtee-providereat-the-time-ofrecetpt-of service provider at the time of receipt of ¥
of EPOC; EPQOC: EPOC; concern data stored by or on behalf of the
’ : ’ ice provider at the time of receipt of
EPOC;
Article 14(4), point e
354 e) the service 1s not covered by this atharamscss notcorarad ba b e) the service is not covered by this Presidency proposal 20/06/2022:
Regulation; Regulation: Regulation; Y = P e
Regulation;

Article 14(4), point f

355 f) based on the sole information contained based-en-theseletnformation-—cen f) based-en-theselesnformatton—contamned | Rapporteur proposal 22/06/2022:
in the EPOC, it is apparent that it r-the EFROC +++5-apparent-thatst e tea BROC e apparent that s . . .
. ; .. . : .- - : - f) based on the sole information contained
manifestly violates the Charter or that it is | manifestlyvielates the Charter or thatitis | manifestly violatesthe Charter or thatitss | - S ..
. . . . ; ) in the EPOC, it is apparent that it in
manifestly abusive. mandfesthy-abustve- mandfestly-abustve one of the grounds . ..
referred to in Article 12a (1) apply. exceptional situations, there are
- substantial grounds to believe, on the
basis of specific and objective evidence,
that the execution of the Order would, in
the particular circumstances of the case,
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entail a manifest breach of a relevant
JSundamental right as set out in Article 6

TEU and the Charter.
Article 14(5)
356 5. The addressee may only oppose the S—Theaddresseemav-onlv-oppeosethe 5. The-addressee-may-only-oppose-the Presidency proposal 20/06/2022 -
enforcement of the European Preservation | eaforcement-ofthe-European-Ps 44 Recognition or enforcement of the
Order on the basis of the following Ordeson-the-basis-of the-felowins European Preservation Order may only be
grounds: aretad— denied on the basis of the following
grounds:
Article 14(5), point a
357 a) the European Preservation Order has er-theEuropeanDeererratonOrdes hass a) the European Preservation Order has not | Presidency proposal 20/06/2022
not been issued or validated by an issuing | beesn-issued-orvalidated by-an-issuing been 1ssued or validated by an issuing
authority as specified in Article 4; anthortacspaciiadinAaiela b authority as specified in Article 4; -
Article 14(5), point b
358 b) the service provider could not comply Ll T LYot e TN b) the service provider could not comply _
with the EPOC-PR because of de facto wath-the EROC-PR-beeause-of de-facte with the EPOC-PR because of de facto
impossibility or force majeure, or because | impeossibility or force-maj —orb impossibility esforce-majenre—or because
the EPOC-PR contains manifest errors; the-EPOC-PR-contatns-manifest-errors: the EPOC-PR contains manifest errors;
Article 14(5), point ¢
359 c) the European Preservation Order does ertheFuropeanPrererratron Ordordoss c) the European Preservation Order does Presidency proposal 20/06/2022 -
not concern data stored by or on behalf of | aetconcera-data-stered-by-oron-behalfof | not concem data stored by or on behalf of
the service provider at the time of the theservice-providerat-the-time-of the the service provider at the time of the _
EPOC-PR; EPOCPR: EPOC-PR;
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Article 14(5), point d
360 d) the service 1s not covered by the scope | d)-the-servieets-not-ecovered-by-theseepe d) the service is not covered by the scope | Presidency proposal 20/06/2022"
of the present Rzgulation; ef—ebe-pfeseat—Regu-laaea; of the present Regulanon, —
Article 14(5), point e
361 _e) based on the so_le _i.nfotmation contained Rapporteur proposal 22/06/2022:
in the EPOC_PR’ 1t 15 apparent that the f) based on the sole information contained
EPOC-PR manifestly violates the Charter X .. T
. . . in the EPOC-PR, it is apparent that it in
or i1s manifestly abusive. . o0
exceptional situations, there are
substantial grounds to believe, on the
basis of specific and objective evidence,
that the execution of the Order would, in
the particular circumstances of the case,
entail a manifest breach of a relevant
Sundamental right as set out in Article 6
TEU and the Charter.
Article 14(6)
362 6. In case of an objection by the addressee, | 6. In case of an objection by the service 6. In case of an objection by the addressee _
the enforcing authority shall decide provider, the executing authority shall pursuant to paragraphs 4 point (a) to (e)
whether to enforce the Order on the basis | decide whether to enforce or not to and 5, the enforcing authority shall decide
of the information provided by the recognise the Order on the basis of the whether to enforce the Order on the basis
addressee and, if necessary, information provided by the service of the information provided by the
supplementary information obtained from | provider and, if necessary, supplementary | addressee and, if necessary, supplementary
the issuing authority in accordance with information obtained from the issuing information obtained from the issuing
paragraph 7. authonity. The executing authority shall authonity in accordance with paragraph 7.
notify its decision without undue delay to
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the service provider and the issuing
authority.

Council Mandate

Draft agreement

Article 14(7)

363

7. Before deciding not to recognise or
enforce the Order in accordance with
paragraph 2 and 6, the enforcing authority
shall consult the issuing authority by any
appropriate means. Where approprate, 1t
shall request further information from the
issuing authority. The issuing authority
shall reply to any such request within 5
working days.

7. Before deciding not to recognise or
enforce the Order in accordance with
paragraph 2 and 6, the enforcing authority
shall consult the issuing authority by any
appropriate means. Where appropmnate, it
shall request further information from the
issuing authority. The issuing authority
shall reply to any such request within 5
working days.

Article 14(8)

364 8. All decisions shall be notified - t54 t 8. All decisions shall be notified
immediately to the issuing authority and to | immediately-to-the-issuing-autl immediately to the issuing authority and to
the addressee by any means capable of the-addressee-by-anymeanses the addressee by any means capable of
producing a written record. producineawritienrecord- producing a written record.

Article 14(9)

365 9. If the enforcing authority obtains the 9. If the executing authority obtains the 9. If the enforcing authority obtains the
data from the addressee, it shall transmit 1t | data from the service provider, it shall data from the addressee, it shall transmit 1t
to the 1ssuing authority within 2 working transmit it to the issuing authority without | to the issuing authority within 2 working
days, unless the data concerned is undue delay. days, unless the data concerned is
protected by an immunity or privilege protected by an immunity or privilege or
under its own domestic law or it impacts by rules on determination and limitation
its fundamental interests such as national of criminal liability relating to freedom
security and defence. In such case, it shall of press and freedom of expression in

other media under its own domestic law
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inform the issuing authority of the reasons or it impacts its fundamental interests such
for not transmitting the data. as national securnty and defence. In such
case, it shall inform the issuing authority
of the reasons for not transmitting the data.
Article 14(10)
366 10. In case the addressee does not comply | 10. In case the service provider does not 10. In case the addressee does not comply | Presidency proposal 20/06/2022
with 1its obligations under a recognised comply with its obligations , the executing | with its obligations under a recognised
Order whose enforceability has been authority shall impose a sanction in Order whose enforceability has been 19‘11';‘;;“’ wl i mly
confirmed by the enforcing authonity, that | accordance with Article 13. An effective confirmed by the enforcing authority. that Order wi mmﬁ bili a ;:olg
authonity shall impose a pecuniary judicial remedy shall be available against authority shall impose a pecuniary ) ty )
sanction in accordance with its national the decision to impose a fine sanction in accordance with 1its national ity shall i a . =
law. An effective judicial remedy shall be law. An effective judicial remedy shallbe | 3 1MPOSE a pecumary "
available against the decision to impose a available against the decision to impose a o accu'dance TS 1.3 o m
fine fine judu:u! remedy shall be available against
; ’ the decision to impose a fine.
Chapter IV
367 Chapter 4: Remedies Chapter-4:-Remedies Chapter 4: Remedies
Article 14a
368 Article 14a Presidency proposal 24/06/2022 :
Review procedure in case of conflicting [DELETE]
obligations with third country law
Article 14a(1)
1. Where the service provider or the Presid 06/2022 -
S5 executing authority considers that ERR s
compliance with the European [DELETE]
Production Order or the European
Preservation Order would conflict with
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applicable laws of a third country
prohibiting disclosure of the data
concerned, it shall inform the issuing
authority and the relevant addressees
without undue delay and at the latest
within 10 days from the receipt of the
order. In this case, execution of an order
shall be suspended.

Council Mandate

Draft agreement

Article 14a(2)

370

2. Such notice shall include all relevant
details on the law of the third country, its
applicability to the case at hand and the
nature of the conflicting obligation.

Presidency proposal 24/06/2022 :
[DELETE]

Article 14a(3)

371

3. The competent authority of the issuing
State shall review the European
Production Order or the European
Preservation Order and inform the
addressees, within 10 days after receiving
the notice, on the basis of the following
criteria:

Presidency proposal 24/06/2022 -
[DELETE]

Article 14a(3), point a

372

a) the interests protected by the relevant
law of the third country, including
JSundamental rights as well as other
interests preventing disclosure of the
data, in particular national security
interests of the third country;

Presidency proposal 24/06/2022 -
[DELETE]

Article 14a(3), point b
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373 b) the degree of connection of the ey o sal 24/06/2022 -
criminal case for which the Order was [DELETE]
issued to the jurisdiction of the issuing
State and the third country, as indicated
inter alia by:

Article 14a(3), point b, item i
i) the location, nationality and residence .

374 ’ T Presidency proposal 24/06/2022 -
of the person whose data is being sought = o
and/or of the victim(s); [DELETE]

Article 14a(3), point b, item ii

375 ii) the place where the criminal offence in Presid sal 24/06/2022 -
question was committed; Y Pro} .

[DELETE]

Article 14a(3), point c

376 ¢) the degree of connection between the e sal 24/06/2022 -
service provider and the third country in [DELETE]
question;

Article 14a(3), point d

377 d) the interests of the issuing State in Presidency proposal 24/06/2022 :
obtaining the electronic information ELETE]
concerned, based on the seriousness of L
the offence and the importance of
obtaining the electronic information in
an expeditious manner;

Article 14a(3), point e
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e) the possible consequences for the
addressees of complying with the
European Production Order or the
European Preservation Order, including
the sanctions that may be imposed
against the service providers under the
law of the third country.

Council Mandate

Draft agreement

Presidency proposal 24/06/2022 -
[DELETE]

Article 14a(4)

379

4. Within 10 days after receiving the
notice, the issuing authority shall
withdraw, uphold or adapt the Order
where necessary, to give effect to these
criteria. To this end, the issuing authority
shall request clarifications on the
applicable law from the competent
authority of the third country, in
compliance with Directive (EU) 2016/680,
to the extent that this does not obstruct
the deadlines provided for in this
Regulation. In the event of withdrawal,
the issuing authority shall immediately
inform the addressees of the withdrawal.

Presidency proposal 24/06/2022 :
[DELETE]

Article 14a(5)

380

5. Where the issuing authority decides to
uphold the Order, it shall inform the
addressees of its decision. While duly
taking into account the decision of the
issuing authority and after also
consulting the competent authority of the
third country, in compliance with
Directive (EU) 2016/680, to the extent
that this does not obstruct the deadlines

Presidency proposal 24/06/2022 -
[DELETE]
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provided for in this Regulation, the
executing authority shall take a final
decision based on the criteria listed in
paragraph 3, within 10 days after
receiving the decision of the issuing
authority, and inform the issuing
authority, the service provider and the
competent authority of the third country
its final decision.
Article 14a(6)
381 6. For the duration of the procedure Presidency proposal 24/06/2022 :
referred to in Article 14a , the service ELETE]
provider shall preserve the data o
requested.
Article 15
382 Article 15 Review procedure in case of Article1S5-Reviewprocedure-icaseof Ariete S Review procednreirnecaseof | Presidency proposal 20/06/2022 -
conflicting obligations based on Fet Fe contheinemeblioations based o
Sfundamental rights or fundamental ; Feere tH SO fat [DELETE]
interests of a third country Fteresis-of-a-third-comwniry
Article 15(1)
383 1. If the addressee considers that 1 the-add tdess-that 1t the-add rders-that Presidency proposal 20/06/2022 :
compliance with the European Production : i Ps, i ompliance with the European Production
Order would conflict with applicable laws S
of a third country prohibiting disclosure of | efa-third-ceunniry-prehibtisnsdisel of | efathird-countryprohibtisnsdisel of
the data concerned on the grounds that this | the-data it annethasthie | dredaa ri-the oo thaihie
is necessary to either protect the + ¢
fundamental rights of the individuals
concerned or the fundamental interests of e
the third country related to national the-thied - © the-thied related-te
security or defence, it shall inform the sachptordafancastchallmform the o date —stshallinform the
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issuing authority of its reasons for not
executing the European Production Order ¢ ‘ execuitnethe EuropeanRrodueironOsde
in accordance with the procedure referred | 8 d e thep & ferred | in-accordance with the procedure refesred
to in Article 9(5). toa-Aritele-905)- toa-Arttele- 005>

Article 15(2)

384 2. The reasoned objection shall include all | 2—The. desbimatranhallelecenll | ——The d-ebjection-shallincludeall | Presidency proposal 20/06/2022 :
relevant details on the law of the third . : : :

country, its applicability to the case at IREEE
hand and the nature of the conflicting
obligation. It cannot be based on the fact
that similar provisions concerning the T 8 e otrecttreth
conditions, formalities and procedures of £ £ st1es-and-p es-of £ stres-and-pi of
issuing a production order do not exist in scina a-produchon-order donotaxisim s
the applicable law of the third country, nor ¢ ¢
on the only circumstance that the data 1s
stored in a third country.

a ducts orderdo-not-axict in

Article 15(3)

3. The issuing authority shall review the
European Production Order on the basis of
the reasoned objection. If the issuing
authornity intends to uphold the European
Production Order, it shall request a review
by the competent court in its Member
State. The execution of the Order shall be
suspended pending completion of the
review procedure.

The competent court shall first
whether a conflict exists. based on an
examination of whether

385 Presidency proposal 20/06/2022 -

[DELETE]

Article 15(3), point a
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(a) the third country law applies based on
the specific circumstances of the case in
question and if so,

EP mandate

Council Mandate

bacadon

(a)-the-thisd

las: 1s
Pr

Draft agreement

Presidency proposal 20/06/2022 -
[DELETE]

Article 15(3), point b

387

(b) the third country law, when applied to
the specific circumstances of the case in
question, prohibits disclosure of the data
concerned.

k. M o - + £ 1 +

or-ine-ease-18

of thedeata

$o helbeta decal

Presidency proposal 20/06/2022 -
[DELETE]

Article 15(4)

388

4. In carrying out this assessment, the
court should take into account whether the
third country law, rather than being
intended to protect fundamental nights or
fundamental interests of the third country
related to national security or defence,
manifestly seeks to protect other interests
or 1s being aimed to shield illegal
activities from law enforcement requests
in the context of criminal investigations.

'iﬂ‘ dad t.
£

ofdhathird =
latad s '™ 1 ﬂﬁ'@fﬂ?feﬂee-

festl: seaks to

y-seexsto-prote

from-law £e s tc 10 the
O 1AW 3 S H-ine

mmmm 3 3 . 3 3 =

+ other

Presidency proposal 20/06/2022 -
[DELETE]

Article 15(5)

389

5. If the competent court finds that no
relevant conflict within the meaning of
paragraphs 1 and 4 exists, 1t shall uphold
the Order. If the competent court
establishes that a relevant conflict within
the meaning of paragraphs 1 and 4 exists,
the competent court shall transmit all
relevant factual and legal information as
regards the case, including its assessment,
to the central authorities in the third
country concerned, via its national central

Presidency proposal 20/06/2022 -
[DELETE]
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authonity, with a 15 day deadline to
respond. Upon reasoned request from the
third country central authority, the
deadline may be extended by 30 days.

EP mandate

Council Mandate

Draft agreement

Article 15(6)

390

6. If the third country central authority,
within the deadline, informs the competent
court that it objects to the execution of the
European Production Order 1in this case,
the competent court shall lift the Order
and inform the issuing authority and the
addressee. If no objection 1s received
within the (extended) deadline, the
competent court shall send a reminder
giving the third country central authority 5
more days to respond and informing it of
the consequences of not providing a
response. If no objection is received
within this additional deadline, the
competent court shall uphold the Order.

Presidency proposal 20/06/2022 -
[DELETE]

Article 15(7)

391

7. If the competent court determines that
the Order 1s to be upheld, it shall inform
the issuing authority and the addressee,
who shall proceed with the execution of
the Order.

Presidency proposal 20/06/2022 -
[DELETE]

Article 16
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392 Article 16 Review procedure in case of Article16-Review procedureineaseof Article 16 Review procedure in case of
conflicting obligations based on other corticnnaehliaaiens basad eroihar conflicting obligations based-exn-ether
grounds SPOHNES EFOHHES

Article 16(1)

393 1. If the addressee considers that 1T she addracies consaderc that 1. If the addressee considers that
compliance with the European Production | eemph with-the- HuropeanProduet compliance with the European Production
Order would conflict with applicable laws | Orderwould-conflict-with-applicablelaws | Order would conflict with applicable laws
of a third country prohibiting disclosure of | efa-thed preohitbritnsdisel of | of a third country prehtbstsnsdiselosure-of
thedataconcemedonothetgxoundsthan He-Gata-CoRcerRea-on-other-Srouaas-thas He-gata-concerned-onothergrounas+han
those referred to in Article 15, it shall those raferradto-in-Asrticle 13 it chall those raferredtoin-Asticla 13- 1t shall
inform the issuing authority of its reasons | saferm-thetssunsauthorty-of s inform the issuing authority of its reasons
for not executing the European Production net sEuropeanReaduch for not executing the European Production
Order 1n accordance with the procedure Osdern & werth-thep et Order 1n accordance with the procedure
referred to in Article 9(5). sofepead-tomrntree et referred to in Article 9(5) and (6).

Article 16(2)

394 2. The reasoned objection must include all | 2-The d-objection-mustincludeall | 2. The reasoned objection must include all
relevant details on the law of the third selesant-detaronthetan—ertretned relevant details on the law of the third
country, its applicability to the case at eountry—+is-appheabtsty-to-the-easeat country, its applicability to the case at
hand and the nature of the conflicting hand-andthenatireofthecontlcime hand and the nature of the conflicting
obligation. It cannot be based on the fact obligation. It cannot be based on the fact
that similar provisions concerning the that similar provisions concerning the
conditions, formalities and procedures of et Serare et e aerd e o conditions, formalities and procedures of
issuing a production order do not exist in 3 production-orderde-net-exstis issuing a production order do not exist in
the applicable law of the third country, nor | the-applicable-law-efthe-third-countsyr—ner | the applicable law of the third country, nor
on the only circumstance that the data is on-the-enly-eireumstance-that-the-datats on the only circumstance that the data is
stored in a third country. stored in a third country. It shall be filed

no later than 10 days after the date on
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which the addressee was served with the
EPOC. Time limits shall be calculated in
accordance with the national law of the
issuing authority.

Draft agreement

Article 16(3)

395

3. The issuing authority shall review the
European Production Order on the basis of
the reasoned objection. If the 1ssuing
authority intends to uphold the European
Production Order, it shall request a review
by the competent court in its Member
State. The execution of the Order shall be
suspended pending completion of the

3. The issuing authority shall review the
European Production Order on the basis of
the reasoned objection. If the issuing
authority intends to uphold the European
Production Order, it shall request a review
by the competent court in its Member
State. The execution of the Order shall be
suspended pending completion of the

review procedure. review procedure.
Article 16(4)
396 4. The competent court shall first assess 4—The-competent-coust-shall-fiest-assess 4. The competent court shall first assess
whether a conflict exists, based on an whetheraconflict exists_based onan whether a conflict exists, based on an
examination of whether exanunatton-of-whether examination of whether
Article 16(4), point a
397 a) the third country law applies based on a)-the-third-countey-lavw-apphes-based-on a) the third country law applies based on
the specific circumstances of the case in thespectiiccrcumstancesof thecasen the specific circumstances of the case in
question and if so, Grastenandice- question and if so,
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Article 16(4), point b

398 b) the third country law. when applied to b-the-thredeennrter—shorappired e b) the third country law, when applied to
the specific circumstances of the case in the-speetfie-circumstances-of-the-easein the specific circumstances of the case in
question, prohibits disclosure of the data eppeetian—proahibiedel withedaia question, prohibits disclosure of the data
concerned. eeneerned- concerned.

Article 16(5)

399

5. If the competent court finds that no
relevant conflict within the meaning of
paragraphs 1 and 4 exists, it shall uphold
the Order. If the competent court
establishes that the third country law,
when applied to the specific circumstances
of the case under examination, prohibits
disclosure of the data concerned, the
competent court shall determine whether
to uphold or withdraw the Order in
particular on the basis of the following
factors:

5. If the competent court finds that no
relevant conflict within the meaning of
paragraphs 1 and 4 exists, it shall uphold
the Order. If the competent court
establishes that the third country law,
when applied to the specific circumstances
of the case under examination, prohibits
disclosure of the data concemed, the
competent court shall determine whether
to uphold or lift ssthdsaw the Order. That
assessment shall in particular be based on
the-basts-ef the following factors while
giving particular weight to the factors
referred to in points (a) and (b):

Article 16(5), point a

a) the interest protected by the relevant artheinterest protected-brthe relevant-law .
400 law of the third country, including the £ihe thicd _including the thisd a) the interest protcct_ed by_the relevant law
X .- i - i j . . of the third country, including
third country’s interest in preventing country—snteresiia-preventns-diselosure .
E A fundamental rights as well as other
disclosure of the data: . . .
interests preventing disclosure of the
data steractm praventnedicclosiraof
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ANNEX I 1AL2 LIMITE EN



Commission Proposal

EP mandate

Council Mandate

the-data-in particular national security
interests of the third country;

Draft agreement

Article 16(5), point b

401

b) the degree of connection of the criminal
case for which the Order was issued to
either of the two jurisdictions, as indicated
inter alia by:

- the location, nationality and residence of
the person whose data is being sought
and/or of the victim(s),

- the place where the criminal offence in
question was committed

b) the degree of connection of the criminal
case for which the Order was issued to
either of the two jurisdictions, as indicated
inter alia by:

- the location, nationality and residence of
the person whose data is being sought
and/or of the victim(s),

- the place where the ciminal offence in
question was committed

Article 16(5), point ¢
402 c) the degree of connection between the crthadaaranof Honb the c) the degree of connection between the
service provider and the third country in servee-providerand-the-third-countryin service provider and the third country in
question; in this context, the data storage qraction—nthis tha-datastoracsa question; in this context, the data storage
location by itself does not suffice in leeatton-by+iself does-netsufftectn location by itself does not suffice in
establishing a substantial degree of establishensasubstanttal-degree-of establishing a substantial degree of
connection; connection: connection;
Article 16(5), point d
403 d) the interests of the investigating State in | d)<the-interests-oftheinvestigating-Statesn | d) the interests of the investigating State in
obtaining the evidence concerned, based 454 v obtaining the evidence concerned, based
on the seriousness of the offence and the on the seriousness of the offence and the
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importance of obtaining evidence in an
expeditious manner;

EP mandate

Council Mandate

importance of obtaining evidence in an
expeditious manner;

Draft agreement

Article 16(5), point e

404

e) the possible consequences for the
addressee or the service provider of
complying with the European Production
Order, including the sanctions that may be
incurred.

e) the possible consequences for the
addressee or the service provider of
complying with the European Production
Order, including the sanctions that may be
incurred.

Order, it shall inform the issuing authority
and the addressee. If the competent court

Article 16(5b)
405 5h. The court may seek information _
from the competent authority of the
third country taking into account
Directive 2016/680, in particular its
Chapter V and to the extent that such
the transmission does not obstruct the
relevant criminal proceedings.
Article 16(6)
406 6. If the competent court decides to lift the 6. If the competent court decides to lift the | Presidency proposal 24/06/2022%

Order, it shall inform the 1ssuing authority
and the addressee. If the competent court
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determines that the Order 1s to be upheld,
it shall inform the 1ssuing authority and

EP mandate

Council Mandate

determines that the Order 1s to be upheld,
it shall inform the issuing authority and the

Draft agreement

the addressee, who shall proceed with the addressee, who shall proceed with the
execution of the Order exeeuntton-of the-Osder execution of the Order
Article 17
407 Article 17 Effective remedies Article 17 Effective remedies Article 17 Effective remedies
Article 17(1)
408 1. Suspects and accused persons whose 1. Persons whose data was sought via a 1. Without prejudice to further legal

data was obtained via a European
Production Order shall have the right to
effective remedies against the European
Production Order during the criminal

European Production Order or a European
Preservation Order shall have the night to
effective remedies against such Orders,
without prejudice to remedies available

remedies available in accordance with
national law, any Suspeets-and-aeeused
Ppersons whose data was sought obtained
via a European Production Order shall
have the right to effective remedies against

Proceedings for wlnch the Order was under Dﬁecﬁve (EU) 2016/680 and the European Production Order. Where
issued, without prejudice to remedies Regulation (EU) 2016/679. ¢hat person is a suspect or accused
available under Directive (EU) 2016/680 P . ph B have tho rish
and Regulation (EU) 2016/679. person, the person shall have the right
to effective remedies during the criminal
proceedings fef in which the Osdeswas
issued data were being used. Such
remedies shall be without prejudice to
remedies available under Directive (EU)
2016/680 and Regulation (EU) 2016/679.
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Draft agreement

Article 17(2)

409

2. Where the person whose data was
obtained 1s not a suspect or accused
person in criminal proceedings for which
the Order was 1ssued, this person shall
have the right to effective remedies
against a European Production Order in
the issuing State, without prejudice to
remedies available under Directive (EU)
2016/680 and Regulation (EU) 2016/679.

Article 17(3)

410

3. Such night to an effective remedy shall
be exercised before a court in the 1ssuing
State in accordance with its national law
and shall include the possibility to
challenge the legality of the measure,

including its necessity and proportionality.

3. Such night to an effective remedy shall
be exercised before a court in the issuing
State or the executing State in
accordance with national law and shall
include the possibility to challenge the
legality of the measure. including its
necessity and proportionality.

3. Such night to an effective remedy shall
be exercised before a court in the issuing
State in accordance with its national law
and shall include the possibility to
challenge the legality of the measure,
including its necessity and proportionality.

Article 17(3a)
411 3a. The substantive reasons for issuing _
the European Production Order or the
European Preservation Order shall be _
challenged in the issuing State, without
10881/22 MiC/vj 191
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prejudice to the guarantees of
Sundamental rights in the executing
State.

Council Mandate

Draft agreement

Article 17(4)

412

4. Without prejudice to Article 11, the
issuing authority shall take the appropriate
measures to ensure that information 1s
provided about the possibilities under
national law for seeking remedies and
ensure that they can be exercised
effectively.

4. Without prejudice to Article 11, the
issuing authority and the executing
authority shall take the appropriate
measures to ensure that information is
provided in due time about the
possibilities under national law for seeking
legal remedies, including about when
such remedies apply, and ensure that they
can be exercised effectively.

4. Without prejudice to Article 11, the
issuing authority shall take the appropriate
measures to ensure that information is
provided about the possibilities under
national law for seeking remedies and
ensure that they can be exercised
effectively.

Article 17(5)

413

5. The same time-limits or other
conditions for seeking a remedy 1n similar
domestic cases shall apply here and in a
way that guarantees effective exercise of
these remedies for the persons concerned.

Article 17(6)

414

6. Without prejudice to national
procedural rules, Member States shall
ensure that in criminal proceedings in the
issuing State the rights of the defence and
the faimess of the proceedings are
respected when assessing evidence
obtained through the European Production
Order.

6. Without prejudice to national procedural
rules, Member States shall ensure that in
criminal proceedings in the issuing State
the rights of the defence and the faimess of
the proceedings are respected when
assessing evidence obtained through the
European Production Order.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 18

415

Article 18 Ensuring privileges and
immunities under the law of the enforcing
State

T R —— :

T R 7

thalawoftha £
4 L4

tha law oftha
7

Presidency proposal 20/06/2022 -
[DELETE]

Article 18,

paragraph 1

416

If transactional or content data obtained by
the European Production Order 1s
protected by immunities or privileges
granted under the law of the Member State
of the addressee, or it impacts
fundamental interests of that Member
State such as national security and
defence, the court in the issuing State shall
ensure during the criminal proceedings for
which the Order was issued that these
grounds are taken into account in the same
way as if they were provided for under
their national law when assessing the
relevance and admissibility of the
evidence concerned. The court may
consult the authorities of the relevant
Member State, the European Judicial
Network in criminal matters or Eurojust.

the-coustin

- dusing-the

Presidency proposal 20/06/2022 -
[DELETE]

Chapter V

417

Chapter 5: Final provisions

Article 18a

418

Article 18a Language

Provisional agreement 4th political
trilogue 09/07/2021:

Article 18a Language
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 18, paragraph 1

419

Each Member State shall indicate, if
and which language(s) in addition to
their official language(s) they will accept
for the transmission of the EPOC or
EPOC-PR, and/or of a European
Production Order and a European
Preservation Order in case of
enforcement.

Article 19

420 Article 19 Monitoring and reporting

Article 19(1)

421 1. By [date of application of this
Regulation] at the latest, the Commission
shall establish a detailed programme for
monitoring the outputs, results and
impacts of this Regulation. The
monitoring programme shall set out the
means by which and the intervals at which
the data and other necessary evidence will
be collected. It shall specify the action to
be taken by the Commission and by the

1. By... [date of application of this
Regulation] at the latest, the Commission
shall establish a detailed programme for
monitoring the outputs, results and impacts
of this Regulation. The monitoring
programme shall set out the means by
which and the intervals at which the data
and other necessary information will be
collected. It shall specify the action to be
taken by the Commission and by the

1. By [date of application of this
Regulation] at the latest, the Commission
shall establish a detailed programme for
monitoring the outputs, results and impacts
of this Regulation. The monitoring
programme shall set out the means by
which and the intervals at which the data
and other necessary evidence will be
collected. It shall specify the action to be
taken by the Commission and by the
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Member States in collecting and analysing | Member States in collecting and analysing | Member States in collecting and analysing | taken by the Commission and by the
the data and other evidence. the data and other information. the data and other evidence. Member States in collecting and analysing
the data and other evidence.
Article 19(2)

422

2. In any event, Member States shall
collect and maintain comprehensive
statistics from the relevant authorities. The
data collected shall be sent to the
Commission each year by 31 March for
the preceding calendar year and shall
include:

2. In any event, Member States shall
collect and maintain comprehensive
statistics from the relevant authorities. The
data collected shall be sent to the
Commission each year by 31 March for
the preceding calendar year and shall
include:

2. In any event, Member States shall
collect and maintain comprehensive
statistics from the relevant authorities. The
data collected shall be sent to the
Commission each year by 31 March for
the preceding calendar year and shall, as
far as possible, include:

Rapporteur’s proposal 22/04/2021:

2. In any event, Member States shall
collect and maintain comprehensive
statistics from the relevant authorities. The
data collected shall be sent to the
Commission each year by 31 March for the
preceding calendar year and shall as far as
possible include:

Article 19(2), point a

423

a) the number of EPOCs and EPOC-PRs
issued by type of data requested, service
providers addressed and situation
(emergency case or not);

a) the number of EPOCs and EPOC-PRs
issued by the type of data requested, the
addressees and the situation (emergency
case or not);

a) the number of EPOCs and EPOC-PRs
issued by type of data requested, service
providers addressed and situation
(emergency case or not, ex-post
validation);

Presidency proposal 24/06/2022:

a) the number of EPOCs and EPOC-PRs
1ssued by the type of data requested, the
addressees and the situation (emergency
case or not);

Article 19(2), point aa

424 aa) the number of EPOCs issued under Presidency proposal 24/06/2022:
emergency case derogations, mdu_(lmg = 7 T vy 1y e ey
details on circumstances and possible ] s
outcomes; emergency case RaliorS;
Article 19(2), point ab
425 ab) the number of EPOCs and EPOC- Presidency proposal 20/06/2022 :
PRs issued making use of the possibility
of the issuing authority to request the IR
10881/22 MiC/vj 195
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

service provider to refrain from
informing the person whose data is being
sought pursuant to Article 11(1a),
including information of the
circumstances and possible later
information pursuant to Article 11(2);

Article 19(2), point b

426

b) the number of fulfilled and non-fulfilled
EPOC:s by type of data requested, service
providers addressed and situation

(emergency case or not);

b) the number of fulfilled and non-fulfilled
EPOCs and EPOC-PRs by the type of
data requested, the addressees and the
situation (emergency case or not);

b) the number of fulfilled and non-fulfilled
EPOC:s by type of data requested, service
providers addressed and situation
(emergency case or not);

Rapporteur’s proposal 22/04/2021:

b) the number of fulfilled and non-fulfilled
EPOCs and EPOC-PRs by the type of data
requested, the addressees and the situation
(emergency case or not);

Article 19(2), point ba

427

(ba) the number of EPOCs that were
refused, by the type of data requested, the
addressees, the situation (emergency case
or not) and the ground for non-
recognition or non-execution raised;

Presidency proposal 25/06/2022
[DELETE]

Article 19(2), point ¢

428

c) for fulfilled EPOCs, the average
duration for obtaining the requested data
from the moment the EPOC is issued to
the moment it is obtained, by type of data
requested, service provider addressed and
situation (emergency case or not);

c) for fulfilled EPOCs, the average
duration for obtaining the requested data
from the moment the EPOC is issued to
the moment it 1s obtained, by #he type of
data requested, the addressees and the
situation (emergency case or not);

c) for fulfilled EPOCs, the average
duration for obtaining the requested data
from the moment the EPOC is issued to
the moment it is obtained, by type of data
requested, service provider addressed and
situation (emergency case or not);

Rapporteur’s proposal 22/04/2021:

c) for fulfilled EPOCs, the average
duration for obtaining the requested data
from the moment the EPOC is issued to the
moment it is obtained, by the type of data
requested, the addressees and the situation
(emergency case or not);

Article 19(2), point ca
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

429 ca) for fulfilled EPOC-PR, the average Rapporteur’s proposal 22/04/2021:
duration for the respective EPOC
procedure following the EPOC-PR, from
the moment the EPOC-PR is issued to the
moment the EPOC is issued, by the type
of data requested and the addressees;
Article 19(2), point d
430 d) the number of European Production &)-the-numberof EurepeanPreduets d) the number of European Production _
Orders transmitted and received for Oedesssransantiadand racervedfor Orders transmitted and received for
enforcement to an enforcing State by type forcement-to-an-enforcing-State-bytype | enforcement to an enforcing State by type
of data requested, service providers ef-data-requested—serviee-providess of data requested, service providers
addressed and situation (emergency case b dand TR e addressed and situation (emergency case
or not) and the number thereof fulfilled; thereoffulftlled: or not) and the number thereof fulfilled;
Article 19(2), point e
431 e) the number of legal remedies against ) the number of legal remedies used e) the number of legal remedies against _
European Production Orders in the issuing | against European Production Orders and European Production Orders in the issuing
State and 1n the enforcing State by type of European Preservation Orders in the State and 1n the enforcing State by type of
data requested; data requested;
issuing State and in the executing State by
the type of data requested;
Article 19(2), point f
432 f) the sanctions imposed, in accordance f) the number of cases where no ex-post _
with Article 13, by the type of data validation was granted.
requested, the addressees, the situation
10881/22 MiC/vj 197
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

(emergency case or not) and the amount
of sanctions.
Article 19(2), point g
433 g) an overview of the costs claimed by _
service providers related to the execution
of the EPOC or the EPOC-PR and the
costs reimbursed by the issuing
authorities.
Article 19(2), point h
434 h) the number of enforcement procedures _
launched by the type of data requested, _
the addressees, the situation (emergency
case or not) and the final outcome.
Article 19(2a)
435 2a. The Commission shall, by 30 June of _
each year, publish a report containing the _
data referred to in paragraph 2 in a
compiled form subdivided per into
Member States.
Article 19(3)
436 3. Service providers may collect, Rapporteur’s proposal 22/04/2021:
maintain and publish statistics if any
such data were collected they may be
sent to the Commission by 31 March for
the preceding calendar year and may, as
far as possible, include:
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Council Mandate

Draft agreement

Article 19(3), point a

437

a) the number of EPOCs and EPOC-
PRs received by type of data requested,
Member States and situation
(emergency case or not);

Article 19(3), point b

438

b) the number of fulfilled and non-
fulfilled EPOC:s by type of data
requested, Member States and situation
(emergency case or not);

Article 19(3), point ¢

439

¢) for fulfilled EPOCs, the average
duration for providing of the requested
data from the moment the EPOC is
received to the moment it is provided,
by type of data requested, Member
State and situation (emergency case or
not).
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Commission Proposal

Council Mandate

Draft agreement

Article 20

440

Article 20 Amendments to the Certificates
and the Forms

Article 20 Amendments to the Certificates
and the Forms

Article 20, paragraph 1

The Commission shall adopt delegated

The Commission shall adopt delegated

Wi

wd acts 1n accordance with Article 21 to acts in accordance with Article 21 to
amend Annexes I IT and III in order to amend Annexes I, IT and III in order to
effectively address a possible need for effectively address a possible need for
improvements regarding the content of improvements regarding the content of
EPOC and EPOC-PR forms and of forms EPOC and EPOC-PR forms and of forms
to be used to provide information on the to be used to provide information on the
impossibility to execute the EPOC or impossibility to execute the EPOC or
EPOC-PR. EPOC-PR.
Article 21
442 Article 21 Exercise of delegation Axticle-2l -Exercise-of-delegation Article 21 Exercise of delegation
Article 21(1)
10881/22 MiC/vj 200
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Commission Proposal EP mandate Council Mandate Draft agreement
443 1. The power to adopt delegated acts 1s +—Thepowerte-adopt-delegated-aets+s 1. The power to adopt delegated acts 1s Presidency proposal 20/06/2022 -
conferred on the Commission subject to farrad-ontha O 3t biactto conferred on the Commission subject to 1. Th TR e = S gy
the conditions laid down in this Article. | the-conditionslaid down-inthis-Astiele- | the conditions laid down in this Article. - e power fo a clegatec acts 18
conferred on the Commission subject to the
conditions laid down 1n this Article.
Article 21(2)
444 2. The delegation of power referred to in 2. The delegation of power referred to in Presidency proposal 20/06/2022 -
Article 20 shall be conferred for an Article 20 shall be conferred for an ; ;
- . . . . . . . 2. The delegation of power referred to in
indeterminate period of time from [date of indeterminate period of time from /[date of Article 20 shall be conferred f
application of this Regulation]. application of this Regulation]. arucie £Us e
indeterminate period of time from [date of
application of this Regulation].
Article 21(3)
445 3. The delegation of powers referred to in | 3—Fhe-delegatteneofpewersrefesredte+n | 3. The delegation of powers referred toin | Presidency proposal 20/06/2022 -
Article 20 may be're\ oked at any time by e ¥be Article 20 may be.revoked at any time by 3. The delegation of powers referred to in
the European Parliament or by the the peasTt t-er-by-the the European Parliament or by the Article 20 mav be revoked at anv time b
Council. A decision to revoke shall putan | & t—A-deetston-to-revekeshallputan | Council A decision to revoke shall put an the E % i b tlZ C yﬂ
end to the delegation of the power sadtethadaazanon-arthas end to the delegation of the power DT LR T G (T
- . - ; . .. . ; .. A decision to revoke shall put an end to the
specified in that decision. It shall take speetfred-n-that-deetston—Tt-shall-take specified in that decision. It shall take deleation of the power specified in that
effect the day following the publication of | effectthe-dayfollowingthe-publication-of | effect the day following the publication of oE POWE 2P
ST . . . S ] decision. It shall take effect the day
the decision in the Official Journal of the | the-deetstontn-the-OffcialJowrnalofthe the decision in the Official Journal of the . . L.
. - ;i . ) following the publication of the decision in
European Union or at a later date European-Lhvon-orat-alaterdatespeesfied | European Union or at a later date specified th al J 1 of the E Uni
specified therein. It shall not affect the therein Tt shall not-affect the-validity-of | therein. It shall not affect the validity of ;:ﬁf:; Journa o i
}:rl::lty of any delegated acts already in any delegated acts already in force e e et e
’ already in force.
Article 21(4)
446 4. Before adopting a delegated act, the 4—Before-adopungsa-delegated-net—the 4. Before adopting a delegated act, the Presidency proposal 20/06/2022 -
Commission shall consult experts Conunrssonshalbconsult-expers Commission shall consult experts -
designated by each Member State in destsnated-by-each-MemberStatetn designated by each Member State in 4C Befq:;ziin slhaug::’::‘lﬁf?ed CEL
accordance with the principles laid down aeecord with-the-prineipleslard-down accordance with the principles laid down ¥
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Council Mandate

Draft agreement

in the Interinstitutional Agreement on
Better Law-Making of 13 April 2016%.

B OJL123,12.5.2016, p. 13.

in the Interinstitutional Agreement on
Better Law-Making of 13 April 2016%.

Z0JL 123,12.5.2016, p. 13.

designated by each Member State in
accordance with the principles laid down in
the Interinstitutional Agreement on Better
Law-Making of 13 April 2016%.

¥ 0JL123,12.5.2016, p. 13.

Article 21(5)
447 5. As soon as 1t adopts a delegated act, the | S—Asseeneas+adopisa-delegatedaet—the | 5. As soon as it adopts a delegated act, the | Presidency proposal 20/06/2022 -
ject - 1 T fal e Lall s ot o 1 sy . T T
Commission shall nqtlfy it simultaneously shellnotfy-s-omn % | Commission shall nqufy it simultaneously SIAs oo A adopin s dekpael a e
to the European Parliament and to the to-tha EuropaanRarhamentand-totha to the European Parliament and to the o P
Council - 4 Council Commission shall notify it simultaneously
” ” ” to the European Parliament and to the
Council.
Article 21(6)
448 6. A delegated act adopted pursuant to Srdelesatedetadeprad-possuanite 6. A delegated act adopted pursuant to Presidency proposal 20/06/2022 :
Article 20 shall enter into force only if no | Asttele20-shall-enterinto-foree-enly+fne Article 20 shall enter into force only if no 6. A del 4 donted
objection has been expressed either by the Dtecis ; objection has been expressed either by the SR S e L STy

European Parliament or the Council
within a period of 2 months of notification
of that act to the European Parliament and
the Council or if, before the expiry of that
period, the European Parliament and the
Council have both informed the
Commission that they will not object. That
period shall be extended by 2 months at

European Parliament or the Council within
a period of 2 months of notification of that
act to the European Parliament and the
Council or if, before the expiry of that
period, the European Parliament and the
Council have both informed the
Commission that they will not object. That
period shall be extended by 2 months at

Article 20 shall enter into force only if no
objection has been expressed either by the
European Parliament or the Council within
a period of 2 months of notification of that
act to the European Parliament and the
Council or if, before the expiry of that
period, the European Parliament and the
Council have both informed the
Commission that they will not object. That

it ativ 7 PP Sy S £ L Dael s mnit1ativ T
the initiative of .the European Parliament the ve-of the peasTt ef | the mnitiative 9f the European Parliament or period shall be extended by 2 months at the
or of the Council. oftha Counal of the Council P -
initiative of the European Parliament or of
the Council
Article 22
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449 Article 22
Notifications
Article 22(1)
450 1. By [date of application of this 1. By... [12 months before the date of 1. By [date of application of this

Regulation] each Member State shall
notify the Commission of the following:

application of this Regulation] each
Member State shall notify the Commission
of the following

Regulation] each Member State shall
notify the Commission of the following:

Article 22(1), point a

451

a) the authorities which, in accordance
with 1its national law, are competent in
accordance with to Article 4 to issue

and/or validate European Production
Orders and European Preservation Orders:;

a) the authornities which, in accordance
with its national law, are competent in
accordance with to Article 4 to issue
and/or validate European Production
Orders and European Preservation Orders;

a) the authorities which, in accordance
with its national law, are competent in
accordance with to Article 4 to issue
andles, validate, transmit and/or receive
European Production Orders and European
Preservation Orders or the notifications
thereof:

Article 22(1), point b

452

b) the enforcing authority or authorities
which are competent to enforce European
Production Orders and European
Preservation Orders on behalf of another
Member State;

b) the executing authority fo which the
EPOC or EPOC-PR is transmitted for the
execution or enforcement of European
Production Orders and European
Preservation Orders:

b) the enforcing authority or authorities
which are competent to enforce European
Production Orders and European
Preservation Orders on behalf of another
Member State:
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Council Mandate

Draft agreement

Article 22(1), point ba

453

(ba) where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, the means and
technical interfaces the competent
authorities have at their disposal to
receive or access data produced to be
interconnected with the system referred to
in Article 7a;

Presidency proposal 24/06/2022 :
[DELETE]

Article 22(1), point ¢

c) the courts competent to deal with
reasoned objections by addressees in
accordance with Articles 15 and 16.

454

c) the courts competent to deal with
reasoned objections by addressees in
accordance with Articles15-and-16.

Rapporteur’s proposal 22/04/2021:

c) the competent authorities to deal with
reasoned objections by addressees in

accordance with Article 16.
Article 22(1), point d
d) languages accepted for the 1
3 transmission of the EPOC or EPOC-PR | RAPPOMIelr’s proposal 22/04/2021:
and/or a European Production Order d) languages accepted for the
and a European Preservation Order, in | notification and the transmission of the
case of enforcement in accordance with | EPOC or EPOC-PR and/or a European
Article 18a. Production Order and a European
Preservation Order, in case of
enforcement in accordance with Article
18a.
Article 22(1a)
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

456 1a. By the same date, service providers

with establishments in more than one
Member State shall notify the
Commission of the place of their main
establishment in the Union.

Article 22(2)

457 2. The Commission shall make the 2. The Commission shall make the 2. The Commission shall make the
information received under this Article information received under this Article information received under this Article
publicly available, either on a dedicated publicly available, either on a dedicated publicly available, either on a dedicated
website or on the website of the European | website or on the website of the European | website or on the website of the European
Judicial Network referred to 1n Article 9 Judicial Network in criminal matters Judicial Network referred to in Article 9 of
of the Council Decision 2008/976/JHA®. | referred to in Article 9 of the Council the Council Decision 2008/976/JHAS.

Decision 2008/976/THA".
%6 Council Decision 2008/976/THA of 16 E— %6 Council Decision 2008/976/JHA of 16
December 2008 on the European Judicial | *° Council Decision 2008/976/JTHA of 16 December 2008 on the European Judicial
Network (OJ L 348, 24.12.2008, p. 130). December 2008 on the European Judicial Network (OJ L 348, 24.12.2008, p. 130).
Network (OJ L 348, 24.12.2008, p. 130).
Article 23
458 Article i.? R ’_ ti ’ hip to Europ Article 23 ) ) Article 23 o
mvestigation Orders . . . Relationship to Ewrepean-avestigation
Relationskip to Kropecn Investigation Orders other instruments, agreements
Orders and Mutual Legal Assistance ’
Member States’ authorities may continue Procedures and arrangements
to 1ssue European Investigation Orders in
accordance with Directive 2014/41/EU for This Regulation does not affect EU and
the gathering of evidence that would also | The authorities of the Member States may | other international instruments,
fall within the scope of this Regulation. continue to issue European Investigation agreements and arrangements on
Orders in accordance with Directive Membe e —AtH O R e Ot e
2014/41/EU, or to use the existing mutual | te-issue-Europ L T
legal assistance procedures for the aeeordanee-vwith-Directive20144H-EU for
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Commission Proposal

EP mandate

gathering of electronic information, that
would also fall within the scope of this
Regulation.

Council Mandate

the gathering of evidence that would also
fall within the scope of this Regulation.

Draft agreement

Article 24

459

Article 24 Evaluation

Article 24, paragraph 1

460

By [5 years from the date of application of
this Regulation] at the latest, the
Commission shall carry out an evaluation
of the Regulation and present a report to
the European Parliament and to the
Council on the functioning of this
Regulation, which shall include an
assessment of the need to enlarge its
scope. If necessary, the report shall be
accompanied by legislative proposals. The
evaluation shall be conducted according to
the Commission's better regulation
guidelines. Member States shall provide

By [2 years from the date of application of
this Regulation] at the latest, the
Commission shall carry out an evaluation
of the Regulation and present a report to
the European Parliament and to the
Council on the functioning of this
Regulation, which shall, inclede-an

in particular, evaluate the number of
cases in which the emergency derogation,
pursuant to Article 9 (2), and the
derogation from the principle of user
information, pursuant to Article 11, were

By [5 years from the date of application of
this Regulation] at the latest, the
Commission shall carry out an evaluation
of the Regulation and present a report to
the European Parliament and to the
Council on the functioning of this
Regulation, which shall include an
assessment of the need to enlarge its scope.
If necessary, the report shall be
accompanied by legislative proposals. The
evaluation shall be conducted according to
the Commission's better regulation
guidelines. Member States shall provide

Presidency proposal 20/06/2022 -

By [X years from the date of application of
this Regulation] at the latest, the
Commission shall carry out an evaluation
of the Regulation. The Commission shall
transmit this report to the European
Parliament, the Council, the European
Data Protection Supervisor and the
European Union Agency for
Fundamental Rights. This overall
evaluation shall include an assessment of
the application of this Regulation and of
the results that have been achieved with

10881/22
ANNEXI

JAL2

MiC/vj
LIMITE

206

EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

the Commission with the information
necessary for the preparation of that
Report.

applied.Ifpecassase The report shall be
accompanied by an assessment of the
Sunctioning of the common European
exchange Ssystem as well as an
assessment of the functioning of the
Regulation in relation with Directive
2014/41/EU of the European Parliament
and of the Council.

The evaluation shall be conducted
according to the Commission's better
regulation guidelines. Member States shall
provide the Commission with the
information necessary for the preparation
of that Report.

the Commission with the information
necessary for the preparation of that
Report.

regard to the objectives that were set and
of the impact on fundamental rights. The
evaluation shall be conducted according to
the Commission's better regulation
guidelines. Member States shall provide
the Commission with the information
necessary for the preparation of that
Report.

Article 25

461

Article 25
Entry into force

Article 25, paragraph 1

This Regulation shall enter into force on

This Regulation shall enter into force on

iz the twentieth day following its publication ;Ih;hls Reggl ation shall enter mnto forcg on the twentieth day following its publication T R
- - e twentieth day following its publication | . . . . .
in the Official Journal of the European in the Official Journal of the European 1in the Official Journal of the European This Regulation shall enter into force on
Union. Union P Union. the twentieth day following its publication
- 24 . 7 = 5
It shall apply from /6 months after its . I Sh‘:’l_l apply. from /6 24 months after its m‘!“ Official Journal of the European
) into force] It shall apply from [18 months after its em_r} into fm_ce]. o Union.
entry 1 ’ entry into force]. This Regulation shall be binding in its
i i inding in i entir d directl licable in th shall from months after i
cntsty nd diectly applicable the. | Th Regulation shallbe binding inies | et 0 SeCrnanR SRS | IR "
Member States in accordance with the entirety and directly applicable in the Treaties .
Treaties Member States in accordance with the i This Regulation shall be binding 1n its
’ Treaties. entirety and directly applicable in the
Member States in accordance with the
Treaties.
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Formula
463 Done at Strasbourg,
Formula
464 For the European Parliament
The President
Formula
For the Council
- The President
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ANNEX 11

DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
laying down harmonised rules on the appointment of legal representatives for the purpose of gathering evidence in criminal proceedings

2018/0107(COD)
DRAFT

The amendments made by the EP and the Council in the text of the proposal for a Directive compared to the Commission's proposal are marked as
follows:

- the new text is marked in bold italics;

- the deleted parts of the text are marked in strikethrough.

- the parts amended following discussions at trilogues or technical meetings will be underlined.

Where full paragraphs of the Commission's proposal were not amended by the EP and the Council, they are not repeated in the columns reflecting their
respective positions, but are marked with a diagonal line in the 4th column.

Parts provisionally agreed at the trilogue are going to be marked in green.

Parts provisionally agreed at the technical meetings and to be confirmed at the trilogue are going to be marked in blue.

Parts to be further discussed are going to be marked in yellow.

Footnotes are marked in red. Their numbering does not correspond to the respective original documents. Updating and renumbering must be
done_manually (NO automatic update).
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Formula

; COM/2018/226 final -
2018/0107 (COD)

A9-9999/2020 - 11 December
20201

7348/19

Proposal Title

2 Proposal for a DIRECTIVE OF
THE EUROPEAN
PARLIAMENT AND OF THE
COUNCIL laying down
harmonised rules on the
appointment of legal

representatives for the purpose

Proposal for a DIRECTIVE OF
THE EUROPEAN
PARLIAMENT AND OF THE
COUNCIL laying down
harmonised rules on the
appointment of legal

representatives for the purpose of

the purpose of gathering evidence in criminal proceedings
having regard to the Commission proposal to Parliament and the Council (COM(2018)0226),
having regard to Article 294(2) and Articles 53 and 62 of the Treaty on the Functioning of the European Union, pursuant to which the Commission submitted the proposal to

Parliament (C8-0154/2018).

having regard to Article 294(3) of the Treaty on the Functioning of the European Union,

having regard to Rules 59 of its Rules of Procedure,
having regard to the report of the Committee on Civil Liberties, Justice and Home Affairs (A9-0000/2020),

1. Rejects the Commission proposal;

2. Calls on the Commission to withdraw its proposal;

3. Instructs its President to forward its position to the Council, the Commission and the national parliaments.

Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL laying down harmonised rules on the appointment of legal representatives for
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of gathering evidence in

criminal proceedings

gathering evidence in criminal

proceedings

Formula

Having regard to the Treaty on

Having regard to the Treaty on

Having regard to the opinion of
the European Economic and
Social Committee ',

the Functioning of the European | the-Funetioningofthe Eurepean | the Functioning of the European
Union, and in particular Unien—and-in-particular Union, and in particular
Articles 53 and 62 thereof, Articles53-and-62-thereof Articles 53 and 62 thereof,

Formula

4 Having regard to the proposal Havinsregard-to-the-propesal Having regard to the proposal
from the European Commission, | frem-theEurepean-Commission: | from the European Commission,

Formula

5 After transmission of the draft Aftertransmission-of the-draft After transmission of the draft
legislative act to the national legislativeact-to-thenatienal legislative act to the national
parliaments, parliaments: parliaments,

Formula

6

Having regard to the opinion of
the European Economic and
Social Committee ’,
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roIrcC..p.. torc o roic..p..

Formula

7 Acting in accordance with the Acting-in-accordance-with-the Acting in accordance with the

ordinary legislative procedure, erdinarytesisiative-procedure: ordinary legislative procedure,
Formula
8 Whereas: Phereas: Whereas:
hecital 11 Commented [HC29]: Presidency 30/06/2022 : all recitals
which are blank, written without colour or in yellow are not
(1)Network-based services can | () Netwerlkbasedservieesean | (1) Network-based services can eI e s e e

to ensure consistency with the operative part

9 in principle be provided from in-prineiple-be-provided-from in principle be provided from
anywhere and do not require a anrhereand-dotrotredqiire s anywhere and do not require a

physical infrastructure, physicalinfrastrueture—corperate | physical infrastructure, corporate
corporate presence, or staff in presence—orstaffinthe-country presence, or staff in the country
the country where the services where-the-services-are-offered: where the services are offered,

are offered, nor in the internal sorn-thednrernal market it nor in the internal market itself.

market itself. As a consequence, | As-a-eonsequeneeiteanbe As a consequence, it can be
it can be difficult to apply and dittrenttteappland-enteree difficult to apply and enforce
enforce obligations laid down in | eblizatiensiaid-dewn-innatienat | obligations laid down in national

national and Union law which and-Uniontew-whieh-applyte-the | and Union law which apply to the
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apply to the service providers

service providers concerned, in

concerned, in particular the partieuiar-the-oblisationte particular the obligation to
obligation to comply with an complyithanorderor+ comply with an order or a
order or a decision by a judicial | deeision-by-ajudieinl-authority decision by a judicial authority.
authority. This is the case in Fhisis-the-easein-partentarin This is the case in particular in
particular in criminal law, where | erimineHew—where-Member criminal law, where Member
Member States’ authorities face | Statesautheoritiesface States’ authorities face
difficulties with serving, diffieulteswith-serving—ensuring | difficulties with serving, ensuring
ensuring compliance and compliance-and-enforcing their compliance and enforcing their
enforcing their decisions, in decisions—in-partieularwhere decisions, in particular where
particular where relevant relevanterrieeTareprovided relevant services are provided
services are provided from from-outside-their-territery- from outside their territory.
outside their territory.
Recital 2
10 (2) Against that background, 2-Asanstthatbaekeround: (2) Against that background,

Member States have taken a Member-States-havetakena Member States have taken a
variety of disparate measures to | ¥ariety-of-disparate-faeasureste | variety of disparate measures to
more effectively apply and mere-effectivelapphrand more effectively apply and
enforce their legislation. This enforce-theirlegislation—This enforce their legislation. This
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includes measures for inelades-measuresforaddressing | includes measures for addressing
addressing service providers to | serviee-providers-to-obtain service providers to obtain
obtain electronic evidence that is | eleetronte-evidenee-thatisof electronic evidence that is of
of relevance to criminal relevanecto-erithinal relevance to criminal
proceedings. proecedingss: proceedings.

Recital 3

11 (3) To that end, some Member B Fe-thatend—someMember (3) To that end, some Member
States have adopted, or are Staterhareadepted—otare States have adopted, or are
considering adopting, legislation | eensiderinsadeptinglegislatien | considering adopting, legislation
imposing mandatory legal impesing-mandaterylegal imposing mandatory legal
representation within their own | representation-within-theirowsn representation within their own
territory, for a number of service | territery—fora-numberofservice | territory, for a number of service
providers offering services in providers-offeringservicesinthat | providers offering services in that
that territory. Such requirements | territery—Suchrequirements territory. Such requirements
create obstacles to the free erepteebrtaelesto-thefree create obstacles to the free
provision of services within the | prevision-efservieeswithinthe provision of services within the
internal market. irernabmatiet internal market.

Recital 4
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(4) There is a significant risk -There-is-a-significantrisk+that | (4) There is a significant risk that

12 that other Member States will other Mamber Sratecudill o ta other Member States will try to
try to overcome existing overcome-existingshorteomings | overcome existing shortcomings
shortcomings related to related-to-catherineevideneein related to gathering evidence in
gathering evidence in criminal eriminal-proeeedings-by-means-of | criminal proceedings by means of
proceedings by means of impesinedisparatenational imposing disparate national
imposing disparate national eblizattonintheabsenceeota obligations in the absence of a
obligations in the absence of a Tnten—wideapproach—Thisis Union-wide approach. This is
Union-wide approach. This is bound-to-createfurtherobstacles | bound to create further obstacles
bound to create further obstacles | to-the-free-provision-ofservices to the free provision of services
to the free provision of services | within-the-internal-market within the internal market.
within the internal market.

Recital 5

13 (5) Under the current S5y Underthe-current (5) Under the current
circumstances, the resulting circumstances—theresultinglegal | circumstances, the resulting legal
legal uncertainty affects both uneertainty-affectsboth-service uncertainty affects both service
service providers and national providers-and-national providers and national
authorities. Disparate and attherttePisparateand authorities. Disparate and
possibly conflicting obligations | pessibly-eenflietins-oblications possibly conflicting obligations
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are set out for service providers

are set out for service providers

established or offering services | established-er-efferingservieesin | established or offering services in
in different Member States, differentMember-States—whieh different Member States, which
which also subject them to et themredHForent also subject them to different
different sanction regimes in ShireHeRFe st Hreareef sanction regimes in case of
case of violations. This wiolations—This-divergeneeinthe | violations. This divergence in the
divergence in the framework of | framewerk-oferiminal framework of criminal
criminal proceedings will likely | proceedings—willlikelyfusrther proceedings will likely further
further expand because of the expand-because-of- the-growing expand because of the growing
growing importance of #mportance-of-communication importance of communication
communication and information | and-infermatien-seeietyserviees | and information society services
society services in our daily Hetr-datyrerandsoctetes in our daily lives and societies.
lives and societies. The The-feregoins-net-onlyrepresents | The foregoing not only represents
foregoing not only represents an | an-ebstaele-to-the-proper an obstacle to the proper
obstacle to the proper functionping-ofthe-internalmasket | functioning of the internal market
functioning of the internal but-also-entails-problemsforthe | but also entails problems for the
market but also entails problems | establishment-and-correct establishment and correct
for the establishment and correct | fanetioningofthe Union’sarea-of | functioning of the Union’s area
functioning of the Union’s area | freedom—seenrity-andjustee: of freedom, security and justice.
of freedom, security and justice.
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Recital 6
(6) To avoid such fragmentation | ¢6)>Fe-aveidsuch-frasmentation | (6) To avoid such fragmentation

= and to ensure that undertakings | end-te-ensure-that-undertalinss and to ensure that undertakings
active in the internal market are | aetive-in-the-internal-market-are active in the internal market are
subject to the same or similar shbeetto-thesameorshntlar subject to the same or similar
obligations, the Union has obligations—the Unien-has obligations, the Union has
adopted a number of legal acts adepted-a-numberoflegalaetsin | adopted a number of legal acts in
in related fields such as data related-fieldssuchas-data related fields such as data
protection’. To increase the protection”™To-increase-thelevel | protection’. To increase the level
level of protection for the data S preteetenterthedai of protection for the data
subjects, the rules of the General | subjeets—therales-ofthe-General | subjects, the rules of the General
Data Protection Regulation® Data-Proteetion-Regulation” Data Protection Regulation®
provide for the designation of a | previdefor-the-desicnationofe provide for the designation of a
legal representative in the Union | legalrepresentative-intheUnien | legal representative in the Union
by controllers or processors not | by-contrellers-er-processors-not by controllers or processors not
established in the Union but established-inthe Union-but established in the Union but
offering goods or services to offeringpoods-orservicesto offering goods or services to
individuals in the Union or individualinthe Tnten-or individuals in the Union or
monitoring their behaviour if menitorine-their-behaviont+f monitoring their behaviour if
their behaviour takes place their-behaviour-takes-placeswithin | their behaviour takes place within
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within the Union, unless the the Union—unless-theprecessing | the Union, unless the processing
processing is occasional, does i5-ecenstonai—deoesnotinetude is occasional, does not include
not include processing, on a preeessins—onalarseseate—of processing, on a large scale, of
large scale, of special categories | speeiat-entegeries-eofpersenat special categories of personal
of personal data or the data-or-the-proeessing-ofpersenat | data or the processing of personal
processing of personal data datarelatineto-ermninal data relating to criminal
relating to criminal convictions | eenvietions-and-offences—andis | convictions and offences, and is
and offences, and is unlikely to | unlikelytoresultin-ariskto-the | unlikely to result in a risk to the
result in a risk to the rights and | sights-and freedoms-ofnatural rights and freedoms of natural
freedoms of natural persons, persons—takinginto-aceountthe | persons, taking into account the
taking into account the nature, netire—context—seopeand nature, context, scope and
context, scope and purposes of | purpeses-oftheproeessingorif purposes of the processing or if
the processing or if the the-eontreHeris-a-publie-antherity | the controller is a public authority
controller is a public authority or-bods— or body.
or body.
“Directive 0SS EC of the ? Directive 95/46/EC of the
2 Directive 95/46/EC of the European-Parliament-and-ofthe European Parliament and of the
European Parliament and of the | Ceuneil-ef24-October1995-68 Council of 24 October 1995 on
Council of 24 October 1995 on | the-pretection-ofindividualsawith | the protection of individuals with
the protection of individuals regard-to-the preeessinsof regard to the processing of
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with regard to the processing of | persenal-data-and-on-the-free personal data and on the free
personal data and on the free HreTenreRtot—tehdata~od & movement of such data (OJL
movement of such data (OJ L 2342330053 281, 23.11.1995, p. 31);
281, 23.11.1995, p. 31); Resulation-(E2016/670-efthe | Regulation (EU) 2016/679 of the
Regulation (EU) 2016/679 of EurepeanParliatentand-ofthe European Parliament and of the
the European Parliament and of | Cenneit-ef27-Aprit26+6-enthe | Council of 27 April 2016 on the
the Council of 27 April 2016 on | pretection-ofnaturalpersens—with | protection of natural persons with
the protection of natural persons | regard-to-the-processingeof regard to the processing of
with regard to the processing of | persenal-data-and-on-the-free personal data and on the free
personal data and on the free movement-ofsuch-data—and movement of such data, and
movement of such data, and repeatfe Difeetre 2546 FC repealing Directive 95/46/EC
repealing Directive 95/46/EC tGeneral DataProtection (General Data Protection
(General Data Protection Regulation{OFE1H94-526+6; | Regulation) (OJ L 119, 4.5.2016,
Regulation) (OJ L 119, 2062458 p- 1); Directive 2002/58/EC of
4.5.2016, p. 1); Directive the European-Parkamentand-of the European Parliament and of
2002/58/EC of the European the-Couneil-of 1 2-Fuly2002 the Council of 12 July 2002
Parliament and of the Council of | concerningtheprocessingof concerning the processing of
12 July 2002 concerning the personal-data-and-the-preteetion | personal data and the protection
processing of personal data and | efprivaey-inthe-eleetronie of privacy in the electronic
the protection of privacy in the | eemmunieations-seeter{Direetive | communications sector (Directive
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electronic communications on-privacy-and-electronie on privacy and electronic
sector (Directive on privacy and | eemmunieations) (03264 communications) (OJ L 201,
electronic communications) (OJ | 3+-72602p—3%~ 31.7.2002, p. 37).
L 201, 31.7.2002, p. 37). i e e — 3 Regulation (EU) 2016/679 of
3 Regulation (EU) 2016/679 of treFurepeanParhamentand-of the European Parliament and of
the European Parliament and of | the-Cenneil-of27-Apsit26+6-en | the Council of 27 April 2016 on
the Council of 27 April 2016 on | the-pretection-ofnaturalpersens | the protection of natural persons
the protection of natural persons | with-regard-to-the-processingof with regard to the processing of
with regard to the processing of | persenal-data-and-on-the-free personal data and on the free
personal data and on the free movement-ofsuch-data—and movement of such data, and
movement of such data, and repeatingDireetive- 95M46/EC(OF | repealing Directive 95/46/EC (OJ
repealing Directive 95/46/EC EHS 4520461 L 119,4.5.2016, p. 1).
(OJL 119, 4.5.2016, p. 1).
Recital 7
15 (7) By setting out harmonised H-By-settingout-harmenised (7) By setting out harmonised

rules on the legal representation | ses-on-thelegalrepresentation | rules on the legal representation
of certain service providers in ofeertain-servieeprovidessinthe | of certain service providers in the
the Union for receipt of, Unienforreecipt-ofeomplianee | Union for receipt of, compliance
compliance with and with-endentorcementof with and enforcement of
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enforcement of decisions issued | deecisions-issued-by-competent decisions issued by competent
by competent authorities in the | autheritiesinthe MemberStates | authorities in the Member States
Member States for the purposes | for-the-purpeses-of-gathering for the purposes of gathering
of gathering evidence in evidenee-in-eriminal-proeeedings; | evidence in criminal proceedings,
criminal proceedings, the the-existing-obstaclesto-thefree | the existing obstacles to the free
existing obstacles to the free provistenotservieesshenld-be provision of services should be
provision of services should be | remeved—as-wel-asthe-future removed, as well as the future
removed, as well as the future imposition-of-divergentnational | imposition of divergent national
imposition of divergent national | appreaches-inthatregardsheuld | approaches in that regard should
approaches in that regard should | be-prevented—TLevelplayingfeld | be prevented. Level playing field
be prevented. Level playing torerrreeproviders=henldbe for service providers should be
field for service providers established—Mereover—ore established. This should not
should be established. teetrecrinablas affect obligations on service
Moreover, more effective enforeementin-the-commeon-area | providers deriving from other
criminal law enforcement in the | effreedem-—security-andjustice EU legislation. Moreover, more
common area of freedom, sheuld-be-facilitated- effective criminal law
security and justice should be enforcement in the common area
facilitated. of freedom, security and justice
should be facilitated.
MiC/vj 221
ANNEX I JAIL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

Recital 8

16 (8) The legal representative at 8y Thelegalrepresentative-at (8) The legal representative at
issue should serve as an issne-shouldserve-asan issue should serve as an
addressee for domestic orders addr for-domestic-orders addressee for domestic orders and
and decisions and for orders and | and-deecisions-andforordersand | decisions and for orders and
decisions pursuant to Union deeisions-pursuantte-Unientegal | decisions pursuant to Union legal
legal instruments adopted HrteRtadepted-rrh e instruments adepted falling
within the scope of Title V, seopeet e T—Chapter—t—of within the scope of Title V,
Chapter 4, of the Treaty on the | theFreaty-ontheFunetioningof | Chapter 4, of the Treaty on the
Functioning of the European the-Eurepean-Unienfor Functioning of the European
Union for gathering evidence in | sathering-evidence-in-criminal Union for gathering evidence in
criminal matters. This includes | satters—This-ineladesbeth criminal matters, including
both instruments that permit the | instuments-that-permitthe-direet | where those orders and
direct serving of orders in cross- | servins-of-eorders-in-eross-berder | decisions are transmitted in
border situations on the service | sitaations-en-the-serviee form of a certificate. This
provider, and instruments based | previder—and-instuments-based | includes both instruments that
on judicial cooperation between | enjudiecial-cooperation-betiveen | permit the direct serving of
judicial authorities under Title judicial-autheritiesunder Title - | orders in cross-border situations
V, Chapter 4. Chapter4- on the service provider or its
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legal representative, such as the
[Regulation on European
Production and Preservation
Orders for electronic evidence
in criminal matters
(“Regulation”)*], and other
instruments based-ea for judicial
cooperation applicable between
the jadicial-auntherities Member
States, notably those falling
within the scope of #ades Title
V., Chapter 4, such as the
Directive on the European
Investigation Order® and the
2000 Mutual Legal Assistance
Convention®. Recourse to the
legal representative should be
in accordance with the
procedures-set out in the

instruments and legislation
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applicable to the judicial
proceedings. The competent
authorities of the Member State
where the legal representative
resides or is established should
act in accordance with the role
set out for them in the
respective instrument if and
where an involvement is

foreseen.

4Regulation of the European
Parliament and of the Council
on European Production and
preservation orders for
electronic evidence in criminal
matters.

SDirective 2014/41/EU of the
European Parliament and of
the Council of 3 April 2014
regarding the European
Investigation Order in criminal
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matters, OJ L 130, 1.5.2014,
p-1.

¢ Council Act of 29 May 2000
establishing in accordance with
Article 34 of the Treaty on
European Union the
Convention on Mutual
Assistance in Criminal Matters
between the Member States of
the European Union, OJ C 197,
12.7.2000, p. 1 and its Protocol,
0J C 326, 21.11.2001, p. 2.

Recital 9
17 (9) Member States shall ensure | {5 Member-States-shall-ensure (9) Member States shall ensure
that the obligation to designate a | thatthe-eblicationte-desiznatea | that service providers have the
legal representative is legal-representative-is-immediate: | obligation to designate a legal
immediate, that is from the date | thatisfromthe dateof representative is-immediate that
of transposition set out in HanspesitionsetoutinAsticle7 | isfrom-the-date-oftranspesition
Article 7 for service providers forservice-providers-thatoffer set-outin-Asticle7forservice
10881/22 MiC/vj 225
ANNEX I JAIL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

that offer services in the Union | services-inthe Unionatthatdate: | providersthatofferservicesin
at that date, or from the moment | erfrem-the-momentservice Hretntonat-that-date by [6
service providers start offering provider—tartofferneerriees months from the transposition
services in the Union for those e T et e thola ates deadline of this Directive] or
service providers that will start | previdersthatawill-start-offering | from the moment service
offering services after the date servieesatterthedateof providers start offering services
of transposition. Hranspesition- in the Union for those service
providers that will start offering
services after [6 months from
the date-of transposition
deadline of this Directive].
Recital 10
18 (10) The obligation to designate | 0} Fhe-oblizationte-designatea | (10) The obligation to designate a
a legal representative should legalrepresentative-should-apply | legal representative should apply
apply to service providers that to-serviee-providers-thatoffer to service providers that offer
offer services in the Union, servieesin-the Union—meaningin | services in the Union, meaning in
meaning in one or more efre-errere Member Statesr one or more Member States.
Member States. Situations Situations-where-a-serviee Situations where a service
where a service provider is provideris-establiched-en-the provider is established on the
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established on the territory of a | territery-ofaMemberState-and territory of a Member State and
Member State and offers effers-serviees-exelusivelyonthe | offers services exclusively on the
services exclusively on the terrtory-of-that Member-State: territory of that Member State,
territory of that Member State, sheuld-netbeecovered-bvthis should not be covered by this
should not be covered by this Direettres Directive.
Directive.
Recital 11
19 (11) Notwithstanding the - Netwithstandinsthe (11) Notwithstanding the Presidency proposal 25/06/2022
designation of a legal designation-ofalegal designation of a legal (11) For the purpose of gathering
representative, Member States | representative-Member States representative, Member States electronic evidence in criminal
. . . proceedings, Member States
should be able to continue should be able to continue s b
addressing service providers addressing service providess addressing service providers addressing service providers via a
. . . . . . . . . . .. | designated establishment or a
established on their territory, be | established-en-their-territory—be-it | established on their territory, be it |, egal representative on their
it in purely domestic situations, | in-purely-domestiesituations—be | in purely domestic situations, be | territory for purely domestic
it aft . ] . . ] . . ] ] situations in accordance with their
be it after receipt of a request for | #-afterreceiptofarequestifor it after receipt of a request for respective national laws, or after
assistance under legal assistanee-underlegal-instraments | assistance under legal receipt of a request for assistance
) 1 legal . ) 1 legal under legal instruments on mutual
instruments on mutual lega < instruments on mutual lega legal assistance and on mutual
assistance and on mutual recognition in criminal matters.
recognition in criminal matters.
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assistance and on mutual mutualrecognition-in-eriminal Likewise Member States should | Member States should also be
recognition in criminal matters. | mattess: be able to continue addressing e G addressmg =
= Member States where service
the Member States where providers are established with
service providers are instruments falling within the
P scope of Title V, Chapter 4,
established with instruments TFEU such as the Directive on
. . . the European Investigation
falling within the scope of Title Order and the Convention
V, Chapter 4, such as the established by the Council in
S . accordance with Article 34 of the
Directive on the European Treaty on the European Union
Investigation Order and the on mutual assistance in criminal
2000 Mutual Legal Assistance maders b(ftween Member Stales
of the Union.
Convention.
The possibilities currently
provided by domestic law to
address service providers on
their own territory, Member
States should not circumvent the
principles set out in this
Directive and in Regulation
XXXX/XXX.
Recital 12
20 (12) The determination whether | @2)>Fhe-determination-whethera | (12) The determination whether a
a service provider offers service-provideroffersservices-in | service provider offers services in
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services in the Union requires an | the Unionrequires-an-assessment | the Union requires an assessment
assessment whether the service | whetherthe-serviee-provider whether the service provider
provider enables legal or natural | enableslesal-ernatural-persensin | enables legal or natural persons
persons in the Union to use its e ntento-tveHrserviees in the Union to use its services.
services. However, the mere Hewever—the-mere-feeessibility | However, the mere accessibility
accessibility of an online efanenhetterfaee+ier of an online interface (for
interface (for instance the instance-the-aceessibilitrofthe instance the accessibility of the
accessibility of the service . rider service provider’s or an
provider’s or an intermediary’s | intermediarrs-website-orofan intermediary’s website or of an
website or of an email address email-address-and-ofother email address and of other
and of other contact details) contact-detatls)-takeniniselation | confact details) taken in isolation
taken in isolation should not be | sheuld-net-be-asufficient should not be a sufficient
a sufficient condition for the cotdittentertreappheateneot condition for the application of
application of this Directive. s Pireetiver this Directive.

Recital 13
(13) A substantial connection to | 33> A-substantial-connectionte | (13) A substantial connection to

2 the Union should also be the Unionsheuld-alse-berelevant | the Union should also be relevant
relevant to determine the ambit | fo-determine-the-ambit-of to determine the ambit of
of application of this Directive. | applieation-ofthisDireetive: application of this Directive.
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Such a substantial connection to | Sueh-a-substantial-conneetion+te | Such a substantial connection to
the Union should be considered | the-Unien-sheuld-be-eonsidered the Union should be considered
to exist where the service to-extstwhere-theserviee to exist where the service
provider has an establishment in | previderhas-an-establishmentdn | provider has an establishment in
the Union. In the absence of the Union—In-the-absenee-ofsueh | the Union. In the absence of such
such an establishment, the an-establishment—the-eritesionof | an establishment, the criterion of
criterion of a substantial asubstantial-connectionshould a substantial connection should
connection should be assessed be-assessed-en-the-basisefthe be assessed-en-the basis efthe
on the basis of the existence of a | existence-ofa-significantnumber | existenece-of based on specific
significant number of users in of users-in-one-ormore-Member | factual criteria such as a
one or more Member States, or | Statesrorthe-tarsetingof significant number of users in
the targeting of activities aefivittertowardsoneormore one or more Member States, or
towards one or more Member Member-States—The-targetingof | the targeting of activities towards
States. The targeting of aetviertowardsone-ortore one or more Member States. The
activities towards one or more MemberStates-can-be-determined | targeting of activities towards
Member States can be on-the-basis-ofallrelevant one or more Member States can
determined on the basis of all circumstances—ineludingfactors | be determined on the basis of all
relevant circumstances, such-as-theuse-ofalansuage-era | relevant circumstances, including
including factors such as the use | eurrepey-generatly-used-in-that factors such as the use of a
of a language or a currency Member-State—or-the-possibility | language or a currency generally
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generally used in that Member
State, or the possibility of
ordering goods or services. The
targeting of activities towards a
Member State could also be
derived from the availability of

an application (‘app’) in the

EP mandate

Council Mandate
used in that Member State, or the
possibility of ordering goods or
services. The targeting of
activities towards a Member
State could also be derived from
the availability of an application

(‘app’) in the relevant national

Draft agreement

relevant national app store, from | advestisingoradvertisinginthe app store, from providing local

providing local advertising or language-used-in-that Member advertising or advertising in the

advertising in the language used | State—erfrom-the-handlinsof language used in that Member

in that Member State. or from etteiterrelatton—tehar b= State, or from the handling of

the handling of customer providing-eustomer-servieeinthe | customer relations such as by

relations such as by providing tanstreesenerallodrthat providing customer service in the

customer service in the language | MemberState—A-—substantial language generally used in that

generally used in that Member connection-is-also-to-be-assumed | Member State. A substantial

State. A substantial connection | where-a-service-providerdirects connection is also to be assumed

is also to be assumed where a its-activities-towards-one-orsere | where a service provider directs

service provider directs its MemberStates-as-set-outin its activities towards one or more

activities towards one or more Arttele 5ot Reculntion Member States as set out in

Member States as set out in 252042 Article 17(1)(c) of Regulation
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Article 17(1)(c) of Regulation recognition-and-enforcement-of 1215/2012 on jurisdiction and the
1215/2012 on jurisdiction and Frdeementinerviand recognition and enforcement of
the recognition and enforcement | eemmereial-matters—On-the-other | judgements in civil and
of judgements in civil and hand-provisienoftheservieedn | commercial matters. On the other
commercial matters. On the wiew-of mere-comphaneewith-the | hand, provision of the service in
other hand, provision of the prohibitiento-diseriminatetaid view of mere compliance with
service in view of mere down-in-Regulation(EL) the prohibition to discriminate
compliance with the prohibition | 2048/302* cannetbe—on-that laid down in Regulation (EU)
to discriminate laid down in sround-alone—be-consideredas 2018/3027 cannot be, on that
Regulation (EU) 2018/302* directing-or-targetingactivities ground alone, be considered as
cannot be, on that ground alone, | tewards-a-given-terriory-within directing or targeting activities
be considered as directing or tretnten—Thesae towards a given territory within
targeting activities towards a conrerrttor—hetldappi—te the Union. The same
given territory within the Union. | determine-whethera-serviee considerations should apply to
The same considerations should | previdereoffersservicesina determine whether a service
apply to determine whether a MemberState- provider offers services in a
service provider offers services Member State.
in a Member State. N
Reaulation (HU) 2018/302-of
M‘W. e pa 7 Regulation (EU) 2018/302 of
W the European Parliament and of
10881/22 MiC/vj 232
ANNEX I JAIL2 LIMITE EN




Commission Proposal

EP mandate

Council Mandate

Draft agreement

4 Regulation (EU) 2018/302 of | blecking-and-otherforms-of the Council of 28 February 2018
the European Parliament and of d;se;maa&en-based-ea L y £ on addressing unjustified geo-
the Council of 28 February 2018 | residenee-orplace-of . blocking and other forms of
on addressing unjustified geo- es&ab-hshmeat—wﬁhm—the—nﬁeme} l 1 1 discrimination based on
blocking and other forms of Regnia&ews—éEG)—lM)Gé/%GO«l— customers' nationality, place of
discrimination based on ead—éEU—)%@-l—#—:!—&%&nd residence or place of
customers' nationality, place of 9.%.—2-9-1—8.—1;.—197" establishment within the internal
residence or place of market and amending
establishment within the internal Regulations (EC) No 2006/2004
market and amending and (EU) 2017/2394 and
Regulations (EC) No 2006/2004 Directive 2009/22/EC (OJ L 601,
and (EU) 2017/2394 and 2.3.2018,p. 1).
Directive 2009/22/EC (OJ L
601, 2.3.2018, p. 1).

Recital 14
(14) Service providers obliged H-Serviee-providers-obligedte | (14) Service providers obliged to

= to designate a legal destenateatesalrepresentative designate a legal representative
representative should be able to | sheuld-be-able-te-choese-to-that should be able to choose to that
choose to that effect an existing | effeet-an-existingestablishment effect an existing establishment
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establishment in a Member
State, be it a corporate body or a
branch, agency. office or a main
seat or headquarters, and also
more than one legal
representative. Nevertheless, a
corporate group should not be
forced to designate multiple
representatives, one for each
undertaking part of that group.
Different instruments adopted
within the scope of Title V,
Chapter 4, of the Treaty on the
Functioning of the European
Union apply in the relationships
between Member States when
gathering evidence in criminal
proceedings. As a consequence
of this ‘variable geometry’ that

exists in the common area of

EP mandate

Council Mandate
in a Member State, be it a
corporate body or a branch,
agency, office or a main seat or
headquarters, and also more than
one legal representative. This
legal representative could also
be a third party, which could
be shared between several
service providers, in particular
small and medium-sized
enterprises. Nevertheless, a
corporate group should not be
forced to designate multiple
representatives, one for each
undertaking part of that group,
but can designate one legal
representative for the group.
Different instruments adepted
falling within the scope of Title

V., Chapter 4, of the Treaty on the

Draft agreement
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criminal law, there is a need to
ensure that the Directive does
not facilitate the creation of
further disparities or obstacles to
the provision of services in the
internal market by allowing
service providers offering

services on their territory to

EP mandate

Council Mandate
Functioning of the European
Union apply in the relationships
between Member States when
gathering evidence in criminal
proceedings. As a consequence
of this ‘variable geometry’ that
exists in the common area of

criminal law, there is a need to

Draft agreement

designate legal representatives within-Member-States-that-de-net | ensure that the Directive does not

within Member States that do take-partinrelevantlegal facilitate the creation of further

not take part in relevant legal nstraments—whtehwenld-fal disparities or obstacles to the

instruments, which would fall shert-ofaddressine-theproblesr | provision of services in the

short of addressing the problem. | Fherefore-atleastene internal market by allowing

Therefore, at least one represeptativeshoutd-be service providers offering

representative should be designatedin-a-MemberState-that | services on their territory to

designated in a Member State participates-in-therelevant Unien | designate legal representatives

that participates in the relevant | legalinstrumentste-aveid-therisk | within Member States that do not

Union legal instruments to avoid | ef-weakening-the-effectiveness-of | take part in relevant legal

the risk of weakening the the-destenation-providedforin instruments, which would fall

effectiveness of the designation | thisDireetive-and-to-make-use-of | short of addressing the problem.
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provided for in this Directive
and to make use of the synergies
of having a legal representative
for the receipt of, compliance
with and enforcement of
decisions and orders issued in
the context of gathering
evidence in criminal
proceedings, including under the
[Regulation] or the 2000 Mutual
Legal Assistance Convention. In
addition, designating a legal
representative, which could also
be utilised to ensure compliance
with national legal obligations,
makes use of the synergies of
having a clear point of access to
address the service providers for
the purpose of gathering

evidence in criminal matters.

EP mandate

Council Mandate
Therefore, at least one
representative should be
designated in a Member State
that participates in the relevant
Union legal instruments to avoid
the risk of weakening the
effectiveness of the designation
provided for in this Directive and
to make use of the synergies of
having a legal representative for
the receipt of, compliance with
and enforcement of decisions and
orders issued in the context of
gathering evidence in criminal
proceedings, including under the
[Regulation], the Directive on
the European Investigation
Order or the 2000 Mutual Legal
Assistance Convention. In

addition, designating a legal

Draft agreement
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representative, which could also
be utilised to ensure compliance
with national legal obligations,
makes use of the synergies of
having a clear point of access to
address the service providers for
the purpose of gathering evidence

in criminal matters.

Recital 15
23 (15) Service providers should be | 35)-Serviee-providers-shoutd-be | (15) Service providers should be
free to choose in which Member | freeto-echeose-in-which-Member | free to choose in which Member
State they designate their legal Statetheydestenatethertesat State they designate their legal
representative, and Member FeprerentRtredember representative, and Member
States may not restrict this free | States-maynotrestrietthisfree States may not restrict this free
choice, e.g. by imposing an cheice—e-g—byimpesingan choice, e.g. by imposing an
obligation to designate the legal | ebligationto-designate-thelegal | obligation to designate the legal
representative on their territory. | representative-en-theirtersitory- representative on their territory.
However, the Directive also Hewever—the Directive-alse However, the Directive also
contains certain restrictions with | eentains-eertainrestrietionswith | contains certain restrictions with
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regard to this free choice of regard-to-this-free-cheice-of regard to this free choice of
service providers, notably that serviee-providers—notably—that service providers, notably that
the legal representative should the-legalrepresentativesheuld-be | the legal representative should be
be established in a Member established-n-avember-State established in a Member State
State where the service provider | where-the-serviee-provider where the service provider
provides services or is providesservieesorts provides services or is
established, as well as the established—as-well-as-the established, as well as the
obligation to designate a legal obligation-to-designate-alegal obligation to designate a legal
representative in one of the representative-inone-ofthe representative in one of the
Member States participating in | MemberStates-participatingin Member States participating in
judicial cooperation instruments | jadieial-cooperationinstraments | judicial cooperation instruments
adopted under Title V of the adopted-underFitle V-of the adepted-underfalling within
Treaty. Freat= Title V of the Treaty. The sole
designation of a legal
representative should not be
considered to constitute an
establishment of the service
provider.
Recital 16
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24 (16) The service providers most | (36>-The-serviee-providers-meost (16) The service providers most
relevant for gathering evidence | relevantforgatherinsevideneedn | relevant for gathering evidence in
in criminal proceedings are ernabpreceedieTare criminal proceedings are
providers of electronic providers-of-electronic providers of electronic
communications services and communications-servicesand communications services and
specific providers of specific-providers-ofinformation | specific providers of information
information society services that | seecietyservices-thatfacilitate society services that facilitate
facilitate interaction between interaction-bebweenusers—Thus: | interaction between users. Thus,
users. Thus, both groups should | beth-greups-sheuld-be-eovered-b¥ | both groups should be covered by
be covered by this Directive. thisDireetiveProvidersot this Directive. Providers of
Providers of electronic eleetronte-communieation electronic communication
communication services are servieesare<detinedtithe services are defined in the
defined in the proposal for a propesal-foraDirective proposal for a Directive
Directive establishing the establishingthe European establishing the European
European Electronic Electronic-Conmnunications Electronic Communications
Communications Code. They Cede—They-include-inter Code. They include inter-
include inter-personal persenal-communieations-saeh-as | personal communications such as
communications such as voice- | ¥eiee-overiP-instantiessasing | voice-over-IP, instant messaging
over-IP, instant messaging and | and-e-mail-serviees—The and e-mail services.
e-mail services. The categories | eategeries-ofinformationseetety | This Directive should also be
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of information society services | services-inelided-here-are-these applicable to other The
included here are those for forwhieh-thestorage-of dataisa | eategeries-of information society
which the storage of data is a detinnecomponentotthe services providers within the
defining component of the serviee-provided-to-the-user—and | meaning of Directive (EU)
service provided to the user, and | refer-in-partictlar-to-soeiat 2015/1535 that ineladed-here-are
refer in particular to social networksto-theextentthev-donot | theseforwhichthesterageof
networks to the extent they do gualifi—ac-electronie data-is-a-definingcomponentof
not qualify as electronic communicationsservices—online | theserviceprovided-to-theuser:
communications services, online | sarketplacesfacilitating andrefer-in-particularto-secial
marketplaces facilitating Hransactions-between-theirusers | pebworks-te-the-extentthey-do not
transactions between their users | {sueh-as-eensumersor qualify as electronic
(such as consumers or brstRessesiand-otherhostine communications services
businesses)and other hosting ~errtee—eldinewherethe providers, but offer their users
services, including where the servieets-provided-vrinelond the ability to communicate with
service is provided via cloud computing—Information-society each other or offer their users
computing. Information society | servicesfor-which-thesterage-of | services that can be used to
services for which the storage of | data-is-neta-definingcompenent: | process or store data on their
data is not a defining and-forwhichitis-onlyofan behalf. This should be in line
component, and for which it is anpeilarypatire—suehastesak with the terms used in the
only of an ancillary nature, such | erehiteetural—ensineerinsand Budapest Convention on
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as legal, architectural,
engineering and accounting
services provided online at
distance, should be excluded
from the scope of this Directive,
even where they may fall within
the definition of information
society services as per Directive

(EU) 2015/1535.

Cybercrime. Processing of data
should be understood in a
technical sense, meaning the
creation or manipulation of
data, i.e. technical operations to
produce or alter data by means

of computer processing power.

The categories of service
providers included here are, for
example online marketplaces
their-users-{sueh-as providing
consumers ef-and businesses} the
ability to communicate with
each other and other hosting
services, including where the
service is provided via cloud
computing, as well as online
gaming platforms and online
gambling platforms. Where an
information society service
provider does not provide its
users the ability to
communicate with each other,
but only with the service
provider, or does not provide
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the ability to process or to store
data, or where the ability to
store/process data is not an
essential part of the service
provided to users, such as legal,
architectural engineering and
accounting services provided
online at a distance, it would
not fall within the scope of the
definition, even if within the
definition of information
society services pursuant to
Directive (EU) 2015/1535.

Information-seciebyservicesfor

Recital 17
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25 (17) Providers of internet H+Previder—etinternet (17) Providers of internet
infrastructure services related to | infrastraetureservieesrelatedte | infrastructure services related to
the assignment of names and the-assienmentof namesand the assignment of names and
numbers, such as domain name | aumbers—such-as-domain-name numbers, such as domain name
registrars and registries and registrars-andregistries-and registrars and registries and
privacy and proxy service privacy-and-proxy-service privacy and proxy service
providers or regional internet providers-orregional-internet providers or regional internet
registries for internet protocol registriesfor-internet protees! registries for internet protocol
(‘IP’) addresses, are of 1P -addresses—are-of partientar | (‘IP’) addresses, are of particular
particular relevance when it relevanecwhentreomestothe relevance when it comes to the
comes to the identification of identitieatton-of netors-behind identification of actors behind
actors behind malicious or mahetenorcompromred-reb malicious or compromised web
compromised web sites. They sites—They-hold-data-thatisof sites. They hold data that is of
hold data that is of particular pasticularrelevanceforeriminal | particular relevance for criminal
relevance for criminal investigations-as-it-canallow—for | investigations as it can allow for
investigations as it can allow for | the-identification-ofan-individual | the identification of an individual
the identification of an et-entitvbehind-awebsttetised or entity behind a web site used
individual or entity behind a in-eriminal-aetivity-or-thesdietim | in criminal activity, or the victim
web site used in criminal oferiminal-aetivityin-the-ease-of | of criminal activity in the case of
activity, or the victim of
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criminal activity in the case of a | a-compromised-web-site-thathas | a compromised web site that has
compromised web site that has | beep-hijaelked-by-eriminals: been hijacked by criminals.
been hijacked by criminals.
Recital 18
26 (18) The legal representative i Thetesatrepresentative (18) The legal representative

should be able to comply with “hewld-berbletecomplyrith should be able to comply with
decisions and orders addressed | deeisions-and-orders-addressed+te | decisions and orders addressed to
to them by Member States’ HrerrbrlemberStare them by Member States’
authorities on behalf of the autherities-on-behalfefthe authorities on behalf of the
service provider, which should service-provider—which-sheuld service provider, which should
take the appropriate measures to | take-the-appropriate-measureste | take the appropriate measures to
ensure this result, including ensure-thisresult—including ensure this result, including
sufficient resources and powers. | sufficientresourcesandpoewers: | sufficient resources and powers.
The absence of such measures The-absenee-of such-measures-of | The absence of such measures or
or their shortcomings should not | theirsherteomings-should-net their shortcomings should not
serve as grounds to justify non- | serve-as-creunds-tejustifirneon- serve as grounds to justify non-
compliance with decisions or comphaneewith-deetstonsor compliance with decisions or
orders falling into the ambit of | erdersfallinginto-the-ambitof orders falling into the ambit of
application of by this Directive, | application-ofbythis-Directive; application of by this Directive,
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neither for the service provider

nor its legal representative.

neither for the service provider
nor its legal representative.
Neither should service
providers be able to exculpate
themselves due to missing or
ineffective internal procedure,
as they are responsible for
providing the necessary
resources and powers to
guarantee compliance with
orders and national decisions.
Nor should the legal
representative be able to
exculpate himself by claiming
for example he is not
empowered to deliver data. The
service provider and its legal
representative(s) should remain
free to allocate among

themselves the tasks of
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identifying and accessing the
requested evidence as long as
decisions and orders addressed
to them are complied with.
Recital 19
(19) Service providers should 9-Service-providersshould (19) Service providers should
27 notify the Member State in notifirthe- Member-State-din-which | notify the Member State in which
which the legal representative the-legalrepresentativeresidesor | the legal representative resides or
resides or is established of the is-established-of the-identitFand | is established of the identity and
identity and contact details of eontaet-details-of theirlegal contact details of their legal
their legal representative, as representative—as-wellasrelated | representative, as well as related
well as related changes and chatsesand-updateset changes and updates of
updates of information. The infermaten—Hhepenticaton information. The notification
notification should also provide | sheuld-alse-provide-informatien | should also provide information
information about the languages | abeut-thelanguages-in-which-the | about the languages in which the
in which the legal representative | legalrepresentative-canbe legal representative can be
can be addressed, which should | addressed—which-shouldinelade | addressed, which should include
include at least one of the atteastone-otfthe-offtetal atleast one or more of the
official languages of the et e Mfonrboar State official languages in accordance
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Member State where the legal where-the-legalrepresentative with the national law of the
representative resides or is resides-eris-established—butmay | Member State where the legal
established, but may include inelade-other-offieta-ansuases representative resides or is
other official languages of the ot the Unteon—stehasthe established, but may include

Union, such as the language of

other official languages of the

its headquarters. When the Thentheservieeprovider Union, such as the language of its
service provider designates designates-more-than-one-legal headquarters.

more than one legal represeatative—it-may-also-notify

representative, it may also notify | considerationsto-determine . .

‘When the service provider
considerations to determine which-ene-should be-addressed- designates more than one legal
which one should be addressed. | Fhese-considerations-are-not representative, it may als.o notify

considerations to determine
These considerations are not bindinsfor Member-States™ which one should be
binding for Member States’ thesities—but-sheuld addressed.These considerations

- are not-bindingfor Member
authorities, but should be folowed-exeeptin-dulyjustified | States>authorities—but-should be
followed except in duly justified | eases—AH-this-information—which followed except in-duly justified

where the competent

Draft agreement

cases. All this information, is-of pasticularrelevancefor authorities consider it is
which is of particular relevance | MemberStatesauthosities: necessary to depart from those
considerations on a case-by-
for Member States’ authorities, | should-be-madepubliely cases basis e.g. when the legal
should be made publicly available by-theservieeprovider representative is unavailable or
uncooperative. Where the
available by the service terexampleenttrebiiteine competent authorities, by way
of exception, depart from these
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provider, for example on its manner-comparable-to-the considerations they should only
website. in a manner . cor-maki addre§s a legal representative

= established in a Member State
comparable to the requirements | avaHable-general-information participating in the respective
for making available general PPt S Pareste in]s'trlul'nengt. %mm ] ]
information pursuant to Article | 2606/31+/ECc-en-—certaintegat forMember-States—anthorities:
5 Directive 2000/31/EC on aspeetsotinformationsoetety sheu*d—be—mede—pubhely ablet l ovides
certain legal aspects of services—inpartienlarelectronie | forexample-ontswebstte—tna .
information society services, in | commerce—in-the-Internal- Market -maaae;—eempa;able—te—the : "
particular electronic commerce, | *4e-Commerce-Directive)—Eer awﬂable—geﬂesamm
in the Internal Market > (e- these-service-providerssubjectto MMM | I
Commerce Directive). For those | the-e-CemmereeDireetive; aspeets—ef—u#eama&en—se;:-teet
service providers subject to the | Artiele3{3)-complements-but mwmm ] I l ] [ e
e-Commerce Directive, Article | dees-netreplacethese 8-(e—Geim»l;efee-Béfeeﬁave).—F(-:~1=
3(3) complements but does not | requirements—Furthermere; MGW
replace these requirements. MemberStates-sheuld-alse Aﬂ%}e-l-e-}(-ﬁ-eem-p-}emeﬂ%s-bu%
Furthermore, Member States publish-therelevantinformation dees—net—tepl-aee—&hese
should also publish the relevant | fortheircountryron-a-dedicated Member Statés should al-se
information for their country on | site-ofthe-eJustice-postal-te lr);:l::: taiggoﬁfl?t)i:f}x_g;: the
a dedicated site of the e-Justice | faeilitate-coerdinationbetiveen country on a dedicated site
portal to facilitate coordination | Member-States-and-use-ofthe mgﬂﬂtﬁi:ﬁ t‘ljlsmﬁee
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between Member States and use | legal-representative-by-autherities | Network in criminal matters to
£ the lesal tative b facilitate coordination between
of the fegal representative by Member States and use of the
authorities from another legal representative by authorities
from another Member State. The
Member State. S Diseetive 2000/31/EC of the | data may also be further
. Paski 1 ofdl disseminated to facilitate access
to this data by competent
Ceouneil-of SJune2000-en-eertainr | authorities, such as via
S it A . . . dedicated intranet sites or
Directive 2000/31/EC of the legal-aspeets-of-information forums and platforms.
European Parliament and of the | Seeiety-serviees—in-partienlar
Council of 8 June 2000 on electronic commercein-the
certain legal aspects of Internal- Market(OI-L173; ¢ Directive 2000/31/EC of the
information society services, in | +++2006-p—H- EuropeanParliamentandof-the
Couneil-of-8-June-2000-on-certain
particular electronic commerce, legal aspects-ofinformation
in the Internal Market (OJ L seciety-servicesin-particular
178, 17.7.2000, p. 1). Internat Merket(OF 178
Recital 20
28 (20) The infringement of the 20 The-infringement-of-the (20) The service provider
obligations to designate a legal | eblizationste-desiznate-alegal should be subject to effective,
representative and to notify and | representative-and-to-notifi—and proportionate and dissuasive
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make publicly available the
information related thereto
should be subject to effective,
proportionate and dissuasive
sanctions. Under no
circumstances should the
sanctions determine a ban,
permanent or temporary, of
service provision. Member
States should coordinate their
enforcement action where a
service provider offers services
in several Member States. To
ensure a coherent and
proportionate approach, a
coordination mechanism is
provided. The Commission
could facilitate such
coordination if necessary, but

needs to be informed of cases of

EP mandate

Council Mandate
sanctions for the infringement of
its the obligations to designate a
legal representative, to entrust
the legal representative with
the necessary powers and
resources to comply with
decisions and orders, establish
the appropiate procedures and
to notify and-make-publiely
available-the information related
thereto sheuld-be-subjeette
dissuasive-sanetions. The service
provider and the legal
representative should be
subject to effective,
proportionate and dissuasive
sanctions for the systematic
infringement by the legal

representative of the obligation

Draft agreement
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infringement. This Directive net-zovern-the-contractual to cooperate with the
does not govern the contractual | arrangementsfor-transferor competent authorities when
arrangements for transfer or shiftins-of finaneinl-consequenees | receiving decisions and orders.
shifting of financial borriesp ot proiidor—tid Member States should ensure
consequences between service legal-representatives-ofsanetions | that both the designated legal
providers and legal mpesed-upenthen: representative and the service
representatives of sanctions provider can be held jointly
imposed upon them. and severally liable for non-
compliance with obligations
deriving from the applicable
legal framework when
receiving decisions and orders.
Jointly and severally liable
means that either the legal
representative or the service
provider may be sanctioned for
non-compliance by either of
them with any of the
obligations under this
Directive. Joint and several
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liability should not apply for
actions or omissions of either
the service provider or the legal
representative which constitute
a criminal offence under the
law of the Member State
imposing the sanction. Under no
circumstances should the
sanctions determine a ban,
permanent or temporary, of
service provision. Member States
should coordinate their
enforcement action where a
service provider offers services in
several Member States. Central
authorities should coordinate to
ensure a coherent and
proportionate approach—a
previded. The Commission could
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facilitate such coordination if
necessary, but needs to be
informed of cases of
infringement. This Directive does
not govern the contractual
arrangements for transfer or
shifting of financial
consequences between service
providers and legal
representatives of sanctions

imposed upon them.

Recital 20a
29 (20a) When determining in the
individual case the appropriate
and proportionate sanction, the
competent authorities should
also take into account the
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financial capacity of the service
provider.
Recital 21
30 (21) This Directive is without £21-ThisDirective-is-without (21) This Directive is without
prejudice to the investigative prefidiecto-thetivestisative prejudice to the investigative
powers of authorities in civil or | pewers-efautheritiesin-eivil-of powers of authorities in civil or
administrative proceedings, adaHRistrative-proceedings: administrative proceedings,
including where such ineluding-where-sueh-proeeedings | including where such
proceedings can lead to canlead-to-sanetons: proceedings can lead to
sanctions. sanctions.
Recital 22
31 (22) In order to ensure the 223 In-orderto-ensure-the (22) In order to ensure the
application of the Directive in a | application-ofthe Directive-ina application of the Directive in a
consistent manner, additional consistent-manner—additional consistent manner, additional
mechanisms for the coordination | mechanismsforthecoeordination | mechanisms for the coordination
between Member States should | betweenMemberStates-should between Member States should
be put in place. For that purpose, | be-putin-plaece—For-thatpurpeser | be put in place. For that purpose,
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Member States should designate | MemberStates-should-designate | Member States should designate
a central authority that can aeentrabanthoritythatean a central authority that can
provide central authorities in providecontratanthorttierin provide central authorities in
other Member States with etherMemberStateswith other Member States with
information and assistance in the | infermation-and-assistaneednthe | information and assistance in the
application of the Directive, in appheation-of-theDireetive—in application of the Directive, in
particular where enforcement particular-where-enforcement particular where enforcement
actions under the Directive are actions-underthe Directive-are actions under the Directive are
considered. This coordination considered—This-coordination considered. This coordination
mechanism should ensure that mechanism-should-ensure-that mechanism should ensure that
relevant Member States are refevantMemberStaterare relevant Member States are
informed of the intent of a informed-ofthe-intent-ofa informed of the intent of a
Member State to undertake an Member-State-to-undertakean Member State to undertake an
enforcement action. In addition, | enfereementaetion—ta-additien: | enforcement action. In addition,
Member States should ensure MemberStates-should-ensure-that | Member States should ensure that
that central authorities can central-autherities-can-provide central authorities can provide
provide each other with each-otherwith-assistanece-in each other any relevant
assistance in those those-circumstances—and information and with assistance
circumstances, and cooperate eooperate-with-each-otherwhere | in those circumstances, and
with each other where relevant. | relevant—Ceooperationameonsst cooperate with each other where
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Cooperation amongst central
authorities in the case of an
enforcement action may entail
the coordination of an
enforcement action between
competent authorities in
different Member States. For the
coordination of an enforcement
action, central authorities shall

also involve the Commission

EP mandate

Council Mandate
relevant. Cooperation amongst
central authorities in the case of
an enforcement action may entail
the coordination of an
enforcement action between
competent authorities in different
Member States. It should aim to
avoid positive or negative
conflicts of competence. For the

coordination of an enforcement

Draft agreement

where relevant. The existence of | the-eeordination-mechanism-does | action, central authorities should

the coordination mechanism not-prejudice-theright-ofan shalt also involve the

does not prejudice the right of st lenther Statete Commission where relevant. The

an individual Member State to HHpereSRteHOR O FerTIee existence of the obligation of

impose sanctions on service providess-thatfail-to-complywith | these authorities to cooperate

providers that fail to comply theirobligationsunderthe coordination-mechanism does not

with their obligations under the | Directive—The-designation-and prejudice the right of an

Directive. The designation and | publication-ofinformation-abeut | individual Member State to

publication of information about | eentral-antherities—will-faeilitate | impose sanctions on service

central authorities will facilitate | the-netifieation-byserviee providers that fail to comply with
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the notification by service providers-ofthe-designatienand | their obligations under the

providers of the designation and | eentaet-details-ofitstegal Directive. The designation and

contact details of its legal reprerentatirete-the Member publication of information about

representative to the Member Statewheretictesat central authorities will facilitate

State where its legal representativetestdesoris the notification by service

representative resides or is established-of-the-designation-and | providers of the designation and

established of the designation contact-details- contact details of its legal

and contact details. representative to the Member
State where its legal
representative resides or is
established of the designation and
contact details.

Recital 23
32 (23) Since the objective of this eSee-theebrectve ot this (23) Since the objective of this

Directive, namely to remove Direettve—namelyto-remere Directive, namely to remove

obstacles to the free provision of | ebstaeles-to-the-free-provisienof | obstacles to the free provision of

services in the framework of servieestithetramewerkot services in the framework of

gathering evidence in criminal gatheringevidence-in-eriminal gathering evidence in criminal

proceedings, cannot be proceedings—cannotbe proceedings, cannot be
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sufficiently achieved by the sufficiently-achieved-by-the sufficiently achieved by the
Member States, but can rather, Member-States—but-eanrather—by | Member States, but can rather, by
by reason of the borderless reasen-of-the-berderlessnature-of | reason of the borderless nature of
nature of such services, be better | sueh-serviees—be-betterachieved | such services, be better achieved
achieved at Union level, the atUntentevel—+the Untontay at Union level, the Union may
Union may adopt measures in adeptieastresinnecordanes adopt measures in accordance
accordance with the principle of | with-the-principle-ofsubsidiarity | with the principle of subsidiarity
subsidiarity as set out in Article | asseteoutin-AsticleS-ofthe as set out in Article 5 of the
5 of the Treaty on European TFreaty-opEuropeanUnien—1n Treaty on European Union. In
Union. In accordance with the aceordance-with-the-prineiple-of | accordance with the principle of
principle of proportionality as prepertionality-as-seteutinthat | proportionality as set out in that
set out in that Article, this Artiele—this-Direetive-doesnot-ge | Article, this Directive does not go
Directive does not go beyond beyond-whatis-neeessary-in-order | beyond what is necessary in order
what is necessary in order to to-rehtevethoseobieetives to achieve those objectives.
achieve those objectives.
Recital 24
= (24) The European Data £24-The-EurepeanData (24) The European Data

Protection Supervisor was ProteetionSupervisorivas Protection Supervisor was
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consulted in accordance with consulted-inaccordance-with consulted in accordance with
Article 28(2) of Regulation (EC) | Astiele282)-ofRegulation(ECS) | Article 28(2) of Regulation (EC)
No 45/2001 of the European NoH2ootetthe Furepea No 45/2001 of the European
Parliament and of the Council® | Pastiament-and-ofthe-Couneil® Parliament and of the Council®
and delivered an opinion on and-delivered-an-opintonon and delivered an opinion on
(...), == (..)%°,
% Regulation (EC) No 45/2001 of | *RegulatientECyNo-45/200+-of | ° Regulation (EC) No 45/2001 of
the European Parliament and of | the EurepeanParliamentandof | the European Parliament and of
the Council of 18 December the-Couneil-of 13- December2000 | the Council of 18 December 2000
2000 on the protection of on-the-protection-ofindividuals on the protection of individuals
individuals with regard to the with-regard-to-the-processingeof | with regard to the processing of
processing of personal data by persenal-data-by-the-Comumunity | personal data by the Community
the Community institutions and | institatiens-and-bedies-and-enthe | institutions and bodies and on the
bodies and on the free free-meovement-of sueh-data(OF | free movement of such data (OJ
movement of such data (OJ L 8, | 583234266+~ L8, 12.1.2001, p. 1).
12.1.2001, p. 1). *ore —p— 0o1C,.p..
‘o1C,.p..
Recital 25
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35 (25) The Commission should = +-TheCommiron—hontd (25) The Commission should
carry out an evaluation of this eafry-outan-evaluation-of this carry out an evaluation of this
Directive that should be based Direetive-thatsheuld-be-baseden | Directive that should be based on
on the five criteria of efficiency. | the-five-eriteria-ofefficieney: the five criteria of efficiency,
effectiveness, relevance, effectiveness—relevanee; effectiveness, relevance,
coherence and EU value added | echerence-andEU-value-added coherence and EU value added
and should provide the basis for | and-sheuld-provide-the-basisfor | and should provide the basis for
impact assessments of possible | impactassessments-ofpossible impact assessments of possible
further measures. The evaluation | furthermeasures—Fhe-evatuation | further measures. The evaluation
should be completed 5 years sheuld-be-eompleted-S—rearsafter | should be completed 5 years after
after entry into application, to entry-inte-applention—te-alew entry into application, to allow
allow for the gathering of tor-thesatherine ot suttetent for the gathering of sufficient
sufficient data on its practical data-on-its-practical data on its practical
implementation. Information implementation—Information implementation. Information
should be collected regularly should-be-collectedregulaslyand | should be collected regularly and
and in order to inform the in-order-to-inform-the-evaluatien | in order to inform the evaluation
evaluation of this Directive. ot thisDireetive: of this Directive.
Formula
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36 HAVE ADOPTED THIS HAVEADOPTED-THIS HAVE ADOPTED THIS
DIRECTIVE: DIRECTHE: DIRECTIVE:
Article 1
37 Article 1 Articte+ Article 1
Subject matter and scope SHbfectnaHer-aHaSeope Subject matter and scope
Article 1(1)
Presidency proposal 25/06/2022:
38 1. This Directive lays down +—TFhis-Direetivelays-dowasutes | 1. This Directive lays down rules
rules on the legal representation | enthelegalrepresentationinthe | on the legal representation in the 1. This Dlrectlv? lays. down the
rules on the designation of
in the Union of certain service Unionofecertainserviee Union of certain service establishments and the
providers for receipt of, providersforreceiptof providers for receipt of, appointmen-t Wl : :
representatives of certain service
compliance with and compliance-with-and-eaforcement | compliance with and enforcement | providers offering services in the
enforcement of decisions and of decisions-and-orders-issued-by | of decisions and orders issued by Um'on_ for the 'receipt of,
compliance with and enforcement
orders issued by competent competent-authorities-ofthe competent authorities of the of decisions and orders issued by
authorities of the Member States | Member-Statesfor-the-purpeses Member States for the purposes R
Member States, for the purposes
for the purposes of gathering of gathering-evideneein-eriminat | of gathering evidence in criminal | of gathering electronic evidence in
preceedies proceedings. criminal proceedings.
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evidence in criminal 2. This Directive applies to
decisions and orders for the
purpose of gathering electronic
evidence on the basis of
Regulation XXXX/XXX [e-
Evidence Regulation], Directive
2014/41/EU, the Convention
established by the Council in
accordance with Article 34 of
the Treaty on the European
Union on mutual assistance in
criminal matters between
Member States of the Union,
and to domestic orders
addressed by Member States to
legal representatives or
designated establishments of
service providers on their
territory.

proceedings.

3. This Directive is without
prejudice to the powers of
national authorities in
accordance with Union and
national law to address directly
service providers via a
designated establishment or legal
representative on their territory,
for the purposes of gathering
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electronic evidence in criminal
proceedings.
Article 1(2)
39 2. Member States may not 2-Member-States-maynot 2. Member States #a¥ shall not
impose additional obligations to | impese-additional-ebligatienste | impose additional obligations to
those deriving from this these-derivingfrom-this-Direetive | those deriving from this Directive
Directive on service providers en-service-providerscovered-by | on service providers covered by
covered by this Directive for the | this-Directive-forthe-purpesesset | this Directive for the purposes set
purposes set out in paragraph 1. | entin-parasrephi- out in paragraph 1.
Article 1(3)
40 3. This Directive is without 3—This Directive-is-without 3. This Directive is without
prejudice to the powers of prejudice-to-the-powers-of prejudice to the powers of
national authorities in natiopalauthorities-inaceordanee | national authorities in accordance
accordance with Union and with-Unten-and-pationaHaw—te with Union and national law to
national law to address service Ak e prede address directly service
providers established on their established-en-theirterritoryfor | providers established on their
territory for the purposes the-purpesesteferred-totnin territory for the purposes referred
referred to in in paragraph 1. paragraph-1- to 4 in paragraph 1.
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Article 1(4)

41 4. This Directive shall apply to | 4—Fhis-Directive-shall-apphyte 4. This Directive shall apply to Presidency proposal 25/06/2022 -
the service providers defined in | theserviceproviders-defined-in the service providers defined in 5. This Directive shall apply to the
Article 2(2) offering their Asticle 2(2) offering their Article 2(2) offering their service providers defined in

ices in tt i hall . i ices in {t i hall Article 2(2) offering their services
services in the Union. It sha services in the Union. It shall not in the Union. It shall not apply
not apply where those service appaderetheme—erviee apply where those service where those service providers are
. . . . . . established on the territory of a
providers are established on the | previdess-are-established-en-the providers are established on the single Member State and offer
territory of a single Member territory-ofa-single Member-State | territory of a single Member State | Services exclusively on the
. . . . . territory of that Member State.
State and offer services and-offerservieesexelusivelon | and offer services exclusively on
exclusively on the territory of the-territery-of-that Member the territory of that Member
that Member State. State- State.
Article 2
= Article 2 Artiele-2 Article 2
Definitions Defiritons Definitions
Article 2, introductory part
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43 For the purpose of this Eor-the-purpese-of-this-Directive; | For the purpose of this Directive,
Directive, the following the-foHewingsdefinitionsapphs the following definitions apply:
definitions apply:
Article 2(1)
4 (1) ‘legal representative’ means | (-legalrepresentativemeansa | (1) ‘legal representative’ means a | Presidency proposal 25/06/20221
a legal or natural person, legal-ornatural person: legal or natural person,
designated in writing by a designated-in-writing-by-a-serviee | designated in writing by a service _
service provider for the purpose | providerforthe-purpese-of provider for the purpose of _
of Articles 1(1), 3(1), 3(2) and Artieles HB3(H)3rand-33): | Articles 1(1), 3(1). 3(2) and 3(3); _
36); provider not established in a
Article 2(2)
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45 | (2) ‘service provider’ means any | 2)>-‘serviee-provider—means-any | (2) ‘service provider’ means any -
natural or legal person that nataral-or-legal-person-that g:(t)l:/ri?ile(s)rofeg ?)lrlirelf)srznotf!ltalllte
provides one or more of the previde—eneortoreetthe following categories of services,
. . . . . . .| with the exception of financial
following categories of services: | folewing-categeries-ofservices: services referred to in
Article 2(2)(b) of
Directive 2006/123/EC:
Article 2(2), point a
(a) electronic communications rielectroniccomnicatons (a) electronic communications
L service as defined in Article 2(4) | service-as-definedin-Asticle2(4) | service as defined in Article 2(4) -
of [Directive establishing the of [Directive-establichingthe of [Directive (EU) 2018/1972
European Electronic European-Electronie establishing the European
Communications Code]; Communications-Code}: Electronic Communications Code
11 }:
" Directive (EU) 2018/1972 of
the European Parliament and
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Council of 11 December 2018
establishing the European
Electronic Communications
Code (OJ L 321, 17.12.2018, p.
36.)

Article 2(2), point b

(b) information society services | fb)yinformation-secietyservices (b) internet domain name and

Provisional agreement 6th
. as defined in point (b) of Article | as-defined-in-peoint-(b)yofAstiele | IP numbering services such as | frilogue 14/06/2022:

1(1) of Directive (EU) fraets 2045 5 | IP address providers, domain | b) internet domain name and IP
, ) ) ) . o . numbering services such as IP
2015/1535 of the European efthe FuropeanParhamentand name registries, domain name | g oo providers, domain name
Parliament and of the Council® | efthe-Couneit’for-whieh-the registrars and related privacy | Fegistries, domain name
for which th f data i . . . registrars and domain name

or which the storage of data is a < < and proxy services; related privacy and proxy
defining component of the component-oftheservice services;
service provided to the user, provided-to-the-user—including
including social networks, social-nebworks—online
online marketplaces facilitating | masketplacesfacilitating
transactions between their users, | #ansaetions-between-theirtserss
and other hosting service and-other-hostinsserviee
providers; providers:
8 Directive (EU) 2015/1535 of | *Disectiv 5/1535
the European Parliament and of | EurepeanRarliament-and-ofthe
the Council of 9 September Couneil-of O-September 2015
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2015 laying down a procedure laying-dewn-a-procedurefor-the
for the provision of information | previsien-efinfermation-in-the
in the field of technical field-of technical regulationsand
regulations and of rules on efrales-on-Information-Seeiety

Information Society services serveesHOF E 2 H 302605
(OTL 241, 17.9.2015, p. 1). B-

Article 2(2), point ¢

(c) internet domain name and IP | {e)}-internet-domain-name-andIR | (¢) other information society
numbering services such as IP numberingserviees-siehasIR services as defined in point (b) of

address providers, domain name | address-providers—domainname | Article 1(1) of Directive (EU)
registries, domain name registries—domeain-nameregistrars | 2015/1535 of the European
registrars and related privacy andrelrtedprivacyandproxy Parliament and of the Council'?
and proxy services; serviees: that provide:
I

"2 Directive (EU) 2015/1535 of
the European Parliament and of
the Council of 9 September 2015
laying down a procedure for the
provision of information in the
field of technical regulations and
of rules on Information Society
services (OJ L 241, 17.9.2015,

p- 1.

48

Article 2(2), point c, line 1
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49

- the ability to its users to
communicate with each other;
or

Article 2(2), point c, line 2

50

- to process or store data on

behalf of the users to whom the

service is provided for-which-the
go-of data is-a-dofini

Article 2(2), point d

51
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Article 2(3)
(3) ‘offering services in a B-etferineServieesina (3) ‘offering services in a
= Member State’ means: Member-Statemeans: Member State’ means:
Article 2(3), point a
(a) enabling legal or natural terenabhinetesal-ornatiral (a) enabling legal or natural
= persons in a Member State to persens-in-a-Member-State-te-ise | persons in a Member State to use
use the services referred to in Hre—errieeretferredtetpott the services referred to in point
point (2); and )—and (2); and
Article 2(3), point b
(b) having a substantial h-havirea—<ubstantal (b) having a substantial
= connection to the Member State | connectionto-theMemberState | connection based on specific
referred to in point (a); referred-te-in-point-(a): factual criteria to the Member
State referred to in point (a);
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Article 2(4)
(4) ‘establishment’ means either | (H—establishmentmeans-either | (4) ‘establishment’ or ‘being
= the actual pursuit of an the-petual-pursuit-ofaneeonemie | established’ means either the
economic activity for an activityforan-indefinite-period actual pursuit of an economic
indefinite period through a through-a-stable-infrastructure activity for an indefinite period
stable infrastructure from where | frem-where-the-businessof through a stable infrastructure
the business of providing providingservicesis-camriedout | from where the business of
services is carried out or a stable | er-a-stable-infrastruetare-from providing services is carried out
infrastructure from where the where-the-business-is-managed: or a-stable-infrastrueture from
business is managed; where the business is managed;
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Article 2(5)
(5) ‘group’ means a group as 5-sroupmeans-a-group-as (5) ‘group’ means a group as
36 | defined in Article 3(15) of defined-in-Asticle- 31 5)-of defined in Article 3(15) of -
Directive (EU) 2015/849 of the | Direetive{EU32015/849-0fthe | Directive (EU) 2015/849 of the | [(B) ETouUp icans a groupias
European Parliament and of the | EurepeanPasliament-and-ofthe European Parliament and of the _
Council®. Eouneil’- Council® Directive (EU) 2015/849 of the
9 Directive (EU) 2015/849 of the | *Directive(EL2015/840 ofthe | ? Directive (EU) 2015/849 of the _
European Parliament and of the | Eurepean-Pasliamentand-ofthe European Parliament and of the _
Council of 20 May 2015 on the | Eeuneil-of26-May2615-on-the Council of 20 May 2015 on the
prevention of the use of the prevetretettheteotthe prevention of the use of the
financial system for the finaneial-systemfor-the-purpeses | financial system for the purposes
purposes of money laundering ef meneylaunderinsorterrorist | of money laundering or terrorist
or terrorist financing, amending | fineneing-amendinsRegutation | financing, amending Regulation
Regulation (EU) No 648/2012 ENe-6482012-of the (EU) No 648/2012 of the
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of the European Parliament and European Parliament and of the
of the Council, and repealing Couneciland repealing Direetive | Council, and repealing Directive
Directive 2005/60/EC of the 2005/60/ECof the-Eurepean 2005/60/EC of the European
European Parliament and of the | Parliament-and-ofthe-Couneil Parliament and of the Council
Council and Commission and-CommisstonPireetive and Commission Directive
Directive 2006/70/EC (OJ L 2006/76ECA(OFE141-5-62045; | 2006/70/EC (OJ L 141, 5.6.2015,
141, 5.6.2015, p. 73). P73 p. 73).
Article 3
5 Article 3 Arfetes3 Article 3
Legal representative Legalrepresentative Legal representative
Article 3(1)
58 1. Member States where a +Member-Stateswhere-aserviee | 1. Member States where a service
service provider offering providerofferingservicesinthe | provider offering services in the
services in the Union is Unien-is-established-shalleasure | Union is established shall ensure
established shall ensure that it thatit-designates-atleast-one that it designates at least one
designates at least one legal legalrepresentative-in-the-Union | legal representative in the Union
representative in the Union for | ferthereceipt-of—compliance for the receipt of, compliance
the receipt of, compliance with | with-and-enforeementof with and enforcement of
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and enforcement of decisions

EP mandate

Council Mandate

decisions and orders issued by

Draft agreement

and orders issued by competent | eempetent-autherities-ofMember | competent authorities of Member

authorities of Member States for | Statesfor-the-purpese-of States for the purpose of

the purpose of gathering waihrestbearidop e H-eFHH gathering evidence in criminal

evidence in criminal preceedites—Fhetesat proceedings. The legal

proceedings. The legal represeptativeshatbresideor be representative shall reside or be

representative shall reside or be | established-in-one-oftheMember | established in one of the Member

established in one of the States-where-the-service-provider | States where the service provider

Member States where the is-established-oroffers-the is established or offers the

service provider is established or | serviees: services.

offers the services.
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Article 3(2)
59 2. Where a service provider is 2 Where-a-service-provideris-net | 2. Where a service provider is not
not established in the Union, established-in-the-Unien—Member | established in the Union, Member
Member States shall ensure that | Statesshall-ensure-thatsuch States shall ensure that such
such service provider offering service-provideroffering-serviees | service provider offering services
services on their territory entheirterrttory—<destenatesat on their territory designates at
designates at least one legal leastonetesriropresentativetn least one legal representative in
representative in the Union for | the Unionfor-thereeceiptof the Union for the receipt of,
the receipt of, compliance with | eemplianeewith-and-enforeement | compliance with and enforcement
and enforcement of decisions of decisions-and-orders-issued-by | of decisions and orders issued by
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and orders issued by competent | competent-autheritiesofMember | competent authorities of Member
authorities of Member States for | Statesforthe-purpese-of States for the purpose of
the purpose of gathering satherine-evideneeteriminat gathering evidence in criminal
evidence in criminal proecedipes—Thetesal proceedings. The legal
proceedings. The legal representativeshatlresideorbe representative shall reside or be
representative shall reside or be | established-in-ene-oftheMember | established in one of the Member
established in one of the States—where-the service-provider | States where the service provider
Member States where the offers-the-services: offers the services.
service provider offers the
services.
Article 3(3)
60 3. As regards the receipt of, 3—Asresards-theteeciptof: 3. Asregards the receipt of, Presidency proposal 25/06/2022 :

compliance with and eomplianeewith-and-enforeement | compliance with and enforcement [DELETE]
enforcement of decisions and of deeisions-and-orders—issued-by | of decisions and orders issued by
orders issued by the competent | the-cempetentautheritiesof the competent authorities of
authorities of Member States MemberStates-under Unienlegal | Member States under Union legal
under Union legal instruments mstruments-adopted-withinthe instruments adepted falling
adopted within the scope of seope-of Title W Chapter4-—of within the scope of Title V,
Title V, Chapter 4, of the Treaty | theTFreaty-ontheFunetioningof | Chapter 4, of the Treaty on the
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on the Functioning of the

Functioning of the European

European Union for gathering evidenee-in-eriminal-proeeedings; | Union for gathering evidence in
evidence in criminal the-Member-States-talinspartin | criminal proceedings, the
proceedings, the Member States | theselesalinstraments-shall Member States taking part in
taking part in those legal enstre-thatservieeproviders those legal instruments shall
instruments shall ensure that effering-serviees-on-their-territery | ensure that service providers
service providers offering designate-atleastone offering services on their territory
services on their territory representative-in-one-of-them- designate at least one
designate at least one Thelegal representativeshall representative in one of them.
representative in one of them. reside-or-be-establishedin-ene-of | The legal representative shall
The legal representative shall Hreember Statewherethe reside or be established in one of
reside or be established in one of | serviee-provideroffers-the the Member States where the
the Member States where the eETteR service provider offers the
service provider offers the services.
services.
Article 3(4)
61 4. Service providers shall be free | 4—Serviee-providers-shall-befree | 4. Service providers shal-be-free | Presidency proposal 25/06/2022 :

to designate additional legal to-designate-additionallegal te-may designate additional legal [DELETE]
representatives, resident or representatives—residentor representatives, resident-or
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established in other Member established-in-other Member established-in other Member
States, including those where States—ineluding-thesewhere-the | States—ineludins-these where the
the service providers offer their | serFriee-previders-offer-their service providers are estalished
services. Service providers serviees—Serviee-providerswhieh | or offer their services. Service
which are part of a group shall are-partetasroupshalt-be providers whieh-are-part-ofa
be allowed to collectively aHowed-te-eollectively-designate | greup shall be allowed to
designate one legal one-legalrepresentative- collectively designate one legal
representative. representative.
Article 3(5)
62 5. Member States shall ensure 5. MemberStatesshall-epsure 5. Member States shall ensure _
that the decisions and orders by | that-the-decisions-and-ordersby that the decisions and orders by
their competent authorities for theircompetent-authoritiesfor the their competent authorities F
evidence gathering in criminal evidencegathering-in-eriminal for evidence gathering in criminal
proceedings are addressed to the | preeeedings-are-addressedte-the | proceedings are addressed to the —
legal representative designated | legalrepresentative-designated-by | legal representative designated by
by the service provider to that the-serviee-providerto-thateffeet: | the service provider to that effect.
effect. That representative shall | Fhatrepresentativeshall-be That legal representative shall be F
be entrusted with the receipt, entrusted-with-the receipt: entrusted with the receipt: of and
compliance and enforcement of | compliance-and-enforcementof | compliance with and _
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those decisions and orders on enforecementof those decisions
behalf of the service provider behalf ot theserviee provider and orders on behalf of the
concerned. cotreeried: service provider concerned, and
can be subject to enforcement
measures.
Article 3(6)
63 6. To this end, Member States 6—Fo-this-end—Member-States 6. Member States shall ensure
shall ensure that the legal ~hetenrnrethatthedesnd that service providers established
representative residing or representativeresidingor or offering services in their
established on their territory established-en-theirterritery territory provide their legal
cooperates with the competent cooperates—with-the-competent representative with the necessary
authorities when receiving those | autherities-whenreceivingthese | powers and resources to comply
decisions and orders, in decisionsand-orders—in with these decisions and orders
accordance with the applicable | aeeerdaneeswith-the-appheable received from any Member
legal framework. legal-framewerlc State.
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and that they cooperate with the
competent  authorities  when
receiving those decisions and
orders, in accordance with the
applicable legal framework.

Article 3(7)

64 7. Member States shall ensure FMember-Statesshall-ensure 7. 1* To-this-end: The Member Presidency proposal 25/06/2022 :

that service providers thatserviee-providers-established | States where the [DELETE]
established or offering services | er-efferingserviees-in-their legal representatives are residing
in their territory provide their territery-providetheirtesat or are established en-their

legal representative with the representative-with-the-neeessary | tersitery shall verify that the
necessary powers and resources | pewers-and-resourees-to-eomply | said legal representatives have
to comply with those decisions | with-these-decisions-and-orders- | received from the service

and orders. providers the necessary powers
and resources to comply with
decisions and orders received
from any Member State and
that they cooperates with the

competent authorities when

receiving those decisions and
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orders, in accordance with the

applicable legal framework.

14 Paragraphs 6 and 7 of this
Article from the Commission

Proposal have been switched.

Article 3(8)
65 8. Member States shall ensure S™iember-States—shatensure 8. Member States shall ensure
that the designated legal sharthedetsparaddosst that both the designated legal
representative can be held liable | representative-ean-be-helddiable | representative and the service
for non-compliance with tornon—ecomphanecvith provider can be held jointly and
obligations deriving from the obligations-derivingfrom-the severally liable for non-
applicable legal framework applicablelegal framework—when | compliance with obligations
when receiving decisions and receiving-decisions-and-orders: deriving from the applicable legal
orders, without prejudice to the | witheutprejudiceto-theliability | framework when receiving
liability and legal actions that andlecal-retionsthateould-be decisions and orders, ¥ithent
could be initiated against the initinted-against-theserviee prejudiee-to-the liabilitrandlegal
service provider. In particular, provider—Inpartietiar—thelaekof | aettons-thateonld-beinitiated
the lack of appropriate internal | apprepriate-internal-procedures featsteservieeprovider With
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procedures between the service
provider and the legal
representatives cannot be used
as a justification for non-
compliance with those

obligations.

EP mandate

Council Mandate

the effect that each of the legal
representative and service
provider may be sanctioned for
non-compliance of either of
them. In particular, the lack of
appropriate internal procedures
between the service provider and
the legal representatives cannot
be used by either side as a
justification for non-compliance
with those obligations. Joint and
several liability shall not apply
for actions or omissions of
either the service provider or
the legal representative which
constitute a criminal offence in
the Member State applying the

sanction.

Draft agreement

Article 3(9)
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66 9. Member States shall ensure SMfember-States—shalensure 9. Member States shall ensure
that the obligation to designate a | thatthe-oblicationto-designatea | that the obligation to designate a
legal representative applies from | legalrepresentative-appliesfrem | legal representative apphies is
the date of transposition set out | the-date-eftranspesition-set-eutin | fulfilled by [6 months from the
in Article 7 for service providers | Astiele7forservice-providers date of transposition set out in
that offer services in the Union | that-efferservices-inthe-Unien-at | Article 7] for service providers
at that date, or from the moment | that-date—erfrom-the-mement that offer services in the Union at
service providers start offering | service-providers-start-offering that date, or from the moment
services in the Union for those servieestn-the Untontorthese service providers start offering
service providers that will start | serviee-providers-thatswill-start services in the Union for those
offering services after the date offering-serviees-after-the-date-of | service providers that will start
of transposition of the Directive. | &#anspesition-eftheDireetive: offering services after the-date-of
that date.
Article
Article 4 Artiele4 Article 4
67 Notifications and languages Notfreations-andtangnases Notifications and languages
Article 4(1)
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68 1. Member States shall ensure +Member-Statesshal-ensure 1. Member States shall ensure -
that, upon designation of its that—upen-designation-ofitslegal | that, upon designation of its legal
legal representative in representative-in-aeeordaneewith | representative in accordance with
accordance with Article 3(1), (2) | Astiele 3 )—2rand-B3)—each Article 3(1), (2), and (3) and (4),
and (3), each service provider service-providerestablished-er each service provider established
established or offering services | efferingservices-in-theirterritery | or offering services in their
in their territory notifies in netifies-in-writing-the-central territory notifies in writing the
writing the central authority of | avtheritefthe MemberState central authority of the Member
the Member State where its wherettstesalrepresentative State where its legal
legal representative resides or is | resides-er-is-established-efthe representative resides or is
established of the designation desicnation-and-contaet-details-of | established of the designation and
and contact details of its legal itslegalrepresentative-aswelas | contact details of its legal
representative as well as any any-changes-thereef. representative as well as any
changes thereof. changes thereof.

Article 4(2)

69 2. The notification shall specify | 2—Fhe-netification-shall-speeify 2. The notification shall specify -
the official language(s) of the the-official language(s)-of-the the official language(s) of the
Union, as referred to in Chion—asreferred toin Union, as referred to in
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Regulation 1/58, in which the

EP mandate

Council Mandate

Regulation 1/58, in which the

Draft agreement

legal representative can be lesalrepresentativecanbe legal representative can be

addressed. This shall include, at | addressed—FhisshalHneludeat addressed. This shall include, &t

least, one of the official least—one-ofthe-offieial least: one or more of the official

languages of the Member State | lansuases-ofthe Member-State languages in accordance with

where the legal representative where-thetegal-representative the national law of the Member

resides or is established. resides-or-is-established- State where the legal
representative resides or is
established.

Article 4(3)

70 3. When a service provider 3—When-a-service-provider 3. When a service provider
designates several designates-several designates several
representatives, the notification | representatives—the-netification representatives, the notification
shall specify the official shallspeetf—the-otftetal shall specify the official
language(s) of the Union or lansuase(srofthe Unienof language(s) of the Union or
Member States covered by each | Member-States-eovered-byeaehk | Member States covered by each
of them or any other et-thenreranrotier of them eand any other
considerations to determine the | eensiderations-to-determine-the considerations to determine the
appropriate legal representative | appropriate-legalrepresentative-te | appropriate legal representative
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to be addressed. In duly justified
cases, Member States’
authorities may depart from

those considerations.

EP mandate Council Mandate Draft agreement

to be addressed. In-dulyjustified

mey-depart-from-these Competent authorities may
e Eim e depart from those considerations

on a case-by-case basis; where
necessary Member States shall
ensure that in such cases, the
addressed legal representative
has to comply with these orders

and decisions.

Article 4(4)
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n 4. Member States shall ensure 4+ fember-Statesshalensure 4. fMember States shall ensure
that the service provider makes | thettheserviee-providermakes that the-serviee-providermakes
the information notified to them | the-information-potifiedtethem | the information notified to them
in accordance with this Article in-accordance-with-this-Asticle in accordance with this Article is
publicly available. Member publiehravailable-Member publicly available} Member
States shall publish that States-shall-publish-that States-shall-publish-that
information on a dedicated page | infermation-on-a-dedicated-page | informatien on a dedicated
of the e-Justice portal. of the-eJustice-pertal- internet page-efthe-eJustice
Pertat-of the European Judicial
Network in criminal matters.
Member States shall ensure
that this information is
regularly updated. This
information may be further
disseminated to facilitate access
by competent authorities.
Article 5
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2 Article 5 ArtieleS Article 5
Sanctions Sanetions Sanctions
Article 5(1)
73 1. Member States shall lay down | +—MemberStatesshalllaydewn | 1. Member States shall lay down
rules on sanctions applicable to | rales-on-sanetions-appleablete rules on sanctions applicable to
infringements of national infrinsementsof nattonat infringements of national
provisions adopted pursuant to | previsions-adepted-pursuantie provisions adopted pursuant to
this Directive and shall take all | this-Direetive-and-shal-take-alt Article 3 and 4 this-Direetive
measures necessary to ensure measures-necessary-to-ensure-that | and shall take all measures
that they are implemented. The | theyare-implemented—The necessary to ensure that they are
sanctions provided for shall be sanections-provided-forshallbe implemented. The sanctions
effective, proportionate and effective-proportionateand provided for shall be effective,
dissuasive. dissuasive- proportionate and dissuasive.
Article 5(2)
74 2. Member States shall, by the 2MemberStatesshallbythe 2. Member States shall, by the
date set out in Article 7, notify | dateset-outin-AsticleFneotify date set out in Article 7, notify
the Commission of those rules the-Commisstonof thesetides the Commission of those rules
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Council Mandate

and of those measures and shall

Draft agreement

notify it, without delay, of any netifyH—witheut-delay—ofany notify it, without delay, of any
subsequent amendment affecting | subsequent-amendment-affeetine | subsequent amendment affecting
them. Member States shall also | them-—MemberStates-shall-alse them. Member States shall also
inform the Commission on an inforrthe-Commissiononan inform the Commission on an
annual basis about non- enpual-basis-aboutnen—eomphant | annual basis about non-compliant
compliant service providers and | service-providers-andrelevant service providers and relevant
relevant enforcement action enforcement-actiontaken-against | enforcement action taken against
taken against them. them.
Article 6
75 Article 6 Artete6 Anicie &
Coordination mechanism CoordinaHonrechanisit entral
authorities
Article 6(1)
76 1. Member States shall 1-Member Statesshall designate | 1. In accordance with their -
designate a central authority or, | acentral-auntherityer—where-its legal systems, Member States
where its legal system so legalsystemso-provides—mere shall designate one or more a
provides, more than one central | than-ene-central-autherity—to central authorities autherityos
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authority, to ensure the where-itslegal-systemso

application of this Directive in a | Direetive-in-a-eensistent-and provides—eorethanonecentral

consistent and proportionate preperHofttehanier autherity, to ensure the

manner. application of this Directive in a
consistent and proportionate
manner.

Article 6(2)

7 2. Member States shall inform | 2-MemberStates-shalH-informthe | 2. Member States shall inform the
the Commission of their Commission-of their designated | Commission of their designated
designated central authority, or | central-antherity—orcentral central authority, or central
central authorities, referred to in | autherities—referred-to-in authorities, referred to in
paragraph 1. The Commission paragraph1—The-Commission paragraph 1. The Commission
shall forward a list of designated | shall-forward-alistofdesignated | shall forward a list of designated
central authorities to the eentral-autheritieste-the- Member | central authorities to the Member
Member States. The States—The-Commissionwillalse | States. The Commission will also
Commission will also make make-publielravaiableatistef | make publicly available a list of
publicly available a list of designated-ecentral-antheritieste | designated central authorities to
designated central authorities to | faciitate-the-notificationsbya facilitate the notifications by a
facilitate the notifications by a service-providerto-the- Member service provider to the Member
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service provider to the Member | States—where-itslegal States where its legal
States where its legal representativeresidesoris representative resides or is
representative resides or is estabhshed: established.

established.

Article 6(3)

78 3. Member States shall ensure FfemberStater—hal=ntre 3. Member States shall ensure
g;?);;;g::lczlg&frﬂ;&i; I:Z:ivant that-eentralauthorttesshall that their central authorities shait
information and mutual previdesrchotherwrithrelerant | providecachotherwrthrelevant
:lsos;fitc;a;gnrilg/l?i?g?rec tive in a information-and-mutual coordinate and cooperate with
consistent and proportionate assistancerelevantto-applicatien | each other and, where relevant,
ﬁﬁ}ﬁeﬁ?ﬁlﬁiﬂg . of this Directive-inaconsistent with the Commission, and
assistance shall cover, in and-propertionate-manner—The provide any appropriate
particular, enforcement actions. provisioning of information-and | information and mstual

mutaal-assistapeeshall-eever—n | assistance to each other in order
partietlar—enforeementaetions: to relevant-te applieationof
apply this Directive in a
consistent and proportionate
manner. The coordination,
cooperation and provisioning of
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information and sstual
assistance shall cover, in
particular, enforcement actions.
Article 6(4)
79 4. Member States shall ensure 4-—MemberStatesshall-ensure 4-—MemberStates-shall ensure Presidency proposal 25/06/2022 :
that the central authorities shall | thatthe-eentral-autheritiesshalt thatthe-ecentral-anthorittes<hal
cooperate with each other and, eooperatewith-each-otherand: epoperate-withreach-otherand: [DELETE]
where relevant, with the where-relevant—with-the whererelevant—withrthe
Commission to ensure the Commisstonto-ensturethe Commisstonto-ensturethe
application of this Directive in a | applieation-ofthis-Directive-ina | appleation-ofthisDireetive-ina
consistent and proportionate conststentand-proportonate eonstrtentand-propottionate
manner. Cooperation shall manter—Cooperation—~hatlcover: | manner—Cooperationshallcover:
cover, in particular, enforcement | in-partiealar—enforcement Hpartetlar—enforeement
actions. acHens: fetoRs:
Article 7
% Article 7 ArtieleZ Article 7
Transposition Transposttion Transposition
Article 7(1)
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81 1. Member States shall bring +MemberStatesshal-brinsinte | 1. Member States shall bring into
into force the laws, regulations | feree-thelawsregulations-and force the laws, regulations and
and administrative provisions AR e PR TR administrative provisions
necessary to comply with this necessary-to-comphywith-this necessary to comply with this
Directive by 6 months after Directive-by-6-menths-afterentsry | Directive by 6 18 months after
entry into force. They shall into-foree—Theyshall entry into force. They shall
immediately inform the immediatelinform-the immediately inform the
Commission thereof. Ceommission-thereef: Commission thereof.

Article 7(2)

82 2. When Member States adopt 2—When-Member-States-adept 2. When Member States adopt
these measures, they shall these-measures—theyshall-contain | these measures, they shall contain
contain a reference to this atefereneeto-thisDireetiveor a reference to this Directive or
Directive or shall be hetbeaecompantedbysteh shall be accompanied by such
accompanied by such reference | referenee-on-the-eceasion-oftheir | reference on the occasion of their
on the occasion of their official | effieial-publieation—The-metheds | official publication. The methods
publication. The methods of of making-suchreferenceshall-be | of making such reference shall be
making such reference shall be | laid-dewn-byMemberStates- laid down by Member States.
laid down by Member States.
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Article 7(3)

83 3. Member States shall 3 Member Statesshall 3. Member States shall Provisional agreement 6th
communicate to the comununicate-to-the-Commission | communicate to the Commission trilogue 14/06/2022:
Commission the text of the herextof themeainaof the text of the measures of 3. Member States shall

. . . ) . . . . communicate to the Commission
measures of national law which | satienallaw—which-they-adeptin | national law which they adopt in i e

they adopt in the field covered | the-field-eovered-bythis the field covered by this national law which they adopt in
e . L L the field covered by this Directive.
by this Directive. Direetre Directive.
Article 8
84
Article 8 Article-S Article 8
Evaluation Eveuetion Evaluation

Article 8, paragraph 1

85 By [5 years from the date of ByPyearsfron-thedate-of By [5 years from the date of Presidency proposal 25/06/2022:
application of this Directive] at | application-ofthis-Directivelat application of this Directive] at
the latest, the Commission shall | thedatest—the-Commission-shall | the latest, the Commission shall | By [X years from the date of
carry out an evaluation of the earrvontanovaluatonofthe carry out an evaluation of the application of this Directive] at
Directive and present a report to | Direetive-and-present-atepertte | Directive and present a report to | the latest, the Commission shall
the European Parliament and to | the BurepeanPasliamentandte | the European Parliament and to | €airy out an evaluation of the

the Council on the application of | the-Council on-the-applicatienof | the Council on the application of | Directive. The Commission shall
this Directive, which shall this Directive—whichshall this Directive, which shall transmit this report to the
European Parliament and the
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include an assessment of the inelade-an-assessment-of-the-need | include an assessment of the need | Council. The evaluation shall be
need to enlarge its scope. Where | to-enlarge-its-scope—Where to enlarge its scope. Where conducted according to the
appropriate, the report shall be appropriate—therepertshall-be appropriate, the report shall be Commission's better regulation
accompanied by a proposal for | aeeompanied-by-apropesatfor accompanied by a proposal for guidelines. Member States shall
the amendment of this Directive. | the-amendment-ofthisDireetive: | the amendment of this Directive. | provide the Commission with the
The evaluation shall be Fheerrimaten—hatthe The evaluation shall be information necessary for the
conducted according to the cotrdhietedaecordinsto-the conducted according to the preparation of that Report.
Commission's Better Regulation | Cemmissien'sBetterRegulation | Commission's Better Regulation
Guidelines. Member States shall | Guidelines—MemberStatesshalt | Guidelines. Member States shall
provide the Commission with provide-the-Commission-with-the | provide the Commission with the
the information necessary for information-necessaryforthe information necessary for the
the preparation of that Report. preparation-of-that Report- preparation of that Report.
Article 9
86 Article 9 ArHelaQ Article 9
Entry into force Entry-into-foree Entry into force
Article 9, paragraph 1
87 This Directive shall enter into This-Direetiveshall-enterinte This Directive shall enter into Provisional agreement 6th
force on the twentieth day forec-onthetrentetiday force on the twentieth day trilogue 14/06/2022:
following that of its publication | felewing-that-efitspublication following that of its publication
in the Official Journal of the in-the-Official-Jowrnal-of-the in the Official Journal of the This Directive shall enter into
European Union. European-Lnion- European Union. force on the twentieth day
following that of its publication in
the Official Journal of the
European Union.
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Commission Proposal

EP mandate

Council Mandate

Draft agreement

Article 10
88 Article 10 Artiele 10 Article 10
Addressees Addrasseas Addressees
Article 10, paragraph 1
89 This Directive is addressed to Fhis-Direetive-is-addressed-te-the | This Directive is addressed to the | Provisional agreement 6th
the Member States in Member-States-in-accordance Member States inaccordance trilogue 14/06/2022:
accordance with the Treaties. with the Treates with the Treatas,
This Directive is addressed to the
Member States in accordance with
the Treaties.
Formula
90 Done at Brussels, Deone-atBrussels: Done at Brussels,
Formula
For the European Parliament e Pt For the European Parliament
91 The President ThePrasident The President
Formula
For the Council Eoriia Cowuneil For the Council
92 The President ThePresident The President
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