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ANNEXE 

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 
 on European Production and Preservation Orders for electronic evidence in 

criminal matters 

2018/0108(COD) 

DRAFT 

The amendments made by the EP and the Council in the text of the proposal for a Directive compared to the Commission's proposal are marked as 
follows: 

- the new text is marked in bold italics; 

- the deleted parts of the text are marked in strikethrough. 

- the parts amended following discussions at trilogues or technical meetings will be underlined. 

Where full paragraphs of the Commission's proposal were not amended by the EP and the Council, they are not repeated in the columns reflecting their 
respective positions, but are marked with a diagonal line in the 4th column. 

Parts provisionally agreed at the trilogue are going to be marked in green. 
Parts provisionally agreed at the technical meetings and to be confirmed at the trilogue are going to be marked in blue. 
Parts to be further discussed are going to be marked in yellow. 

Footnotes are marked in red. Their numbering does not correspond to the respective original documents. Updating and renumbering must be 
done manually (NO automatic update). 
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and family life, home and communications 
and to the protection of personal data 
concerning them. When implementing this 
Regulation, Member States should ensure 
that personal data are protected and 
processed only in accordance with 
Regulation (EU) 2016/679 of the 
European Parliament and of the Council4 
and Directive (EU) 2016/680 of the 
European Parliament and of the Council5, 
as well as Directive 2002/58/EC of the 
European Parliament and of the Council6. 

____________ 

4 Regulation (EU) 2016/679 of the 
European Parliament and of the Council 
of 27 April 2016 on the protection of 
natural persons with regard to the 
processing of personal data and on the 
free movement of such data, and repealing 
Directive 95/46/EC (General Data 
Protection Regulation) (OJ L 119 
4.5.2016, p. 1). 

5 Directive (EU) 2016/680 of the European 
Parliament and of the Council of 27 April 
2016 on the protection of natural persons 
with regard to the processing of personal 
data by competent authorities for the 
purposes of the prevention, investigation, 
detection or prosecution of criminal 
offences or the execution of criminal 
penalties, and on the free movement of 
such data, and repealing Council 
Framework Decision 2008/977/JHA (OJ L 
119 4.5.2016, p. 89). 

6  Directive 2002/58/EC of the European 
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6 Directive 2012/13/EU of the European 
Parliament and of the Council of 22 May 
2012 on the right to information in criminal 
proceedings (OJ L 142, 1.6.2012, p. 1). 

7 Directive 2013/48/EU of the European 
Parliament and of the Council of 22 
October 2013 on the right of access to a 
lawyer in criminal proceedings and in 
European arrest warrant proceedings, and 
on the right to have a third party informed 
upon deprivation of liberty and to 
communicate with third persons and with 
consular authorities while deprived of 
liberty (OJ L 294, 6.11.2013, p. 1). 

8 Directive (EU) 2016/343 of the European 
Parliament and of the Council of 9 March 
2016 on the strengthening of certain aspects 
of the presumption of innocence and of the 
right to be present at the trial in criminal 
proceedings (OJ L 65, 11.3.2016, p. 1). 

9 Directive (EU) 2016/800 of the European 
Parliament and of the Council of 11 May 
2016 on procedural safeguards for children 
who are suspects or accused persons in 
criminal proceedings (OJ L 132, 21.5.2016, 
p. 1). 

10 Directive (EU) 2016/1919 of the 
European Parliament and of the Council of 
26 October 2016 on legal aid for suspects 
and accused persons in criminal 
proceedings and for requested persons in 
European arrest warrant proceedings (OJ L 
297, 4.11.2016, p. 1). 

Parliament and of the Council of 20 
October 2010 on the right to interpretation 
and translation in criminal proceedings (OJ 
L 280, 26.10.2010, p. 1). 

8 Directive 2012/13/EU of the European 
Parliament and of the Council of 22 May 
2012 on the right to information in criminal 
proceedings (OJ L 142, 1.6.2012, p. 1). 

9 Directive 2013/48/EU of the European 
Parliament and of the Council of 22 
October 2013 on the right of access to a 
lawyer in criminal proceedings and in 
European arrest warrant proceedings, and 
on the right to have a third party informed 
upon deprivation of liberty and to 
communicate with third persons and with 
consular authorities while deprived of 
liberty (OJ L 294, 6.11.2013, p. 1). 

10 Directive (EU) 2016/343 of the European 
Parliament and of the Council of 9 March 
2016 on the strengthening of certain aspects 
of the presumption of innocence and of the 
right to be present at the trial in criminal 
proceedings (OJ L 65, 11.3.2016, p. 1). 

11 Directive (EU) 2016/800 of the European 
Parliament and of the Council of 11 May 
2016 on procedural safeguards for children 
who are suspects or accused persons in 
criminal proceedings (OJ L 132, 21.5.2016, 
p. 1). 

12 Directive (EU) 2016/1919 of the 
European Parliament and of the Council of 
26 October 2016 on legal aid for suspects 
and accused persons in criminal 

6 Directive 2012/13/EU of the European 
Parliament and of the Council of 22 May 
2012 on the right to information in criminal 
proceedings (OJ L 142, 1.6.2012, p. 1). 

7 Directive 2013/48/EU of the European 
Parliament and of the Council of 22 
October 2013 on the right of access to a 
lawyer in criminal proceedings and in 
European arrest warrant proceedings, and 
on the right to have a third party informed 
upon deprivation of liberty and to 
communicate with third persons and with 
consular authorities while deprived of 
liberty (OJ L 294, 6.11.2013, p. 1). 

8 Directive (EU) 2016/343 of the European 
Parliament and of the Council of 9 March 
2016 on the strengthening of certain aspects 
of the presumption of innocence and of the 
right to be present at the trial in criminal 
proceedings (OJ L 65, 11.3.2016, p. 1). 

9 Directive (EU) 2016/800 of the European 
Parliament and of the Council of 11 May 
2016 on procedural safeguards for children 
who are suspects or accused persons in 
criminal proceedings (OJ L 132, 21.5.2016, 
p. 1). 

10 Directive (EU) 2016/1919 of the 
European Parliament and of the Council of 
26 October 2016 on legal aid for suspects 
and accused persons in criminal 
proceedings and for requested persons in 
European arrest warrant proceedings (OJ L 
297, 4.11.2016, p. 1). 
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should be excluded from the scope of this 
Regulation, even where they may fall 
within the definition of information society 
services as per Directive (EU) 2015/1535. 

of 11 December 2018 establishing the 
European Electronic Communications 
Code (OJ L 321, 17.12.2018, p. 36). 

manipulation of data, i.e. technical 
operations to produce or alter data by 
means of computer processing power. 
The categories of service providers 
included here are, for example online 
marketplaces facilitating transactions 
between their users (such as providing 
consumers or and businesses the ability to 
communicate with each other and other 
hosting services, including where the 
service is provided via cloud computing, as 
well as online gaming platforms and 
online gambling platforms. Where an 
information society service provider does 
not provide its users the ability to 
communicate with each other, but only 
with the service provider, or does not 
provide the ability to process or to store 
data, or where the ability to store/process 
data is not an essential part of the service 
provided to users, such as legal, 
architectural, engineering and 
accounting services provided online at a 
distance, it would not fall within the 
scope of the definition, even if within the 
definition of information society services 
pursuant to Directive (EU) 2015/1535. 
Information society services for which the 
storage of data is not a defining component 
of the service provided to the user, and for 
which it is only of an ancillary nature, such 
as legal, architectural, engineering and 
accounting services provided online at a 
distance, should be excluded from the scope 
of this Regulation, even where they may fall 
within the definition of information society 
services as per Directive (EU) 2015/1535. 
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full protection under the EU data 
protection acquis. In addition, under 
certain circumstances, they can be 
considered traffic data. However, for the 
purpose of a specific criminal 
investigation, law enforcement authorities 
might request an IP address for the sole 
purpose of identifying the user and, in a 
subsequent step, the name or address of 
the subscriber or the registered user. In 
such cases, it is appropriate to apply the 
same regime as for subscriber data, as 
defined under this Regulation. 

typically recorded as part of a record of 
events (in other words a server log) to 
indicate the commencement and 
termination of a user access session to a 
service. It is often an individual IP 
address (static or dynamic) or other 
identifier that singles out the network 
interface used during the access session. 
Related information on the 
commencement and termination of a user 
access session to a service such as the 
source ports and time stamp are needed 
as access numbers such as IP addresses 
are often shared amongst users, e.g. 
where carrier grade network address 
translation (CGN) or comparable 
techniques technical equivalents are in 
place. However, according to the EU 
acquis as interpreted by the European Court 
of Justice, IP addresses are to be considered 
personal data and have to benefit from the 
full protection under the EU data protection 
acquis. In addition, under certain 
circumstances, they can be considered 
traffic data. Also, access numbers and 
related information are considered traffic 
data in some Member States. However, 
for the purpose of a specific criminal 
investigation, law enforcement authorities 
might have to request an IP address as well 
as access numbers and related 
information for the sole purpose of 
identifying the user and, in a subsequent 
step, the name or address of the subscriber 
or the registered user before subscriber 
data related to that identifier can be 
ordered from the service provider. In such 
cases, it is appropriate to apply the 
samesimilar regime as for subscriber data, 
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relevant circumstances, including factors 
such as the use of a language or a currency 
generally used in that Member State, or the 
possibility of ordering goods or services. 
The targeting of activities towards a 
Member State could also be derived from 
the availability of an application (‘app’) in 
the relevant national app store, from 
providing local advertising or advertising in 
the language used in that Member State, or 
from the handling of customer relations 
such as by providing customer service in 
the language generally used in that Member 
State. A substantial connection is also to be 
assumed where a service provider directs its 
activities towards one or more Member 
States as set out in Article 17(1)(c) of 
Regulation 1215/2012 on jurisdiction and 
the recognition and enforcement of 
judgements in civil and commercial 
matters11. On the other hand, provision of 
the service in view of mere compliance 
with the prohibition to discriminate laid 
down in Regulation (EU) 2018/30212 cannot 
be, on that ground alone, be considered as 
directing or targeting activities towards a 
given territory within the Union. 

___________ 

11 Regulation (EU) 1215/2012 of the 
European Parliament and of the Council of 
12 December 2012 on jurisdiction and the 
recognition and enforcement of judgments 
in civil and commercial matters (OJ L 351, 
20.12.2012, p. 1). 

12 Regulation (EU) 2018/302 of the 
European Parliament and of the Council of 

all relevant circumstances, including factors 
such as the use of a language or a currency 
generally used in that Member State, or the 
possibility of ordering goods or services. 
The targeting of activities towards a 
Member State could also be derived from 
the availability of an application (‘app’) in 
the relevant national app store, from 
providing local advertising or advertising in 
the language used in that Member State, or 
from the handling of customer relations 
such as by providing customer service in 
the language generally used in that Member 
State. A substantial connection is also to be 
assumed where a service provider directs its 
activities towards one or more Member 
States as set out in Article 17(1)(c) of 
Regulation 1215/2012 on jurisdiction and 
the recognition and enforcement of 
judgements in civil and commercial 
matters15. On the other hand, provision of 
the service in view of mere compliance with 
the prohibition to discriminate laid down in 
Regulation (EU) 2018/30216 cannot be, on 
that ground alone, be considered as 
directing or targeting activities towards a 
given territory within the Union. 

___________ 

15 Regulation (EU) 1215/2012 of the 
European Parliament and of the Council of 
12 December 2012 on jurisdiction and the 
recognition and enforcement of judgments 
in civil and commercial matters (OJ L 351, 
20.12.2012, p. 1). 

16 Regulation (EU) 2018/302 of the 
European Parliament and of the Council of 

States can be determined on the basis of all 
relevant circumstances, including factors 
such as the use of a language or a currency 
generally used in that Member State, or the 
possibility of ordering goods or services. 
The targeting of activities towards a 
Member State could also be derived from 
the availability of an application (‘app’) in 
the relevant national app store, from 
providing local advertising or advertising in 
the language used in that Member State, or 
from the handling of customer relations 
such as by providing customer service in 
the language generally used in that Member 
State. A substantial connection is also to be 
assumed where a service provider directs its 
activities towards one or more Member 
States as set out in Article 17(1)(c) of 
Regulation 1215/2012 on jurisdiction and 
the recognition and enforcement of 
judgements in civil and commercial 
matters11. On the other hand, provision of 
the service in view of mere compliance with 
the prohibition to discriminate laid down in 
Regulation (EU) 2018/30212 cannot be, on 
that ground alone, be considered as 
directing or targeting activities towards a 
given territory within the Union. 

___________ 

11 Regulation (EU) 1215/2012 of the 
European Parliament and of the Council of 
12 December 2012 on jurisdiction and the 
recognition and enforcement of judgments 
in civil and commercial matters (OJ L 351, 
20.12.2012, p. 1). 

12 Regulation (EU) 2018/302 of the 
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data by competent authorities for the 
purposes of the prevention, investigation, 
detection or prosecution of criminal 
offences or the execution of criminal 
penalties, and on the free movement of such 
data, and repealing Council Framework 
Decision 2008/977/JHA (OJ L 119, 
4.5.2016, p. 89). 

 

were sought. This could be the case 
where an Order concerns subscriber or 
access data of a third person, in light of 
the presumption of innocence of the 
suspect. Where the identity of the person 
concerned is unknown to the issuing 
authority, investigations to determine the 
identity of this person should only be 
carried out insofar as it seems necessary 
and proportionate in relation to the 
invasiveness of the measure and the 
respective effort associated with 
establishing their identity. 

___________ 

13 Regulation (EU) 2016/679 of the 
European Parliament and of the Council of 
27 April 2016 on the protection of natural 
persons with regard to the processing of 
personal data and on the free movement of 
such data, and repealing Directive 95/46/EC 
(General Data Protection Regulation) (OJ L 
119, 4.5.2016, p. 1). 

14 Directive (EU) 2016/680 of the European 
Parliament and of the Council of 27 April 
2016 on the protection of natural persons 
with regard to the processing of personal 
data by competent authorities for the 
purposes of the prevention, investigation, 
detection or prosecution of criminal 
offences or the execution of criminal 
penalties, and on the free movement of such 
data, and repealing Council Framework 
Decision 2008/977/JHA (OJ L 119, 
4.5.2016, p. 89). 






































































































































































































































































