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ANNEXE

REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

on European Production and Preservation Orders for electronic evidence in
criminal matters
2018/0108(COD)
DRAFT

The amendments made by the EP and the Council in the text of the proposal for a Directive compared to the Commission's proposal are marked as
follows:

- the new text is marked in bold italics;
- the deleted parts of the text are marked in strikethrough.
- the parts amended following discussions at trilogues or technical meetings will be underlined.

Where full paragraphs of the Commission's proposal were not amended by the EP and the Council, they are not repeated in the columns reflecting their
respective positions, but are marked with a diagonal line in the 4th column.

Parts provisionally agreed at the trilogue are going to be marked in green.
Parts provisionally agreed at the technical meetings and to be confirmed at the trilogue are going to be marked in blue.

Parts to be further discussed are going to be marked in yellow.

Footnotes are marked in red. Their numbering does not correspond to the respective original documents. Updating and renumbering must be
done_manually (NO automatic update).
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Commission Proposal EP mandate Council Mandate Draft agreement
Formula
1 COM/2018/225 final - 2018/0108 (COD) A9-9999/2020 - 11 December 2020 10206/19 as supplemented by 9365/19
Proposal Title
2 Proposal for a REGULATION OF THE Proposal for a REGULATION OF THE Proposal for a REGULATION OF THE
EUROPEAN PARLIAMENT AND OF EUROPEAN PARLIAMENT AND OF EUROPEAN PARLIAMENT AND OF
THE COUNCIL on European Production THE COUNCIL on European Production THE COUNCIL on European Production
and Preservation Orders for electronic and Preservation Orders for electronic and Preservation Orders for electronic
evidence in criminal matters information in criminal proceedings evidence in criminal matters
Formula
3 THE EUROPEAN PARLIAMENT AND
THE COUNCIL OF THE EUROPEAN
UNION,
Formula
4 Having regard to the Treaty on the
Functioning of the European Union, and in
particular Article 82(1) thereof,
Formula
5 Having regard to the proposal from the
European Commission,
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Formula

6 After transmission of the draft legislative
act to the national parliaments,

Formula

7 Having regard to the opinion of the
European Economic and Social
Committee!,
'ojc..p..

Formula

8 Acting in accordance with the ordinary
legislative procedure,

9 Whereas:

Recital 1

10 (1) The Union has set itself the objective of
maintaining and developing an area of
freedom, security and justice. For the
gradual establishment of such an area, the
Union is to adopt measures relating to
judicial cooperation in criminal matters
based on the principle of mutual recognition
of judgments and judicial decisions, which
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is commonly referred to as a cornerstone of
judicial cooperation in criminal matters
within the Union since the Tampere
European Council of 15 and 16 October
1999.

Recital 2

11

(2) Measures to obtain and preserve
electronic evidence are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
evidence are of the essence to combat
crime, subject to conditions to ensure full
accordance with fundamental rights and
principles recognised in the Charter of
Fundamental Rights of the European Union
as enshrined in the Treaties, in particular
the principles of necessity and
proportionality, due process, data
protection, secrecy of correspondence and
privacy.

(2) Measures to obtain and preserve
electronic information are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
information are essential to combat crime,
subject to conditions and safeguards to
ensure full compliance with fundamental
rights and principles recognised in Arficle 6
of the Treaty on European Union (TEU)
and the Charter of Fundamental Rights of
the European Union (“the Charter’), in
particular the principles of necessity and
proportionality, due process, protection of
privacy and personal data and
confidentiality of communications.

(2) Measures to obtain and preserve
electronic evidence are increasingly
important to enable criminal investigations
and prosecutions across the Union.
Effective mechanisms to obtain electronic
evidence are of the essence to combat
crime, subject to conditions to ensure full
accordance with fundamental rights and
principles recognised in the Charter of
Fundamental Rights of the European Union
as enshrined in the Treaties, in particular the
principles of necessity and proportionality,
due process, data protection, secrecy of
correspondence and privacy.

Recital 3
12 (3) The 22 March 2016 Joint Statement of 34 The 22 Mareh 2016 Townt Statement of (3) The 22 March 2016 Joint Statement of
the Ministers of Justice and Home Affairs thedhpctarcof luchcaand Home A dfans the Ministers of Justice and Home Affairs
and representatives of the Union institutions | andsepresentatives-ofthe Union-nstitutions | and representatives of the Union institutions
on the terrorist attacks in Brussels stressed | en-the-terreristattacksinBrusselsstressed on the terrorist attacks in Brussels stressed
the need, as a matter of priority, to find thenead—acamanerofpronn. totind the need, as a matter of priority, to find
ways to secure and obtain electronic ways-to-secure-and-obtain-electronie ways to secure and obtain electronic
evidence more quickly and effectively and | evidence-mere-quicklyrand-effectivelyrand evidence more quickly and effectively and
to identify concrete measures to address this | teidentifirconcrete-measures-to-address-this | to identify concrete measures to address this
matter. matter- matter.
Recital 4
6487/22 MCM/sl 5
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13 (4) The Council Conclusions of 9 June -The-Council-Conclusions-of9-June 2016 | (4) The Council Conclusions of 9 June 2016
2016 underlined the increasing importance | saderlined-the-inereasinstmportaneeof underlined the increasing importance of
of electronic evidence in criminal eleetronie-evidenee-ineriminal proeeedings; | electronic evidence in criminal proceedings,
proceedings, and of protecting cyberspace and-ofprotectine esberspace fromabusce and of protecting cyberspace from abuse
from abuse and criminal activities for the andepmmal acutecfor the benefitof and criminal activities for the benefit of
benefit of economies and societies, and econonte—andadete—andtharatorathe economies and societies, and therefore the
therefore the need for law enforcement and | need-forlaw-enforcementandjudicial need for law enforcement and judicial
judicial authorities to have effective tools to | autheritieste-have-effectivetoolste authorities to have effective tools to
investigate and prosecute criminal acts ivesticate-and-prosecute-eriminal-aets investigate and prosecute criminal acts
related to cyberspace. related-to-eyberspace- related to cyberspace.

Recital 5

14 (5) In the Joint Communication on S hr-the Joint-Communieationon (5) In the Joint Communication on
Resilience, Deterrence and Defence of 13 Rothetreer Doterrenee it Beteee ot 2 Resilience, Deterrence and Defence of 13
September 20172, the Commission Septetitber S0 the Comte—ton September 20172, the Commission
emphasised that effective investigation and | emphasised-thateffectiveinvestisationand | emphasised that effective investigation and
prosecution of cyber-enabled crime was a prosecution-ofeyberenabled-erimewasa prosecution of cyber-enabled crime was a
key deterrent to cyber-attacks, and that fevdeterrenttoevberattaetoand-that key deterrent to cyber-attacks, and that
today’s procedural framework needed to be | tedays-precedural-frameworleneededte-be | today’s procedural framework needed to be
better adapted to the internet age. Current betteradapted-to-the-internet-age—Current better adapted to the internet age. Current
procedures at times could not match the proeeduresattimesecould-notmatehthe procedures at times could not match the
speed of cyber-attacks, which create speed-ofeyberattacls—whichereate speed of cyber-attacks, which create
particular need for swift cooperation across | partienlarneed-forswift-cooperationaeress | particular need for swift cooperation across
borders. berdess- borders.
2JOIN(2017) 450 final. *JORH261-450-Hnal- 2JOIN(2017) 450 final.

Recital 6

15 (6) The European Parliament echoed these | £6)-The-Eurepean-Rarliament-echoed-these (6) The European Parliament echoed these
concerns in its Resolution on the fight concernik Resolusononthe fichs concerns in its Resolution on the fight
against cybercrime of 3 October 20177, againsteybererimeof 3-October 2017 against cybercrime of 3 October 2017,
highlighting the challenges that the rehbobbne the-challensetharihe highlighting the challenges that the
currently fragmented legal framework can currently-fragmented-legal-framewerkean currently fragmented legal framework can
create for service providers seeking to createforerndce providersceekino to create for service providers seeking to
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comply with law enforcement requests and
calling on the Commission to put forward a
Union legal framework for electronic
evidence with sufficient safeguards for the
rights and freedoms of all concerned.

32017/2068(INI).

comply with law enforcement requests and
calling on the Commission to put forward a
Union legal framework for electronic
evidence with sufficient safeguards for the
rights and freedoms of all concerned.

32017/2068(INT).

Recital 7

16

(7) Network-based services can be provided
from anywhere and do not require a
physical infrastructure, premises or staff in
the relevant country. As a consequence,
relevant evidence is often stored outside of
the investigating State or by a service
provider established outside of this State.
Frequently. there is no other connection
between the case under investigation in the
State concerned and the State of the place
of storage or of the main establishment of
the service provider.

(7) Network-based services can be provided
from anywhere and do not require a
physical infrastructure, premises or staff in
the relevant country where the service is
offered. Therefore, relevant electronic
information is often stored outside of the
investigating State, creating challenges
regarding the gathering of electronic
information in criminal proceedings.

(7) Network-based services can be provided
from anywhere and do not require a
physical infrastructure, premises or staff in
the relevant country. As a consequence,
relevant evidence is often stored outside of
the investigating State or by a service
provider established outside of this State.
Frequently, there is no other connection
between the case under investigation in the
State concerned and the State of the place of
storage or of the main establishment of the
service provider.

Recital 8

17

(8) Due to this lack of connection, judicial
cooperation requests are often addressed to
states which are hosts to a large number of
service providers, but which have no other
relation to the case at hand. Furthermore,
the number of requests has multiplied in
view of increasingly used networked
services that are borderless by nature. As a
result, obtaining electronic evidence using
judicial cooperation channels often takes a
long time — longer than subsequent leads
may be available. Furthermore, there is no

(8) Due to this, judicial cooperation
requests are often addressed to states which
are hosts to a large number of service
providers. Furthermore, the number of
requests has multiplied . As a result,
obtaining electronic information using
judicial cooperation channels often takes a
long time —which may cause problems
due to the often volatile nature of
electronic information. Furthermore, there
is no harmonised framework for
cooperation with service providers, while

(8) Due to this lack of connection, judicial
cooperation requests are often addressed to
states which are hosts to a large number of
service providers, but which have no other
relation to the case at hand. Furthermore,
the number of requests has multiplied in
view of increasingly used networked
services that are borderless by nature. As a
result, obtaining electronic evidence using
judicial cooperation channels often takes a
long time — longer than subsequent leads
may be available. Furthermore, there is no
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clear framework for cooperation with
service providers, while certain third-
country providers accept direct requests for
non-content data as permitted by their
applicable domestic law. As a consequence,
all Member States rely on the cooperation
channel with service providers where
available, using different national tools,
conditions and procedures. In addition, for
content data, some Member States have
taken unilateral action, while others
continue to rely on judicial cooperation.

certain third-country providers accept direct
requests for non-content data as permitted
by their applicable domestic law. As a
consequence, all Member States
increasingly rely on voluntary direct
cooperation channels with service providers
where available, applying different national
tools, conditions and procedures.

clear framework for cooperation with
service providers, while certain third-
country providers accept direct requests for
non-content data as permitted by their
applicable domestic law. As a consequence,
all Member States rely on the cooperation
channel with service providers where
available, using different national tools,
conditions and procedures. In addition, for
content data, some Member States have
taken unilateral action, while others
continue to rely on judicial cooperation.

Recital 9

18

(9) The fragmented legal framework creates
challenges for service providers seeking to
comply with law enforcement requests.
Therefore there is a need to put forward a
European legal framework for electronic
evidence to impose an obligation on service
providers covered by the scope of the
instrument to respond directly to authorities
without the involvement of a judicial
authority in the Member State of the service
provider.

(9) The fragmented legal framework creates
challenges for law enforcement, judicial
authorities and service providers seeking to
comply with legal requests, as they are
increasingly faced with legal uncertainty
and, potentially, conflicts of law. Therefore
there is a need to put forward specific rules
as regards cross-border judicial
cooperation for preserving and producing
electronic information, in order to
complement the existing EU law and to
clarify the rules of the cooperation
between law enforcement, judicial
authorities and service providers in the
field of electronic information, while
ensuring full compliance with
Jundamental rights and principles
recognised in Article 6 TEU and the
Charter and with the rule of law.

(9) The fragmented legal framework creates
challenges for service providers seeking to
comply with law enforcement requests.
Therefore there is a need to put forward a
European legal framework for electronic
evidence to impose an obligation on service
providers covered by the scope of the
instrument to respond directly to authorities
without systematic the involvement of a
judicial authority in the Member State of
the service provider in every case.
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Recital 9a

19

(9a) Directive 2014/41/EU of the
European Parliament and of the Council’
provides for the acquisition, access and
production of evidence in one Member
State for criminal investigations and
proceedings in another Member State. The
procedures and timelines foreseen in the
EITO may not be appropriate for electronic
information, which is more volatile and
could more easily and quickly be deleted.
This Regulation therefore provides for
specific procedures that address the nature
of electronic information. However, in
order to avoid a long-term fragmentation
of the Union framework for judicial
cooperation in criminal maftters, in the
mid-term, the Commission should assess
the functioning of the Regulation in
relation with Directive 2014/41/EU of the
European Parliament and of the Council.

? Directive 2014/41/EU of the European
Parliament and of the Council of 3 April
2014 regarding the European
Investigation Order in criminal matters
(OJ L 1301.5.2014, p. 1).
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Recital 10

20 (10) Orders under this Regulation should be | (36)-Orders-underthisRegulationshould-be | (10) Orders under this Regulation should be
addressed to legal representatives of service | addressed-telegal-representativesofserviee | addressed to legal representatives of service
providers designated for that purpose If a providers-designated-forthatpurpese Ifa providers designated for that purpose If a
service provider established in the Union serrieeproviderestabhchednthe Linen service provider established in the Union
has not designated a legal representative, has-net-designated-alegalrepresentative: has not designated a legal representative,
the Orders can be addressed to any the-Orders-can-be-addressed-to-any the Orders can be addressed to any
establishment of this service provider in the | establishment-efthisserviceproviderinthe | establishment of this service provider in the
Union. This fall-back option serves to Unton—Thisfall-bacl-eptionserveste Union. This fall-back option serves to
ensure the effectiveness of the system in ensure the effectiveness of the cyctamin ensure the effectiveness of the system in
case the service provider has not (yet) cacathecamiceprorider hac potran case the service provider has not (yet)
nominated a dedicated representative. nonunateda-dedicated reprecentative. nominated a dedicated representative.

Recital 10a

21 (10a) This Regulation respects

Jundamental rights and observes the
principles recognised by Article 6 TEU and
the Charter, by international law and
international agreements to which the
Union or all the Member States are party,
including the European Convention for
the Protection of Human Rights and
Fundamental Freedoms, and in Member
States' constitutions, in their respective
fields of application. Such rights and
principles include, in particular, the
respect for private and family life, the
protection of personal data, the right to an
effective remedy and to a fair trial, the
presumption of innocence and right of
defence, the principles of legality and
proportionality, as well as the right not fo
be tried or punished twice in criminal
proceedings for the same criminal offence.
6487/22 MCM/sl 10
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Recital 10b

22

(10b) Nothing in this Regulation should be
interpreted as prohibiting the refusal to
execute a European Production Order
where there are reasons to believe, on the
basis of objective elements, that the
European Production Order has been
issued for the purpose of prosecuting or
punishing a person on account of the
person’s gender, racial or ethnic origin,
religion, sexual orientation or gender
identity, nationality, language or political
opinions, or that the person's position may
be prejudiced for any of those reasons.

Recital 11

23

(11) The mechanism of the European
Production Order and the European
Preservation Order for electronic evidence
in criminal matters can only work on the
basis of a high level of mutual trust between
the Member States, which is an essential
precondition for the proper functioning of
this instrument.

(11) The mechanism of the European
Production Order and the European
Preservation Order for electronic
information in criminal proceedings works
on the condition of mutual trust between
the Member States and a presumption of
compliance by other Member States with
Union law, the rule of law and, in
particular, with fundamental rights, which
are essential elements of the area of
JSreedom, security and justice within the
Union. However, if the executing authority
has substantial grounds for believing that
the execution of a European Production
Order would not be compatible with its
obligations concerning the protection of
Jundamental rights recognised in Article 6
TEU and in the Charter, the execution of
the European Production Order should be
refused. Before deciding to raise one of the

(11) The mechanism of the European
Production Order and the European
Preservation Order for electronic evidence
in criminal matters can only work on the
basis of a high level of mutual trust between
the Member States, which is an essential
precondition for the proper functioning of
this instrument.
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grounds for non-recognition or non-
execution provided for in this Regulation,
the executing authority should consult the
issuing authority in order to obtain any
necessary additional information.
Information regarding a reasoned
proposal by the Commission to the Council
on the basis of Article 7(1) and 7 (2) TEU,
indicating systemic or generalised
deficiencies, should be particularly
relevant for the purposes of that
assessment.

Recital 11a

24

(11a) If the European Council were tfo
adopt a decision determining, as provided
Jor in Article 7(2) TEU, that there is a
serious and persistent breach in the
issuing Member State of the principles set
out in Article 2 TEU, such as those
inherent in the rule of law, the executing
Jjudicial authority may decide
automatically to raise one of the grounds
Jfor non-recognition or non-execution
provided for in this Regulation, without
having to carry out any specific
assessment.

Recital 11b

25

(11b) The respect for private and family
life and the protection of natural persons
regarding the processing of personal data
are fundamental rights. In accordance
with Articles 7 and 8(1) of the Charter and
Article 16(1) of the TFEU, everyone has
the right to respect for his or her private
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and family life, home and communications
and to the protection of personal data
concerning them. When implementing this
Regulation, Member States should ensure
that personal data are protected and
processed only in accordance with
Regulation (EU) 2016/679 of the
European Parliament and of the Council’
and Directive (EU) 2016/680 of the
European Parliament and of the Council’,
as well as Directive 2002/58/EC of the
European Parliament and of the Council’.

* Regulation (EU) 2016/679 of the
European Parliament and of the Council
of 27 April 2016 on the protection of
natural persons with regard to the
processing of personal data and on the
firee movement of such data, and repealing
Directive 95/46/EC (General Data
Protection Regulation) (OJ L 119
4.5.2016, p. 1).

3 Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April
2016 on the protection of natural persons
with regard to the processing of personal
data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal
offences or the execution of criminal
Ppenalties, and on the free movement of
such data, and repealing Council
Framework Decision 2008/977/JHA (OJ L
119 4.5.2016, p. 89).

¢ Directive 2002/58/EC of the European
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Parliament and of the Council of 12 July
2002 concerning the processing of
personal data and the protection of privacy
in the electronic communications sector
(Directive on privacy and electronic
communications) (OJ L 201, 31.7.2002,
p-37).

Recital 11c

26

(11c) Personal data obtained under this
Regulation should only be processed when
necessary and in a manner that is
proportionate to the purposes of
prevention, investigation, detection and
prosecution of crime or enforcement of
criminal sanctions and the exercise of the
rights of defence. In particular, Member
States should ensure that appropriate data
protection policies and measures apply tfo
the transmission of personal data from
relevant authorities to service providers for
the purposes of this Regulation, including
measures to ensure the security of the
data. Service providers should ensure that
the same safeguards apply for the
transmission of personal data fo relevant
authorities. Only authorised persons
should have access to information
containing personal data.

6487/22
ANNEXE

JAIL2

MCMsl
LIMITE

14
FR/EN




Recital 12

27 (12) This Regulation respects fundamental | d2)-This-Regulationrespectsfundamental (12) This Regulation respects fundamental
rights and observes the principles sehicand ebiervec the prneiples rights and observes the principles
recognised in particular by the Charter of recositadipartenkahithe Charterof recognised in particular by the Charter of
Fundamental Rights of the European Union. | Eundamental Rights-ofthe EurepeanUnien- | Fundamental Rights of the European Union.
These include the right to liberty and Theseinclude-therightte-libertrand These include the right to liberty and
security, the respect for private and family seeurity—therespectforprivate-andfamily security, the respect for private and family
life, the protection of personal data, the Lifethe-protection-of personal-data—the life, the protection of personal data, the
freedom to conduct a business, the right to freedonm-to-conductabusiness—therightte freedom to conduct a business, the right to
property. the right to an effective remedy property—theright to-an-effectiveremedy property, the right to an effective remedy
and to a fair trial, the presumption of androatan mialthe precumpuonof and to a fair trial, the presumption of
innocence and right of defence, the wnecenceand nchrof defancathe innocence and right of defence, the
principles of the legality and punciplesof the lecality and principles of the legality and
proportionality, as well as the right not to propeostionality—as-well-as-thesightnette-be | proportionality, as well as the right not to be
be tried or punished twice in criminal ared-or puniched tadcesncrmunal tried or punished twice in criminal
proceedings for the same criminal offence. | proceedingsforthe-same-criminaloffence- | proceedings for the same criminal offence.
In case the issuing Member State has Lo cacetheicamme Aamber State has
indications that parallel criminal indications-that-paralleleriminal
proceedings may be ongoing in another proceedings-may-be-engeingin-another
Member State, it shall consult the Member-State—it-challconsult-the
authorities of this Member State in autherities-ofthis- Member State-in
accordance with Council Framework aceordance-with-Counecil Eramework
Decision 2009/948/THA®. Deeision2009/048/JHA.

* Council Framework Decision

2009/948/THA of 30 November 2009 on

prevention and settlement of conflicts of

exercise of jurisdiction in criminal

proceedings (OJ L 328, 15.12.2009, p. 42).
6487/22 MCM/sl 15
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Recital 12a

28

(12a) In case, the issuing Member State has
indications that parallel criminal
proceedings may be ongoing in another
Member State, it shall consult the
authorities of this Member State in
accordance with Council Framework
Decision 2009/948/THA®. In any case, a
European Production Order should not
be issued, if the issuing Member State has
indications that this would be contrary to
the ne bis in idem principle.

* Council Framework Decision
2009/948/THA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p. 42).

Recital 13

29

(13) In order to guarantee full respect of
fundamental rights, this Regulation
explicitly refers to the necessary standards
regarding the obtaining of any personal
data, the processing of such data, the
judicial review of the use of the
investigative measure provided by this
instrument and the available remedies.

(13) In order to guarantee full respect of
fundamental rights, this Regulation
explicitly refers to the necessary standards
regarding the obtaining of any personal
data, the processing of such data, the
judicial review of the use of the
investigative measure provided by this
instrument and the available remedies.
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Recital 13a

30

(13a) According to the European Court of
Justice case-law, a general and
indiscriminate data retention by EU
national security authorities seriously
interferes with the privacy rules enshrined,
in particular, in the EU Charter of
Fundamental Rights. Therefore, the
application of this Regulation should not
have the effect of resulting in any general
and indiscriminate retention of data, nor
should it affect any rights of or obligations
incumbent on service providers concerning
the security of data, including the right to
encryption.

Recital 14

31

(14) This Regulation should be applied
without prejudice to the procedural rights in
criminal proceedings set out in Directives
2010/64/EU°, 2012/13/EUS, 2013/48/EU’,
2016/343%, 2016/800° and 2016/1919'° of
the European Parliament and of the
Council.

3 Directive 2010/64/EU of the European
Parliament and of the Council of 20
October 2010 on the right to interpretation
and translation in criminal proceedings (OJ
L 280, 26.10.2010, p. 1).

(14) The procedural rights in criminal
proceedings set out in Directives
2010/64/EU’, 2012/13/EU®, 2013/48/EU°,
2016/343%,2016/800'! and 2016/1919'? of
the European Parliament and of the Council
should apply, within the scope of those
Directives, to criminal proceedings covered
Dy this Regulation as regards the Member
States bound Dy those Directives. The
procedural safeguards under the Charter
apply to all proceedings covered Dy this
Regulation.

" Directive 2010/64/EU of the European

(14) This Regulation should be applied
without prejudice to the procedural rights in
criminal proceedings set out in Directives
2010/64/EU°, 2012/13/EUS, 2013/48/EU’,
2016/343%, 2016/800° and 2016/1919'° of
the European Parliament and of the
Council.

3 Directive 2010/64/EU of the European
Parliament and of the Council of 20
October 2010 on the right to interpretation
and translation in criminal proceedings (OJ
L 280.26.10.2010, p. 1).
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¢ Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in criminal
proceedings (OJ L 142, 1.6.2012, p. 1).

7 Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

8 Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain aspects
of the presumption of innocence and of the
right to be present at the trial in criminal
proceedings (OJ L 65, 11.3.2016, p. 1).

? Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132, 21.5.2016,

p- D).

19 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).

Parliament and of the Council of 20
October 2010 on the right to interpretation
and translation in criminal proceedings (OJ
L 280, 26.10.2010, p. 1).

8 Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in criminal
proceedings (OJ L 142, 1.6.2012, p. 1).

? Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

19 Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain aspects
of the presumption of innocence and of the
right to be present at the trial in criminal
proceedings (OJ L 65, 11.3.2016, p. 1).

' Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132, 21.5.2016,

p- 1).

12 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal

¢ Directive 2012/13/EU of the European
Parliament and of the Council of 22 May
2012 on the right to information in criminal
proceedings (OJ L 142, 1.6.2012, p. 1).

7 Directive 2013/48/EU of the European
Parliament and of the Council of 22
October 2013 on the right of access to a
lawyer in criminal proceedings and in
European arrest warrant proceedings, and
on the right to have a third party informed
upon deprivation of liberty and to
communicate with third persons and with
consular authorities while deprived of
liberty (OJ L 294, 6.11.2013, p. 1).

8 Directive (EU) 2016/343 of the European
Parliament and of the Council of 9 March
2016 on the strengthening of certain aspects
of the presumption of innocence and of the
right to be present at the trial in criminal
proceedings (OJ L 65, 11.3.2016, p. 1).

? Directive (EU) 2016/800 of the European
Parliament and of the Council of 11 May
2016 on procedural safeguards for children
who are suspects or accused persons in
criminal proceedings (OJ L 132, 21.5.2016,

p- D).

19 Directive (EU) 2016/1919 of the
European Parliament and of the Council of
26 October 2016 on legal aid for suspects
and accused persons in criminal
proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297,4.11.2016, p. 1).
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proceedings and for requested persons in
European arrest warrant proceedings (OJ L
297.4.11.2016, p. 1).

Recital 14a

32

(14a) Where the issuing Member State has
reason to believe that parallel criminal
proceedings may be ongoing in another
Member State, it should consult the
authorities of the latter Member State in
accordance with Council Framework
Decision 2009/948/JTHA®.

13 Council Framework Decision
2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of
exercise of jurisdiction in criminal
proceedings (OJ L 328, 15.12.2009, p. 42).

Recital 15

33 (15) This instrument lays down the rules
under which a competent judicial authority
in the European Union may order a service
provider offering services in the Union to
produce or preserve electronic evidence
through a European Production or
Preservation Order. This Regulation is
applicable in all cases where the service
provider is established or represented in
another Member State. For domestic
situations where the instruments set out by
this Regulation cannot be used, the
Regulation should not limit the powers of
the national competent authorities already

(15) This instrument lays down the rules
under which, in a criminal proceeding, a
competent judicial authority in the
European Union may order a service
provider offering services in the Union to
produce or preserve electronic information
that may serve as evidence through a
European Production or Preservation Order.
This Regulation is applicable in all cross-
Dorder cases where the service provider has
its main establishment in another Member
State. o1, if where it is not established in
the Union, is legally represented in another
Member State. Authorities of the Member

(15) This instrument lays down the rules
under which a competent judicial authority
in the European Union may order a service
provider offering services in the Union to
produce or preserve electronic evidence
through a European Production or
Preservation Order. This Regulation is
applicable in all cases where the service
provider is established or represented in
another Member State. For domestic
situations where the instruments set out by
this Regulation cannot be used, the
Regulation should not limit the powers of
the national competent authorities already
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set out by national law to compel service
providers established or represented on
their territory.

States should not issue domestic orders
with extraterritorial effects for the
production or preservation of electronic
information that could be requested on the
basis of this Regulation.

set out by national law to compel service
providers established or represented on their
territory.

Recital 16

34

(16) The service providers most relevant for
criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be covered
by this Regulation. Providers of electronic
communications services are defined in the
proposal for a Directive establishing the
European Electronic Communications
Code. They include inter-personal
communications such as voice-over-IP,
instant messaging and e-mail services. The
categories of information society services
included here are those for which the
storage of data is a defining component of
the service provided to the user, and refer in
particular to social networks to the extent
they do not qualify as electronic
communications services, online
marketplaces facilitating transactions
between their users (such as consumers or
businesses) and other hosting services,
including where the service is provided via
cloud computing. Information society
services for which the storage of data is not
a defining component of the service
provided to the user, and for which it is
only of an ancillary nature, such as legal,
architectural, engineering and accounting
services provided online at a distance,

(16) The service providers most relevant for
gathering electronic information in
criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be covered
by this Regulation. Providers of electronic
communication services are defined in
Directive (EU) 2018/1972 of the European
Parliament and of the Council™®. They
include inter-personal communications such
as voice-over-IP, instant messaging and e-
mail services. The categories of information
society services included in this Regulation
are those for which the storage of data is a
defining component of the service provided
to the user, and refer in particular to social
networks to the extent they do not qualify as
electronic communications services, online
marketplaces facilitating transactions
between their users (such as consumers or
businesses) and other hosting services,
including where the service is provided via
cloud computing.

1 Directive (EU) 2018/1972 of the
European Parliament and of the Council

(16) The service providers most relevant for
criminal proceedings are providers of
electronic communications services and
specific providers of information society
services that facilitate interaction between
users. Thus, both groups should be covered
by this Regulation. Providers of electronic
communications services are defined in the
proposal for a Directive establishing the
European Electronic Communications
Code. They include inter-personal
communications such as voice-over-IP,
instant messaging and e-mail services. This
Regulation should also be applicable to
other Fhe-eategories-of information society
services providers within the meaning of
Directive (EU) 2015/1535ineladed-here-are

£ that do not
qualify as electronic communications
services-providers, but offer their users
the ability to communicate with each
other or offer their users services that
can be used to process or store data on
their behalf. This should be in line with
the terms used in the Budapest
Convention on cybercrime. Processing of
data should be understood in a technical
sense, meaning the creation or
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should be excluded from the scope of this
Regulation, even where they may fall
within the definition of information society
services as per Directive (EU) 2015/1535.

of 11 December 2018 establishing the
European Electronic Communications
Code (OJ L 321, 17.12.2018, p. 36).

manipulation of data, i.e. technical
operations to produce or alter data by
means of computer processing power.
The categories of service providers
included here are, for example online

marketplaces faetlitatingtransactions
between-theirusers{suchas providing
consumers or-and businesses the ability to
communicate with each other and other
hosting services, including where the
service is provided via cloud computing, as
well as online gaming platforms and
online gambling platforms. Where an
information society service provider does
not provide its users the ability to
communicate with each other, but only
with the service provider, or does not
provide the ability to process or to store
data, or where the ability to store/process
data is not an essential part of the service
provided to users, such as legal,
architectural, engineering and
accounting services provided online at a
distance, it would not fall within the
scope of the definition, even if within the
definition of information society services
pursuant to Directive (EU) 2015/1535.

Informationseetetyservicesfor which-the
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Recital 17

35 (17) In many cases, data is no longer stored | P -a-menyeases—dataisnolongerstered | (17) In many cases, data is no longer stored
or processed on a user's device but made orprecessed-en-ausers-deviee but-made or processed on a user's device but made
available on cloud-based infrastructure for available-on-ecloud-based-infrastrueturefor available on cloud-based infrastructure for
access from anywhere. To run those & fromranywhere—To-ran-these access from anywhere. To run those
services, service providers do not need to be | serriees—serviceproviders-do-notneed-to-be | services, service providers do not need to be
established or to have servers in a specific established-or-to-haveserversinaspeeifie established or to have servers in a specific
jurisdiction. Thus, the application of this jorisdietton—Thus—the-applieationof this jurisdiction. Thus, the application of this
Regulation should not depend on the actual | Resulationsheuldnot-depend-onthenetual | Regulation should not depend on the actual
location of the provider's establishment or loention-ofthe-providers-establishmentor location of the provider's establishment or
of the data processing or storage facility. ofthe-data-processinsorstoragefaeilit- of the data processing or storage facility.

Recital 18

36 (18) Providers of internet infrastructure (18) Providers of internet infrastructure (18) Providers of internet infrastructure
services related to the assignment of names | services related to the assignment of names | services related to the assignment of names
and numbers, such as domain name and numbers, such as domain name and numbers, such as domain name
registrars and registries and privacy and registrars and registries and proxy service registrars and registries and privacy and
proxy service providers, or regional internet | providers, or regional internet registries for | proxy service providers, or regional internet
registries for internet protocol (‘IP) internet protocol (‘IP”) addresses. are of registries for internet protocol (‘IP”)
addresses, are of particular relevance when | particular relevance when it comes to the addresses, are of particular relevance when
it comes to the identification of actors identification of actors behind malicious or | it comes to the identification of actors
behind malicious or compromised web compromised web sites. They hold data that | behind malicious or compromised web
sites. They hold data that is of particular could allow for the identification of an sites. They hold data that is of particular
relevance for criminal proceedings as it can | individual or entity behind a web site used relevance for criminal proceedings as it can
allow for the identification of an individual | in @ criminal activity, or the victim of @ allow for the identification of an individual
or entity behind a web site used in criminal | criminal activity or entity behind a web site used in criminal
activity, or the victim of criminal activity in activity, or the victim of criminal activity in
the case of a compromised web site that has the case of a compromised web site that has
been hijacked by criminals. been hijacked by criminals.
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Recital 18a

37

(18a) Orders under this Regulation should
be addressed to the main establishment of
the service providers or to legal
representatives designated for that purpose
as regards service providers not
established in one of the Member States
bound by this Regulation. As regards a
service provider with establishments in
more than one Member State, the main
establishment should be the place of its
central administration in the Union, unless
the decisions on the purposes and means
of the processing of data are taken in
another establishment of the service
provider in the Union and the latter
establishment has the power to have such
decisions implemented, in which case the
establishment having taken such decisions
should be considered to be the main
establishment.

Recital 19

38

(19) This Regulation regulates gathering of
stored data only, that is, the data held by a
service provider at the time of receipt of a
European Production or Preservation Order
Certificate. It does not stipulate a general
data retention obligation, nor does it
authorise interception of data or obtaining
to data stored at a future point in time from
the receipt of a production or preservation
order certificate. Data should be provided

(19) This Regulation regulates gathering of
data stored by a service provider at the time
of the issuing of a European Production or
Preservation Order only. It does not
stipulate a general data retention obligation,
nor does it authorise interception of data or
obtaining data stored at a future point from
the issuing of a European production or
preservation order.

(19) This Regulation regulates gathering of
stored data only, that is, the data held by a
service provider at the time of receipt of a
European Production or Preservation Order
Certificate. It does not stipulate a general
data retention obligation, nor does it
authorise interception of data or obtaining
to data stored at a future point in time from
the receipt of a production or preservation
order certificate. Data should be provided

Rapporteur proposal 04/03/2021:

(19) This Regulation regulates gathering of
data stored by a service provider at the time
of the issuing of a European Production or
Preservation Order only. It does not
stipulate a general data retention obligation,
nor does it authorise interception of data or
obtaining data stored at a future point from
the issuing of a European production or
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regardless of whether it is encrypted or not.

regardless of whether it is encrypted or not.

preservation order.

EU legislation on privacy and electronic
communications does not authorise the
Member States to adopt legislative
measures requiring providers of electronic
communications services to collect or to
retain electronic data in a general and
indiscriminate way and to restrict the scope
of rights and obligations, unless such
measures comply with the general
principles of EU law, including the
principle of necessity and proportionality,
and the fundamental rights guaranteed by
the Charter.

Recital 20

39 (20) The categories of data this Regulation
covers include subscriber data, access data,
transactional data (these three categories
being referred to as ‘non-content data”) and
content data. This distinction, apart from
the access data, exists in the legal laws of
many Member States and also in the current
US legal framework that allows service
providers to share non-content data with
foreign law enforcement authorities on a
voluntary basis.

(20) The categories of data which this
Regulation covers include subscriber data,
traffic data and content data. Such
categorisations are in line with the laws of
many Member States, Union law such as
Directive 2002/58/EC and the case law of
the Court of Justice, as well as
international law, notably the Convention
on Cybercrime of the Council of Europe
(CETS No.185) (‘Budapest convention’) .

(20) The categories of data this Regulation
covers include subscriber data, access data,
transactional data (these three categories
being referred to as ‘non-content data’) and
content data. This distinction, apart from the
access data, exists in thedegat laws of many
Member States and also in the current US
legal framework that allows service
providers to share non-content data with
foreign law enforcement authorities on a
voluntary basis.

Recital 21

40 (21) It is appropriate to single out access
data as a specific data category used in this
Regulation. Access data is pursued for the
same objective as subscriber data, in other
words to identify the underlying user, and
the level of interference with fundamental

(21) It is appropriate to single out
subscriber data as a specific data category
used in this Regulation. Subscriber data is
pursued to identify the underlying user, and
the level of interference with fundamental
rights is lower than is the case with other,

(21) It is appropriate to single out access
data as a specific data category used in this
Regulation. Access data is pursued for the
same objective as subscriber data, in other
words to identify the underlying user, and
the level of interference with fundamental

Rapporteur counter-proposal 18/03/2021:

(21) It is appropriate to single out
subscriber data as a specific data category
used in this Regulation. Subscriber data is
pursued to identify the underlying user, and
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rights is similar to that of subscriber data.
Access data is typically recorded as part of
a record of events (in other words a server
log) to indicate the commencement and
termination of a user access session to a
service. It is often an individual IP address
(static or dynamic) or other identifier that
singles out the network interface used
during the access session. If the user is
unknown, it often needs to be obtained
before subscriber data related to that
identifier can be ordered from the service
provider.

more sensitive data categories.

rights is similar to that of subscriber data.
Access data is typically recorded as part of
a record of events (in other words a server
log) to indicate the commencement and
termination of a user access session to a
service. It is often an individual IP address
(static or dynamic) or other identifier that
singles out the network interface used
during the access session. If the user is
unknown, it often needs to be obtained
before subscriber data related to that
identifier can be ordered from the service
provider.

the level of interference with fundamental
rights is lower than is the case with other,
more sensitive data categories.

Recital 22

41

(22) Transactional data, on the other hand,
is generally pursued to obtain information
about the contacts and whereabouts of the
user and may be served to establish a
profile of an individual concerned. That
said, access data cannot by itself serve to
establish a similar purpose, for example it
does not reveal any information on
interlocutors related to the user. Hence this
proposal introduces a new category of data,
which is to be treated like subscriber data if
the aim of obtaining this data is similar.

(22) Traffic data, on the other hand, is
generally pursued to obtain more privacy-
intrusive information, such as the contacts
and whereabouts of the user and may be
served to establish a comprehensive profile
of an individual concerned. Therefore, as
regards its sensitivity, traffic data is
comparable to content data.

(22) Transactional data, on the other hand,
is generally pursued to obtain information
about the contacts and whereabouts of the
user and may be served to establish a profile
of an individual concerned. That said,
access data cannot by itself serve to
establish a similar purpose, for example it
does not reveal any information on
interlocutors related to the user. Hence this
proposal introduces a new category of data,
which is to be treated like subscriber data if
the aim of obtaining this data is similar.

Recital 22a
42 (22a) IP addresses can constitute a crucial Rapporteur proposal 18/03/2021:
starting point for criminal investigations in
which the identity of a suspect is not (22a) IP addresses as well as access
known. According to the EU acquis as numbers and related information OR can
interpreted by the European Court of constitute a crucial starting point for
Justice, IP addresses are to be considered criminal investigations in which the identity
personal data and have to benefit from the of a suspect is not known. They are
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full protection under the EU data
protection acquis. In addition, under
certain circumstances, they can be
considered traffic data. However, for the
purpose of a specific criminal
investigation, law enforcement authorities
might request an IP address for the sole
purpose of identifying the user and, in a
subsequent step, the name or address of
the subscriber or the registered user. In
such cases, it is appropriate to apply the
same regime as for subscriber data, as
defined under this Regulation.

typically recorded-as part of a record of
events (in other words a server log) to
indicate the commencement and
termination of a user access session to a
service. It is often an individual IP
address (static or dynamic) or other
identifier that singles out the network
interface used during the access session.
Related information on the
commencement and termination of a user
access session to a service such as the
source ports and time stamp are needed
as acecess-numberssuch-as IP addresses
are often shared amongst users, e.g.
where carrier grade network address
translation (CGN) or eemparable
techniques-technical equivalents are in
place. However, according to the EU
acquis as interpreted by the European Court
of Justice, IP addresses are to be considered
personal data and have to benefit from the
full protection under the EU data protection
acquis. In addition, under certain
circumstances, they can be considered
traffic data. Also, access numbers and
related information are considered traffic
data in some Member States. However,
for the purpose of a specific criminal
investigation, law enforcement authorities
might have to request an IP address as well
as access numbers and related
information for the sole purpose of

identifying the user and;in-a-subsequent
step;-the-name-or-address-of the subseriber
or-theregistered-user before subscriber

data related to that identifier can be
ordered from the service provider. In such
cases, it is appropriate to apply the
samesimilar regime as for subscriber data,

6487/22
ANNEXE

JAL2

MCM/sl
LIMITE

26
FR/EN




as defined under this Regulation.

Recital 22b

43

(22b) Metadata can be processed and
analysed more easily than content data, as
it is already brought into a structured and
standardised format, but, where derived
Jfrom electronic communications services
or protocols, it may also reveal very
sensitive and personal information. It is
therefore essential that, where metadata of
other electronic communications services
or protocols are stored, transmitted,
distributed or exchanged Dy using the
respective services/by the service providers,
they are to be considered content data.

Recital 23

44

(23) All data categories contain personal
data, and are thus covered by the safeguards
under the Union data protection acquis, but
the intensity of the impact on fundamental
rights varies, in particular between
subscriber data and access data on the one
hand and transactional data and content data
on the other hand. While subscriber data
and access data are useful to obtain first
leads in an investigation about the identity
of a suspect, transactional and content data
are the most relevant as probative material.
It is therefore essential that all these data
categories are covered by the instrument.
Because of the different degree of
interference with fundamental rights,

(23) All data categories contain personal
data, and are thus covered by the safeguards
under the Union data protection acquis.
However, the intensity of the impact on
fundamental rights varies befween the
categories, in particular between subscriber
data on the one hand and #raffic data and
content data on the other. While subscriber
data and IP addresses could be useful to
obtain first leads in an investigation about
the identity of a suspect, fraffic and content
data are often more relevant as probative
material, which could finally lead to a
conviction of the suspect. It is therefore
essential that all these data categories are
covered by the instrument. Because of the

(23) All data categories contain personal
data, and are thus covered by the safeguards
under the Union data protection acquis, but
the intensity of the impact on fundamental
rights varies, in particular between
subscriber data and access data on the one
hand and transactional data and content data
on the other hand. While subscriber data
and access data are useful to obtain first
leads in an investigation about the identity
of a suspect, transactional and content data
are the most relevant as probative material.
It is therefore essential that all these data
categories are covered by the instrument.
Because of the different degree of
interference with fundamental rights,
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different conditions are imposed for
obtaining subscriber and access data on the
one hand, and transactional and content
data on the other.

different degree of interference with
fundamental rights, different safeguards
and conditions are imposed for obtaining
such data.

different conditions are imposed for
obtaining subscriber and access data on the
one hand, and transactional and content data
on the other.

Recital 24

45

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be issued
only in the framework of specific criminal
proceedings against the specific known or
still unknown perpetrators of a concrete
criminal offence that has already taken
place, after an individual evaluation of the
proportionality and necessity in every
single case.

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be issued
only in the framework of specific criminal
proceedings concerning a concrete criminal
offence that has already taken place, after
an individual evaluation of the
proportionality and necessity in every single
case, faking intfo account the rights of the
suspected or accused person.

(24) The European Production Order and
the European Preservation Order are
investigative measures that should be issued
only in the framework of specific criminal
proceedings against the specific known or
still unknown perpetrators of a concrete
criminal offence that has already taken
place, after an individual evaluation of the
proportionality and necessity in every single
case.

Recital 24a

46

(24a) As proceedings for mutual legal
assistance may be considered as criminal
proceedings in accordance with
applicable national law in the Member
States, it should be clarified that a
European Production Order or a
European Preservation Order should not
be issued to provide mutual legal
assistance to another Member State or
third country. In such cases, the mutual
legal assistance request should be
addressed to the Member State or third
country which can provide mutual legal
assistance under its domestic law.
However, if electronic evidence had
already been obtained under this
Regulation by the issuing authority for its
own criminal investigations or
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proceedings and afterwards this evidence
is subject to transfer or transmission, the
conditions on the speciality principle
should apply.

Recital 24b

47

(24b) This Regulation should apply to
criminal proceedings initiated by the
issuing authority in order to localise a
convict that absconded from justice to
execute custodial sentences or detention
orders. However, in case the sentence or
detention order was rendered in absentia
it should not be possible to issue a
European Production Order or a
European Preservation Order as national
law of the Member States on judgments
in absentia vary considerably throughout
the European Union.

Recital 25

48

(25) This Regulation is without prejudice to
the investigative powers of authorities in
civil or administrative proceedings,
including where such proceedings can lead
to sanctions.

(25) This Regulation is without prejudice to
the investigative powers of authorities in
civil or administrative proceedings.
including where such proceedings can lead
to sanctions.

Recital 26

49

(26) This Regulation should apply to
service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data
pertaining to services offered in the Union.
Services offered exclusively outside the
Union are not in the scope of this

(26) This Regulation should apply to
service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data
pertaining to services offered in the Union.
Services offered exclusively outside the
Union are not in the scope of this

(26) This Regulation should apply to
service providers offering services in the
Union, and the Orders provided for by this
Regulation may be issued only for data
pertaining to services offered in the Union.
Services offered exclusively outside the
Union are not in the scope of this
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Regulation, even if the service provider is
established in the Union.

Regulation.

Regulation, even if the service provider is
established in the Union.

Recital 27

50

(27) The determination whether a service
provider offers services in the Union
requires an assessment whether the service
provider enables legal or natural persons in
one or more Member States to use its
services. However, the mere accessibility of
an online interface as for instance the
accessibility of the service provider’s or an
intermediary’s website or of an email
address and of other contact details in one
or more Member States taken in isolation
should not be a sufficient condition for the
application of this Regulation.

(27) Determining whether a service
provider offers services in the Union
requires an assessment whether i is
apparent that the service provider
envisages offering services to data
subjects, either legal or natural persons, in
one or more Member States in the Union.
However, the mere accessibility of an
online interface, as for instance the
accessibility of the website or an e-mail
address or other contact details of a service
provider or an intermediary, or the use of
a language also used in a Member State,
should be considered insufficient to
ascertain such intention.

(27) The determination whether a service
provider offers services in the Union
requires an assessment whether the service
provider enables legal or natural persons in
one or more Member States to use its
services. However, the mere accessibility of
an online interface as for instance the
accessibility of the service provider’s or an
intermediary’s website or of an email
address and of other contact details in one
or more Member States taken in isolation
should not be a sufficient condition for the
application of this Regulation.

Recital 28

51

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection
to the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assessed
on the basis of the existence of a significant
number of users in one or more Member
States, or the targeting of activities towards
one or more Member States. The targeting
of activities towards one or more Member
States can be determined on the basis of all

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection to
the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assessed
on the basis of the existence of a significant
number of users in one or more Member
States, or the targeting of activities towards
one or more Member States. The targeting
of activities towards one or more Member
States should be determined on the basis of

(28) A substantial connection to the Union
should also be relevant to determine the
ambit of application of the present
Regulation. Such a substantial connection to
the Union should be considered to exist
where the service provider has an
establishment in the Union. In the absence
of such an establishment, the criterion of a
substantial connection should be assessed
on-the-basised ofthe-existence-on specific
factual criteria such as a significant
number of users in one or more Member
States, or the targeting of activities towards
one or more Member States. The targeting
of activities towards one or more Member
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relevant circumstances, including factors
such as the use of a language or a currency
generally used in that Member State, or the
possibility of ordering goods or services.
The targeting of activities towards a
Member State could also be derived from
the availability of an application (‘app’) in
the relevant national app store, from
providing local advertising or advertising in
the language used in that Member State, or
from the handling of customer relations
such as by providing customer service in
the language generally used in that Member
State. A substantial connection is also to be
assumed where a service provider directs its
activities towards one or more Member

all relevant circumstances, including factors
such as the use of a language or a currency
generally used in that Member State, or the
possibility of ordering goods or services.

The-targeting-of activitiestowardsa

States can be determined on the basis of all
relevant circumstances, including factors
such as the use of a language or a currency
generally used in that Member State, or the
possibility of ordering goods or services.
The targeting of activities towards a
Member State could also be derived from
the availability of an application (‘app’) in
the relevant national app store, from
providing local advertising or advertising in
the language used in that Member State, or
from the handling of customer relations
such as by providing customer service in
the language generally used in that Member
State. A substantial connection is also to be
assumed where a service provider directs its

States as set out in Article 17(1)(c) of States-as-set-outin-Article 1D (e)of activities towards one or more Member

Regulation 1215/2012 on jurisdiction and Regulation 1215201 2-onjurisdiction-and States as set out in Article 17(1)(c) of

the recognition and enforcement of therecognition-and-enforcement-of Regulation 1215/2012 on jurisdiction and

judgements in civil and commercial jodgementsin-eivil-and-commereial the recognition and enforcement of

matters''. On the other hand, provision of matters —On-the-other hand, provision-of judgements in civil and commercial

the service in view of mere compliance the-serviee-in-view-of mere-compliance-with | matters''. On the other hand, provision of

with the prohibition to discriminate laid the-prohibition-to-diseriminate laid-dewnin | the service in view of mere compliance with

down in Regulation (EU) 2018/302'? cannot | Regulation (EL)2018/302' cannotbe;on the prohibition to discriminate laid down in

be, on that ground alone, be considered as that-ground-alone; be-considered-as Regulation (EU) 2018/302'? cannot be, on

directing or targeting activities towards a directing or-targeting-activitiestowards-a that ground alone, be considered as

given territory within the Union. siven-territory-withinthe Union- directing or targeting activities towards a

given territory within the Union.

! Regulation (EU) 1215/2012 of the " Regulation(ELH)-12152012 of the

European Parliament and of the Council of | EuropeanParliament-and-ofthe Councilof | !! Regulation (EU) 1215/2012 of the

12 December 2012 on jurisdiction and the 12 December 2012 onjurisdiction-and-the European Parliament and of the Council of

recognition and enforcement of judgments | recognition-and-enforcement-ofjudgments 12 December 2012 on jurisdiction and the

in civil and commercial matters (OJ L 351, | in-eivil-and commereial-matters (031351 | recognition and enforcement of judgments

20.12.2012, p. 1). 2012202, p—b- in civil and commercial matters (OJ L 351,

20.12.2012, p. 1).

12 Regulation (EU) 2018/302 of the " Regulation (EL)-2018/302 of the

European Parliament and of the Council of | EurepeanParliamentand-ofthe Councilof | ' Regulation (EU) 2018/302 of the
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28 February 2018 on addressing unjustified | 28-Eebsmuary2018-on-addressingunjustified | European Parliament and of the Council of
geo-blocking and other forms of seo-blocluaneand-othertornet 28 February 2018 on addressing unjustified
discrimination based on customers' diserimination-based-on-eustomers' geo-blocking and other forms of
nationality, place of residence or place of npadenabbplace ofveadenceorplacaof discrimination based on customers'
establishment within the internal market establichmentwithin theinternalmarket nationality, place of residence or place of
and amending Regulations (EC) No andamendims Resulations(ECINo establishment within the internal market
2006/2004 and (EU) 2017/2394 and Shnadtndanda Bl oud T 2do b and and amending Regulations (EC) No
Directive 2009/22/EC (OJ L 601, 2.3.2018, | Direetive260922/EC(O0F 601232048 | 2006/2004 and (EU) 2017/2394 and
p.- 1). b Directive 2009/22/EC (OJ L 601, 2.3.2018,
p- 1.
Recital 28a
52 (28a) Situations, where there is an
imminent threat to life or physical integrity
of a person, should be treated as
emergency cases and allow for shorter
time limits on the service provider and the
executing authority. Where the disruption
or destruction of a critical infrastructure
would directly imply an imminent risk to
the life or physical integrity of a person,
such a situation should also be treated as
an emergency case, in accordance with EU
law.
Recital 29
53 (29) A European Production Order should (29) A European Production Order should (29) A European Production Order should
only be issued if it is necessary and only be issued if it is necessary and only be issued if it is necessary and
proportionate. The assessment should take proportionate, faking into account the proportionate. The assessment should take
into account whether the Order is limited to | rights of the suspected or accused person into account whether the Order is limited to
what is necessary to achieve the legitimate | and the seriousness of the offence. The what is necessary to achieve the legitimate
aim of obtaining the relevant and necessary | assessment should take into account aim of obtaining the relevant and necessary
data to serve as evidence in the individual whether if could have been ordered under | data to serve as evidence in the individual
case only. the same conditions in a similar domestic case only, taking due account of the
case, whether there are sufficient reasons impact of the measure on fundamental
1o believe that a crime has been committed, | rights of the person whose data are
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where it is grave enough to justify the
cross-border production of the data and
where the requested information is
relevant for the investigation. The Order
should be limited to what is strictly
necessary to achieve the legitimate aim of
obtaining the relevant and necessary data to
serve as evidence in the individual case
only and should be limited to data of
specific persons with a direct link to the
specific proceedings. The direct link
between the person whose data are sought
and the purpose of the specific proceeding
must be demonstrable at all times.

sought.

Recital 30

54

(30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or validating
the Order. In view of the more sensitive
character of transactional and content data,
the issuing or validation of European
Production Orders for production of these
categories requires review by a judge. As
subscriber and access data are less
sensitive, European Production Orders for
their disclosure can in addition be issued or
validated by competent prosecutors.

(30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or validating
the Order. In view of the more sensitive
character of #raffic and content data, the
issuing or validation of European
Production Orders for production of these
categories requires review by a judge. As
subscriber data are less sensitive, European
Production Orders for their disclosure can
in addition be issued or validated by
competent public prosecutors, where such a
public prosecutor is capable of exercising
its responsibilities objectively. Where so
provided by national law, the execution of
the order might require the procedural
involvement of a court in the executing
State.

(30) When a European Production or
Preservation Order is issued, there should
always be a judicial authority involved
either in the process of issuing or validating
the Order. In view of the more sensitive
character of transactional and content data,
the issuing or validation of European
Production Orders for production of these
categories requires review by a judge. As
subscriber and access data are less sensitive,
European Production Orders for their
disclosure can in addition be issued or
validated by competent prosecutors.

Recital 30a
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55

(30a) The competent issuing authority
should be considered independent where it
is not exposed to the risk of being subject,
directly or indirectly, to external directions
or instructions, in particular from the
executive, such as a Minister for Justice,
in connection with the adoption of a
decision. That independence should be
considered to exist where, based on the
appropriate statutory rules and an
institutional framework, the competent
issuing authority is capable of exercising
his or her responsibilities objectively and
acts independently in the execution of his
or her responsibilities which are inherent
in the issuing of a European Production or
Preservation Order, taking into account all
incriminatory and exculpatory evidence
and without being exposed to the risk that
its decision-making power be subject to
external directions or instructions.

Recital 31

56

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and access data can be
issued for any criminal offence. whereas
access to transactional and content data
should be subject to stricter requirements to
reflect the more sensitive nature of such
data. A threshold allows for a more
proportionate approach, together with a
number of other ex ante and ex post
conditions and safeguards provided for in
the proposal to ensure respect for
proportionality and the rights of the persons

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and IP addresses for the
sole purpose of identifying the person can
be issued for any criminal offence, whereas
access to fraffic and content data should be
subject to stricter requirements to reflect the
more sensitive nature of such data. A
threshold allows for a more proportionate
approach, together with a number of other
ex ante and ex post conditions and
safeguards provided for in this Regulation
to ensure respect for proportionality and the

(31) For the same reason, a distinction has
to be made regarding the material scope of
this Regulation: Orders to produce
subscriber data and access data can be
issued for any criminal offence, whereas
access to transactional and content data
should be subject to stricter requirements to
reflect the more sensitive nature of such
data. A threshold allows for a more
proportionate approach, together with a
number of other ex ante and ex post
conditions and safeguards provided for in
the proposal to ensure respect for
proportionality and the rights of the persons
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affected. At the same time, a threshold
should not limit the effectiveness of the
instrument and its use by practitioners.
Allowing the issuing of Orders for
investigations that carry at least a three-year
maximum sentence limits the scope of the
instrument to more serious crimes, without
excessively affecting the possibilities of its
use by practitioners. It excludes from the
scope a significant number of crimes which
are considered less serious by Member
States, as expressed in a lower maximum
penalty. It also has the advantage of being
easily applicable in practice.

rights of the persons affected. At the same
time, a threshold should not limit the
effectiveness of the instrument and its use
by practitioners. Allowing the issuing of
Orders for investigations that carry at least a
three-year maximum sentence limits the
scope of the instrument to more serious
crimes, without excessively affecting the
possibilities of its use by practitioners. It
excludes from the scope a significant
number of crimes which are considered less
serious by Member States, as expressed in a
lower maximum penalty. It also has the
advantage of being easily applicable in
practice.

affected. At the same time, a threshold
should not limit the effectiveness of the
instrument and its use by practitioners.
Allowing the issuing of Orders for
investigations that carry at least a three-year
maximum sentence limits the scope of the
instrument to more serious crimes, without
excessively affecting the possibilities of its
use by practitioners. It excludes from the
scope a significant number of crimes which
are considered less serious by Member
States, as expressed in a lower maximum
penalty. It also has the advantage of being
easily applicable in practice.

Recital 32

57

(32) There are specific offences where
evidence will typically be available
exclusively in electronic form, which is
particularly fleeting in nature. This is the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low individual
impact but high volume and overall
damage. For most cases where the offence
has been committed by means of an
information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity. This
justifies the application of the Regulation
also for those offences where the penalty
frame is less than 3 years of imprisonment.
Additional terrorism related offences as
described in the Directive 2017/541/EU do
not require the minimum maximum

(32) There are specific offences where
information will typically be available
exclusively in electronic form, which is
particularly fleeting in nature. This is the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low individual
impact but high volume and overall
damage. For most cases where the offence
has been committed by means of an
information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity. This
justifies the application of the Regulation
also for those offences where the penalty
frame is less than 3 years of imprisonment.
Additional terrorism related offences as
described in Directive 2017/541/EU of the
European Parliament and of the Council’”

(32) There are specific offences where
evidence will typically be available
exclusively in electronic form, which is
particularly fleeting in nature. This is the
case for cyber-related crimes, even those
which might not be considered serious in
and of themselves but which may cause
extensive or considerable damage, in
particular including cases of low individual
impact but high volume and overall
damage. For most cases where the offence
has been committed by means of an
information system, applying the same
threshold as for other types of offences
would predominantly lead to impunity. This
justifies the application of the Regulation
also for those offences where the penalty
frame is less than 3 years of imprisonment.
Additional terrorism related offences as
described in the Directive 2017/541/EU do
not require the minimum maximum
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threshold of 3 years.

as well as offences concerning the sexual
abuse and sexual exploitation of children
as described in Directive 2011/93/EU of
the European Parliament and of the
Council®® do not require the minimum
maximum threshold of 3 years.

17 Directive (EU) 2017/541 of the
European Parliament and of the Council
of 15 March 2017 on combating terrorism
and replacing Council Framework
Decision 2002/475/JHA and amending
Council Decision 2005/671/JHA (OJ L 88,
31.3.2017, p. 6).

18 Directive 2011/93/EU of the European
Parliament and of the Council of 13
December 2011 on combating the sexual
abuse and sexual exploitation of children
and child pornography, and replacing
Council Framework Decision
2004/68/JHA (OJ L 335, 17.12.2011, p.1).

threshold of 3 years.

Recital 33
58 (33) Additionally, it is necessary to provide | 333 Additienally—itisneeessaryto-provide | (33) Additionally, it is necessary to provide
that the European Production Order may that-the EuropeanProduction-Ordermay that the European Production Order may
only be issued if a similar Order would be enly-be-issuedifasimilar Orderwould-be only be issued if a similar Order would be
available for the same criminal offence ina | avaiableforthesame-eriminal-offeneeina | available for the same criminal offence in a
comparable domestic situation in the comparable-domestiesituationin-the comparable domestic situation in the
issuing State. issuins-State: issuing State.
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Recital 33a

59 (33a) In cases where an Order is issued to
obtain different data categories the
issuing authority has to ensure that the
conditions and procedures, such as
notification of the enforcing State, are
met for all of the respective data
categories.

Recital 34

60 (34) In cases where the data sought is stored | (34 -Hn-easeswhere-the-dataseushtisstered | (34) In cases where the data sought is stored
or processed as part of an infrastructure orproecessed-as-part-of an-infrastrueture or processed as part of an infrastructure
provided by a service provider to a provided-by-aserviceproviderto& provided by a service provider to a
company or another entity other than company-or-anotherentityotherthen company or another entity other than
natural persons, typically in case of hosting | nataralpersens—typteallyinease-ofhesting | natural persons, typically in case of hosting
services, the European Production Order serviees—the EuropeanProduction-Order services, the European Production Order
should only be used when other sheuld-only-be-used-when-other should only be used when other
investigative measures addressed to the ivesticative measures-addressed-to-the investigative measures addressed to the
company or the entity are not appropriate, company-or-the-entity-are-not-appropsiates company or the entity are not appropriate,
especially if this would create a risk to espeetally-ifthis-would-ereate-ariskte especially if this would create a risk to
jeopardise the investigation. This is of jeopardise-the-investication—Thist5-of jeopardise the investigation. This is of
relevance in particular when it comes to relevanee-in-partietlarwhenit-comesto relevance in particular when it comes to
larger entities, such as corporations or fprerentiter—rtchtrcorpettton-—or larger entities, such as corporations or
government entities, that avail themselves soTetteto et Hrete e government entities, that avail themselves
of the services of service providers to oftheserviees-of service-providerste of the services of service providers to
provide their corporate IT infrastructure or | previde-theireorporate Iinfrastraetireof | provide their corporate IT infrastructure or
services or both. The first addressee of a serviees-or both—The first-addressec-ofa services or both. The first addressee of a
European Production Order, in such EurepeanProduetionOrder—insuech European Production Order, in such
situations, should be the company or other situations—sheould-be-the-company-or-other situations, should be the company or other
entity. This company or other entity may entity—This-company-or-otherentity-may entity. This company or other entity may
not be a service provider covered by the not-be-aservice-providereovered-by-the not be a service provider covered by the
scope of this Regulation. However, for seepe-of thisRegulation—Howeverfor scope of this Regulation. However, for
cases where addressing that entity is not eieseheopoaddrepretheat ot not cases where addressing that entity is not
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opportune, for example because it is opportune—for-example-because-itis opportune, for example because it is

suspected of involvement in the case suspeeted-efinvelvementin-the-ease suspected of involvement in the case

concerned or there are indications for eoncerned-or-there-are-indieationsfor concerned or there are indications for

collusion with the target of the collusionwith the tarcet of the collusion with the target of the

investigation, competent authorities should | investigation—competentautheritiesshould | investigation, competent authorities should

be able to address the service provider beabletoaddrecsthe cerice provider be able to address the service provider

providing the infrastructure in question to presacdinethedniasiciiia e Hon-to providing the infrastructure in question to

provide the requested data. This provision provide-therequested-data—This-provision provide the requested data. This provision

does not affect the right to order the service | dees-netaffectthesightto-ordertheservee | does not affect the right to order the service

provider to preserve the data. prozidertopresesethedata: provider to preserve the data.

Recital 34a
61 (34a) In case data are stored or processed
as part of an infrastructure provided by
a service provider to a public authority
only authorities of the same Member
State should be able to issue a European
Production or Preservation Order
because such data can be considered
particularly sensitive. Public authority
should be understood as any authority
that, by its applicable national law has a
mandate to govern, administrate a part
or aspect of public life, such as branches
of the judiciary, the legislative or
executive power of a state, province,
municipality.
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Recital 35

62 (35) Immunities and privileges, which may | (35) Immunities and privileges, which may | (35) Immunities and privileges, which may
refer to categories of persons (such as refer to categories of persons (such as refer to categories of persons (such as
diplomats) or specifically protected diplomats) or specifically protected diplomats) or specifically protected
relationships (such as lawyer-client relationships (such as lawyer-client relationships (such as lawyer-client
privilege), are referred to in other mutual privilege, source confidentiality) or rules privilege or the right of journalists not to
recognition instruments such as the relating to freedom of the press and disclose their sources of information), are
European Investigation Order. Their range | freedom of expression in other media, are | referred to in other mutual recognition
and impact differ according to the referred to in other mutual recognition instruments such as the European
applicable national law that should be taken | instruments such as the European Investigation Order. Their range and impact
into account at the time of issuing the Investigation Order. There is no common differ according to the applicable national
Order, as the issuing authority may only definition of what constitutes an immunify | law that should be taken into account at the
issue the Order if a similar order would be | or privilege in Union law. The precise time of issuing the Order, as the issuing
available in a comparable domestic definition of those terms is, therefore, left authority may only issue the Order if a
situation. In addition to this basic principle, | fo national law. This may include similar order would be available in a
immunities and privileges which protect protections which apply to medical (such | comparable domestic situation. Ir-additien
access, transactional or content data in the as doctors) and legal professions, clergy or | te-this-basie-prineiple: Whether a second
Member State of the service provider otherwise protected counsellors but also, legal framework needs to be taken into
should be taken into account as far as even though they are not necessarily account should depend on the strength of
possible in the issuing State in the same considered to be forms of privilege or the connection of the person whose data
way as if they were provided for under the | immunity, rules relating to freedom of the | is sought to the issuing State. Where the
national law of the issuing State. This is press and freedom of expression in other person is residing on the territory of the
relevant in particular should the law of the media (such as journalists). Thus, the issuing State, a strong link to the issuing
Member State where the service provider or | applicable national law should already be State exists. The applicable legal
its legal representative is addressed provide | taken into account at the time of issuing the | framework to assess immunities and
for a higher protection than the law of the Order, as the issuing authority may only privileges should therefore be that of the
issuing State. The provision also ensures issue the Order where it could have been issuing State alone. The same principle
respect for cases where the disclosure of the | ordered under the same conditions inain | applies for rules on determination and
data may impact fundamental interests of a similar domestic case. In addition to this | limitation of criminal liability relating to
that Member State such as national security | basic principle, immunities and privileges freedom of press and freedom of
and defence. As an additional safeguard, which protect data in the executing State expression in other media, and
these aspects should be taken into account should be taken into account as far as fundamental interests of the enforcing
not only when the Order is issued, but also | possible in the issuing State in the same State. By the time a request for content
later, when assessing the relevance and way as if they were provided for under the or transactional data is made, authorities
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admissibility of the data concerned at the
relevant stage of the criminal proceedings,
and if an enforcement procedure takes
place, by the enforcing authority.

national law of the issuing State. This is
relevant in particular should the law of the
executing State provide for a higher
protection than the law of the issuing State.
As an additional safeguard, these aspects
should be taken into account not only when
the Order is issued, but also later, during
the notification procedure or when
assessing the relevance and admissibility of
the data concerned at the relevant stage of
the criminal proceedings, and if an
enforcement procedure takes place, by the
executing authority.

will regularly have an indication of where
the person resides on the basis of
previous investigatory steps. Moreover,
statistics show that in a large majority of
cases, the person resides in the issuing
State. Where that is not the case, for
example because the person whose data is
sought has taken steps to conceal his or
her location, the same principle should be
applied.

Recital 35a

63

(35a) Immunities and privileges as well as
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media, which protect aeeess, transactional
or content data in the enforcing Member

State eftheserviee-provider should
therefore be taken into account asfasas

possible-in-the-tssuinsState where the
issuing authority has reasonable grounds
to believe the person whose data is sought
is not residing on its territory. sn-thesame
sratretrdhrotthe e Stk Tl 1
relevant in particular should the law of
thate Member State where-theserviee

4 oo Jecals ..
addressed provide for a higher protection
than the law of the issuing State. The
provision also ensures respect for cases
where the disclosure of the data may impact
fundamental interests of that Member State
such as national security and defence. Asasn
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additionalsafeguard. These aspects should

be taken into account not only when the
Order is issued, but also later, when

e the selex 1 adsmiceibilics of
the dataconcerned at the relevant stage of

theerinnnal proceedings- and if an
enforcement procedure takes place, by the
enforcing authority.

Recital 35b

64

(35b) Where the issuing authority seeks
to obtain transactional data and has
reasonable grounds to believe that the
person whose data are sought is not
residing on its territory and that the data
requested is protected by immunities and
privileges granted under the law of the
enforcing State, or by rules of that
Member State on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media, or its
disclosure may impact fundamental
interests of that Member State such as
national security and defence, the issuing
authority should seek clarification,
including through appropriate
consultation.
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Recital 35¢

65

(35¢) In cases where the European
Production Order concerns content data
and where the issuing authority has
reasonable grounds to believe the person
whose data are sought is not residing on
its territory, the enforcing State is
notified and can as soon as possible,
preferably within 10 days, inform the
issuing authority of issues that might lead
to a withdrawal or adaptation of the
Order, such as privileges or immunities
of the person whose data are sought or
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media. As opposed to non-content data,
content data is of particularly sensitive
nature because persons may reveal their
thoughts as well as sensitive details of
their private life. This justifies a different
treatment and an involvement of the
authorities of the enforcing State early on
in the procedure. In such cases, the
issuing Member State should provide a
copy of the Certificate to the enforcing
State at the same time as the Certificate
is provided to the service provider. In the
interest of allowing for a swift check, the
issuing authority should choose one of the
languages accepted by the enforcing
State if a translation of the Certificate is
needed, even where the service provider
indicated that it would also accept

6487/22
ANNEXE

JAIL2

MCMsl
LIMITE

42
FR/EN




Certificates in another language than one
of the official languages of the enforcing
State. Where the notified authority raises
issues, it should provide the issuing
authority with any relevant information
regarding the immunities or privileges as
well as the rules on determination and
limitation of criminal liability relating to
freedom of press and freedom of
expression in other media granted to the
person under its law or information, or if
the Order impacts fundamental interests
of that Member State such as national
security and defence.

Recital 35d

66

(35d) In cases where the person, at the
time of issuing the European Production
Order, has more than one residency, of
which one is on the territory of the
issuing State, or in cases where the
residency of the person cannot be
determined with reasonable and
proportionate efforts, the above
procedures do not apply. However, a
short visit, a holiday or a similar stay in
the issuing State without any further
substantial link is not enough to establish
a residence in that Member State.
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Recital 35e

67

(35e) In order to provide for a swift
procedure, the relevant point in time to
determine whether there is a need to
notify the authorities of the enforcing
State should be the time when the Order
is issued or validated. Any subsequent
change of residency should not have any
impact on the procedure. Where the
issuing authority did not have reasonable
grounds to believe the person whose data
are sought is not residing on its territory
at the time of issuing or validating the
Order, and it later emerges that this
person was in fact not residing on the
territory of the issuing Member State no
later check or notification should be
required. However, the person concerned
can invoke his or her rights as well as
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media during the whole criminal
proceeding, and the other Member State
could also raise its fundamental interests
such as national security and defence at
any time during the criminal
proceedings. In addition, these grounds
could also be invoked during the
enforcement procedure.
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Recital 35f

68

(35f)Where data is protected by
privileges or immunities or rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media
granted under the law of the enforcing
State, or disclosure of data might impact
fundamental interests of that Member
State, the issuing State should ensure that
these grounds are taken into account in
the same way as if they were provided for
under its own national law, in order to
give effect to them. If, for example, such
privileges or immunities are not granted
under the law of the issuing Member
State, the protection should, to the extent
possible, be adapted to the closest
equivalent privilege or immunity under
the law of the issuing State, taking into
account the aims and the interests
pursued by the specific protection and
the effects attached to it. The legal
consequences in its own national law for
such similar situations should be applied.
For the purposes of determining how to
take these grounds into account in the
same way as if they were provided for
under its national law, the issuing
authority may contact the notified
authority for further information on the
nature and the effects of the protection,
either directly or via the European
Judicial Network in criminal matters or
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Eurojust. While the enforcing State may
raise any and all objections based on
these grounds, the person whose data is
sought can only rely on his or her own
rights, such as privileges or immunities,
and cannot raise objections based on a
fundamental interest of the enforcing
State.

Recital 35g

69

(35g) Where a privilege or immunity
prohibits the use of the data but these
rights could be lifted and where the
issuing authority intends to use the data
obtained as evidence or does not
withdraw the Order in case the data was
not obtained, yet, the issuing Member
State should have the possibility to
request the competent authority to apply
for lifting the privilege or immunity.

Recital 36

70 (36) The European Preservation Order may
be issued for any offence. Its aim is to
prevent the removal, deletion or alteration
of relevant data in situations where it may
take more time to obtain the production of
this data, for example because judicial
cooperation channels will be used.

(36) The European Preservation Order may
be issued for any criminal offence, where it
could have been ordered under the same
conditions in a similar domestic case in the
issuing State, where there are sufficient
reasons to believe that a crime has been
committed, where it is grave enough to
Jjustify the cross-border preservation of the
data and where the requested information
is relevant for that investigation. It shall be
limited to data of specific persons with a
direct link to the specific proceedings
referred to in this Regulation and the
direct link between the person whose data

(36) The European Preservation Order may
be issued for any offence. Its aim is to
prevent the removal, deletion or alteration
of relevant data in situations where it may
take more time to obtain the production of
this data, for example because judicial
cooperation channels will be used.
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are sought and the purpose of the specific
processing must be demonstrable at all
times. The aim of European Preservation
Orders is to prevent the removal, deletion
or alteration of relevant data in situations
where it may take more time to obtain the
production of this data.

(36a) In order to ensure full protection of
fundamental rights, any validation of
European Production or Preservation
Orders by judicial authorities should in
principle be obtained before the order is
issued. Exceptions to this principle can
only be made in exceptional cases when
seeking subscriber and access data where
the issuing authority validly establishes
an emergency case and where it is not
possible to obtain the prior validation by
the judicial authority in time, in
particular because the validating
authority cannot be reached to obtain
validation and the threat is so imminent
that immediate action has to be taken.
However, this only applies where this
procedure is provided for in a similar
domestic case under national law.

Recital 36a

71

Recital 37

72 (37) European Production and Preservation
Orders should be addressed to the legal
representative designated by the service
provider. In the absence of a designated
legal representative, Orders can be
addressed to an establishment of the service

(37) European Production and Preservation
Orders should be addressed to the main
establishment of the service provider
where the data controller is, or, where not
established in the Union or one of the
Member States bound by this Regulation,

(37) European Production and Preservation
Orders should be addressed to the legal
representative designated by the service
provider. In the absence of a designated
legal representative, Orders can be
addressed to an establishment of the service
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provider in the Union. This can be the case
where there is no legal obligation for the
service provider to nominate a legal
representative. In case of non-compliance
by the legal representative in emergency
situations, the European Production or
Preservation Order may also be addressed
to the service provider alongside or instead
of pursuing enforcement of the original
Order according to Article 14. In case of
non-compliance by the legal representative
in non-emergency situations, but where
there are clear risks of loss of data, a
European Production or Preservation Order
may also be addressed to any establishment
of the service provider in the Union.
Because of these various possible scenarios,
the general term ‘addressee’ is used in the
provisions. Where an obligation, such as on
confidentiality, applies not only to the
addressee, but also to the service provider if
it is not the addressee, this is specified in
the respective provision.

to its legal representative designated by the
service provider. Simultaneously, it should
be addressed directly to the executing
authority.

provider in the Union. This can be the case
where there is no legal obligation for the
service provider to nominate a legal
representative. In case of non-compliance
by the legal representative in emergency
situations, the European Production or
Preservation Order may also be addressed
to the service provider alongside or instead
of pursuing enforcement of the original
Order according to Article 14. In case of
non-compliance by the legal representative
in non-emergency situations, but where
there are clear risks of loss of data, a
European Production or Preservation Order
may also be addressed to any establishment
of the service provider in the Union.
Because of these various possible scenarios,
the general term ‘addressee’ is used in the
provisions. Where an obligation, such as on
confidentiality, applies not only to the
addressee, but also to the service provider if
it is not the addressee, this is specified in
the respective provision. In cases where
the European Production or Preservation
Order is addressed to the service
provider following non-compliance by
the legal representative, it can also be
enforced against the service provider.

Recital 38

73

(38) The European Production and
European Preservation Orders should be
transmitted to the service provider through
a European Production Order Certificate
(EPOC) or a European Preservation Order
Certificate (EPOC-PR), which should be
translated. The Certificates should contain
the same mandatory information as the

(38) The European Production and
European Preservation Orders should be
transmitted through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR).
The Certificates should contain the same
mandatory information as the Orders.
Where necessary, a Certificate should be

(38) The European Production and
European Preservation Orders should be
transmitted to the serviee-provider
addressee through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR),
which should be translated. The Certificates
should contain the same mandatory

Rapporteur’s proposal 22/04/2021:

(38) The European Production and
European Preservation Orders should be
transmitted through a European Production
Order Certificate (EPOC) or a European
Preservation Order Certificate (EPOC-PR).
The Certificates should contain the same
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Orders, except for the grounds for the
necessity and proportionality of the
measure or further details about the case to
avoid jeopardising the investigations. But as
they are part of the Order itself, they allow
the suspect to challenge it later during the
criminal proceedings. Where necessary, a
Certificate needs to be translated into (one
of) the official language(s) of the Member
State of the addressee, or into another
official language that the service provider
has declared it will accept.

translated into (one of) the official
language(s) of the executing State and the
service provider, or into another official
language that the Member State or the
service provider have declared they will
accept. In this regard, Member States
should be allowed, at any time, fo state in a
declaration submitted to the Commission
that they would accepft translations of
EPOCs and EPOC-PRs in one or more
official languages of the Union other than
the official language or languages of that
Member State. The Commission should
make the declarations available to all
Member States and to the European
Judicial Network in criminal matters.

information as the Orders, except for the
grounds for the necessity and
proportionality of the measure or further
details about the case to avoid jeopardising
the investigations. But as they are part of
the Order itself, they allow the suspect to
challenge it later during the criminal
proceedings. Where necessary, a Certificate
needs to be translated into (one of) the
official language(s) of the MemberState-of
the-addressee enforcing State, or into
another official language that the service
provider has declared it will accept.

mandatory information as the Orders.
Where necessary, a Certificate should be
translated into (one of) the official
language(s) of the [executing] State and the
service provider, or into another official
language that the Member State or the
service provider kave declared they will
accept. In this regard, Member States
should be allowed, at any time, fo state in a
declaration submitted to the Commission if
and in which official language(s) of the
Union in addition to their official
language(s), they would accept
translations of EPOCs and EPOC-PRs.
The Commission should make the
declarations available to all Member States
and to the European Judicial Network in
criminal mafters.

Recital 39

74

(39) The competent issuing authority
should transmit the EPOC or the EPOC-PR
directly to the addressee by any means
capable of producing a written record under
conditions that allow the service provider to
establish authenticity, such as by registered
mail, secured email and platforms or other
secured channels, including those made
available by the service provider, in line
with the rules protecting personal data.

(39) The competent issuing authority should
transmit the EPOC or the EPOC-PR directly
to the addressees, via a common European
digital exchange system established by the
Commission by [date of application of this
Regulation]. This system should allow for
secure channels for the handling of
authorised cross-border communication,
authentication and transmission of the
Orders and of the requested data between
the competent authorities and service
providers, by guaranteeing an effective,
reliable and smooth exchange of the
relevant information and a high level of
security, confidentiality and integrity as
well as the necessary protection of privacy
and personal data in line with Regulation
(EU) 2018/1725 of the European

(39) The competent issuing authority or the
authority competent for transmission
should transmit the EPOC or the EPOC-PR
directly to the addressee in a secure and
reliable way by any means capable of
producing a written record under conditions
that allow the service provider to establish
authenticity, such as by registered mail,
secured email and platforms or other
secured channels, including those made
available by the service provider. in line
with the rules protecting personal data.
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Parliament and of the Council®,
Regulation (EU) 2016/679, Directive (EU)
2016/680, and Directive 2002/58/EC. To
this end, open and commonly used state-
of-the-art electronic signature and
encryption technology should be applied.
The system should also allow the
addressees to produce a written record
under conditions that allow the addressees
to establish authenticity of the Order and of
the issuing authority, in line with the rules
protecting personal data.

1 Regulation (EU) 2018/1725 of the
European Parliament and of the Council
of 23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,
and repealing Regulation (EC) No 45/2001
and Decision No 1247/2002/EC (OJ L 295,
21.11.2018, p. 39).

Recital 39a
75 (39a) Where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, it should be
possible to interconnect such systems or
channels with this common European
digital exchange system.
Recital 40
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76

(40) The requested data should be
transmitted to the authorities at the
latest within 10 days upon receipt of
the EPOC. Shorter time limits
should be respected by the provider
in emergency cases and if the issuing
authority indicates other reasons to
depart from the 10 day deadline. In
addition to the imminent danger of
the deletion of the requested data,
such reasons could include
circumstances that are related to an
ongoing investigation, for example
where the requested data is
associated to other urgent
investigative measures that cannot
be conducted without the missing
data or are otherwise dependent on
it.

(40) Upon receipt of an EPOC for
subscriber data or IP addresses for the sole
purpose of identifying a person, the service
provider should ensure that the requested
data is transmitted to the issuing authority
at the latest within 10 days upon receipt of
the EPOC and within 16 hours in
emergency cases. Where the executing
authority decides to invoke any of the
grounds listed for non-recognition or non-
execution provided for in this Regulation
within the time periods, it should
immediately inform the issuing authority
and the service provider of its decision.
The issuing authority should erase the
data. Where the requested data has not yet
been transmitted to the issuing authority,
the addressed service provider may not
transmit the data.

(40) The requested data should be
transmitted to the authorities in a secure
and reliable way that allows to establish
the authenticity of the sender and
integrity of the data at the latest within 10
days upon receipt of the EPOC. Shorter
time limits should be respected by the
provider in emergency cases and if the
issuing authority indicates other reasons to
depart from the 10 day deadline. In addition
to the imminent danger of the deletion of
the requested data, such reasons could
include circumstances that are related to an
ongoing investigation, for example where
the requested data is associated to other
urgent investigative measures that cannot be
conducted without the missing data or are
otherwise dependent on it.

Recital 40a

77

(40a) Upon receipt of an EPOC for traffic
or content data, the service provider
should act expeditiously to preserve the
requested data. Where the executing
authority has invoked any of the grounds
listed for non-recognition or non-
execution provided for in this Regulation
within the time periods, it should
immediately inform the issuing authority
and the service provider of its decision.
Where the issuing State is subject to a
procedure referred to in Article 7(1) or
7(2) TEU, the service provider should
transmit the requested data only after
receiving the explicit written approval of
the executing authority. Without prejudice
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to this special provision, where the
executing authority has not invoked any of
the grounds listed in this Regulation

within the time periods, the service
provider should ensure that the requested
data is immediately transmitted directly to
the issuing authority or the law
enforcement authorities as indicated in the
EPOC.

Recital 41

78 (41) In order to allow service providers to H“n-erder-to-alowserviceproviderste (41) In order to allow service providers to
address formal problems, it is necessary to | addressformalproblems—itisneeessaryte | address formal problems, it is necessary to
set out a procedure for the communication set-out-a-procedurefor-the-communteation set out a procedure for the communication
between the service provider and the between-theserviee-providerand-theissuing | between the service provider and the issuing
issuing judicial authority in cases where the | judieial-autheritineaseswhere-the ERPOE | judicial authority in cases where the EPOC
EPOC might be incomplete or contains mishtbe-incomplete-or-containsmanifest might be incomplete or contains manifest
manifest errors or not enough information errors-or not-enoushinformationto-exeente | errors or not enough information to execute
to execute the Order. Moreover, should the | the-Order—Mereover—should-theserriee the Order. Moreover, should the service
service provider not provide the providernotprovide-the-informationinan provider not provide the information in an
information in an exhaustive or timely exhaustive-or-timely-mannerforany-other exhaustive or timely manner for any other
manner for any other reason, for example reasen—forexample beeauseit-thinlesthere | reason, for example because it thinks there
because it thinks there is a conflict with an | is-aecenflietwith-an-oblization-underthe is a conflict with an obligation under the
obligation under the law of a third country, | lew-efathirdcountry—orbeeausett-thinks law of a third country, or because it thinks
or because it thinks the European the EuropeanProduction-Orderhasnetbeen | the European Production Order has not been

Production Order has not been issued in

issued in accordance with the conditions set

accordance with the conditions set out by eut-by-thisResulation—+tsheuld-ge-baelte | out by this Regulation, it should go back to

this Regulation, it should go back to the thetr-titrerthorite—ahdprovidethe the issuing authorities and provide the

issuing authorities and provide the eppertunejustifieations—The opportune justifications. The

opportune justifications. The communieation-procedure-thus-sheould communication procedure thus should

communication procedure thus should breadballow—for-the-correetionof broadly allow for the correction or

broadly allow for the correction or reconsideration-of the EROC by-theissutne | reconsideration of the EROGE European

reconsideration of the EPOC by the issuing | autherityat-anearlystaze—TFo-suaranteethe | Production Order by the issuing authority

authority at an early stage. To guarantee the | avatabityeofthedata—theservieeprovider | at an early stage. To guarantee the

availabilty of the data, the service provider | sheuld-preserve-the-dataiftheyeanidentifiy | availability of the data, the service provider

should preserve the data if they can identify | the-dataseusht should preserve the data if they can identify

the data sought. the data sought.
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Recital 41a

79

(41a) The addressee should not be
obliged to comply with the Order in case
of de facto impossibility which was not
created by the addressee or, if different,
the service provider at the time when the
Order was received. De facto
impossibility should be assumed if the
person whose data were sought is not a
customer of the service provider or
cannot be identified as such even after a
request for further information to the
issuing authority, or if the data have been
deleted lawfully before receiving the
order.

Rapporteur’s and PCY proposal
08/05/2021:

To be dealt with at a later stage, jointly
with recital 41 a (line 79).

Recital 42

80

(42) Upon receipt of a European
Preservation Order Certificate (‘EPOC-
PR’), the service provider should preserve
requested data for a maximum of 60 days
unless the issuing authority informs the
service provider that it has launched the
procedure for issuing a subsequent request
for production, in which case the
preservation should be continued. The 60
day period is calculated to allow for the
launch of an official request. This requires
that at least some formal steps have been
taken, for example by sending a mutual
legal assistance request to translation.
Following receipt of that information, the
data should be preserved as long as
necessary until the data is produced in the
framework of a subsequent request for
production.

(42) Upon receipt of a European
Preservation Order Certificate (‘EPOC-
PR’). the service provider should act
expeditiously to preserve the requested data
for a maximum of 60 days. The 60 day
period is calculated to allow for the launch
of an official request for production. It
may only be extended by additional 30
days, where necessary to allow further
assessment of the relevance of the data in
the ongoing investigations in order to
prevent that potentially relevant data is lost
before the European Preservation Order
ends. Where the issuing authority submits
the subsequent European Production
Order to the addressees within these time
periods European Production Order has
been the service provider should continue
fo preserve the data as long as necessary

(42) Upon receipt of a European
Preservation Order Certificate (‘EPOC-
PR”), the service provider should preserve
requested data for a maximum of 60 days
unless the issuing authority informs the
service provider that it has launched the
procedure for issuing a subsequent request
for production, in which case the
preservation should be continued. The 60
day period is calculated to allow for the
launch of an official request. This requires
that at least some formal steps have been
taken, for example by sending a mutual
legal assistance request to translation.
Following receipt of that information, the
data should be preserved as long as
necessary until the data is produced in the
framework of a subsequent request for
production.

Rapporteur’s proposal 08/05/2021:
Addition at the end of recital (42):

Where the preservation is no longer
necessary, the issuing authority should
inform the [addressees/ without undue delay
and the preservation for the purpose of the
relevant Order should cease.
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Jor the execution of the European
Production Order.

Recital 42a

81

(42a) In order to allow the service provider
to address problems, in cases where the
EPOC or EPOC-PR might be incomplete,
in form or content, contain manifest errors
or not enough information to execute the
Order, it is necessary to set out a
procedure for the communication, to ask
Jfor clarification or, where necessary,
correction from the issuing authority.
Moreover, there might be cases where the
service provider cannot provide the
information in cases of force majeure or of
a de facto impossibility not attributable to
the service provider, or cannot provide it in
an exhaustive or timely manner for any
other reason. Such reasons could be
technical or operational (e.g. operational
limitations of small and medium-sized
enterprises). In these cases, the service
provider also should go back to the issuing
authorities and provide the opportune
Justifications, as well as where it considers
the Order to be manifestly abusive or
excessive For example, an Order
requesting the production of data
pertaining fo an undefined class of people
in a geographical area or with no link to
concrete criminal proceedings would
ignore in a manifest way the conditions for
issuing a European Production or
Preservation Order. The communication
procedure thus should broadly allow for
the correction or reconsideration of the
EPOC or EPOC-PR by the issuing

Rapporteur’s and PCY proposal
08/05/2021:

To be dealt with at a later stage, jointly
with recital 41 a (line 79).
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authority at an early stage. Where
clarification or correction is needed, the
issuing authority should react
expeditiously and within 5 days at the
latest. In the absence of a reaction from
the issuing authority, the order should be
considered null and void. Where the
relevant conditions are fulfilled, the
issuing authority should setf a new deadline
or withdraw the order. To guarantee the
availability of the data, the service provider
should preserve the requested data during
this procedure, where possible.

Recital 42b

82

(42b) Notwithstanding the principle of
mutual trust, the executing authority
should be able to refuse the recognition of
execution of a European Production
Order, where such refusal is based on the
fact that the conditions for issuing a
European Production Order as laid down
this Regulation are not fulfilled or based
on further specific grounds as listed in this
Regulation.

Recital 42c

83

(42c) The principle of ne bis in idem is a
Jundamental principle of law in the Union,
as recognised Dy the Charter and
developed by the case law of the Court of
Justice of the European Union. Therefore,
where the executing authority assesses the
Order, it should refuse the execution of a
European Production Order if its
execution would be contrary to that
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principle.

Recital 42d

84

(42d) Furthermore, where the executing
authority assesses the Order and there are
substantial grounds to believe that the
execution of the European Production
Order would be incompatible with Member
State's obligations in accordance with
Article 6 TEU and the Charter, the
executing authority should refuse the
execution of a European Production
Order.

Recital 42e

85

(42e) In addition, where the recognition or
execution of a European Production Order
would involve the breach of an immunity
or privilege in the executing State, the
executing authority should refuse that
order in cases where it is assessed Dy the
executing authority.

Recital 42f

86

(42f) Due to the more intrusive character
of European Production Orders for traffic
and content data, the executing authority
should have additional optional grounds
Jor non-recognition and non-execution at
their disposal for these data categories.

6487/22
ANNEXE

JAIL2

MCMsl
LIMITE

56
FR/EN




Recital 43

87 (43) Service providers and their legal (43) Since informing the person whose (43) Service providers and their legal
representatives should ensure data is sought is an essential element as representatives should ensure
confidentiality and when requested by the regards data protection rights and defence | confidentiality. Furthermore they should
issuing authority refrain from informing the | rights, in enabling effective review and andudienrequected-by thascoume qutharne
person whose data is being sought in order | judicial redress, in accordance with Article | refrain from informing the person whose
to safeguard the investigation of criminal 6 TEU and the Charter, the service data is being sought in order to safeguard
offences, in compliance with Article 23 of | provider should inform the person whose the investigation of criminal offences, in
Regulation (EU) 2016/679'3. However, user | data is being sought without undue delay. compliance with Article 23 of Regulation
information is an essential element in When informing the person, the service (EU) 2016/679"°. However except where
enabling review and judicial redress and provider should take the necessary state- requested by the issuing authority to
should be provided by the authority if the of-the-art operational and technical inform the person. In these cases, the
service provider was asked not to inform measures to ensure the security, issuing authority should also provide the
the user, where there is no risk of confidentiality and integrity of the EPOC necessary information about the
jeopardising ongoing investigations, in or the EPOC-PR and of the data produced | applicable legal remedies to the service
accordance with the national measure or preserved. provider, so that it can be included in the
implementing Article 13 of Directive (EU) information to the person. In any case,
2016/680". user information is an essential element in

enabling review and judicial redress and
should be provided by the authority if the
service provider was not asked not to
13 Regulation (EU) 2016/679 of the inform the user, shere-as soon as there is
European Parliament and of the Council of no risk of jeopardising ongoing
27 April 2016 on the protection of natural investigations, in accordance with the
persons with regard to the processing of national measure implementing Article 13
personal data and on the free movement of of Directive (EU) 2016/680'. The issuing
such data, and repealing Directive 95/46/EC authority may abstain from informing
(General Data Protection Regulation) (OJ L the person whose subscriber or access
119, 4.5.2016, p. 1). data was sought where necessary and
proportionate to protect the fundamental
! Directive (EU) 2016/680 of the European rights and legitimate interests of another
Parliament and of the Council of 27 April person, and in particular where these
2016 on the protection of natural persons rights and interests outweigh the interest
with regard to the processing of personal to be informed of the person whose data
6487/22 MCM/sl 57
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data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal
offences or the execution of criminal
penalties, and on the free movement of such
data, and repealing Council Framework
Decision 2008/977/JHA (OJ L 119,
4.5.2016, p. 89).

were sought. This could be the case
where an Order concerns subscriber or
access data of a third person, in light of
the presumption of innocence of the
suspect. Where the identity of the person
concerned is unknown to the issuing
authority, investigations to determine the
identity of this person should only be
carried out insofar as it seems necessary
and proportionate in relation to the
invasiveness of the measure and the
respective effort associated with
establishing their identity.

13 Regulation (EU) 2016/679 of the
European Parliament and of the Council of
27 April 2016 on the protection of natural
persons with regard to the processing of
personal data and on the free movement of
such data, and repealing Directive 95/46/EC
(General Data Protection Regulation) (OJ L
119,4.5.2016, p. 1).

14 Directive (EU) 2016/680 of the European
Parliament and of the Council of 27 April
2016 on the protection of natural persons
with regard to the processing of personal
data by competent authorities for the
purposes of the prevention, investigation,
detection or prosecution of criminal
offences or the execution of criminal
penalties, and on the free movement of such
data, and repealing Council Framework
Decision 2008/977/JHA (OJ L 119,
4.5.2016, p. 89).

6487/22
ANNEXE

JAL2

MCM/sl
LIMITE

58
FR/EN




Recital 43a

88

(43a) As long as necessary and
proportionate, in order not to obstruct the
relevant criminal proceedings or in order
to proftect the fundamental rights of
another person, the issuing authority,
taking due account of the impact of the
measure on the fundamental rights of the
person whose data is sought, may request
the service provider to refrain from
informing the person whose data is being
sought, based on a judicial order, which
should be duly justified, specify the
duration of the obligation of
confidentiality and be subject to periodic
review. Where the issuing authority
requests the service provider fo refrain
Jfrom informing the person, the issuing
authority should inform the person whose
data is being sought without undue delay
about the data production or preservation.
That information could be delayed as long
as necessary and proportionate, taking into
account the rights of the suspected and
accused person and without prejudice to
defence rights and effective legal remedies.
User information should include
information about any available remedies
as referred to in this Regulation.
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Recital 43b

89

(43b) Electronic information obtained in
accordance with this Regulation should
not be used for the purpose of proceedings
other than those for which it was obtained
in accordance with this Regulation, except
Jor where there is an imminent threat to
the life or physical integrity of a person.
Where the disruption or destruction of a
critical infrastructure would directly imply
an imminent risk to the life or physical
integrity of a person, such a situation
should also be treated as an imminent
threat to the life or physical integrity of a
person, in accordance with EU law.

Recital 43¢

90

(43c) Electronic information that has been
gathered in breach of any of the conditions
listed in this Regulation should be erased
without undue delay. Electronic
information that is no longer necessary for
the investigation or prosecution for which
it was produced or preserved, including
possible appeals, should also immediately
be erased, unless this would affect the
defence rights of the suspected or accused
person. For this purpose, periodic reviews
Jfor the need of the storage of the electronic
information should be established. The
person whose data was sought should be
informed about the erasure.

6487/22
ANNEXE

JAIL2

MCMsl
LIMITE

60
FR/EN




Recital 43d

91

(43d) Electronic information that has been
gathered in breach of this Regulation
should not be admissible before a court.
This should also include all cases where
the criteria laid down in this Regulation
are not fulfilled. Where electronic
information has been obtained before a
ground for non-recognition listed in this
Regulation has been invoked, it neither
should be admissible before a court. When
assessing the admissibility of electronic
information, obtained in accordance with
this Regulation, the competent judicial
authorities should at any stage of the
proceedings ensure that the rights of the
defence and the fairness of the
proceedings are respected. For such an
assessment, the competent judicial
authorities should also take into due
account whether the criteria laid down in
this Regulation were fulfilled, in particular
where the data sought might be protected
Dy immunities or privileges.

Recital 43e

92

(43e) Where claimed by the service
provider, the issuing State should
reimburse the justified costs borne Dy the
service provider and related to the
execution of the European Production
Order or the European Preservation
Order. To this end, Member States should
inform the Commission on the rules for
reimbursement, which the Commission
should make public. Where for practical
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reasons, such as the economic size of the
service provider, different language
regimes between the issuing State and the
executing State or different national rules
for the reimbursement of costs between
these States, the service provider is
substantially hampered from claiming the
reimbursement of costs related to the
execution of a European Production Order
or European Investigation order from the
issuing State, the service provider should
be entitled to claim reimbursement of the
costs from the executing State. Where the
service provider chooses the executing
State, the issuing State should reimburse
the executing State for these costs.

Recital 43f

93

(43f) Member States should lay down the
rules on sanctions applicable to
infringements of the obligations pursuant
to this Regulation. These sanctions should
be effective, proportionate and dissuasive.
When determining the appropriate
sanction applicable to infringements of
service providers, the competent
authorities should take into account all
relevant circumstances, such as the
nature, gravity and duration of the breach,
whether it was committed intentionally or
through negligence and whether the
service provider was held responsible for
similar previous breaches. Particular
attention should, in this respect, be given
to micro enfterprises.

Recital 43g
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94 (43g) Where a service provider acts with
due diligence, in particular with regards to
data protection obligations, and requested
clarification or justification from the
issuing authority, in accordance with this
Regulation, it should not be held liable for
the consequences of any delays caused. In
addition, sanctions applied to
infringements of the obligations of service
provider pursuant to this Regulation
should be annulled, where an order has
been successfully challenged in
accordance with this Regulation.
Recital 44
95 (44) In case of non-compliance by the (44) Where the service provider does not (44) In case of non-compliance by the
addressee, the issuing authority may comply with an EPOC within the deadlines | addressee, the issuing authority may
transfer the full Order including the or with an EPOC-PR, without providing transfer the full Order including the
reasoning on necessity and proportionality, | sufficient reasons, and where, as regards reasoning on necessity and proportionality,
accompanied by the Certificate, to the the EPOC, the executing authority has not | accompanied by the Certificate, to the
competent authority in the Member State invoked any of the grounds as provided for | competent authority in the Member State
where the addressee of the Certificate in this Regulation, the issuing authority where the addressee of the Certificate
resides or is established. This Member State | may request the competent authority in the | resides or is established. This Member State
should enforce it in accordance with its executing State fo enforce the Order. In should enforce it in accordance with its
national law. Member States should provide | such a case, the executing State should national law. Member States should provide
for the imposition of effective, Jormally require the service provider to for the imposition of effective,
proportionate and deterrent pecuniary comply with the Order, informing the proportionate and deterrent pecuniary
sanctions in case of infringements of the service provider of the possibility to oppose | sanctions in case of infringements of the
obligations set up by this Regulation. the execution by invoking one of the obligations set up by this Regulation.
grounds which the service provider has at
its disposal for correction or
reconsideration of the order, in
accordance with this Regulation. Where a
service provider still does not comply with
its obligations, Member States should
impose a sanction in accordance with this
Regulation.
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Recital 45

96 (45) The enforcement procedure is a 45 The-enforecement procedureisa (45) The enforcement procedure is a
procedure where the addressee can oppose | preeedure-where-the-addresseeeanoppese | procedure where the addressee can eppese
the enforcement based on certain restricted | the-enforcementbased-oncertainrestrieted | invoke formal grounds against the
grounds. The enforcing authority can refuse | sreunds—Fhe-enforeinsautheritreanvrefuse | enforcement based on certain restricted
to recognise and enforce the Order based on | terecosnise-and-enforee-the-Orderbaseden | grounds. The enforcing authority can refuse
the same grounds, or if immunities and thesame-grounds—ori immunities-and to recognize and enforce the Order based on
privileges under its national law apply or privieges-underts-nationa-lavw-apply-or the same grounds, or and additionally, in
the disclosure may impact its fundamental the-diselosure-may-impaetsfundamental case they have to be taken into account
interests such as national security and interestssuch-asnational seeurity-and under this Regulation, if immunities and
defence. The enforcing authority should defenee—The-enforeinsauthorityshould privileges as well as rules on
consult the issuing authority before refusing | eensultthe-issuinsautheritybeforerefusing | determination and limitation of criminal
to recognise or enforce the order, based on | te-recesnise-orenforee-the-order—baseden | liability relating to freedom of press and
these grounds. In case of non-compliance, here—srotndeTireteotnoncomphitees freedom of expression in other media
authorities can impose sanctions. These autherities-canmpesesanetions—These under its national law apply or the
sanctions should be proportionate also in sanetions-should-be-propertionate-alse-in disclosure may impact its fundamental
view of specific circumstances such as vew-of speeifie-cireumstancessuehas interests such as national security and
repeated or systemic non-compliance. repeated-orsystemie non—comphanee: defense. The enforcing authority should

consult the issuing authority before refusing
to recognize or enforce the order, based on
these grounds. In case of non-compliance,
authorities can impose sanctions. These
sanctions should be proportionate also in
view of specific circumstances such as
repeated or systemic non-compliance.

Recital 45a

97 (45a) When determining in the individual
case the appropriate pecuniary sanction,
the competent authorities should take
into account all relevant circumstances,
such as the nature, gravity and duration
of the breach, whether it was committed
intentionally or through negligence,
whether the service provider was held
responsible for similar previous breaches
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and the financial strength of the service
provider held liable. In exceptional
circumstances, that assessment may lead
the enforcing authority to decide to
abstain from imposing any pecuniary
sanctions. Particular attention should, in
this respect, be given to micro enterprises
that fail to comply with an Order in an
emergency case due to lack of personal
resources outside normal business hours,
if the data is transmitted without undue
delay.

Recital 46

98 (46) Notwithstanding their data protection e Norrrthhdine thendeinprotecton (46)Netwithstandinstheir-data-protection
obligations, service providers should not be | eblizations—servieeprovidersshould-netbe | ebligations, Service providers should not be
held liable in Member States for prejudice held-hable-in-MemberStatesfor-prejudiee held liable in Member States for prejudice
to their users or third parties exclusively to-theirtusers-or-third-partiesexelusively to their users or third parties exelusively
resulting from good faith compliance with resultinefromsood-faith-complianeewith resulting from good faith compliance with
an EPOC or an EPOC-PR. e EROCeoranFROCPR- an EPOC or an EPOC-PR. The

responsibility to ensure the legality of the
Order, in particular its necessity and
proportionality, should lie with the
issuing authority.

Recital 47

99 (47) In addition to the individuals whose
data is requested, the service providers and
third countries may be affected by the
investigative measure. To ensure comity
with respect to the sovereign interests of
third countries, to protect the individual
concerned and to address conflicting
obligations on service providers, this
instrument provides a specific mechanism
for judicial review where compliance with a

(47) In addition to the individuals whose
data is sought, the laws of a third country
may be affected by the investigative
measure. In such situations, judicial
cooperation based on international
agreements would generally be the most
appropriate way fo request electronic
information when conflicts of law with a
third country arise. Without prejudice to
such international agreements and in

(47) In addition to the individuals whose
data is requested, the service providers and
third countries may be affected by the
investigative measure. To ensure comity
with respect to the sovereign interests of
third countries, to protect the individual
concerned and to address conflicting
obligations on service providers, this
instrument provides a specific mechanism
for judicial review where compliance with a
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European Production Order would prevent
service providers from complying with
legal obligation deriving from a third
State’s law.

order to ensure comity with respect to the
sovereign interests of third countries, to
protect the individual concerned and to
address conflicting obligations on service
providers, this instrument provides a
specific mechanism for review where the
service provider or the executing authority
consider that compliance with a European
Production Order or a European
Preservation Order would conflict with
applicable laws of third country
prohibiting disclosure of the data
concerned.

European Production Order would prevent
service providers from complying with
legal obligation deriving from a third
State’s law.

Recital 48

100

(48) To this end, whenever the addressee
considers that the European Production
Order in the specific case would entail the
violation of a legal obligation stemming
from the law of a third country, it should
inform the issuing authority by way of a
reasoned objection, using the forms
provided. The issuing authority should then
review the European Production Order in
light of the reasoned objection, taking into
account the same criteria that the competent
court would have to follow. Where the
authority decides to uphold the Order, the
procedure should be referred to the
competent court, as notified by the relevant
Member State, which then reviews the
Order.

(48) To this end, whenever the service
provider or the executing authority
consider that the European Production
Order or the European Preservation Order
in the specific case would entail the
violation of a legal obligation stemming
from the law of a third country, it should
inform the issuing authority and the
relevant addressees, without undue delay
at the latest within 10 days from the receipt
of the order, thereby suspending the
execution of the Order. Such noftice should
include all relevant details on the law of
the third country, its applicability in the
case at hand and the nature of the
conflicting obligation. The issuing
authority should then review the European
Production Order or European
Preservation Order, within 10 days of
receiving the notice, taking into account
criteria including the interests protected by
the relevant law, the connection of the
criminal case and the third country, the

(48) To this end, whenever the addressee
considers that the European Production
Order in the specific case would entail the
violation of a legal obligation stemming
from the law of a third country, it should
inform the issuing authority by way of a
reasoned objection, using the forms
provided. The issuing authority should then
review the European Production Order in
light of the reasoned objection, taking into
account the same criteria that the competent
court would have to follow. Where the
authority decides to uphold the Order, the
procedure should be referred to the
competent court, as notified by the relevant
Member State, which then reviews the
Order.
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connection between the service provider
and the third country, the interests of the
issuing State in obtaining the electronic
information and the possible consequences
Jfor the addressees of complying with the
European Production Order or the
European Preservation Order. During this
procedure, the requested data should be
preserved where possible.

Recital 48a

101

(48a) The issuing authority should be able
to withdraw, uphold or adapt the Order
where necessary, to give effect to the
relevant criteria. In the event of
withdrawal, the issuing authority should
immediately inform the addressees of the
withdrawal. Where the issuing authority
decides to uphold the Order, it should
inform the addressees of its decision. The
executing authority, while duly taking info
account the decision of the issuing
authority should take a final decision
based on the criteria listed in this
Regulation, within 10 days of receiving the
decision of the issuing authority, and
inform the issuing authority and the
service provider of its final decision.

Recital 49

102

(49) In determining the existence of a
conflicting obligation in the specific
circumstances of the case under
examination, the competent court should
rely on appropriate external expertise where
needed, for example if the review raises

(49) In determining the existence of a
conflicting obligation in the specific
circumstances of the case under
examination, the issuing authority and the
executing authority should seek
information from the competent authority

(49) In determining the existence of a
conflicting obligation in the specific
circumstances of the case under
examination, the competent court sheuld
may rely on appropriate external expertise
where needed, for example ifthereview
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questions on the interpretation of the law of
the third country concerned. This could
include consulting the central authorities of
that country.

of the third country, for example if the
review raises questions on the interpretation
of the law of the third country concerned, in
compliance with Directive (EU) 2016/680
and to the extent that this does not obstruct
the deadlines provided for in this
Regulation.

raises-questions on the interpretation of the

law of the third country concerned. This
could include consulting the central
authorities of that country.

Recital 50

103 (50) Expertise on interpretation could also
be provided through expert opinions where
available. Information and case law on the
interpretation of third countries’ laws and
on conflicts procedures in Member States
should be made available on a central
platform such as the SIRTUS project and/or
the European Judicial Network. This should
allow courts to benefit from experience and
expertise gathered by other courts on the
same or similar questions. It should not
prevent a renewed consultation of the third
state where appropriate.

(50) Expertise on interpretation could also
be provided through expert opinions where
available. Information and case law on the
interpretation of the laws of a third country
and on conflict procedures in Member
States should be made available on a central
platform such as the SIRTUS project and/or
the European Judicial Network, with a view
to benefitting from experience and
expertise gathered on the same or similar
questions. It should not prevent a renewed
consultation of the third state where
appropriate.

(50) Expertise on interpretation could also
be provided through expert opinions where
available. Information and case law on the
interpretation of third countries’ laws and
on conflicts procedures in Member States
should be made available on a central
platform such as the SIRTUS project and/or
the European Judicial Network. This should
allow courts to benefit from experience and
expertise gathered by other courts on the
same or similar questions. It should not
prevent a renewed consultation of the third
state where appropriate.

Recital 51

104 (51) Where conflicting obligations exist, the
court should determine whether the
conflicting provisions of the third country
prohibit disclosure of the data concerned on
the grounds that this is necessary to either

(51) Where conflicting obligations exist, the
court should determine whether the
conflicting provisions of the third country
law applies and if so, whether they
prohibit disclosure of the data concerned.

protect the fundamental rights of the protectthefundamentalch of the on-thesroundthar i pacanam o

individuals concerned or the fundamental individualsconcerned-orthe-fundamental eitherprotect-the-fundamental rights-ofthe

interests of the third country related to wterestpithe-turd-connipelatedta srchidualconcerpedarthe fundamenal

national security or defence. In carrying out | natienalsecurityor-defence—Incarsungout | interestc-ofthe-third countirrelated-te

this assessment, the court should take into this-assessment—the-courtshould-takeinte national-security-or-defenceIn-carrying-out

account whether the third country law, account-whetherthe-third countiyrlaw this-assessment—the-courtshould-takeinte

rather than being intended to protect ratherthan-beingintended-to-protect account-whetherthe-third-countrylaw:
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fundamental rights or fundamental interests
of the third country related to national
security or defence, manifestly seeks to
protect other interests or is being aimed to
shield illegal activities from law
enforcement requests in the context of
criminal investigations. Where the court
concludes that conflicting provisions of the
third country prohibit disclosure of the data
concerned on the grounds that this is
necessary to either protect the fundamental
rights of the individuals concerned or the
fundamental interests of the third country
related to national security or defence, it
should consult the third country via its
central authorities, which are already in
place for mutual legal assistance purposes
in most parts of the world. It should set a
deadline for the third country to raise
objections to the execution of the European
Production Order: in case the third country
authorities do not respond within the
(extended) deadline despite a reminder
informing them of the consequences of not
providing a response, the court upholds the
Order. If the third country authorities object
to disclosure, the court should lift the
Order.

enforcementrequectin the context of
ertminalinvestisations. Where the court
concludes that conflicting provisions of the
third country prohibit disclosure of the data

Recital 52
105 (52) In all other cases of conflicting 2 n-all-othereases-ofcontlieting (52)Inal-othereasesof conflicting
obligations, unrelated to fundamental rights | eblications—unrelated-to-fundamentalrichts | oblications—unrelated-to-fundamental rishts
of the individual or fundamental interests of | efthe-individual-orfundamentalinterestsof | oftheindividual orfundamentalinterestsof
the third country related to national security | the-third-countryrelated-to-nationalsecurity | the-thirdcountryrelated-to-nationalseeurity
or defence, the court should take its or-defenee-the-courtshould-taleits er-defenee, the court should take its
decision on whether to uphold the European | deeisien-en-whetherto-uphold-the European | decision on whether to uphold the European
Production Order by weighing a number of | Preduetion-Orderby—weishinsanumberof | Production Order by weighing a number of
elements which are designed to ascertain elements-which-are-desisned-to-aseertain elements which are designed to ascertain
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the strength of the connection to either of
the two jurisdictions involved, the
respective interests in obtaining or instead
preventing disclosure of the data, and the
possible consequences for the service
provider of having to comply with the
Order. Importantly for cyber-related
offences, the place where the crime was
committed covers both the place(s) where
the action was taken and the place(s) where
the effects of the offence materialised.

the strength of the connection to either of
the two jurisdictions involved, the
respective interests in obtaining or instead
preventing disclosure of the data, and the
possible consequences for the service
provider of having to comply with the
Order. Importantly for cyber-related
offences, the place where the crime was
committed covers both the place(s) where
the action was taken and the place(s) where
the effects of the offence materialised.
Particular importance and weight should
be given to the protection of fundamental
rights by the third country’s provisions
and other fundamental interests, such as
national security interests of the third
country as well as the degree of
connection of the criminal case to either
of the two jurisdictions when conducting
the assessment.

Recital 53

106

(53) The conditions set out in Article 9 are
applicable also where conflicting
obligations deriving from the law of a third
country occur. During this procedure, the
data should be preserved. Where the Order
is lifted, a new Preservation Order may be
issued to permit the issuing authority to
seek production of the data through other
channels, such as mutual legal assistance.

(53) The conditions set out in Article 9 are
applicable also where conflicting
obligations deriving from the law of a third
country occur. During this procedure, the
data should be preserved. Where the Order
is lifted, a new Preservation Order may be
issued to permit the issuing authority to
seek production of the data through other
channels, such as mutual legal assistance.
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Recital 54

107 (54) It is essential that all persons whose (54) In line with Article 47 of the Charter of | (54) It is essential that all persons whose
data are requested in criminal investigations | Fundamental Rights of the European Union, | data are requested in criminal investigations
or proceedings have access to an effective it is essential that all persons whose data or proceedings have access to an effective
legal remedy. in line with Article 47 of the | was sought via a European Production legal remedy, in line with Article 47 of the
Charter of Fundamental Rights of the Order or a European Preservation Order Charter of Fundamental Rights of the
European Union. For suspects and accused | have the right to effective remedies against | European Union. For suspects and accused
persons, the right to an effective remedy such Orders in the issuing and executing persons, the right to an effective remedy
should be exercised during the criminal State in accordance with national law, cshould be exercised during-the whenever
proceedings. This may affect the including the possibility to challenge the data obtained is used in criminal
admissibility, or as the case may be, the legality of the Order, including its proceedings against them. This may affect
weight in the proceedings, of the evidence necessity and proportionality, without the admissibility, or as the case may be, the
obtained by such means. In addition, they prejudice to remedies available under weight in the proceedings, of the evidence
benefit from all procedural guarantees Regulation (EU) 2016/679 and Directive obtained by such means. In addition, they
applicable to them, such as the right to (EU) 2016/680. The substantive reasons benefit from all procedural guarantees
information. Other persons, who are not Jor issuing the European Production Order | applicable to them, such as the right to
suspects or accused persons, should also or the European Preservation Order information. Other persons, whose data
have a right to an effective remedy. should be challenged in the issuing State, were sought but who are not suspects or
Therefore, as a minimum, the possibility to | without prejudice to the guarantees of accused persons, should also have a right to
challenge the legality of a European Jundamental rights in the executing State. | an effective remedy. Therefore, as a
Production Order, including the necessity The issuing authority and the executing minimum, the possibility to challenge the
and the proportionality of the Order, should | authority should take the appropriate legality of a European Production Order,
be provided. This Regulation should not measures to ensure that information about | including the necessity and the
limit the possible grounds to challenge the the options for seeking legal remedies proportionality of the Order, should be
legality of the Order. These remedies under national law is provided in due time, | provided. This Regulation should not limit
should be exercised in the issuing State in including about when such remedies the possible grounds to challenge the
accordance with national law. Rules on become applicable, and ensure that they legality of the Order. These remedies
interim relief should be governed by can be exercised effectively. should be exercised in the issuing State in
national law. accordance with national law. Rules on

interim relief should be governed by
national law.

Recital 55
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108 (55) In addition, during the enforcement 55 In-additien—during-the-enforcement (55) Inadditien—During the enforcement
procedure and subsequent legal remedy, the | precedure-and-subsequentlegalremedy—the | procedure the enforcing authority may
addressee may oppose the enforcement of a | addressee-mayoppese-the-enforeementofa | refuse the recognition and enforcement
European Production or Preservation Order | Eurepean-Production-orPreservation-Order | of a European Production or
on a number of limited grounds, including it | en-a-numberoflimited grounds—includingit | Preservation Order on a number of
not being issued or validated by a notbemno woved orvalidated bya limited grounds—and-subsequentlegal
competent authority or it being apparent competentauthornor it baino apparent remedy theaddresseesmayopposethe
that it manifestly violates the Charter of that-it-manifestiyiolatesthe Chasterof enforcementofaEuropeanProductionof
Fundamental Rights of the European Union | FundamentalRichts-ofthe EuropeanUnion | Preservation-Order-onanumberoflimited
or is manifestly abusive. For example, an eris-manifestlyabusive—Feorexample—an srounds—includingitnet beingissued-or
Order requesting the production of content | Orderrequestingthe-production-ofcontent | validatedbyacempetentautheribrorit
data pertaining to an undefined class of data-pertainingto-an-undefined-classof being apparenttharitmanifectl volatec the
people in a geographical area or with no people-ina-geographical-area-orwith-ne Charter of Fundamental Richtcof the
link to concrete criminal proceedings would | lnlete-conerete-eriminal proceedingsworld | EuropeanUnion-oris-manifesthyabusiver
ignore in a manifest way the conditions for | igneredn-a-manifestwaytheconditionsfor | Eorexample—an-Orderrequestingthe
issuing a European Production Order. iscuine a European Production Ordes production-of content datapertainine to-an

) » l']i f ~E..E.il
5 1dienores 5
] s Coriconi Eus
ProductonOrder:

Recital 56

109 (56) The protection of natural persons for 56> Fheprotection-of natural-personsfor (56) The protection of natural persons for
the processing of personal data is a the-precessingof personal-dataisa the processing of personal data is a
fundamental right. In accordance with Hetprchittret el aecordapesseath fundamental right. In accordance with
Article 8(1) of the Charter of Fundamental | Astiele-8(1-efthe-Charterof Fundamental Article 8(1) of the Charter of Fundamental
Rights of the European Union and Article Rishts-ef the EuropeanUntonand-Astiele Rights of the European Union and Article
16(1) of the TFEU, everyone has the right +6(efthe TFEU—everyone has-therisht 16(1) of the TFEU, everyone has the right
to the protection of personal data to-the-protection-of personal-data to the protection of personal data
concerning them. When implementing this | eeneerninsthemr—Whentmplementingthis | concerning them. When implementing this
Regulation, Member States should ensure Regulation—Member Statesshould-ensure Regulation, Member States should ensure
that personal data are protected and may that-persenal-data-are-protected-and-may that personal data are protected and may
only be processed in accordance with enly-be-processed-in-neccordance-with only be processed in accordance with
Regulation (EU) 2016/679 and Directive Regulatton{EHH)2616/679-and Direetive Regulation (EU) 2016/679 and Directive
(EU) 2016/680. E2616/680- (EU) 2016/680.
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Recital 56a

110

(56a) Transmission and transfer as well
as making use of electronic evidence
obtained through a European Production
Order in other proceedings and for
another purpose as for the one for which
the Order was issued should be
restricted, in particular to criminal
offences for which the issuing authority
could have also issued a European
Production Order. The use, transmission
or transfer of electronic evidence should,
in addition only be possible where the
data are needed to prevent an immediate
and serious threat to public security of
the respective Member State or third
country as well as their essential
interests. International transfer of
electronic evidence is furthermore
subject to conditions as set out in
Chapter V of Directive (EU) 2016/680. In
cases, where the obtained personal data
is used for the prevention of an
immediate and serious threat to public
security of the respective Member State
or third country as well as their essential
interests, and such threat may not lead to
criminal investigations Regulation (EU)
2016/679 should apply.

Recital 56b

111

(56b) When making a declaration
concerning the language regime, Member
States are encouraged to include at least
one additional language to their official
language(s).
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Recital 57

112 (57) Personal data obtained under this 5P Personal-data-obtained-under-this (57) Personal data obtained under this
Regulation should only be processed when | Regulationsheuld-enlybeprecessedswhen | Regulation should only be processed when
necessary and proportionate to the purposes | neeessaryand-propertionate-to-the-purpeses | necessary and proportionate to the purposes
of prevention, investigation, detection and efprevention—investigation—detectionand of prevention, investigation, detection and
prosecution of crime or enforcement of prosecution-oferime-orenforeement-of prosecution of crime or enforcement of
criminal sanctions and the exercise of the eriminal-sanetions-and-the-exereise-of the criminal sanctions and the exercise of the
rights of defence. In particular, Member rishts-of defeneeIn-particnlarMember rights of defence. In particular, Member
States should ensure that appropriate data Statessheuld-ensure-that-appropriate-data States should ensure that appropriate data
protection policies and measures apply to protection-pelictes-and-measures-apply-te protection policies and measures apply to
the transmission of personal data from the-transmission-of personal-datafrom the transmission of personal data from
relevant authorities to service providers for | relevantautheritiestoserviceprovidessfor | relevant authorities to service providers for
the purposes of this Regulation, including heptpore—otthi-Resnhritonmehidine the purposes of this Regulation, including
measures to ensure the security of the data. | measureste-ensure-theseeuritrofthe-data- | measures to ensure the security of the data.
Service providers should ensure the same Serviee-providerssheould-ensure-thesame Service providers should ensure the same
for the transmission of personal data to for-the-transmission-of personal-datate for the transmission of personal data to
relevant authorities. Only authorised relevant-autherities—Onlyautherised relevant authorities. Only authorised
persons should have access to information persens—should-have-aecessto-information persons should have access to information
containing personal data which may be contatninepersonal-data-which-may-be containing personal data which may be
obtained through authentication processes. | ebtained-threush-authentieationproeesses: | obtained through authentication processes.
The use of mechanisms to ensure Fhe-use-of mechanismsto-enstre The use of mechanisms to ensure
authenticity should be considered, such as authentieityshould-be-eensidered—suehas authenticity should be considered, such as
notified national electronic identification notredpatrentelecone tdenitention notified national electronic identification
systems or trust services as provided for by | systems-ertrustservices-asprovidedforby | systems or trust services as provided for by
Regulation (EU) 910/2014 of the European | Resgulatten(EL)-916/2014-ofthe Eurepeanr | Regulation (EU) 910/2014 of the European
Parliament and of the Council of 23 July Parliament-and-of the- Counetl-of 23-Fuly Parliament and of the Council of 23 July
2014 on electronic identification and trust 2014-en-clectronie-identifieationand-trast 2014 on electronic identification and trust
services for electronic transactions in the servieesfor-eleetronie-transactionsin-the services for electronic transactions in the
internal market and repealing Directive wternal-market-and repealing Direetive internal market and repealing Directive
1999/93/EC. 1999/93/HC 1999/93/EC.

Recital 57a

113 (57a) In order to monitor the outpufts,

results and impacts of this Regulation, the

Commission should publish an annual

report on the preceding calendar year,
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based on data obtained from the Member
States. For this purpose, Member States
should collect and maintain
comprehensive statistics from the relevant
authorities on different aspects of this
Regulation, by type of data requested, the
addressees (executive authority addressed),
the type of service provider addressed
[electronic communications service,
information society service or internet
domain name and IP number service (such
as IP address providers, domain name
registries, domain name registrars or
related proxy services)] and whether it was
an emergency case or not. Where
applicable, the data collected should also
include the grounds for non-recognition or
non-execution raised, the legal remedies
used, the sanctions imposed, the costs
claimed by the service provider and the
enforcement proceeding launched.

Recital 58

114

(58) The Commission should carry out an
evaluation of this Regulation that should be
based on the five criteria of efficiency,
effectiveness, relevance, coherence and EU
value added and should provide the basis
for impact assessments of possible further
measures. Information should be collected
regularly and in order to inform the
evaluation of this Regulation.

(58) The Commission should carry out an
evaluation of this Regulation that should be
based on the five criteria of efficiency,
effectiveness, relevance, coherence and EU
added value, should provide the basis for
impact assessments efpessible-farther
measures and include an evaluation of the
use of derogations (emergency derogation,
derogation from the principle of user
information) as well as an assessment of
the functioning of the common European
exchange system and of the functioning of
the Regulation in relation with Directive
2014/41/EU. Information should be
collected regularly and in order to inform

(58) The Commission should carry out an
evaluation of this Regulation that should be
based on the five criteria of efficiency,
effectiveness, relevance, coherence and EU
value added and should provide the basis
for impact assessments of possible further
measures. Information should be collected
regularly and in order to inform the
evaluation of this Regulation.
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the evaluation of this Regulation.

Recital 59

115 (59) The use of pretranslated and (59) The use of pretranslated and (59) The use of pretranslated and
stardardised forms facilitates cooperation stardardised forms facilitates cooperation stardardised forms facilitates cooperation
and the exchange of information between and the exchange of information between and the exchange of information between
judicial authorities and service providers, different judicial authorities as well as with | judicial authorities and service providers,
allowing them to secure and transmit service providers, allowing for a quicker allowing them to secure and transmit
electronic evidence more quickly and and more effective transmission of electronic evidence more quickly and
effectively, while also fulfilling the electronic information in a user-friendly effectively. while also fulfilling the
necessary security requirements in a user- manner. They could also reduce translation | necessary security requirements in a user-
friendly manner. They reduce translation costs and contribute to a high quality friendly manner. They reduce translation
costs and contribute to a high quality standard. Response forms similarly should costs and contribute to a high quality
standard. Response forms similarly should | allow for a standardised exchange of standard. Response forms similarly should
allow for a standardised exchange of information. The forms should also allow for a standardised exchange of
information, in particular where service facilitate the gathering of statistics. information, in particular where service
providers are unable to comply because the providers are unable to comply because the
account does not exist or because no data is account does not exist or because no data is
available. The forms should also facilitate available. The forms should also facilitate
the gathering of statistics. the gathering of statistics.

Recital 60

116 (60) In order to effectively address a 60y Inorderto-effectivelyaddressa (60) In order to effectively address a
possible need for improvement regarding posible neadfor mnprorement resarding possible need for improvement regarding
the content of the EPOCs and EPOC-PRs theceontenrofthe EROC and ERQC DR the content of the EPOCs and EPOC-PRs
and of the Form to be used to provide and-ofthe Form to beucedtoprovide and of the Form to be used to provide
information on the impossibility to execute | information-on-theimpossibilityto-execute | information on the impossibility to execute
the EPOC or EPOC-PR, the power to adopt | the-EROCerEROCPR-thepowerto-adept | the EPOC or EPOC-PR, the power to adopt
acts in accordance with Article 290 of the aetinascerdancevathrhele T ot the acts in accordance with Article 290 of the
Treaty on the Functioning of the European | Treaty-on-theFunctioning-oftheEurepean | Treaty on the Functioning of the European
Union should be delegated to the Usnien-should be-delegated-to-the Union should be delegated to the
Commission to amend Annexes I, Il and ITI | Commission-to-amend-AnnexesTHand I | Commission to amend Annexes I, IT and III
to this Regulation. It is of particular to-this-Regulation—Ttis-ofparticular to this Regulation. It is of particular
importance that the Commission carry out impertance-that-the-Commiscion-carryrout importance that the Commission carry out
appropriate consultations during its appropsiate-consultations-duringits appropriate consultations during its
preparatory work, including at expert level, | preparaterywork—includingatexpertlevel: | preparatory work, including at expert level,
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and that those consultations be conducted in
accordance with the principles laid down in
the Interinstitutional Agreement of 13 April
2016 on Better Law-Making'®. In particular,
to ensure equal participation in the
preparation of delegated acts, the European
Parliament and the Council receive all
documents at the same time as Member
States' experts, and their experts
systematically have access to meetings of
Commission expert groups dealing with the
preparation of delegated acts.

OJL 123, 12.5.2016, p. 1.

20+

and that those consultations be conducted in
accordance with the principles laid down in
the Interinstitutional Agreement of 13 April
2016 on Better Law-Making'’. In particular,
to ensure equal participation in the
preparation of delegated acts, the European
Parliament and the Council receive all
documents at the same time as Member
States' experts, and their experts
systematically have access to meetings of
Commission expert groups dealing with the
preparation of delegated acts.

OJL 123, 12.5.2016, p. 1.

Recital 61

117

(61) The measures based on this Regulation
should not supersede European
Investigation Orders in accordance with
Directive 2014/41/EU of the European
Parliament and of the Council'® to obtain
electronic evidence. Member States’
authorities should choose the tool most
adapted to their situation; they may prefer
to use the European Investigation Order
when requesting a set of different types of
investigative measures including but not
limited to the production of electronic
evidence from another Member State.

8 Directive 2014/41/EU of 3 April 2014
regarding the European Investigation Order
in criminal matters (OJ L 130, 1.5.2014,

(61) The measures based on this Regulation
should not supersede European
Investigation Orders in accordance with
Directive 2014/41/EU or Mutual Legal
Assistance Procedures to obtain electronic
information. Member States’ authorities
should choose the tool most adapted to their
situation; they may prefer to use the
European Investigation Order when
requesting a set of different types of
investigative measures including but not
limited to the production of electronic
information from another Member State.

(61) The measures based on this Regulation
should not supersede European
Investigation Orders in accordance with
Directive 2014/41/EU of the European
Parliament and of the Council'® to obtain
electronic evidence. Member States’
authorities should choose the tool most
adapted te-theirsituation the case at hand:
they may prefer to use the European
Investigation Order when requesting a set of
different types of investigative measures
including but not limited to the production
of electronic evidence from another
Member State.

6 Directive 2014/41/EU of 3 April 2014
regarding the European Investigation Order
in criminal matters (OJ L 130, 1.5.2014,
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p-1). p-1).

Recital 62

118 (62) Because of technological 62 Beeause-oftechnologieal (62) Because of technological
developments, new forms of developments—newtormsotf developments, new forms of
communication tools may prevail in a few communieation-tools-may-prevai-inafow communication tools may prevail in a few
years, or gaps may emerge in the Fears—of Saps-may-emergeti-the years, or gaps may emerge in the
application of this Regulation. It is applieation-of thisResulation—ttis-therefore | application of this Regulation. It is therefore
therefore important to provide for a review | impestantte-provideforareviewonits important to provide for a review on its
on its application. applieation- application.

Recital 63

119 (63) Since the objective of this Regulation, | (63) Since the objective of this Regulation, | (63) Since the objective of this Regulation,

namely to improve securing and obtaining
electronic evidence across borders, cannot
be sufficiently achieved by the Member
States given its cross-border nature, but can
rather be better achieved at Union level, the
Union may adopt measures in accordance
with the principle of subsidiarity as set out
in Article 5 of the Treaty on European
Union. In accordance with the principle of
proportionality as set out in that Article, this
Regulation does not go beyond what is
necessary in order to achieve those
objectives.

namely to improve securing and obtaining
electronic information across borders,
cannot be sufficiently achieved by the
Member States given its cross-border
nature, but can rather be better achieved at
Union level, the Union may adopt measures
in accordance with the principle of
subsidiarity as set out in Article 5 of the
Treaty on European Union. In accordance
with the principle of proportionality as set
out in that Article, this Regulation does not
go beyond what is necessary in order to
achieve that objective.

namely to improve securing and obtaining
electronic evidence across borders, cannot
be sufficiently achieved by the Member
States given its cross-border nature, but can
rather be better achieved at Union level, the
Union may adopt measures in accordance
with the principle of subsidiarity as set out
in Article 5 of the Treaty on European
Union. In accordance with the principle of
proportionality as set out in that Article, this
Regulation does not go beyond what is
necessary in order to achieve those
objectives.

Recital 64

120

(64) In accordance with Article 3 of the
Protocol on the position of the United
Kingdom and Ireland in respect of the Area
of Freedom, Security and Justice, annexed
to the Treaty on European Union and to the
Treaty on the Functioning of the European
Union, [the United Kingdom /Ireland has

(64) In accordance with Article 3 of the
Protocol on the position of the United
Kingdom and Ireland in respect of the Area
of Freedom, Security and Justice, annexed
to the Treaty on European Union and to the
Treaty on the Functioning of the European
Union, Ireland has notified its wish to take

(64) In accordance with Article 3 of the
Protocol on the position of the United
Kingdom and Ireland in respect of the Area
of Freedom, Security and Justice, annexed
to the Treaty on European Union and to the
Treaty on the Functioning of the European

Union, fhe UnitedIinedom /Ireland has
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notified its wish to take part in the adoption
and application of this Regulation] or [and
without prejudice to Article 4 of that
Protocol, the United Kingdom/Ireland is
not taking part in the adoption of this
Regulation and is not bound by it or subject
fo its application.].

part in the adoption and application of this
Regulation and without prejudice to Article
4 of that Protocol, the United Kingdom is
not taking part in the adoption of this
Regulation and is not bound by it or subject
to its application.

notified its wish to take part in the adoption
and application of this Regulation}-erfand
without prejudice to Article 4 of that
Protocol, the United KingdomAseland-is not
taking part in the adoption of this
Regulation and is not bound by it or subject
to its application.

Recital 65

121

(65) In accordance with Articles 1 and 2 of
the Protocol No 22 on the position of
Denmark annexed to the Treaty on
European Union and to the Treaty on the
Functioning of the European Union,
Denmark is not taking part in the adoption
of this Regulation and is not bound by it or
subject to its application.

Recital 66

122

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 28(2) of Regulation (EC) No
45/2001 of the European Parliament and of
the Council'” and delivered an opinion on

(.5,

17 Regulation (EC) No 45/2001 of the
European Parliament and of the Council of
18 December 2000 on the protection of
individuals with regard to the processing of
personal data by the Community
institutions and bodies and on the free
movement of such data (OJ L 8, 12.1.2001,

p- 1.

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 42(2) of Regulation (EU)
2018/1725 of the European Parliament and
of the Council®! and delivered an opinion on
6 November 20197,

2! Regulation (EU) 2018/1725 of the
European Parliament and of the Council
of 23 October 2018 on the protection of
natural persons with regard to the
processing of personal data by the Union
institutions, bodies, offices and agencies
and on the free movement of such data,
and repealing Regulation (EC) No 45/2001

(66) The European Data Protection
Supervisor was consulted in accordance
with Article 28(2) of Regulation (EC) No
45/2001 of the European Parliament and of
the Council'” and delivered an opinion on

(' . ')18?

17 Regulation (EC) No 45/2001 of the
European Parliament and of the Council of
18 December 2000 on the protection of
individuals with regard to the processing of
personal data by the Community institutions
and bodies and on the free movement of
such data (OJ L 8, 12.1.2001, p. 1).
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s and Decision No 1247/2002/EC (OJ L 295, |
oIC..p.. 21.11.2018, p. 39). oiC..p..
22 EDPS Opinion 7/2019 on Proposals
regarding European Production and
Preservation Orders for electronic
evidence in criminal matters (6 November
2019).
Formula
123 HAVE ADOPTED THIS REGULATION:
Chapter|
124 Chapter 1: Subject matter, definitions
and scope
Article 1
125 Article 1
Subject matter
Article 1(1)
126 1. This Regulation lays down the rules 1. This Regulation lays down the rules 1.This Regulation lays down the rules under
under which an authority of a Member State | under which an authority of a Member which an authority of a Member State may
may order a service provider offering State, in a criminal proceeding, may order | order a service provider offering services in
services in the Union, to produce or a service provider offering services in the the Union, to produce or preserve electronic
preserve electronic evidence, regardless of | Union and established or, if not evidence, regardless of the location of data.
the location of data. This Regulation is established, legally represented in another | This Regulation is without prejudice to the
without prejudice to the powers of national | Member State to produce or preserve powers of national authorities to compel
authorities to compel service providers electronic information that may serve as service providers established or represented
established or represented on their territory | evidence, regardless of the location of data. | on their territory to comply with similar
to comply with similar national measures. national measures.
Authorities of the Member States shall not
issue domestic orders with extraterritorial
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effects for the production or preservation
of electronic information that could be
requested on the basis of this Regulation.

Article 1a
127 la. The issuing of a European Production
or Preservation Order may also be
requested on behalf of a suspected or
accused person, within the framework of
applicable defence rights in accordance
with national criminal procedures.
Article 1(2)
128 2. This Regulation shall not have the effect | 2. This Regulation shall not have the effect | 2. This Regulation shall not have the effect

of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in Article 6 of the TEU, including
the rights of defence of persons subject to
criminal proceedings, and any obligations
incumbent on law enforcement or judicial
authorities in this respect shall remain
unaffected.

of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in the Charter and in Article 6 of
the TEU, including the rights of defence of
persons subject to criminal proceedings, and
any obligations incumbent on law
enforcement, judicial authorities or service
providers in this respect shall remain
unaffected.

of modifying the obligation to respect the
fundamental rights and legal principles as
enshrined in Article 6 of the TEU, including
the rights of defence of persons subject to
criminal proceedings, and any obligations
incumbent on law enforcement or judicial
authorities in this respect shall remain
unaffected.

Article 2
129 Article 2
Definitions
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Article 2, introductory paragraph

130 For the purpose of this Regulation, the
following definitions shall apply:
Article 2(1)
131 1. ‘European Production Order’ means a 1.‘European Production Order’ means a 1. ‘European Production Order’ means a
binding decision by an issuing authority of | decision which has been issued or binding decision by an issuing authority of
a Member State compelling a service validated by a judicial authority of a a Member State compelling a service
provider offering services in the Union and | Member State ("the issuing State') provider offering services in the Union and
established or represented in another addressed to a service provider offering established or represented in another
Member State, to produce electronic services in the Union and established or Member State, to produce electronic
evidence; legally represented in another Member State | evidence;
bound by this Regulation (‘the executing
State’), to produce electronic information;
Article 2(2)
132 2. ‘European Preservation Order' means a 2. ‘European Preservation Order' means a 2. ‘European Preservation Order' means a
binding decision by an issuing authority of | decision which has been issued or binding decision by an issuing authority of
a Member State compelling a service validated by a judicial authority of a a Member State compelling a service
provider offering services in the Union and | Member State ('the issuing State’) provider offering services in the Union and
established or represented in another addressed to a service provider offering established or represented in another
Member State, to preserve electronic services in the Union and established or Member State, to preserve electronic
evidence in view of a subsequent request legally represented in another Member State | evidence in view of a subsequent request
for production; bound by this Regulation (‘the executing for production;
State’), to preserve electronic information
in view of a subsequent request for
production;
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Article 2(3)

133

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services:

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services and,
where it concerns personal data, acts as a
data controller within the meaning of
Regulation (EU) 2016/679:

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services, with
the exception of financial services
referred to in Article 2(2)(b) of Directive
2006/123/EC:

Partial provisional agreement 2nd trilogue
18/03/2021:

3. ‘service provider’ means any natural or
legal person that provides one or more of
the following categories of services, with
the exception of financial services referred
to in Article 2(2)(b) of Directive
2006/123/EC [, and, where it concerns
personal data, acts as a data controller
within the meaning of Regulation (EU)
2016/679]:

Article 2(3), point a

134

a) electronic communications service as
defined in Article 2(4) of [Directive
establishing the European Electronic
Communications Code];

Article 2(3), point b

135 b) information society services as defined in | b) information society services as defined in | b) internet domain name and IP F
point (b) of Article 1(1) of Directive (EU) point (b) of Article 1(1) of Directive (EU) numbering services such as IP address
2015/1535 of the European Parliament and | 2015/1535 of the European Parliament and | providers, domain name registries,
of the Council'® for which the storage of of the Council®® for which the storage of domain name registrars and related
data is a defining component of the service | data is a defining component of the service | privacy and proxy services;
provided to the user, including social provided to the user, including social
networks, online marketplaces facilitating pebrada—anlnemarketplacetaciiatne
transactions between their users, and other Han-teion-hetreenther tear—and-ather
hosting service providers; heHire—ervreeproviders
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19 Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

23 Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

Article 2(3), point ¢

136

¢) internet domain name and IP numbering
services such as IP address providers,
domain name registries, domain name
registrars and related privacy and proxy
services;

¢) internet domain name and IP numbering
services such as IP address providers,
domain name registries, domain name

registrars and related privaey-and proxy
services;

¢) other information society services as
defined in point (b) of Article 1(1) of
Directive (EU) 2015/1535 of the European
Parliament and of the Council'® that
provide:

- the ability to its users to communicate
with each other; or

- to process or store data on behalf of the
users to whom the service is provided fer
€ . . €
f . g J o
o v .
1 1 hei lg hes hosti

¥ Directive (EU) 2015/1535 of the
European Parliament and of the Council of
9 September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

_—
S
——
S

¥ Directive (EU) 2015/1535 of the
European Parliament and of the Council of 9
September 2015 laying down a procedure
for the provision of information in the field
of technical regulations and of rules on
Information Society services (OJ L 241,
17.9.2015, p. 1).

6487/22
ANNEXE

JAIL2

MCM/sl
LIMITE

84
FR/EN




Article 2(4)

137

4. ‘offering services in the Union’ means:

Article 2(4), point a

138

a) enabling legal or natural persons in one
or more Member State(s) to use the services
listed under (3) above; and

a) enabling legal or natural persons in one
or more Member State(s) to use the services
listed under point (3) above; and

a) enabling legal or natural persons in one
or more Member State(s) to use the services
listed under (3) above; and

Article 2(4), point b

139

b) having a substantial connection to the
Member State(s) referred to in point (a);

b) having a substantial connection to the
Member State(s) referred to in point (a);
such a substantial connection to the Union
shall be considered to exist where the
service provider has an establishment in
the Union, or, in the absence of such an
establishment, based on the existence of a
significant number of users in one or more
Member States, or the targeting of
activities towards one or more Member
States:

b) having a substantial connection based on
specific factual criteria to the Member
State(s) referred to in point (a);

Article 2(5)

140

5. ‘establishment’ means either the actual
pursuit of an economic activity for an
indefinite period through a stable
infrastructure from where the business of
providing services is carried out or a stable
infrastructure from where the business is
managed;

5. ‘main establishment’ means, as regards
a service provider with establishments in
more than one Member State, the place of
its central administration in the Union,
unless the decisions on the purposes and
means of the processing of data are taken
in another establishment of the service
provider in the Union and the latter

5. ‘establishment’ or ‘being established’
means either the actual pursuit of an
economic activity for an indefinite period
through a stable infrastructure from where
the business of providing services is carried
out or a-stablemfrastrueture fronrwhere the
business is managed:
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establishment has the power to have such
decisions implemented, in which case the
establishment having taken such decisions
is to be considered to be the main
establishment.

Article 2(6)

141

6. ‘electronic evidence’ means evidence
stored in electronic form by or on behalf of
a service provider at the time of receipt of a
production or preservation order certificate,
consisting in stored subscriber data, access
data, transactional data and content data;

6.‘electronic information’ means
subscriber data, traffic data, or content
data lawfully stored by a service provider at
the time of the issuing of a European
Production or Preservation order, that is
requested for the purpose of serving as
evidence during the investigation,
prosecution and court proceedings relating
fo a criminal offence in a Member State, in
accordance with national law;

6. ‘electronic evidence’ means evidence
stored in electronic form by or on behalf of
a service provider at the time of receipt of a
production or preservation order certificate,
consisting in stored subscriber data, access
data, transactional data and content data;

Rapporteur proposal 24/03/2021:

6.°electronic information’ means subscriber
data, traffic data, or content data stored in
accordance with applicable EU and
national law by or on behalf of a service
provider at the time of the issuing of a
European Production or Preservation order,
that is requested for the purpose of serving
as evidence during the investigation,
prosecution and court proceedings relating
fo a criminal offence in a Member State, in
accordance with national law:;

+ changes to recital 19

Article 2(7)

142

7. ‘subscriber data’ means any data
pertaining to:

7. ‘subscriber data’ means any data,
collected in the normal course of business,
pertaining to the provided name, date of
birth, postal or geographic address, billing
and payment data, telephone number, or
email address identifying the subscriber or
customer as well as the type of service
provided and the duration of the contract
with the service provider, which is strictly
necessary for the sole purpose of

7. ‘subscriber data’ means any data
pertaining to:
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identifying the user of the service;

Article 2(7), point a

143

a) the identity of a subscriber or customer
such as the provided name, date of birth,
postal or geographic address, billing and
payment data, telephone, or email;

a) the identity of a subscriber or customer
such as the provided name, date of birth,
postal or geographic address, billing and
payment data, telephone, or email;

Article 2(7), point b

144 b) the type of service and its duration bithe type of serviceandits duration b) the type of service and its duration
including technical data and data weludine technical dataand data including technical data and data
identifying related technical measures or identifunc velated technical measuresor identifying related technical measures or
interfaces used by or provided to the wterfacesucad by orprovdedtothe interfaces used by or provided to the
subscriber or customer, and data related to subseriberorcustomer—and-datarelatedto subscriber or customer, and data related to
the validation of the use of service, thevalidation-of the-use-of service: the validation of the use of service,
excluding passwords or other authentication | excludingpasswords-orotherauthentication | excluding passwords or other authentication
means used in lieu of a password that are ednc e hetafapassord thatare means used in lieu of a password that are
provided by a user, or created at the request | provided-by-aucer—orcreatedattherequest | provided by a user, or created at the request
of a user; ofauser: of a user;
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Article 2(8)

145

8. ‘access data’ means data related to the
commencement and termination of a user
access session to a service, which is strictly
necessary for the sole purpose of
identifying the user of the service, such as
the date and time of use, or the log-in to and
log-off from the service, together with the
IP address allocated by the internet access
service provider to the user of a service,
data identifying the interface used and the
user ID. This includes electronic
communications metadata as defined in
point (g) of Article 4(3) of [Regulation
concerning the respect for private life and
the protection of personal data in electronic
communications];

8. ‘traffic data’ means data collected in the

normal course of business related to: the
| S :

8. ‘access data’ means data related to the
commencement and termination of a user
access session to a service, which is strictly
necessary for the sole purpose of identifying
the user of the service, such as the date and
time of use, or the log-in to and log-off
from the service, together with the IP
address allocated by the internet access
service provider to the user of a service,
data identifying the interface used and the
user ID. This includes electronic
communications metadata as defined in
point (gc) of Article 4(3) of [Regulation
concerning the respect for private life and
the protection of personal data in electronic
communications]:

[best location of phrase to be still identified]

Article 2(8), point a

146

(a) the type of service provided and its
duration where it concerns technical data
and data identifying related technical
measures or interfaces used by or provided
fo the subscriber or customer, and data
related to the validation of the use of the
service, excluding passwords or other
authentication means used instead of a
password that are provided by a user, or
created at the request of a user;

1

Article 2(8), point b
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147 (b) the commencement and termination of
a user access session to a service, such as
the date and time of use, or the log-in fo,
and log-off from the service;

Article 2(8), point ¢

148 (¢) electronic communications metadata as
processed in an electronic communications
network for the purposes of transmitting,
distributing or exchanging electronic
communications content, including data
used to trace and identify the source and
destination of a communication, data on
the location of the terminal equipment
processed in the context of providing
electronic communications services, and
the date, time, duration and the type of
communication;

Article 2(9)

9. ‘transactional data’ means data related to | 9—transactional-data—means-datarelatedte .

e the provision of a service offered by a the-provision-ofaservice-offered bya 9. BCHORA! dais mesis data relaied o
service provider that serves to provide service-providerthatservesto-provide the provision ofa serv1ce' offered b}.' 2
context or additional information about contextoradditional information-about SeIvice p rov1de.:1t that serves to.prowde
such service and is generated or processed | such-service-and-is-generated-erprocessed context or addlthnal information sbots
by an information system of the service by annformationsyctem of the cervica such sexvice and is generated or processed

. .. B .. by an information system of the service
provider, such as the source and destination | previder—such-as-thesource-and-destination . ..
of a message or another type of interaction. . . provider, such as the source and destination
data on the location of the device. date. & . 6 . | of a message or another type of interaction,
time. duration. size. route. fo t the ’ data on the location of the device, date,
i y i ’ i . time, duration, size, route, format, the
protocol used and the type of compression, .
unless such data constitutes access data protocol used and the type of compression,
This includes electronic communicatioris unless such data constitutes access data.
metadata as defined in point (g) of Article This includes electronic communications
4(3) of [Regulation concerning the respect metadata as deﬁ_ned in point_ (&c) of Article
for private life and the protection of 4(3) of [Regulation concerning the respect
for private life and the protection of
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personal data in electronic persenal-data-in-electronie personal data in electronic
communications]; communieations}: communications];
Article 2(10)
150 10. ‘content data’ means any stored datain | 10. ‘content data’ means #he stored data in a | 10. ‘content data’ means any stored data in
a digital format such as text, voice, videos, | digital format by the service provider such | a digital format such as text, voice, videos,
images, and sound other than subscriber, as text, voice, videos, images, and sound images, and sound other than subscriber,
access or transactional data; other than subscriber or fraffic data; access or transactional data;
+ The following recital by the PCY
15/03/2021 as amended by the Rapporteur
18/03/2021:
(xx) With regard to content data, this
Regulation does not allow the-wnanthorised
cctallati f e v . e devi
; 1o ; ;
the-sote-control-ofthewseroF any access 1o
any data beyond data related to the services
offered to the user by the service provider.
Article 2(11)
151 11. ‘information system’ means information
system as defined in point (a) of Article 2
of Directive 2013/40/EU of the European
Parliament and of the Council®’;
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20 Directive 2013/40/EU of the European
Parliament and of the Council of 12 August
2013 on attacks against information
systems and replacing Council Framework
Decision 2005/222/JTHA (OJ L 218,
14.8.2013, p. 8).

Article 2(12)

152 12. ‘issuing State’ means the Member State
in which the European Production Order or
the European Preservation Order is issued;

Article 2(12a)

153 (12a) 'issuing authority’ means the

authority in the issuing State, competent in
the case concerned, to issue the European
Production Order or European
Preservation Order;

Article 2(13)

154 13. ‘enforcing State’ means the Member 13. ‘executing State’ means the Member 13. ‘enforcing State’ means the Member
State in which the addressee of the State in which the service provider is State in which the addressee of the
European Production Order or the European | established or legally represented and to European Production Order or the European
Preservation Order resides or is established | which the European Production Order and Preservation Order resides or is established
and to which the European Production the European Production Order Certificate and to which, if necessary, the European
Order and the European Production Order or the European Preservation Order and the | Production Order and the European
Certificate or the European Preservation European Preservation Order Certificate are | Production Order Certificate or the
Order and the European Preservation Order | transmitted for notification and European Preservation Order and the
Certificate are transmitted for enforcement; | enforcement of the order in accordance European Preservation Order Certificate are

with this Regulation; transmitted for enforcement;

Article 2(14)
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155 14. ‘enforcing authority’ means the 14. ‘executing authority’ means the 14. ‘enforcing authority’ means the
competent authority in the enforcing State competent authority in the executing State competent authority in the enforcing State
to which the European Production Order to which the European Production Order to which the European Production Order
and the European Production Order and the European Production Order and the European Production Order
Certificate or the European Preservation Certificate or the European Preservation Certificate or the European Preservation
Order and the European Preservation Order | Order and the European Preservation Order | Order and the European Preservation Order
Certificate are transmitted by the issuing Certificate are transmitted by the issuing Certificate are transmitted by the issuing
authority for enforcement:; authority for notification and enforcement | authority for enforcement;

of the order in accordance with this
Regulation; where provided by national
law, the executing authority may be a
court authority in the executing State;
Article 2(15)
156 15. ‘emergency cases’ means situations 15. ‘emergency cases’ means situations 15. ‘emergency cases’ means situations General provisional agreement 4th

where there is an imminent threat to life or
physical integrity of a person or to a critical

where there is an imminent threat to life or
physical integrity of a person erte-aeritieat

where there is an imminent threat to life or
physical integrity of a person or to a critical

political trilogue 09/07/2021:

infrastructure as defined in Article 2(a) of nfrastructure-as-definedinArtiele 2(a)rof infrastructure as defined in Article 2(a) of 15. ‘emergency cases’ means situations
Council Directive 2008/114/EC?.. Counetl Directine 2008114 FC Council Directive 2008/114/EC. where there is an imminent threat to life or
physical integrity or safety of a person or,
where the disruption or destruction of a
critical infrastructure as defined in Article
2! Council Directive 2008/114/EC of 8 ““Couneil Direetive 2008 H+EC of & 2! Council Directive 2008/114/EC of 8 2(a) of Council Directive 2008/114/EC21
December 2008 on the identification and December2008-on-the-identifieation-and December 2008 on the identification and would imply such a threat, including
designation of European critical desienation-of Eurepean-eritieat designation of European critical through a serious harm to the provision of
infrastructures and the assessment of the infrastructuresand-the-assessment-of the infrastructures and the assessment of the basic supplies to the population or to the
need to improve their protection (OJ L need-to-tmprove-their protection {03 & need to improve their protection (OJ L exercise of the core functions of the State.
34523.12.2008. p 75). 3452212 2008-p-75)- 34523.12.2008. p 75).
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Article 3

157 Article 3
Scope

Article 3(1)

158 1. This Regulation applies to service 1. This Regulation applies to Member 1. This Regulation applies to service
providers which offer services in the Union. | Stafes and service providers, offering providers which offer services in the Union.

services in one or more Member States
bound by this Regulation and established
or legally represented in one of these
Member States.

Article 3(1a)

159 la. This Regulation shall not apply to 1a. The Regulation shall not apply to
proceedings initiated by the issuing proceedings initiated by the issuing
authority for the purpose of providing authority for the purpose of providing
mutual legal assistance fo another mutual legal assistance to another
Member State or a third country. Member State or a third country.

Article 3(2)

160 2. The European Production Orders and 2. The European Production Orders and 2. The European Production Orders and
European Production Orders may only be European Preservation Orders may only be | European RPreductionPreservation Orders
issued for criminal proceedings, both during | issued in the framework and for the may only be issued for criminal
the pre-trial and trial phase. The Orders purposes of criminal proceedings, both proceedings, beth-durins—the-pre-trial-and
may also be issued in proceedings relating during the pre-trial and trial phase. The trial-phase and for the execution of
to a criminal offence for which a legal Orders may also be issued in proceedings custodial sentences or detention orders
person may be held liable or punished in the | relating to a criminal offence for which a that were not rendered in absentia in
issuing State. legal person may be held liable or punished | case the convict absconded from justice.

in the issuing State. The Orders may also be issued in
proceedings relating to a criminal offence
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for which a legal person may be held liable
or punished in the issuing State.
Article 3(3)

161 3. The Orders provided for by this
Regulation may be issued only for data
pertaining to services as defined in Article
2(3) offered in the Union.

Chapter I

162 Chapter 2: European Production Order,

European Preservation Order and
Certificates
Article 4
163 Article 4
Issuing authority

Article 4(1)

164 1. A European Production Order for 1. A European Production Order for 1. A European Production Order for
subscriber data and access data may be obtaining subscriber data and IP addresses | subscriber data and access data may be
issued by: JSor the sole purpose of determining the issued by:

identity of specific persons with a direct

link to the specific proceedings referred to

in Article 3(2) may be issued by:
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Article 4(1), point a

165

a) a judge, a court, an investigating judge or
prosecutor competent in the case
concerned; or

a) a judge, a court, an investigating judge or
a public prosecutor competent in the case
concerned; or

a) a judge, a court, an investigating judge or
prosecutor competent in the case concerned:
or

Article 4(1), point b

166

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court, an
investigating judge or a public prosecutor in
the issuing State.

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated. after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court, an
investigating judge or a public prosecutor in
the issuing State.

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court, an
investigating judge or a public prosecutor in
the issuing State.

Article 4(2)

167

2. A European Production Order for
transactional and content data may be
issued only by:

2. A European Production Order for traffic
and content data may be issued only by:

2. A European Production Order for
transactional and content data may be
issued only by:

Article 4(2), point a

168 a) a judge, a court or an investigating judge
competent in the case concerned; or
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Article 4(2), point b

169

b) any other competent authority as defined
by the issuing State which, in the specific
case, is acting in its capacity as an
investigating authority in criminal
proceedings with competence to order the
gathering of evidence in accordance with
national law. Such European Production
Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Production Order under
this Regulation, by a judge, a court or an
investigating judge in the issuing State.

Article 4(3)

170

3. A European Preservation Order may be
issued by:

3. A European Preservation Order for all
data categories may be issued by:

3. A European Preservation Order may be
issued by:

Article 4(3), point a

171

a) a judge, a court, an investigating judge or
prosecutor competent in the case
concerned; or

a) a judge, a court, an investigating judge or
a public prosecutor competent in the case
concerned; or

a) a judge, a court, an investigating judge or

prosecutor competent in the case concerned;

or

Article 4(3), point b

172 b) any other competent authority as defined | b) any other competent authority as defined | b) any other competent authority as defined
by the issuing State which, in the specific by the issuing State which, in the specific by the issuing State which, in the specific
case, is acting in its capacity as an case, is acting in its capacity as an case, is acting in its capacity as an
investigating authority in criminal investigating authority in criminal investigating authority in criminal
proceedings with competence to order the proceedings with competence to order the proceedings with competence to order the
gathering of evidence in accordance with gathering of evidence in accordance with gathering of evidence in accordance with
national law. Such European Preservation national law. Such European Preservation national law. Such European Preservation
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Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Preservation Order
under this Regulation, by a judge, a court,
an investigating judge or a prosecutor in the
issuing State.

Order shall be validated. after examination
of its conformity with the conditions for
issuing a European Preservation Order
under this Regulation, by a judge, a court,
an investigating judge or a public
prosecutor in the issuing State.

Order shall be validated, after examination
of its conformity with the conditions for
issuing a European Preservation Order
under this Regulation, by a judge, a court,
an investigating judge or a prosecutor in the
issuing State.

Article 4(4)

173

4. Where the Order has been validated by a
judicial authority pursuant to paragraphs
1(b), 2(b) and 3(b), that authority may also
be regarded as an issuing authority for the
purposes of transmission of the European
Production Order Certificate and the
European Preservation Order Certificate.

Article 4(5)

174

5. In validly established emergency cases,
the authorities mentioned under
paragraphs 1(b) and 3(b) may issue the
respective Order for subscriber and
access data, without prior validation if
the validation cannot be obtained in time
and if these authorities could issue the
Order in a similar domestic case without
validation. The issuing authority shall
seek validation ex-post without undue
delay, at the latest within 48 hours.
Where such ex-post validation is not
granted the issuing authority shall
withdraw the Order immediately and
shall, in accordance with its national law,
either delete any data that was obtained
or ensure that the data are not used as
evidence.

General provisional agreement 4th
political trilogue 09/07/2021:

5. In validly established emergency cases, as
defined in Art. 2 (15), the authorities
mentioned under paragraphs 1(b) and 3(b)
may exceptionally issue the respective
Order for subscriber data and, for the sole
purpose of identifying the user, IP addresses
and, where necessary, the relevant source
ports and time stamp (date/time), or
technical equivalents of these identifiers,
without prior validation, where the
validation cannot be obtained in time and
where these authorities could issue the
Order in a similar domestic case without
validation. The issuing authority shall seek
validation ex-post without undue delay, at
the latest within 48 hours. Where such ex-
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post validation is not granted, the issuing
authority shall withdraw the Order
immediately and shall delete any data that
was obtained*.

Article 4(6)

175 6. Each Member State may designate one
or more central authority responsible for
the administrative transmission of
Certificates, Orders and notifications, the
receipt of data and notifications as well
as transmission of other official
correspondence relating to the
Certificates or Orders.

Article 5

176 Article 5

Conditions for issuing a European
Production Order
Article 5(1)
177 1. An issuing authority may only issue a

European Production Order where the
conditions set out in this Article are
fulfilled.

Article 5(2)

178

2. The European Production Order shall be
necessary and proportionate for the purpose
of the proceedings referred to in Article 3
(2) and may only be issued if a similar
measure would be available for the same
criminal offence in a comparable domestic

2. The European Production Order shall be
necessary and proportionate for the purpose
of the proceedings referred to in Article 3
(2), taking into account the rights of the
person concerned. It may only be issued if
it could have been ordered under the same

2. The European Production Order shall be
necessary and proportionate for the purpose
of the proceedings referred to in Article 3
(2) and may only be issued if a similar
measure would be available for the same
criminal offence in a comparable domestic
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situation in the issuing State.

conditions in a similar domestic case,
where there are sufficient reasons to
believe that a crime has been committed,
where it is grave enough to justify the
cross-border production of the data and
where the requested information is
relevant for the investigation. It shall be
limited to data of specific persons with a
direct link to the specific proceedings
referred to in Article 3(2).

situation in the issuing State.

Article 5(3)

179

3. European Production Orders to produce
subscriber data or access data may be
issued for all criminal offences.

3. A European Production Order for
obtaining subscriber data or IP addresses
Jor the sole purpose of determining the
identity of specific persons with a direct
link to the specific proceedings referred to
in Article 3(2) may be issued for all
criminal offences.

3. European Production Orders to produce
subscriber data or access data may be issued
for all criminal offences and for the
execution of a custodial sentence or a
detention order of at least 4 months.

Article 5(4)

180

4. European Production Orders to produce
transactional data or content data may only
be issued

4. A European Production Order to produce
traffic data or content data may only be
issued for criminal offences punishable in
the issuing State by a custodial sentence of
a maximum of at least 3 years.

4. European Production Orders to produce
transactional data or content data may only
be issued

Article 5(4), point a

181 a) for criminal offences punishable in the ar-foreriminal-offences-punishable-inthe a) for criminal offences punishable in the
issuing State by a custodial sentence of a issuine-State-by-a-eustodinl sentenceofa issuing State by a custodial sentence of a
maximum of at least 3 years, or masximam-ofatleast 3-yearsror maximum of at least 3 years, or
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Article 5(4), point b

182

b) for the following offences, if they are
wholly or partly committed by means of an
information system:

b) for the following offences, if they are
wholly or partly committed by means of an
information system:

Article 5(4), point b, paragraph 1

183

- offences as defined in Articles 3, 4 and 5
of the Council Framework Decision
2001/413/THA?;

22 Council Framework Decision
2001/413/THA of 28 May 2001 combating
fraud and counterfeiting of non-cash means
of payment (OJ L 149, 2.6.2001, p. 1).

- offences as defined in Articles 3, 4 and 5
of the Council Framework Decision
2001/413/THA?%;

2 Council Framework Decision
2001/413/THA of 28 May 2001 combating
fraud and counterfeiting of non-cash means
of payment (OJ L 149, 2.6.2001, p. 1).

Article 5(4), point b, paragraph 2

184 - offences as defined in Articles 3 to 7 of —offencesas-definedinAstieles 3to-Fof - offences as defined in Articles 3 to 7 of
Directive 2011/93/EU of the European Direetive 201193/ EU-of the European Directive 2011/93/EU of the European
Parliament and of the Council”’; Parhament-and-of the Council: Parliament and of the Council®*;
—offencesas-definedinAaticles 3 to T of
% Directive 2011/93/EU of the European Rasliament-and-of the- Couneil™: %3 Directive 2011/93/EU of the European
Parliament and of the Council of 13 Parliament and of the Council of 13
December 2011 on combating the sexual December 2011 on combating the sexual
abuse and sexual exploitation of children abuse and sexual exploitation of children
and child pornography. and replacing “Direetive 2 and child pornography, and replacing
Council Framework Decision 2004/68/JTHA | Pasliamentand ofthe Counecil of 13 Council Framework Decision 2004/68/THA
(OJL 335,17.12.2011, p. 1). December 2ot -oncombatims the sexual (OJ L 335,17.12.2011, p. 1).
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Article 5(4), point b, paragraph 3

185 - offences as defined in Articles 3 to 8 of —offencesas-definedinAstieles 3to-S-of - offences as defined in Articles 3 to 8 of
Directive 2013/40/EU, of the European Direetive 201340/ U—of the European Directive 2013/40/EU, of the European
Parliament and of the Council; Paskiament-and-of the Couneil: Parliament and of the Council;

Article 5(4), point ¢

186 ¢) for criminal offences as defined in eforermal offencesacdetinedn ¢) for criminal offences as defined in
Article 3 to 12 and 14 of Directive (EU) Axtieledto 12 and 1 of Directset Bl Article 3 to 12 and 14 of Directive (EU)
2017/541 of the European Parliament and 2017/541 of the EuropeanRarliamentand-of | 2017/541 of the European Parliament and of
of the Council?*. the Couneil™®. the Council*.

% Directive (EU) 2017/541 of the European | *Directive{EU)2017/541 of the Busropean | 2*Directive (EU) 2017/541 of the European
Parliament and of the Council of 15 March | Rasliament-and-efthe-Councilof1SMareh | Parliament and of the Council of 15 March
2017 on combating terrorism and replacing | 2017-en-cembatingterrorism-andreplacing | 2017 on combating terrorism and replacing
Council Framework Decision Ceuped-bramanasl Deciiion Council Framework Decision
2002/475/THA and amending Council 2ot TS T and gmendine Covnerd 2002/475/JHA and amending Council
Decision 2005/671/JHA (OJ L 88, Decicion 2005671 THA QI T 88 Decision 2005/671/THA (OJ L 88.
31.3.2017. p. 6). 3132017 p-6)- 31.3.2017. p. 6).
Article 5(4), point d
187 d) for the execution of a custodial
sentence or a detention order of at least
four months imposed for criminal
offences pursuant to point (a), (b) and (c)
of this paragraph;
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Article 5(4a)

188

4a. European Production Orders to
produce traffic data or content data may
also be issued for the following offences:

Article 5(4a), point a

189

(a) for the following offences if they are
wholly or partly committed by means of an
information system,

Article 5(4a), point a, line 1

190

—offences as defined in Articles 3, 4 and 5

of the Council Framework Decision
2001/413/JHA;

Article 5(4a), point a, line 2

191

— offences as defined in Articles 3 to 8 of
Directive 2013/40/EU;

Article 5(4a), point b

192 (b) for criminal offences as defined in
Article 3 to 12 and 14 of Directive (EU)
2017/541;
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Article 5(4a), point ba

193

(ba) for criminal offences as defined in
Articles 3 to 7 of Directive 2011/93/EU;

Article 5(5)

194 5. The European Production Order shall
include the following information:

5. The European Production Order shall
include the following information:

5. The European Production Order shall
include the following information:

Article 5(5), point a

195 a) the issuing and, where applicable, the
validating authority:

a) the issuing and, where applicable, the
validating authority: for traffic and content
data and where the issuing State is subject
to a procedure referred to in Article 7(1) or
7(2) of the Treaty on European Union,
information on the special procedure as
referred to in Article 9 (2a) of this
Regulation;

a) the issuing and, where applicable, the
validating authority;

Article 5(5), point b

196 b) the addressee of the European Production
Order as referred to in Article 7;

Article 5(5), point ¢

197 c) the persons whose data is being
requested, except where the sole purpose of
the order is to identify a person;

c) the individually identifiable persons, or
where the sole purpose of the order is to
identify a person, any other unique
identifier such as user name or Login ID;

c) the user, except where the sole purpose
of the order is to identify the user, or any
other unique identifier such as user
name, ID or account name to determine
the data that are being sought, persens

l ! cy s identif
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Article 5(5), point d

198

d) the requested data category (subscriber
data, access data, transactional data or
content data);

d) the requested data category (subscriber
data, fraffic data or content data);

d) the requested data category (subscriber
data, access data, transactional data or
content data);

Article 5(5), point e

199

e) if applicable, the time range requested to
be produced;

e) the time range requested to be produced,
tailored as narrowly as possible;

e) if applicable, the time range requested to
be produced;

Article 5(5), point f

200

f) the applicable provisions of the criminal
law of the issuing State;

Article 5(5), point g

201

g) in case of emergency or request for
earlier disclosure, the reasons for it;

g) in case of emergency. the duly justified
reasons for it;

g) in case of emergency or request for
earlier disclosure, the reasons for it;

Article 5(5), point h

202 h) in cases where the data sought is stored hrpeaca—harethedateconehi i ctarad h) in cases where the data sought is stored
or processed as part of an infrastructure or-processed-as-part-ofan-infrastructure or processed as part of an infrastructure
provided by a service provider to a provided-byaserviceprovidertoa provided by a service provider to a
company or another entity other than company-or-anotherentityotherthen company or another entity other than
natural persons, a confirmation that the natural-persons—a-confirmation-that-the natural persons, a confirmation that the
Order is made in accordance with paragraph | Orderis-made-inaccordanee-with-parasraph | Order is made in accordance with paragraph
6: 6: 6.
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Article 5(5), point i

203 1) the grounds for the necessity and
proportionality of the measure.

1) the grounds for the necessity and
proportionality of the measure, faking due
account of the impact of the measure on
the fundamental rights of the specific
persons whose data is sought and the
seriousness of the offence.

1) the grounds for the necessity and
proportionality of the measure.

Article 5(6)

204 6. In cases where the data sought is stored 6—Tn-easeswhere-the-dataseusghtisstored 6. In cases where the data sought is stored
or processed as part of an infrastructure o preceredpatot ittt e or processed as part of an infrastructure
provided by a service provider to a provided-by-aserviceproviderto& provided by a service provider to a
company or another entity other than company-or-anotherentity-otherthen company or another entity other than
natural persons, the European Production serraralperrern—the FuropeanProdicton natural persons, the European Production
Order may only be addressed to the service | Ordermayeonlybe-addressedto-theseriee | Order may only be addressed to the service
provider where investigatory measures providerwhere-investigatory-meastres provider where investigatory measures
addressed to the company or the entity are addressed-to-the-company-or-the-entityare addressed to the company or the entity are
not appropriate, in particular because they net-appropriate—in-partieular beeause-they not appropriate, in particular because they
might jeopardise the investigation. mishtjeopardise-the-investization: might jeopardise the investigation.

Article 5(6a)

205 6a. A European Production Order to
produce data stored or processed as part
of an infrastructure provided by a service
provider to a public authority may only
be issued if the public authority for
which the data is stored or processed is in
the issuing State.

Article 5(7), paragraph 1
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206

7. If the issuing authority has reasons to
believe that, transactional or content data
requested is protected by immunities and
privileges granted under the law of the
Member State where the service provider is
addressed, or its disclosure may impact
fundamental interests of that Member State
such as national security and defence, the
issuing authority has to seek clarification
before issuing the European Production
Order, including by consulting the
competent authorities of the Member State
concerned, either directly or via Eurojust or
the European Judicial Network. If the
issuing authority finds that the requested
access, transactional or content data is
protected by such immunities and privileges
or its disclosure would impact fundamental
interests of the other Member State, it shall
not issue the European Production Order.

7. If the issuing authority has reasons to
believe that data requested is protected by
immunities and privileges granted under the
law of the Member State where the service
provider is addressed or under the law of
the Member State where the person whose
data is sought resides or is bound by an
obligation of professional secrecy or
lawyer-client privilege, or its disclosure
may impact fundamental interests of that
Member State such as national security and
defence, the issuing authority skall seek
clarification before issuing the European
Production Order, including by consulting
the competent authorities of the Member
State concerned, either directly or via
Eurojust or the European Judicial Network
in criminal matters. Where the issuing
authority finds that the requested data is
protected by such immunities and privileges
or its disclosure would impact fundamental
interests of the other Member State, the
issuing authority shall not issue the
European Production Order.

7. In cases where the Order concerns
transactional data and where the issuing

authority has reasens-reasonable grounds
to believe that transactional-ercontent

Article 5(7), paragraph 1, point a

207

a) the person whose data are sought is
not residing on the territory of the
issuing State, and

Article 5(7), paragraph 1, point b

208

b) the data requested is protected by
immunities and privileges granted under the
law of the MemberState-where-the-service
provideris-addressed enforcing State or it

is subject in that Member State to rules
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on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media its disclosure may impact
fundamental interests of theatMember
enforcing State such as national security
and defence,

Article 5(7), paragraph 2

209

the issuing authority has to shall seek
clarification on the circumstances
referred to in point b) before issuing the
European Production Order, including by
consulting the competent authorities of the
Member enforcing State concerned, either
directly or via Eurojust or the European
Judicial Network. If the issuing authority
finds that the requested access, transactional
or content data is are protected by such
immunities and privileges or rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media or
its disclosure would impact fundamental
interests of the other Member State such as
national security and defence, it shall
take these circumstances into account in
the same way as if they were provided for
under its national law and it shall not
issue or shall adapt the European
Production Order where necessary to give
effect to these grounds.

Article 5(8)

210

8. Where the power to waive the privilege
or immunity lies with an authority of the
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enforcing State, the issuing authority
may request the enforcing authority to
contact the competent authority to
request it to exercise its power forthwith.
Where power to waive the privilege or
immunity lies with an authority of
another Member State or a third country
or with an international organisation, the
issuing authority may request the
authority concerned to exercise that
power.

Article 6
211 Article 6
Conditions for issuing a European
Preservation Order
Article 6(1)
212 1. An issuing authority may only issue a 1. An issuing authority may only issue a 1. An issuing authority may only issue a

European Preservation Order where the
conditions set out in this Article are

European Preservation Order where the
conditions set out in this Article are

European Preservation Order where the
conditions set out in this Article are

fulfilled. fulfilled. fulfilled. Article 5 (6a) shall apply mutatis
mutandis.
Article 6(2)
213 2. It may be issued where necessary and 2. It may be issued where necessary and 2. It may be issued where necessary and

proportionate to prevent the removal,
deletion or alteration of data in view of a
subsequent request for production of this
data via mutual legal assistance, a European
Investigation Order or a European
Production Order. European Preservation
Orders to preserve data may be issued for
all criminal offences.

proportionate to prevent the removal,
deletion or alteration of data in view of a
subsequent request for production of this
data via mutual legal assistance, a European
Investigation Order or a European
Production Order, faking into account the
rights of the person concerned. European
Preservation Orders to preserve data may be

proportionate to prevent the removal,
deletion or alteration of data in view of a
subsequent request for production of this
data via mutual legal assistance, a European
Investigation Order or a European
Production Order. European Preservation
Orders to preserve data may be issued for
all criminal offences and for the execution
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issued for all criminal offences, if it could
have been ordered under the same
conditions in a similar domestic case in the
issuing State, where there are sufficient
reasons to believe that a crime has been
committed, where it is grave enough to
Jjustify the cross-border preservation of the
data and where the requested information
is relevant for that investigation. It shall be
limited to data of specific persons with a
direct link to the specific proceedings
referred to in Article 3(2).

of a custodial sentence or a detention
order of at least 4 months.

Article 6(3)

214

3. The European Preservation Order shall
include the following information:

Article 6(3), point a

215

a) the issuing and, where applicable, the
validating authority:;

Article 6(3), point b

216

b) the addressee of the European
Preservation Order as referred to in Article
7,

Article 6(3), point ¢

217

c) the persons whose data shall be
preserved, except where the sole purpose of
the order is to identify a person;

c) the individually identifiable persons
whose data shall be preserved, or, where the
sole purpose of the order is to identify a
person, any other unique identifier such as
user name or Login ID,

c) the persens—whese-datais-beingrequested
user, except where the sole purpose of the
order is to identify a-persesn the user, or
any other unique identifier such as user
name, ID or account name to determine
the data that are being sought;
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Article 6(3), point d

218

d) the data category to be preserved
(subscriber data, access data, transactional
data or content data);

d) the data category to be preserved
(subscriber data, fraffic data or content
data);

d) the data category to be preserved
(subscriber data, access data, transactional
data or content data):

Article 6(3), point e

219

e) if applicable, the time range requested to
be preserved;

e) the time range requested to be preserved,
tailored as narrowly as possible;

e) if applicable, the time range requested to
be preserved;

Article 6(3), point f

220

f) the applicable provisions of the criminal
law of the issuing State;

Article 6(3), point g

221

g) the grounds for the necessity and
proportionality of the measure.

g) the grounds for the necessity and
proportionality of the measure, faking due
account of the impact of the measure on
the fundamental rights of the specific
persons whose data is sought and the
seriousness of the offence.

g) the grounds for the necessity and
proportionality of the measure.

Article 6(3a)

222

3a. If the issuing authority has reasons to
believe that data requested is protected by
immunities and privileges granted under
the law of the Member State where the
service provider is addressed, or its
preservation may impact fundamental
interests of that Member State such as
national security and defence, the issuing
authority shall seek clarification before
issuing the European Preservation Order,
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including by consulting the competent
authorities of the Member State
concerned, either directly or via Eurojust
or the European Judicial Network in
criminal matters. Where the issuing
authority finds that the requested data is
protected by such immunities and
privileges or its preservation would impact
Jundamental interests of the other Member
State, the issuing authority shall not issue
the European Preservation Order.

Article 6a

223

Article 6a

Legal representative

Article 6a(1)

224

1. Service providers, offering services in
the Member States bound Dy this
Regulation, but not established in the
Union, shall designate one legal
representative for receipt of, compliance
with and enforcement of European
Production Orders and European
Preservation Orders issued Dy the
competent authorities of the Member
States, for the purpose of gathering
electronic information in criminal
proceedings. The legal representative shall
be established in one of the Member States
(bound by this Regulation) where the
service provider offers its services.

Article 6a(2)
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225

2. Service providers, offering services in
the Member States bound Dy this
Regulation, but established in a Member
State not bound Dy this Regulation, shall
designate one legal representative for
receipt of, compliance with and
enforcement of European Production
Orders and European Preservation Orders
issued by the competent authorities of the
Member States, for the purpose of
gathering electronic information in
criminal proceedings. The legal
representative shall be established in one
of the Member States (bound Dy this
Regulation) where the service provider
offers its services.

Article 6a(3)
226 3. Service providers which are part of a
group shall be allowed to collectively
designate one legal representative.
Article 6a(4)
227 4. The legal representative shall be
entrusted with the receipt, compliance and
enforcement of those decisions and orders
on behalf of the service provider
concerned.
Article 6a(5)
228 5. Upon designation of the legal
representative, service providers shall
noftify in writing that Member State where
their legal representative is established.
The notification shall contain the
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designation and contact details of its legal
representative as well as any changes
thereof.

Article 6a(6)

229

6. The notfification shall specify the official
language(s) of the Union, as referred to in
Regulation 1/58, in which the legal
representative can be addressed. This shall
include, at least, one of the languages
accepted Dy the Member State where the
legal representative is established.

Article 6a(7)

230

7. Information, noftified to Member States
in accordance with this Article, shall be
made available on a dedicated internet
page of the European Judicial Network in
criminal matters. Such information shall
be regularly updated.

Article 6a(8)

231

8. Member States shall ensure that the
designated legal representative can be held
liable for non-compliance with obligations
under this Regulation when receiving
decisions and orders, without prejudice to
the liability and legal actions that could be
initiated against the service provider.

Article 6a(9)

232

9. Member States shall lay down rules on
sanctions applicable to infringements
pursuant to this Article and shall take all
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measures necessary to ensure that they are
implemented. The sanctions provided for
shall be effective, proportionate and
dissuasive.

Article 7

233

Article 7

Addressee of a European Production Order
and a European Preservation Order

Article 7(1)

234

1. The European Production Order and the
European Preservation Order shall be
addressed directly to a legal representative
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings.

1. For the purpose of gathering electronic
information in criminal proceedings, the
European Production Order and the
European Preservation Order shall be
addressed directly and simultaneously:

1. The European Production Order and the
European Preservation Order shall be
addressed directly to a legal representative
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings.

Article 7(1), point a

235

a) to the main establishment of the service
provider, or, where applicable, its legal
representative in the executing State
designated by the service provider for the
purpose of gathering evidence in criminal
proceedings; and

Article 7(1), point b

236

D) to the executing authority.
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Article 7(1a)

237 la. Member States shall ensure that any
service provider established on their
territory notfifies that Member State in
writing of where its main establishment is.
The notification shall contain the contact
details, as well as any changes thereof.

Article 7(1b)

238 1b. Information, nofified to Member States
in accordance with paragraph 1a, shall be
made available on a dedicated internet
page of the European Judicial Network in
criminal matters. Such information shall
be regularly updated.

Article 7(2)

239 2. If no dedicated legal representative has 2t ne-dedieated-legal representative-has 2. If no dedieated legal representative has
been appointed, the European Production beenappeinted—the EuropeanProduction been appointed, the European Production
Order and the European Preservation Order | Orderand-the EuropeanPreservationOrder | Order and the European Preservation Order
may be addressed to any establishment of mavbeaddressedto-anyvestablichment of may be addressed to any establishment of
the service provider in the Union. theservceproviderin the Union: the service provider in the Union.

Article 7(3)

240 3. Where the legal representative does not A here thelesalyeprecentatiza doecnot 3. Where the legal representative does not
comply with an EPOC in an emergency complywith an ERPOC in an emergency comply with an EPOC in an emergency
case pursuant to Article 9(2), the EPOC cacapussanitoAenela i tha EROC case pursuant to Article 9(2), the European
may be addressed to any establishment of may-beaddressed to-anyestablichment of Production OrderERSE may be addressed
the service provider in the Union. theservieeproviderinthe Unien: to any establishment of the service provider

in the Union.
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Article 7(4)

241 4. Where the legal representative does not 4—Where-the lesal representative-deesnot 4. Where the legal representative does not
comply with its obligations under Articles 9 | eemplywithits-eblicationsunderAstieles9 | comply with its obligations under Articles 9
or 10 and the issuing authority considers or10-and-the-issuingautherity-considess or 10 and the issuing authority considers
that there is a serious risk of loss of data, that-there-is-aserionsriskofloss-of data: that there is a serious risk of loss of data,
the European Production Order or the the EurepeanProduction-Orderorthe the European Production Order or the
European Preservation Order may be EurepeanPreservation-Ordermay-be European Preservation Order may be
addressed to any establishment of the addressed-to-any-establishment-of the addressed to any establishment of the
service provider in the Union. serviee-providerin-the Union- service provider in the Union.

Article 7a (Council Mandate)

242 Article 7a

Notification

Article 7a(1)

243 1. In cases where the European
Production Order concerns content data,
and the issuing authority has reasonable
grounds to believe that the person whose
data are sought is not residing on its own
territory, the issuing authority shall
submit a copy of the EPOC to the
competent authority of the enforcing
State at the same time the EPOC is
submitted to the addressee in accordance
with Article 7.

Article 7a(2)

244 2. The notified authority may as soon as
possible inform the issuing authority of
any circumstances pursuant to Article 5
(7) (b) and shall endeavour to do so
within 10 days. The issuing authority
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shall take these circumstances into
account in the same way as if they were
provided for under its national law and
shall withdraw or adapt the Order where
necessary to give effect to these grounds
if the data were not provided yet. In case
of withdrawal the issuing authority shall
immediately inform the addressee.

Article 7a(3)

245

3. Where power to waive the privilege or
immunity lies with an authority of the
enforcing State, the issuing authority
may request the notified authority to
contact the competent authority to
request it to exercise its power forthwith.
Where power to waive the privilege or
immunity lies with an authority of
another Member State or a third country
or with an international organisation, the
issuing authority may request the
authority concerned to exercise that
power.

Article 7a(4)

246

4. The notification shall not have
suspensive effect on the obligations of the
addressee under this Regulation.

Article 7a (EP mandate)

247

Article 7a
Common European exchange system
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Article 7a(1)

248

1. By ... [date of application of this
Regulation] the Commission shall
establish a common European exchange
system with secure channels for the
handling of authorised cross-border
communication, authentication and
transmission of the Orders and of the
requested data between the competent
authorities and service providers. The
competent authorities and service
providers shall use this system for the
purpose of this Regulation.

Article 7a(2)

249

2. The Commission shall ensure that the
system guarantees an effective, reliable
and smooth exchange of the relevant
information and a high level of security,
confidentiality and integrity as well as the
necessary protection of privacy and
personal data in line with Regulation (EU)
2018/1725, Regulation (EU) 2016/679,
Directive (EU) 2016/680, and Directive
(EC) 2002/58. To this end, open and
commonly used state-of-the-art electronic
signature and encryption technology shall
be applied.
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Article 7a(3)

250

3. Where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, it shall be possible
to interconnect such systems or channels
with this common European exchange
system.

Article 8

251

Article 8
European Production and Preservation
Order Certificate

Article 8(1)

252

1. A European Production or Preservation
Order shall be transmitted to the addressee
as defined in Article 7 through a European
Production Order Certificate (EPOC) or a
European Preservation Order Certificate
(EPOC-PR).

The issuing or validating authority shall
complete the EPOC set out in Annex I or
the EPOC-PR set out in Annex II, shall sign
it and shall certify its content as being
accurate and correct.

1. A European Production or Preservation
Order shall be transmitted to the addressees
as defined in Article 7 via the system as
defined in Article 7a through a European
Production Order Certificate (EPOC) or a
European Preservation Order Certificate
(EPOC-PR).

The issuing or validating authority shall
complete the EPOC set out in Annex I or
the EPOC-PR set out in Annex II, shall sign
it and shall certify its content as being
accurate and correct.

1. A European Production or Preservation
Order shall be transmitted to the addressee
as defined in Article 7 through a European
Production Order Certificate (EPOC) or a
European Preservation Order Certificate
(EPOC-PR).

The issuing or validating authority shall
complete the EPOC set out in Annex I or
the EPOC-PR set out in Annex II, shall sign
it and shall certify its content as being
accurate and correct.
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Article 8(2)

253 (21;1 Zl‘;ffggn‘;:fj gggg:;filaz:ble 2. The EPOC or the EPOC-PR shall be 2. The EPOC or the EPOC-PR shall be
. . directly transmitted via the system as direetly transmitted by or on behalf of the
of producing a written record under . X . .. . .
" . ) defined in Article 7a, allowing the issuing authority anymeans-capable-in a
conditions allowing the addressee to . ) - ) .
establish its authenticity. addre.ssees fo produce a written r.ecord secure .and 1el!able way allowing of -
allowing the addressees to establish #he producinga-writtenrecord-undercenditions
Where service providers, Member States or | authenticity of the Order and of the issuing | allowing the addressee to produce a
Union bodies have established dedicated authority. written record and to establish is the
platforms or other secure channels for the authenticity of the Certificate.
handling of requests for data by law
enforcement and judicial authorities, the Where service providers, Member States or
issuing authority may also choose to Union bodies have established dedicated
transmit the Certificate via these channels. platforms or other secure channels for the
handling of requests for data by law
enforcement and judicial authorities, the
issuing authority may also choose to
transmit the Certificate via these channels.

Article 8(3)

254 3. The EPOC shall contain the information | 3. The EPOC shall contain all the 3. The EPOC shall contain the information
listed in Article 5(5) (a) to (h), including information listed in Article 5(5) (a) to (i), listed in Article 5(5) (a) to (h), including
sufficient information to allow the including sufficient information to allow the | sufficient information to allow the
addressee to identify and contact the issuing | addressees to identify and contact the addressee to identify and contact the issuing
authority. The grounds for the necessity and | issuing authority, and information authority. The grounds for the necessity and
proportionality of the measure or further regarding the means and technical proportionality of the measure or further
details about the investigations shall not be | inferfaces it has at its disposal to receive details about the investigations shall not be
included. the produced data, or where to find this included.

information.
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Article 8(4)

255 4 The E'POC.-PR s.hal] @ntam the 4. The EPOC-PR shall contain il the 4 The EPOC.-PR s.hall c911tau1 the

information listed in Article 6(3) (a) to (f), . .. . . information listed in Article 6(3) (a) to (£).

. . L. . information listed in Article 6(3) (a) to (g). | . . . .

including sufficient information to allow . . L. . including sufficient information to allow the
) . . including sufficient information to allow the ) . . .

the addressee to identify and contact the . . addressee to identify and contact the issuing

. . addressees to identify and contact the . .

issuing authority. The grounds for the .. Shori authority. The grounds for the necessity and

necessity and proportionality of the issuing authority. proportionality of the measure or further

measure or further details about the details about the investigations shall not be

investigations shall not be included. included.

Article 8(5)

256 5. Where needed, the EPOC or the EPOC- 5. Where needed, the EPOC or the EPOC- 5. Where needed, the EPOC or the EPOC-
PR shall be translated into an official PR shall be translated into an official PR shall be translated into an official
language of the Union accepted by the language of the executing State or in any language of the Union accepted by the
addressee. Where no language has been other language explicitly accepted Dy the addressee. Where no language has been
specified, the EPOC or the EPOC-PR shall | executing State in accordance with specified, the EPOC or the EPOC-PR shall
be translated into one of the official paragraph 5a. be translated into one of the official
languages of the Member State where the languages of the Member State where the
legal representative resides or is legal representative resides or is established.
established.

Article 8a

257 Article 8a

Execution of an EPOC for subscriber data
and IP addresses
Jor the sole purpose of identifying a person
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Article 8a (1), paragraph 1

258

1. An EPOC for subscriber data and IP
addresses, for the sole purpose of
identifying a person, shall be addressed
directly and simultaneously:

Article 8a (1), paragraph 1, point a

259

(a) to the main establishment of the service
provider or, where applicable, where its
legal representative is established; and

Article 8a (1), paragraph 1, point b

260

(D) to the executing authority.

Article 8a (1), paragraph 2

261

The simultaneous information of the
executing authority shall not have a
suspensive effect on the obligations of the
service provider as referred to in
paragraph 1.

Article 8a(2)

262

2. Upon receipt of the EPOC for
subscriber data and IP addresses, for the
sole purpose of identifying a person, the
service provider shall ensure that the
requested data is transmitted directly to the
issuing authority, or the law enforcement
authorities as indicated in the EPOC, as
soon as possible and at the latest within 10
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days upon receipt of the EPOC. When
transmitting the requested data, the service
provider shall simultaneously send a copy
of the data transferred for information to
the executing authority.

Article 8a(3)

263

3. In emergency cases, the service
provider shall transmit the requested data
without undue delay, at the latest within 16
hours upon receipt of the EPOC. When
transmitting the requested data, the service
provider shall simultaneously make the
data available to the executing authority
JSor information.

Article 8a(4)

264

4. Where the executing authority decides
to invoke any of the grounds listed in
Article 10a (1), it shall act as soon as
possible and at the latest within the time
periods as referred to in paragraphs 1 or 2,
and immediately inform the issuing
authority and the service provider of its
decision. The issuing authority shall erase
the data. Where the requested data has not
yet been transmitted to the issuing
authority, the addressed service provider
shall not transmit the data.
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Article 8a(5)

265

5. Where the EPOC is incomplete,
contains manifest errors, in form or
content, or does not contain sufficient
information to execute the EPOC, the
service provider shall inform the issuing
authority as well as the executing authority
referred to in the EPOC without undue
delay and ask for clarification or, where
necessary, correction from the issuing
authority, using the Form set out in Annex
III. The issuing authority shall react
expeditiously and within 5 days at the
latest. The deadlines set out in paragraphs
1 and 2 shall not apply until the
clarification is provided. In the absence of
a reaction from the issuing authority, the
order shall be considered null and void.

Article 8a(6)

266

6. Where the service provider cannot
comply with its obligations because of
Jforce majeure or of de facto impossibility
due to circumstances not attributable to
the service provider, notably because the
person whose data is sought is not their
customer, or the data has been deleted
before receiving the EPOC, the service
provider shall inform the issuing authority
as well as the executing authority referred
to in the EPOC without undue delay
explaining the reasons, using the Form set
out in Annex III. Where the relevant
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conditions are fulfilled, the issuing
authority shall withdraw the EPOC and
inform the addressees of its decision.

Article 8a(7)

267

7. In all cases where the service provider
does not provide the requested
information, does not provide it
exhaustively or does not provide it within
the deadline, for other reasons, including
Jfor technical or operational ones, it shall
inform the issuing authority as well as the
executing authority referred to in the
EPOC without undue delay and at the
latest within the deadlines sef out in
paragraphs 1 and 2 of the reasons for this
using the Form in Annex III. The issuing
authority shall review the order in light of
the information provided by the service
provider and if necessary, set a new
deadline for the addressees.In case the
service provider considers that the EPOC
cannot be executed because based on the
sole information contained in the EPOC it
is apparent that it is manifestly abusive or
that it exceeds the purpose of the order, the
service provider shall also send the Form
in Annex III to the issuing authority as
well as to the executing authority referred
to in the EPOC with a suspensive affect as
regards the transmission of the requested
data. In such cases the executing authority
may seek clarifications from the issuing
authority on the European Production
Order, either directly or via Eurojust or the
European Judicial Network in criminal
matters. The issuing authority shall react
expeditiously and within 5 days at the
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latest. The deadlines set out in paragraphs
1 and 2 shall not apply untfil the
clarification is provided. In the absence of
a reaction from the issuing authority, the
order shall be considered null and void.

Article 8a(8)
268 8. Where the service provider does not
produce the data requested immediately, in
accordance with paragraphs 3, 4, and 5, it
shall preserve the data requested, where
possible. The preservation shall be upheld
until the data is produced or until the
EPOC is withdrawn or null and void.
Article 9
269 Article 9 Article 9 Article 9
Execution of an EPOC for traffic or
Execution of an EPOC content data Execution of an EPOC
Article 9(-1a)
270 - 1a. An EPOC for traffic or content data

shall be addressed directly and
simultaneously:

Article 9(-1a), point a

271 (a) to the main establishment of the service
provider or, where applicable, where its
legal representative is established; and
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Article 9(-1a), point b

272

(D) to the executing authority.

Article 9(1)

273 1.Upon receipt of the EPOC, the addressee
shall ensure that the requested data is
transmitted directly to the issuing authority
or the law enforcement authorities as
indicated in the EPOC at the latest within
10 days upon receipt of the EPOC, unless
the issuing authority indicates reasons for
earlier disclosure.

1. Upon receipt of the EPOC for traffic and
content data, the service provider shall act
expeditiously to preserve the data.

1. Upon receipt of the EPOC, the addressee
shall ensure that the requested data s are
transmitted in a secure and reliable way
allowing the establishment of authenticity
and integrity directly to the issuing
authority or the law enforcement authorities
as indicated in the EPOC at the latest within
10 days upon receipt of the EPOC., unless
the issuing authority indicates reasons for
earlier disclosure.

Article 9(1a)

274

la. Where the executing authority decides
to refuse the EPOC, based on one of the
grounds provided for in Article 10a (new),
it shall act as soon as possible and at the
latest within 10 days upon receipt of the
EPOC and inform the issuing authority
and the service provider of such decision
immediately.

Article 9(2)

275 2. In emergency cases the addressee shall
transmit the requested data without undue
delay, at the latest within 6 hours upon

2. In emergency cases, where the executing
authority decides to refuse the EPOC
based on one of the grounds provided for

2. In emergency cases the addressee shall
transmit the requested data without undue
delay, at the latest within 6 hours upon

receipt of the EPOC. in Article 10a, it shall act as soon as receipt of the EPOC.
possible and at the latest within 16 hours
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upon receipt of the EPOC and inform the
issuing authority and the service provider
of such decision immediately.

Article 9(2a)

276 2a. Where the issuing State is subject o a
procedure referred to in Article 7(1) or
7(2) of the Treaty on European Union, the
service provider shall transmit the
requested data only after receiving the
explicit written approval of the executing
authority. For this, the executing authority
shall assess the order of the issuing
authority with due diligence and check in
particular for grounds for non-recognition
or non-execution pursuant to Article 10a ,
before giving its written approval within
the deadlines set out in paragraph 1a and
2.

Article 9(2b)

277 2b. Without prejudice to paragraph 2a,
where the executing authority has not
invoked any of the grounds listed in Article
10a within the time periods referred fo in
paragraphs 1a and 2, the service provider
to which the order is addressed shall
ensure that the requested data is
immediately transmitted directly to the
issuing authority or the law enforcement
authorities as indicated in the EPOC.
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Article 9(2c)

278 2c. Where it is not possible in a specific
case for the executing authority to meet
the time limit sef out in paragraph 1 or 2, it
shall, without undue delay, inform the
issuing authority and the service provider
Dy any means, giving the reasons for the
delay and the estimated time necessary for
the decision to be taken.

Article 9(3)

279 3. If the addressee cannot comply with its 3. Where the EPOC is incomplete, contains | 3. If the addressee cannot comply with its
obligation because the EPOC is incomplete, | manifest errors, in form or content, or does | obligation because the EPOC is incomplete,
contains manifest errors or does not contain | not contain sufficient information to contains manifest errors or does not contain
sufficient information to execute the EPOC, | execute the EPOC, the service provider sufficient information to execute the EPOC,
the addressee shall inform the issuing shall inform the issuing authority as well as | the addressee shall inform the issuing
authority referred to in the EPOC without the executing authority referred to in the authority referred to in the EPOC without
undue delay and ask for clarification, using | EPOC without undue delay and ask for undue delay and ask for clarification, using
the Form set out in Annex III. It shall clarification or, where necessary, the Form set out in Annex III. It shall
inform the issuing authority whether an correction from the issuing authority, inform the issuing authority whether an
identification and preservation was possible | using the Form set out in Annex III. The identification and preservation was possible
as set out in paragraph 6. The issuing issuing authority shall react expeditiously as set out in paragraph 6. The issuing
authority shall react expeditiously and and within 5 days at the latest. The authority shall react expeditiously and
within 5 days at the latest. The deadlines set | deadlines set out in paragraphs 1a and 2 within 5 days at the latest. The deadlines set
out in paragraphs 1 and 2 shall not apply shall not apply until the clarification is out in paragraphs 1 and 2 shall not apply
until the clarification is provided. provided. In the absence of a reaction from | until the clarification is provided.

the issuing authority, the order shall be

considered null and void.
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Article 9(4)

280 4. If the addressee cannot comply with its 4. Where the service provider cannot 4. If the addressee cannot comply with its General provisional agreement 3rd
obligation because of force majeure or of comply with its obligations because of force | obligation because efforce-majeure or of de | political trilogue 20/05/2021:
de facto impossibility not attributable to the | majeure or of de facto impossibility due fo | facto impossibility due to circumstances
addressee or, if different, the service circumstances not attributable to the not created by the addressee or the 4. Where the [addressee/service provider)
provider, notably because the person whose | service provider, notably because the person | service provider at the time the order cannot comply with its obligations because
data is sought is not their customer, or the whose data is sought is not their customer, was received netattributablete-the of de facto impossibility due to
data has been deleted before receiving the or the data has been deleted before addressee-or—if-different—theservice circumstances not attributable to the
EPOC, the addressee shall inform the receiving the EPOC, the service provider provider—notably because-the persen-whese | [addressee/service provider], the
issuing authority referred to in the EPOC shall inform the issuing authority as well as | data-is-seughtis-nottheircustomer—orthe [addressee/service provider] shall inform
without undue delay explaining the reasons. | the executing authority referred to in the datahacbean delered beforevecaana the the issuing authority [as well as the
using the Form set out in Annex III. If the EPOC without undue delay explaining the EPROC, the addressee shall inform the executing authority referred to] in the
relevant conditions are fulfilled, the issuing | reasons, using the Form set out in Annex issuing authority referred to in the EPOC EPOC without undue delay explaining the
authority shall withdraw the EPOC. II1. Where the relevant conditions are without undue delay explaining the reasons. | reasons, using the Form set out in Annex III.
fulfilled, the issuing authority shall using the Form set out in Annex III. Ithe Where these conditions are fulfilled, the
withdraw the EPOC and inform the relevantconditions-arefulfilled—thedssuing | issuing authority shall inform the
addressees of its decision. arshoriehalb b s the 2RO [addressees] that the EPOC does no longer
need to be executed.
+ Shifting the deleted examples to the
respective recital 41a or 42a , line 79 or 81:
“due to circumstances not created by the
addressee or the service provider at the time
the order was received”
“notably because the person whose data is
sought is not their customer. or the data has
been deleted before receiving the EPOC-
PR”
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Article 9(5), paragraph 1

281

5. In all cases where the addressee does not
provide the requested information, does not
provide it exhaustively or does not provide
it within the deadline, for other reasons, it
shall inform the issuing authority without
undue delay and at the latest within the
deadlines set out in paragraphs 1 and 2 of
the reasons for this using the Form in
Annex III. The issuing authority shall
review the order in light of the information
provided by the service provider and if
necessary, set a new deadline for the service
provider to produce the data.

5. In all cases where the service provider
does not provide the requested information,
does not provide it exhaustively or does not
provide it within the deadline, for other
reasons, including for technical or
operational ones, it shall inform the issuing
authority as well as the executing authority
referred to in the EPOC without undue
delay and at the latest within the deadlines
set out in paragraphs la and 2 of the
reasons for this using the Form in Annex
III. The issuing authority shall review the
order in light of the information provided
by the service provider and if necessary. set
a new deadline for the addressees.

5. In all cases where the addressee does not
provide the requested information, does not
provide it exhaustively or does not provide
it within the deadline. for other reasons
histed-in-the Formrof AnnexHE, it shall
inform the issuing authority without undue
delay and at the latest within the deadlines
set out in paragraphs 1 and 2 of the reasons
for this using the Form in Annex III. The
issuing authority shall review the order in
light of the information provided by the
service provider and if necessary, set a new
deadline for the service provider to produce
the data.

Article 9(5), paragraph 2

282 In case the addressee considers that the In case the service provider considers that In-case-the-addresseeconsiders-thatthe
EPOC cannot be executed because based on | the EPOC cannot be executed because EROCcannotbe-executed-because-based-on
the sole information contained in the EPOC | based on the sole information contained in thesolemtormatonconramedinthe ERQC
it is apparent that it manifestly violates the | the EPOC it is apparent that it is manifestly | itis-apparentthatitsnanifestlyielatesthe
Charter of Fundamental Rights of the abusive or that it exceeds the purpose of Chaster of Fundamental Richis of the
European Union or that it is manifestly the order, the service provider shall also Europeanlaon-oerthatimanifetds
abusive, the addressee shall also send the send the Form in Annex III 7o the issuing ahiare—theaddrescasshallaloocondthe
Form in Annex III to the competent authority as well as to the executing Eormm S nes Ml rothe compeatent
enforcement authority in the Member State | authority referred to in the EPOC with a enforcementauthorn i the Mamber State
of the addressee. In such cases the suspensive affect as regards the oftheaddresseetncuchcasecthe
competent enforcement authority may seek | fransmission of the requested data. In such | competentenforcementauthoritymayseak
clarifications from the issuing authority on | cases the competent executing authority clarificationsfrom-the-issuingauthorityon
the European Production Order, either may seek clarifications from the issuing the-European-Production-Order—either
directly or via Eurojust or the European authority on the European Production darectl-orina Eurotust orthe European
Judicial Network. Order, either directly or via Eurojust or the | Judicial Network:
European Judicial Network in criminal
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matters. The issuing authority shall react
expeditiously and within 5 days at the
latest. The deadlines set out in paragraphs
1la and 2 shall not apply until the
clarification is provided. In the absence of
a reaction from the issuing authority, the
order shall be considered null and void.

Article 9(6)

283

6. The addressee shall preserve the data
requested, if it does not produce it
immediately, unless the information in the
EPOC does not allow it to identify the data
requested, in which case it shall seek
clarification in accordance with paragraph
3. The preservation shall be upheld until the
data is produced, whether it is on the basis
of the clarified European Production Order
and its Certificate or through other
channels, such as mutual legal assistance. If
the production of data and its preservation
is no longer necessary. the issuing authority
and where applicable pursuant to Article
14(8) the enforcing authority shall inform
the addressee without undue delay.

6. During the procedure referred to in
paragraphs 1, 1a, 2, 2b, 2c¢, 3, 4, and 5, the
service provider shall preserve the data
requested, where possible. The preservation
shall be upheld until the data is produced or
until the EPOC is withdrawn or null and
void.

6. The addressee shall preserve the data
requested, if it does not produce it
immediately, unless the information in the
EPOC does not allow it to identify the data
requested, in which case it shall seek
clarification in accordance with paragraph
3. The preservation shall be upheld until the
data is produced, whether it is on the basis
of the clarified European Production Order
and its Certificate or through other
channels, such as mutual legal assistance. If
the production of data and its preservation
is no longer necessary, the issuing authority
and where applicable pursuant to Article
14(8) the enforcing authority shall inform
the addressee without undue delay.

Article 10

284

Article 10 Execution of an EPOC-PR

Article 10(-1a), paragraph 1

285

- 1a. An EPOC-PR shall be addressed
directly and simultaneously

Rapporteur proposal 14/04/2021:

[to be discussed later]
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Article 10(-1a), paragraph 1, point a

(a) to the main establishment of the service
provider or, where applicable, where its
legal representative is established; and

Rapporteur proposal 14/04/2021:

[to be discussed later]

(b) to the executing authority.

Rapporteur proposal 14/04/2021:

[to be discussed later]

The simultaneous information of the
executing authority shall not have a
suspensive effect on the obligations of the
service provider as referred to in
paragraph 1.

Rapporteur proposal 14/04/2021:

[to be discussed later]

1. Upon receipt of the EPOC-PR, the
service provider shall act expeditiously to
preserve the data requested. The
preservation shall cease after 60 days,
unless the issuing authority confirms that
the subsequent request for production has
been launched. The EPOC-PR can be
extended by additional 30 days, only when
necessary to allow further assessment of
the relevance of the data.

1. Upon receipt of the EPOC-PR, the
addressee shall, without undue delay,
preserve the data requested. The
preservation shall cease after 60 days,
unless the issuing authority confirms that
the subsequent request for production has
been launched.

General provisional agreement 4th
political trilogue 09/07/2021:

1. Upon receipt of the EPOC-PR, the
[addressee/service provider] shall, without
undue delay, preserve the data requested.
The preservation shall cease after 60 days,
unless the issuing authority confirms that
the subsequent request for production has
been issued, using the form set out in Annex
IV. Within the 60 days, the issuing authority
can extend the duration of the preservation
by an additional 30 days, where necessary,

286

Article 10(-1a), paragraph 1, point b

287

Article 10(-1a), paragraph 2

288

Article 10(1)

289 1. Upon receipt of the EPOC-PR, the
addressee shall, without undue delay,
preserve the data requested. The
preservation shall cease after 60 days,
unless the issuing authority confirms that
the subsequent request for production has
been launched.
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to allow for the issuing of the subsequent
request for production, using the form set
out in Annex IV.

Article 10(2)

290

2. If the issuing authority confirms within
the time period set out in paragraph 1 that
the subsequent request for production has
been launched, the addressee shall preserve
the data as long as necessary to produce the
data once the subsequent request for
production is served.

2. Where the issuing authority submits the
subsequent European Production Order
within the deadline referred to in
paragraph 1, the service provider shall
preserve the data as long as necessary for
the execution of that European Production
Order pursuant to Articles 8a or 9.

2. If the issuing authority confirms within
the time period set out in paragraph 1 that
the subsequent request for production has
been launched, the addressee shall preserve
the data as long as necessary to produce the
data once the subsequent request for
production is served.

General provisional agreement 4th
political trilogue 09/07/2021:

2. Where within the time period set out in
paragraph 1 the issuing authority confirms
that the subsequent request for production
has been issued, the [addressee/service
provider] shall preserve the data as long as
necessary to produce the data once the
subsequent request for production is served.

+ Recital

(42) Upon receipt of a European
Preservation Order Certificate (‘EPOC-
PR”), the service provider should preserve
the requested data for a maximum of 60
days unless the issuing authority confirms
that a subsequent request for production has
been issued, in which case the preservation
should be continued. The issuing authority
can extend the duration of the preservation
by an additional 30 days, where necessary to
allow for the issuing of the subsequent
request for production, using the form set
out in Annex IV. Where the issuing
authority confirms within the relevant
deadline that a subsequent request for
production has been issued at its level, the
service provider should preserve the data as
long as necessary to produce the data once
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the subsequent request for production is
served. Such a confirmation must be sent to
the service provider [and the executing
authority] within the relevant deadline, in
one of the official languages of the Member
State where the service provider or its legal
representative is located [and of the
executing State] or any other language
accepted by the addressee[s]. using the form
set out in Annex IV. To prevent the
preservation from ceasing it is sufficient that
the formal step of issuing the underlying
production request has been taken and the
confirmation sent by the competent issuing
authority; further required formalities for the
transmission such as the translation of
documents do not need to be completed at
this point of time.

Article 10(3)

291

3. If the preservation is no longer necessary,
the issuing authority shall inform the
addressee without undue delay.

3. Where the preservation is no longer
necessary, the issuing authority shall inform
the addressees without undue delay and the
preservation shall cease immediately.

3. If the preservation is no longer necessary,
the issuing authority shall inform the
addressee without undue delay.

General provisional agreement 3" political
trilogue 20/05/2021:

3. Where the preservation is no longer
necessary, the issuing authority shall inform
the [addressee/service provider] without
undue delay and the preservation for the
purpose of the relevant Order shall cease.

+ Respective adaptation in recital 42 (line
80)
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Article 10(4)

292 4. If the addressee cannot comply with its 4. Where the EPOC-PR is incomplete, 4. If the addressee cannot comply with its General provisional agreement 3" political
obligation because the Certificate is contains manifest errors, in form or obligation because the Certificate is trilogue 20/05/2021:
incomplete, contains manifest errors or does | content, or does not contain sufficient incomplete, contains manifest errors or does
not contain sufficient information to information to execute the EPOC-PR, the not contain sufficient information to 4. Where the [addressee/service provider]
execute the EPOC-PR, the addressee shall service provider shall inform the issuing execute the EPOC-PR, the addressee shall cannot comply with its obligation because
inform the issuing authority set out in the authority as well as the executing authority | inform the issuing authority set out in the the Certificate is incomplete, contains
EPOC-PR without undue delay and ask for | referred fo in the EPOC-PR without undue | EPOC-PR without undue delay and ask for | manifest errors or does not contain
clarification, using the Form set out in delay and ask for clarification or, where clarification, using the Form set out in sufficient information to execute the EPOC-
Annex ITI. The issuing authority shall react | necessary, correction from the issuing Annex ITI. The issuing authority shall react | PR, the [addressee/service provider] shall
expeditiously and within 5 days at the authority, using the Form set out in Annex | expeditiously and within 5 days at the latest. | inform the issuing authority [as well as the
latest. The addressee shall ensure that on its | III. The issuing authority shall react The addressee shall ensure that on its side executing authority] set out in the EPOC-
side the needed clarification can be received | expeditiously and within 5 days at the latest. | the needed clarification can be received in PR without undue delay and ask for
in order to fulfil its obligation set out in The addressees shall ensure that the needed | order to fulfil its obligation set out in clarification using the Form set out in
paragraph 1. clarification can be received in order, for paragraph 1. Annex III. The issuing authority shall react
the service provider, to fulfil its obligations expeditiously and within 5 days at the latest.
set out in paragraphs 1, 2 and 3. In the The [addressee/service provider] shall
absence of a reaction from the issuing ensure that the needed clarification or any
authority, the order shall be considered correction provided Dy the issuing
null and void. authority can be received in order, for the
[addressee/service provider], to fulfil its
obligations set out in paragraphs 1, 2 and 3.
In the absence of a reaction from the
issuing authority, the service provider shall
be exempt from the obligations under
paragraphs 1 and 2.
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Article 10(5)

293 5. If the addressee cannot comply with its 5. Where the service provider cannot 5. If the addressee cannot comply with its General provisional agreement 3rd
obligation because of force majeure, or of comply with its obligations because of force | obligation because efforce-majeure or of de | political trilogue 20/05/2021:
de facto impossibility not attributable to the | majeure, or of de facto impossibility due to | facto impossibility due to circumstances
addressee or, if different, the service circumstances not attributable to the not created by the addressee or the 5. Where the [addressee/service provider]
provider, notably because the person whose | service provider, notably because the person | service provider at the time the order cannot comply with its obligations because
data is sought is not their customer, or the whose data is sought is not their customer, was received not-attributableto-the of de facto impossibility due to
data has been deleted before receiving the or the data has been deleted before addressee-or—i-different—theservice circumstances not attributable to the
Order, it shall contact the issuing authority | receiving the EPOC-PR, the service provider—notably because-the persen-whese | [addressee/service provider). the
set out in the EPOC-PR without undue provider shall contact the issuing authority | datads-seughtis-nottheircustomer—orthe [addressee/service provider] shall inform
delay explaining the reasons, using the as well as the executing authority referred | datahasbeen-deleted-beforereceivingthe the issuing authority [as well as the
Form set out in Annex III. If these to in the EPOC-PR without undue delay Ogsder—it the addressee shall contact executing authority referred to] in the
conditions are fulfilled, the issuing explaining the reasons, using the Form set inform the issuing authority set out in the EPOC-PR without undue delay explaining
authority shall withdraw the EPOC-PR. out in Annex III. Where the relevant EPOC-PR without undue delay explaining the reasons, using the Form set out in Annex
conditions are fulfilled, the issuing authority | the reasons, using the Form set out in III. Where these conditions are fulfilled, the
shall withdraw the EPOC-PR and inform Annex ITl-H+these-conditions-are-fulfilled: | issuing authority shall inform the
the addressees of its decision. the o andbonnchalluadideau the [addressees] that the EPOC-PR does no
EROCRE longer need to be executed.
+ Shifting the deleted examples proposed
by the PCY and the fto the respective recital
41a or 42a, line 79 or 81:
“due to circumstances not created by the
addressee or the service provider at the time
the order was received”
“notably because the person whose data is
sought is not their customer. or the data has
been deleted before receiving the EPOC-
PR”
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Article 10(6), paragraph 1

294

6. In all cases where the addressee does not
preserve the requested information, for
other reasons listed in the Form of Annex
II1, the addressee shall inform the issuing
authority without undue delay of the
reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the justification
provided by the service provider.

6. In all cases where the service provider
does not preserve the requested information,
for other reasons listed in the Form of
Annex 111, including for technical or
operational ones, the service provider shall
inform the issuing authority as well as the
executing authority referred to in the
EPOC-PR without undue delay of the
reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the justification
provided by the service provider.

6. In all cases where the addressee does not
preserve the requested information, for
other reasons kisted-in-the FormofAnnex
HE, the addressee shall inform the issuing
authority without undue delay of the
reasons for this in the Form set out in
Annex III. The issuing authority shall
review the Order in light of the justification
provided by the service provider.

Rapporteur proposal 14/04/2021:

[to be discussed later]

Article 10(6), paragraph 2

295

In case the service provider considers that
the EPOC-PR cannot be executed because
based on the sole information contained in
the EPOC-PR it is apparent that it is
manifestly abusive or that it exceeds the
purpose of the order, the service provider
shall also send the Form in Annex III fo
the issuing authority as well as to the
executing authority referred to in the
EPOC-PR. In such cases the competent
executing authority may seek clarifications
Jrom the issuing authority on the
European Preservation Order, either
directly or via Eurojust or the European
Judicial Network in criminal matters. The
issuing authority shall react expeditiously
and within 5 days at the latest. The
deadline set out in paragraph 1 shall not
apply until the clarification is provided. In
the absence of a reaction from the issuing
authority, the order shall be considered
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null and void.

Article 10a (new)

206 Article 10a
Grounds for non-recognition or non-
execution
Article 10a(1)
297 1. Without prejudice to Article 1(2), where

the EPOC is assessed by the executing
authority, the EPOC shall be refused,
where:

Article 10a(1), point a

298

(a) the conditions for issuing a European
Production Order as laid down in Article 5
of this Regulation are not fulfilled;

Article 10a(1), point b

299

(b) the execution of the European
Production Order would be contrary to the
principle of ne bis in idem;

Article 10a(1), point c

300

(c) there are substantial grounds to believe
that the execution of the European
Production Order would be incompatible
with Member State's obligations in
accordance with Article 6 TEU and the
Charter; or

Article 10a(1), pointd
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301

(d) there is an immunity, a privilege or
rules on determination and limitation of
criminal liability relating to freedom of the
press and freedom of expression in other
media under the law of the executing
State, which makes it impossible to execute
the European Production Order;

Article 10a(2)

302

2. In addition to paragraph 1, an EPOC
Jor traffic and content data may be refused
Dy the executing authority, where:

Article 10a(2), point a

303

(a) the execution of the European
Production Order would harm essential
national security interests, jeopardise the
source of the information or involve the
use of classified information relating to
specific intelligence activities;

Article 10a(2), point b

304

(b) the European Production Order relates
to a criminal offence which is alleged to
have been committed outside the territory
of the issuing State and wholly or partially
on the territory of the executing State, and
the conduct for which the EPOC was
issued does not constitute a criminal
offence under the law of the executing
State;
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Article 10a(2), point c

305

(c) the conduct for which the EPOC has
been issued does not constitute an offence
under the law of the executing State,
unless it concerns an offence listed within
the categories of offences set out in Annex
IlTa, as indicated by the issuing authority
in the EPOG, if it is punishable in the
issuing State Dy a custodial sentence or a
detention order for a maximum period of
at least three years;

Article 10a(2), pointd

306

(d) the execution of the European
Production Order is restricted under the
law of the executing State to a list or
category of offences or to offences
punishable Dy a higher threshold; or

Article 10a(2), point e

307

(e) compliance with the European
Production Order would conflict with
applicable laws of a third country that
prohibits disclosure of the data concerned.

6487/22
ANNEXE

JAIL2

MCMsl
LIMITE

141
FR/EN




Article 10a(3)

308 3. Point (e) of paragraph 2 shall be applied
according to the procedure set out in
Article 14a.

Article 10a(4)

309 4. Where the European Production Order

concerns an offence in connection with
taxes or duties, customs and exchange, the
executing authority shall not refuse
recognition or execution on the ground
that the law of the executing State does not
impose the same kind of tax or duty or
does not contain a tax, duty, customs and
exchange regulation of the same kind as
the law of the issuing State.

Article 10a(5)

310

5. In the cases referred to in paragraphs 1
and 2 of this Article, before deciding not to
recognise or not to execute a European
Production Order, either in whole or in
part, the executing authority shall consult
the issuing authority, by any appropriate
means, and shall, where appropriate,
request the issuing authority to supply any
necessary information without delay.
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Article 10a(6)

311

6. In the case referred to in point (d) of
paragraph 1 and where power fo waive the
privilege or immunity lies with an
authority of the executing State, the
executing authority shall request it fo
exercise that power forthwith. Where
power to waive the privilege or immunity
lies with an authority of another State or
international organisation, it shall be for
the issuing authority to request the
authority concerned to exercise that power.

Article 10a(7)

312 7. The executing authority shall inform the
issuing authority about the use of any of
the grounds for non-recognition or non-
execution as listed in paragraphs 1 and 2
of this Article, Dy using the form set out in
Annex III.

Article 11

313 Article 11 Confidentiality and user Article 11 Article 11 Confidentiality and user

information User information and confidentiality information

Article 11(1)

314 1. Addressees and, if different, service 1. The service provider shall inform the 1. Addressees and, if different, service
providers shall take the necessary measures | person whose data is being sought without | providers shall take the necessary measures
to ensure the confidentiality of the EPOC or | undue delay. The service provider shall to ensure the confidentiality of the EPOC or
the EPOC-PR and of the data produced or take the necessary state-of-the-art the EPOC-PR and of the data produced or
preserved and where requested by the operational and technical measures to preserved and whererequested-by-the
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issuing authority. shall refrain from
informing the person whose data is being
sought in order not to obstruct the relevant
criminal proceedings.

ensure the confidentiality, secrecy and
integrity of the EPOC or the EPOC-PR and
of the data produced or preserved.

issuing-autheritys shall refrain from

informing the person whose data is being
sought in order to avoid sette obstructing
the relevant criminal proceedings. They
shall only inform the person whose data
is are being sought if explicitly requested
by the issuing authority. In this case the
issuing authority shall also provide
information pursuant to paragraph 4 of
this Article to the addressee or, if
different, to the service provider.

Article 11(1a)

315

la. As long as necessary and
proportionate, in order not to obstruct the
relevant criminal proceedings or in order
to protect the fundamental rights of
another person, the issuing authority,
taking into due account the impact of the
measure on the fundamental rights of the
person whose data is sought, may request
the service provider to refrain from
informing the person whose data is being
sought, based on a judicial order. Such an
order shall be duly justified, specify the
duration of the obligation of
confidentiality and shall be subject to
periodic review.

Article 11(2)

316

2. Where the issuing authority requested the
addressee to refrain from informing the
person whose data is being sought, the
issuing authority shall inform the person
whose data is being sought by the EPOC
without undue delay about the data

2. Where the issuing authority requested the
addressees to refrain from informing the
person whose data is being sought, based
on a judicial order, the issuing authority
shall inform the person whose data is being
sought by the EPOC or the EPOC-PR

2.Where the issuing authority did not
requested-the-addressee-torefrain-from-the
service provider to informing the person
whose data were being-sought in
accordance with paragraph 1, the issuing
authority shall inform thise person whese
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production. This information may be
delayed as long as necessary and
proportionate to avoid obstructing the
relevant criminal proceedings.

without undue delay about the data
production or preservation. This
information may be delayed as long as
necessary and proportionate to avoid
obstructing the relevant criminal
proceedings, faking into account the rights
of the suspected and accused person and
without prejudice to defense rights and
effective legal remedies.

taiobel S o
undue-delay-abeut-the-data-production.
Thess issuing authority may delay
informing the person whose data were
sought as long as it constitutes a
necessary and proportionate measure
lonsasneeessary-and-propertionsate to
avoid obstructing the+eleyant criminal
proceedings. Infermation-about-available

Article 11(3)

317 3. When informing the person, the issuing
authority shall include information about
any available remedies as referred to in
Article 17.

3. When informing the person, the issuing
authority shall include information about
any available remedies as referred to in
Article 17.

3. The issuing authority may abstain
from informing the person whose
subscriber or access data was sought
where necessary and proportionate to
protect the fundamental rights and
legitimate interests of another person,
and in particular where these rights and
interests outweigh the interest to be
informed of the person whose data were
sought When-informins-the-person—the
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Article 11(4)

318 4. Information about available remedies
pursuant to Article 17 shall be included.
Article 11a
319 Article 11a
Limitations to the use of information
obtained

Article 11a, paragraph 1

Electronic information obtained in

320 accordance with this Regulation shall not
be used for the purpose of proceedings
other than those for which it was obtained
in accordance with this Regulation, except
Jor where there is an imminent threat fo
the life or physical integrity of a person.

Article 11b

321 Article 11b

Erasure of electronic information

Article 11b(1)

322 1. Electronic information that has been
gathered in breach of this Regulation shall
be erased without undue delay.
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Article 11b(2)

323

2. Electronic information that is no longer
necessary for all phases of the proceeding
Jor which it was produced or preserved,
including possible appeals, shall be erased
without undue delay, unless this would
affect the defence rights of the suspected
or accused person. Periodic reviews for the
need of the storage of the electronic
information shall be established.

Article 11b(3)

324 3. The person whose data was sought shall
be informed about the erasure without
undue delay.

Article 11c

325 Article 11c

Admissibility of electronic information in
court proceedings

Article 11c, paragraph 1

326

Electronic information that has been
obtained in breach of this Regulation,
including where the criteria laid down in
this Regulation are not fulfilled, shall not
be admissible before a court. Where
electronic information has been obtained

6487/22
ANNEXE

JAIL2

MCMsl
LIMITE

147
FR/EN




before a ground for non-recognition listed
in Article 10a (new) has been invoked, it
neither shall be admissible before a court.
Article 12
327 Article 12
Reimbursement of costs
Article 12, paragraph 1
The service provider may claim Where so claimed by the service The service provider may claim
328 . . . . . . . .
reimbursement of their costs by the issuing | provider, the issuing State shall reimbursement of their costs by the issuing
State, if this is provided by the national law | reimburse the justified costs borne by t/e | State, if this is provided by the national law
of the issuing State for domestic orders in service provider and related to the of the issuing State for domestic orders in
similar situations, in accordance with these | execution of the European Production similar situations, in accordance with these
national provisions. Order or the European Preservation national provisions. Member States shall
Order. For practical reasons, the service inform the Commission about rules for
provider may claim reimbursement of the reimbursement who shall make them
costs by the executing State. Where the public.
service provider chooses the executing
State, the issuing State shall reimburse
the executing State for these costs.
Member States shall inform the
Commission on the rules for
reimbursement, which the Commission
shall make public.
Article 12a
329 Article 12a +$-Ensuiinepriviteses-aid
i . e T ] ! o
State Limitations to the use of data
obtained
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Article 12a(1)

330

1.-X In case the person whose data are
sought is not residing on the territory of
the issuing State, and transactional or
content data has been obtained by the
European Production Order and the issuing
authority receives information that these
data it is are protected by privileges or
immunities granted under the law of the
Member enforcing State efthe-addressee,
or is subject, in the enforcing State, to
rules on determination and limitation of
criminal liability relating to freedom of
press and freedom of expression in other
media. or #mpact—fundamental interects
ofthatMemberState if invoked by that
Member State, disclosure of these data
would impact its fundamental interests
such as national security and defense, the
coust the competent authorities in the
issuing State shall ensure during the
criminal proceedings forwhich-the-Order
was-issued that these grounds are taken into
account in the same way as if they were
provided for under their national law when
the-aridenceconcerted—Thecoust The
competent authorities may consult the
authorities of the relevant Member State,
the European Judicial Network in criminal
matters or Eurojust.

Article 12a(2)
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331

2. Where power to waive the privilege or
immunity lies with an authority of the
enforcing State, the competent authority
in the issuing State may request the
enforcing or notified authority to contact
the competent authority of the enforcing
State to request it to exercise its power
forthwith. Where power to waive the
privilege or immunity lies with an
authority of another Member State or a
third country or with an international
organisation, the competent authority in
the issuing State may request the
authority concerned to exercise that
power.

Article 12b

332

Article 12b

Speciality principle

Article 12b(1)

333

1. Electronic evidence shall not be used
for the purpose of proceedings other than
those for which it was obtained in
accordance with this Regulation, except:

Article 12b(1), point a

334

a) for the purpose of proceedings for
which a European Production Order
could have been issued in accordance
with Article 5(3) and (4); or
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Article 12b(1), point b

335 b) for preventing an immediate and
serious threat to public security of the
issuing State or its essential interests;

Article 12b(2)

336 2. Electronic evidence obtained in

accordance with this Regulation may
only be transmitted to another Member
State:

Article 12b(2), point a

337

a) for the purpose of proceedings for
which a European Production Order
could have been issued in accordance
with Article 5(3) and (4); or

Article 12b(2), point b

338

b) for preventing an immediate and
serious threat to public security of that
Member State or its essential interests.

Article 12b(3)

339

3. Electronic evidence obtained in
accordance with this Regulation may
only be transferred to a third country or

to an international organisation pursuant

to conditions of paragraph 2, points a)
and b) of this Article and Chapter V of
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the Directive (EU) 2016/680.

Chapter|

340

Chapter III: Sanctions and enforcement

Chapter III: Sanctions, review procedure
and remedies

Chapter III: Sanctions and enforcement

Article 13
341 Article 13 Sanctions
Article 13, paragraph 1

342

Without prejudice to national laws which
provide for the imposition of criminal
sanctions, Member States shall lay down
the rules on pecuniary sanctions applicable
to infringements of the obligations pursuant
to Articles 9, 10 and 11 of this Regulation
and shall take all necessary measures to
ensure that they are implemented. The
pecuniary sanctions provided for shall be
effective, proportionate and dissuasive.
Member States shall, without delay, notify
the Commission of those rules and of those
measures and shall notify it. without delay,
of any subsequent amendment affecting
them.

1.Member States shall lay down the rules on
sanctions applicable to infringements of the
obligations pursuant to Articles 8a, 9, 10
and 11 of this Regulation as regards to the
service providers on their territory and
shall take all necessary measures to ensure
that they are implemented. The sanctions
provided for by national laws of the
Member States shall be effective,
proportionate and dissuasive. Member
States shall, without delay, notify the
Commission of those rules and of those
measures and shall notify it, without delay,
of any subsequent amendment affecting
them.

Without prejudice to national laws which
provide for the imposition of criminal
sanctions, Member States shall lay down
the rules on pecuniary sanctions applicable
to infringements of the obligations pursuant
to Articles 9, 10 and 11 (1) of this
Regulation and shall take all necessary
measures to ensure that they are
implemented. Member States shall, without
delay, notify the Commission of those rules
and of those measures and shall notify it,
without delay, of any subsequent
amendment affecting them.

The Member States shall ensure that
pecuniary sanctions provided for shall-be
are effective, proportionate and dissuasive.

Member States shall ensure that
pecuniary sanctions of up to 2% of the
total worldwide annual turnover of the
service provider’s preceding financial
year can be imposed.
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Article 13(1a)

343 la. Without prejudice to data protection
obligations, service providers shall not be
held liable in Member States for the
consequences resulting from compliance
with an EPOC or an EPOC-PR.
Article 14
344 Article 14 Procedure for enforcement
Article 14(1)
345 1. If the addressee does not comply with an | 1. Where the service provider does not 1. If the addressee does not comply with an

EPOC within the deadline or with an
EPOC-PR, without providing reasons
accepted by the issuing authority, the
issuing authority may transfer to the
competent authority in the enforcing State
the European Production Order with the
EPOC or the European Preservation Order
with the EPOC-PR as well as the Form set
out in Annex III filled out by the addressee
and any other relevant document with a
view to its enforcement by any means
capable of producing a written record under
conditions allowing the enforcing authority
to establish authenticity. To this end, the
issuing authority shall translate the Order,
the Form and any other accompanying
documents into one of the official
languages of this Member State and shall
inform the addressee of the transfer.

comply with an EPOC within the deadline
or with an EPOC-PR, without providing
reasons and where the executing authority
has not invoked any of the grounds for
non-recognition or non-execution as
provided for in Article 10a, the issuing
authority may request the competent
authority in the executing State to enforce
the European Production Order or the
European Preservation Order.

EPOC within the deadline or with an
EPOC-PR, without providing reasons
accepted by the issuing authority, the
issuing authority may transfer to the
competent authority in the enforcing State
the European Production Order with the
EPOC or the European Preservation Order
with the EPOC-PR as well as the Form set
out in Annex III filled out by the addressee
and any other relevant document with a
view to its enforcement by any means
capable of producing a written record under
conditions allowing the enforcing authority
to establish authenticity. To this end, the
issuing authority shall translate the Order,
the Form and any other accompanying
documents into one of the effietal languages
of accepted by this Member State and shall
inform the addressee of the transfer.
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Article 14(2)

346 2. Upon receipt, the enforcing authority S porrreceipitiectorettsnttiorts 2. Upon receipt, the enforcing authority
shall without further formalities recognise a | shall-witheutfartherformnlitiesreeognisea | shall without further formalities recognise
European Production Order or European EuropeanProduction-Orderor Eurepeas and take the necessary measures for
Preservation Order transmitted in Preservation-Order-transmittedin enforcement of
accordance with paragraph 1 and shall take | seeerdaneewith-parasraphtandshalltalke | (a) a European Production Order unless the
the necessary measures for its enforcement, | the-neeessarymeasuresforits-enforeement: | enforcing authority considers that one of
unless the enforcing authority considers that | aaless-the-enforeinsautherityconsidersthat | the grounds provided for in paragraph 4
one of the grounds provided for in ene-of thesroundsprovided-forin apply, or
paragraphs 4 or 5 apply or that the data parasraphs<4-or-S-apply-or-thatthe-data (b) a European Preservation Order
concerned is protected by an immunity or conecerned-is-protected-by-antmmunityof transmitted-in-necordancewith-parasrapht
privilege under its national law or its privilese-underits-nationaH-law-orits srtchtaH-tedee e pece it thes-tre—tor
disclosure may impact its fundamental chelortrepaspaet—tandnttenint enfereesent, unless the enforcing authority
interests such as national security and interestssuch-asnational seenrityand considers that one of the grounds provided
defence. The enforcing authority shall take | deferee—The-enforeingautherityshalltake | for in paragraph 4-e+ 5 apply erthat-the-data
the decision to recognise the Order without | the-deeisionto-recosnisethe Orderwwithout | concernedisprotected-by-animmunityof
undue delay and no later than 5 working undue-delay-and-ne-laterthanS—werline pirriese-underHs-nationa-law-orits
days after the receipt of the Order. daysafter-the receipt-of the Order diselosure-may-impaet-itsfandamental

defenee-

The enforcing authority shall take the
decision to recognise the Order without
undue delay and no later than 5 working
days after the receipt of the Order.

Article 14(2a)

347 2a. Article 5(8) shall apply mutatis

mutandis.

Article 14(3)

348 3. Where the enforcing authority recognises | 3. The executing authority it shall formally | 3. Where the enforcing authority recognises
the Order, it shall formally require the require the service provider to comply with | the Order, it shall formally require the
addressee to comply with the relevant the relevant obligation, informing the addressee to comply with the relevant
obligation, informing the addressee of the service provider of the possibility to oppose | obligation, informing the addressee of the
possibility to oppose the enforcement by the execution by invoking the grounds possibility to oppose the enforcement by
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invoking the grounds listed in paragraphs 4
or 5. as well as the applicable sanctions in
case of non-compliance, and set a deadline
for compliance or opposition.

listed in Articles 8a, 9 and 10, as well as the
applicable sanctions in case of non-
compliance, and set a deadline for
compliance or opposition.

invoking the grounds listed in paragraphs 4
point (a) to (e) or paragraph 5, as well as
the applicable sanctions in case of non-
compliance, and set a deadline for
compliance or opposition.

Article 14(4)

349 4. The addressee may only oppose the 4—The-addressee-may-onlyoppese-the 4. Fhe-addressee-may-ontyoppese-the
enforcement of the European Production enforeement-of the EuropeanProduction Recognition or enforcement of the
Order on the basis of the following Order-on-the-basis-of the foellowinssreunds: | European Production Order may only be
grounds: denied on the basis of the following

grounds:

Article 14(4), point a

350 a) the European Production Order has not atthe European Rroduction Ordes has ot a) the European Production Order has not
been issued or validated by an issuing beenicinedorsalidated by aniccuine been issued or validated by an issuing
authority as provided for in Article 4; anthersaprastdedtormoheletr authority as provided for in Article 4;

Article 14(4), point b

351 b) the European Production Order has not b)-the EurepeanProduction-Orderhasnet b) the European Production Order has not
been issued for an offence provided for by | beenissuedforan-offenceprovidedforby been issued for as offence provided for by
Article 5(4); Avtiele-S(4): Article 5(4);

Article 14(4), point ¢

352 c) the addressee could not comply with the | e}the-addresseecouldnotecomplywith-the | c) the addressee could not comply with the
EPOC because of de facto impossibility or | EROC because-of de-factoimpeossibilityer | EPOC because of de facto impossibility e
force majeure, or because the EPOC force-majeureor because-the EROC force-majeure, or because the EPOC
contains manifest errors; ORI AR eREO contains manifest errors;
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Article 14(4), point d

353

d) the European Production Order does not
concern data stored by or on behalf of the
service provider at the time of receipt of
EPOC:;

d) the European Production Order does not
concern data stored by or on behalf of the
service provider at the time of receipt of
EPOC;

Article 14(4), point e

354

e) the service is not covered by this
Regulation;

e) the service is not covered by this
Regulation;

Article 14(4), point f

355 f) based on the sole information contained H-based-on-thesele-information-contained f) based-en-thesele-informnation—contained
in the EPOC, it is apparent that it e FROC - apparent thatmantfesty | mrthe FROC Happarent thattmanfests
manifestly violates the Charter or that it is wrofatethe Charterorthat i Hmanitests sodarethe Charterorthattrmanitestds
manifestly abusive. e abusive one of the grounds referred to in
Article 12a (1) apply.
Article 14(5)
356 5. The addressee may only oppose the 5—TFhe-nddressee-may-only-oppese-the 5.
enforcement of the European Preservation crforcementot the-FuropeanPreservation Recognition or enforcement of the
Order on the basis of the following Osrderon-the-basis-ofthe-followingareunds: | European Preservation Order may only be
grounds: denied on the basis of the following
grounds:
Article 14(5), point a
357 a) the European Preservation Order has not | a)ythe EuropeanPreservation-Orderhasnet | a) the European Preservation Order has not
been issued or validated by an issuing beenrissued-orvalidated by-anissuings been issued or validated by an issuing
authority as specified in Article 4; antheritrasspeetfiedinAstiele 4+ authority as specified in Article 4;
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Article 14(5), point b

358

b) the service provider could not comply
with the EPOC-PR because of de facto
impossibility or force majeure, or because
the EPOC-PR contains manifest errors;

b) the service provider could not comply
with the EPOC-PR because of de facto

impossibility erferee-matenre—or because

the EPOC-PR contains manifest errors;

Article 14(5), point c

359 c) the European Preservation Order does erthe-European-Preservation-Orderdeessnet | c) the European Preservation Order does not
not concern data stored by or on behalf of concemn-datactored- by oron behalf of the concern data stored by or on behalf of the
the service provider at the time of the service providerat the imeof tha EROC service provider at the time of the EPOC-
EPOC-PR; PR: PR;

Article 14(5), point d

360 d) the service is not covered by the scope of | d)-theservieeisnoteovered-bytheseopeof | d) the service is not covered by the scope of
the present Regulation; the-present Regulation: the present Regulation;

Article 14(5), point e

361 e) based on the sole information contained at-basad-onthe celemtormation-contamned 2+based-onthe sole-mformation contamned
in the EPOC-PR, it is apparent that the iir-the EROC PR it is-apparent-that the in-the ERPOC PR itis-apparent- that the
EPOC-PR manifestly violates the Charter EROC PR manifectyiolatec the Charter or | EROC PR manifectdy viclatec the Chaster or
or is manifestly abusive. i-manifectly abucive. manifectly abucive.

Article 14(6)

362 6. In case of an objection by the addressee, | 6. In case of an objection by the service 6. In case of an objection by the addressee
the enforcing authority shall decide whether | provider, the executing authority shall pursuant to paragraphs 4 point (a) to (e)
to enforce the Order on the basis of the decide whether to enforce or nof to and S, the enforcing authority shall decide
information provided by the addressee and, | recognise the Order on the basis of the whether to enforce the Order on the basis of
if necessary, supplementary information information provided by the service the information provided by the addressee
obtained from the issuing authority in provider and, if necessary, supplementary and, if necessary, supplementary
accordance with paragraph 7. information obtained from the issuing information obtained from the issuing

authority. The executing authority shall authority in accordance with paragraph 7.

notify its decision without undue delay to
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the service provider and the issuing
authority.

Article 14(7)

363 7. Before deciding not to recognise or FBefore-deeidinsnot-to-recogniseof 7. Before deciding not to recognise or
enforce the Order in accordance with enforee-the-Orderin-aecordaneewith enforce the Order in accordance with
paragraph 2 and 6, the enforcing authority parasraph2-and-6-the-enforeinsautherity paragraph 2 and 6, the enforcing authority
shall consult the issuing authority by any shall-eonsult-the-issuingautherityby-any shall consult the issuing authority by any
appropriate means. Where appropriate, it appropriate-means—Where-appropriateit appropriate means. Where appropriate, it
shall request further information from the shall-requestfurtherinformationfromthe shall request further information from the
issuing authority. The issuing authority issuine-autherity—The-issuins-authority issuing authority. The issuing authority
shall reply to any such request within 5 shallreply-to-anysuchrequestwithin S shall reply to any such request within 5
working days. worksine-days- working days.

Article 14(8)

364 8. All decisions shall be notified s—rHdeciqenachall-benontied 8. All decisions shall be notified
immediately to the issuing authority and to | immediatelyto-theissuingautherityandte | immediately to the issuing authority and to
the addressee by any means capable of theaddreccaabs anrmeanc capable ot the addressee by any means capable of
producing a written record. producmeatenracord- producing a written record.

Article 14(9)

365 9. If the enforcing authority obtains the data | 9. If the executing authority obtains the data | 9. If the enforcing authority obtains the data

from the addressee, it shall transmit it to the
issuing authority within 2 working days,
unless the data concerned is protected by an
immunity or privilege under its own
domestic law or it impacts its fundamental
interests such as national security and
defence. In such case, it shall inform the
issuing authority of the reasons for not
transmitting the data.

from the service provider, it shall transmit it
to the issuing authority without undue
delay.

from the addressee, it shall transmit it to the
issuing authority within 2 working days,
unless the data concerned is protected by an
immunity or privilege or by rules on
determination and limitation of criminal
liability relating to freedom of press and
freedom of expression in other media
under its own domestic law or it impacts its
fundamental interests such as national
security and defence. In such case, it shall
inform the issuing authority of the reasons
for not transmitting the data.
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Article 14(10)

366 10. In case the addressee does not comply 10. In case the service provider does not 10. In case the addressee does not comply
with its obligations under a recognised comply with its obligations , the executing | with its obligations under a recognised
Order whose enforceability has been authority shall impose a sanction in Order whose enforceability has been
confirmed by the enforcing authority, that accordance with Arficle 13. An effective confirmed by the enforcing authority, that
authority shall impose a pecuniary sanction | judicial remedy shall be available against authority shall impose a pecuniary sanction
in accordance with its national law. An the decision to impose a fine in accordance with its national law. An
effective judicial remedy shall be available effective judicial remedy shall be available
against the decision to impose a fine. against the decision to impose a fine.
Chapter IV
367 Chapter 4: Remedies Chapter4:Remedies Chapter 4: Remedies
Article 14a
368 Article 14a
Review procedure in case of conflicting
obligations with third country law
Article 14a(1)
369 1. Where the service provider or the
executing authority considers that
compliance with the European Production
Order or the European Preservation Order
would conflict with applicable laws of a
third country prohibiting disclosure of the
data concerned, it shall inform the issuing
authority and the relevant addressees
without undue delay and at the latest
within 10 days from the receipt of the
order. In this case, execution of an order
shall be suspended.
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Article 14a(2)

370

2. Such notice shall include all relevant
details on the law of the third country, its
applicability to the case at hand and the
nature of the conflicting obligation.

Article 14a(3)

371

3. The competent authority of the issuing
State shall review the European
Production Order or the European
Preservation Order and inform the
addressees, within 10 days after receiving
the notice, on the basis of the following
criteria:

Article 14a(3), point a

372

a) the interests protected by the relevant
law of the third country, including
Jundamental rights as well as other
interests preventing disclosure of the data,
in particular national security interests of
the third country;

Article 14a(3), point b

373

D) the degree of connection of the criminal
case for which the Order was issued to the
Jjurisdiction of the issuing State and the
third country, as indicated inter alia by:

Article 14a(3), point b, item i

374

i) the location, nationality and residence of
the person whose data is being sought
and/or of the victim(s);
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Article 14a(3), point b, item ii

375

ii) the place where the criminal offence in
question was committed;

Article 14a(3), point c

376

c) the degree of connection between the
service provider and the third country in
question;

Article 14a(3), pointd

377

d) the interests of the issuing State in
obtaining the electronic information
concerned, based on the seriousness of the
offence and the importance of obtaining
the electronic information in an
expeditious manner;

Article 14a(3), point e

378

e) the possible consequences for the
addressees of complying with the
European Production Order or the
European Preservation Order, including
the sanctions that may be imposed against
the service providers under the law of the
third country.

Article 14a(4)

379 4. Within 10 days after receiving the
notice, the issuing authority shall
withdraw, uphold or adapt the Order
where necessary, fo give effect to these
criteria. To this end, the issuing authority
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shall request clarifications on the
applicable law from the competent
authority of the third country, in
compliance with Directive (EU) 2016/680,
to the extent that this does not obstruct the
deadlines provided for in this Regulation.
In the event of withdrawal, the issuing
authority shall immediately inform the
addressees of the withdrawal.

Article 14a(5)

380

5. Where the issuing authority decides to
uphold the Order, it shall inform the
addressees of its decision. While duly
taking into account the decision of the
issuing authority and afier also consulting
the competent authority of the third
country, in compliance with Directive (EU)
2016/680, to the extent that this does not
obstruct the deadlines provided for in this
Regulation, the executing authority shall
take a final decision based on the criteria
listed in paragraph 3, within 10 days after
receiving the decision of the issuing
authority, and inform the issuing
authority, the service provider and the
competent authority of the third country its
final decision.

Article 14a(6)

381

6. For the duration of the procedure
referred to in Article 14a , the service
provider shall preserve the data requested.

Article 15
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382 Article 15 Review procedure in case of Artiele LS Raviewprocedure-incase-of Artiele-I5-Review-procedurein-case-of
conflicting obligations based on eonflicting-obligationsbased-ow eonfticting-oblications-based-o
Jfundamental rights or fundamental interests | Fundamentalrichtsorfundamentalinterests | fundamentelrishtsorfundamentalinterests
of a third country ofctlird cowny: ofathird connny:

Article 15(1)

383 1. If the addressee considers that 1IHthe-addressec-considers-that +Hthe-addressee-considers-that
compliance with the European Production comphaneewith-the EnropeanProduction complianee—with-the EurepeanProduetion
Order would conflict with applicable laws Orderwould-confliet-with-appheabledaws Orderwould-confliet-with-applieabledaws
of a third country prohibiting disclosure of | efa-third-countryrprohibitinediselosureof | efathirdcountryprohibitinediselosureof
the data concerned on the grounds that this | the-data-concerned-onthesroundsthatthis | the-dataconcernedonthegroundsthat-this
is necessary to either protect the is-neeessary-to-either proteet-the i-neeessary-to-either proteet-the
fundamental rights of the individuals fundamentalrichts-of the-individuals fondamentalrights-of the-tndividuals
concerned or the fundamental interests of otteerredor-thefrttdarienteere~i—ot orreerted-or e tindktientt-itteretat
the third country related to national security | the-third-countryrelated-to-nationalseeusity | the-third-countryrelated-to-national-seetrity
or defence, it shall inform the issuing ot-detencett—het o thetrrtins ot-detereethttrtor-Het—ttts
authority of its reasons for not executing the | antheritreofitsreasonsfornotexecentingthe | auntheritrofitsreasensfornotexecentingthe
European Production Order in accordance EureopeanProduction-Orderin-necordanee EuropeanProduction-Orderin-aecordanee
with the procedure referred to in Article with-the-procedurereferred-tot-Artiele with-the-procedurereferred-to-inAvrtiele
9(5). 965> 95>

Article 15(2)

384 2. The reasoned objection shall include all 2 Thereasonedobiecuonchallmeludeall 2 Thereaconedobjecuonshallincludeall
relevant details on the law of the third ralerant deraskon the lauof the thisd relerant detaskonthe lan- of the thised
country, its applicability to the case at hand | countrz—its-applicabilityto-thecase-athand | country-its-applicabilibrto-the-case-athand
and the nature of the conflicting obligation. | and-thenature-oftheconflictingobligation- | andthenature-oftheconflictingobligation-
It cannot be based on the fact that similar Lcannorha bhacad onthefacrthatamilas Lcannorhebacad onthe facttharomular
provisions concerning the conditions, presiaeR-conceriinathacondinons— prOEeR-concerinathe-condiiona
formalities and procedures of issuing a formalitesand proceduresof cume a formalinecand procedurecoficiuing g
production order do not exist in the productonorderdonorastin the productenorderdenotemt i the
applicable law of the third country, nor on applicablelaw-ofthe-third countisrnoeron apphlicablelavw—ofthe-third countrz—neren
the only circumstance that the data is stored | the-enly-cirecumstance-thatthe-dataisstored | the-enlycircumstance-thatthe-datais-stored
in a third country. in-a-third-counte- in-a-thirdcounts

Article 15(3)
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385 3. The issuing authority shall review the 3—The-issuing-autheritrshall review-the 3—The-issuingautherityshall reviewthe
European Production Order on the basis of | EurepeanProductionOrderon-thebasisof | EuropeanProductionOrderon-thebasisof
the reasoned objection. If the issuing thereasened-objection—Ithe-issting the-reasened-objection—Ifthe-isstine
authority intends to uphold the European authentntendsrouphold the European authonsamrendirouphold the European
Production Order, it shall request a review ProductonOrderrchall pequactaverian: | RroducnonOrdarrchallregquestayaan:
by the competent court in its Member State. | by-the-competentcourtinitsMemberState: | by-thecompetent-courtinits MemberState-
The execution of the Order shall be The-execution-ofthe-Ordershall-be The executionofthe Ordey chall be
suspended pending completion of the suspended-pendins—ecompletionofthe suspended-pendinsecompletionofthe
review procedure. revievw-proecedure: FesraPracedtire
The competent court shall first assess Thecompeatenteaurchall ftaican
whether a conflict exists, based on an whetheracontheremcihacadanan MW | lict exicte L |
examination of whether examunation-ofwhether .. el ’

Article 15(3), point a
(a) the third country law applies based on ar-the-thrdcounteydewapplesbasedon r-theturdconntrrtavapphesbaredon

386 . . . . . i . : ;
the specific circumstances of the case in thespeeifie-eirenmstances-of the-easein thespeetfic-eireumstances-of theeasein
question and if so, question-and-ifse: question-and-ifso:

Article 15(3), point b

387 (b) the third country law, when applied to orthethadeomn s —whenappledto {b)-the-third country law—whenapplied-te
the specific circumstances of the case in thespeeifie-eirenmstances-of the-easein thespeetfic-eireumstances-of theeasein
question, prohibits disclosure of the data tteriotprohtbtidhelortreotthedais eaestion—prohibits-diselosure-of the-data
concerned. - -

Article 15(4)

388 4. In carrying out this assessment, the court | 4JIn-camrrngoutthic-assessment—thecourt | 4Incarrungoutthis-assessment—the-coust
should take into account whether the third shenldake o aecomniwchetherthathird shenkb ke pmtoscconnwhetherthetlied
country law, rather than being intended to country-law—ratherthan-beingintended-te country-lavw—ratherthan-beingintended-te
protect fundamental rights or fundamental protectfundamentalrights-orfundamental protectfundamentalrights-orfundamental
interests of the third country related to mterectof the third countv ralated 1o interests-ofthe-third countiyrelated-te
national security or defence, manifestly npatdenalrecunne o defencesnamfasds natonalrecunteor defancemanifectds
seeks to protect other interests or is being seekstoprotectotherinterestsoricbeaing sealks toprotectother interestsor i beina
aimed to shield illegal activities from law aimedtochieldillesal activttiec from law amnedtochield ilesal actvitiec fromlaw
enforcement requests in the context of enforcement regquestiin the context of enforcementrequectin the context of
criminal investigations. cammnalinvecdsatons SRHHRA TR HEA AN
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Article 15(5)

389 5. If the competent court finds that no S—Ithe-competent-court-finds-thatne S—Hthe-competentecourtfinds-thatne
relevant conflict within the meaning of relevant-confliet-within-the-meaningof relevant-eonfliet-within-the-meaninsof
paragraphs 1 and 4 exists, it shall uphold paraeraphtand—texmrtr—hatupheld parareraphtandtort—shelbupheld
the Order. If the competent court the-OrderIfthe-competentcourt-establishes | the-Order1the-competentcourtestablishes
establishes that a relevant conflict within that-arelevanteconthetwithinthe-meaning thatarelevantconflietwithin-the-meaning
the meaning of paragraphs 1 and 4 exists, ofparasraphst-and-4-existsthe-competent | ofparasraphst-and-d-exists—thecompetent
the competent court shall transmit all eourtshal-transmit-allrelevantfactualand | courtshall-transmitallrelevantfactual-and
relevant factual and legal information as legalinformationasregards-the-ease; legalinformation-asresardsthe-easer
regards the case, including its assessment, ineludingsits-assessment—to-the-eentral ineludingits-assessment—to-the-eentral
to the central authorities in the third country | euthesritiesin-the-third-countryeoneerned: srhrorte—mthetrird oot comeeriad
concerned, via its national central authority, | aits-nationalcentralauthority—with-a15 | wiaitsnetionalcentral-antheritr—with-a15
with a 15 day deadline to respond. Upon derdeadhnetotrerpond—Tpontetoned chircetditetotespeondpontetaned
reasoned request from the third country requestirom-the-third-countryeentral requestfromthe-third-countryeentral
central authority, the deadline may be strthotrr—Hredeadhtre e beestendedby | anthorthredeadiiemarbeostended-b
extended by 30 days. 30-days-

Article 15(6)

390 6. If the third country central authority, 61 the-third-countrycentral-autheritr: 61 the-thirdcountrycentral-authoritx
within the deadline, informs the competent | withinthe-deadhine—informsthe-competent | withinthe-deadline—informs-the-competent
court that it objects to the execution of the cowmttharit objectotothe executonofthe coumtthatit objecttothe executionof the
European Production Order in this case, the | EurepeanProduction-Orderin-thiccase—the | EuropeanProductionOrderin-thiccase—the
competent court shall lift the Order and competentcourt shall Lift the Orderand competentcourtchall Lift the Orderand
inform the issuing authority and the nform the iccnine anthonty and the stormthescimne anthontand the
addressee. If no objection is received within | addresseeIfno-cbjection-isreceived-within | addresseeIfno-objection-isreceived-within
the (extended) deadline, the competent thetestandadi-deadhne—thecomparens thetastendaddeadhnethacompatent
court shall send a reminder giving the third | coustshallsend-aremindergivingthethird | courtshallcend-avemindergivingthethird
country central authority S more days to counucenalanthonn S moredasito wotirycentrdanthen S aere Jas e
respond and informing it of the recpondandantornineirobthe respondandnfornnneitotthe
consequences of not providing a response. Sonedietee—ai ot provi-hne aterponse: | consediencerainetpravids avespanses
If no objection is received within this Ifno-ebjectionisreceivedwithinthis Ifno-objectionisreceivedwithinthis
additional deadline, the competent court additional-deadline—the-competentcoust additional-deadline—the-competent-coust
shall uphold the Order. hall uphold the Osder <hall uphold the Order

Article 15(7)
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391 7. If the competent court determines that the | Z1fthecompetentcoust-determines-thatthe | ZIfthecompetentcourt-determines-thatthe
Order is to be upheld, it shall inform the Srdertte-beupheld—thelltormthe Orderrrto-benpheld—thaltormtre
issuing authority and the addressee, who issuins-autherity-and-the-addressee—whe issnins-autherity-and-the-addressee—whe
shall proceed with the execution of the shall proceedwith the execution of the shall procead with the executionof the
Order. Opdar. Qeday.

Article 16

392 Article 16 Review procedure in case of ArticleL6-Reviewprocedureirneaseof Article 16 Review procedure in case of

conflicting obligations based on other conflictine-oblications-based-onother conflicting obligations based-e1-other
grounds SFOHNES SFOHHES

Article 16(1)

393 1. If the addressee considers that It the addrecieaconadarthat 1. If the addressee considers that
compliance with the European Production compliancewith the European Production compliance with the European Production
Order would conflict with applicable laws Osderwould contlicrwath apphcable laus Order would conflict with applicable laws
of a third country prohibiting disclosure of | efa-third-countrprohibitingdisclosureof | of a third country prehibiting-disclosure-of
the data concerned on other grounds than thedataconcernedonother sroundc than thedataconcamedonother mroundthan
those referred to in Article 15, it shall thomeretarrad o Sonele L5 Lol thesereferred-fo-in-Asticle15- it shall
inform the issuing authority of its reasons term-thetosimeanthontooaireaons inform the issuing authority of its reasons
for not executing the European Production | fernetexecutingtheEuropean-Production for not executing the European Production
Order in accordance with the procedure Orderin-accordance-with-the-procedure Order in accordance with the procedure
referred to in Article 9(5). referredtomn Articla Sy referred to in Article 9(5) and (6).

Article 16(2)

394 2. The reasoned objection must include all 2—Thereasoned-objectionmustineludeall 2. The reasoned objection must include all
relevant details on the law of the third relevant-details-on-the law-of the-third relevant details on the law of the third
country. its applicability to the case at hand | eeuntry—its-appheabilityte-theeaseathand | country, its applicability to the case at hand
and the nature of the conflicting obligation. | and-the-nature-eoftheconflictinsoblisation | and the nature of the conflicting obligation.
It cannot be based on the fact that similar Heannotbe-based-on-the-fact thatsimilar It cannot be based on the fact that similar
provisions concerning the conditions, provistons-coneerning-the-conditions: provisions concerning the conditions,
formalities and procedures of issuing a formnalities-and-procedures-ofissuinsa formalities and procedures of issuing a
production order do not exist in the production-order-do-net-existinthe production order do not exist in the
applicable law of the third country, nor on apphlieablelaw-ofthe-third-country—neron applicable law of the third country, nor on
the only circumstance that the data is stored | the-enlyeirenmstance-thatthe-dataisstered | the only circumstance that the data is stored

in a third country. It shall be filed no later
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in a third country.

than 10 days after the date on which the
addressee was served with the EPOC.
Time limits shall be calculated in
accordance with the national law of the
issuing authority.

Article 16(3)

395

3. The issuing authority shall review the
European Production Order on the basis of
the reasoned objection. If the issuing
authority intends to uphold the European
Production Order, it shall request a review

by the competent court in its Member State.

The execution of the Order shall be
suspended pending completion of the
review procedure.

3. The issuing authority shall review the
European Production Order on the basis of
the reasoned objection. If the issuing
authority intends to uphold the European
Production Order, it shall request a review

by the competent court in its Member State.

The execution of the Order shall be
suspended pending completion of the
review procedure.

Article 16(4)

396

4. The competent court shall first assess
whether a conflict exists, based on an
examination of whether

4. The competent court shall first assess
whether a conflict exists, based on an
examination of whether

Article 16(4), point a

397

a) the third country law applies based on
the specific circumstances of the case in
question and if so,

a) the third country law applies based on
the specific circumstances of the case in
question and if so,

Article 16(4), point b

398 b) the third country law, when applied to by-the-third-countrrlaw—when-appliedte b) the third country law, when applied to
the specific circumstances of the case in thespeeifie-eirenmstances-of the-easein the specific circumstances of the case in
question, prohibits disclosure of the data strertron—prohbrdielostreotthedata question, prohibits disclosure of the data
concerned. concerned.
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Article 16(5)

399 5. If the competent court finds that no A T the competentcourt findithatne 5. If the competent court finds that no
relevant conflict within the meaning of relevant conthervathin the meanins of relevant conflict within the meaning of
paragraphs 1 and 4 exists, it shall uphold paragraphand o challunheld paragraphs 1 and 4 exists, it shall uphold
the Order. If the competent court the-Order—Ifthecompetent-coust-establishes | the Order. If the competent court establishes
establishes that the third country law, when | thatthe-thirdcountirlaw—when-appliedte | that the third country law, when applied to
applied to the specific circumstances of the | thespecificcircumstances-ofthecaseunder | the specific circumstances of the case under
case under examination, prohibits examination—prohibits-disclosure-ofthe-data | examination, prohibits disclosure of the data
disclosure of the data concerned, the concerned—the-competent-courtshall concerned, the competent court shall
competent court shall determine whether to | detemmine-whetherto-uphold-erwithdraw determine whether to uphold or lift
uphold or withdraw the Order in particular | the-Osrderin-particularon-the basis-ofthe wathdraw the Order. That assessment shall
on the basis of the following factors: followine factors: in particular be based on the-basis-of the

following factors while giving particular
weight to the factors referred to in points
(a) and (b):

Article 16(5), point a

400 a) the mt.erest protect.ed by .the rele\'a.{lt law &)—the—mtefest-pfeteeted-by-ﬂ&e-fe}e*-&m—law a) the interest protected by the relevant law
of the third country. including the third ofthe-third-country—ineludingthe-third . . .

NS . s . . X e . of the third country, including fundamental
country’s interest in preventing disclosure eountry s-interestin-preventing-diselosure

of the data;

rights as well as other interests
preventing disclosure of the data iterest
i-preventins-diselosure-of the-data-in
particular national security interests of
the third country;

Article 16(5), point b

401 b) the degree of connection of the criminal | b)the-degree-ofconnection-oftheeriminal | b) the degree of connection of the criminal
case for which the Order was issued to cametorwhiekthe-Orderapaciadto case for which the Order was issued to
either of the two jurisdictions, as indicated | etther-efthe-twe-jurisdictions—asindieated either of the two jurisdictions, as indicated
inter alia by: inter-aiaby: inter alia by:
- the location, nationality and residence of —the loeation—nationality-and-resideneeof - the location, nationality and residence of
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the person whose data is being sought the-persen-whese-datais-beingsought the person whose data is being sought
and/or of the victim(s), andror-ofthetetim(s): and/or of the victim(s),
- the place where the criminal offence in —the-place—where-the-eriminal-offeneein - the place where the criminal offence in
question was committed questionwascommittad question was committed

Article 16(5), point ¢

402 c) the degree of connection between the erthe-desrec-ofconnectionbetweenthe c) the degree of connection between the
service provider and the third country in service-providerand-the-third-country—in service provider and the third country in
question; in this context, the data storage aestion—ti-this-context—the-datasterage question; in this context, the data storage
location by itself does not suffice in loeationby-itself doesnotsufficein location by itself does not suffice in
establishing a substantial degree of establishinsasubstantial- desrec-of establishing a substantial degree of
connection; bt connection;

Article 16(5), point d

403 d) the interests of the investigating State in | d)-the-interests-oftheinvestigating Statedn | d) the interests of the investigating State in
obtaining the evidence concerned, based on | ebtainingthe-evidenceconcernedbaseden | obtaining the evidence concerned, based on
the seriousness of the offence and the theceponiperotthe-atfenceand-the the seriousness of the offence and the
importance of obtaining evidence in an snportanceotfobtamme eadencednan importance of obtaining evidence in an
expeditious manner; expeditiousnanner: expeditious manner;
Article 16(5), point e
404 e) the possible consequences for the e)-the-pessibleconsequenecesfor-the e) the possible consequences for the
addressee or the service provider of addressee-or-theserviee-providerof addressee or the service provider of
complying with the European Production complyingwith-the EuropeanProduction complying with the European Production
Order, including the sanctions that may be Ovder—trreldiethe— e ton—thr s be Order, including the sanctions that may be
incurred. i incurred.
Article 16(5b)
405 5b. The court may seek information from
the competent authority of the third
country taking into account Directive
2016/680, in particular its Chapter V and
to the extent that such the transmission
does not obstruct the relevant criminal
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proceedings.

Article 16(6)

406 6. If the competent court decides to lift the | 63fthe-competenteourt-deeidestoliftthe 6. If the competent court decides to lift the
Order, it shall inform the issuing authority Srder—thet et the e aathorss Order, it shall inform the issuing authority
and the addressee. If the competent court and-the-addresseeIfthe-competent-eoust and the addressee. If the competent court
determines that the Order is to be upheld, it | determines-thatthe-Orderisto-be-upheld—+t | determines that the Order is to be upheld, it
shall inform the issuing authority and the shalinform-the-tssuineanthority-and-the shall inform the issuing authority and the
addressee, who shall proceed with the addressee—wheshall-proceedwith-the addressee, who shall proceed with the
execution of the Order exeeution-of the-Order execution of the Order

Article 17

407 Article 17 Effective remedies Article 17 Effective remedies Article 17 Effective remedies

Article 17(1)

408 1. Suspects and accused persons whose data | 1. Persons whose data was sought via a 1. Without prejudice to further legal

was obtained via a European Production
Order shall have the right to effective
remedies against the European Production
Order during the criminal proceedings for
which the Order was issued, without
prejudice to remedies available under
Directive (EU) 2016/680 and Regulation
(EU) 2016/679.

European Production Order or a European
Preservation Order shall have the right to
effective remedies against such Orders,
without prejudice to remedies available
under Directive (EU) 2016/680 and
Regulation (EU) 2016/679.

remedies available in accordance with
national law, any Suspeets-and-aceused
Ppersons whose data was sought ebtaired
via a European Production Order shall have
the right to effective remedies against the
European Production Order. Where that
person is a suspect or accused person, the
person shall have the right to effective
remedies during the criminal proceedings
for in which the Orderwasissued data
were being used. Such remedies shall be
without prejudice to remedies available
under Directive (EU) 2016/680 and
Regulation (EU) 2016/679.

Article 17(2)
409 2. Where the person whose data was 2 Wherethepercon-whesedaraaas 2 Where the personwhesedatawas
obtained is not a suspect or accused person | ebtainedis-neta-suspectoraccusedperson | obtainedisneta-suspectoraccusedperson
in criminal proceedings for which the Order | in-criminalproceedingsforwhich-the Order | in-criminalproceedingsforwhich-the Order
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was issued, this person shall have the right | wasissued—this-persenshall-have-thesight | wasissued—this-persenshall-have-theright
to effective remedies against a European to-effective remediesagainstaEuropean to-effective remediesagainst-aEuropean
Production Order in the issuing State, Produetion-Orderin-the-isstuinsStater Produetion-Orderin-the-issuinsState:
without prejudice to remedies available without prejudicetovemeadiesavailable without prejudicetorvemeadiasavailable
under Directive (EU) 2016/680 and under Divective(EL1 2016680 and under Divective(ELL 2016 680 and
Regulation (EU) 2016/679. Resulaton(E1L 2016670 ReculatentEL1 2016670

Article 17(3)

410 3. Such right to an effective remedy shall be | 3. Such right to an effective remedy shall be | 3. Such right to an effective remedy shall be

exercised before a court in the issuing State
in accordance with its national law and
shall include the possibility to challenge the
legality of the measure, including its
necessity and proportionality.

exercised before a court in the issuing
State or the executing State in accordance
with national law and shall include the
possibility to challenge the legality of the
measure, including its necessity and
proportionality.

exercised before a court in the issuing State
in accordance with its national law and shall
include the possibility to challenge the
legality of the measure, including its
necessity and proportionality.

Article 17(3a)
411 3a. The substantive reasons for issuing the
European Production Order or the
European Preservation Order shall be
challenged in the issuing State, without
prejudice to the guarantees of
Jundamental rights in the executing State.
Article 17(4)
412 4. Without prejudice to Article 11, the 4. Without prejudice to Article 11, the 4. Without prejudice to Article 11, the

issuing authority shall take the appropriate
measures to ensure that information is
provided about the possibilities under
national law for seeking remedies and
ensure that they can be exercised

issuing authority and the executing
authority shall take the appropriate
measures to ensure that information is
provided in due time about the possibilities
under national law for seeking legal

issuing authority shall take the appropriate
measures to ensure that information is
provided about the possibilities under
national law for seeking remedies and
ensure that they can be exercised

effectively. remedies, including about when such effectively.
remedies apply, and ensure that they can be
exercised effectively.
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Article 17(5)

413 5. The same time-limits or other conditions
for seeking a remedy in similar domestic
cases shall apply here and in a way that
guarantees effective exercise of these
remedies for the persons concerned.

Article 17(6)

414 6. Without prejudice to national procedural | 6—Witheutprejudice-to-nationalprocedural | 6. Without prejudice to national procedural
rules, Member States shall ensure that in rules—Member-Statesshall-ensure-thatin rules, Member States shall ensure that in
criminal proceedings in the issuing State the | eximinalproceedingsin-theissuing State-the | criminal proceedings in the issuing State the
rights of the defence and the fairness of the | sights-efthe-defence-and-the-fairness-ofthe | rights of the defence and the fairness of the
proceedings are respected when assessing proceedingigrevacpecteduhen accesina proceedings are respected when assessing
evidence obtained through the European exidence obranedthrouch the European evidence obtained through the European
Production Order. Praduchon-Order Production Order.

Article 18

Article 18 Ensuring privileges and Articte LS Ensurineprivitesescnd Articte S Ensurinepriviteses-and
415 i . i . . . . . .
immunities under the law of the enforcing mmRitieswnder-thelawof the-enforeine HnmRitiesnhder-thetaw-of the-enforeine
State Sterte

Article 18, paragraph 1

416

If transactional or content data obtained by
the European Production Order is protected
by immunities or privileges granted under
the law of the Member State of the
addressee, or it impacts fundamental
interests of that Member State such as
national security and defence, the court in
the issuing State shall ensure during the
criminal proceedings for which the Order
was issued that these grounds are taken into
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account in the same way as if they were accountinthe came wascasif they were accountinthecame way ac it they uare
provided for under their national law when | previdedforundertheirnationaHaw-when | providedforundertheirnationallaw—when
assessing the relevance and admissibility of | assessinstherelevaneceand-admissibilityof | assessinstherelevaneceandadmissibilityof
the evidence concerned. The court may the evidence concemed The courtmay the evidenceconcemed The courtmay
consult the authorities of the relevant concubithe authorinec ot the palasant consulttha authonnac of thavalavant
Member State, the European Judicial Alembar State—the Furopean-ludicial Slemher Statethe European-ludicial
Network in criminal matters or Eurojust. Mool crmunal matteri or Eurojust eprorkin-erminalmatters or Eurojuct
Chapter V
417 Chapter S: Final provisions
Article 18a
418 Article 18a Language
Article 18, paragraph 1
419 Each Member State shall indicate, if and
which language(s) in addition to their
official language(s) they will accept for
the transmission of the EPOC or EPOC-
PR, and/or of a European Production
Order and a European Preservation
Order in case of enforcement.
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Article 19

420 Article 19 Monitoring and reporting
Article 19(1)
421 1. By [date of application of this 1. By... [date of application of this 1. By [date of application of this Rapporteur’s proposal 22/04/2021:
Regulation] at the latest, the Commission Regulation] at the latest, the Commission Regulation] at the latest, the Commission
shall establish a detailed programme for shall establish a detailed programme for shall establish a detailed programme for 1. By... [date of application of this
monitoring the outputs, results and impacts | monitoring the outputs, results and impacts | monitoring the outputs, results and impacts | Regulation] at the latest, the Commission
of this Regulation. The monitoring of this Regulation. The monitoring of this Regulation. The monitoring shall establish a detailed programme for
programme shall set out the means by programme shall set out the means by programme shall set out the means by monitoring the outputs, results and impacts
which and the intervals at which the data which and the intervals at which the data which and the intervals at which the data of this Regulation. The monitoring
and other necessary evidence will be and other necessary information will be and other necessary evidence will be programme shall set out the means by which
collected. It shall specify the action to be collected. It shall specify the action to be collected. It shall specify the action to be and the intervals at which the data and other
taken by the Commission and by the taken by the Commission and by the taken by the Commission and by the necessary [information] will be collected. It
Member States in collecting and analysing | Member States in collecting and analysing | Member States in collecting and analysing | shall specify the action to be taken by the
the data and other evidence. the data and other information. the data and other evidence. Commission and by the Member States in
collecting and analysing the data and other
[information].
Article 19(2)
422 2. In any event, Member States shall collect | 2. In any event, Member States shall collect | 2. In any event, Member States shall collect | Rapporteur’s proposal 22/04/2021:

and maintain comprehensive statistics from
the relevant authorities. The data collected
shall be sent to the Commission each year
by 31 March for the preceding calendar
year and shall include:

and maintain comprehensive statistics from
the relevant authorities. The data collected
shall be sent to the Commission each year
by 31 March for the preceding calendar
year and shall include:

and maintain comprehensive statistics from
the relevant authorities. The data collected
shall be sent to the Commission each year
by 31 March for the preceding calendar
year and shall, as far as possible, include:

2. In any event, Member States shall collect
and maintain comprehensive statistics from
the relevant authorities. The data collected
shall be sent to the Commission each year
by 31 March for the preceding calendar year
and shall [, as far as possible,] include:

Article 19(2), point a

a) the number of EPOCs and EPOC-PRs

a) the number of EPOCs and EPOC-PRs

. _ ) -
2 issued by type of data requested, service ?) the number of EPOCs and EPOC-PRs issued by type of data requested. service Rapporteur’s proposal 22/04/2021:
roviders addressed and situation issued by he type of data requested, ke providers addressed and situation
P ) addressees and the situation (emergency ) ) a) the number of EPOCs and EPOC-PRs
(emergency case or not); (emergency case or not, ex-post
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case or not):

validation);

issued by #he type of data requested, the
[addressees] and the situation (emergency
case or not):

Article 19(2), point aa

424

aa) the number of EPOCs issued under
emergency case derogations, including
details on circumstances and possible
outcomes;

Rapporteur’s proposal 22/04/2021:

aa) the number of EPOC:s issued under
emergency case derogations, including
details on circumstances and possible
outcomes;

Article 19(2), point ab

425

ab) the number of EPOCs and EPOC-PRs
issued making use of the possibility of the
issuing authority to request the service
provider to refrain from informing the
person whose data is being sought
pursuant to Article 11(1a), including
information of the circumstances and
possible later information pursuant to
Article 11(2);

Rapporteur’s proposal 22/04/2021:

[to be discussed later]

Article 19(2), point b

426 b) the number of fulfilled and non-fulfilled | b) the number of fulfilled and non-fulfilled | b) the number of fulfilled and non-fulfilled | Rapporteur’s proposal 22/04/2021:
EPOCs by type of data requested, service EPOCs and EPOC-PRs by the type of data | EPOCs by type of data requested, service
providers addressed and situation requested, the addressees and the situation | providers addressed and situation b) the number of fulfilled and non-fulfilled
(emergency case or not); (emergency case or not); (emergency case or not); EPOCs and EPOC-PRs by the type of data
requested, the [addressees] and the situation
(emergency case or not);
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Article 19(2), point ba

427

(ba) the number of EPOCs that were
refused, by the type of data requested, the
addressees, the situation (emergency case
or not) and the ground for non-recognition
or non-execution raised;

Rapporteur’s proposal 22/04/2021:

[to be discussed later]

Article 19(2), point ¢

428

c) for fulfilled EPOCs, the average duration
for obtaining the requested data from the
moment the EPOC is issued to the moment
it is obtained, by type of data requested,
service provider addressed and situation
(emergency case or not);

c) for fulfilled EPOCs, the average duration
for obtaining the requested data from the
moment the EPOC is issued to the moment
it is obtained, by ke type of data requested,
the addressees and the situation
(emergency case or not);

¢) for fulfilled EPOCs, the average duration
for obtaining the requested data from the
moment the EPOC is issued to the moment
it is obtained, by type of data requested,
service provider addressed and situation
(emergency case or not);

Rapporteur’s proposal 22/04/2021:

c) for fulfilled EPOCs, the average duration
for obtaining the requested data from the
moment the EPOC is issued to the moment
it is obtained, by #he type of data requested,
the [addressees] and the situation
(emergency case or not);

Article 19(2), point ca

429 ca) for fulfilled EPOC-PRs, the average Rapporteur’s proposal 22/04/2021:
duration for the respective EPOC
procedure following the EPOC-PR, from ca) for fulfilled EPOC-PRs, the average
the moment the EPOC-PR is issued to the duration for the respective subsequent
moment the EPOC is issued, by the type of request for production following the
data requested and the addressees; EPOC-PR, from the moment the EPOC-
PR is issued to the moment the request for
production is issued, by the type of data
requested and the [addressees];
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Article 19(2), point d

430

d) the number of European Production
Orders transmitted and received for
enforcement to an enforcing State by type
of data requested, service providers
addressed and situation (emergency case or
not) and the number thereof fulfilled:

d) the number of European Production
Orders transmitted and received for
enforcement to an enforcing State by type
of data requested, service providers
addressed and situation (emergency case or
not) and the number thereof fulfilled;

Rapporteur’s proposal 22/04/2021:

d) the number of European Production
Orders or European Preservation Orders
transmitted and received for enforcement to
an [enforcing/executing] State by the type
of data requested, the [addressees] and the
situation (emergency case or not) and the
number thereof fulfilled;

Article 19(2), point e

431

e) the number of legal remedies against
European Production Orders in the issuing
State and in the enforcing State by type of
data requested;

e) the number of legal remedies used
against European Production Orders and
European Preservation Orders in the
issuing State and in the executing State by
the type of data requested;

e) the number of legal remedies against
European Production Orders in the issuing
State and in the enforcing State by type of
data requested;

Rapporteur’s proposal 22/04/2021:

e) the number of legal remedies used against
European Production Orders fand
European Preservation Orders] in the
issuing State and in the [executing] State by
the type of data requested;

Article 19(2), point f

432 J) the sanctions imposed, in accordance f) the number of cases where no ex-post Rapporteur’s proposal 22/04/2021:
with Article 13, by the type of data validation was granted.
requested, the addressees, the situation [to be discussed later]
(emergency case or not) and the amount of
sanctions.
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Article 19(2), point g

433 g) an overview of the costs claimed by Rapporteur’s proposal 22/04/2021:
service providers related to the execution
of the EPOC or the EPOC-PR and the 2) an overview of the costs claimed by
costs reimbursed Dy the issuing authorities. service providers related to the execution of
the EPOC or the EPOC-PR and the costs
reimbursed Dy the issuing authorities.
Article 19(2), point h
434 h) the number of enforcement procedures Rapporteur’s proposal 22/04/2021:
launched by the type of data requested, the
addressees, the situation (emergency case [DELETED, transferred to line 430]
or not) and the final outcome.
Article 19(2a)
435 2a. The Commission shall, by 30 June of Rapporteur’s proposal 22/04/2021:
each year, publish a report containing the
data referred to in paragraph 2 in a [DELETED, transferred to line 439]
compiled form subdivided per into Member
States.
Article 19(3)
436 3. Service providers may collect, Rapporteur’s proposal 22/04/2021:
maintain and publish statistics if any
such data were collected they may be sent | 3. Service providers may collect, maintain
to the Commission by 31 March for the and publish statistics, in accordance with
preceding calendar year and may, as far | existing data protection principles. If any
as possible, include: such data were collected, they may be
sent to the Commission by 31 March for
the preceding calendar year and may, as
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far as possible, include:

Article 19(3), point a

437

a) the number of EPOCs and EPOC-PRs
received by type of data requested,
Member States and situation (emergency
case or not);

Rapporteur’s proposal 22/04/2021:

a) the number of EPOCs and EPOC-PRs
received by 7he type of data requested, f/ze
Member State and situation (emergency
case or not);

Article 19(3), point b

438

b) the number of fulfilled and non-
fulfilled EPOCs by type of data
requested, Member States and situation
(emergency case or not);

Rapporteur’s proposal 22/04/2021:

b) the number of fulfilled and non-
fulfilled EPOCSs and EPOC-PRs by the
type of data requested, f7e Member State
and fhe situation (emergency case or not);

Article 19(3), point ¢

439

¢) for fulfilled EPOCs, the average
duration for providing of the requested
data from the moment the EPOC is
received to the moment it is provided, by
type of data requested, Member State
and situation (emergency case or not).

Rapporteur’s proposal 22/04/2021:

c) for fulfilled EPOCs, the average
duration for providing of the requested
data from the moment the EPOC is
received to the moment it is provided, by
the type of data requested, e Member
State and /e situation (emergency case
or not).

ca) for fulfilled EPOC-PRs, the average
duration for the respective subsequent
request for production following the
EPOC-PR, from the moment the EPOC-
PR is issued to the moment the request for
production is issued, by the type of data
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requested and the Member State;

3a. The Commission shall, by [30 June] of
each year, publish a report containing the
data referred to in paragraphs 2 and 3 in a
compiled form, subdivided into Member
States and type of service provider.

Article 20
Article 20 Amendments to the Certificates Articte20-Amendmentsto-the-Certificates Article 20 Amendments to the Certificates
440
and the Forms and-theForms and the Forms

Article 20, paragraph 1

441 The Commission shall adopt delegated acts | The-Comsmission-shall-adopt-delegatedacts | The Commission shall adopt delegated acts
in accordance with Article 21 to amend waccordancesath Aenela 21 roamaend in accordance with Article 21 to amend
Annexes I, IT and III in order to effectively | AnnexesII-andHlin-orderto-effectively | Annexes I, IT and III in order to effectively
address a possible need for improvements addrecsapoable nead forunprovaments address a possible need for improvements
regarding the content of EPOC and EPOC- | regardingthecententof EROCand EROC- | regarding the content of EPOC and EPOC-
PR forms and of forms to be used to PR topnand-attomnto-beyiadta PR forms and of forms to be used to
provide information on the impossibility to | previdesnformation-on-the-impessibilityte | provide information on the impossibility to
execute the EPOC or EPOC-PR. execute-the EROC o EROC PR execute the EPOC or EPOC-PR.

Article 21

442 Article 21 Exercise of delegation B T Article 21 Exercise of delegation

Article 21(1)

443 1. The power to adopt delegated acts is 1-The-powerto-adopt-delegated-actsis 1. The power to adopt delegated acts is
conferred on the Commission subject to the | conferred-en-the-Commission-subjectto-the | conferred on the Commission subject to the
conditions laid down in this Article. eonditionslaid-downin-thisAvtiele: conditions laid down in this Article.
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Article 21(2)

444 2. The delegation of power referred to in 2 The delecaton of powerreferredtoin 2. The delegation of power referred to in
Article 20 shall be conferred for an Aptteledtchall bhacontesredtoran Article 20 shall be conferred for an
indeterminate period of time from [date of | indeterminate-period-eoftimefrom{dateof | indeterminate period of time from [date of
application of this Regulation]. B application of this Regulation].

Article 21(3)

445 3. The delegation of powers referred to in 3—TFhe-delegation-of powersreferred-to-in 3. The delegation of powers referred to in
Article 20 may be revoked at any time by Artiele 20-may-berevoked-atany-time by Article 20 may be revoked at any time by
the European Parliament or by the Council. | theEuropeanPasliament-orbythe-Couneit: | the European Parliament or by the Council.
A decision to revoke shall put an end to the | A-deeisionto-revekeshall-putanendte-the | A decision to revoke shall put an end to the
delegation of the power specified in that delesation-of the-powerspeeiftedin-that delegation of the power specified in that
decision. It shall take effect the day deeision—Ttshall-take-effeet-the-day decision. It shall take effect the day
following the publication of the decision in | feHewinsthepublieation-ofthedeeistonin | following the publication of the decision in
the Official Journal of the European Union | the-OfficialtonrneatoftheEuropeanthiion | the Official Journal of the European Union
or at a later date specified therein. It shall erat-alater-datespeeified-therein—tt-shall or at a later date specified therein. It shall
not affect the validity of any delegated acts | netaffeetthevalidityofany-delegatedaets | not affect the validity of any delegated acts
already in force. already-inforee- already in force.

Article 21(4)

446 4. Before adopting a delegated act, the 4+ Beforeadoptnsadelesatadactthe 4. Before adopting a delegated act, the
Commission shall consult experts Commissionchall concult experts Commission shall consult experts
designated by each Member State in desienated-by-eachMember-State-in designated by each Member State in
accordance with the principles laid down in | aeeerdanee-with-the-prineiplesdaid-downin | accordance with the principles laid down in
the Interinstitutional Agreement on Better the btern it Asresment on Better the Interinstitutional Agreement on Better
Law-Making of 13 April 2016%. i il 2016% Law-Making of 13 April 2016%.

2 0OJL 123, 12.5.2016. p. 13. ¥0J 1123 1252016 p-13- $0OJL 123, 12.5.2016, p. 13.
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Article 21(5)
447 5. As soon as it adopts a delegated act, the S r—eetiHrdepiidelesttednetthe 5. As soon as it adopts a delegated act, the
Commission shall notify it simultaneously Commissionshall-netifitsimultancousty Commission shall notify it simultaneously
to the European Parliament and to the to-the EuropeanParliamentand-to-the to the European Parliament and to the
Council. Counet: Council.
Article 21(6)
448 6. A delegated act adopted pursuant to 6—A-delegated-actadopted pussuantie 6. A delegated act adopted pursuant to
Article 20 shall enter into force only if no Axrcle 20 chall anrer ntoforceonb-ifno Article 20 shall enter into force only if no
objection has been expressed either by the objectionhiac beenexpreccad either b the objection has been expressed either by the
European Parliament or the Council within | Eurepean-ParliamentortheCouncilwithin | European Parliament or the Council within
a period of 2 months of notification of that | a-peried-ef2-menths-ofnotification-ofthat | a period of 2 months of notification of that
act to the European Parliament and the acttothe EuropeanPRarliament and the act to the European Parliament and the
Council or if, before the expiry of that Couneibori-batorathaaspus—aithas Council or if, before the expiry of that
period, the European Parliament and the pertod—the EuropeanParhament and the period, the European Parliament and the
Council have both informed the Ceouneil-have both-informed-the Council have both informed the
Commission that they will not object. That | Cemmission-thattheywillnotobjeet—That | Commission that they will not object. That
period shall be extended by 2 months at the | peried-shallbe-extended-byv2-menths-atthe | period shall be extended by 2 months at the
initiative of the European Parliament or of | initiative-ofthe-European-Parliamentorof initiative of the European Parliament or of
the Council. the-Couneil- the Council.
Article 22
449 Article 22
Notifications
Article 22(1)
450 1. By [date of application of this 1. By... [12 months before the date of 1. By [date of application of this Rapporteur’s proposal 22/04/2021:
Regulation] each Member State shall notify | application of this Regulation] each Regulation] each Member State shall notify
the Commission of the following: Member State shall notify the Commission | the Commission of the following: 1. By... [12 months before the date of
of the following application of this Regulation] each
Member State shall notify the Commission
of the following
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Article 22(1), point a

451

a) the authorities which, in accordance with
its national law, are competent in
accordance with to Article 4 to issue and/or
validate European Production Orders and
European Preservation Orders;

a) the authorities which, in accordance with
its national law, are competent in
accordance with to Article 4 to issue and/or
validate European Production Orders and
European Preservation Orders:;

a) the authorities which, in accordance with
its national law, are competent in
accordance with to Article 4 to issue and/er,
validate, transmit and/or receive European
Production Orders and European
Preservation Orders or the notifications
thereof;

Rapporteur’s proposal 22/04/2021:

a) the authorities which, in accordance with
its national law, are competent in
accordance with to Article 4 to issue andtor,
validate, transmit and/or receive European
Production Orders and European
Preservation Orders or the notifications
thereof;

Article 22(1), point b

452

b) the enforcing authority or authorities
which are competent to enforce European
Production Orders and European
Preservation Orders on behalf of another
Member State;

b) the executing authority fo which the
EPOC or EPOC-PR is transmitted for the
execution or enforcement of European
Production Orders and European
Preservation Orders;

b) the enforcing authority or authorities
which are competent to enforce European
Production Orders and European
Preservation Orders on behalf of another
Member State;

Rapporteur’s proposal 22/04/2021:

b) the authority or authorities which are
competent to enforce European Production
Orders and European Preservation Orders
on behalf of another Member State;

Article 22(1), point ba

453

(ba) where service providers or Member
States have already established dedicated
systems or other secure channels for the
handling of requests for data for law
enforcement purposes, the means and
technical interfaces the competent
authorities have at their disposal to receive
or access data produced to be
interconnected with the system referred fo
in Article 7a;

Rapporteur’s proposal 22/04/2021:

[to be discussed later]
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Article 22(1), point ¢

454

¢) the courts competent to deal with
reasoned objections by addressees in
accordance with Articles 15 and 16.

c) the courts competent to deal with
reasoned objections by addressees in
accordance with Articles15-and-16.

Rapporteur’s proposal 22/04/2021:

c) the competent authorities to deal with
reasoned objections by addressees in
accordance with Articles [15/16].

Article 22(1), point d

d) languages accepted for the

2, .
455 transmission of the EPOC or EPOC-PR | Rapporteur’s proposal 22/04/2021:
and/or a European Production Order
and a European Preservation Order, in Ll e
. " transmission of the EPOC or EPOC-PR
case of enforcement in accordance with X
Article 18a and/or a European Production Order and
' a European Preservation Order, in case
of enforcement in accordance with Article
18a.
Article 22(1a)
456 la. By the same date, service providers Rapporteur’s proposal 22/04/2021:
with establishments in more than one
Member State shall notify the Commission [to be discussed later]
of the place of their main establishment in
the Union.
Article 22(2)
457 2. The Commission shall make the 2. The Commission shall make the 2. The Commission shall make the Rapporteur’s proposal 22/04/2021:

information received under this Article
publicly available, either on a dedicated
website or on the website of the European
Judicial Network referred to in Article 9 of

information received under this Article
publicly available, either on a dedicated
website or on the website of the European
Judicial Network in criminal matters
referred to in Article 9 of the Council

information received under this Article
publicly available, either on a dedicated
website or on the website of the European
Judicial Network referred to in Article 9 of

2. The Commission shall make the
information received under this Article
publicly available, either on a dedicated
website or on the website of the European
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the Council Decision 2008/976/JTHAZS.

%6 Council Decision 2008/976/THA of 16
December 2008 on the European Judicial
Network (OJ L 348, 24.12.2008, p. 130).

Decision 2008/976/THA3°.

30 Council Decision 2008/976/THA of 16
December 2008 on the European Judicial
Network (OJ L 348, 24.12.2008, p. 130).

the Council Decision 2008/976/THAZS.

26 Council Decision 2008/976/THA of 16
December 2008 on the European Judicial
Network (OJ L 348, 24.12.2008, p. 130).

Judicial Network in criminal matters
referred to in Article 9 of the Council
Decision 2008/976/THA.

26 Council Decision 2008/976/THA of 16
December 2008 on the European Judicial
Network (OJ L 348, 24.12.2008, p. 130).

Article 23
s 3 5 ; o “F7,
458 Article 2 Re/{moyslnp to European drticle 23 . . Article 23 o
Investigation Orders ) . . Relationship to Ewnrepearnfivestication
Relationship to European Investigation Orders other instruments. asreements and
Orders and Mutual Legal Assistance » 08
arrangements

Member States’ authorities may continue to
issue European Investigation Orders in
accordance with Directive 2014/41/EU for
the gathering of evidence that would also
fall within the scope of this Regulation.

Procedures

The authorities of the Member States may
continue to issue European Investigation
Orders in accordance with Directive
2014/41/EU, or to use the existing mutual
legal assistance procedures for the
gathering of electronic information, that
would also fall within the scope of this
Regulation.

This Regulation does not affect EU and
other international instruments,
agreements and arrangements on

. ) DS ) esei

the gathering of evidence that would also
fall within the scope of this Regulation.

Article 24

459 Article 24 Evaluation
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Article 24, paragraph 1

460 By [5 vears from the date of application of | By [2 years from the date of application of | By [5 vears from the date of application of
this Regulation] at the latest, the this Regulation] at the latest, the this Regulation] at the latest, the
Commission shall carry out an evaluation of | Commission shall carry out an evaluation of | Commission shall carry out an evaluation of
the Regulation and present a report to the the Regulation and present a report to the the Regulation and present a report to the
European Parliament and to the Council on | European Parliament and to the Council on | European Parliament and to the Council on
the functioning of this Regulation, which the functioning of this Regulation, which the functioning of this Regulation, which
shall include an assessment of the need to shall, snclude-an-assessmentof the need-to shall include an assessment of the need to
enlarge its scope. If necessary, the report enlarge-itsseepe- in particular, evaluate enlarge its scope. If necessary. the report
shall be accompanied by legislative the number of cases in which the shall be accompanied by legislative
proposals. The evaluation shall be emergency derogation, pursuant to Article | proposals. The evaluation shall be
conducted according to the Commission's 9 (2), and the derogation from the conducted according to the Commission's
better regulation guidelines. Member States | principle of user information, pursuant to | better regulation guidelines. Member States
shall provide the Commission with the Article 11, were applied.tsnecessary The shall provide the Commission with the
information necessary for the preparation of | report shall be accompanied by an information necessary for the preparation of
that Report. assessment of the functioning of the that Report.

common European exchange Ssystem as

well as an assessment of the functioning of

the Regulation in relation with Directive

2014/41/EU of the European Parliament

and of the Council.

The evaluation shall be conducted

according to the Commission's better

regulation guidelines. Member States shall

provide the Commission with the

information necessary for the preparation of

that Report.
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Article 25

Article 25
= Entry into force
Article 25, paragraph 1
462 This Regulahon shal! ent'er mnto .forcfe on the This Regulation shall enter into force on the This Regulahon shau enter into .forge on the
twentieth day following its publication in twentieth dav followine its publication in twentieth day following its publication in
the Official Journal of the European Union. nueth day g 1ts p ton the Official Journal of the European Union.
the Official Journal of the European Union. Tt shall apply from /6 24 months affer its
It shall apply from /6 months after its entry . PP y,
into force] It shall apply from /18 months after its entry into f oz.ce] ) P
' i tp P y This Regulation shall be binding in its
This Regulation shall be binding in its entry into force]. entirety and directly applicable in the
ti d directl licable in tt . . e Member States 1 d rith tt
Treaties entirety and directly applicable in the
' Member States in accordance with the
Treaties.
Formula
463 Done at Strasbourg,
Formula
464 For the European Parliament
The President
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Formula

465 For the Council
The President
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