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BELGIUM
BLOCK 1 : Initial general provisions
Art. 1- 4 (except 4.16) and Art. 67
Art 1 : Subject matter :
-

The formulation differs from the one that was used in the Law Enforcement Directive
(2016/680) in which the following terminology is used: “Competent authorities for the
purposes of the prevention, investigation, detection or prosecution of criminal offences or
the execution of criminal penalties”. We would like to know whether this was changed
intentionally and for what reason? We do understand that the purpose of the information
exchange in Prüm II is primarily of police interest, but in the Belgian situation, other
services play a crucial role too, such as (for DNA for example) the Federal Prosecutor’s
Office and the National Institute for Criminalistics and Criminology (so judicial authorities).

Art 2 : Purpose :
-

Regarding the previous comment (Art 1). As it has been explained by the COM during the
meeting the “competent authority” is to be defined by the MS and the subjacent idea by
COM is to focalize on the previous Prüm regulation. However this leads to another problem
regarding Art 2.
BE would like to know why the first sentence is this limited to Chapter 5? The old Prüm
Decision referred to the entire Title VI of the old TEU which is a lot broader than just this
Chapter 5.By enlarging this to the entire Title V of Part III of the TFEU, we might find
solutions for the problem we identified with regard to article 1 (e.g. on judicial authorities
and MP and UHR outside of the criminal scope (see next comment)). Would it be possible
to explain why the Commission doesn’t refer to title V in its entirety and if this option has
been considered by the Commission?
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-

With regard to the last sentence of Article 2 on the purpose of Prüm II for "missing persons"
and "unidentified human remains", we are not convinced by the explanation provided by the
Council Legal Service. According the CLS, information exchange would still be possible
under Prüm II if there is a doubt that the missing persons and unidentified human remains
are, somehow, related to the prevention, detection and investigation of criminal offences.
o Firstly, we consider the concepts of “doubt” and “absence of doubt” as substantially
vague. We think that it is impossible to have a situation where there is (preliminarily
to further examinations) absolutely “no doubt” that unidentified human remains are
not related to a criminal context.
o Secondly, considering the preparatory work and the initial idea behind the drafting of
this proposition, BE is thwarted by the fact that the option to use Prüm in other
contexts than “prevention, detection and investigation of criminal offences” is not
included. This was clearly mentioned during the working group in preparation of this
new proposal.

-

Moreover, we would like to stress that, the actual phrasing “The purpose of Prüm II shall
also be to allow for the search for missing persons and unidentified human remains by
authorities responsible for the prevention, detection and investigation of criminal offences.”
can lead to misinterpretation. One could read this sentence as “not” reducing the scope to
“the prevention, detection and investigation of criminal offences” but reducing the use/scope
to “authorities responsible for […]”. Nevertheless, in BE, these authorities (the police for
instance) are allowed to search for missing persons and unidentified human remains beyond
the scope of the prevention, detection and investigation of criminal offences.

-

The phrase: “to allow for” in paragraph 2 of article 2, is rather strange. Knowing that in the
current situation, it is possible to try to identify missing persons and unidentified human
remains. Prüm II should allow exchanging certain data in the given context with the
aforementioned purposes. In other words, in this sentence of art 2, we consider that an
equivalent for “to step up cross-border cooperation” is missing/is needed.
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Art 3 : Scope :
-

Regarding the phrasing of the first sentence, BE does not understand what this could mean.
Once we understand more clearly what COM is trying to express here, we will think about
another drafting of this sentence.

Art 4 : Definitions :
-

Definition (9) : “individual case”. BE would like to know if this definition considers single
investigation file regardless of the number of persons that is referred to? So, when a Member
State is conducting a large scale DNA investigation in light of a murder case, with the
intention to ask for a DNA sample of several men in a certain region, is this then considered
being an “individual case” as mentioned in definition 9 ? Indeed, how does it work with
linked investigations, or divided investigations from the same “main” file ?

-

Definition (11) : “biometric data”. In the LED (2016/680) and the GDPR (2016/679)
instruments, DNA is split off from biometrical data and is called ‘genetical data’. BE would
like to know if this discrepancy could be explained?

-

Definition (12) : “match”. In the new SIS (2018/1862) instruments there is a distinction
between ‘match’ and ‘hit’. We would like to understand if the terminology and the meaning
of these terms are equal to those of the new SIS instruments? Otherwise, this could lead to a
lot of misunderstandings.

-

Definition (21) : “significant incident’. BE would like to know if this definition is the same
as “personal data breach” used in the LED (2016/680). If it is, we would like to know the
reasons to not use the same terminology.

Art 67 : Amendments to Decisions 2008/615/JHA and 2008/616/JHA :
-

§1 et §2 : BE would like to propose this phrasing of the first sentence : “ […] from the date
of application of the provisions of this Regulation related to the router as set out in Article
74 From the date mentioned in article 74 paragraph 1”.
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BLOCK 2 : Categories of legacy data
Art. 5-20 and Art. 29-34
Art 5 : Establishment of national DNA analysis files :
-

Concerning the scope mentioned in the first sentence of §1 that mentioned “[…] for the
investigation of criminal offences”. We would appreciate it if we could receive more
justifications (besides the ones given during the meeting) on the exclusion of “prevention
and detection of criminal offences” and “identifying MP and UHR”.

Art 6 : Automated searching of DNA profiles :
-

Concerning the information exchange process, we would like to ask a written answer to the
following questions; who has the final right/decision to confirm a match, the requested
member state or the requesting member state ? Does the requested MS always have the right
to not validate a match, even after that the requesting MS confirmed the match? Can the
requested MS refuse to send the core data (when a DNA reference profile is concerned) or
information on the judicial case (when a trace is involved) if they decide that the match does
not comply with their own rules ? The validation procedure sometimes differs from one MS
to another. Indeed, for some MS, DNA is considered as a piece of evidence for the
prosecution, while it could be considered as “investigative information” for police
investigators in other MS.

-

Concerning EUROPOL and its equivalence to the national laws that regulate the MS
searches we would like to know the following. It is clear that searches must be carried out in
accordance with the legislation of the requesting member state (this is also mentioned in the
other sections). Yet, we would suggest clarifying the correspondence when it concerns a
search conducted by Europol. If the “Europol regulation” is this equivalence, it needs to be
specified.

Art 7 : Automated comparison of unidentified DNA profiles :
-

We do not understand why Europol is not mentioned in this article ? Would it be possible to
give us explanations on that point ?

5794/22
ANNEX

JAI.1

LJP/mr

19

LIMITE

EN

Art 8 : Reporting about DNA analysis files :
-

When this article states, « […] in accordance with article 73 », it does not provide any
information on what needs to be “informed” nor on the procedure that needs to be respected
to “notify EU-Lisa and the commission”. We recommend developing this information/
notification procedure.

Art 11 : Rules for requests and answers regarding DNA profiles :
-

§2 (e) – When it is referred to “reference number of […] requested Member States”, we
would like to understand if it is referred to all the reference numbers of every requested MS
? Or does it only refer to the MS that was/ were in the request ?

-

§5 – By mentioning that “MS shall ensure that requests are consistent with declarations
sent […]”. We do not fully understand what “consistent with declaration” means and we
would appreciate some clarifications on this. What does it entail precisely ?

Art 12 : Dactyloscopic reference data :
-

Even if the COM explained (orally) that more details will follow on the procedure that will
be established in place of the actual two steps process (as currently depicted in the directives
2008/615 and 2008/616), we would like to express our (written) concerns on this point and
reaffirm that we are waiting for more in-depth details.

Art 18 : Automated searching of vehicle registration data :
-

§2 - Paragraph 2 states that searches can only be carried out based on "a full chassis number
or a full registration number". Could we ask for an explanation on what it means precisely ?
Does this mean that it will only be possible to carry out searches on the basis of chassis
numbers of 17 characters? We would like to know why it will not be possible to search on
the basis of chassis numbers with 4, 7, 9, 11 characters (like it is the case for old/ collector
vehicles).
Moreover, in our police general national database, we are able to search for numberplates
and vehicle identification numbers that are incomplete. We would propose to indicate a
minimum number of characters, in order to avoid misuse.
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Art 19 : Principles of automated searching of vehicle registration data :
-

BE would like to express its keen interest in developing an alternative/ possibility for
sharing driving licenses’ data, within this instrument. We are not fully satisfied by the
explanations given during the first and second meetings, we would appreciate obtaining
some more extensive clarifications on the proportionality and legal problems expressed
during the WP IXIM of the 20th of January.

Art 20 : Keeping of logs :
-

§1 - Concerning this article and more precisely the first sentence of the §1 : “Each Member
State shall keep logs of queries that the staff of its authorities duly authorised to exchange
vehicle registration data make as well as logs of queries requested by other Member States”.
We would like to ask why this could not be a general principle applicable to all forms of
data and not only to vehicle registration data? In any case, it is a general principle under the
LED (2016/680) and under Chapter IX of Regulation 2018/1725, so this requirement
already exists, for all data categories. So technically, the whole article can be deleted. Or we
could also advocate moving it to the end of the text as a general principle.

-

§ 2 - Concerning the principle expressed in §2 asking MS to erase their logs “[…] one year
after their creation […]”, we consider this period of time as substantially too short with
regard to data protection and GDPR (e.g. the regulation 2018/1725, Art. 88, foresees 3
years). Accordingly, we would propose to extend this period to 5 years.
We would also like to know if there is a procedure planned regarding the deletion and the
erasure of those data/ logs. Will it be planned to verify the suppression of those logs and, if
yes, how would/ should it be done?

-

§ 3 – Concerning the data controllers and the logs they have access to, we would appreciate
receiving some deeper clarifications. Which data controllers this article is referring to ?
Does this paragraph is about all the data controllers of a MS regardless of the fact that
several national authorities can provide a data-control service?

5794/22
ANNEX

JAI.1

LJP/mr

21

LIMITE

EN

Art 32 : Availability of automated data exchange at national level :
-

§2 - With regard to the “technical fault” in the second paragraph, we would welcome a
definition of this term in the text. Moreover, in order to propose a more efficient phrasing,
we would advocate writing “any technical fault” instead of “the technical fault”.

Art 33: Justification for the processing of data :
-

§2 – Amongst the content proposed in paragraph 2 for the justifications (as referred in
paragraph 1), we also advocate to include the reasoning on “why certain MS are/is being
questioned”. This would imply a more detailed overview of the whole process and avoid the
systematic transfer of the request to all the MS.

-

§3 – Once again and in relation to our comments on Art. 20, we would like to know if the
retention period is in line with the general data protection rules. We would like to ask for
more clarifications and in-depth analyses on this point.

Art 34 : Use of the universal message format :
-

§2 – We would appreciate knowing what exactly is considered “automated”. A detailed
definition of this word in the sense it is used in this paragraph (and maybe others) would be
welcome.
Concerning the requirement to use the UMF standard, we think that more detailed
clarifications would be useful. We would like to know what exactly the UMF standard is
meant to encompass (which exchanges ? which contexts ? etc.).
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CZECHIA
Block 1
Article 1
second sub-paragraph
CZ proposes to add ”certain driving licence data“ after “certain vehicle registration data“.
- Scope of the Regulation should include vehicle registration data. CZ finds arguments about
„innocent persons“ unconvincing, as the search would be targeted to persons law enforcement is
legitimately dealing with pursuant to the legal basis of the Regulation.
Article 3
CZ proposes to add ”certain driving licence data“ after ”certain vehicle registration data“.
- See Art. 1.
We propose to add “created in accordance with national law” after “national databases“.
- Given the legal nature of Regulation, it is necessary to affirm that the underlying databases are
governed by national law rather than created because of the Regulation.
Article 4
18 – consideration should be given to limiting this definition to „operational“ data.
Europol processes both “operational” and “administrative“ data and even those are, albeit to a
limited extent, governed by Europol Regulation (see e.g. Art. 27a(4) of draft amendment to Europol
Regulation).
21 – 24 – These definitions should be updated on the basis of current text of NIS 2 Directive.
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25 – consideration should be given to defining “gender“ as “biological gender“.
- Articles 25, 43, 47 and 50 use the term “gender“. This term may be perceived to be connected to
sexual life or orientation, which fall among the (sensitive) special categories of personal data.
Explicit definition to focus the definition to data useful for law enforcement identification may
reduce data protection concerns.

Block 2
Article 5(1)
The term “detection“ should be added before the term “investigation“.
While CZ understands the need to carefully calibrate intrusiveness of the Regulation, CZ notes that
the term “detection” does not appear in the Prüm decisions at all. It is a new distinction that has
been introduced later. Thus, omitting this term here will unduly restrict the interpretation of the
term “investigation“.
Article 6(1)
The same as in Article 5(1).
Article 7
Paragraph 1 – the words “by mutual consent” should be added after the word “may”.
- Since „comparing“ will be initiated by the „searching“ Member State, it is important to explicitly
require mutual consent of both Member States involved; word „may“ is not enough.
Article 10(3)
The words “widely accepted” should be added after or instead of the word “relevant”.
- Our aim is to support compatibility of EU specifications and world standards.
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Article 11(4)
It would be useful to insert the words “(reference number)” after the word “a marking”.
- It should be clear that the requested Member State is able to record full reference number rather
than only which Member State has a matching profile.
Article 15(4)
Instead of the word “existing”, the words “widely accepted” should be added after or instead of the
word “relevant“.
- Our aim is to support compatibility of EU specifications and world standards without hindering
innovation.
New Article 16a
Equivalent of Art. 8 should be introduced to govern access to particular national dactyloscopic
databases.
-

The difference between the Sections 1 and 2 is hard to justify.

Article 18(1)(b)
After „owners“, CZ wishes to include „holders“.
- To prevent restrictive interpretations.
Article 20(2)
CZ requests that words “and for criminal proceedings” are added after “data security and integrity”.
- Practitioners need the logs to coordinate investigations into cross-border vehicle crime, because
logs will identify law enforcement counterpart in particular cases. Usage of logs for criminal
proceedings is explicitly allowed by Art. 25(2) of LED.

5794/22
ANNEX

JAI.1

LJP/mr

25

LIMITE

EN

Second subparagraph:
The first sentence should be changed to require two years of log storage period.
- Longer storage period will facilitate due supervision of protection of personal data.
Article 29
The first sentence should allow designation of “one or more national contact points”.
- Some Member States need to retain existing flexibility, as not all databases are run by the same
national authority. In Prüm I, contact points are designated separately for each type of information
exchanged.
Article 32
All three paragraphs should be limited to “availability of national databases for automated
searches”. This phrase should replace the words:
- “automated searching” in para 1,
- “automated data exchange” in para 2,
- “automated data exchange” in para 3.
- Hybrid IT architecture should be respected. Elements such as router will not be managed by
Member State, who cannot address their malfunction. Distribution of responsibility according to
Art. 41 and 63-66 should be respected.
Article 33
CZ prefers to use different term than “justification”, such as “logs” or “documentation”.
Paragraph 2:
Documentation should include “identification of competent authority/agency”.
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Letters (b), (c) should be deleted.
– Art. 33(2)(b) is misleading, as the notion of „suspect“ has quite different meaning in various
Member States and „perpetrator“ is term of substantive criminal law rather than procedural
criminal law. (In CZ, more terms would be needed to cover various stages of criminal procedure:
suspect, person charged, person accused, and convict.) Moreover, query may concern a victim or a
witness as well.
- Art. 33(2)(c) is misleading, as the law enforcement body may know the person that will be
identified but not its dactyloscopic data or DNA profile. In other words, only after the search the
law enforcement may realize that data are related to a known person.
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LATVIA
BLOCK 1
•

Article 4

LV suggests the following definitions:
Point 1) – ’loci’ means DNA locations containing identification characteristics of the non-coding
part of an analysed human DNA sample (singular: locus) (LV does not see the need to refer to the
molecular structure).
Point 2) – ’DNA profile’ means a letter or number code which represents a set of loci or particular
molecular structure at the various loci.
Point 18) – LV suggests to align this definition with the Interoperability regulation 2019/817
(Article 4 (16) – “‘Europol data’ means personal data processed by Europol for the purpose
referred to in Article 18(2)(a), (b) and (c) of Regulation (EU) 2016/794”); in this context, please,
see also Article 49 (1) of the Prum Ii draft regulation (“Member States shall, in accordance with
Regulation (EU) 2016/794, have access to, and be able to search via the router, biometric data
which has been provided to Europol by third countries for the purposes of Article 18(2), points (a),
(b) and (c), of Regulation (EU) 2016/794”).
•

Article 67

Para (1) – LV suggests referring also to Article 1 a) of the Decision 2008/615/JHA.
Para (2) – LV suggests referring also to Article 1 of the Decision 2008/616/JHA.
In addition, LV would suggest deletion of Article 2 (on definitions) of the Decision 2008/616/JHA.

BLOCK 2
•

Article 6

Para (1) – in the context of Europol, LV suggests addition “when carrying out its tasks referred to
in Regulation (EU) 2016/794)”.
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•

Article 8

LV suggest to align Article 8 with Article 73, namely, the latter has to be complemented with
reference to Article 8.
•

Article 16

Para (1) – it remains unclear why references to Article 79 (8) and (10) are included; LV would
therefore welcome clarifications on the exact procedure how Member States shall inform the
Commission and eu-LISA (about their maximum search capacities per day for dactyloscopic data of
identified persons and for dactyloscopic data of persons not yet identified).
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SLOVAKIA
The Slovak delegation would like to present to the IXIM Working Party the comments concerning
the Proposal for a Regulation of the European Parliament and of the Council on automated data
exchange for police cooperation (“Prüm II”), amending Council Decisions 2008/615/JHA and
2008/616/JHA and Regulations (EU) 2018/1726, 2019/817 and 2019/818 of the European
Parliament and of the Council:
The reasoning of the new regulation proposal states that the regulation is intended to enable
the authorities of the Member States, that are responsible for preventing and investigating terrorism
and cross-border crime, to improve and streamline the exchange of criminal information and to lay
down rules for exchanging DNA profiles, dactyloscopic data, facial images and vehicle registration
data for prevention and investigation purposes. These types of data should be exchanged on a
mandatory basis, i.e. Member States will be obliged to engage in such data exchanges. We do not
support mandatory connection to the exchange of facial images and we propose to have the
option to choose the connection to the exchange, similar to the one given to criminal information
(the new EPRIS information system).
A central router is set up for automated data exchange - a tool designed to provide a single
connection to other Member States databases and thus the Member States will not have to build
bilateral links between databases, but a connection to a central router will be sufficient. SK supports
this purpose.
In addition to this functionality, the router will rank the search results from the Member States
databases according to the highest score and forward them to the requesting Member State.
Such score exists in dactyloscopic data, we assume that it exists within facial images as well, but it
does not exist in DNA profiles and VRD data. Since the scores are determined by variety of systems
from different Member States, we cannot imagine how, without compromising the integrity of the
response file, can this arrangement be implemented by a central router. We assume, that having at
least minimal access to the sent response will be necessary, which already manipulates the files by
the central router and this inspection will probably make personal data that should not be accessible
by this tool available for it.
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The exchange of data until now allowed the Member State to choose/select in advance to
which Member State should be the data send, whether it will be one or more, or all of the connected
Member States. Or Europol. We propose that this option should be maintained and that
Member States should not be forced to the automatic exchange of data in the form "everyone
with everyone connected". Daily limitations are defined in dactyloscopic data, we propose to adopt
this philosophy for facial images as well. We also propose that the exchange of DNA profiles
should take place on a daily basis and daily increments of national databases will be exchanged.
The central router should be connected via the European Search Portal (ESP) to the Common
Identity Repository (CIR). We do not see enough added value in this connection. In terms of data,
the CIR will contain only dactyloscopic data that are suitable for comparison with the submitted
data. It will not contain DNA profiles, and facial images are within limited numbers and are usually
an option, not an obligation that needs to be send within the Core systems (VIS, Eurodac, ECRISTCN) from which the CIR is created. In this case, the only crime-related databases are under
ECRIS-TCN, other systems contain civilian data and have access to them, for the purposes of
preventing terrorism and serious crime investigations, which is already defined in the individual
regulations. The new PRUM II regulation could lead to circumvent of the regulations, where the
conditions for searching through this civilian data are set stricter and clearer than in the proposed
PRUM II regulation. This Regulation does not define which criminal offenses are covered within
the range of search options from ESP to CIR.
This data exchange is already covered within existing information exchange tools and, in our view,
is not necessary. In general we do not support the connection of the central router to ESP and
its further connection to CIR.
The exchange of metadata for verified compliance shall be automated and, if a Member State
requests such data, the requested Member State shall reply in an automated manner within 24 hours.
We can provide the 24 hours limite for a response only for dactyloscopic data, where the permanent
service is established. In the case of DNA profiles and facial images, it would be necessary to set up
such a service, which we consider to be a disproportionate staff and financial burden. Therefore, we
propose to change the time limit to 72 hours (similar to the obligation to send data under the
Eurodac Regulation 603/2013).
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We also propose to have the possibility to decline the submission of metadata in certain cases.
In the automated exchange of DNA profiles, we have experience over the last 10 years that in the
case of a match where only 6 loci match, up to 60% of such matches are false positive. If a Member
State were to be obliged to provide meta-data at all times, in 60% of cases a person could be
criminalized on the basis of a false-positive DNA profile match. The request for this data could still
be possible to submit, e.g. through an individual request through international police cooperation,
where the response of the requested State could already indicate that there is a need to investigate
compliance in the given case, as there is very high possibility of a false positive.
According to the draft regulation, any exchange between Member States or with Europol that is not
provided for in this Regulation is to take place through the SIENA channel. SK opposes the
mandatory use of SIENA channel and proposes to apply the use of the SIENA network only to
Member States' communication with Europol.
The draft Regulation proposes to delete or replace certain provisions of Council Decision
2008/615/JHA. These are provisions concerning the exchange of dactyloscopic data, DNA profiles
and VRD data. It is necessary to ensure that there is no situation where a Member State still
exchanges data "in the old way" but is not yet technically ready for the new method and where a
Member State cannot exchange the data in an old way nor under the new Regulation.
We envisage the exchange of data under the new regulation as a gradual, continuous transition
from one data exchange method to another, and it is important to ensure that both data exchange
methods work simultaneously over a certain period of time.

Chapter 2:
Section 1 - DNA profiles
-

In Art. 7, in the title, we propose to remove the word "unidentified". Then the title of
the article would read: "Automatic comparison of DNA profiles".

Justification: The original title of the article only covered unidentified DNA profiles, therefore the
profiles of persons also exchanged in the PRUM exchange were not included. The proposed title
applies to all types of exchanged data and describes the content of the article better.
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-

In Art. 7, par. 1 we propose to replace the first sentence as follows: "1. Member States
shall, via their national contact points, compare the daily increment of their national DNA
analysis files with all DNA profiles from other national DNA analysis files for the
investigation of criminal offenses. Profiles shall be supplied and compared in an automated
manner. "

Justification: The originally proposed wording lacks a definition of the obligation to send a regular
increment of all DNA profiles (of persons and forensic evidence), which results in the necessary
need to regularly send all DNA profiles of unknown origin (in some MS even hundreds of
thousands) and thus time delay in their identification. There is also an uneven load and blocking of
information systems. The time delay is currently several months and the blocking of systems lasts
several hours. Our proposed wording allows the load of systems to be distributed continuously,
even at night, and represents the minimum blocking time and identification of DNA profiles of
unknown origin within 24 hours. This solution is currently being implemented by several Member
States, and there is a lack of enforcement for other Member States.
Section 2 - Dactyloscopy
- In Art. 14 letter (a) we propose to replace by the following: "(a) a reference number
allowing Member States and Europol, in case of a match, to retrieve core data in accordance with
Article 47".
Justification: The purpose of this article is to provide the reference number of the match and the
identifier of the country where the match occurred, i.e. the data on the basis of which it will be
possible to request the sending of basic data according to Art. 47. As match may also arise for
transactions initiated by Europol, we consider that Europol should have authorization in this article.
We consider the wording proposed by us to be clearer.
- In Art. 15 v par. 1, as regards the second sentence we propose it to be reworded as
follows: "The Commission shall adopt implementing acts to specify the digitization of
dactyloscopic data and their transmission with the procedure referred to in Article 76 (2)."
Justification: Simplification of the text while maintaining the content. We would like to avoid the
use of the UMF here, adjustments to the AFIS system are expensive and technically non-trivial.
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Section 4 - Facial Images.
In this area we propose to apply the same approach as for fingerprints data which means to include
the definition of daily maximum search capacities of individual Member States.
- In Art. 21, par. 1, we propose that the introductory sentence be reworded as follows:
"Member States may decide to participate in the automated exchange of facial images from national
databases ...".
Justification: As we stated in our introductory comments on the proposed mandatory exchange of
facial image data, we propose to give Member States the option of joining this category of data
exchange. The police in the Slovak Republic do not currently have a national database of facial
images. In the process of exchanging facial images, we cannot imagine how to ensure that it is not
possible to identify a person on the basis of the data sent, when the facial image is the basis for
individual identification of the person. In addition, it is not clear to us what is meant by the last,
separately standing sentence in paragraph 1.
- In Art. 23 letter a) we propose to apply the same wording, to simplify the text as for Art.
14, i.e. "(A) a reference number allowing Member States and Europol, in case of a match, to
retrieve core data in accordance with Article 47".
Section 6 – General provisions.
-

In the article 31, the text “shall observe” needs to be reworded in order to precisely
specify the tasks of member states and Europol regarding technical specifications. It is not
clear what would be achieved by observing the technical specifications.

-

In addition to technical specifications, it is also needed to define the minimum quality
standards for the data exchange (dactyloscopy, DNA profiling, face recognition).

-

In article 32, we propose to change the 24-hour limit to 72 hours.
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-

In the article 33, paragraph 2, proposed wording of letters b) and c) is impracticable
with collected traces and difficult to enforce with persons of known identity, therefore we
propose to delete it in its entirety and without compensation. It is not possible to
indicate, according to an unidentified evidence, whether the search involves a suspect or
accused person, or whether it is a search to identify an unknown person or to identify a
known person. There are a lot of searches involved during DNA profiles exchange, in which
we simply do not have this detailed information in advance or, in some cases, even after the
search.
SK carries out searches for law enforcement agencies per request. All of the outcomes are
recorded, we do not perceive fulfilment of Article 33 letter a) as problematic. Letters (b) and
(c) represent an unnecessary and disproportionate administrative burden.

-

In Article 33, paragraph 3, the Member States are required to preserve data that justify the
authorization of data processing by PRUMII tools used for monitoring the personal data
protection, including those with expiring 1-year retention period. In these cases, Member
States need to know that such process has started in order to take measures that would
preserve this data even after the deletion/shredding period.

Chapter 3
Section 1 – Architecture.
-

In article 37, we propose to add the text that would clarify that a Member State will be
entitled to send a request to one, two, or all of the Member States and Europol, and its data
will not be automatically sent to all connected Member States and their databases.

-

In article 37, paragraph 4 mentions sorting answers by "score", but we believe this cannot
be applied for DNA profiles. We are not sure if it is possible to make this sorting without
opening and looking through the response.
According to the regulation, the router should not have access to personal data. Scoring is
not possible, in our opinion, without decrypting and opening the response file, extracting the
data (they may be incompatible between different systems and therefore incomparable) and
looking through the file.
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Chapter 4
-

In article 47 we propose to change the obligation of sending data to the possibility of
making decision about the sending additional "core" data. We propose the following
wording of the introductory phrase in this article: „Where the procedures referred to in
Articles 6, 7, 13 or 22 show a match between the data used for the search or comparison
and data held in the database of the requested Member State(s), and upon confirmation of
this match by the requesting Member State, the requested Member State shall decide
whether to return a set of core data via the router within 72 hours.“

-

Text in article 47 letter f), we propose to add the word "biological" before the text
"gender".

Reasoning: The requested Member States should have the right to decide whether they should
provide personal data of their citizens in case that the match was not evaluated as solid from their
point of view (for example low number of common markers in DNA profiles). In case, that our
request would not be accepted, we request that the mentioned "set of core data" will contain
optional information about the need of taking further steps when determining the unambiguity of
the match.
The 24-hour period for DNA profiles is too short, so we propose the period of 72 hours.
Reasoning for letter f): DNA profiles may contain information about biological sex that may be
contrary to information provided based on a modern understanding of the word gender.
-

- In article 48 we request that the use of SIENA will be applied only to communication with
Europol. Needs more clarification: "Any exchange which is not explicitly provided for in
this Regulation between Member States' competent authorities or with Europol ..."

Chapter 5 – EUROPOL
In article 50 paragraph 6 letter f) the text needs to be changed to "biological gender". See
justification above.
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Chapter 8 - Additions to existing tools
-

In article 67 paragraph 1 and 2, we propose that mentioned paragraphs should be
reworded so the exchange of data is progressively replaced in accordance with the
Decision, instead of being "cut-off" from the data exchange starting with the date of the
exchange according to the new PRUMII Regulation.

Chapter 9 - Final provisions
-

In article 74 paragraph 1 in the second section, we propose to extend the one year long
implementation period to at least two years.

Reasoning: The department needs at least 2 years for the technical implementation of implementing
acts of the new regulation since obtaining the final draft. Given that funding will be provided
through EU funds, we do not anticipate that it will be possible to compete for a technical solution
sooner than 12 months after the announcement of the tender. We cannot estimate the duration of the
implementation itself at all, as it is not a purchase of a ready-made solution, but the development of
a new system, a superstructure over the existing one, and at the same time it is likely to upgrade
backend and frontends of AFIS and CODIS information systems.
Should it be necessary to start exchanging facial images, we will be forced to set up this information
system as well.
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SLOVENIA
Slovenia expresses thanks for the document »Proposal for a REGULATION OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL on automated data exchange for police cooperation
(“Prüm II”), amending Council Decisions 2008/615/JHA and 2008/616/JHA and Regulations (EU)
2018/1726, 2019/817 and 2019/818 of the European Parliament and of the Council« and
emphasizes that we always supported all efforts to strengthen the effectiveness of police
cooperation and the successfulness of police work in the fight against crime when ensuring security
of our citizens.
Slovenia sees the need to further strengthen automated exchange of data, which will improve,
facilitate and accelerate data exchange. This is key to internal security. We believe that it is of utter
importance to have a thorough discussion on the details of the Proposal in order to improve the
document.
The document is still under examination, however we can provide some comments regarding blocks
1 and 2:
1. Art. 1
SI supports CLS legal opinion regarding driving licence data. Driving licence data as are in
EUCARIS, should be available for exchange between authorities responsible for the prevention,
detection and investigation of criminal offences.
2. Art. 3
Wording “national database” should be changed to “database established on basis of national law”.
Driving licence data as are in EUCARIS, should be available for exchange between authorities
responsible for the prevention, detection and investigation of criminal offences.
3. Art. 18a
We propose to add “holders”.
4. Art. 19
As mentioned under points 1. and 2., SI proposes to add Driving licence data.
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SPAIN
First of all, thanks the COM for the effort to improve the legal framework for the automated
exchange of data, mainly biometrics, but also other types of records which are undoubtedly of high
interest to the LEAs.
In a first review of Blocks 1 and 2, we would like to make the following comments:
Chapter 1 “General Provisions”
Art.1 Subject framework.
Art.2 Purpose.
In the second paragraph where a reference is made to the possibility of using Prüm to work on UHR
(unidentified human remains) and MP (missing persons) issues, a better writing is suggested, so that
it is clear in which cases its use is possible and in which not. On the other hand, the lexicon used by
the countries is varied: UB (Unidentified Body), UP (Unidentified Person) and UHR (Unidentified
Human Remain), all of them included in the current exchange as ‘stain’, but we understand that it
could be appropriate that in the proposal it could be referenced in some way the categories included
in the exchange, since they are the names authorized by the different Prüm countries for their
corpses and unidentified remains.
Art.3 Scope
We miss the reference to the national regulations where the national Files that are the source of data
to be exchanged are based.
Article 4 Definitions.
In subsection 4(4) 'DNA reference data' is not very appropriate, this expression can lead to
confusion, especially since 'reference' is usually used to refer to undoubted biometrics (known
profiles, fingerprints…) and 'DNA reference data' covers profiles of both a known and unknown . In
fact, in Art 5, to make a clarification the current text is forced to introduce a parenthesis “DNA
reference data which is not attributed to any individual (unidentified profiles) shall be recognizable
as such”.
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Regarding this article dedicated to definitions, especially those that talks about forensic
terminology, we propose not to create new definitions but to follow what has already been written
in the standardization committees in this field, internationally recognized not only at European
level, specifically those definitions included in ISO 21043-1 and other regulations that are currently
under development or in the ENFSI good practice manuals (which, in addition to procedures,
include the standardized lexicon). This request is reinforced by the fact that it is desired to exchange
information with third countries in the framework of Prüm, it is the way to use the terms
appropriately.
In subsection 4(16) 'police records', the definition is unclear, a very broad definition, so that each
MS could exchange data of a very different nature.
There would be no problem in leaving the definition so broad, if the current text relating to the
exchange of police data via EPRIS could be modified and made it clearer or, if not, by including the
need for MS to communicate a list of data that can be exchanged in this way.
Subparagraph 4(21) the definition of 'significant incident' is a negative formulation, making it more
difficult to understand. An alternative text would be helpful.
Chapter 2 exchange of information
Section DNA (Art. 5 to 11)
We understand that within this revision of the current Decisions 615 and 616 it would be highly
recommended, and it is also currently feasible due to the level of technological development
extended in the different MS, to increase the automated exchange of profiles by at least 1 loci
(ideally two). Go therefore from 6-1 to 7-1 or 8-1. This would reduce adventitious matches
(potential matches that are ultimately discarded resulting in a revised no match) very significantly.
This is very important, especially if we think that the exchange of genetic information handles a
very large number of results (there is no limitation of transactions/queries as in the case of FP) and
consumes a lot of resources to verify matches.
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On the other hand, we also do not note that it has been included in the current text, to quality
standards included in Framework Decision 906/2009, necessary to be able to participate in the
exchange, it would be necessary to explicitly include either the aforementioned Framework
Decision or the mandatory accreditation of the laboratories that are the source of the biometric data
(in the current Regulation it should apply to DNA, FP and facial images). Ensuring full confidence
in the results issued by the different forensic laboratories is the basis where the legal certainty
necessary to endorse post-match information resides.
Despite the fact that the COM indicated that all categories are usable for PD and RH, in addition to
what is written about Art. 2, but related to Articles 5 to 11 and 12 to 17, it should be clearly
mentioned in the articles of each one of the types of data to be exchanged that may also be used for
these cases of missing persons and human remains. In this way there is no place for interpretation
regarding the articles and therefore there is greater legal certainty.
Art. 5
Include the other possibilities '...detention, prevention...' in addition to 'identification'
Art.6
Section 1. It is not very clear what the exchange mechanism is like. If the idea is not to alter what is
already in operation, and a large part of the success of the automatic exchange of genetic profiles
lies in the fact that each new profile that enters the national database (which can be sent to Prüm.
Art 4 of the current Decision 615/2018 JHA) is exchanged with the text currently under evaluation
that includes 'only individual cases', with which we are losing the power of automation.
Regarding Articles 42 to 46, specifically the mandatory data for the search in EPRIS, as contained
in article 43.1, it seems that to run a search looking for a person it is mandatory to insert name,
surname and date of birth, it would be desirable to make a clarification on this.
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SWEDEN
These comments are preliminary and may be reviewed in the light of further discussions.
Article 3 Scope
Since the necessity and feasibility to exchange driving license data is established, while the
Commissions assessment of the proportionality is disputed, SE would propose to continue
discussions on possible ways to provide automated exchange of these data for the prevention,
detection and investigation of crime.
Article 4 Definitions
(10) It should be clarified whether “Digital image of a face” means (or includes) biometric
templates?
(16) ”Police records” need to be more precisely defined to allow for predictability and reciprocity.
The definition should focus on information, not on databases, systems or registers.
Article 5 Establishment of national DNA files
Rename the article to “DNA reference data”, delete the first sentence of para 1 (“open and keep”)
and merge the remaining part of para 1 with para 2. Consider broadening the purpose to ”prevent,
detect and investigate”.
Articles 6 and 7 Automated search and automated comparison
Reword both articles to distinguish them better and to clarify their respective use. Article 7 should
deal with the one-off mass comparison of historical data. Article 6 should regulate the subsequent,
continuous searching with new profiles/traces, making further “historical” mass comparisons
superfluous.
Article 16
SE proposes to assess whether the router could queue fingerprint searches and distribute unused
search capacities between MS.
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Article 33
The concept of “justification” as expressed in the article seems to require a specific,
administratively burdensome routine, that is normally provided for only in exceptional cases. C.f.
IO Regulations Art. 22: “Where exceptionally, such full access is not requested, the designated
authorities shall record the justification for not making the request, which shall be traceable to the
national file.” To ensure the needed traceability between the logs and the cases justifying the
searches, it would suffice to use wording, preferably in the logging article, similar to the Ecris-TCN
Regulation, Article 31.3: ”The log of consultations and disclosures shall make it possible to
establish the justification of such operations.”
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