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NOTE 
From: General Secretariat of the Council 
To: Delegations 
No. prev. doc.: 12668/2/20 REV 2 
Subject: Operational Action Plan 2022: Child sexual exploitation 

  

 

Delegations will find attached the Operational Action Plan 2022 on Child sexual exploitation 

developed under the responsibility of the BE driver. The draft OAP was shared with National 

EMPACT Coordinators (NEC) and brought to the NEC meeting for discussion  

on 27-28 November 2021. 

In accordance with the Council conclusions on the permanent continuation of the EU Policy Cycle 

for organised and serious international crime: EMPACT 2022 +1, COSI/COSI SG are invited to 

adopt the Operational Action Plan. 
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ANNEX 

 

Operational Action Plan  

1. Aim 

This Operational Action Plan (OAP) has been created within the EMPACT framework and 

corresponds to the following priority:  

Child sexual exploitation 

The aim of this priority is “to combat child sexual abuse online and offline, including the 

production and dissemination of child sexual abuse material as well as online child sexual 

exploitation”. 

This OAP outlines a list of all the operational actions that will be carried out during the year 2022 

as means to implement the following strategic goals: 

• CHSG 1 - Criminal intelligence picture 
• CHSG 2 - Investigations and judicial response, with a specific focus on high-risk criminal 

networks (HRCN) and key individuals 
• CHSG 3 - Coordinated controls and operations targeting the online and offline trade in illicit 

goods & services 
• CHSG 6 - Capacity building through training, networking and innovation 
• CHSG 7 - Prevention and harm reduction, assistance to victims, awareness raising 
• CHSG 8 - External dimension: cooperation with non-EU partners 
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2. Context 

2.1 EU Intelligence contributions 

Definition of criminal activity/crime area: 

Child sexual exploitation encompasses any type of sexual abuse of a person below the age of 18 

(child), including production and dissemination of child sexual abuse material (images, videos, texts 

etc.) Online child sexual exploitation includes all acts of a sexually exploitative nature carried out 

against a child that have, at some stage, a connection to the online environment. 

Policy developments: 

The fight against child sexual abuse and exploitation is of high EU priority. The Operational Action 

Plan supports the full implementation of the EU Directive on combating child sexual abuse 

(2011/93)2 and the actions to strengthen law enforcement’s response to this phenomenon as 

highlighted in the EU Strategy3 for a more effective fight against child sexual abuse.  

Key threats:  

• The amount of self-generated sexually explicit material produced by children as a result 

of manipulation, coercion or extortion has increased. The normalisation of sexual 

behaviours online also lowers the threshold to sharing self-generated content 

consensually or through coercion. The impact on children from each of these behaviours 

can be traumatic and cause long term damage similar to that of direct sexual abuse.  

• Live distant child sexual abuse refers to the phenomenon of a perpetrator paying to 

direct the live abuse of children through video-sharing platforms. The child sexual abuse 

is sometimes captured or recorded for further dissemination online, which results in the 

repeated re-victimisation of the child, as with other types of child abuse material. 

                                                 
2 Directive on combating the sexual abuse and sexual exploitation of children and child 

pornography  
3 COM (2020) 607 final  
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• Distribution of child sexual abuse material through Peer2Peer networks continues to be 

an issue. 

• Some children who are sexually exploited are trafficked and then advertised on the 

surface web as young adults on dating websites or on ad hoc platforms where adults look 

for sexual encounters with minors.  

• Child sexual offenders often take advantage of their better economic situation to 

sexually exploit children either remotely online or in person. In some cases parents and 

other adults sexually exploit their children to benefit from this. 

• Offenders increasingly use anonymisation services and encrypted communication 

channels to exchange child sexual abuse material. 

• Offenders possessing technical expertise share their knowledge with others via fora and 

private discussion groups. 

• In some EU Member States, child victims are exploited through trafficking in businesses 

such as legal brothels. 

Key developments: 

• There has been a continuous increase in activities related to online child sexual 

exploitation over recent years, further intensified during the COVID-19 lockdown. 

• The number of reported incidents involving live distant child sexual abuse has steadily 

increased in recent years. Cases of live distant child sexual abuse taking place in the EU 

have also been detected. 

• The amount of self-generated sexual explicit material produced as a result of 

manipulation, coercion or extortion has increased. 

• It has been observed that a large amount of child sexual abuse material is hosted in 

Europe. This has been the case in the last years during which there has been a shift from 

North America. 
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• The widespread abuse of encryption tools, including end-to-end encrypted applications, 

has lowered the risk of detection for offenders who exchange child sexual abuse material 

(CSAM) in private groups on messaging platforms and dark web fora.  

• The production and distribution of CSAM for profit seems to be increasing. 

Intelligence gaps: 

• Child sexual exploitation very likely remains highly underreported. Many victims 

remain unidentified and their abusers undetected.  

• Child sexual abuse material is usually stored password-protected locally or abusing 

online storage services. These hosting services are often unaware of the material hosted 

on their servers. 

• The data on the number of children that are sexually exploited, either through trafficking 

or otherwise in the EU remains an intelligence gap that needs to be addressed.  

Key locations: 

• While most of the cases of live distant child abuse take place in Southeast Asia, 

especially in the Philippines, this has also been detected within the EU. 

• A large amount of child sexual abuse material is hosted in Europe.  

Enabling factors/enablers: 

• Child sexual abuse material can easily be accessed on all types of devices including 

mobile devices. 

• Fora and private discussion groups are also used to share technical knowledge.  

• Online offenders use fake identities and grooming techniques to gain the victim’s trust 

and obtain illicit content by manipulating, coercing or extorting them. 
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• Children now often have unsupervised access to the internet. This exposes them to 

potential sexual exploitation by criminals as they often do not have the maturity to assess 

a relationship as friendly or abusive.  

• Offenders increasingly use anonymisation services and encrypted communication 

channels to exchange child sexual abuse material. 

• Children in the most vulnerable groups such as children in migration and 

unaccompanied minors, children with disabilities and those coming from disadvantaged 

backgrounds are at higher risk of being exploited. 

Most relevant (non-EU) partners/countries of interest: 

• Australia*, Brazil°, Canada* Cambodia, Mexico^, Philippines, Thailand, Russia°, 

Ukraine*, United States*, New Zealand^ [Serbia, Bosnia & Herzegovina, North 

Macedonia, Montenegro] 

• e.g. NCMEC, INHOPE, WeProtect, ECPAT, UNICEF, End Violence Against Children, 

Missing Children Europe, AmberAlert Europe, IWF, World Childhood, World Vision, 

IJM, APLE, Save The Children) 

* Operational Agreement with Europol 

° Strategic Agreement with Europol 

^ Working arrangement 
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Key areas to target: 

• Focus on fora and private discussion groups to target offenders. 

• Focus on the prevention of production of self-generated sexual explicit material. 

 

Additional elements to the intelligence picture from Driver & OAP participants: 

It will be necessary to the success of this priority in tackling child sexual abuse that the scope of the 

problem that exists and that it is intended to deal with is made clear. That includes being very clear 

that both online CSEA and technology enabled child trafficking represent a significant violation of 

ethical, moral, social norms and legal provisions, and the human rights of every victim. The well-

established disciplines and investigative approaches of law enforcement to online child sexual 

exploitation and trafficking in human beings are different and the interaction between the two to 

enhance the protection of children from sexual exploitation will require a concentrated effort. 

 

The crime of child sexual abuse (CSA) refers to the sexual abuse or exploitation of a child, a person 

below the age of 18, including the production and online sharing of images of such abuse. 

Offenders taking advantage of their power and/or influence over the child abuse their privileged 

position, status, and/or relationship, in order to coerce and exploit them to fulfil the offender’s own 

sexual and less frequently financial needs. This crime has severe consequences for the victims and 

their ability to overcome the traumatic experience/s, and often have adverse effects throughout their 

life as adults. Sexual abuse or sexual exploitation of a child can take several forms; some were 

explained above. 
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Crossovers between CSEA and trafficking in human beings (THB) for child sexual exploitation are 

seen mostly in the abusive acts committed against victims. Perpetrators or traffickers lure, trick, 

force or induce victims into sexual activity against their consent sometimes abusing legal businesses 

in order to do so. In many occasions victims are not even aware that they are being trafficked when 

they respond to a job offer abroad with promising income, or when they believe they are in an 

honestly established romantic relationship with ‘lover boys’. While THB usually entails the 

transport or relocation of victims from one location to another for financial gain from their 

exploitation, the main goal of offenders in CSEA is usually to satisfy their sexual desires, and to a 

lesser extent for financial gain. The idea that live distant child abuse is a form of digital human 

trafficking, while popular in some jurisdictions, cannot be applied as an effective description 

applying in all countries and regions. 

2.2 Potential overlaps/synergies with other OAPs 

The priority crime area which this OAP addresses, could potentially have an overlap/synergy with 

the OAP THB on THB (children) matters (OA 1.2 from this OAP). In the same way it could have a 

synergy with the OAP HRCN on HVT and the use of financial information to track organisers and 

users of livestream abuse platforms (OAs 2.1, 3.1 and 6.3). 

This potential overlap/synergy with other OAPs will be subject to the Driver’s attention. The 

coordination with other OAPs will be facilitated by the EMPACT Support Team. 

3. Structure 

The OAP is essentially a coordination overview presenting the general outline of OAs, rather than 

the specific detail of each OA and does not include sensitive nor classified information. These 

details will be found in the related OA planned implementation document based on the Planning 

and reporting template4. 

An overview of the OAs within this OAP, that should be updated whenever relevant, can be seen 

below.  

                                                 
4 5002/1/20 REV 1 section II. Planned implementation 
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4. Management, Coordination & Support 

4.1. OAP Management 

Overall management responsibility for this OAP lies with the Driver, supported by the Co-Driver(s) 

of the OAP as identified by COSI and set out in the list of relevant actors. 

Each OA of this OAP has a designated Action Leader duly tasked and empowered for this role, 

assisted if required by a Co-Action Leader. 

Management responsibility for each operational action is outlined in the list of operational actions. 

The management of the OAP shall be in line with the EMPACT Terms of Reference5. 

4.2. OAP support 

In order to allow the Driver to focus on OAP management, Europol shall provide the support to the 

OAP in line with the EMPACT Terms of Reference. 

Furthermore, the Coordinator(s) of CHSGs, in line with the tasks and responsibilities set out in the 

EMPACT Terms of Reference, will support the various Drivers/Co-Drivers with all issues related to 

the successful implementation of CHSGs, together with the Action Leaders and the OAP group. 

4.3. Information management 

The Europol Analysis Projects shall be the primary means by which operational data emanating 

from the operational actions within this plan shall be processed. Other Europol tools may also be 

used where appropriate. 

It is recommended that all operational information exchange within the OAP shall be done using the 

Secure Information Exchange Network Application (SIENA), which provides a quick, secure and 

auditable means of communication between all competent authorities and Europol. Proper access to 

SIENA should be ensured as necessary for the implementation of OAs. 

                                                 
5 8436/1/21 REV 1 (will be updated following the final version of ToR) 
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5. Methodology 

5.1 OAP drafting process 

The OAP drafting process has recently been modified to adapt to changing circumstances and a 

continuous increase in the number of participants. The details on the OAP drafting process for 

EMPACT 2022+, including the engagement of the Partners in the drafting and implementation, the 

release of the OAP to the Partners as well as the specific steps of the OAP development can be 

found in the EMPACT Terms of Reference6.  

The scope of the OAs included in the OAP corresponds to the EU SOCTA 2021 and additional 

intelligence contribution gathered by the OAP groups.  

When available, the actions should also include administrative measures. Wherever possible, due 

use will be made of opportunities and processes for a wider inter-agency approach.  

The OAP will be validated by COSI SG/COSI. 

5.2 Implementation 

The OAP will be implemented via the set of OAs and timescales contained in the OAP. The Driver, 

assisted by the Co-Driver, will be the authority to execute or delegate the management/leadership of 

a specific OA to the Action Leader, who then has the responsibility for initiating and reporting on 

each action to the Driver. 

Member States are invited to integrate the relevant OAs developed in the OAP at the appropriate 

level into their national planning and to allocate resources to support a common EU approach. 

Similarly, the agencies and relevant EU networks, should commit the actions developed into their 

annual work programmes pursuant to the Council conclusions on the permanent continuation of the 

of the EU Policy Cycle for organised and serious international crime: EMPACT 2022+ and the 

EMPACT Terms of Reference. 

More specific details about the implementation can be included here as required 

                                                 
6 8436/1/21 REV 1 (will be updated following the final version of ToR) 
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5.3 Monitoring and reporting 

The reporting is composed of three steps: 1. Light reporting on the progress of the OAP, 

2. Comprehensive reporting on the results of the OAP and 3. Annual fact sheets on the results of 

OAP.  

Monitoring and reporting shall be done in line with and using the template set out in the reporting 

mechanism7.  

 

 

                                                 
7 5002/1/20 REV 1 - Reporting mechanism 
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Strategic Goal 4: Criminal Finances, Money Laundering and Asset Recovery 

Objective: Combat the criminal use of financial structures including money laundering, 
facilitate asset recovery an confiscate proceeds of crime, disrupt criminal infiltration by 
involving specialised financial investigators, where relevant, as part of investigations in the EU 
crime priorities, and develop a culture of asset recovery through training and financial 
intelligence sharing. 

The CSE EMPACT group proposed excluding the horizontal strategic Criminal Finances, Money 
Laundering and Asset Recovery MASP on Cybercrime - CSA/CSE as the extent of this 
phenomenum in relation to the overall objective related to child sexual abuse and child sexual 
exploitation is very limited. Where Criminal Finances may exist in relation to Cybercrime - 
CSA/CSE (e.g. payments made by customers to gain access to live stream abuse images or to 
purchase CSAM offered on different platforms), criminal finances is not considered to be 
significant as a crime enabled by or used to facilitate these crimes. These vulnerabilities can 
sufficiently be covered by other objectives included in the MASP, e.g. on operational activities 
or prevention and capacity building. 
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Strategic Goal 5: Document Fraud  

Objective: target criminal networks or criminal individual entrepreneurs active in the 
production and provision of fraudulent and false documents or identification marks by involving 
specialised investigators, where relevant, as part of investigations in the EU crime priorities. 

The MS and operational partner experts proposed excluding the horizontal strategic objective 
on document fraud from the MASP on Cybercrime - CSA/CSE. The Member States’ experts 
considered that the extent of document fraud in relation to the overall objective related to 
child sexual abuse and child sexual exploitation is very limited. Where document fraud may 
exist in relation to Cybercrime - CSA/CSE (e.g. use of forged documents to set up fake 
identities online or to register domains) document fraud is not considered to be significant as a 
crime enabled by or used to facilitate these crimes. Member States’ experts considered that 
these vulnerabilities can sufficiently be covered by other objectives included in the MASP, e.g. 
on operational activities or prevention and capacity building. 
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Strategic Goal 9: Administrative approach (ADDITIONAL AND TARGETED – OPTIONAL FOR 
EACH OAP) 

Objective: use administrative measures against serious and organised crime in a 
complementary way to prevent and tackle the misuse of the legal infrastructure through multi-
agency cooperation by sharing information and taking actions in order to set up barriers. 

 


