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Recommendation CM/Rec(2021)8
of the Committee of Ministers to member States
on the protection of individuals with regard to automatic processing of personal
data in the context of profiling

(Adopted by the Committee of Ministers on 3 November 2021

at the 1416  meeting of the Ministers' Deputies)th
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[1]

- take into account the principles set forth in the appendix to this recommendation, which

replaces the above-mentioned Recommendation CM/Rec(2010)13, in their law and practice;

- ensure that this recommendation and its appendix are translated and disseminated as

widely as possible among competent authorities and stakeholders, including supervisory authorities,

human rights organisations, civil society organisations and the private sector;

- promote acceptance and application of the principles set forth in the appendix to this

recommendation by all stakeholders, ensuring that private-sector actors engaged in the design,

development and deployment of profiling activities comply with the applicable laws and fulfil their

responsibilities to respect human rights.
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2.1 Respect for fundamental rights and freedoms, notably the rights to human dignity and to

privacy but also to freedom of expression, and for the principle of non-discrimination and the

imperatives of social justice, cultural diversity and democracy, should be guaranteed, in both the

public and private sectors, during the profiling operations covered by this recommendation.

2.2 Profiling should contribute to, or at least not negatively impact, both the well-being of

individuals and the development of an inclusive, democratic and sustainable society.

2.3 In the context of an increasing use of big data, both personal and non-personal data are

collected. Furthermore, with automated processing, based in particular on the use of machine

learning systems, it is difficult to know a priori which data will allow correlations or predictions to be

made regarding a data subject. In such cases, for personal data to be processed fairly, organisations

should ensure the relevance and quality of all data, including non-personal data, that could inform

correlations or predictions about a data subject.
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- if it is explicitly provided for by domestic law, in order to safeguard the data subjects’ rights

and freedoms and their legitimate interests; or

- if the data subject or her or his legal representative has given her or his free, specific,

informed and unambiguous consent. In the case of high-risk profiling, the consent ought to be

explicit; or

- if the profiling is necessary for the performance of a contract to which the data subject is a

party or for the implementation of pre-contractual measures taken at the request of the data subject;

or

- if it is necessary for the performance of a task carried out in the public interest or in the

exercise of official authority vested in the controller or in a third party to whom the personal data are

disclosed; or

- if it is necessary for the purposes of the legitimate interests of the controller or the third

party or parties to whom the profiles or data are disclosed, except where such interests are

overridden by the fundamental rights and freedoms of the data subject or in respect of the

processing of special categories of data. The necessity should be explicitly substantiated by the

controller; or

- if it is necessary to safeguard the vital interests of the data subject or of other persons.
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