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JOINT EUROPOL-FRONTEX INTELLIGENCE MOTIFICATION

Key points

similar to much of the serious and organised crime in the EU, the widespread use
of social media and digital tools generates an increased volume of online criminal
content and enables all stages of migrant smuggling;

Facebook, Whatsapp, Telegram, Viber and Instagram have been the solutions
most frequently detected in the context of migrant smuggling;

Apps dedicated to or customized for migrant smuggling have not been identified
=0 far; however, in the background of technological innowation, such tooks should
be regarded both as an intelligence gap and a potential development im the
criminal landscape;

While adwertisements for facilitation services mostly appear onsocial media, concrete
guidance is subsaquently provided via mapping applications, complemented by
details shared via video sharing- and instant communication platforms;

Digital selutions are frequently used as countermeasures against law enforcement,
to conceal lock, encrypt, delete or modify content on devices or the communication
itself;

Many online offers of facilitation along the Western Balkan routes are in Arabic
languages;

online offers frequently target irregular migrants from Middle Eastern, Morthern
African and Southeastern Asian countries;

Occasionally, migrant smugglers offer end-to-end facilitation services and employ
increasingly professional advertising strategies.
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DISITALIZATION OF MICRAMT SM UGCLIMNG

Introduction, background
and scope

Digital tools and services are Increasingly used not only In everyday life, but also for
a varlety of criminal activitles, Including migrant smuggling. Migrant smugglers and
documeant fraudsters capltallse on the anonymity, avallabllity and wide range of cllents
accessible through technology-enabled communication channels, allowing them to
remaln afar and to shileld criminal activitdes from law enforcemeant.

This Intelligence notification alms to provide law enforcement In the EU and the
Wiestern Balkan countries with a comprehensive Intelllgence plcture on the use of
digltal tools and services' im migrant smuggling and related doecument fraud, in order
to ralse awareness, consolldate existing knowladge and enforce opportunities to take
appropriate measures to tackle emerging threats. In this context, the report alms
at Identifying not only popular digital services and tools used In support of migrant
smuggling, but also less known, specialised Instruments used to conceal crirminal
activities, which often remaln undetectad at first contact with Irregular migrants or
migrant smugglers.

Thereport links the findings on digital products and services, toroutes and actors Involved
In migrant smuggling throughout the stages of criminal operations, and underlines
how such Instruments support criminal networks In carrying out smuggling acthvties.

In addition, Inferrmation regarding suspects and crirminal networks Invohlvad In document
fraud, using digital services and online platforms to advertise, arrange purchase or
dellver fraudulent documents linked to migrant smuggling has also been assessed for
the purpose of this report.

Thiz Intelligence notification Is based on information avallable at Europol and Frontex
from 2o1g onwards, with regard to migrant smuggling In the EU and Western Balkan
countries. The data sources consulted Included Information contributed to Europol
by EU Member states and partner countries, Information obtalned wia debriefing
Interviews collected during Fromtex Jolnt Operatlons, but also In-house reports and
expertisze avallable In the two agencles.

The report Is complemented by two Annexas presenting the applications Identified,
thelr maln purpose and relevant functionallities, contact detalls, as well as potential
means for law enforcement to reveal, prevent data loss and preserve potentally in-
crirninating content for future digital exploltation. Data presented In the annexes orlgl-
nates from experts’ Input, as well as content hostad In the SIRIUS project on Europol’s
Platform for Experts and guidelings avallable In open sources.

1 Fortha purpasa of this intaligenca natification, digial serwoss ar to ba unddarstood 25 amy means for dedtronic dalvany of
daka and conkant acrass muitipla platforms and devices ika tha web or mobile applcations, o includs sockl natworks, comtant
sharing and communication platfonTe. Dgital tools and sanices includs varous digkal applcations wed for communicakion,
raviation, ancryption, lecking and arting tha conkent on 2 dawos, but aiso dighal sarvicas avallabls in tha open wab wch as
social madia o on-lind seluticns satabia for agvertisng criminal anices and recnatmant.
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Migrant smuggling
in the digital era

The digital transformation of soclety as a whole has had a fundamental Impact on
sarlous and organised crime In the EU, virtually all criminal activities now featuring an
online cormponent? Migramt smuggling makes no exception. Dlgital services and tools
are Increasingly used by criminal networks capitallsing on the opportunity to stear
criminal actvities from afar, by opportunistic iIndividuals, providing facllitation services
on an ad-hoc basls, but also by Irregular migrants, upon Indications from smugglers.

Free and popular solutions like Facebook, Instagram, Signal, Skype, Telegram, viber,
Wwhatsapp and Twitter are most frequently detected and reported In relation to migrant
smuggling, while more speclalised tools are also used to shleld operatlons or deter
law enforcernent action, by locking or disguising content, erasing data or providing
anonymous Internet connection. Mapping applications and open geographic data
sources such as Maps.me and Google maps are key tools used by smugglers to share
maps, routes, coordinates, waypolnts and placemarks®, and other detalls to support
Irregular migrants In finding thelr way without direct contact. Reported with a smaller
frequency, channels such as VE and OK.RU, WeChat, Zalo or Azar, may be used preferably
by smugglers and irregular migrants operating or originating from certain geographic
areas outside of the EU (Russlan Federaton and Wkralne, Chilna, Vietnarn etc).

Cther platforms ke WICKR or 1ICQ were also reported In connection to sharing
directlons and plck-up points for Irregular migrants or, respectively, for provision of
forged documents, but thelr Incldence |s also lower.

A large share of Europol’s Information on the use of digital solutlons for migrant
smuggling points towards Albanlan, Syrlan, Pakistani, Iragl, Afghan and Moroccan
smugglers, faclitating Middle Eastern, East Aslam and African Irregular migrants via
the Eastem Mediterranean route and then through varlations of the Western Balkan
routes Into the EU, by foot, In trucks or trallers. Fewer reports were recelved concerning
smiugglers facllitating Irregular milgrants via the EU's Eastern borders, from Belarus,
Russla and Ukralne, via Poland, and further to other EL M5,

Opportunitles offered by the online environment and widely avallable digital tocls
are thoroughly exploltad In all stages of migrant smuggling: from advertising and
recruttrment of clents or low level facllitators, to communication with imegular migrants
or among smugglers, sharing travel guldance, provision of fraudulent documents and
enforcement of countermeasures agalnst law enforcement

E Eurgpod, 303, EU SERICLS AND ORGANISED CRIME THREAT ASSESSMENT [SOCTA) mom - A comupting influance: tha
nfittration and undammining of ELFOp<’ coNOMy and sockty by organisad crims |April 2oo| accesHbl 3t AT v

surcpolsurcpa sactitics- sardces! main-ra partsfaurcpsan -unon-sericu s-ard- sed-crime- threat Smenk
3 A waypoint b an ntanmadita peint along 2 routa, 3 knd of colour-codad pla & plcemark marks 3 posklon on the
EQrths surface, weing a colomad pushpin 25 tha ioon. Mtps fdessiopars.google comkm b ooy m entationkm|_tutsplacamarks,
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Advertisement
and recruitment

©00

online advertisement of smuggling services appears to become Increasingly
professional, with criminals using several platforms in parallel, updating Information
regularly or sharing videos, revlews and testimonials on successful operations.
smuggling services are heavily advertised on soclal media platforms, particularly
Facebook or Instagram pages, but recently also TikTok. Advertiserment |s carried
out on personal profiles or generic/business pages*, but also on chat groups In
messaging platforms like Whatsapp or Telegram. In additlon to freely avallable and
open channels for advertlsement, fewer cases of smugglers using the Darkweb to
offer thelr services were also reported.

soclal medla pages, groups and platforms offering smuggling services contaln
Imstructions, maps, photos, videos and prices for smuggling, updated on a regular
basls. Oocasionally, the content posted by smugglers Is complemeanted by Information
contrbuted by numerous other usars, In the form of comments or notificatlons. Groups
and pages hosting advertisement for smuggling are easlly searchable by keywords, as
the names Include comblnations of relevant words such as Immigration, asylurm, visa,
smiuggling, or refer to the routes for which facllitation |s advertsed - e.q. "Immigrate
to Canada, Eurcpe, UK". Most often though, advertisement on soclal media only
contalns baslc information and contact detalls leading to private groups in instant
communication platforms, through which the terms of the facllitation are subsequantly
discussed and agreed.

Both smuggling frem countries of origin and facilitatlon of secondary movemnents
through the ELU are advertised online. Most often, criminals advertise facllttation along
the Eastern Mediterranean route and the Wastern Balkan routes, through countries like
Albanla, Bulgaria, Greece, Morth Macedonia and Serbia, further towards EU MS or, In
soMme cases, towards third countries lke the UK, the U5 or Canada. The wide scopa of
online advertisement of smuggling services |s reflected not only by the varlous routes
concerned, but also by the varlety of natlonalitles targeted by smugglers. However,
most reports Indicate that advertisement targets Arab speaking Irregular migrants.
Mumeraus reports reveal dedicated groups and channels where communication I in
Farsl, or soClal media pages and apps with Arablc names.

4 [TV MEsvs, 3027- Peopl smuggkrs 1o face nesw masimam Ffs saniencd [ March, son| acessibls a8 fitps fwive b oomy
TS 100 -0 ~O0Pe0p & - 0 arS - b0 - a0 - NEM- MM M - K6 -Samtanos- v - NS - L
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JOINT EVROPOL-FRONTEX INTELLIGENCE MOTIFICATION

Communication and
instructions

While the initlal contact between smugglers and Irregular migrants Is established
often on soclal medla platforms, further communication Is carfed out, for security
reasors, via secured and encrypted communication applications - FaceTime, IMO,
mMessenger, Slgnal, Skype, viber, WhatsApp, WeChat, Zalo etc. Contact detalls are
posted on advertlsement pages and often lead, directly or Indirectly, to several other
meassaging, soclal media or video-sharing platforms where detalls are provided and
remote facllitation services are dellverad.

Crlmlnal husmess model uslng dlgltal t-:n:-ls and services
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Guldance for smuggling on foot or in vehicles is most frequently provided through instant
massaging applications. Howewver, facllitation by alr was also reported as managed by
smiugglers similarly, with applicat ons often usad for sharing fraudulent documents for
travelling. Information, varlous Instructions, satellite Images and photos, planned routes,
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JOINT EUROPOL-FRONTEX INTELLIGENCE MOTIFICATION

Guidance via

mapping apps

mMapping applications are a key tool used by Irregular migrants, elther Independently
or as a part of facilitatlon services provided by smugglers. Applications such as Maps.
me and Google Maps are prirmary tools?, oftan supplementad with readily avallable
online Instructlons and tutorlals on YouTube, and on open or private groups In soclal
medla or Instant communlcation platforms. These channels contaln detalled guides on
how to use the apps and navigate land routes, Including where to cross International
borders, how to find smuggling hotspots, how to apply for asylum, how to seek shalter
and humanitaran asslstance, how to get a more power ful smartphone wWa charlty and
how to reach refugee camps along the way. Tutorlals and chat groups alert migrants
about roads and areas to avold, In very detalled steps Ilustrated on the mapping
applications, giving smuagglers a low-risk/high-galn position. Mapping apps are an
easy to use tool, allowing Irregular migrants not only access to readily avallable data
neaded for travelling, but also to create or edit maps and routes within the apps or
to share and oparate them offiine. From srugglers’ perspactive, such tools provide a
rsk-free way to capltalize on dermand for smuggling services, as they allow criminals
to provide thelr services remotely and to "crowdsource” Information on llegal routes
by recelving feedback from the migrants. This hypothesis |s supported also by the
varlety of languages usad to name the varlous waypolnts found.

Inltially, this modus operandi appeared to be particularly used by Morthern African
Irregular rilgrants, namely Moroccans and Algerlans, as an option to travel without
ralylng on smuggling networks and save money. However, Fromtex Intelllgencea suggests
that the popularity of mapping applications recently Increased also among South
Aslans, In particular Bangladeshl and Pakistanl migrants. Similarly, Syrians, Iragls and,
only recantly, Afghans reported that they made use of mapping applications at least
for one leg of thelr journey to Europe.

Migrants who opt for this travelling mode are usually single adult males, moving
from Turkey to Greece and towards the Western Balkan reglon, without famillas. It
Is also comman for migrants who use mapping applicatdons to travel In small groups
of people, often made up of co-nationals. In this configuraton, nermally one of them
wiolld recalve links to the routes fon Google Maps or Maps.me) via whatsapp or other
messaging apps, from smugglers, relatives In EL MS, friends or fellow migrants who
successfully travelled to thelr desired destination country.

Recent Information shows that smugglers try to adapt to the preferance of migrants
for traveling without facllitation by Increasing the attractiveness of thelr services. In
some cases, smugglers offer migrants links to full routes, but also the possibllity to

B Cumy, T, Crakany, A, Crooks, A. and Stefanidb, A (30%) Exodus 200 crowdsouring qeagraphical and socil tralks of mass
migration’, journal of Gaographical Sysbame, 1¥1), 161, avallable: fitps: §lnkgal . comy apps! doc) AL TETngey ADRET = Ul sid
=& DNELd0=24f451c] [aocassed 15 Apr zoa1].
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pay for one map describing the route across a specific territory at a time; once the
migrant completes the first leg of the journey, they purchase from the same smuggler
the map describing the next stage of the llegal crossing. According to Frontex data,
migrants reportad that they purchasad files containing routes generated on the basls of
waypoints and placemarks, from smugglers operating In Istanbul, Edirne, Thessalonlkl,
or Athens, which are conslderad to be the main migration hubs In the reglon.

The use of mapping applications has been most popular en smuggling routas via Turkey,
Greeca and the Wastern Balkan reglon. However, durlng 2020 and 2021, mapplng apps
used for llegal crossings, both by smugglers and Irregular migrants, has spread to
routes leading to or crossing other EL M5, such as Poland, Hungary and Romanla, or
nelghbouring countries such as Ukraine and Serbla. with regard to the Western Balkan
routas, according to Frontex data, Irregular rigramts and smiugglers may be explolting
asetof long-distance hiking tralls In the area, known collectively as the "via Dinarica’,
which conslsts of marked mountaln Kinerarles with huts, shelters and campsites along
the way. Such tralls are described In detall and can be both downloaded for offline
referance and Imported Into mapping applications. Also, many routes elther end or
start in the proximity of refugee camps In the Western Balkans reglon while labelling
of waypolnts lald at the Albanlan borders with Greece rewveal that migrants are using
the notorious dismissed military bunkers® of Enver Hoxha era, as makeshift shealtars,

EEC, 20, Tha Cold War bunkars that cover 3 country” [Novambsr aong] avalble at minps: vy Do coom lowrs!

il el
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JOINT EVROPOL-FRONTEX INTELLIGEMCE HOTIFICATION

Mappmg tools in mgrant smuggllng Maps.me and Google Maps

up. They can «
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CISITALISATION OF MIGRANT Sk UGGLING

Money
transfer

Wwhile informatlon on digital tools and online services used for financlal transactions Is
limiltad, sorne reports reveal mongy transfer applications used by faclitated irregular
migrants, payments done through Western Unlon and communication regarding
payments, carfed out via online messaging services ke Facebook Messenger, WhatsApp
or viber. Wwhile there Is a presumption that most payments for smuggling fees are done
physlcally by the migrarts or thelr family members, often via a hawala agent or diractly
to the smugglers, digital services may be used to communicate the proof of payment
without the need for a physical contact. The modus operand| used by some smugglers
occaslonally Implles provislon of concrete smuggling Informatlon — real-time or on
pre-planned smuggling events, only after the potental cllent has sent the organlser a
proof of payment. This modus operandl was reported In relation to smugglers active
on the Western Balkan routes, from Greece to Serbla, from Serbla or Romanla to
Hungary, Austria or Germany, on foot and In concealments of lorrles. In other cases,
however, payment s requested by smugglers upon arrlval to the destination™, which
generates additional obstacles In identifying smuggling cases In process.

m  Eurcpol data - AF Phosni
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g J
4]

Countermeasures

P e P

In addltion to supporting varlous stages of the migrant smuggling process, digital services
are often employed by criminals as countermeasures, such solutions are used equally
by smugglers and by Irregular migrants, as Instructed or provisloned by smugglers.
Armong digital solutlons used as a countermeasuras In the migrant smuggling business,
reports reveal software and apps used to:

Lock, conceal and disgulse contant on devices (AppLock, Secure Folder), (Knox,
sgallery, FakeChat)

Erase content (Erase photos) and accounts from devices, recowver content
(DlscDlgger)

Cenerate temporary emalls, clone apps (Clone App), modify GPS locations
{FakecPs), display caller ID (Numberbook)

Ensure private Internet connectlon (Hola WPN, Thunder VPN, Psiphon Pro,
Hexatech, SupervPi and LinkvPNL

Burner applications are used to generate temporary phone numbers which Irregular
migrants and smugglers explolt for thalr communication or In creating additional
soclal medla and Instant messaging accounts, with minimal risks of law enforcement
menittoring or Interception. Such practices pose additional challenges since burner
appllcations are alegally provided service, therafore direct law enforce ment rmeasuras
cannot be taken agalnst the providers of such solutions.

] MCLASSIFIED —
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JOINT EVROPOL-FRONTEX INTELLIGENCE NOTIFICATION

Challenges and
intelligence gaps

mMuch of the Information collectad on the use of digital services and solutlons Is linked
to migrant smuggling on the Eastern Mediterranean route and Western Balkan
routes Into the ELL However, fewer reports reveal such channels usaed by facllitators
operating on other routes, such as facllitation across the Eastern borders Into the EU
and facllitation of Iregular migrants already Inthe EU, further to the LK or to countries
outside of Europe.

Furtharrnare, In order to complerment the intelllgence ploture generated on the basls
of already avallable data, additional Information on the following toplcs s needad:

Digital services and online channels used for money transfers (payment of
smiuggling fees, fess for outsourced facllitators, comuptlon relatad payrments atc.)
and money laundering;

Use of dightal solutlons for cryptocumency transfer, In connection to migrant
smuggling;

Customized digital solutions offered as a service to migrant smuggling netwiorks,
with a particular focus on dedicated encryption solutions;

Instamt communication selutlons, secial media and content sharng platforms
used In the process of facllltation, by Aslan smugglers and by Irregular milgrants
smuggled Into the EL from Aslan countrias;

Use of Darkweb and underground parallel markets to adwertise facllitation of
irregular migrants and to provide fraudulent documentation.

Your feedback matters.

By clicking on the following link or scanning the embedded QR code
yiou can fill In a short user survey on the recalved strateglc report
Your Input will help us further Improve our products.
https:/fec.europa.eufeusurveyirunner/eus strateglc_reports
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CHGITALISATION OF MIGRAMT SMUGGLING

Annex I: Overview of applications
and platforms identified in
connection to migrant smuggling
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DISITALISATION OF MIGRAMT SMUGGLING

Overview of apps and platforms
identified in connection to
migrant smuggling

Azar

BASIC INFORMATION
Azar Is a soclal networking video chat app that allows Instant connection between
users around the world. The app |s avallable only on the App Store for IPhone and IPad.

CONTACT INFORMATION

Hyperconnect Inc.

Post 20F, ASEM Tower, 517 Yeongdong-daero, Gangnam-gu
Seoul, Republic of Korea

ELl Reprasentative
Bird & Bird GDPR Representative Ireland
2q Earlsfort Terrace, Dublin 2, Doz AY28
Ireland

LAW ENFORCEMENT INFORMATION
AZAR transfers or discloses personal Information to Gowernment authorltes, judiclal
authoritles, regulators or other third partles where required:

They will disclose personal Information to government authoritles, Judiclal authori-
tles, regulators or other third partles where they have a legal requirement to do 5o or
where they belleve this Is necessary:

to comply with the law or respond to compulsory legal processes (such as asearch
warrant, subpoena or court order);

to verfy or enforce compllance with the terms and pollcles governing thelr Servica
and to Investigate fraud or other unlawful activity relating to the use of the Service
or affecting thelr business, to the extent such disclosure Is permitted by applicable
data protection laws; and to protect and defend rights, property, and the security
or safety of business operations and those of any of thelr respective affillates, staff,
business partmers, customers or members of the public.
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JOINT EUROPOL-FRONTEX INTELLIGENCE NOTIFICATION

CloneApp

BASIC INFORMATION

Clone App uses virtual machine tachnology to create a stable and high-performance
virtual engine. You can run any APP installed on any mobille phone In a virtual
anvironment to achleve the experlence of running multiple accounts on one moblle
phone at the same tme. In the virtual envronment, functions such as changing the
device ID, disguising the brand model, virtual location, virtual photo album, virtual
address book, virtual 5MS, virtual call leg and other sensitive personal information
protection can be used without rooting the phone'™

DiskDigger oy

BASIC INFORMATION

DiskDigger Is a tool that undaletes and recovers lost files from a hard drive, memory
cards, WSB flash drives. Whether accldentally deleted some documents or photos
from a computer, reformatted a camera's memory card, or want to see what files are
hidden on an old USE drive, DiskDigger |s can be usad for recovery. The DiskDigger
app also works for Androld.

Facebook & Messenger

BASIC INFORMATION

Facebook 1s an online soclal medla platform where reglstered users can create personal
and business profiles, groups or pages, upload photos and video, stream live content
onling, send messages, keep In touch with other users, create avents, and a market
place to buy/sell Items. It Is the most used soclal media platform with approximately
2.& bllllon monthly active users (as of March zo2o)™

0l

The platform also has a chat application called Messenger, which allows users to
exchange non-encrypted or end-to-end encrypted messages. In the stand-alone
Messenger, app users can sand timed messages that will self-erase after the pre-set

time expires.
15 Coogl Play - Clone App - App Clonsr £ Pamill Spars, arcassble 3t hitps JpEygoonie com/stors appstdatal fid=com
cloreapppardlEspac dusspaelni=anig= L5 jarassad on ozoEaon)|
% CHM.oom - Facsbook Fast Facts, Edkorial Rassarch, May ooy scoeasble ab biipsed mloncrmcomdacngdoa i weorld!
facabock-jant-facts{indaxhem| jacosssed an o706 00|
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CONTACT INFORMATION
For Facebook, different legal entities are consldered to be data controllers for varlous
countriesfreglons:

For EU citizens/residents:
Facebook Ireland Ltd. Attn: Law Enforcement Response Team 4 Grand Canal Square,
Grand Canal Harbour, Dublin 2, Ireland

For Us citizensfresidents:
Facebook Inc. 1601 Willow Road, Menlo Park Callfornia gqozs, United States of Amerlca

LAW EMFORCEMENT INFORMATION
Law Enforcement Online Requests System: hitp www. facebook.comirecards

E-mall for enguires or requests which cannot be submitted via the portal: recordsa
records.facebook.com

Guidelines for law enforcement are avallable at: www . facebook.com/safety/groups/
lawfguidelines.

FaceTime

BASIC INFORMATION

FaceTime Is a proprietary video telephony product developed by Apple Inc. FaceTime s
avallable on supported 105 maoblle devices running 105 4 and later and Mac computers
that run Mac ©O5 X10.6.6 and later. FaceTime supports any 05 device and any Mac
with a forward-facimg carmera. FaceTime Audio, an audio-only verslon, Is avallable
on any 105 device that supports 108 7 or newer, and any Mac with a forward-facing
camera running kMac 05 X10.9.2 and later. FaceTime Is Included for free In 105 and In
macos from Mac O35 X Lion {107y omaards.”.

CONTACT INFORMATION

Apple United States:

Apple Inc.,

One Apple Park Way, Cuperting, CA gtolg
United states of America

Apple Ireland:

Apple Distribution Intermational
Hallyhill Industrial Estate
Hallyhill, Cork, Ireland

7 Search Wobik Computing — FareTime, accessible ab mitps \saarchmeoblBoompoeng tacitan st comydafindon FacaTima

[#cressad on DguoEaos|
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LAW EMFORCEMENT INFORMATION ™
Law Enforcement Response Team:
{recalves voluntary requests and general Inguiry from law enforcemant)

Government £ Law Enforcement Information Request template:
httpsfwww.apple.comflegal fprivacyfgle-Inforequest.pdf

E-mall: lawenforcement@apple.com

FOr ameargeancies:
'EMERGENCY — Government £ Law Enforcement Information Request template;
http=/fwww.apple.comflegal fprivacyfleemergencyrequest.pdf

E-mall: exigent@apple.com

Google Maps

BASIC INFORMATION

Google Maps |s a web mapping and navigation application for desktop and mobile
devices from Google. Maps provides turn-by-turn directions to a destination along
with 2D and 3D satellite views, as well as public transit Information. Maps also offers
"Streat Views,” which are photos of the actual streats and surroundings. Milllons of
websites use Google Maps for directions to stores and offices. ™

Hexatech J

BASIC INFORMATION i
Hexatech Isa free VPN proxy application that hides the P of the user by creating a new )
IF to essentlally mask the existing locatlon®. VPN sesslons are not logged. Betternat

LLC a L5 company Is responsible for Betternet and Hexatech®. Data can be shared

with LEA basad on legal requests but will b limited to what Is legal necassary.

B Applerom, Privesy - Gowernmant Information Reguasts, accessible ab hoipsowawveapplecomy prvacy governmant-
rforTEton-reguRss! |aoos sed anouos moa|

1w PDMag, Googlke kaps, acceasibls ok s feww pomaocomdencpcioped afiam g ooole -maps [accesed on ogod zoa|

a0 Coogl Play - WPM by UER WP - Securd Progy £ Unimied WPK, arcemibl st noips:f ply googs comstor appsd
dataistidmbech haial himer LS Ly e LUE [S0csased on 01.082021]

a1 Auracom - Privacy Pokcy, accessibke at iips: faura comylagall privacy -pokoy ADoassed on 006 0|
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Hola

BASIC INFORMATION

Haola Is a VPN moblle application that uses peer-to-peer caching. Besldes various
wiorldwide locations, thelr HO [s situated In lsrasl. The application s free but premium
members can redirect request to peers and are never uses as peers themsealves. Like
othervPN applications Hola allows anonymous web browsing and crcumvents blocked
domalns. Regarding the privacy policy Hola claims to have no logs for Premium or
Ultra subscribers. Furthermore, no logs of raffic Incoming and outgoling IP addresses,
browsing history sesslon duration etc. are made. Personal Information can be exchanged
If It complies with law, leglslation or following a subpoena or court order®,

HOLA additionally provides an application for changing your GPS location to wherever
you want In the world®. This equally affects all other applications on the specific
mobile device,

ICQ

BASIC INFORMATION

120 Mew |5 a cross-platform messenger and VolP cllent. The name 1CQ darives from
the English phrase " seek You". Originally developad by the Israsll company kMirabillis
In 1996, the client was bought by AL In 1998, and then by Mall.Ru Group In zono®,

The 1CGQ cllent application and service were Initlally releasad In Novernber 1998, fraaly
avallable to download. ICQ was among the first stand-alone Instant messenger
(I} — while real-time chat was not In Itself new (Internet Relay Chat {IRC) being the
most commen platformn at the time), the concept of a fully centrallzed service with
Individual user accounts foCused on one-on-one conversations set the blueprint for
later Instant messaging services like AlM, and Its Influence |5 seen In modern soclal
medla applications. K0 became the first widely adopted 1M platform.

During the second week of January 2027, 1CQ saw a renewed Increase In popularity

In Hong Kong, spurred on by the controversy over Whatsapp's privacy pollcy update.
The number of downloads for the application increased 35-fold there

Hola [¥PH} acoasshia 2t hiips:yhala omyfagein_cost [aocesed on 030831

m
I Holdong - Hola Privacy Polioy, accesshil ak motps ) halan
24  Holworg - Hola changa GPS lection, accessibka ak Het
&  Tachspat - What sver happansd to KIGF, accassbl at bops s we tachspot com/an e/ kg/ pmn-dunn:u:ﬁmﬂ
@6 Ohar Cigkal - With new ks on Whatsapp K0 wins l.rpmu-dnrtn-d damard, aoceskls ot I
anao Nt 5 Lo Fovas-T - oUra - Nadita Fofatchea
wikth-new-nalas -on-wh pmmdmann&m'q
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CONTACT INFORMATION

Mall.Ru LLE |5 located at 39 Leningradsky Pr., Bldg. 79, Moscow, 125167, RuEslan Federation.
They are represented, for the purposes of the privacy policy, by MGL MY.COM (CYPRUS)
LIMITED of 28 Oktovrlou, 365 VASHIOTIS SEAFRONT, office 402 Neapoll, :107, Limassal,

Cyprus
Law Enforcement Online Request System: https:fwwwowhiatsapp.oomirecords/login
E-mall address for general Inquirfes from law enforcement: recordserecords whatsapp.oom

LAW ENFORCEMENT INFORMATION

Russlan natlonal leglslation™ does not allow the disclosure of data held by private
companles based In the country directly to forelgn authorlities. This also applles to
emergency crcumstances,

Encryption of services: Under Russian national leglislation, ©O5Ps are abliged to provide
the state security agency with decrypticn Informaton for electronic messages®.

For additional information, please see the privacy policy.

Cooperation with Russian intelligence services

According to a Novaya Gazeta article published In May 2on2, Russlan Intelligence
agencles have access to online reading of 1CQ users' correspondence. The article
examined 34 sentences of Russlan courts, durlng the Investigation of which the evidence
of the defendants' gullt was ocbtalned by accessing correspondence on PCs or mobille
devices, Of the fourtean cases In which 100 was Involved, In sl cases the capturing
of Information cccurred before the selzure of the device®.

IMO

BASIC INFORMATION

MO Is a free audiofvdeo calling and instamt messaging software service. It allows
sending rmuske, vides, PDFs and other files, along with various fres stickers. It supports
encrypted group video and volce calls with up to 20 particlpants. According to its
developer, the service possessas over 200 million users and over o milllon messages
per day are sent through I£**

Within Its terms of service IMO Included a headline on Reporting Violations and
state that they report any activity that they suspect viclates any law or regulation to
appropriate law enforcement officlals, requlators, or other appropriate third parties,
and ray cooperate with such authorities as they may request.

ay Consthutian of tha Aussan Fadaration, Faderal Law of 37072006 W 5389, Drsckive of tha Praldant of tw Aussian
Fadaration of 3203 3008MA - prandFaderal Law of 1205008 1. b W4-03 25 amandad on 06 07200, acmessbl at hops )
. iruges ruauth oy pys imey)

2B Tha Mdoscow Timas, Ottobar 206, Rusia Begins Saarch for Decryption of Oniira Masiangars, accassibk ak itps: e
HEMmesrot Mas. ooy 20080y 04/ ustia -0 s - SearTh- flor - bacny pior- of -oni ing - masang ars- 25 553 Rooassed or.of20a]

29 Movaya Tazeta - 103 and comrade Major, accesibi It hitp fnoveyaganatE e o
mayer [AesHd on ook o]

3 Techrobuffalo - IMO Mostangar app of the wack, arcasshi at hitps: Fevess tachn obuTaka com A ma -meserger-ape- of -
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CONTACT INFORMATION
IMO |5 hosted by PageBites Inc.
gog Bryant Strest Sulte S1g
Palo Alto, Californla g4zon, USA

Phone: on 650-248-6031
maalito: ads@imao.imi
Please, also refer to the Imo terms of service and privacy pollcy

Instagram

BASIC INFORMATION™

Instagram Is a soclal networking app made for sharimg photos and videos; since April
2012 |s part of Facebook. Instagram Is avallable for free on 15, Androld and windows
Phone devices. It can also be accessad on the web from a computer yetwith limiltation:
8.. the messaging functionallty Is avallable but photos or videos (except IGTY videos)
can only be uploaded and shared from moblle devices.

Instagrarn does not require a-rmall or phone verification, and does not require people
to use real names or ldentities.

Usar IDs can be found using free online tools lke https:/findmyfbld.in/findinstagram-id/
or https:/fcodecfanin)a.com/tools/find-Instagramusar-id

CAVEAT: bear In mind that online services used to locate Instagram's user |0 may
store searches, Therafore, operational data may bo exposad. One search can provide
miultiple hits, so follow up s reguired.

CONTACT INFORMATION
As Instagram |s part of Facebook there are different legal entitles consldared to be
data controllers for different countriesireglons:

For EU citizens/residents:
Facebook Ireland Ltd. Attn: Law Enforcement Response Team 4 Grand Canal Square,
Grand Canal Harbour, Dublin 2, Ireland

For US citizens/residents:
Facebook Inc. 1601 Willow Road, Menlo Park Callfornia gqozs, United states of America

Please refer to this publicaton when considering to submit a data request to Signal:
https:/fslgnal.orgfblgbrother/central-california-grand-jury/

LAW ENFORCEMENT INFORMATION
Law Enforcement Snline Requests Systermn: hitpe/fwwwfacebook.com/records

E-mall for enguides or requests which cannot be submitted via the portal: recordsa
recordsfacebook.com

3 Excarpt citad from tha SIRIUS Eurcpol Patform for Expers
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KNOX @)

BASIC INFORMATION

samsung Knox Is a proprietary securlty framework pre-Installed on most Samsung
moblle devices. Its primary purpose Is to provide organizations with a toolset for
managing work devices, such as employes moblle phones or Interactive klosks. Knox
provides more granular contrel over the standard work profile to manage capabilitles
found only on Samsung devices.

Knox's featuras fall within three categories: data securlty, device manageabllity, and
VPN capabllity. Knox also provides web-basad services for organlzations to manage
thelr devices. Grganizations can customize thelr managed moblle devices by configuring
varlous functlons, Including pre-loaded applicatlons, settings, boot-up animations,
horme screens, and lock screens.

As of December 2020, organizations can use speclfic samsung moblle device cameras
as barcode scanners, using Knox services to capture and analyze the data.

Atestversion for 105 |5 avallable as well for IPhone and IPad. It Is Intended to provide
complete and full Knox feature support over time. The developer, SAMSUNG SDS
Cou, LTD,, Indicated that the app's privacy practices may Include handling of data as
described above. For more Information, see the developer's privacy polloy™

LinkVPN

BASIC INFORMATION™ b, ¥ ﬁ
LinkWvPM |s simillar to the previous mentlonad WPMs. It s free to use and hides the users
IP whilst encrypting Internet websites without saving logs. FuryWweb Tech. offers the
App. The Company |s slituated In Hong Kong®, Personal Information about the customer
will not be shared except with other service providers {e.g. distributers, resellers and

app store partners).

| Zameang Knox Maregd Samsung Kna devices with MO8, acoeasble ak mps e mana 8en g na com imodlE -0 we-
MarERmEn L sameung -kn - ma ragemant him| jaccessed an

33  Uptodowncom -LinkWPH accassibl ath pood WL CO MY and oo [arresned on 0108300

33 Paolioy privacy scceasibls at il @ oy hem [eocessid on 03082031
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Maps.me

BASIC INFORMATION **

Maps.me (styled as MAPS.ME) Is 2 moblle app for Androld, 125 and BlackBerry
that provides offline maps using Openstreethap data. It was formerly known as
Mapswithie, In Novermber 2014, It was acquired by Mall. Ru Group and becarne part
of Its My.com brand.

on 2z Novernber 2zozo, Mall.ru Sroup Umited announced the sale of MAPS.ME to Daegu
Limntted member of Parity.com Group)

For additional Information, please refer to the Privacy pollcy and the terms of service,

Numberbouk

BASIC INFORMATION **
Mumberbouk Is a phone, e-mall and mobille number directory that allows Its users to
saarch by moblle number, name, as well as an e-mall.

viou can find the privacy pollcy here,

Odnoklassniki

BASIC INFORMATION
Odnoklassnikl (Russlan: OguokndcoHmen, Englishe Classmates) |s a soclal network
service used malnly In Russia and former Soviet Republics

The website currently has more than zoo milllon registered users®™ and 45 milllon dally
unlque visitors, Odnoklassnikl also currently has an Alexa internet traffic ranking of 56
wiorldwide and 7 for Russla. Odnoklassnikl |s the second most popular soclal metwork
In Russla, behind VE {vKontakte) but ahead of Facebook, which s In 3rd place™,

Odnoklassnikl 1s owned by Mall.ru Sroup with URL www.Odnoklassnlkiru or short
wwwok.ru whereas domains of the maoblle version of Odnoklassnikl have the prefix

m. {rn.okrul.

("OK" or OK.ru) Is the oldest Russlan soclal netwaork. The site was launched In March
2006, seven months ahead of the other primary soclal netwaork In Russla, Vkontakte

35 Pancamelngpio- Mapime, sccesshbis ot Riips Y panommacny pho ooy maps-me-b-a-nay atkon-app -that-wil-hava-a -
orypio-wakst-ard-defy [aresed on og.o |

36 humbarbeouk com, acoessible 2 HOp:fwesys umbsrboukcomy A out [accassed onozoBao|
I Craamgrow.oom - Sockl Media in Russi, socessile 3t Feps s 0rsamg o, com/socil-media-in-nisia/ [ocesed on
Dp.oRam]
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{*WK"). Both sites are owned by Mall.ru Sroup, a Russlan Internaet company, which
operates Internationally under the brand My.com.

My.com |5 an International subsidiary of Mall.Ru company that offers games and
Internet-related services and products. My.com Is working under brands and services
myMall, myChat, mySames and Maps.sMe. My.com s headquartered In Amsterdam,
Metherlands, with a W.5 office located In Mountaln View, Callfornla. Wikipedia

CONTACT INFORMATION
Mall.Ru LLE Is located at 29 Leningradsky Pr., Bldg. 79, Moscow, 125167, Russlan Federation.

They are represented, for the purposes of the privacy policy, by MGL MY.COM (CYPRUS)
LIMITED of 28 Oktovrlou, 365 VASHIOTIS SEAFRONT, office 402 Neapaoll, :107, Limassol,
Cyprus

LAW ENFORCEMENT INFORMATION

Russlan national leglslation®™ does not allow the disclosure of data held by private
companles based In the country directly to forelgn authorities. This also applles to
emergency crcumstances,

Encryption of services: Under Russlan national leglslation, O5Ps are abliged to provide
the state security agency with decryption information for electronic messages*.Pleasa
refer as well to the privacy policy.

Psiphon Pro

BASIC INFORMATION

Psiphon Pro is a free and open source VPN, It was developed by Cltizen Lab at the
Unlversity of Toronto, Canada*. Psiphon does not share any personalized data with
third partles*

Secure Folder

BASIC INFORMATION

Secure Folder by 5amsung Is an encrypited space on smartphones to store files, Images,
videos, and apps. The service keeps all sansitive files private. Griginally launched as part
of Samsung Knox, samsung Secure Folder comes pre-installed on many of Samsung's
smartphones*,

3% ConEutian of tha Rissan Fadaration, Federal Law of 27072006 Wk 52-03, Dirsctve of tha Prsidant of tha Russan
Faderation of 12.03 708k 44 -prandFodaral Lavw of 12081095 1 Wt L4~ 03 25 amanded on 08.07. 208 — aoceshis at hops )
. rirugew T fauth oy pus e

4@ Tha Mescow Timas, Octebar 016, Rusiia Begins S@arch for Decryption of Oniing MEsiangars, accessila at Mps i

themarowtimes.comyacashny ng rustia-baping - searh-for- decny ptian- of -onlina- maisang an-25exd
a1  Psphonica - Psiphon — 2 kachnial dasciption, arcassbla at fttpspsphancalen
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Sgallery

BASIC INFORMATION
sgallery |s a privacy protection app for Androld to easlly hide and encrypt photos,
videos, apps and any other files for additional privacy.

sgallery can hide Its app lcon and keep privacy safe. ©ne can Import private Images
and wideos In this secure space. The application can be disguised as a calculator or a
systam convertar's,

Signal

BASIC INFORMATION

slgnal Is an encrypted communications application that uses the Internet to send
one-to-one messages, volce notes, files, Images, videos and can make one-to-one
calls and video calls.

slgnal Is end-to-end encrypted by default, the broad set of personal Information that
|5 typlcally easy to retrieve In other apps simply doesn't exist on Signal's servers*®,

CONTACT INFORMATION

slgnal Messenger, LLC

Attn: Privacy slgnal Messenger, LLC

Goo Castro Street, Sulte 120-223, Mountaln View, CA gaoq), USA

LAW EMFORCEMENT INFORMATION
According to the company last statement, the only Informaten they host is the tme
of account creation and the time of account™s last connection to Slgnal servers.

The Signal Terms & Privacy Policy can be accessed here.
Please refer to this publicatdon when consldering to submit a data disclosure requast

to Slgnal:
https:fisignal.org/blgbrotherfcentral-callfornia-grand-jurys.

44  Google Py Sgalery - Hids photas, hide woans, gabsny vauk, accessibl at Heinsy play o
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Skype*®

BASIC INFORMATION

ckype Is a Microsoft Instant messaging application best known for Its online text
message and audiofvideo chat services. The service Is free, but services llke Skype
Credit or a subscription can be also purchased.

Additonally Skype offers the opportunity to share files, create polls and transfer mongy.
A skype Number Is a second phone number attached directly to the Skype account,
allowing the user to answer incoming calls on the skype app anywhere. People can
call the user from thelr mablle or landline and the call |s plcked up In Skype.

CONTACT INFORMATION

Contact information

For EU-based requests (with addition of Iceland, Liechtensteln, Morway, United
Kingdom and Switzerland

Microsoft Ireland Operations Umited ("MIOL,

one Microsoft Place, South County Business Park, Leopardstown,

Dublin 1&, D12 Pg21, Ireland

Law Enforcement Response Team:
Microsoft has local contacts in different countries. Contact the company via e-mall to
request a polnt of contact In your country: globalcc@amicrosoftoom

Emergencies (defined by Microsoft as "danger of death or serlous physical Injury to a
person”t LEALERT@microsoft.com

LAW ENFORCEMENT INFORMATION

Law Enforcement Response Portal:

Microsoft has Initlated the roll out of thelr portal In some EU Member States. Get
In touch with the company’s polnt of contact In your country for more Information.

Micresoft does not have guidelines for authoritles that are publicly avallable, though
they may be requested wia e-mall to: msnwwoo@microsaftoom

SuperVPN

BASIC INFORMATION

SupervPM Is a free VPN proxy offered by SsupersoftTech, a company sttuated In Singaporea.
In accordance with the privacy policy” personal data will not be shared except for
analytical or dlagnostlc rmatters among other service providers.

&6  Excerpt cksd from the SRILS Eurapal Flatform far Exparts
47 Supar¥PH Privacy Pokcy, accessiols at NI o s pany pia sty privacy vim| [aCcessed on 03 063:021]
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Telegram®®

BASIC INFORMATION

Telegram Is a cloud-based mobille, tablet and desktop Instant Messaging app to
axchange text, photos, wideos, volce and video calls, stickers amd files of amy type
and size. It Is similar to messaging apps like Wwhatsapp and Facebook Messenger in
terms of user experlence. The app allows the user to create also secret chats with full
end-to-end encryption and even set messages and content to self-destruct after a
specific amount of trme. It can also be used on differant devices at the same time with
seamlass sync. The company Is known to have moved [t= offices several times betwean
different jurizdictions: according to the platform website, the Telegram development
team Is currently based in Dubal. Af the time of writing, Telegram has set up a legal
antity that acts as data controller responsible for processing of data of users basad In
the European Economic Area: Telegram UK Holdings Ltd (71-75 shelton Street, Covent
Garden, London, England, WCzH g)Q).

CONTACT INFORMATION

The contact detalls provided by Telegram officlally s the e-mall address: abuse@
telegram.org which should be used to report content that violates thelr terms and
conditions (ses dedicated section).

LAW ENFORCEMENT INFORMATION

Alchough Telegram has been responsive to law enforcement requests for take down
of terrorist related content on some occaslons, at the time of writing, the company
states that they have never replled to data-disclosure requests. They also do not hawe
publicly avallable guldelines for authoritles. Theonly Information avallable on requests
by law enforcement authoritles Is avallable om: https: [/ telegram.org privacy and states
that If Telegram "recelves a court order that confirms you're a tarmor suspact, we may
disclose your IP address and phone number to the relevant authorites”,

Thunder VPN

BASIC INFORMATION

Thunder vPH, offered by Signal Lab situated In US Alabama, s a VPN proxy that offers
Imternet privacy like the above mentloned WPHN for free. Within the privacy policy
sharing data with law enforcement or other agencles |s not mentionad per sef.

48  Excarpt citad fram tha HRILS Eurcpol PaEtfom for Experts
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TikTok

BASIC INFORMATION

TikTok Is a seclal media application owned by ByteDance and avallable in maost courtries
except China. The app, avallable for both Androld and 108 users, focuses on short wideos
{Public or Private ones) of 3 to 15 seconds or looping ones up to 1 minute®.

CONTACT INFORMATION
Different lagal entitles are consldered to be data controllers for different countries/

reglons:
For residents in the European Economic Area and Switzerland:

TikTok Technology Limitted
10 Eadsfort Terrace, Dublin, Doz T38o, Ireland

For residents in the United Kingdom:
TikTok Informaton Technologles UK Limited
&th Floor, One London Wall, London, EC2Y GEB
united Kingdom

For residents in the United States:

TlkTok Inc.

gaoo Bristol Parkway, sulte 100, Culver City, CA gozzo
United States of America

For residents in countries other than those listed abowve:
TikTok Pta, Ltd.
1 Raffles Quay, #1g-11, South Tower, Singapore 048583

LAW ENFORCEMENT INFORMATION
Guldelines for law enforcement are avallable on the company's public wabslte:
https:ffwww.tktok.com/legal /law-enforcement?lang=an

Law Enforcement Responsa Team: lertatlktokcom

TikTok Emergency Disclosure Request Form: https:/iwww tktok.comilegalireport/EDR

51 Slaticam - tikdok app muskally quide accassibls at fop
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Tor

BASIC INFORMATION

Tor s free and open-source softwarea for enabling ancnymous communication. it directs
Internet traffic through a free, worldwide, volunteer owerlay network, conslsting of
more than seven thousand relays, for concealing a user's location and usage from
anyone conducting network survelllance or traffic analysls. Using Tor makes It more
difficult to trace the Internet activity to the user. This Includes "visits to Web sltes,
onling posts, Instant messages, and other communication forms”. Tor's Intended use
Is to protect the personal privacy of its users, as well as thelr freedom and abllity to
conduct confidentlal communication by keeping their Internet activitles unmonltored®.

Onlon routing is Implementad by encryption in the application layer of the communlcation
protocol stack, nested lke the layers of an onlon. Tar encrypts the data, Including the
next node destination IP address, multiple tmes and sends It through a virtual circult
comprising succassive, random-salection Tor relays. Each relay decrypts a layer of
encryption to reveal the next relay In the circult to pass the remalning encrypted
data on to It The final relay decrypts the Innermost layer of encryption and sends the
orlginal data to fts destination without revealing or knowing the source |P address.

A5 TOR [sno ISP In a default definttlon, there are no terms of service or privacy policy
avallable.

Twitter

BASIC INFORMATION **

Twiltter Is an online communication platform and networking service used to publish
‘tweeats': 2 280- characters long text that can Include photos, videos, GIFs or links. 1T (s
possible to see publicly avallable tweets without having an account on the platform, but
In order to post Itls necessary to create an accountusing an e-mall address or a phone
niurmber. Ana-rmall or a SMS text will be sent to vertfy and confirm the new account.

E-mall addressas can anly be assoclated with one Twitter account at a time and are
not publicly visible to others on Twitter.

CONTACT INFORMATION
Different legal entitles are considered to be data controllers for different countries/
reglons:

For residents in the European Economic Area:
Twitter International Compary cfo Trust & Safety — Legal Policy ©ne Cumberland
Place, Fenlan Strest, Dublin 2, Doz AXoy, Ireland
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For residents outside the European Economic Area (United Statesfrest of the World):
Twittter, Inc. cfo Trust & Safety — Legal Pollcy 1355 Market Street, Sulte goo San Franclsco,
Callfornia g4103 Unlted States of America

Legal Request submisslons site; https:/flegalrequests twitter.com

Law enforcermient responss anline form (only f you experance |ssuss with Lagal Request
submisslons site): https:f helptwitter.comfforms/lawenforcement

LAW ENFORCEMENT INFORMATION

Guldelines for authorttles are avallable on the company's public wabstte (you can
change the language on the bottom-right corner on the webpage) at: https:help.
twitter.com/en/rules-and policles/twitter-law-enforcement-support.,

Viber

BASIC INFORMATION™
Viber Is an application that allows for the exchange of messages and calls, both audio
and video, The company, founded In Israsl, was acquired by Japan’s Rakuten n 2014,

Since 2on7, Its corporate name |s Rakuten viber. viber can be used on Androld, 105,
Windows desktop, Mac and Linux

Reglstration requires a valld phone number, which will be verified via SMS or phone
call with an activation code. Phone numbers can be changed at a later moment. wWwhen
Vibier 5 set up on a phone, the Viber account can be connected to other soclal network
accounts, In particular, Facebook, Twitter or Vi,

CONTACT INFORMATION

Viber Meadia

5.Arl. 2, rue des Fossé, L- 1536 Luxembourg
Grand Duchy of Luxembourg

Viber Support page: https:dfhelpviber.com/fen/oontact
(Select Inquiry category”: Call History (CDR) Reguest)

LAW ENFORCEMENT INFORMATION
Public guidelines for law enforcement requests are not avallable,
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VK

BASIC INFORMATION™

VE (short for Its orlginal name VEontakte or BKoHTakTe, meaning InComtact) 15 an
online soclal medla and messaging service headquarterad In Salnt Petersburg, Russlan
Faederation. It Is avallable In several languages, but It Is particularly popular In Russia,
where [t ranks as second most popular webslte, as of January 2o1g*. Counting almost
100 milllen monthly active users®, the platform's maln features are similar to other
soclal medla platforms, Including private messaging, connecting with friends and
posting text, plctures, documents and links.

CONTACT INFORMATION
LLC "W Kontakte® prem.1-N, bld. 1214, LIL A, Khersonskaya st, St Petersburg, Russla,

151024,

LAW ENFORCEMENT INFORMATION

Russlan natonal leglslation™ does not allow the disclosure of data held by private
companies based In the country directly to forelgn authortles. This also applies to
emergency clrocumstances.,

Encryption of services: Under Russlan national legislation, O&Ps are obliged to provide
the state securlty agency with decryption Information for electronlc messages®™,

Hera you can find more Information in English.

WeChat

BASIC INFORMATION™

WecChat |5 a Chinese multl-purpose meassaging, soclal media and moblle payment
app developed by Tencent. First released In zom, It became the world's largest
standalone mobille app In zong, with over1 billlon monthly active users. WeChat has
been described as China's "app for everything” and a "super app' because of Its wide
range of functions. WeacChat provides text messaging, hold-to-talk volce massaging,
broadcast (one-to-mary) messaging, video conferencing, video games, sharing of
photographs and videos and locatlon sharing®.

Excarpt citad from tha SIRILS Eurcpol Patfom for Experts
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User activity on WweChat Is analyzed, tracked and shared with Chinese authorities upon
request as part of the mass survelllance network In China. WeChat censors politically
sensitive toplcs In China. Data transmitted by accounts reglstered outslde China ls
monitored, analyzed and used to bulld up censorship algorithms In China®.

CONTACT INFORMATION

Ms. Elizabeth Byun

Head of Legal and Compllance

Lewel 2g, Three Paclfic Place, Mo Queen's Road East,
Wanchal, Hong Kong

pollcy@wechatcom

LAW ENFORCEMENT INFORMATION
LAW ENFORCEMENT DATA REQUEST GUIDELIMES are avallable here:
https:/fwwwawechat.com/en/law_enforcement_data_request.html

A Legal_Process_Request&Preservation_Request_Formas well as an Emergency_
Dlsclosure Request Form are also avallable and shall be addressed to: lawenforcementa
wachat.com

WhatsApp®

BASIC INFORMATION

WhatsApp Is the most used freeware, cross-platform, end-to-end encrypted Instant
messaging application In the world. whatsApp 15 avallable for Androld, IPhone, Windows
Phone, Blackberry, Mokla, Mac and Windows PC. Its maln functonallites include enline
messaging/chat betwean two or more users (group chat), free Internet phone calls,
video calls, multimedia sharing {Image, video, audio, documents) and locations.

CONTACT INFORMATION

Differant legal entitles are consldered to be data controllers for different countries/
reglons:

For residents in the European Ecomomic Area:

WhatsApp Ireland Limmitad, 4 Grand Canal Square, Grand Canal Harbour Dublin 2, ireland

For rest of the world residents:
WwhatsApp Inc., Law Enforcement Response Team 16o1 Willow Road, Menlo Park,
Californla g4ozg, Unlted States of America

Law Enforcement Online Request System:
https:/hwwwawhatsapp.com/records/login

E-mall address for general Inguiries from law enforcement:
records@records.whatsapp.com
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CICITALISATION OF MICRAMT SM UGCLIMNG

LAW EMFORCEMENT INFORMATION
WhatsaApp Inc. Is part of the Facebook Inc. company. However, WhatsApp and Facebook
legal and law enforcernent response teams are not the same.

Request s for data preservation and disclosure regarding WwhatsApp usars should not e
addressad to Facebook Inc. WhatsApp uses a customized verslon of the open standard
Extensible Messaging and Presence Protocol (XMPF).

WhatsApp guidaline for law enforcement |5 avallable at: hitps://fagwhatsapp.com/
enfandrold f26cooogo/icategory=5245250

™ WICKR®*
// BASIC INFORMATION

Wickr Is an Amerlcan software company based In Mew York City. The company Is best
known for Its Instant messenger application of the same name.

Wickr has developed several secure messaging apps based on different customer neads:
Wickr Me, Wickr Pro, Wickr RAM, and Wickr Enterprise. The Wickr Instant messaging
apps allow users to exchange end-to-end encrypted and content-expiring messages,
Including photos, videos, and file attachments. The software Is avallable for the [0S,
Androld, Mac, Windows, and Linux operating systems.

CONTACT INFORMATION

For business Inguiries, contact:

Wickr, Inc.

264 W 315t 51, New York, NY 10001, USA
(5) 286-0476

LAW ENMFORCEMENT INFORMATION
Legal process guldelines are avallable here,

Law enforcement officers can submit an emergency disclosure request via emall:
legal@wickr.com.
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Youtube

BASIC INFORMATION

YouTube Is an online video sharing and soclal media platform owned by Google. Swer the
years, YouTube has expanded beyond the wiebsite Into moblle apps, network talevision,
and to permitting other services like Discord and Mintendo to access YouTube. The
range of videos on YouTube is seemingly Infinite.

Pease also refer to the privacy policy and the terms of service,

More Informatlon on how Google handles government requests for user Infermation
can be found here, Contact Information and Law Enforcement Information SeeCoogle.

BASIC INFORMATION

Launched In 2012, Zalo Is vietnam’s premler chatting platform, with more than 1oo
millllon users worldwide. Dally, people send about goo milllon messages, make go
milllon minutes of calls, and deliver 45 milllon pictures through the app. Zalo Pay
feature was Introduced In 207,

It Is an app that Incorporates many functions and features, from soclal networking
and e-commerce, to goods dallvery, and financlal services,

CONTACT INFORMATION

ZALOD

322B Ly Thuong Klet, P14, ©1o, Ho Chi Minh City
Wietnam

LAW ENFORCEMENT INFORMATION
Zalo state that they do not share any data with third parties.
FMease find here the polloy.
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Annex lI: Recommendations

for handling seized mobile
communication devices

Background

Annex 2 accompanying the joint Europol-Frontex Intelllgence notification on
Digitalisation of migrant smuggling Includes a list of practical guidelines for handling
selzed moblle communication devices, as provided by speclalists from Europol's
European Cybercrime Centre and experts within the European Migrant Smuggling
Centre, complementad by recommendations avallable In open sources.

Checklist for facilitating
forensic extraction of mobile
communication devices

The following Information serves as guldance when a mobille device Is selzed for forensic
examination § data extraction:
The device should be left In the state it was [dentified, whether the device has
bean found switched on or off. Unnecessary handling should be avolded. Any
actlons taken should be fully documented.
The device should, Ideally, be stored In a Faraday bag, to prevent it from connecting
to any netwiorks (cellular or Wi-FI).
If turned on, arrangements should be made for It o be sat Into flight mode to
prevent the alteration of data and/or remote accessfwiping. Provisions should
be made to keep the device charged, e.g. by using a power bank or keeping the
device plugged Into the malns. In the eventuality that it 15 not possible to enable
the flight mode on the device, then this should be connected to a power bank
and everything {Including charging cable) should be placed Inside a Faraday bag,
adequately closad. The advice of a forensic practitioner should then be sought.
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* * * * For further details regarding the digitalisation of the migrant smuggling,
I g Ita I zat I o n please consult the Frontex-Europol joint report.
of migrant smuggling

Adve rti Si n - on social media pages & easily accessible
g groups in instant communication platforms
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