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DRAFT CONVENTION ON CYBER-CRIME
(Draft N�
  22 REV.)

Preamble

The member States of the Council of Europe and the other States signatory hereto, 

ConsiderinConsideringConsidering that tConsidering that the aim of the Council of Europe is to achieve a greater unity between its
members;

RecognisingRecognising the value of fostering co-operation with thRecognising the value of fostering co-operation with the Recognising the value of fostering co-operation with the other States signatories to this
Convention;

ConvincedConvinced of the need to pursue, as a matter of priority, a common criminal policy aimed at
thethe protection the protection of the protection of society against cyber-crime, inter alia by adopting appropriate legislation
and fostering international co-operation;

ConsciousConscious Conscious of tConscious of the profound changes brought about by the digitalisation, convergence and
continuing globalisation of computer networks;

ConceConcernConcernedConcerned at the risk that computer networks and electronic information may also be used
forfor committing criminal offefor committing criminal offences anfor committing criminal offences and that evidence relating to such offences may be stored
and transferred by these networks;

BelievingBelieving that an effective fight against cyber-crime requires Believing that an effective fight against cyber-crime requires increasedBelieving that an effective fight against cyber-crime requires increased, rapid and well-
functioning international co-operation in criminal matters;

ConvincedConvinced that theConvinced that the preseConvinced that the present Convention is necessary to deter actions directed against the
conficonfidentialconfidentiality,confidentiality, integrity and availability of computer systems, networks and computer data,
asas well as the misas well as the misuse as well as the misuse of such systems, networks and data, by providing for the
criminalisationcriminalisation of such conduct, as described in thcriminalisation of such conduct, as described in this Convcriminalisation of such conduct, as described in this Convention, and the adoption of powers
sufficientsufficient for effectively combating sucsufficient for effectively combating such csufficient for effectively combating such criminal offences, by facilitating the detection,
investigationinvestigation and prosecution of such criminal offences at both the domestiinvestigation and prosecution of such criminal offences at both the domesticinvestigation and prosecution of such criminal offences at both the domestic and international
level,level, and by providing arralevel, and by providing arrangelevel, and by providing arrangements for fast and reliable international co-operation, while
ensurensuringensuring a prensuring a proper balance between the interests of law enforcement and respect for
fundamental human rights;

MindfMindfulMindful oMindful of the 1950 Council of Europe Convention for the Protection of Human Rights and
FundamentalFundamental Feedoms and the 1966 United Nations International CoFundamental Feedoms and the 1966 United Nations International CovenaFundamental Feedoms and the 1966 United Nations International Covenant on Civil and
PoliticalPolitical RigPolitical Rights Political Rights which both reaffirm the right of everyone to hold opinions without
interference,interference, as well as the right to freedom of expression, including theinterference, as well as the right to freedom of expression, including the freedinterference, as well as the right to freedom of expression, including the freedom to seek,
receive,receive, and impart information and ideas of all kinds, regardlessreceive, and impart information and ideas of all kinds, regardless of froreceive, and impart information and ideas of all kinds, regardless of frontiers, and the right to
respect for privacy;
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ConsideringConsidering the Considering the Optional ProConsidering the Optional Protocol to the United Nations Convention on the Rights of the
ChildChild on the sale of children, child prostitution and child pornogrChild on the sale of children, child prostitution and child pornography asChild on the sale of children, child prostitution and child pornography as well as the 1999
International Labour Organization Worst Forms of Child Labour Convention;
 
TakingTaking into account the existing Council of EuroTaking into account the existing Council of EuropeTaking into account the existing Council of Europe conventions on co-operation in the penal
fieldfield as well as similar field as well as similar treafield as well as similar treaties which exist between Council of Europe member States and
otherother States and stressing that thother States and stressing that the presenother States and stressing that the present Convention is intended to supplement those
conventionsconventions iconventions in conventions in order to make criminal investigations and proceedings concerning criminal
offencesoffences related to computer systems and data more effective and to enable the collection of
electronic evidence of a criminal offence;

WelcomingWelcoming recent developments which further advance internationWelcoming recent developments which further advance international unWelcoming recent developments which further advance international understanding and co-
operationoperation in combating cyber-crimes, including actions of -crimes, including actions of the Unite-crimes, including actions of the United Nations, the OECD, the
European Union and the G8;

RecallingRecalling Recommendation N�
  R (85) 10 concerning the practical application of the
EuropeanEuropean Convention on Mutual Assistance in Criminal Matters inEuropean Convention on Mutual Assistance in Criminal Matters in respEuropean Convention on Mutual Assistance in Criminal Matters in respect of letters rogatory
forfor the interception of telecommunications, Recommendatiofor the interception of telecommunications, Recommendation N� 
  R (88) 2 on piracy in the
fielfieldfield of copyright and neighbouring rights as well as Recommendation N�
  R ( R (89) 9 o R (89) 9 on
computer-relatedcomputer-related crime providing guidelines for national legislatures concerning the
definitiondefinition of certain computer crimes and Recommendation N�
  R (95) 13 concerning
problems of criminal procedural law connected with Information Technology; 

HavinHavingHaving regaHaving regard to Resolution No. 1 adopted by the European Ministers of Justice at their 21st
ConferenceConference (Prague, June 1997), which recommended the Committee of Ministers to support
thethe work carried out by the European Committee on Crime Problems (CDPthe work carried out by the European Committee on Crime Problems (CDPC) the work carried out by the European Committee on Crime Problems (CDPC) on cyber-crime
inin order to bring domestic in order to bring domestic cin order to bring domestic criminal law provisions closer to each other and enable the use of
effectiveeffective means of investeffective means of investigation conceffective means of investigation concerning such offences, as well as to Resolution N�
  3
adoptedadopted at the 23rd Conference of the European Minis Conference of the European Ministe Conference of the European Ministers of Justice (London, June 2000),
whichwhich encouraged the negotiating parties to pwhich encouraged the negotiating parties to pursue theiwhich encouraged the negotiating parties to pursue their efforts with a view to finding
appropriateappropriate solutions appropriate solutions sappropriate solutions so as to enable the largest possible number of States to become parties
toto to the Convention and acknowledged the need for a swift and efficient systeto the Convention and acknowledged the need for a swift and efficient system oto the Convention and acknowledged the need for a swift and efficient system of
internationalinternational co-operation, which duly takes into account the specific requirements of the
fight against cyber-crime ;

HaviHavinHavingHaving also regard to the Action Plan adopted by the Heads of State and Government of the
CouncilCouncil of Europe, on the occasion of their Council of Europe, on the occasion of their SeconCouncil of Europe, on the occasion of their Second Summit (Strasbourg, 10 - 11 October
1997),1997), t1997), to seek com1997), to seek common responses to the development of the new information technologies,
based on the standards and values of the Council of Europe;

Have agreed as follows:
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1 TheseThese These definitionsThese definitions These d efinitions (1 /aThese definitions (1/a These definitions (1/a  � These definitions (1/a  �  These definitions (1/a  �  1/e)These definitions (1/a  �  1/e) These d efinitions (1 /a  �  1/e) stillThese d efinitions (1 /a  �  1/e) still These definitions (1/a  �  1/e) still needThese definitions (1/a  �  1/e) still need These d efinitions (1 /a  �  1/e) still need to These definitions (1/a  �  1/e) still need to These definitions (1/a  �  1/e) still need to beThese definitions (1/a  �  1/e) still need to be These definitions (1/a  �  1/e) still need to be revisedThese definitions (1/a  �  1/e) still need to be revised These definitions (1/a  �  1/e) still need to be revised byThese definitions (1/a  �  1/e) still need to be revised by These definitions (1/a  �  1/e) still need to be revised by theThese definitions (1/a  �  1/e) still need to be revised by the These definitions (1/a  �  1/e) still need to be revised by the DraftingThese definitions (1/a  �  1/e) still need to be revised by the Drafting These definitions (1/a  �  1/e) still need to be revised by the Drafting Group.

2 TheThe The explanatoryThe explanatory The explanatory reportThe ex planatory  report The explanatory report shoThe ex planatory  report sho uldThe explanatory report should The explanatory report should sThe explanatory report should specifyThe explanatory report should specify The explanatory report should specify thatThe ex planatory  report sho uld specify  that The explanatory report should specify that "computerThe explanatory report should specify that "comp uter The explanatory report should specify that "computer system"The explanatory report should specify that "comp uter system" The explanatory report should specify that "comp uter system" refersThe explan atory report shou ld specify that "com puter system" refe rs The ex planatory  report sho uld specify  that "com puter syste m" refer s toThe explanatory report should specify that "computer system" refers to The explanatory report should specify that "computer system" refers to theThe explanatory report should specify that "computer system" refers to the The explanatory report should specify that "computer system" refers to the functionThe explanatory report should specify that "computer system" refers to the function The explanatory report should specify that "computer system" refers to the function ofThe explanatory report should specify that "comp uter system" refers to the function of The ex planatory  report sho uld specify  that "com puter syste m" refer s to the fun ction of d ataThe explanatory report should specify that "computer system" refers to the function of data The explanatory report should specify that "computer system" refers to the function of data processingThe explanatory report should specify that "computer system" refers to the function of data processing The explanatory report should specify that "computer system" refers to the function of data processing and

thereforetherefore therefore maytherefore may therefore may includetherefore may include therefore may include anytherefore may include any therefore may include any systemtherefore may include any system therefore may include any system thattherefore  may in clude an y system  that therefore  may in clude an y system  that istherefore ma y include any  system that is therefore may include any system that is basedtherefore may include any system that is based therefore may include any system that is based ontherefore may include any system that is based on therefore may include any system that is based on suchtherefore may include any system that is based on such therefore may include any system that is based on such atherefore may include any system that is based on such a therefore may include any system that is based on such a funtherefore may include any system that is based on such a function,therefore  may in clude an y system  that is based  on such  a function , therefore may include any system that is based on such a function, e.g.therefore  may in clude an y system  that is based  on such  a function , e.g. therefore  may in clude an y system  that is based  on such  a function , e.g. teletherefore may include any system that is based on such a function, e.g. telecomtherefore may include any system that  is  based on such a function,  e.g.  telecom therefore ma y include any  system that is based o n such a func tion, e.g. telecom system s,therefore  may in clude an y system  that is based  on such  a function , e.g. telecom  systems, therefore may include any system that is based on such a function, e.g. telecom systems, andtherefore may include any system that is based on such a function, e.g. telecom systems, and therefore may include any system that is based on such a function, e.g. telecom systems, and thattherefore  may in clude an y system  that is based  on such  a function , e.g. telecom  systems, a nd that therefore may include any system that is based on such a function, e.g. telecom systems, and that thetherefore may include any system that is based on such a function, e.g. telecom systems, and that the therefore may include any system that is based on such a fu nction, e.g. telecom systems, and that the "inter-

connection"connection" connection" referredconnection" referred conne ction" refe rred toconnection" referred to conne ction" refe rred to inconnection" referred to in connection" referred to in theconnection" referred to in the connection" referred to in the definitionconnection" referred to in the definition connection" referred to in the definition encompassesconnection" re ferred to in the definition e ncomp asses conne ction" refe rred to in th e definition  encom passes rad ioconnection" referred to in the definition encompasses radio connection" referred to in the definition encompasses radio andconnection" referred to in the definition encompasses radio and connection" referred to in the definition encompasses radio and logicalconne ction" refe rred to in th e definition  encom passes rad io and log ical connection" re ferred to in the definition e ncomp asses radio and log ical connections.

Chapter I - Use of terms

Article 1 - Definitions1

ForFor For theFor the For the purposesFor the purposes For the purposes ofFor the purposes of For the purposes of thisFor the purposes of this For the purposes of this Convention:

a. "co"computer"computer system" means any device or a group of inter-connected or related device"computer system" means any device or a group of inter-connected or related devices"computer system" means any device or a group of inter-connected or related devices,
oneone or more of which, pursuant to a program, p perform performs automatic processing of data
[or any other function]2;

b.  � computer � computer data �  means any representati � computer data �  means any representation of  � computer data �  means any representation of facts, information or concepts in a form
suitablesuitable for processing in a computer system, including a program suitable tsuitable for processing in a computer system, including a program suitable to causuitable for processing in a computer system, including a program suitable to cause a
computer system to perform a function;

c.  � service provider �  means: 

i. anyany public or private entity that provides to users of its sany public or private entity that provides to users of its service tany public or private entity that provides to users of its service the ability to
communicate by means of a computer system, and 

ii. anyany othany other entity that processes or stores computer data on behalf of such
communication service or users of such service.

j.  � traffic �traffic data � means any computer data relating to a communication by means of  �traffic data � means any computer data relating to a communication by means of a
computercomputer system, generated by the computer system that formed part in the chain of
communication,communication, indicating its origin, desticommunication, indicating its origin, destinationcommunication, indicating its origin, destination, path or route, time, date, size,
duration or type of underlying [network] service.

k.  � subscriber � subscriber information �  means any info � subscriber information �  means any information � subscriber information �  means any information, contained in the form of computer
datadata or any other form, that is held by a data or any other form, that is held by a service provdata or any other form, that is held by a service provider, relating to subscribers of its
service, other than traffic or content data, by which can be established:

i. thethe the typethe type the type ofthe type of the type of thethe type of the the type of the communicationthe type of the communication the type of the communication servicethe type of the communication service the type of the communication service andthe type of the communication service and the type of the communication service and equipmentthe type of the communication service and equipment the type of the communication service and equipment usedthe type of the communication service and equipment used the type of the communication service and equipment used bythe type of the communication service and equipment used by the type of the communication service and equipment used by thethe type of the communication service and equipment used by the the type of the communication service and equipment used by the subscriberthe type of the communication service and equipment used by the subscriber the type of the communication service and equipment used by the subscriber and
thethe the technicalthe technical the technical provisionsthe technical provisions the technical provisions takenthe technical provisions taken the technical provisions taken thereto;

ii. thethe the subscriber �sthe subscriber �s the subscriber �s identity,the subscriber �s identity, the subscriber �s identity, address,the subscriber �s identity, address, the subscriber �s identity, address, telephonethe subscriber �s identity, address, telephone the subscriber �s identity, address, telephone number,the subscriber �s identity, address, telephone number, the subscriber �s identity, address, telephone number, orthe subscriber �s identity, address, telephone number, or the subscriber �s identity, address, telephone number, or anythe subscriber �s identity, address, telephone number, or any othethe subscriber �s identity, address, telephone number, or any otherthe subscriber �s identity, address, telephone number, or any other the subscriber �s identity, address, telephone number, or any other information
relatedrelated related torelated to [the[the [the subscriber[the subscriber [the subscriber or]  the the  the location the location  the location of the location of  the location of his/her the location of his/her  the location of his/her communication the location of his/her communication  the location of his/her communication equipment.
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3 TheThe The interpretationThe interpretation The interpretation ofThe interpretation of The inter pretation o f "intent"The interpretation of "intent" The inter pretation o f "intent" sho uldThe interpretation of "intent" should The interpretation of "intent" should beThe interpretation of "intent" should be The interpretation of "intent" should be leftThe inter pretation o f "intent" sho uld be left The inter pretation o f "intent" sho uld be left to The interpretation of "intent" should be left to The inter pretation o f "intent" sho uld be left to  dome sticThe interpretation of "intent" should be left to domestic The interpretation o f "intent" should be  left to domestic laws,The inter pretation o f "intent" sho uld be left to  dome stic laws, The interpretation of "intent" should be left to domestic laws, butThe inter pretation o f "intent" sho uld be left to  dome stic laws, bu t The inter pretation o f "intent" sho uld be left to  dome stic laws, bu t itThe inter pretation o f "intent" sho uld be left to  dome stic laws, bu t it The inter pretation o f "intent" sho uld be left to  dome stic laws, bu t it shouldThe interpretation of "intent" should be left to domestic laws, but it should The inter pretation o f "intent" sho uld be left to  dome stic laws, bu t it should no t,The inter pretation o f "intent" sho uld be left to  dome stic laws, bu t it should no t, The interpretation of "intent" should be left to domestic laws, but it should not, whereThe interpretation of "intent" should be left to domestic laws, but it should not, where The interpretation of "intent" should be left to domestic laws, but it should not, where possible,The inter pretation o f "intent" sho uld be left to  dome stic laws, bu t it should no t, where p ossible, The interpretation of "intent" should be left to domestic laws, but it should not, where possible, excludeThe interpretation of "intent" should be left to domestic laws, but it should not, where possible, exclude The interpretation of "intent" should be left to domestic laws, but it should not, where possible, exclude "dolus

eventua lis".

4 The expression  �without right �  appears in all ofThe expression  � without right �  appears in all of the articles of this section and derives its meaning fromThe expression  �without right � appears in all of the articles of this section and derives its meaning from the

contextcontext in which it is used.  Thus, without restricting how Parties may implement the conceptcontext in which it is used.  Thus, without restricting how Parties may implement the concept in their national

law,law, it may refer to conductlaw, it may refer to conduct undertakenlaw, it may refer to conduct undertaken without authority (whether legislative, executive, administrative,

judicial, judicial, contractual or consensual) orjudicial, contractual or con sensual) or cond uct that is otherwise not co vered by estab lished legal defence s,

excuses, ju stifications or r elevant p rinciples un der nation al law. 

5 TheThe The termsThe terms The terms  � non-public �The terms  � non-public �  The term s  � non-p ublic �  relateThe terms  � non-public �  relate The term s  � non-p ublic �  relate toThe terms  �non-public � relate to The terms  �non-public � relate to theThe terms  � non-public �  relate to the The terms  � non-public �  relate to the traThe terms  �non-public � relate to the transmissionThe terms  �non-public � relate to the transmission The terms  �non-public � relate to the transmission (communication)The terms  � non-public �  relate to the transmission (communication) The terms  � non-pub lic �  relate to the transmission (co mmu nication) processThe terms  � non-pub lic �  relate to the transmission (co mmu nication) process The terms  �non-public � relate to the transmission (communication) process andThe terms  �non-public � relate to the transmission (communication) process and The terms  �non-public � relate to the transmission (communication) process and notThe term s  � non-p ublic �  relate to the tran smission  (comm unication ) process a nd not The term s  � non-p ublic �  relate to the tran smission  (comm unication ) process a nd not n ecessarilyThe terms  �non-public � relate to the transmission (communication) process and not necessarily The term s  � non-p ublic �  relate to the tran smission  (comm unication ) process a nd not n ecessarily to The terms  �non-public � relate to the transmission (communication) process and not necessarily to The terms  �non-public � relate to the transmission (communication) process and not necessarily to theThe terms  � non-public �  relate to the transmission (communication) process and not necessarily to the The term s  � non-p ublic �  relate to the tran smission  (comm unication ) process a nd not n ecessarily to  the data

transmitted.

6 InIn In someIn some In some co untries,In som e countrie s, In some countries, interceptionIn some countries, interception In some countries, interception mayIn some countries, interception may In some countries, interception may beIn some countries, interception may be In some countries, interception may be clIn som e countrie s, interceptio n may  be closely In some countries, interception may be closely In some countries, interception may be closely reIn some countries, interception may be closely relatedIn some countries, interception may be closely related In som e countrie s, interceptio n may  be closely  related toIn some countries, interception may be closely related to In some countries, interception may be closely related to theIn some countries, interception may be closely related to the In some countries, interception may be closely related to the offenceIn some countries, interception may be closely related to the offence In some countries, interception may be closely related to the offence ofIn some countries, interception may be closely related to the offence of In some countries, interception may be closely related to the offence of unauthorisedIn some countries, interception may be closely related to the offence of unauthorised In some co untries, interception m ay be closely related to  the offence of u nauthorised acc essIn some co untries, interception m ay be closely related to  the offence of u nauthorised acc ess In som e countrie s, interceptio n may  be closely  related to the  offence  of unau thorised ac cess toIn some countries, interception may be closely related to the offence of unauthorised access to In some countries, interception may be closely related to the offence of unauthorised access to aIn some countries, interception may be closely related to the offence of unauthorised access to a In some countries, interception may be closely related to the offence of unauthorised access to a computer

system.system. system. Insystem. In system. In ordersystem. In order system. In  order to system. In order to system. In order to ensuresystem. In order to ensure system. In  order to e nsure co nsissystem. In order to ensure consistencysystem. In order to ensure consistency system. In order to ensure consistency ofsystem. In order to ensure consistency of system. In order to ensure consistency of tsystem. In order to ensure consistency of thesystem. In order to ensure consistency of the system. In order to ensure consistency of the prohibitionsystem. In order to ensure consistency of the prohibition system. In order to ensure consistency of the prohibition andsystem. In order to ensure consistency of the prohibition and system. In order to ensure consistency of the prohibition and applicationsystem. In order to ensure consistency of the prohibition and application system. In order to ensure consistency of the prohibition and application ofsystem. In order to ensure consistency of the prohibition and application of system. In order to ensure consistency of the prohibition and application of thesystem. In order to ensure consistency of the prohibition and application of the system. In order to ensure consistency of the prohibition and application of the law,system. In  order to e nsure co nsistency  of the pro hibition an d applica tion of the la w, system. In order to ensure consistency of the prohibition and application of the law, countriessystem. In orde r to ensure consistenc y of the prohib ition and application  of the law, coun tries system. In order to ensure consistency of the prohibition and application of the law, countries thatsystem. In  order to e nsure co nsistency  of the pro hibition an d applica tion of the la w, coun tries that system. In order to ensure consistency of the prohibition and application of the law, countries that require

dishonestdishone st dishonest intentdishone st intent dishone st intent with dishonest intent with dishonest intent with respectdishone st intent with r espect dishone st intent with r espect todishonest intent with respect to dishonest intent with respect to thedishonest intent with respect to the dishonest intent with respect to the offencedishonest intent with respect to the offence dishone st intent with r espect to th e offenc e indishonest intent with respect to the offence in dishone st intent with r espect to th e offenc e in articledishonest intent with respect to the offence in article dishonest intent with respect to the offence in article 2dishonest intent with respect to the offence in article 2 dishonest intent with respect to the offence in article 2 maydishonest intent with respect to the offence in article 2 may dishonest intent with re spect to the offence in  article 2 may alsodishonest intent with respect to the offence in article 2 may also dishonest intent with respect to the offence in article 2 may also requiredishonest intent with respect to the offence in article 2 may also require dishonest intent with respect to the offence in article 2 may also require adishonest intent with respect to the offence in article 2 may also require a dishonest intent with respect to the offence in article 2 may also require a similardishonest intent with respect to the offence in article 2 may also require a similar dishonest intent with respect to the offence in article 2 may also require a similar qualifierdishonest intent with respect to the offence in article 2 may also require a similar qualifier dishone st intent with r espect to th e offenc e in article 2 m ay also req uire a simila r qualifier to dishonest intent with respect to the offence in article 2 may also require a similar qualifier to dishonest intent with respect to the offence in article 2 may also require a similar qualifier to attachdishonest intent with respect to the offence in article 2 may also require a similar qualifier to attach dishonest intent with respect to the offence in article 2 may also require a similar qualifier to attach criminal

liabilityliability liability toliability to liability to conductliability to con duct liability to conduct definedliability to conduct defined liability to conduct defined underliability to conduct defined under liability to conduct defined under Articeliability to conduct defined under Artice liability to conduct defined under Artice 3.

Chapter II - Measures to be taken at the national level

Section 1 - Substantive criminal law

Title 1 - Offences against the confidentiality, integrity and availability of 
computer data and systems

Article 2 - Illegal Access

EaEachEach Party shall adopt such legislative and other measures as may be necessary to
estaestablishestablish as establish as criminal offences under its domestic law when committed intentionally3 the
accessaccess to the whole or any part of a computer system without right4. A Party may require that
thethe offence be committed either by infringithe offence be committed either by infringing secthe offence be committed either by infringing security measures or with the intent of
obtaining computer data or other dishonest intent.

Article 3 - Illegal Interception

EachEach Party shall adopt such legislative and Each Party shall adopt such legislative and other measuEach Party shall adopt such legislative and other measures as may be necessary to establish
asas criminal offences under its domestic law when committed intentionally the interception
witwithoutwithout right, made by technical means, of non-public5 transmissions of computer datadata todata to,
fromfrom or within a computer system, as well as electromagnetic emissiofrom or within a computer system, as well as electromagnetic emissions from afrom or within a computer system, as well as electromagnetic emissions from a computer
syssystemsystem carryingsystem carrying such computer data. A Party may require that the offence be committed with
dishonest intent6.

ArticleArticle Article 4Article 4 Article 4 -Article 4 - Article 4 - DataArticle 4 - Data Article 4 - Data Interference
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7 TheThe The ExplanatoryThe Explanatory The Explanatory Rep ortThe Ex planatory  Report The Ex planatory  Report sh ouldThe Explanatory Report should The Explanatory Rep ort should specifyThe Explanatory Report should specify The Explanatory Report should specify thatThe Ex planatory  Report sh ould spe cify that The Explanatory Report should specify that  �Alteration �The Explanatory Report should specify that  �Alteration �  The Exp lanatory Repo rt should specify that  � Alteration �  alsoThe Explanatory Report should specify that  �Alteration �  also The Explanatory Report should specify that  �Alteration � also includesThe Exp lanatory Repo rt should specify that  � Alteration �  also includes The Explanatory Report should specify that  �Alteration �  also includes tamperingThe Explanatory Report should specify that  �Alteration �  also includes tampering The Ex planatory  Report sh ould spe cify that  � Alteration  �  also includ es tampe ring with The Explanatory Report should specify that  �Alteration �  also includes tampering with The Ex planatory  Report sh ould spe cify that  � Alteration  �  also includ es tampe ring with  trafficThe Explanatory Report should specify that  �Alteration � also includes tampering with traffic The Ex planatory  Report sh ould spe cify that  � Alteration  �  also includ es tampe ring with  traffic dataThe Explanatory Report should specify that  �Alteration � also includes tampering with traffic data The Explanatory Rep ort should specify that  �Alteration �  also includes tampering with traffic data (spoofing).

8 TheThe The ExplanatoryThe Explanatory The Explanatory Rep ortThe Ex planatory  Report The Ex planatory  Report sh ouldThe Explanatory Report should The Explanatory Rep ort should clarifyThe Explanatory Report should clarify The Explanatory Report should clarify thatThe Ex planatory  Report sh ould clarify  that The Explanatory Report should clarify that  � suppressionThe Explanatory Report should clarify that  � suppression The Explanatory Report should clarify that  � suppression ofThe Explanatory Rep ort should clarify that  � suppression of The Explanatory Report should clarify that  � suppression of data � The Explanatory Report should clarify that  � suppression of data �  The Explanatory Report should clarify that  � suppression of data �  hasThe Exp lanatory Repo rt should clarify that  � suppression of d ata �  has The Explanatory Report should clarify that  � suppression of data �  has twoThe Explanatory Report should clarify that  � suppression of data �  has two The Explanatory Report should clarify that  � suppression of data �  has two coThe Explanatory Report should clarify that  � suppression of data �  has two commoThe Ex planatory  Report sh ould clarify  that  � suppres sion of da ta �  has two c omm onlyThe Explanatory Report should clarify that  � suppression of data �  has two commonly The Explanatory Report should clarify that  � suppression of data �  has two commonly agreedThe Explanatory Report should clarify that  � suppression of data �  has two commonly agreed The Exp lanatory Repo rt should clarify that  � suppression of d ata �  has two com monly ag reed mean ings:The Ex planatory  Report sh ould clarify  that  � suppres sion of da ta �  has two c omm only ag reed m eanings : The Explanatory Report should clarify that  � suppression of data �  has two commonly agreed meanings: 1)The Explanatory Rep ort should clarify that  � suppression of data �  has two comm only agreed meaning s: 1) The Ex planatory  Report sh ould clarify  that  � suppres sion of da ta �  has two c omm only ag reed m eanings : 1) delete

datadata data sodata so data so thatdata so tha t data so that itdata so tha t it data so that it doesdata so that it does data so that it does nodata so that it does no data so that it does no longerdata so that it does no longer data so that it does no lon ger existdata so tha t it does no lo nger ex ist data so that it does no longer exist physically;data so tha t it does no lo nger ex ist physically ; data so that it does no longer exist physically; 2)data so that it does no longer exist physically; 2)  data so that it does no longer exist physically; 2)   � renderdata so that it does no longer exist physically; 2)   � render data so that it does no longer exist physically; 2)   � render inaccedata so that it does no longer exist physically; 2)   � render inaccessible � ,data so tha t it does no lo nger ex ist physically ; 2)   � render in accessible � , data so tha t it does no lo nger ex ist physically ; 2)   � render inaccessible � , i.edata so that it does no longer exist physically; 2)   � render inaccessible � , i.e.data so tha t it does no lo nger ex ist physically ; 2)   � render in accessible � , i.e. data so that it does no longer exist physically; 2)   � render inaccessible � , i.e. preventdata so tha t it does no lo nger ex ist physically ; 2)   � render in accessible � , i.e. preven t data so that it does no longer exist physically; 2)   � render inaccessible � , i.e. prevent someonedata so that it does no longer exist physically; 2)   � render inaccessible � , i.e. prevent someone data so that it does no longer exist physically; 2)   � render inaccessible � , i.e. prevent someone fromdata so that  it  does no longer exist physically;  2)    � render inaccessible � ,  i.e . prevent someone from data so that it does no longer exist physically; 2)   � render inaccessible � , i.e. prevent someone from gainingdata so that it does no longer exist physically; 2)   � render inaccessible � , i.e. prevent someone from gaining data so that it does no lon ger exist physically; 2)   � render inaccessible � , i.e. prevent someo ne from g aining access

toto to itto it to it while to it while to it while maintainingto it while maintaining to it while m aintaining  it.to it while m aintaining  it. 

9 SeveralSeveral Several c omm entsSeveral com ments Several comments fromSeveral  comments from Several commen ts from industrySeveral comments from industry Several comments from industry indicatedSeveral comments from industry indicated Several comments from industry indicated thatSeveral c omm ents from  industry in dicated tha t Several comments from industry indicated that theSeveral comments from industry indicated that the Several comments from industry indicated that the so-calledSeveral comments from industry indicated that the so-called Several commen ts from industry indicated that the so-called  � craSeveral com ments from  industry indicated tha t the so-called  � cracking-dev ices � ,Several c omm ents from  industry in dicated tha t the so-called   � cracking -devices � , Several comm ents from  industry in dicated tha t the so-called   � cracking -devices � , toSeveral comments from industry indicated that the so-called  � cracking-devices � , to Several comments from industry indicated that the so-called  � cracking-devices � , to whichSeveral comments from industry indicated that the so-called  � cracking-devices � , to which Several c omm ents from  industry in dicated tha t the so-called   � cracking -devices � , to which  ArticleSeveral comments from industry indicated that the so-called  � cracking-devices � , to which Article Several comments from industry indicated that the so-called  � cracking-devices � , to which Article 6Several comments from industry indicated that the so-called  � cracking-devices � , to which Article 6 Several com ments from  industry indicated tha t the so-called  � cracking-dev ices � , to which Article 6 ap plies,Several c omm ents from  industry in dicated tha t the so-called   � cracking -devices � , to which  Article 6 ap plies, Several comments from industry indicated that the so-called  � cracking-devices � , to which Article 6 applies, may

alsoalso also bealso be also be usedalso be used also be use d legitima telyalso be used legitimately also be use d legitima tely toalso be used legitimately to also be used legitim ately to testalso be use d legitima tely to test also be used legitimately to test systemalso be used legitimately to test system also be used legitimately to test system security.also be use d legitima tely to test system  security. also be used legitimately to test system security. Thealso be used legitimately to test system security. The also be used legitimately to test system security. The explanatoryalso be used legitimately to test system security. The explanatory also be used legitimately to test system security. The explanatory reportalso be use d legitima tely to test system  security. T he expla natory re port also be use d legitima tely to test system  security. T he expla natory re port shallalso be use d legitima tely to test system  security. T he expla natory re port shall also be used legitimately to test system security. The explanatory report shall clarifyalso be used legitimately to test system security. The explanatory report shall clarify also be used legitimately to test system security. The explanatory report shall clarify thatalso be use d legitima tely to test system  security. T he expla natory re port shall cla rify that also be used legitimately to test system security. The explanatory report shall clarify that thealso be used legitimately to test system security. The explanatory report shall clarify that the also be used legitimately to test system security. The explanatory report shall clarify that the conductalso be use d legitima tely to test system  security. T he expla natory re port shall cla rify that the c onduc t also be used legitimately to test system security. The explanatory report shall clarify that the conduct definedalso be used legitimately to test system security. The explanatory report shall clarify that the conduct defined also be used legitimately to test system security. The explanatory report shall clarify that the conduct defined by

ArticleArticle Article 6,Article 6, Article 6, whenArticle 6, when Article 6, when undertakenArticle 6, when undertaken Article 6, w hen un dertaken  withArticle 6, when undertaken with Article 6, when undertaken with suchArticle 6, when undertaken with such Article 6, w hen un dertaken  with such  legitimateArticle 6, when undertaken with such legitimate Article 6, when undertaken with such legitimate purposesArticle 6, when  undertaken  with such legitima te purposes,Article 6, w hen un dertaken  with such  legitimate p urposes , Article 6, w hen un dertaken  with such  legitimate p urposes , would Article 6, when undertaken with such legitimate purposes, would Article 6, when undertaken with such legitimate purposes, would beArticle 6, when undertaken with such legitimate purposes, would be Article 6, when undertaken with such legitimate purposes, would be consideredArticle 6, when undertaken with such legitimate purposes, would be considered Article 6, w hen un dertaken  with such  legitimate p urposes , would  be consid ered toArticle 6, when undertaken with such legitimate purposes, would be considered to Article 6, when undertaken with such legitimate purposes, would be considered to beArticle 6, when undertaken with such legitimate purposes, would be considered to be Article 6, w hen un dertaken  with such  legitimate p urposes , would  be consid ered to be   � withArticle 6, when undertaken with such legitimate purposes, would be considered to be  � with Article 6, w hen un dertaken  with such  legitimate p urposes , would  be consid ered to be   � with righ t � .Article 6, w hen un dertaken  with such  legitimate p urposes , would  be consid ered to be   � with righ t � .  Article 6, when undertaken with such legitimate purposes, would be considered to be  � with right � .  Furthermore,

thethe the buthe burdenthe burden the burden ofthe burden of the burden of proofthe burden of proof the burden of proof ofthe burden of proof of the burden of proof of thethe burden of proof of the the burden of proof of the unthe burden o f proof of the un lawfulnessthe burden o f proof of the un lawfulness the burden of proof of the unlawfulness ofthe burden of proof of the unlawfu lness of the burden of proof of the unlawfulness of conductthe burd en of pro of of the u nlawfu lness of co nduct the burden of proof of the unlawfulness of conduct underthe burden of proof of the unlawfu lness of conduct under the burd en of pro of of the u nlawfu lness of co nduct u nder A rticlethe burden of proof of the unlawfulness of conduct under Article the burden of proof of the unlawfulness of conduct under Article 6the burden of proof of the unlawfulness of conduct under Article 6 the burd en of pro of of the u nlawfu lness of co nduct u nder A rticle 6 wo uldthe burden of proof of the unlawfulness of conduct under Article 6 would the burd en of pro of of the u nlawfu lness of co nduct u nder A rticle 6 wo uld liethe burden of proof of the unlawfulness of conduct under Article 6 would lie the burd en of pro of of the u nlawfu lness of co nduct u nder A rticle 6 wo uld lie with the burden of proof of the unlawfulness of conduct under Article 6 would lie with the burden of proof of the unlawfulness of conduct under Article 6 would lie with thethe burden of proof of the unlawfulness of conduct under Article 6 would lie with the the burden of proof of the unlawfulness of conduct under Article 6 would lie with the prosecution.the burd en of pro of of the u nlawfu lness of co nduct u nder A rticle 6 wo uld lie with th e prosecu tion. the burden of proof of the unlawfu lness of conduct under Article 6 would lie with the prosecution. Inthe burden of proof of the unlawfulness of conduct under Article 6 would lie with the prosecution. In the burd en of pro of of the u nlawfu lness of co nduct u nder A rticle 6 wo uld lie with th e prosecu tion. In this the burden o f proof of the un lawfulness of co nduct und er Article 6 wou ld lie with the prosecu tion. In this the burd en of pro of of the u nlawfu lness of co nduct u nder A rticle 6 wo uld lie with th e prosecu tion. In this co ntext,

referencereference referenc e should reference should reference should bereference should be reference should be madereference should be made referenc e should  be mad e toreference should be made to reference should be made to thereference should be made to the referenc e should  be mad e to the foo tnotereference should be made to the footnote reference should be made to the footnote underreference should be made to the footno te under referenc e should  be mad e to the foo tnote und er Article reference should be made to the footnote under Article reference should be made to the footnote under Article 2reference should be made to the footnote under Article 2 reference should be made to the footnote under Article 2 concerningreference should be made to the footnote under Article 2 concerning reference should be made to the footnote under Article 2 concerning thereference should be made to the footnote under Article 2 concerning the reference should be made to the footnote under Article 2 concerning the meaningreference should be made to the footnote under Article 2 concerning the meaning reference should be made to the footnote under Article 2 concerning the meaning ofreference should be made to the footno te under Article 2 concerning the meaning o f reference should be made to the footnote under Article 2 concerning the meaning of  � withoutreferenc e should  be mad e to the foo tnote und er Article 2  concern ing the m eaning o f  � withou t referenc e should  be mad e to the foo tnote und er Article 2  concern ing the m eaning o f  � withou t right � .referenc e should  be mad e to the foo tnote und er Article 2  concern ing the m eaning o f  � withou t right � . 

EachEach Each PartyEach Party Each Party shallEach Party shall Each Party shall adoptEach Party shall adopt Each Party shall adopt suchEach Party shall adopt such Each Party shall adopt such legEach Party shall adopt such legislatEach Party shall adopt such legislativeEach Party shall adopt such legislative Each Party shall adopt such legislative andEach Party shall adopt such legislative and Each Party shall adopt such legislative and otherEach Party shall adopt such legislative and other Each Party shall adopt such legislative and other measuresEach Party shall adopt such legislative and other measures Each Party shall adopt such legislative and other measures asEach Party shall adopt such legislative and other measures as Each Party shall adopt such legislative and other measures as mayEach Party shall adopt such legislative and other measures as may Each Party shall adopt such legislative and other measures as may beEach Party shall adopt such legislative and other measures as may be Each Party shall adopt such legislative and other measures as may be necessaryEach Party shall adopt such legislative and other measures as may be necessary Each Party shall adopt such legislative and other measures as may be necessary to
establishestablish establish asestablish as establish as criminalestablish as criminal establish as criminal offencesestablish as criminal offences establish as criminal offences underestablish as criminal offences under establish as criminal offences under itsestablish as criminal offences under its establish as criminal offences under its domesticestablish as criminal offences under its domestic establish as criminal offences under its domestic lawestablish as criminal offences under its domestic law establish as criminal offences under its domestic law whenestablish as criminal offences under its domestic law when establish as criminal offences under its domestic law when coestablish as criminal offences under its domestic law when commestablish as criminal offences under its domestic law when committedestablish as criminal offences under its domestic law when committed establish as criminal offences under its domestic law when committed intentionallyestablish as criminal offences under its domestic law when committed intentionally establish as criminal offences under its domestic law when committed intentionally testablish as criminal offences under its domestic law when committed intentionally the
damaging, deletion, deterioration, alteration7 or suppression8 of computer data with out right.

Article 5 - System Interference

EachEach Party shall adopt such legislative and otherEach Party shall adopt such legislative and other mEach Party shall adopt such legislative and other measures as may be necessary to
establishestablish as criminal offences under its domestic law when commestablish as criminal offences under its domestic law when committed establish as criminal offences under its domestic law when committed intentionally the
seriousserious hindering without right oserious hindering without right of serious hindering without right of the functioning of a computer system by inputting,
[transmitting,] damaging, deleting, deteriorating, altering or suppressing computer data.

Article 6  �  Article 6  �  IllegalArticle 6  �  Illegal Article 6  �  Illegal Devices

EachEach Each PartyEach Party Each Party shallEach Party shall Each Party shall adoptEach Party shall adopt Each Party shall adopt suchEach Party shall adopt such Each Party shall adopt such legislativeEach Party shall adopt such legislative Each Party shall adopt such legislative andEach Party shall adopt such legislative and other Each Party shall adopt such legislative and other measuresEach Party shall adopt such legislative and other measures Each Party shall adopt such legislative and other measures asEach Party shall adopt such legislative and other measures as Each Party shall adopt such legislative and other measures as mayEach Party shall adopt such legislative and other measures as may Each Party shall adopt such legislative and other measures as may beEach Party shall adopt such legislative and other measures as may be Each Party shall adopt such legislative and other measures as may be necessaryEach Party shall adopt such legislative and other measures as may be necessary Each Party shall adopt such legislative and other measures as may be necessary to
establishestablish establish asestablish as establish as criminalestablish as criminal establish as criminal offencesestablish as criminal offences establish as criminal offences underestablish as criminal offences under establish as criminal offences under itsestablish as criminal offences under its establish as criminal offences under its domesticestablish as criminal offences under its domestic establish as criminal offences under its domestic lawestablish as criminal offences under its domestic law establish as criminal offences under its domestic law whenestablish as criminal offences under its domestic law when establish as criminal offences under its domestic law when committedestablish as criminal offences under its domestic law when committed establish as criminal offences under its domestic law when committed intentionallyestablish as criminal offences under its domestic law when committed intentionally establish as criminal offences under its domestic law when committed intentionally andestablish as criminal offences under its domestic law when committed intentionally and establish as criminal offences under its domestic law when committed intentionally and without
right9:

a) thethe the productthe production,the production, the production, salthe production, sale,the production, sale, the production, sale, procurementthe production, sale, procurement the production, sale, procurement forthe production, sale, procurement for the production, sale, procurement for use,the production, sale, procurement for use, the production, sale, procurement for use, import,the production, sale, procurement for use, import, the production, sale, procurement for use, import, distributionthe production, sale, procurement for use, import, distribution the production, sale, procurement for use, import, distribution orthe production, sale, procurement for use, import, distribution or the production, sale, procurement for use, import, distribution or otherwisethe production, sale, procurement for use, import, distribution or otherwise the production, sale, procurement for use, import, distribution or otherwise making
availableavailable available of:

1. aa a device, includingincluding including aincluding a including a computerincluding a computer including a computer program,including a computer program, including a computer program, designedincluding a computer program, designed including a computer program, designed orincluding a computer program, designed or including a computer program, designed or adaptedincluding a computer program, designed or adapted including a computer program, designed or adapted [specifically]
[primarily][primarily] [primarily] [pa[primarily] [particu[primarily] [particularly][primarily] [particularly] [primarily] [particularly] for[primarily] [particularly] for [primarily] [particularly] for the[primarily] [particularly] for the [primarily] [particularly] for the purpose[primarily] [particularly] for the purpose [primarily] [particularly] for the purpose of[primarily] [particularly] for the purpose of [primarily] [particularly] for the purpose of committing[primarily] [particularly] for the purpose of committing [primarily] [particularly] for the purpose of committing any[primarily] [particularly] for the purpose of committing any [primarily] [particularly] for the purpose of committing any of[primarily] [particularly] for the purpose of committing any of [primarily] [particularly] for the purpose of committing any of the[primarily] [particularly] for the purpose of committing any of the [primarily] [particularly] for the purpose of committing any of the offences
establishedestablished established inestablished in established in accordanceestablished in accordance established in accordance withestablished in accordance with established in accordance with Articleestablished in accordance with Article established in accordance with Article 2established in accordance with Article 2 established in accordance with Article 2  � established in accordance with Article 2  �  established in accordance with Article 2  �  5;

2. aa a computera computer a computer password,a computer password, a computer password, accessa computer password, access a computer password, access code,a computer password, access code, a computer password, access code, ora computer password, access code, or a computer password, access code, or similara computer password, access code, or similar a computer password, access code, or similar dataa computer password, access code, or similar data a computer password, access code, or similar data bya computer password, access code, or similar data by a computer password, access code, or similar data by whicha computer password, access code, or similar data by which a computer password, access code, or similar data by which thea computer password, access code, or similar data by which the a computer password, access code, or similar data by which the wholea computer password, access code, or similar data by which the whole a computer password, access code, or similar data by which the whole ora computer password, access code, or similar data by which the whole or a computer password, access code, or similar data by which the whole or anya computer password, access code, or similar data by which the whole or any a computer password, access code, or similar data by which the whole or any part
ofof of aof a of a computerof a computer of a computer systemof a computer system of a computer system isof a computer system is of a computer system is capableof a computer system is capable of a computer system is capable ofof a computer system is capable of of a computer system is capable of beingof a computer system is capable of being of a computer system is capable of being accessed

withwith with intentwith intent with intent thatwith intent that with intent that itwith intent that it with intent that it bewith intent that it be with intent that it be usedwith intent that it be used with intent that it be used forwith intent that it be used for with intent that it be used for thewith intent that it be used for the with intent that it be used for the purposewith intent that it be used for the purpose with intent that it be used for the purpose ofwith intent that it be used for the purpose of with intent that it be used for the purpose of committingwith intent that it be used for the purpose of committing with intent that it be used for the purpose of committing thewith intent that it be used for the purpose of committing the with intent that it be used for the purpose of committing the offenceswith intent that it be used for the purpose of committing the offences with intent that it be used for the purpose of committing the offences establishedwith intent that it be used for the purpose of committing the offences established with intent that it be used for the purpose of committing the offences established in
ArticlesArticles Articles 2Articles 2 Articles 2 -Articles 2 - Articles 2 - 5;

l) thethe the possessionthe possession the possession ofthe possession of the possession of anthe possession of an the possession of an itemthe possession of an item the possession of an item referredthe possession of an item referred the possession of an item referred tothe possession of an item referred to the possession of an item referred to inthe possession of an item referred to in the possession of an item referred to in paragraphsthe possession of an item referred to in paragraphs the possession of an item referred to in paragraphs (a)(1)the possession of an item referred to in paragraphs (a)(1) the possession of an item referred to in paragraphs (a)(1) andthe possession of an item referred to in paragraphs (a)(1) and the possession of an item referred to in paragraphs (a)(1) and (the possession of an item referred to in paragraphs (a)(1) and (2)the possession of an item referred to in paragraphs (a)(1) and (2) the possession of an item referred to in paragraphs (a)(1) and (2) above,the possession of an item referred to in paragraphs (a)(1) and (2) above, the possession of an item referred to in paragraphs (a)(1) and (2) above, withthe possession of an item referred to in paragraphs (a)(1) and (2) above, with the possession of an item referred to in paragraphs (a)(1) and (2) above, with intent
thatthat that itthat it that it bethat it be that it be usedthat it be used that it be used forthat it be used for that it be used for thethat it be used for the that it be used for the purposethat it be used for the purpose that it be used for the purpose ofthat it be used for the purpose of that it be used for the purpose of committingthat it be used for the purpose of committing that it be used for the purpose of committing thethat it be used for the purpose of committing the that it be used for the purpose of committing the offensesthat it be used for the purpose of committing the offenses that it be used for the purpose of committing the offenses establishedthat it be used for the purpose of committing the offenses established that it be used for the purpose of committing the offenses established inthat it be used for the purpose of committing the offenses established in that it be used for the purpose of committing the offenses established in Articlesthat it be used for the purpose of committing the offenses established in Articles that it be used for the purpose of committing the offenses established in Articles 2that it be used for the purpose of committing the offenses established in Articles 2 that it be used for the purpose of committing the offenses established in Articles 2  �
5.5. 5. A5. A 5. A p5. A party5. A party 5. A party may5. A party may 5. A party may require5. A party may require 5. A party may require by5. A party may require by 5. A party may require by law5. A party may require by law 5. A party may require by law that5. A party may require by law that 5. A party may require by law that a5. A party may require by law that a 5. A party may require by law that a number5. A party may require by law that a number 5. A party may require by law that a number of5. A party may require by law that a number of 5. A party may require by law that a number of such5. A party may require by law that a number of such 5. A party may require by law that a number of such items5. A party may require by law that a number of such items 5. A party may require by law that a number of such items be5. A party may require by law that a number of such items be 5. A party may require by law that a number of such items be possessed5. A party may require by law that a number of such items be possessed befor5. A party may require by law that a number of such items be possessed before
criminalcriminal criminal liabilitycriminal liability criminal liability attaches.
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10 TheThe The ExplanatoryThe Explanatory The Explanatory Rep ortThe Ex planatory  Report The Ex planatory  Report sh allThe Ex planatory  Report sh all The Explanatory Rep ort shall specifyThe Explanatory Report shall specify The Explanatory Report shall specify thatThe Ex planatory  Report sh all specify th at The Explanatory Report shall specify that theThe Explanatory Report shall specify that the The Explanatory Rep ort shall specify that the termThe Explanatory Report shall specify that  the term The Explanatory Report shall specify that the term  � authentic � The Explanatory Report shall specify that the term  � authentic �  The Explanatory Rep ort shall specify that the term  � authentic �  refersThe Exp lanatory Repo rt shall specify that the term  � authentic �  refers The Ex planatory  Report sh all specify th at the term   � authentic  �  refers toThe Explanatory Report shall specify that the term  � authentic �  refers to The Explanatory Report shall specify that the term  � authentic �  refers to theThe Explanatory Report shall specify that the term  � authentic �  refers to the The Explanatory Report shall specify that the term  � authentic �  refers to the issuerThe Explanatory Rep ort shall specify that the term  � authentic �  refers to the issuer The Explanatory Report shall specify that the term  � authentic �  refers to the issuer ofThe Explanatory Rep ort shall specify that the term  � authentic �  refers to the issuer of The Explanatory Report shall specify that the term  � authentic �  refers to the issuer of theThe Explanatory Report shall specify that the term  � authentic �  refers to the issuer of the The Explanatory Report shall specify that the term  � authentic �  refers to the issuer of the data,The Ex planatory  Report sh all specify th at the term   � authentic  �  refers to the issu er of the d ata, The Exp lanatory Repo rt shall specify that the term  � authentic �  refers to the issuer of the data, reg ardlessThe Exp lanatory Repo rt shall specify that the term  � authentic �  refers to the issuer of the data, reg ardless The Explanatory Report shall specify that the term  � authentic �  refers to the issuer of the data, regardless whether

thethe the contentthe conte nt the content ofthe content of the content of thethe content of the the conte nt of the da tathe content of the data the conte nt of the da ta isthe content of the d ata is the content of the data is truethe content of the data is true the content of the data is true orthe content of the data is true or the conte nt of the da ta is true or no t.

11 TheThe The ExplanatoryThe Explanatory The Explanatory Rep ortThe Ex planatory  Report The Ex planatory  Report sh ouldThe Explanatory Report should The Explanatory Rep ort should clarifyThe Explanatory Report should clarify The Explanatory Report should clarify thatThe Ex planatory  Report sh ould clarify  that The Explanatory Report should clarify that theThe Explanatory Report should clarify that the The Explanatory Report should clarify that the termsThe Exp lanatory Repo rt should clarify that the term s The Explanatory Report should clarify that the terms  � withoutThe Ex planatory  Report sh ould clarify  that the term s  � withou t The Ex planatory  Report sh ould clarify  that the term s  � withou t right � The Ex planatory  Report sh ould clarify  that the term s  � withou t right �  The Explanatory Report should clarify that the terms  � without right �  doThe Explanatory Report should clarify that the terms  � without right �  do The Explanatory Report should clarify that the terms  � without right �  do notThe Ex planatory  Report sh ould clarify  that the term s  � withou t right �  do not The Explanatory Report should clarify that the terms  � without right �  do not excludeThe Explanatory Report should clarify that the terms  � without right �  do not exclude The Explanatory Report should clarify that the terms  � without right �  do not exclude legalThe Ex planatory  Report sh ould clarify  that the term s  � withou t right �  do not ex clude leg al The Exp lanatory Repo rt should clarify that the term s  � without right �  do not exclud e legal defenses,The Ex planatory  Report sh ould clarify  that the term s  � withou t right �  do not ex clude leg al defense s, The Explanatory Report should clarify that the terms  � without right �  do not exclude legal defenses, excusesThe Exp lanatory Repo rt should clarify that the term s  � without right �  do not exclud e legal defenses, excu ses The Explanatory Report should clarify that the terms  � without right �  do not exclude legal defenses, excuses or

similarsimilar similar rele similar relevantsimilar relev ant similar relevant principlessimilar relevant principles similar relevant principles thatsimilar relev ant princip les that similar relevant principles that relievesimilar relevant principles that relieve similar relevant principles that relieve asimilar relevant principles that relieve a similar relevant principles that relieve a personsimilar relevant principles that relieve a person similar relevant principles that relieve a person ofsimilar relevant principles that relieve a person of similar relev ant princip les that relieve  a person  of respon sibilitysimilar relevant principles that relieve a person of responsibility similar relevant principles that relieve a person of responsibility undersimilar relevant principles that relieve a person of responsibility under similar relevant principles tha t relieve a person of resp onsibility under spsimilar relev ant princip les that relieve  a person  of respon sibility unde r specificsimilar relevant principles that relieve a person of responsibility under specific similar relevant principles tha t relieve a person of resp onsibility under spec ific circumstances. similar relev ant princip les that relieve  a person  of respon sibility unde r specific circ umstan ces. similar relevant principles that relieve a person of responsibility under specific circumstances. Therefore,similar relev ant princip les that relieve  a person  of respon sibility unde r specific circ umstan ces. Ther efore, similar relevant principles that relieve a person of responsibility under specific circumstances. Therefore, conduct

undertakenundertaken underta ken with undertaken with undertaken with artistic,underta ken with  artistic, undertaken with artistic, medicalunderta ken with  artistic, med ical undertaken with artistic, medical orundertaken with artistic, medical or undertaken with artistic, medical or similarundertaken with artistic, medical or similar underta ken with  artistic, med ical or simila r scientificundertaken with artistic, medical or similar scientific undertaken with artistic, medical or similar scientific purposesundertaken  with artistic, medical or similar scien tific purposes underta ken with  artistic, med ical or simila r scientific pu rposes w ouldundertaken with artistic, medical or similar scientific purposes would undertaken with artistic, medical or similar scientific purposes would notunderta ken with  artistic, med ical or simila r scientific pu rposes w ould no t undertaken with artistic, medical or similar scientific purposes would not beundertaken with artistic, medical or similar scientific purposes would not be undertaken with artistic, medical or similar scientific purposes would not be  � withoutunderta ken with  artistic, med ical or simila r scientific pu rposes w ould no t be  � withou t underta ken with  artistic, med ical or simila r scientific pu rposes w ould no t be  � withou t right � .

12 TheThe The ExplanatoryThe Explanatory The Explanatory Rep ortThe Ex planatory  Report The Ex planatory  Report sh ouldThe Explanatory Report should The Explanatory Rep ort should specifyThe Explanatory Report should specify The Explanatory Report should specify thatThe Ex planatory  Report sh ould spe cify that The Explanatory Report should specify that  � offering � The Explanatory Report should specify that  � offering �  The Exp lanatory Repo rt should specify that  � offering �  alsoThe Explanatory Report should specify that  � offering �  also The Explanatory Report should specify that  � offering �  also includesThe Exp lanatory Repo rt should specify that  � offering �  also includes The Explanatory Report should specify that  � offering �  also includes givingThe Explanatory Report should specify that  � offering �  also includes giving The Explanatory Report should specify that  � offering �  also includes giving informationThe Explanatory Report should specify that  � offering �  also includes giving information The Explanatory Report should specify that  � offering �  also includes giving information aboutThe Ex planatory  Report sh ould spe cify that  � offering  �  also includ es giving  inform ation abo ut The Explanatory Report should specify that  � offering �  also includes giving information about hyperlinksThe Exp lanatory Repo rt should specify that  � offering �  also includes giving  information ab out hyperlink s The Ex planatory  Report sh ould spe cify that  � offering  �  also includ es giving  inform ation abo ut hype rlinks toThe Explanatory Report should specify that  �offering � also includes giving information about hyperlinks to The Ex planatory  Report sh ould spe cify that  � offering  �  also includ es giving  inform ation abo ut hype rlinks to ch ildThe Explanatory Report should specify that  �offering � also includes giving information about hyperlinks to child-

pornographypornography pornography sitespornograp hy sites pornography sites andpornography sites and porno graphy  sites and thpornography sites and thatporno graphy  sites and tha t porno graphy  sites and tha t  � mpornography sites and that  � makingpornography sites and that  � making pornography sites and that  � making available � pornography sites and that  � making available �  pornograp hy sites and that  � making a vailable �  is,porno graphy  sites and tha t  � makin g availab le �  is, pornography sites and that  � making available �  is, forpornography sites and that  � making available �  is, for pornography sites and that  � making available �  is, for example,porno graphy  sites and tha t  � makin g availab le �  is, for exam ple, pornography sites and that  � making available �  is, for example, postingpornography sites and that  � making available �  is, for example, posting porno graphy  sites and tha t  � makin g availab le �  is, for exam ple, posting  childpornography sites and that  � making available �  is, for example, posting child pornography sites and that  � making available �  is, for example, posting child pornographypornography sites and that  � making available �  is, for example, posting child pornography pornography sites and that  � making available �  is, for example, posting child pornography onpornography sites and that  � making available �  is, for example, posting child pornography on pornography sites and that  � making available �  is, for example, posting child pornography on thepornography sites and that  � making available �  is, for example, posting child pornography on the pornography sites and that  � making available �  is, for example, posting child pornography on the internetporno graphy  sites and tha t  � makin g availab le �  is, for exam ple, posting  child por nograp hy on th e internet pornography sites and that  � making available �  is, for example, posting child pornography on the internet or

makingmaking makin g itmakin g it makin g it available making it available making it available throughmaking it available through makin g it available  through  filemaking it available through file making it available through file sharingmaking it available through file sharing making it ava ilable through file sharing  technologies.

13 TheThe The ExplanatoryThe Explanatory The Explanatory Rep ortThe Ex planatory  Report The Ex planatory  Report sh ouldThe Explanatory Report should The Explanatory Rep ort should clarifyThe Explanatory Report should clarify The Explanatory Report should clarify thatThe Ex planatory  Report sh ould clarify  that The Ex planatory  Report sh ould clarify  that thisThe Exp lanatory Repo rt should clarify that this The Explanatory Report should clarify that this provisionThe Explanatory Report should clarify that this provision The Explanatory Report should clarify that this provision byThe Explanatory Report should clarify that this provision by The Explanatory Report should clarify that this provision by noThe Explanatory Report should clarify that this provision by no The Explanatory Report should clarify that this provision by no meansThe Exp lanatory Repo rt should clarify that this prov ision by no m eans The Ex planatory  Report sh ould clarify  that this prov ision by n o mean s isThe Exp lanatory Repo rt should clarify that this prov ision by no m eans is The Explanatory Report should clarify that this provision by no means is intendedThe Explanatory Report should clarify that this provision by no means is intended The Ex planatory  Report sh ould clarify  that this prov ision by n o mean s is intended  toThe Explanatory Report should clarify that this provision by no means is intended to The Explanatory Report should clarify that this provision by no means is intended to restrictThe Ex planatory  Report sh ould clarify  that this prov ision by n o mean s is intended  to restrict The Explanatory Report should clarify that this provision by no means is intended to restrict theThe Explanatory Report should clarify that this provision by no means is intended to restrict the The Explanatory Report should clarify that this provision by no means is intended to restrict the criminalisation

ofof of theof the of the distribution,of the distrib ution, of the distribution, etc,of the distrib ution, etc, of the distribution, etc, ofof the distribution, etc, of of the distrib ution, etc, o f childof the distribution, etc, of child of the distribution, etc, of child pornographyof the distribution, etc, of child pornography of the distrib ution, etc, o f child po rnograp hy toof the distribution, etc, of child pornography to of the distribution, etc, of child pornography to casesof the distribution, etc, of child p ornograph y to cases of the distribution, etc, of child pornography to cases makingof the distribution, etc, of child pornography to cases making of the distribution, etc, of child p ornograph y to cases mak ing useof the distribution, etc, of child pornography to cases making use of the distribution, etc, of child pornography to cases making use ofof the distribution, etc, of child pornography to cases making use of of the distribution, etc, of child pornography to cases making use of aof the distribution, etc, of child pornography to cases making use of a of the distribution, etc, of child pornography to cases making use of a computerof the distribution, etc, of child pornography to cases making use of a comp uter of the distribution, etc, of child pornography to cases making use of a computer system,of the distrib ution, etc, o f child po rnograp hy to case s makin g use of a  comp uter system , of the distribution, etc, of child pornography to cases making use of a computer system, butof the distrib ution, etc, o f child po rnograp hy to case s makin g use of a  comp uter system , but of the distribution, etc, of child pornography to cases making use of a computer system, but theof the distribution, etc, of child pornography to cases making use of a computer system, but the of the distribution, etc, of child pornography to cases making use of a computer system, but the Convention

establishesestablishes establishes th isestablishes this establishes th is onlyestablishes this only establishes this only asestablishes this only as establishes this only as aestablishes this only as a establishes this only as a minimumestablishes this  only as a minimum establishes this only as a minimum standardestablishes this only as a minimum standard establishes this only as a minimum standard andestablishes this only as a minimum standard and establishes this only as a minimum standard and Statesestablishes this only as a m inimum  standard and S tates establishes this only as a minimum standard and States areestablishes this only as a minimum standard and States are establishes this only as a minimum standard and States are freeestablishes this only as a minimum standard and States are free establishes th is only as a m inimum  standard  and States  are free toestablishes this only as a minimum standard and States are free to establishes this only as a minimum standard and States are free to goestablishes this only as a minimum standard and States are free to go establishes this only as a minimum standard and States are free to go beyondestablishes this only as a minimum standard and States are free to go beyond establishes th is only as a m inimum  standard  and States  are free to g o beyo nd it.

TitleTitle Title 2Title 2 Title 2 -Title 2 - Title 2 - Computer-relatedTitle 2 - Computer-related Title 2 - Computer-related offences

Article 7  �  Computer-related Forgery 

EachEach Party shall adopt such legislativeEach Party shall adopt such legislative aEach Party shall adopt such legislative and other measures as may be necessary to
establishestablish as criminal offences undestablish as criminal offences under itsestablish as criminal offences under its domestic law when committed intentionally and
withowithoutwithout right thwithout right the input, alteration, deletion, or suppression of computer data, resulting in
inauthenticinauthentic data with thinauthentic data with the iinauthentic data with the intent that it be considered or acted upon for legal purposes as if it
werewere authentic10, regardl, regardles, regardless whether or not the data is directly readable and intelligible. A

PartyParty may requireParty may require Party may req uire by law an intent to defraud, or similar dishonest intent, before crimina l liability

attaches.

Article 8  �  Computer-related Fraud

EachEach Party shall adopt such legislative and other measures as may be neceEach Party shall adopt such legislative and other measures as may be necessEach Party shall adopt such legislative and other measures as may be necessary to
establishestablish as criminal offences under its domestic law, when committed intentiestablish as criminal offences under its domestic law, when committed intentionaestablish as criminal offences under its domestic law, when committed intentionally and
without right, the causing, without right, of a loss of property to another by:

a) any input, alteration, deletion or suppression of computer data,
b) any interference with the functioning of a computer [program] or system,

with the intent of procuring, without right, an economic benefit for himself or for another.

Title 3 - Content-related offences

Article 9  �  Offences related to child pornography

1. EachEach Party shall adopt such legislative and other meaEach Party shall adopt such legislative and other measuEach Party shall adopt such legislative and other measures as may be necessary to
establishestablish as criminal offences under itsestablish as criminal offences under its domeestablish as criminal offences under its domestic law when committed without right11 and
intentionally the following conduct:

a. offering12 or making available child pornography through a computer system;
b. distributing or transmitting child pornography through a computer system;
c. producingproducing child pornography forproducing child pornography for theproducing child pornography for the purpose of its distribution through a

computer system13;
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14 TheThe The ExplanatoryThe Explanatory The Explanatory Rep ortThe Ex planatory  Report The Ex planatory  Report sh ouldThe Explanatory Report should The Explanatory Rep ort should clarifyThe Explanatory Report should clarify The Explanatory Report should clarify thatThe Ex planatory  Report sh ould clarify  that The Explanatory Report should clarify that thatThe Ex planatory  Report sh ould clarify  that that The Explanatory Report should clarify that that theThe Explanatory Report should clarify that that the The Explanatory Report should clarify that that  the term The Ex planatory  Report sh ould clarify  that that the term   � porno graphic The Explanatory Report should clarify that that the term  � pornographic The Ex planatory  Report sh ould clarify  that that the term   � porno graphic  material � The Ex planatory  Report sh ould clarify  that that the term   � porno graphic  material �  The Ex planatory  Report sh ould clarify  that that the term   � porno graphic  material �  isThe Exp lanatory Repo rt should clarify that that the term   � pornograp hic material �  is The Explanatory Report should clarify that that the term  � pornographic material �  is governedThe Explanatory Report should clarify that that the term  �pornographic material � is governed The Explanatory Report should clarify that that the term  �pornographic material � is governed byThe Explanatory Report should clarify that that the term  � pornographic material �  is governed by The Explanatory Report should clarify that that the term  � pornographic material �  is governed by national

standardsstandards standards pertainingstandards pertaining standard s pertaining  tostandards pertaining to standards pertaining to thestandards pertaining to the standards pertaining to the classificationstandards pertaining to the classification standards pertaining to the classification ofstandards pertaining to the classification of standard s pertaining  to the classifica tion of m aterialsstandards pertaining  to the classification of materials standards pertaining to the classification of materials asstandards pertaining  to the classification of materials as standards pertaining to the classification of materials as obscene,standard s pertaining  to the classifica tion of m aterials as ob scene, standards pertaining to the classification of materials as obscene, inconsistentstandard s pertaining  to the classifica tion of m aterials as ob scene, inco nsistent standard s pertaining  to the classifica tion of m aterials as ob scene, inco nsistent with standards pertaining to the classification of materials as obscene, inconsistent with standard s pertaining  to the classifica tion of m aterials as ob scene, inco nsistent with  publicstandards pertaining to the classification of materials as obscene, inconsistent with public standard s pertaining  to the classifica tion of m aterials as ob scene, inco nsistent with  public m oralsstandards pertaining  to the classification of materials as ob scene, inconsistent w ith public mora ls standards pertaining to the classification of materials as obscene, inconsistent with public morals orstandards pertaining to the classification of materials as obscene, inconsistent with public morals or standard s pertaining  to the classifica tion of m aterials as ob scene, inco nsistent with  public m orals or sim ilarly

corrupt.

15 TheThe The ExplanatoryThe Explanatory The Explanatory Rep ortThe Ex planatory  Report The Ex planatory  Report sh ouldThe Explanatory Report should The Explanatory Rep ort should specifyThe Explanatory Report should specify The Explanatory Report should specify thatThe Ex planatory  Report sh ould spe cify that The Ex planatory  Report sh ould spe cify that aThe Explanatory Report should specify that a The Ex planatory  Report sh ould spe cify that a  � sexually The Explanatory Report should specify that a  � sexually The Ex planatory  Report sh ould spe cify that a  � sexually e xplicitThe Ex planatory  Report sh ould spe cify that a  � sexually e xplicit The Ex planatory  Report sh ould spe cify that a  � sexually e xplicit con duct � The Ex planatory  Report sh ould spe cify that a  � sexually e xplicit con duct �  The Explanatory Rep ort should specify that a  � sexually explicit conduct �  coversThe Exp lanatory Repo rt should specify that a  � sexually explicit cond uct �  covers The Explanatory Report should specify that a  � sexually explicit conduct �  covers atThe Ex planatory  Report sh ould spe cify that a  � sexually e xplicit con duct �  covers at The Exp lanatory Repo rt should specify that a  � sexually explicit cond uct �  covers at leastThe Ex planatory  Report sh ould spe cify that a  � sexually e xplicit con duct �  covers at lea st The Explanatory Report should specify that a  � sexually explicit conduct �  covers at least actualThe Ex planatory  Report sh ould spe cify that a  � sexually e xplicit con duct �  covers at lea st actual The Explanatory Report should specify that a  � sexually explicit conduct �  covers at least actual orThe Explanatory Rep ort should specify that a  � sexually explicit conduct �  covers at least actual or The Explanatory Report should specify that a  � sexually explicit conduct �  covers at least actual or simulated:The Ex planatory  Report sh ould spe cify that a  � sexually e xplicit con duct �  covers at lea st actual or sim ulated: The Explanatory Report should specify that a  � sexually explicit conduct �  covers at least actual or simulated: a)

sexualsexual sexual intercourse,sexua l interco urse, sexual intercourse, includingsexual intercourse, including sexual inte rcourse, in cluding  genital-ge nital,sexual inte rcourse, in cluding  genital-ge nital, sexual inte rcourse, in cluding  genital-ge nital, oral-ge nital,sexual inte rcourse, in cluding  genital-ge nital, oral-ge nital, sexual intercourse, including genital-genital, oral-genital, anal-genitalsexual inte rcourse, in cluding  genital-ge nital, oral-ge nital, anal-ge nital sexual intercourse, including genital-genital, oral-genital, anal-genital orsexual intercourse, including genital-genital, oral-genital, anal-genital or sexual inte rcourse, in cluding  genital-ge nital, oral-ge nital, anal-ge nital or oral-a nal,sexual inte rcourse, in cluding  genital-ge nital, oral-ge nital, anal-ge nital or oral-a nal, sexual intercourse, including genital-genital, oral-genital, anal-genital or oral-anal, betweensexual intercourse, including genital-genital, oral-genital, anal-genital or oral-anal, between sexual intercourse, inclu ding genital-gen ital, oral-genital, anal-genital or oral-ana l, between m inors,sexual inte rcourse, in cluding  genital-ge nital, oral-ge nital, anal-ge nital or oral-a nal, betw een min ors, sexual intercourse, including genital-genital, oral-genital, anal-genital or oral-anal, between minors, orsexual intercourse, including genital-genital, oral-genital, anal-genital or oral-anal, between minors, or sexual intercourse, including genital-genital, oral-genital, anal-genital or oral-anal, between minors, or between

anan an adult an adult an adult andan adult and an adult and aan adult and a an adult and a minor,an adult a nd a m inor, an adult and a minor, ofan adult and a minor, of an adult and a minor, of thean adult and a minor, of the an adult and a minor, of the samean adult and a minor, of the same an adult and a minor, of the same oran adult and a minor, of the same or an adult a nd a m inor, of the  same o r oppos itean adult and a minor, of the same or opposite an adult and a minor, of the same or opposite sex;an adult a nd a m inor, of the  same o r oppos ite sex; an adult and a minor, of the same or opposite sex; b)an adult and a minor, of the same or op posite sex; b) an adult and a minor, of the same or opposite sex; b) bestiality;an adult a nd a m inor, of the  same o r oppos ite sex; b) be stiality; an adult and a minor, of the same or opposite sex; b) bestiality; c)an adult and a minor, of the same or op posite sex; b) bestiality; c) an adult and a minor, of the same or opposite sex; b) bestiality; c) masturbation;an adult a nd a m inor, of the  same o r oppos ite sex; b) be stiality; c) mastu rbation; an adult and a minor, of the same or opposite sex; b) bestiality; c) masturbation; d)an adult and a minor, of the same or op posite sex; b) bestiality; c) masturbation; d) an adult a nd a m inor, of the  same o r oppos ite sex; b) be stiality; c) mastu rbation; d ) sadistican adult and a minor, of the same or opposite sex; b) bestiality; c) masturbation; d) sadistic an adult and a minor, of the same or opposite sex; b) bestiality; c) masturbation; d) sadistic oran adult and a minor, of the same or op posite sex; b) bestiality; c) masturbation; d) sadistic or an adult a nd a m inor, of the  same o r oppos ite sex; b) be stiality; c) mastu rbation; d ) sadistic or m asochistican adult and a minor, of the same or opposite sex; b) bestiality; c) masturbation; d) sadistic or masochistic an adult and a minor, of the same or opposite sex; b) bestiality; c) masturbation; d) sadistic or masochistic abuse;

oror or e)or e) or e) lasciviousor e) lascivious or e) lascivious exhibitionor e) lascivious exhibition or e) lascivious exhibition ofor e) lascivious exhibition of or e) lascivious exhibition of theor e) lascivious exhibition of the or e) lascivio us exhib ition of the g enitalsor e) lascivious exhib ition of the genitals or e) lascivious exhibition of the genitals oror e) lascivious exhibition of the genitals or or e) lascivious exhibition of the genitals or theor e) lascivious exhibition of the genitals or the or e) lascivio us exhib ition of the g enitals or the  pubicor e) lascivious exhibition of the genitals or the pubic or e) lascivious exhibition of the genitals or the pubic areaor e) lascivious exhibition of the genitals or the pubic area or e) lascivious exhibition of the genitals or the pubic area ofor e) lascivious exhibition of the genitals or the pubic area of or e) lascivious exhibition of the genitals or the pubic area of aor e) lascivious exhibition of the genitals or the pubic area of a or e) lascivious exhibition of the genitals or the pubic area of a minor.

16 SomeSome Some delegationsSome d elegations Some delegations preferredSome delegations preferred Some  delegation s preferred  toSome delegations preferred to Some d elegations preferred  to useSome delegations preferred to use Some delegations preferred to use theSome delegations preferred to use the Some delegations preferred to use the word Some delegations preferred to use the word Some delegations preferred to use the word  � willfully � Some delegations preferred to use the word  � willfully �  Some delegations preferred to use the word  � willfully �  insteadSome delegations preferred to use the word  � willfully �  instead Some delegations preferred to use the word  � willfully �  instead ofSome delegations preferred to use the word  � willfully �  instead of Some delegations preferred to use the word  � willfully �  instead of  � intentionally � Some delegations preferred to use the word  � willfully �  instead of  � intentionally �  Some  delegation s preferred  to use the w ord  � willfully �  instead of  � intentiona lly �  inSome delegations preferred to use the word  � willfully �  instead of  � intentionally �  in Some  delegation s preferred  to use the w ord  � willfully �  instead of  � intentiona lly �  in bothSome delegations preferred to use the word  � willfully �  instead of  � intentionally �  in both Some delegations preferred to use the word  � willfully �  instead of  � intentionally �  in both paragraphsSome d elegations preferred  to use the word   � willfully �  instead of  � intentionally �  in both paragra phs Some d elegations preferred  to use the word   � willfully �  instead of  � intentionally �  in both paragra phs 1Some delegations preferred to use the word  � willfully �  instead of  � intentionally �  in both paragraphs 1 Some delegations preferred to use the word  � willfully �  instead of  � intentionally �  in both paragraphs 1 andSome delegations preferred to use the word  � willfully �  instead of  � intentionally �  in both paragraphs 1 and Some delegations preferred to use the word  � willfully �  instead of  � intentionally �  in both paragraphs 1 and 2,Some  delegation s preferred  to use the w ord  � willfully �  instead of  � intentiona lly �  in both p aragrap hs 1 and  2, Some delegations preferred to use the word  � willfully �  instead of  � intentionally �  in both paragraphs 1 and 2, on

thethe the grounthe groundthe ground the ground thatthe grou nd that the ground that  � willfulthe ground that  � willfully � the ground that  � willfully �  the grou nd that  � willfully �  isthe ground  that  � willfully �  is the ground that  � willfully �  is usedthe ground that  � willfully �  is used the grou nd that  � willfully �  is used in the ground that  � willfully �  is used in the grou nd that  � willfully �  is used in artic lethe ground that  � willfully �  is used in article the ground that  � willfully �  is used in article 61the ground that  � willfully �  is used in article 61 the ground that  � willfully �  is used in article 61 ofthe ground that  � willfully �  is used in article 61 of the ground that  � willfully �  is used in article 61 of thethe ground that  � willfully �  is used in article 61 of the the ground that  � willfully �  is used in article 61 of the TRIPSthe ground that  � willfully �  is used in article 61 of the TRIPS the ground that  � willfully �  is used in article 61 of the TRIPS agreementthe grou nd that  � willfully �  is used in artic le 61 of the  TRIPS  agreem ent the ground that  � willfully �  is used in article 61 of the TRIPS agreement (governingthe ground that  � willfully �  is used in article 61 of the TRIPS agreement (governing the ground that  � willfully �  is used in article 61 of the TRIPS agreement (governing obligationthe ground that  � willfully �  is used in article 61 of the TRIPS agreement (governing obligation the grou nd that  � willfully �  is used in artic le 61 of the  TRIPS  agreem ent (gov erning o bligation to the ground that  � willfully �  is used in article 61 of the TRIPS agreement (governing obligation to the ground that  � willfully �  is used in article 61 of the TRIPS agreement (governing obligation to criminalise)the ground that  � willfully �  is used in article 61 of the TRIPS agreement (governing ob ligation to criminalise) the ground that  � willfully �  is used in article 61 of the TRIPS agreement (governing obligation to criminalise) and

inin in somein some in some legalin some  legal in some legal systemsin some legal system s in some legal systems connotesin some legal system s connotes in some legal system s connotes a in some legal systems connotes a in some  legal system s conno tes a specific in some legal systems connotes a specific in some legal systems connotes a specific intentin some  legal system s conno tes a specific in tent in some  legal system s conno tes a specific in tent toin some legal systems connotes a specific intent to in some legal systems connotes a specific intent to infringein some legal systems connotes a specific intent to infringe in some legal systems connotes a specific intent to infringe ain some legal systems connotes a specific intent to infringe a in some legal systems connotes a specific intent to infringe a copyrightin some  legal system s conno tes a specific in tent to infring e a copy right in some legal systems connotes a specific intent to infringe a copyright onin some legal systems connotes a specific intent to infringe a copyright on in some legal systems connotes a specific intent to infringe a copyright on ain some legal systems connotes a specific intent to infringe a copyright on a in some legal systems connotes a specific intent to infringe a copyright on a commercialin some  legal system s conno tes a specific in tent to infring e a copy right on a  comm ercial in some legal systems connotes a specific intent to infringe a copyright on a commercial scale.in some  legal system s conno tes a specific in tent to infring e a copy right on a  comm ercial scale. 

17 ThereThere There areThere are There a re stillThere ar e still There are still discussionsThere are still discussions There are still discussions concerningThere are still discussions concerning There a re still discussion s concern ing criteriaThere are still discussions concerning criteria There are still discussions concerning criteria thatThere a re still discussion s concern ing criteria th at There a re still discussion s concern ing criteria th at would There are still discussions concerning criteria that would There are still discussions concerning criteria that would allowThere are still  discussions concerning criteria that would allow There are still discussions concerning criteria that would allow PartiesThere are still discussions co ncerning criteria that w ould allow Pa rties There a re still discussion s concern ing criteria th at would  allow Pa rties toThere are still discussions concerning criteria that would allow Parties to There are still discussions concerning criteria that would allow Parties to excludeThere are still discussions concerning criteria that would allow Parties to exclude There are still discussions concerning criteria that would allow Parties to exclude minorThere are still discussions concerning criteria that would allow Parties to exclude minor There are still discussions concerning criteria that would allow Parties to exclude minor offencesThere are still discussions co ncerning criteria that w ould allow Pa rties to exclude min or offences There are still discussions concerning criteria that would allow Parties to exclude minor offences fromThere are sti ll  discussions concerning criteria that  would allow Part ies to exclude minor offences from There are still discussions concerning criteria that would allow Parties to exclude minor offences from theThere are still discussions concerning criteria that would allow Parties to exclude minor offences from the There are still discussions concerning criteria that would allow Parties to exclude minor offences from the scope

ofof of thisof this of this provision.of this prov ision. 

d. possessingpossessing child pornography in a computer system or on a computer-data
storage medium.

2. ForFor the puFor the purpose of For the purpose of paragraph 1 above  � child pornography �  shall include pornographic
material14 that visually depicts:

a. a minor engaged in a sexually explicit conduct15;

b. a person appearing to be a minor engaged in a sexually explicit conduct;

c. realistic images representing a minor engaged in a sexually explicit conduct.

12. ForFor the purpose of paragraph 2 above, the term  �minor � shall includeFor the purpose of paragraph 2 above, the term  �minor � shall include aFor the purpose of paragraph 2 above, the term  �minor � shall include all persons
underunder 18 years of age. A Party may, however, require a lower age-limit, which shall
be not less than 16 years. 

Title 4  �  Offences related to infringements of copyright and related rights

Article 10 - Article 10 - OffencesArticle 10 - Offences Article 10 - Offences relatedArticle 10 - Offences related Article 10 - Offences related toArticle 10 - Offences related to Article 10 - Offences related to infringementsArticle 10 - Offences related to infringements Article 10 - Offences related to infringements ofArticle 10 - Offences related to infringements of Article 10 - Offences related to infringements of copyrightArticle 10 - Offences related to infringements of copyright Article 10 - Offences related to infringements of copyright andArticle 10 - Offences related to infringements of copyright and Article 10 - Offences related to infringements of copyright and relatedArticle 10 - Offences related to infringements of copyright and related Article 10 - Offences related to infringements of copyright and related rights

1. EachEach Party shall adopt such legislative and Each Party shall adopt such legislative and otEach Party shall adopt such legislative and other measures as may be necessary to
establishestablish as crestablish as criminestablish as criminal offences under its domestic law the infringement of copyright, as
defineddefined under the law of that Party pursuandefined under the law of that Party pursuant to the odefined under the law of that Party pursuant to the obligations it has undertaken under
thethe Paris Act of 24 July 1971 of the Berne Conventthe Paris Act of 24 July 1971 of the Berne Convention for the Prthe Paris Act of 24 July 1971 of the Berne Convention for the Protection of Literary
andand Artistic Works thand Artistic Works theand Artistic Works the Agreement on Trade-Related Aspects of Intellectual Property
RighRightsRights and tRights and the WIPO Copyright Treaty, with the exception of any moral rights
confeconferrconferredconferred by such Conventions, where such acts are committed intentionally16, on a
commercial scale17 and by means of a computer system.

2. EachEach Party shall adopt sucEach Party shall adopt such Each Party shall adopt such legislative and other measures as may be necessary to
establishestablish as criminal offences underestablish as criminal offences under its domestablish as criminal offences under its domestic law the infringement of related
rights,rights, as defined under the law of that Party pursuant to the obligatrights, as defined under the law of that Party pursuant to the obligations it rights, as defined under the law of that Party pursuant to the obligations it has
uundertakenundertaken under the International Convention for the Protection of Performeundertaken under the International Convention for the Protection of Performersundertaken under the International Convention for the Protection of Performers,
ProducersProducers of PhonProducers of Phonograms and Broadcasting Organisations done in Rome (Rome
Convention),Convention), the Agreement on Trade-ReConvention), the Agreement on Trade-RelConvention), the Agreement on Trade-Related Aspects of Intellectual Property Rights
andand the WIPO Performances and Phonograms Treaty, with the exception of any moral
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rightsrights conferred by such Conventions, where such acts are committed rights conferred by such Conventions, where such acts are committed interights conferred by such Conventions, where such acts are committed intentionally,
on a commercial scale and by means of a computer system.

Title 5  �  Ancillary liability and sanctions

Article 11 - Attempt and aiding or abetting 

1. EachEach Each PartyEach Party Each Party shallEach Party shall Each Party shall adoptEach Party shall adopt Each Party shall adopt suchEach Party shall adopt such Each Party shall adopt such lEach Party shall adopt such legislatiEach Party shall adopt such legislativeEach Party shall adopt such legislative Each Party shall adopt such legislative andEach Party shall adopt such legislative and Each Party shall adopt such legislative and otherEach Party shall adopt such legislative and other Each Party shall adopt such legislative and other measuresEach Party shall adopt such legislative and other measures Each Party shall adopt such legislative and other measures asEach Party shall adopt such legislative and other measures as Each Party shall adopt such legislative and other measures as mayEach Party shall adopt such legislative and other measures as may Each Party shall adopt such legislative and other measures as may beEach Party shall adopt such legislative and other measures as may be Each Party shall adopt such legislative and other measures as may be necessaryEach Party shall adopt such legislative and other measures as may be necessary Each Party shall adopt such legislative and other measures as may be necessary toEach Party shall adopt such legislative and other measures as may be necessary to Each Party shall adopt such legislative and other measures as may be necessary to establish
asas criminal offences under its domestic law, when committed intentionalas criminal offences under its domestic law, when committed intentionallyas criminal offences under its domestic law, when committed intentionally as criminal offences under its domestic law, when committed intentionally aidingas criminal offences under its domestic law, when committed intentionally aiding as criminal offences under its domestic law, when committed intentionally aiding or
abettingabetting abetting theabetting the abetting the commissionabetting the commission abetting the commission ofabetting the commission of abetting the commission of anyabetting the commission of any abetting the commission of any ofabetting the commission of any of abetting the commission of any of theabetting the commission of any of the abetting the commission of any of the offencesabetting the commission of any of the offences abetting the commission of any of the offences establishedabetting the commission of any of the offences established abetting the commission of any of the offences established inabetting the commission of any of the offences established in abetting the commission of any of the offences established in accordanceabetting the commission of any of the offences established in accordance with abetting the commission of any of the offences established in accordance with Articlesabetting the commission of any of the offences established in accordance with Articles abetting the commission of any of the offences established in accordance with Articles 2abetting the commission of any of the offences established in accordance with Articles 2 abetting the commission of any of the offences established in accordance with Articles 2  �
1010 10 of10 of 10 of the10 of the 10 of the present10 of the present 10 of the present Convention.

2. EachEach Each PartyEach Party Each Party shallEach Party shall Each Party shall adoptEach Party shall adopt Each Party shall adopt suchEach Party shall adopt such Each Party shall adopt such legislativeEach Party shall adopt such legislative Each Party shall adopt such legislative andEach Party shall adopt such legislative and Each Party shall adopt such legislative and otherEach Party shall adopt such legislative and other Each Party shall adopt such legislative and other measuresEach Party shall adopt such legislative and other measures Each Party shall adopt such legislative and other measures asEach Party shall adopt such legislative and other measures as Each Party shall adopt such legislative and other measures as mayEach Party shall adopt such legislative and other measures as may Each Party shall adopt such legislative and other measures as may beEach Party shall adopt such legislative and other measures as may be Each Party shall adopt such legislative and other measures as may be necessaryEach Party shall adopt such legislative and other measures as may be necessary Each Party shall adopt such legislative and other measures as may be necessary toEach Party shall adopt such legislative and other measures as may be necessary to Each Party shall adopt such legislative and other measures as may be necessary to establish
asas criminal offences under itas criminal offences under its as criminal offences under its domestic law, when committed intentionally as criminal offences under its domestic law, when committed intentionally attemptas criminal offences under its domestic law, when committed intentionally attempt as criminal offences under its domestic law, when committed intentionally attempt to
commitcommit commit anycommit any commit any ofcommit any of commit any of thecommit any of the commit any of the offencescommit any of the offences commit any of the offences establishedcommit any of the offences established commit any of the offences established icommit any of the offences established incommit any of the offences established in commit any of the offences established in accordanccommit any of the offences established in accordancecommit any of the offences established in accordance commit any of the offences established in accordance withcommit any of the offences established in accordance with commit any of the offences established in accordance with Articles 33 3 through3 through 3 through 5,3 through 5, 3 through 5, 7,3 through 5, 7, 3 through 5, 7, 8,3 through 5, 7, 8, 3 through 5, 7, 8, 93 through 5, 7, 8, 9 3 through 5, 7, 8, 9 (1)b
andand and 9(1)cand 9(1)c and 9(1)c ofand 9(1)c of and 9(1)c of thisand 9(1)c of this and 9(1)c of this Convention.

3. EachEach Each StateEach State Each State may,Each State may, Each State may, atEach State may, at Each State may, at theEach State may, at the Each State may, at the timeEach State may, at the time Each State may, at the time ofEach State may, at the time of Each State may, at the time of signatureEach State may, at the time of signature Each State may, at the time of signature orEach State may, at the time of signature or Each State may, at the time of signature or whenEach State may, at the time of signature or when Each State may, at the time of signature or when depositingEach State may, at the time of signature or when depositing Each State may, at the time of signature or when depositing itsEach State may, at the time of signature or when depositing its Each State may, at the time of signature or when depositing its instrumentEach State may, at the time of signature or when depositing its instrument Each State may, at the time of signature or when depositing its instrument ofEach State may, at the time of signature or when depositing its instrument of Each State may, at the time of signature or when depositing its instrument of ratificatEach State may, at the time of signature or when depositing its instrument of ratificationEach State may, at the time of signature or when depositing its instrument of ratification,
acceptance,acceptance, acceptance, approvalacceptance, approval acceptance, approval oracceptance, approval or acceptance, approval or accession,acceptance, approval or accession, acceptance, approval or accession, byacceptance, approval or accession, by acceptance, approval or accession, by aacceptance, approval or accession, by a acceptance, approval or accession, by a declarationacceptance, approval or accession, by a declaration acceptance, approval or accession, by a declaration addressedacceptance, approval or accession, by a declaration addressed acceptance, approval or accession, by a declaration addressed toacceptance, approval or accession, by a declaration addressed to acceptance, approval or accession, by a declaration addressed to theacceptance, approval or accession, by a declaration addressed to the acceptance, approval or accession, by a declaration addressed to the Secretaryacceptance, approval or accession, by a declaration addressed to the Secretary acceptance, approval or accession, by a declaration addressed to the Secretary Generalacceptance, approval or accession, by a declaration addressed to the Secretary General acceptance, approval or accession, by a declaration addressed to the Secretary General ofacceptance, approval or accession, by a declaration addressed to the Secretary General of acceptance, approval or accession, by a declaration addressed to the Secretary General of the
CoCouncilCouncil Council ofCouncil of Council of Europe,Council of Europe, Council of Europe, declareCouncil of Europe, declare Council of Europe, declare thatCouncil of Europe, declare that Council of Europe, declare that itCouncil of Europe, declare that it Council of Europe, declare that it reservesCouncil of Europe, declare that it reserves Council of Europe, declare that it reserves theCouncil of Europe, declare that it reserves the Council of Europe, declare that it reserves the rightCouncil of Europe, declare that it reserves the right Council of Europe, declare that it reserves the right notCouncil of Europe, declare that it reserves the right not Council of Europe, declare that it reserves the right not toCouncil of Europe, declare that it reserves the right not to Council of Europe, declare that it reserves the right not to apply,Council of Europe, declare that it reserves the right not to apply, Council of Europe, declare that it reserves the right not to apply, inCouncil of Europe, declare that it reserves the right not to apply, in Council of Europe, declare that it reserves the right not to apply, in partCouncil of Europe, declare that it reserves the right not to apply, in part Council of Europe, declare that it reserves the right not to apply, in part orCouncil of Europe, declare that it reserves the right not to apply, in part or Council of Europe, declare that it reserves the right not to apply, in part or inCouncil of Europe, declare that it reserves the right not to apply, in part or in Council of Europe, declare that it reserves the right not to apply, in part or in whole
paragraphparagraph paragraph 2paragraph 2 paragraph 2 ofparagraph 2 of paragraph 2 of thisparagraph 2 of this paragraph 2 of this article.

Article 12  �  Corporate liability

1. EachEach Party shall adopt such legislatiEach Party shall adopt such legislative and Each Party shall adopt such legislative and other measures as may be necessary to
ensureensure that legal persons can be held liable for the criminal offences esensure that legal persons can be held liable for the criminal offences establensure that legal persons can be held liable for the criminal offences established in
accordanceaccordance with this Convention, committed for their benefit by any natural person,
actingacting either individually or as part of an organ of theacting either individually or as part of an organ of the lacting either individually or as part of an organ of the legal person, who has a leading
position within the legal person, based on:

- a power of representation of the legal person; or
- an authority to take decisions on behalf of the legal person; or
- an authority to exercise control within the legal person;
- asas well as for involvement of such a as well as for involvement of such a naturaas well as for involvement of such a natural person as aidor or abettor, under

Article 11,  in the above-mentioned offences.

2. ApartApart from the cases already provided for in paragraph 1, each Party sApart from the cases already provided for in paragraph 1, each Party shall taApart from the cases already provided for in paragraph 1, each Party shall take the
necessarnecessarynecessary measurnecessary measures to ensure that a legal person can be held liable where the lack of
supervisionsupervision or control by a natural person referred to in paragraphsupervision or control by a natural person referred to in paragraph 1 hassupervision or control by a natural person referred to in paragraph 1 has made
possiblepossible the commission of the criminal offences mentioned in paragraph 1 for the
benefit of that legal person by a natural person under its authority.

3. LiabilityLiability of a legal person under paragraphs 1 and 2 shall not exclude criminal
proceediproceedinproceedingsproceedings against natural persons who are perpetrators, aidors or abettors of the
criminal offences mentioned in paragraph 1.
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ArticleArticle Article 13Article 13 Article 13  � Article 13  �  Article 13  �  SanctionsArticle 13  �  Sanctions Article 13  �  Sanctions andArticle 13  �  Sanctions and Article 13  �  Sanctions and measures

1. EachEach Party shall tEach Party shall take tEach Party shall take the necessary measures to ensure that the criminal offences
establishedestablished in accordance wiestablished in accordance with Articlestablished in accordance with Articles 2  � 11 are punishable by effective,
proportionate and dissuasive sanctions, which include deprivation of liberty.

2. EachEach PaEach Party shall ensure that legal persons held liable in accordance with Article Each Party shall ensure that legal persons held liable in accordance with Article 1Each Party shall ensure that legal persons held liable in accordance with Article 12
shallshall be subject to effective, proportionate and dissuasive criminal or non-cshall be subject to effective, proportionate and dissuasive criminal or non-criminashall be subject to effective, proportionate and dissuasive criminal or non-criminal
sanctions, including monetary sanctions.

Section 2  �  Procedural law

Article 14 - Search and Seizure of Stored Computer Data 

1. EachEach Party shEach Party shall takeEach Party shall take such legislative and other measures as may be necessary to
empower its competent authorities to search or similarly access: 

a) a computer system or part of it and computer data stored therein; or
b) a computer-data storage medium in which computer data may be stored

in its territory for the purposes of criminal investigations or proceedings.

3. EachEach Each PartyEach Party Each Party shallEach Party shall Each Party shall takeEach Party shall take Each Party shall take suchEach Party shall take such Each Party shall take such legislativeEach Party shall take such legislative Each Party shall take such legislative andEach Party shall take such legislative and Each Party shall take such legislative and otherEach Party shall take such legislative and other Each Party shall take such legislative and other measuresEach Party shall take such legislative and other measures Each Party shall take such legislative and other measures asEach Party shall take such legislative and other measures as Each Party shall take such legislative and other measures as mayEach Party shall take such legislative and other measures as may Each Party shall take such legislative and other measures as may beEach Party shall take such legislative and other measures as may be Each Party shall take such legislative and other measures as may be necessaryEach Party shall take such legislative and other measures as may be necessary Each Party shall take such legislative and other measures as may be necessary toEach Party shall take such legislative and other measures as may be necessary to Each Party shall take such legislative and other measures as may be necessary to ensureEach Party shall take such legislative and other measures as may be necessary to ensure Each Party shall take such legislative and other measures as may be necessary to ensure that
wherewhere where itswhere its where its authoritieswhere its authorities where its authorities searchwhere its authorities search where its authorities search orwhere its authorities search or where its authorities search or similarlywhere its authorities search or similarly where its authorities search or similarly accesswhere its authorities search or similarly access where its authorities search or similarly access awhere its authorities search or similarly access a where its authorities search or similarly access a specificwhere its authorities search or similarly access a specific where its authorities search or similarly access a specific computerwhere its authorities search or similarly access a specific computer where its authorities search or similarly access a specific computer systemwhere its authorities search or similarly access a specific computer system where its authorities search or similarly access a specific computer system orwhere its authorities search or similarly access a specific computer system or where its authorities search or similarly access a specific computer system or partwhere its authorities search or similarly access a specific computer system or part ofwhere its authorities search or similarly access a specific computer system or part of where its authorities search or similarly access a specific computer system or part of iwhere its authorities search or similarly access a specific computer system or part of it,
usingusing using theusing the using the measuresusing the measures using the measures referredusing the measures referred using the measures referred tousing the measures referred to using the measures referred to inusing the measures referred to in using the measures referred to in paragraphusing the measures referred to in paragraph using the measures referred to in paragraph 1using the measures referred to in paragraph 1 using the measures referred to in paragraph 1 (a),using the measures referred to in paragraph 1 (a), using the measures referred to in paragraph 1 (a), andusing the measures referred to in paragraph 1 (a), and using the measures referred to in paragraph 1 (a), and haveusing the measures referred to in paragraph 1 (a), and have using the measures referred to in paragraph 1 (a), and have groundsusing the measures referred to in paragraph 1 (a), and have grounds using the measures referred to in paragraph 1 (a), and have grounds tousing the measures referred to in paragraph 1 (a), and have grounds to using the measures referred to in paragraph 1 (a), and have grounds to believeusing the measures referred to in paragraph 1 (a), and have grounds to believe using the measures referred to in paragraph 1 (a), and have grounds to believe thatusing the measures referred to in paragraph 1 (a), and have grounds to believe that using the measures referred to in paragraph 1 (a), and have grounds to believe that theusing the measures referred to in paragraph 1 (a), and have grounds to believe that the using the measures referred to in paragraph 1 (a), and have grounds to believe that the data
soughtsought sought issought is sought is storedsought is stored sought is stored insought is stored in sought is stored in anothersought is stored in another sought is stored in another computsought is stored in another computersought is stored in another computer sought is stored in another computer systemsought is stored in another computer system sought is stored in another computer system orsought is stored in another computer system or sought is stored in another computer system or pasought is stored in another computer system or partsought is stored in another computer system or part sought is stored in another computer system or part ofsought is stored in another computer system or part of sought is stored in another computer system or part of itsought is stored in another computer system or part of it sought is stored in another computer system or part of it insought is stored in another computer system or part of it in sought is stored in another computer system or part of it in itssought is stored in another computer system or part of it in its sought is stored in another computer system or part of it in its territory,sought is stored in another computer system or part of it in its territory, sought is stored in another computer system or part of it in its territory, andsought is stored in another computer system or part of it in its territory, and sought is stored in another computer system or part of it in its territory, and suchsought is stored in another computer system or part of it in its territory, and such sought is stored in another computer system or part of it in its territory, and such datasought is stored in another computer system or part of it in its territory, and such data sought is stored in another computer system or part of it in its territory, and such data is
lawfullylawfully lawfully accessiblelawfully accessible lawfully accessible fromlawfully accessible from lawfully accessible from orlawfully accessible from or lawfully accessible from or availablelawfully accessible from or available lawfully accessible from or available tolawfully accessible from or available to lawfully accessible from or available to thelawfully accessible from or available to the lawfully accessible from or available to the initiallawfully accessible from or available to the initial lawfully accessible from or available to the initial system,lawfully accessible from or available to the initial system, lawfully accessible from or available to the initial system, suchlawfully accessible from or available to the initial system, such lawfully accessible from or available to the initial system, such authoritieslawfully accessible from or available to the initial system, such authorities lawfully accessible from or available to the initial system, such authorities shalllawfully accessible from or available to the initial system, such authorities shall lawfully accessible from or available to the initial system, such authorities shall belawfully accessible from or available to the initial system, such authorities shall be lawfully accessible from or available to the initial system, such authorities shall be ablelawfully accessible from or available to the initial system, such authorities shall be able lawfully accessible from or available to the initial system, such authorities shall be able to
expeditiouslyexpeditiously expeditiously extendexpeditiously extend expeditiously extend theexpeditiously extend the expeditiously extend the searchexpeditiously extend the search expeditiously extend the search orexpeditiously extend the search or expeditiously extend the search or similarexpeditiously extend the search or similar expeditiously extend the search or similar accessingexpeditiously extend the search or similar accessing expeditiously extend the search or similar accessing toexpeditiously extend the search or similar accessing to expeditiously extend the search or similar accessing to theexpeditiously extend the search or similar accessing to the expeditiously extend the search or similar accessing to the otherexpeditiously extend the search or similar accessing to the other expeditiously extend the search or similar accessing to the other system.

4. EachEach Party shall take such legislative and other measures Each Party shall take such legislative and other measures as may bEach Party shall take such legislative and other measures as may be necessary to
empowerempower its competent auempower its competent authoriempower its competent authorities to seize or similarly secure computer data accessed
accordingaccording to paraaccording to paragraaccording to paragraphs 1 or 2 in view of their possible use in criminal investigations
or proceedings. These measures shall include the power to :

a. seizeseize or similarly secure a computer system or part of it oseize or similarly secure a computer system or part of it or aseize or similarly secure a computer system or part of it or a computer-data  storage
medium;

b. make and retain a copy of those computer data; 
c. maintain the integrity of the relevant stored computer data;
d. render inaccessible or remove those computer data in the accessed computer system.

3. EachEach Party shall take such legislative and Each Party shall take such legislative and other meEach Party shall take such legislative and other measures as may be necessary to
empowerempower its competent auempower its competent authempower its competent authorities to order for the purposes of criminal investigations
oror proceedings any person whor proceedings any person who has knoor proceedings any person who has knowledge about the functioning of the computer
systesystemsystem or measures applied to protect the computer data therein to providesystem or measures applied to protect the computer data therein to provide alsystem or measures applied to protect the computer data therein to provide all
necessarynecessary infnecessary informationecessary information, as is reasonable, to enable the undertaking of the measures
referred to in paragraphs 1 and 4.
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18 TheThe The Ex planatoThe ExplanatoryThe Explanatory The Explanatory Rep ortThe Ex planatory  Report The Ex planatory  Report sh allThe Ex planatory  Report sh all The Explanatory Rep ort shall clarifyThe Explanatory Report shall clarify The Explanatory Report shall clarify thatThe Ex planatory  Report sh all clarify that The Ex planatory  Report sh all clarify that th isThe Exp lanatory Repo rt shall clarify that this The Explanatory Report shall clarify that this provisionThe Explanatory Report shall clarify that this provision The Explanatory Rep ort shall clarify that this provision refersThe Exp lanatory Repo rt shall clarify that this provision refers The Ex planatory  Report sh all clarify that th is provision  refers toThe Explanatory Report shall clarify that this provision refers to The Explanatory Report shall clarify that this provision refers to personsThe Exp lanatory Repo rt shall clarify that this provision refers to pe rsons The Explanatory Report shall clarify that this provision refers to persons havingThe Explanatory Report shall clarify that this provision refers to persons having The Explanatory Report shall clarify that this provision refers to persons having anThe Explanatory Report shall clarify that this provision refers to persons having an The Explanatory Report shall clarify that this provision refers to persons having an actualThe Ex planatory  Report sh all clarify that th is provision  refers to pe rsons hav ing an ac tual The Ex planatory  Report sh all clarify that th is provision  refers to pe rsons hav ing an ac tual (phy sical)The Explanatory Rep ort shall clarify that this provision refers to persons having an actual (physical) The Explanatory Report shall clarify that this provision refers to persons having an actual (physical) controlThe Ex planatory  Report sh all clarify that th is provision  refers to pe rsons hav ing an ac tual (phy sical) contro l The Explanatory Report shall clarify that this provision refers to persons having an actual (physical) control over

thethe the computerthe computer the computer (system).the com puter (syste m). the com puter (syste m). Th isthe comp uter (system). Th is the com puter (syste m). Th is would the computer (system). This would the com puter (syste m). Th is would  norm allythe computer (system). This would normally the computer (system). This would normally includethe computer (system). This would normally include the computer (system). This would normally include thethe computer (system). This would normally include the the computer (system). This would normally include the ownerthe computer (system). This would n ormally include the owner the computer (system). This would normally include the owner ofthe computer (system). This would n ormally include the owner of the computer (system). This would normally include the owner of thethe computer (system). This would normally include the owner of the the computer (system). This would normally include the owner of the premisesthe comp uter (system). Th is would norm ally include the ow ner of the prem ises the computer (system). This would n ormally include the owner of the prem ises wherethe computer (system). This would normally include the owner of the premises where the computer (system). This would normally include the owner of the premises where thethe computer (system). This would normally include the owner of the premises where the the computer (system). This would normally include the owner of the premises where the computerthe computer (system). This would n ormally include the owner of the prem ises where the computer the com puter (syste m). Th is would  norm ally includ e the ow ner of the  premise s where  the com puter isthe comp uter (system). Th is would norm ally include the ow ner of the prem ises where the com puter is the computer (system). This would normally include the owner of the premises where the computer is locatedthe computer (system). This would normally include the owner of the premises where the computer is located the computer (system). This would normally include the owner of the premises where the computer is located or

thethe the owner/userthe owner/user the owner/user ofthe owner/user of the owner/user of thethe owner/user of the the owner/user of the computerthe owner/user of the compu ter the owner/user of the compu ter itself.the own er/user of th e comp uter itself. 

19 AA A Party A Party A Party may,A Party m ay, A Party may, byA Party may, by A Party may, by implementatingA Party may, by implementating A Party m ay, by im plemen tating thisA Party m ay, by implem entating this A Party may, by implementating this powerA Party may, by im plementating this power A Party m ay, by im plemen tating this po wer inA Party may, by implementating this power in A Party m ay, by im plemen tating this po wer in do mesticA Party may, by implementating this power in domestic A Party may, by implementating this power in domestic law,A Party m ay, by im plemen tating this po wer in do mestic law , A Party may, by im plementating this power in domestic law, requireA Party may, by implementating this power in domestic law, require A Party may, by implementating this power in domestic law, require additionalA Party m ay, by im plemen tating this po wer in do mestic law , require ad ditional A Party m ay, by im plemen tating this po wer in do mestic law , require ad ditional criteria A Party may, by implementating this power in domestic law, require additional criteria A Party may, by implementating this power in domestic law, require additional criteria and/orA Party may, by im plementating this power in domestic law, require additional criteria and/or A Party m ay, by implem entating this powe r in domestic law , require additional criteria and /or conditions,A Party m ay, by im plemen tating this po wer in do mestic law , require ad ditional criteria  and/or co nditions, A Party may, by implementating this power in domestic law, require additional criteria and/or conditions, such

asas as  � inas  � in as  � in theas  � in the as  � in the manneras  � in the manner as  � in the manner specifiedas  � in the manner specified as  � in the ma nner spe cified inas  � in the manner specified in as  � in the manner specified in theas  � in the manner specified in the as  � in the manner specified in the order � .as  � in the ma nner spe cified in the o rder � . 

20 ParagraParagraphParagraph Paragra ph 1/cParagraph 1/c Paragra ph 1/c isParagraph 1 /c is Paragra ph 1/c is stillParagra ph 1/c is still Paragraph 1/c is still undeParagraph 1/c is still underParagraph 1/c is still under Paragraph 1/c is still under discussion.Paragra ph 1/c is still un der discu ssion. Paragraph 1/c is still under discussion. ItParagra ph 1/c is still un der discu ssion. It Paragra ph 1/c is still un der discu ssion. It wo uldParagraph 1/c is still under discussion. It would Paragraph 1/c is still under discussion. It would allowParagraph 1/c is still under discussion. It would allow Paragra ph 1/c is still un der discu ssion. It wo uld allow  toParagraph 1/c is still under discussion. It would allow to Paragraph 1/c is still under discussion. It would allow to obligeParagraph 1/c is still under discussion. It would allow to oblige Paragra ph 1/c is still un der discu ssion. It wo uld allow  to oblige p rivateParagraph 1/c is still under discussion. It would allow to oblige private Paragraph 1/c is still under discussion. It would allow to oblige private personsParagraph 1 /c is still under discussion. It would  allow to oblige priv ate persons Paragra ph 1/c is still un der discu ssion. It wo uld allow  to oblige p rivate perso ns toParagraph 1/c is still under discussion. It would allow to oblige private persons to Paragraph 1 /c is still under discussion. It would  allow to oblige priv ate persons to pro cessParagraph 1 /c is still under discussion. It would  allow to oblige priv ate persons to pro cess Paragra ph 1/c is still un der discu ssion. It wo uld allow  to oblige p rivate perso ns to proc ess dataParagraph 1/c is still under discussion. It would allow to oblige private persons to process data Paragraph 1/c is still under discussion. It would allow to oblige private persons to process data forParagraph 1/c is still under discussion. It would allow to oblige private persons to process data for Paragraph 1/c is still under discussion. It would allow to oblige private persons to process data for law

enforcementenforce ment enforcem ent purposes,enforcem ent purp oses, enforcement purposes, e.g.enforce ment p urposes , e.g. enforcem ent purposes, e.g. an alyseenforcement purposes, e.g. analyse enforcement purposes, e.g. analyse themenforcement purposes,  e .g.  analyse them enforcement purposes, e.g. analyse them accordingenforcement purposes, e.g. analyse them according enforce ment p urposes , e.g. analyse  them ac cording  toenforcement purposes, e.g. analyse them according to enforce ment p urposes , e.g. analyse  them ac cording  to certainenforcement purposes, e.g. analyse them according to certain enforce ment p urposes , e.g. analyse  them ac cording  to certain crite riaenforcement purposes, e.g. analyse them according to certain criteria enforcement purposes, e.g. analyse them according to certain criteria relevantenforce ment p urposes , e.g. analyse  them ac cording  to certain crite ria relevan t enforcement purposes, e.g. analyse them according to certain criteria relevant forenforcement purposes, e.g. analyse them acco rding to certain criteria relevant for enforcement purposes, e.g. analyse them according to certain criteria relevant for lawenforcement purposes, e.g. analyse them according to certain criteria relevant for law enforcement purposes, e.g. analyse them according to certain criteria relevant for law enforcementenforce ment p urposes , e.g. analyse  them ac cording  to certain crite ria relevan t for law en forcem ent enforcement purposes, e.g. analyse them according to certain criteria relevant for law enforcement orenforcement purposes, e.g. analyse them acco rding to certain criteria relevant for law enforcement or enforce ment p urposes , e.g. analyse  them ac cording  to certain crite ria relevan t for law en forcem ent or app lyenforcement purposes, e.g. analyse them according to certain criteria relevant for law enforcement or apply enforce ment p urposes , e.g. analyse  them ac cording  to certain crite ria relevan t for law en forcem ent or app ly to
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4. [Where[Where measures referred to in [Where measures referred to in par[Where measures referred to in paragraphs 1 and 2 have been taken in respect of a
compucomputercomputer system or part of it, or computer data stored therein, the custodian ocomputer system or part of it, or computer data stored therein, the custodian of thcomputer system or part of it, or computer data stored therein, the custodian of the
systemsystem or of the storage medium18 shall, when reasonably practicable shall, when reasonably practicable, be d shall, when reasonably practicable, be duly informed
about the executed measures.]

Article 15 - Production Order

EachEach Each Party shaEach Party shall take such legislative and other measures as may be necessary to empower its
competent authorities to order, for the purpose of criminal investigations or proceedings:

a) aa person in its territory to submit19 spe specified co specified computer data under this person �s
control, which is stored in a computer system or a computer-data storage medium;

b) aa service provider oa service provider offeria service provider offering its services in its territory to submit subscriber
information under that service provider �s possession or control;

c) [Option[Option 1: a person in its territory to process specified computer data under this
person �sperson �s control in ordeperson �s control in order to yielperson �s control in order to yield the information necessary for that purpose and
submitsubmit it to the competent authorities] [Option 2: a person in its territsubmit it to the competent authorities] [Option 2: a person in its territory tsubmit it to the competent authorities] [Option 2: a person in its territory to
produce,produce, within that person �s teproduce, within that person �s techproduce, within that person �s technical ability, specified information by processing
data under that person �s possession or control].20

Article 16  �  Expedited preservation of data stored in a computer system

1. EachEach Party shall adopt such legislatiEach Party shall adopt such legislativEach Party shall adopt such legislative and other measures as may be necessary to
enableenable its competent authorities to order or otherwise obtain, fenable its competent authorities to order or otherwise obtain, for the purenable its competent authorities to order or otherwise obtain, for the purpose of
criminalcriminal invescriminal investcriminal investigations or proceedings, the expeditious preservation of data that is
storedstored by means of stored by means of a computerstored by means of a computer system, at least where there are grounds to believe that
thethe the dathe data is subject to a short period of retention or is otherwise particularly vulnerable
to loss or modification.

2. WhereWhere a PWhere a Party gives effect to paragraph 1 above by means of an order to a peWhere a Party gives effect to paragraph 1 above by means of an order to a person tWhere a Party gives effect to paragraph 1 above by means of an order to a person to
preservepreserve specified stored data in the person �s possesspreserve specified stored data in the person �s possession or cpreserve specified stored data in the person �s possession or control, the Party shall
adoptadopt such legislativadopt such legislative and otadopt such legislative and other measures as may be necessary to oblige that person to
preservepreserve and maintain the integrity of that data for a period of time as preserve and maintain the integrity of that data for a period of time as may bepreserve and maintain the integrity of that data for a period of time as may be ordered
pursuant to domestic law.
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21 TheThe The ExplanatoryThe Explanatory The Explanatory MemorandumThe Explanatory Memorandum The Ex planatory  Mem orandu m shallThe Ex planatory  Mem orandu m shall The Explanatory M emorandum  shall clarifyThe Explanatory Memorandum shall clarify The Explanatory Memorandum shall clarify thatThe Ex planatory  Mem orandu m shall cla rify that The Explanatory M emorandum  shall clarify that thereThe Explanatory Memorandum shall clarify that there The Ex planatory  Mem orandu m shall cla rify that there  isThe Exp lanatory Me morand um shall clarify that there is The Exp lanatory Me morand um shall clarify that there is a The Explanatory Memorandum shall clarify that there is a The Explanatory Memorandum shall clarify that there is a communicationThe Explanatory Memorandum shall clarify that there is a communication The Explanatory Memorandum shall clarify that there is a communication onThe Explanatory Memorandum shall clarify that there is a communication on The Explanatory Memorandum shall clarify that there is a communication on aThe Explanatory Memorandum shall clarify that there is a communication on a The  Exp lanatory M emo rand um s hall c larify  that th ere is a  com mun icatio n on  a cou ntry's The Exp lanatory Me morand um shall clarify that there is a co mmu nication on a co untry's The Explanatory M emorandum  shall clarify that there is a commun ication on a country's territoryThe Explanatory Memorandum shall clarify that there is a communication on a country's territory The Ex planatory  Mem orandu m shall cla rify that there  is a comm unication  on a cou ntry's territory  ifThe Explanatory M emorandum  shall clarify that there is a commun ication on a country's territory if The Explanatory Memorandum shall clarify that there is a communication on a country's territory if oneThe Explanatory Memorandum shall clarify that there is a communication on a country's territory if one The Explanatory Memorandum shall clarify that there is a communication on a country's territory if one ofThe Explanatory M emorandum  shall clarify that there is a commun ication on a country's territory if one of The Explanatory Memorandum shall clarify that there is a communication on a country's territory if one of the

communicatingcommunicating communicating partiescomm unicating parties communicating parties (humancommunicating parties (human communicating parties (human beingscomm unicating parties (hu man bein gs communicating parties (human beings orcommu nicating parties (human beings or comm unicating parties (hu man bein gs or comp uters)commu nicating parties (human beings or comp uters) comm unicating  parties (hu man b eings or c ompu ters) iscomm unicating parties (hu man bein gs or comp uters) is communicating parties (human beings or computers) is locatedcommunicating parties (human beings or computers) is located communicating parties (human beings or computers) is located there. 

3. EachEach Party shall adopt such legislative or oEach Party shall adopt such legislative or other mEach Party shall adopt such legislative or other measures as may be necessary to oblige
aa pera person to whom a person to whom the procedures of preservation referred to in this Article are directed,
toto keep confidto keep confidentto keep confidential the undertaking of such procedures for a period of time as
permitted by domestic law.

Article 17  �  Expedited preservation and disclosure of traffic data

EachEach Party shall, with respect to undertaking the procedures referred toEach Party shall, with respect to undertaking the procedures referred to undeEach Party shall, with respect to undertaking the procedures referred to under article 16
inin respect of the preservation of traffic data concerning a specific communication,
adopt such legislative or other measures as may be necessary to:

a) ensureensure the expeditious preservation ensure the expeditious preservation oensure the expeditious preservation of that traffic data, regardless whether one or
moremore service providers were involved in the transmission of that communication;
and

b) eensureensure thensure the expeditious disclosure to the Party �s competent authority, or a person
designateddesignated by that authority, of a sufficient amount of traffic data in orddesignated by that authority, of a sufficient amount of traffic data in orderdesignated by that authority, of a sufficient amount of traffic data in order to
identidentifyidentify the service providers and the path through which the communication was
transmitted.

ArticleArticle Article 18Article 18 Article 18 -Article 18 - Article 18 - InterceptionArticle 18 - Interception Article 18 - Interception ofArticle 18 - Interception of Article 18 - Interception of electronicArticle 18 - Interception of electronic Article 18 - Interception of electronic communications

EachEach Party shall take such legislative and otherEach Party shall take such legislative and other measurEach Party shall take such legislative and other measures as may be necessary, for the
purposepurpose of purpose of criminapurpose of criminal investigations or proceedings related to serious offences [to be
defined by domestic law] to empower its competent authorities to:

(a) colcollectcollect or record through application of technical means on thecollect or record through application of technical means on the tercollect or record through application of technical means on the territorcollect or record through application of technical means on the territory
of that Party, and 

(b) compel a service provider to:

(i) collectcollect or record through application of technical means on the
territory of that Party, or

(ii) co-operateco-operate and assist the competent authoritco-operate and assist the competent authorities inco-operate and assist the competent authorities in the collection
or recording of,

contentcontent data of specified communicacontent data of specified communicatcontent data of specified communications in its territory21 transmitted by
means of a computer system.

ArticleArticle Article 18Article 18 Article 18 bisArticle 18 bis Article 18 bis -Article 18 bis - Article 18 bis - Real-timeArticle 18 bis - Real-time Article 18 bis - Real-time collectionArticle 18 bis - Real-time collection Article 18 bis - Real-time collection ofArticle 18 bis - Real-time collection of Article 18 bis - Real-time collection of trafficArticle 18 bis - Real-time collection of traffic Article 18 bis - Real-time collection of traffic data

EaEachEach Party shall take such legislative and other measures as may be necessary, for the
purposepurpose of criminal investigations or proceedings, topurpose of criminal investigations or proceedings, to empowerpurpose of criminal investigations or proceedings, to empower its competent
authorities to:



-13-

22 TheThe The termsThe terms The terms  � conditionsThe terms  � conditions The terms  � conditions andThe terms  � conditions and The terms  � conditions and  safeguards � The terms  � conditions and  safeguards �  The terms  � conditions and safeguards �  refeThe terms  � conditions and safeguards �  referThe terms  � conditions and safeguards �  refer The term s  � condition s and safeg uards �  refer toThe terms  � conditions and safeguards �  refer to The terms  � conditions and safeguards �  refer to proceduralThe term s  � condition s and safeg uards �  refer to pro cedural The terms  � conditions and safeguards �  refer to procedural modalitiesThe terms  � conditions and  safeguards �  refer to procedu ral modalities The terms  � conditions and safeguards �  refer to procedural modalities ofThe terms  � conditions and safeguards �  refer to procedural modalities of The terms  � conditions and safeguards �  refer to procedural modalities of theThe terms  � conditions and safeguards �  refer to procedural modalities of the The terms  � conditions and safeguards �  refer to procedural modalities of the powersThe terms  � conditions and  safeguards �  refer to procedu ral modalities of the po wers The terms  � conditions and safeguards �  refer to procedural modalities of the powers definedThe terms  � conditions and safeguards �  refer to procedural modalities of the powers defined The term s  � condition s and safeg uards �  refer to pro cedural m odalities of th e powe rs defined  inThe terms  � conditions and safeguards �  refer to procedural modalities of the powers defined in The terms  � conditions and safeguards �  refer to procedural modalities of the powers defined in ArticlesThe terms  � conditions and  safeguards �  refer to procedu ral modalities of the po wers defined in  Articles The terms  � conditions and safeguards �  refer to procedural modalities of the powers defined in Articles 14The terms  � conditions and safeguards �  refer to procedural modalities of the powers defined in Articles 14 The terms  � conditions and safeguards �  refer to procedural modalities of the powers defined in Articles 14 through

18bis.18bis. 18bis. The18bis. The 18bis. The Explanatory18bis. The Explanatory 18bis. The Explanatory Rep ort18bis. Th e Expla natory R eport 18bis. Th e Expla natory R eport sha ll18bis. Th e Expla natory R eport sha ll 18bis. The Explanatory Report shall provide18bis. The Explanatory Report shall provide 18bis. The Explanatory Report shall provide some18bis. The Explanatory Report shall provide some 18bis. The Explanatory Report shall provide some examples18bis. The E xplanatory R eport shall provide  some exam ples 18bis. The Explanatory Report shall provide some examples of18bis. The Explanatory Rep ort shall provide some examples of 18bis. The Explanatory Report shall provide some examples of the18bis. The Explanatory Report shall provide some examples of the 18bis. The Explanatory Report shall provide some examples of the kinds18bis. The E xplanatory R eport shall provide  some exam ples of the kinds 18bis. The Explanatory Report shall provide some examples of the kinds of18bis. The Explanatory Rep ort shall provide some examples of the kinds of 18bis. The Explanatory Report shall provide some examples of the kinds of conditions18bis. The E xplanatory R eport shall provide  some exam ples of the kinds of c onditions 18bis. The Explanatory Report shall provide some examples of the kinds of conditions and18bis. The Explanatory Report shall provide some examples of the kinds of conditions and 18bis. The E xplanatory R eport shall provide  some exam ples of the kinds of c onditions and sa feguards,18bis. Th e Expla natory R eport sha ll provide  some e xamp les of the kin ds of con ditions and  safeguar ds, 18bis. The Explanatory Report shall provide some examples of the kinds of conditions and safeguards, which

PartiesParties Parties mayParties may Parties may w ishParties may wish Parties ma y wish to Parties may wish to Parties may wish to require.Parties ma y wish to  require. 

(a) collectcollect or record through applicatiocollect or record through application of tecollect or record through application of technical means on the territory of
that Party and 

(b) compel a service provider to:

(i) collectcollect or record through application of technicacollect or record through application of technical meancollect or record through application of technical means on the
territory of that Party, or

(ii)(ii) co-operate a(ii) co-operate and assi(ii) co-operate and assist the competent authorities in the collection or
recording of,

traffictraffic data in real-time, associtraffic data in real-time, associated traffic data in real-time, associated with specified communications on its territory
transmitted by means of a computer system.

ArticleArticle Article 18Article 18 Article 18 terArticle 18 ter Article 18 ter  � Article 18 ter  �  Article 18 ter  �  ObligationArticle 18 ter  �  Obligation Article 18 ter  �  Obligation ofArticle 18 ter  �  Obligation of Article 18 ter  �  Obligation of confidentiality

EachEach Party shall take such lEach Party shall take such legislaEach Party shall take such legislative and other measures as may be necessary to
obligeoblige a service provider to keep confidential the oblige a service provider to keep confidential the fact of anoblige a service provider to keep confidential the fact of and any information about
the execution of any power provided for under Articles 18 and 18 bis.

Article 18 quater - General Provisions Relating to Domestic Procedural Law Measures

1. [Each Party shall apply the measures described in articles 14 through 17, and 18 bis
to:

(a) the offences established in accordance with articles 2-11 of this Convention;

(b) other criminal offences committed by means of a computer system;

(c) evidence in electronic form of any criminal offence.]

2. [Each[Each Party m[Each Party may, a[Each Party may, at the time of signature, or when depositing its instruments of
ratification,ratification, acceptancratification, acceptance, appratification, acceptance, approval or accession, by declaration addressed to the
SecretarySecretary GeneralSecretary General ofSecretary General of the Council of Europe, declare that it reserves its right to apply
thethe measure referred to in Article 18 bis only to offences or categorthe measure referred to in Article 18 bis only to offences or categories of offencthe measure referred to in Article 18 bis only to offences or categories of offences
specified in such declaration.] 

3. ForFor the purposes of Article For the purposes of Article 18, the For the purposes of Article 18, the range of serious offenses covered shall be
determined by the domestic law of the Party concerned. 

4. TTheThe powers and procedures referred to in articles 14 through 18 bis shallThe powers and procedures referred to in articles 14 through 18 bis shall be subject tThe powers and procedures referred to in articles 14 through 18 bis shall be subject to
thethe cthe conditionthe conditions22 and safeguards provided for under the domestic law of the Party
concerned.
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23 FurtherFurther Further clarificationFurther clarification Further c larification isFurther clarification is Further clarification is requiredFurther clarification is required Further c larification is req uired w ithFurther clarification is required with Further clarification is required with reFurther clarification is required with regardFurther clarification is required with regard Further c larification is req uired w ith regard  toFurther clarification is required with regard to Further clarification is required with regard to theFurther clarification is required with regard to the Further clarification is required with regard to the inclusionFurther clarification is required with regard to the inclusion Further clarification is required with regard to the inclusion ofFurther clarification is required with regard to the inclusion of Further clarification is required  with regard to the in clusion of satellites,Further c larification is req uired w ith regard  to the inclus ion of satellites, Further c larification is req uired w ith regard  to the inclus ion of satellites, in Further clarification is required with regard to the inclusion of satellites, in Further clarification is required with regard to the inclusion of satellites, in particularFurther clarification is required with regard to the inclusion of satellites, in particular Further clarification is required with regard to the inclusion of satellites, in particular asFurther clarification is required  with regard to the in clusion of satellites, in particular as Further c larification is req uired w ith regard  to the inclus ion of satellites, in  particular as  toFurther clarification is required with regard to the inclusion of satellites, in particular as to Further clarification is required with regard to the inclusion of satellites, in particular as to whetherFurther clarification is required with regard to the inclusion of satellites, in particular as to whether Further c larification is req uired w ith regard  to the inclus ion of satellites, in  particular as  to wheth er thisFurther clarification is required  with regard to the in clusion of satellites, in particular as to wh ether this Further clarification is required with regard to the inclusion of satellites, in particular as to whether this provision
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affectaffect affect theaffect the affect the jurisdictionaffect the jurisdiction affect the jurisdiction ofaffect the jurisdiction of affect the jurisdiction of Statesaffect the jurisdiction of States affect the jur isdiction of  States with affect the jurisdiction of States with affect the jurisdiction of States with respectaffect the jur isdiction of  States with re spect affect the jur isdiction of  States with re spect toaffect the jurisdiction of States with respect to affect the jurisdiction of States w ith respect to satellites.affect the jur isdiction of  States with re spect to satellites. affect the jurisdiction of States with respect to satellites. Theaffect the jurisdiction of States with respect to satellites. The affect the jurisdiction of States with respect to satellites. The wayaffect the jurisdiction of States with respect to satellites. The way affect the jurisdiction of States with respect to satellites. The way ofaffect the jurisdiction of States with respect to satellites. The way of affect the jurisdiction of States with respect to satellites. The way of registrationaffect the jurisdiction of States with respect to satellites. The way of registration affect the jurisdiction of States with respect to satellites. The way of registration foraffect the jurisdiction of States with respect to satellites. The way of registration for affect the jurisdiction of States with respect to satellites. The way of registration for satellitesaffect the jurisdiction of States w ith respect to satellites. The way o f registration for satellites affect the jurisdiction of States with respect to satellites. The way of registration for satellites andaffect the jurisdiction of States with respect to satellites. The way of registration for satellites and affect the jurisdiction of States with respect to satellites. The way of registration for satellites and theaffect the jurisdiction of States with respect to satellites. The way of registration for satellites and the affect the jurisdiction of States with respect to satellites. The way of registration for satellites and the reference

toto to theto the to the State to the State to the State enteringto the State entering to the State entering suchto the State entering such to the State entering such registrationto the State entering such registration to the State e ntering su ch registratio n should to the State entering such registration should to the State entering such  registration should also to the State entering such registration should also to the State entering such registration should also beto the State entering such registration should also be to the State entering such registration should also be clarified.

Section 3 - Jurisdiction

Article 19 - Jurisdiction

1. EachEach Party shall take such lEach Party shall take such legislaEach Party shall take such legislative and other measures as may be necessary to
establishestablish jurisdiction over any offence establiestablish jurisdiction over any offence established in acestablish jurisdiction over any offence established in accordance with Articles 2  �  11
of this Convention, when the offence is committed 

a) in its territory; or
b) on board a ship flying the flag of that Party; or
c) on board an aircraft registered under the laws of that Party; or
d) on board a satellite23 [registered in  &]; or
e) byby oby one ofby one of its nationals, if the offence is punishable under criminal law

wherewhere it was committed or if the offence is committed outside the
territorial jurisdiction of any State.

2. EachEach State mayEach State may, at the Each State may, at the time of signature or when depositing its instrument of
ratification,ratification, acceptance, approval or accession, by a declaration addressed to the
SecretarySecretary General of the Council of Europe, declare that it reserves the right not to
applyapply or to apply only in specific cases or conditions the japply or to apply only in specific cases or conditions the jurisapply or to apply only in specific cases or conditions the jurisdiction rules laid down
in paragraphs (1) b  �  (1) e of this article or any part thereof.

3. IfIf a Party has made use of tIf a Party has made use of the rIf a Party has made use of the reservation possibility provided for in paragraph 2 of
thisthis article, it shall adopt such measures as may be necessary to establish jurisdiction
overover a criminal offence referred to in Artiover a criminal offence referred to in Articleover a criminal offence referred to in Article 21, paragraph 1 of this Convention, in
casescases where an alleged offender is present in its territory and it does not extradite him
to another Party, solely on the basis of his nationality, after a request for extradition.

6. ThisThis Convention does not exclude anyThis Convention does not exclude any criminaThis Convention does not exclude any criminal jurisdiction exercised in accordance
with domestic law. 

7. WhenWhen more than one Party claims jurisdiction over an alleged offence establiWhen more than one Party claims jurisdiction over an alleged offence establisWhen more than one Party claims jurisdiction over an alleged offence established in
accordanceaccordance with accordance with thiaccordance with this Convention, the Parties involved shall, where appropriate,
consult with a view to determining the most appropriate jurisdiction for prosecution.
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Chapter III  �  International Co-operation

Section 1  �  General principles
 
Article 20 - General principles relating to international co-operation 

TheThe Parties shall The Parties shall co-operate The Parties shall co-operate with each other, in accordance with the provisions of this
chapter,chapter, and through application of relevant ichapter, and through application of relevant internatichapter, and through application of relevant international instruments on international
co-operationco-operation in criminal matters, arrangements agreed on tco-operation in criminal matters, arrangements agreed on the basco-operation in criminal matters, arrangements agreed on the basis of uniform or
reciprocalreciprocal lereciprocal legislatireciprocal legislation, and domestic laws, to the widest extent possible for the
purposespurposes opurposes of invpurposes of investigations or proceedings concerning criminal offences related to
computercomputer systems and data, or for the collection of electrcomputer systems and data, or for the collection of electronic evicomputer systems and data, or for the collection of electronic evidence of a criminal
offence. 

Section 2 - Extradition

Article 21 - Extradition 

1. ThisThis article applies to exThis article applies to extradition between PartieThis article applies to extradition between Parties for the criminalThis article applies to extradition between Parties for the criminal offenceThis article applies to extradition between Parties for the criminal offences
establishedestablished in accordance with Articles 2  �  11 of this Convention, providestablished in accordance with Articles 2  �  11 of this Convention, provided that established in accordance with Articles 2  �  11 of this Convention, provided that they
areare punishare punishable under the laws of both Parties concerned by deprivation of liberty for a
maximummaximum period of at least omaximum period of at least one year, or bmaximum period of at least one year, or by a more severe penalty. Where an
extraditionextradition treaty or arrangement agreed on the basis of unextradition treaty or arrangement agreed on the basis of uniform extradition treaty or arrangement agreed on the basis of uniform or reciprocal
legislationlegislation is in force between two olegislation is in force between two orlegislation is in force between two or more Parties, which requires a different
minminimumminimum penalty for extradition, the minimum penalty provided for in such treaty ominimum penalty for extradition, the minimum penalty provided for in such treaty or
arrangement shall instead apply.

2. TheThe criminal offences described in paragraph 1 of this Article shall bThe criminal offences described in paragraph 1 of this Article shall be deemeThe criminal offences described in paragraph 1 of this Article shall be deemed to be
incincludedincluded aincluded as extraditable offences in any extradition treaty existing between or among
thethe Pthe Parties. The Parties undertake to include such offences as extraditable offenthe Parties. The Parties undertake to include such offences as extraditable offences ithe Parties. The Parties undertake to include such offences as extraditable offences in
any extradition treaty to be concluded between or among them.

3. IfIf a Party that makes extradition conditional on the existence of a treaty receives a
requestrequest for extradition from another Party with which it does not harequest for extradition from another Party with which it does not have an extrrequest for extradition from another Party with which it does not have an extradition
treaty,treaty, it may consider this Convention as the treaty, it may consider this Convention as the legatreaty, it may consider this Convention as the legal basis for extradition with respect
to any criminal offence referred to in paragraph 1 of this Article.

4. PartiesParties that do not make extradiParties that do not make extraditParties that do not make extradition conditional on the existence of a treaty shall
recogniserecognise the criminal offences recognise the criminal offences referred trecognise the criminal offences referred to in paragraph 1 of this Article as
extraditable offences between themselves.

5. ExtraditionExtradition shall be subject tExtradition shall be subject to the conExtradition shall be subject to the conditions provided for by the law of the requested
PartyParty or bParty or by apParty or by applicable extradition treaties, including the grounds on which the
requested Party may refuse extradition.
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24 DesignationDesignation of an authority shall not exclude the possibility of using the diplomatic channel. This provision

hashas been  limited to has been  limited to situ ations in w hich there  is no extrad ition treaty has been limited to situations in which there is no extradition treaty in force between the Parties concerned.

WhereWhere a bilateral or multilateral extradition treaty is in force between the PartiesWhere a bilateral or multilateral extradition treaty is in force between the Parties concernedWhere a bilateral or multilateral extradition treaty is in force between the Parties concerned (such as the 1957

EuropeanEuropean Convention on EEuropean Convention on ExtradEuropean  Conven tion on Extrad ition), the Parties will know  to whom   extradition and pro visional arrest

requests ar e to be dire cted with out the ne cessity of a b urdenso me reg istration requ iremen t.

25  ItIt It isIt is It is stillIt is still It is still underIt is still under It is still under discussionIt is still under discussion It is still under discussion whetherIt is still under discussion whether It is still under discussion whether theIt is still under discussion whether the It is still under discussion whether the conditionIt is still under discussion whether the condition It is still under discussion whether the condition ofIt is still under discussion whether the condition of It is still under discussion whether the condition of dualIt is still under disc ussion w hether the  condition  of dual It is still under disc ussion w hether the  condition  of dual cr iminality It is still under discussion whether the condition of dual criminality It is still under disc ussion w hether the  condition  of dual cr iminality sh ouldIt is still under discussion whether the condition of dual criminality should It is still under discussion whether the condition of dual criminality should beIt is still under discussion whether the condition of dual criminality should be It is still under discussion whether the condition of dual criminality should be requiredIt is still under discussion whether the condition of dual criminality should be required It is still under discussion whether the condition of dual criminality should be required forIt is still under discussion whether the condition of dual criminality should be required for It is still under disc ussion w hether the  condition  of dual cr iminality sh ould be  required  for certain It is still under discussion whether the condition of dual criminality should be required for certain It is still under discussion whether the condition of dual criminality should be required for certain procedural

measuresmeasures measures (expeditedmeasures (expedited measures (expedited preservationmeasures (expedited preservation measures (expedited preservation ofmeasures (expedited preservation of measures (expedited preservation of storedmeasures (expedited preservation of stored measures (expedited preservation of stored computermeasures (expedited preservation of stored comp uter measu res (expe dited prese rvation o f stored co mpute r datameasures (expedited preservation of stored computer data measures (expedited preservation of stored computer data  � measures (expedited preservation of stored computer data  �  measu res (expe dited prese rvation o f stored co mpute r data  �  Articlemeasures (expedited preservation of stored computer data  �  Article measures (expedited preservation of stored computer data  �  Article 24measures (expedited preservation of stored computer data  �  Article 24 measures (expedited preservation of stored computer data  �  Article 24  � measures (expedited preservation of stored computer data  �  Article 24  �  measures (expedited preservation of stored computer data  �  Article 24  �  andmeasures (expedited preservation of stored computer data  �  Article 24  �  and measures (expedited preservation of stored computer data  �  Article 24  �  and expeditedmeasures (expedited preservation of stored computer data  �  Article 24  �  and expedited measures (expedited preservation of stored comp uter data  �  Article 24  �  and expedited disclosuremeasures (expedited preservation of stored computer data  �  Article 24  �  and expedited disclosure measures (expedited preservation of stored computer data  �  Article 24  �  and expedited disclosure ofmeasures (expedited preservation of stored comp uter data  �  Article 24  �  and expedited disclosure of measures (expedited preservation of stored computer data  �  Article 24  �  and expedited disclosure of preserved

traffictraffic traffic data traffic data traffic data  � traffic data  �  traffic data  �  Articletraffic data  �  Article traffic data  �  Article 25)traffic data  �  Article 25) traffic data  �  Article 25) astraffic data  �  Article 25) as traffic data  �  Article 25) as atraffic data  �  Article 25) as a traffic data  �  Article 25) as a mattertraffic data  �  Article 25) as a matter traffic data  �  Article 25) as a matter oftraffic data  �  Article 25) as a matter of traffic data  �  Article 25) as a matter of principle.traffic data  �  Article 25 ) as a matte r of princip le. 

6. IfIf extradition for a criminalIf extradition for a criminal offenIf extradition for a criminal offence referred to in paragraph 1 of this Article is
refusedrefused solely on the basis of the nationality of the person sought, or because the
requestedrequested Party deems that it has jurrequested Party deems that it has jurisdiction requested Party deems that it has jurisdiction over the offence, the requested Party
shallshall submit the case at the request of the requesting Party to its competent authorities
forfor the purpose of prosecution and shall rfor the purpose of prosecution and shall report the fifor the purpose of prosecution and shall report the final outcome to the requesting
PartyParty in due course.Party in due course. Those aParty in due course. Those authorities shall take their decision and conduct their
investigationsinvestigations and proceedings in the same manneinvestigations and proceedings in the same manner as in thinvestigations and proceedings in the same manner as in the case of any other offence
of a comparable nature under the law of that State.

7. (a)(a) Each P(a) Each Party shall, at the time(a) Each Party shall, at the time of signature or when depositing its instrument(a) Each Party shall, at the time of signature or when depositing its instrument of
ratiratification,ratification, acceptance, approval or accession, communicate to the Secretary Generratification, acceptance, approval or accession, communicate to the Secretary Generaratification, acceptance, approval or accession, communicate to the Secretary General
ofof the Council ofof the Council of Eof the Council of Europe the name and addresses of each authority24 responsible for
thethe making to or receipt of a request for extradition or provisional arrest in the
absence of a treaty. 

(b)(b) The Secretary General of the Council of Europe(b) The Secretary General of the Council of Europe shall(b) The Secretary General of the Council of Europe shall set up and keep updated a
registerregister of authorities so designated by the Pregister of authorities so designated by the Parties. Eachregister of authorities so designated by the Parties. Each Party shall ensure that the
details held on the register are correct at all times.

Section 3  �  Mutual assistance

Article 22  �  General principles related to mutual assistance 

TheThe Parties shall afford one another mutual assistaThe Parties shall afford one another mutual assistance The Parties shall afford one another mutual assistance to the widest extent possible for the
purposepurpose of investigations or proceedipurpose of investigations or proceedings concepurpose of investigations or proceedings concerning criminal offences related to computer
systems and data, or for the collection of electronic evidence of a criminal offence.

EachEach Party Each Party shall alsoEach Party shall also adopt such legislative or other measures as may be necessary to carry
out the obligations set forth in Articles 24 - 29. 

ForFor the purpose of providing cooperation under articles 24 - 29, each Party shall, in urgent
circumstances,circumstances, acccircumstances, accept andcircumstances, accept and respond to mutual assistance requests by expedited means of
communiccommunicationcommunications,communications, including fax or e-mail, to the extent that such means provide appropriate
levelslevels of security and authentication, with formal confirmation levels of security and authentication, with formal confirmation to followlevels of security and authentication, with formal confirmation to follow where required by
the requested State.

ExceptExcept as otExcept as otherwise speExcept as otherwise specifically provided in Articles 24  �  [29]25, mutual assistance shall be
subjectsubject to the conditions provided for by the law of the requested Party or by applicable
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26 TheThe explanatory text should specify that the mere fact that the requested Party � s legal systemThe explanatory text should specify that the mere fact that the requested Party �s legal system knows no such

procedure is not a sufficient ground to refuse to apply the procedure requested by the requesting Party.

mutualmutual assistance treaties, including the grounds on which the requested mutual assistance treaties, including the grounds on which the requested Partmutual assistance treaties, including the grounds on which the requested Party may refuse
cooperation.

Where,Where, in accordance with the provisions of this chapter, the requested Party iWhere, in accordance with the provisions of this chapter, the requested Party is pWhere, in accordance with the provisions of this chapter, the requested Party is permitted to
mmakemake mutual assistance conditional upon the existence of dual criminality, that conditiomake mutual assistance conditional upon the existence of dual criminality, that condition
shallshall be deemed fulfilled, irrshall be deemed fulfilled, irrespective shall be deemed fulfilled, irrespective of whether its laws place the offence within the same
categorycategory of offence or denominates the offence by the same terminology as category of offence or denominates the offence by the same terminology as the requcategory of offence or denominates the offence by the same terminology as the requesting
Party,Party, if the conduct underlying the offence for which assistance is sought iParty, if the conduct underlying the offence for which assistance is sought is aParty, if the conduct underlying the offence for which assistance is sought is a criminal
offence under its laws.

Article 23 - ProceProceduresProcedures pertaining to mutual aProcedures pertaining to mutual assistance requests in theProcedures pertaining to mutual assistance requests in the absence oProcedures pertaining to mutual assistance requests in the absence of
applicable international agreeements  

1. WhereWhere there is no mutual assistance treaty or aWhere there is no mutual assistance treaty or arraWhere there is no mutual assistance treaty or arrangement on the basis of uniform or
reciprocalreciprocal legislation, in force reciprocal legislation, in force betweereciprocal legislation, in force between the requesting and requested Parties, the
provisionsprovisions of paragraphs 2 tprovisions of paragraphs 2 through provisions of paragraphs 2 through 10 of this article shall apply.  The provisions of
thisthis article shall not this article shall not applythis article shall not apply where such agreement, arrangement or legislation is
avaavaiavailable,available, unless the Parties concerned agree to apply any or all of the remainder of
this Article in lieu thereof.  

2. (a)(a) Each Party shall designate a central authority or authorities that sha(a) Each Party shall designate a central authority or authorities that shall(a) Each Party shall designate a central authority or authorities that shall be
responsibleresponsible for sending and answering requests for mutuaresponsible for sending and answering requests for mutual assisresponsible for sending and answering requests for mutual assistance, the execution
ofof such requests, or the transmission of such requests, or the transmission ofof such requests, or the transmission of them to the authorities competent for their
execution.

(b) The central authorities shall communicate directly with each other.

(c)(c) Ea(c) Each Party shall, at the time of signature or when depositing its instrument o(c) Each Party shall, at the time of signature or when depositing its instrument of
ratiratification,ratification, acceptance, approval or accession, communicate to the Secretary Generratification, acceptance, approval or accession, communicate to the Secretary Generaratification, acceptance, approval or accession, communicate to the Secretary General
ofof the Council of Eurof the Council of Europe the naof the Council of Europe the names and addresses of the authorities designated in
pursuance of this paragraph.

(d)(d) The Secretary General of the Council of Europe shall s(d) The Secretary General of the Council of Europe shall se(d) The Secretary General of the Council of Europe shall set up and keep updated a
registerregister of cregister of ceregister of central authorities so designated by the Parties. Each Party shall ensure that
the details held on the register are correct at all times.

3. MutualMutual assistance requests under this ArticlMutual assistance requests under this Article shall Mutual assistance requests under this Article shall be executed in accordance with the
proceduresprocedures specified by the requesting Party except where incompatibleexcept where incompatible wexcept where incompatible with the law
of the requested Party.26

4. TheThe requested Party may, in addiThe requested Party may, in additionThe requested Party may, in addition to conditions or grounds for refusal available
under Article 22 (4), refuse assistance: 

a) ifif the request concerns an offences whiif the request concerns an offences which tif the request concerns an offences which the requested Party considers a
political offence or an offence connected with a political offence;
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b) ifif it considers that execution of the request is likely to prejudice its
sovereignty, security, ordre public or other essential interests. 

5. TheThe requesThe requesteThe requested Party may postpone action on a request if such action would prejudice
investigations, prosecutions or related proceedings by its authorities.

6. BeforeBefore refusing or postponing assiBefore refusing or postponing assistBefore refusing or postponing assistance, the requested Party shall, where appropriate
afterafter having consulted with the requesting Partyafter having consulted with the requesting Party, considerafter having consulted with the requesting Party, consider whether the request may be
granted partially or subject to such conditions as it deems necessary.

7. TheThe requested Party shall promptly infThe requested Party shall promptly inforThe requested Party shall promptly inform the requesting Party of the outcome of the
executionexecution of a request for assistance. If the reqexecution of a request for assistance. If the request iexecution of a request for assistance. If the request is refused or postponed, reasons
shallshall shall be given for the refusal or postponement.  The requested Party shall alsshall be given for the refusal or postponement.  The requested Party shall also inforshall be given for the refusal or postponement.  The requested Party shall also inform
thethe requesting Party of any reasons that render impossible the executiothe requesting Party of any reasons that render impossible the execution ofthe requesting Party of any reasons that render impossible the execution of the request
or are likely to delay it significantly.

8. (a)(a) Without(a) Without preju(a) Without prejudice to its own investigations or proceedings, a Party may, within
thethe limits of its domestic lathe limits of its domestic law, without the limits of its domestic law, without prior request, forward to another Party
informationinformation obtained within information obtained within the frameinformation obtained within the framework of its own investigations when it
considersconsiders that the disclosure of such information might assist the rconsiders that the disclosure of such information might assist the reconsiders that the disclosure of such information might assist the receiving Party in
initiatinginitiating orinitiating or carinitiating or carrying out investigations or proceedings concerning criminal offences
establishedestablished in accordance with this Convenestablished in accordance with this Convention oestablished in accordance with this Convention or might lead to a request for
cooperation by that Party under this chapter.

(b)(b) Prior to providing such information, the providing Party may(b) Prior to providing such information, the providing Party may request th(b) Prior to providing such information, the providing Party may request that it be
keptkept confidential orkept confidential or used kept confidential or used subject to conditions.  If the receiving Party cannot comply
withwith such request, with such request, itwith such request, it shall notify the providing Party, which shall then determine
whetherwhether the information should nevertheless be provided. If the recewhether the information should nevertheless be provided. If the receivinwhether the information should nevertheless be provided. If the receiving Party
accepts the information subject to the conditions, it shall be bound by them.

9. (a)(a) The requesting Party may request that th(a) The requesting Party may request that the requeste(a) The requesting Party may request that the requested Party keep confidential the
factfact and substance of any request made under thfact and substance of any request made under this Cfact and substance of any request made under this Chapter except to the extent
necessarynecessary to execute the reqnecessary to execute the request.  Ifnecessary to execute the request.  If the requested Party cannot comply with the
requestrequest for confidentirequest for confidentialirequest for confidentiality, it shall promptly inform the requesting Party, which shall
then determine whether the request should nevertheless be executed.

(b)(b) The requesting Party may request that the reques(b) The requesting Party may request that the requested P(b) The requesting Party may request that the requested Party not, without the prior
consentconsent of the requesting Party, make use of the substance of the request, [nor of the
informationinformation obtained pursuant to having executed the request,] for purposes other
thanthan those for which it was obtthan those for which it was obtained or than those for which it was obtained or for criminal investigations and related
proceedings.proceedings.  If the requestedproceedings.  If the requested Pproceedings.  If the requested Party cannot comply with the request, it shall promptly
informinform the requesting Partyinform the requesting Party, winform the requesting Party, which shall then determine whether the request should
nevertheless be executed.

(c)(c) The requested Party may request that the req(c) The requested Party may request that the requesting Par(c) The requested Party may request that the requesting Party not, without the prior
consentconsent of the requested Party, transmit or use the matericonsent of the requested Party, transmit or use the materialconsent of the requested Party, transmit or use the materials furnished for
investigationsinvestigations or proceedings other thinvestigations or proceedings other than investigations or proceedings other than those stated in the request. If the requesting
PPartyParty accepts the materials subject to the conditions, it shall be bound by them. Party accepts the materials subject to the conditions, it shall be bound by them.  If thParty accepts the materials subject to the conditions, it shall be bound by them.  If the
requestingrequesting Party cannot comply with the conditions, it shall promptly inform the
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requesterequestedrequested Partyrequested Party, which shall then determine whether the materials should nevertheless
be provided.

10. (a)(a) In the event of urgency, requests for mutual assi(a) In the event of urgency, requests for mutual assista(a) In the event of urgency, requests for mutual assistance or communications related
theretothereto may be sent directly by judicial authorities of the requestithereto may be sent directly by judicial authorities of the requestinthereto may be sent directly by judicial authorities of the requesting Party to such
authoritiesauthorities of the reauthorities of the requauthorities of the requested Party.  In any such cases a copy shall be sent at the same
timetime to the central authority of the requested Party through the central authority otime to the central authority of the requested Party through the central authority of time to the central authority of the requested Party through the central authority of the
requesting Party.

(b)(b) Any request or communication under this paragraph may be made through the
International Criminal Police Organisation (Interpol).

(c)(c) Where (c) Where a r(c) Where a request is made pursuant to subparagraph (a) and the authority is not
competentcompetent to deal with the request,competent to deal with the request, it shall refcompetent to deal with the request, it shall refer the request to the competent national
authority and inform directly the requesting Party that it has done so.

(d)(d) Requests or communications made under this parag(d) Requests or communications made under this paragr(d) Requests or communications made under this paragraph that do not involve
coercivecoercive action may be directcoercive action may be directly transcoercive action may be directly transmitted by the competent authorities of the
requesting Party to the competent authorities of the requested Party.

(e)(e) Each Party may, at the time of sign(e) Each Party may, at the time of signature or w(e) Each Party may, at the time of signature or when depositing its instrument of
ratification,ratification, acceptance, approval or accession inform the Secretary General of the
CouncilCouncil of Europe that, for reasons of efficiency, requests made under thCouncil of Europe that, for reasons of efficiency, requests made under thiCouncil of Europe that, for reasons of efficiency, requests made under this paragraph
are to be addressed to its central authority.

Section 4  �  Mutual assistance regarding provisional measures

Article 24 - Expedited preservation of stored co mputer data

1. AA PA Party mayA Party may request another Party to order or otherwise obtain the expeditious
prepreservatipreservationpreservation of data stored by means of a computer system, which is located within
thethe territory of that other Party and in respect of which the requesting Party intends to
submsubmitsubmit a requessubmit a request for mutual assistance for the search or similar access, seizure or
similar securing, or disclosure of the data.

2. A request for preservation made under paragraph 1 shall specify:

a) the authority that is seeking the preservation;
b) the offence under investigation and a brief summary of related facts;
c) the stored data to be preserved and its relationship to the offence;
d) the necessity of the preservation;
e) thatthat the Party intends to submit a request fothat the Party intends to submit a request for mutual that the Party intends to submit a request for mutual assistance for the search or

similar access, seizure or similar securing, or disclosure of the data.

3. UponUpon rUpon receiving thUpon receiving the request from another Party, the requested Party shall take all
appropappropriateappropriate measures to preserve expeditiously the specified data in accordance with
itsits domestic law. For the purposes of rits domestic law. For the purposes of respondiits domestic law. For the purposes of responding to a request, dual criminality shall
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27 FurtherFurther Further considerationFurther consideration Further c onsidera tion isFurther conside ration is Further consideration is necessaryFurther consideration is necessary Further consideration is necessary onFurther consideration is necessary on Further c onsidera tion is nece ssary on th isFurther conside ration is necessary on  this Further consideration is necessary on this matter,Further c onsidera tion is nece ssary on th is matter, Further consideration is necessary on this matter, givenFurther consideration is necessary on this matter, given Further consideration is necessary on this matter, given thatFurther c onsidera tion is nece ssary on th is matter, giv en that Further c onsidera tion is nece ssary on th is matter, giv en that certa inFurther consideration is necessary on this matter, given that certain Further consideration is necessary on this matter, given that certain delegationsFurther conside ration is necessary on  this matter, given that certain d elegations Further consideration is necessary on this matter, given that certain delegations expressedFurther consideration is necessary on this matter, given that certain delegations expressed Further consideration is necessary on this matter, given that certain delegations expressed reservationsFurther conside ration is necessary on  this matter, given that certain d elegations expresse d reservations Further consideration is necessary on this matter, given that certain delegations expressed reservations asFurther conside ration is necessary on  this matter, given that certain d elegations expresse d reservations as Further c onsidera tion is nece ssary on th is matter, giv en that certa in delega tions exp ressed rese rvations as  toFurther consideration is necessary on this matter, given that certain delegations expressed reservations as to Further consideration is necessary on this matter, given that certain delegations expressed reservations as to the

possibilitypossibility possibility ofpossibility of possibility of givingpossibility of giving possibility of giving uppossibility of giving up possibility of giving up thepossibility of giving up the possibility of giving up the requirementpossibility o f giving u p the requ iremen t possibility of giving up the requirement ofpossibility of giving up the requirement of possibility of giving up the requirement of dualpossibility o f giving u p the requ iremen t of dual possibility of giving up the requirement of dual criminality.

notnot be required27 as a condition to providing su as a condition to providing such pr as a condition to providing such preservation, but may be required as
a condition for the disclosure of the data to the requesting Party.

4. AA request for preservation as described in paragraphA request for preservation as described in paragraph 2 may onlyA request for preservation as described in paragraph 2 may only be refused if the
requerequesrequestedrequested Party believes that compliance with the request would prejudice its
sovereignty, security, ordre public or other essential interests.

5. WWhereWhere tWhere the requested Party believes that preservation will not ensure the future
availabilityavailability of the data or will threaten the confidentiality of, or availability of the data or will threaten the confidentiality of, or otherwiseavailability of the data or will threaten the confidentiality of, or otherwise prejudice
thethe requesting Party �s investigation, ithe requesting Party �s investigation, it sthe requesting Party �s investigation, it shall promptly so inform the requesting Party,
which shall then determine whether the request should nevertheless be executed.

6. AnyAny preservation effected in response to the request referred to in Any preservation effected in response to the request referred to in parAny preservation effected in response to the request referred to in paragraph 1 shall
bebe for a period not less than 40 days in order to enable the reqbe for a period not less than 40 days in order to enable the requestbe for a period not less than 40 days in order to enable the requesting Party to submit
aa request for the a request for the seara request for the search or similar access, seizure or similar securing, or disclosure of
thethe data.  Following thethe data.  Following the receipt ofthe data.  Following the receipt of such request, the data shall continue to be preserved
pending a decision on that request.

ArticleArticle Article 25Article 25 Article 25  � Article 25  �  Article 25  �  ExpeditedArticle 25  �  Expedited Article 25  �  Expedited disclosureArticle 25  �  Expedited disclosure Article 25  �  Expedited disclosure ofArticle 25  �  Expedited disclosure of Article 25  �  Expedited disclosure of preservedArticle 25  �  Expedited disclosure of preserved Article 25  �  Expedited disclosure of preserved trafficArticle 25  �  Expedited disclosure of preserved traffic Article 25  �  Expedited disclosure of preserved traffic data

1. Where,Where, in the course of the execution of a request made under Article 24 to preserve
traffictraffic data concerning a specific communication, the requested Party discovers that a
servserviceservice provideservice provider in a third State was involved in the transmission of the
communication,communication, the requested Party shall expeditiously disclcommunication, the requested Party shall expeditiously disclose to communication, the requested Party shall expeditiously disclose to the requesting
PartyParty a sufficient amount of traffic data in order to identify that Party a sufficient amount of traffic data in order to identify that service pParty a sufficient amount of traffic data in order to identify that service provider and
the path through which the communication was transmitted.

2. DisDisclosureDisclosure of Disclosure of traffic data under paragraph 1 may only be withheld if the requested
PartyParty believes that compliance with the request Party believes that compliance with the request wouldParty believes that compliance with the request would prejudice its sovereignty,
security, ordre public or other essential interests.

Section 5  �  Mutual assistance regarding [coercive] [investigative] powers

Article 26 - Mutual assistance regarding accessing of stored computer data 

1. AA Party may request another Party to search or similarly access, seizeA Party may request another Party to search or similarly access, seize or similA Party may request another Party to search or similarly access, seize or similarly
secure,secure, and disclose data stored by means of a computer system locasecure, and disclose data stored by means of a computer system located wsecure, and disclose data stored by means of a computer system located within the
territoryterritory of the requested Party, including data tterritory of the requested Party, including data that has territory of the requested Party, including data that has been preserved pursuant to
Article 24.

2. TheThe requesteThe requested Party shall respond to the request through application of international
instruinstruments,instruments, instruments, arrangements and laws referred to in article 20, and in accordance with
other relevant provisions of this Chapter.

3. ForFor For the purpose of expediting the execution of the request under this Article, each PaFor the purpose of expediting the execution of the request under this Article, each PartFor the purpose of expediting the execution of the request under this Article, each Party
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[shall][shall] [may], subject to its domestic law, ratify or endorse a judicial or otsubject to its domestic law, ratify or endorse a judicial or other lsubject to its domestic law, ratify or endorse a judicial or other legal
authorisationauthorisation granted in another Party to search authorisation granted in another Party to search or authorisation granted in another Party to search or similarly access or seize or similarly
securesecure the data. Disclosursecure the data. Disclosure of the secure the data. Disclosure of the data shall be governed by the instruments,
arrangements and laws referred to in paragraph 2.

4. The request shall be responded to on an expedited basis where:

a. ttherethere are grounds to believe that relevant data is subject to a short period of
retention, or is otherwise particularly vulnerable to loss or modification; or

b. thethe instruments, arthe instruments, arrathe instruments, arrangements and laws referred to in paragraph 2 otherwise
provide for expedited co-operation.

ArticleArticle 27 - Transborder access tArticle 27 - Transborder access to storeArticle 27 - Transborder access to stored computer data not requiring mutual legal
assistance

1. A Party may, without obtaining the authorisation of another Party:

a) accessaccess publicly available (open source) stored access publicly available (open source) stored caccess publicly available (open source) stored computer data, regardless of
where the data is located geographically; or

b) accessaccess oaccess oraccess or receive, through a computer system in its territory, stored computer
datadata located in another Party, if the Party obtains the lawful and voluntary
consentconsent of the person who has the lawful authority to disclose the datconsent of the person who has the lawful authority to disclose the data tconsent of the person who has the lawful authority to disclose the data to the
Party through that computer system.

[2. Under discussion]

Article 28  �  Mutual assistance regarding the interception of data

TheThe Parties shall provide mutualThe Parties shall provide mutual assistaThe Parties shall provide mutual assistance to each other with respect to the
interceptioninterception of the content of specified communications transmitted by means of a
computercomputer system [to the extent permitted by their applicable treaties and domestic
laws].

Article 28 bis - Mutual assistance regarding the real-time collection of traffic data

1. TheThe Parties shall provide mutual assistance toThe Parties shall provide mutual assistance to each otherThe Parties shall provide mutual assistance to each other with respect to the real-time
collectioncollection of traffic data concerning specified communicacollection of traffic data concerning specified communications collection of traffic data concerning specified communications transmitted by means
ofof a computer sof a computer system. Suof a computer system. Subject to subparagraph 3, assistance shall be governed by the
conditions and procedures provided for under domestic law.

2. EachEach Party shall provide such assisEach Party shall provide such assistanEach Party shall provide such assistance at least with respect to [the offences
estestablisestablishedestablished in accordance with this convention and such other] [the offences
establestablishedestablished in accoestablished in accordance with articles 2 through 5 and 9 of this convention and such
other]other] criminal offences for which real-time colother] criminal offences for which real-time collection other] criminal offences for which real-time collection would be available in a similar
national case. 
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3. PartiesParties that limit the types of offences for which the measure is available shall
considerconsider expandinconsider expanding theiconsider expanding their ability to provide such assistance to other criminal offences
related to computer systems and data.

Section 6  �  24/7 Network

Article 29 - 24/7 Network 

1. EachEach PaEach Party shEach Party shall designate a point of contact available on a 24 hour, 7 day per week
basis in order to ensure the provision of immediate ain order to ensure the provision of immediate assistanin order to ensure the provision of immediate assistance for the purpose of the
investigationinvestigation of criminal offenses related to theinvestigation of criminal offenses related to the useinvestigation of criminal offenses related to the use of computer systems and data, or
forfor the collectiofor the collection ofor the collection of electronic evidence of any criminal offense.  Such assistance
shallshall include facilitating, or, if permitted by its domestic law and prshall include facilitating, or, if permitted by its domestic law and practice, shall include facilitating, or, if permitted by its domestic law and practice, directly
carrying out:

(1) providing technical advice;

(2) preservation of data pursuant to Articles 24 and 25; and

(3) the collection of evidence, giving of legal information, and locating of suspects.

2. (a(a)(a) A Party �s (a) A Party �s point of contact shall have the capacity to carry out communications
with the point of contact of another Party on an expedited basis.

(b)(b) If the point of contact designated by a Party is not part of that Party �s autho(b) If the point of contact designated by a Party is not part of that Party �s authority o(b) If the point of contact designated by a Party is not part of that Party �s authority or
authoritiesauthorities responsible for internauthorities responsible for internaauthorities responsible for international mutual assistance or extradition, the point of
contactcontact shall ensure that it is able to coordinate with such contact shall ensure that it is able to coordinate with such authoritcontact shall ensure that it is able to coordinate with such authority or authorities on
an expedited basis.

3. EachEach Party shEach Party shallEach Party shall ensure that trained and equipped personnel are available in order to
facilitate the operation of the network.

Chapter V  �  Follow-up

[Articles 30  �  32  �  Follow-up] 

Under discussion
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Chapter VI  �  Final Provisions

Article 33  �  Signature and entry into force

1. ThisThis This conventionThis convention This convention shallThis convention shall This convention shall beThis convention shall be This convention shall be openThis convention shall be open This convention shall be open forThis convention shall be open for This convention shall be open for signaThis convention shall be open for signatureThis convention shall be open for signature This convention shall be open for signature byThis convention shall be open for signature by This convention shall be open for signature by theThis convention shall be open for signature by the This convention shall be open for signature by the memberThis convention shall be open for signature by the member This convention shall be open for signature by the member StatesThis convention shall be open for signature by the member States This convention shall be open for signature by the member States ofThis convention shall be open for signature by the member States of This convention shall be open for signature by the member States of theThis convention shall be open for signature by the member States of the This convention shall be open for signature by the member States of the CouncilThis convention shall be open for signature by the member States of the Council This convention shall be open for signature by the member States of the Council ofThis convention shall be open for signature by the member States of the Council of This convention shall be open for signature by the member States of the Council of EuropeThis convention shall be open for signature by the member States of the Council of Europe This convention shall be open for signature by the member States of the Council of Europe andThis convention shall be open for signature by the member States of the Council of Europe and This convention shall be open for signature by the member States of the Council of Europe and byThis convention shall be open for signature by the member States of the Council of Europe and by This convention shall be open for signature by the member States of the Council of Europe and by non-memberThis convention shall be open for signature by the member States of the Council of Europe and by non-member This convention shall be open for signature by the member States of the Council of Europe and by non-member StatesThis convention shall be open for signature by the member States of the Council of Europe and by non-member States This convention shall be open for signature by the member States of the Council of Europe and by non-member States whiThis convention shall be open for signature by the member States of the Council of Europe and by non-member States whichThis convention shall be open for signature by the member States of the Council of Europe and by non-member States which This convention shall be open for signature by the member States of the Council of Europe and by non-member States which havThis convention shall be open for signature by the member States of the Council of Europe and by non-member States which have
participated in its elaboration.  Such States may express their consent to be bound by:

a signature without reservation as to ratification, acceptance or approval; or

b signature subject to ratification, acceptance or approval, followed by ratification, acceptance or approval.

2. Instruments of ratification, acceptance or approval shall be deposited with the Secretary General of the Council of Europe.

3. ThisThis This ConventThis ConventionThis Convention This Convention shallThis Convention shall This Convention shall enterThis Convention shall enter This Convention shall enter intoThis Convention shall enter into This Convention shall enter into forceThis Convention shall enter into force This Convention shall enter into force onThis Convention shall enter into force on This Convention shall enter into force on theThis Convention shall enter into force on the This Convention shall enter into force on the firstThis Convention shall enter into force on the first This Convention shall enter into force on the first dayThis Convention shall enter into force on the first day This Convention shall enter into force on the first day ofThis Convention shall enter into force on the first day of This Convention shall enter into force on the first day of theThis Convention shall enter into force on the first day of the This Convention shall enter into force on the first day of the monthThis Convention shall enter into force on the first day of the month This Convention shall enter into force on the first day of the month followingThis Convention shall enter into force on the first day of the month following This Convention shall enter into force on the first day of the month following theThis Convention shall enter into force on the first day of the month following the This Convention shall enter into force on the first day of the month following the expirationThis Convention shall enter into force on the first day of the month following the expiration This Convention shall enter into force on the first day of the month following the expiration ofThis Convention shall enter into force on the first day of the month following the expiration of This Convention shall enter into force on the first day of the month following the expiration of aThis Convention shall enter into force on the first day of the month following the expiration of a This Convention shall enter into force on the first day of the month following the expiration of a periodThis Convention shall enter into force on the first day of the month following the expiration of a period This Convention shall enter into force on the first day of the month following the expiration of a period ofThis Convention shall enter into force on the first day of the month following the expiration of a period of This Convention shall enter into force on the first day of the month following the expiration of a period of threeThis Convention shall enter into force on the first day of the month following the expiration of a period of three This Convention shall enter into force on the first day of the month following the expiration of a period of three monthsThis Convention shall enter into force on the first day of the month following the expiration of a period of three months This Convention shall enter into force on the first day of the month following the expiration of a period of three months afterThis Convention shall enter into force on the first day of the month following the expiration of a period of three months after This Convention shall enter into force on the first day of the month following the expiration of a period of three months after thThis Convention shall enter into force on the first day of the month following the expiration of a period of three months after the
datedate date ondate on date on whichdate on which date on which  &.date on which  &. date on which  &. Stdate on which  &. Statesdate on which  &. States date on which  &. States havedate on which  &. States have date on which  &. States have expresseddate on which  &. States have expressed date on which  &. States have expressed thdate on which  &. States have expressed theirdate on which  &. States have expressed their date on which  &. States have expressed their consentdate on which  &. States have expressed their consent date on which  &. States have expressed their consent todate on which  &. States have expressed their consent to date on which  &. States have expressed their consent to bedate on which  &. States have expressed their consent to be date on which  &. States have expressed their consent to be bounddate on which  &. States have expressed their consent to be bound date on which  &. States have expressed their consent to be bound bydate on which  &. States have expressed their consent to be bound by date on which  &. States have expressed their consent to be bound by thedate on which  &. States have expressed their consent to be bound by the date on which  &. States have expressed their consent to be bound by the Conventiondate on which  &. States have expressed their consent to be bound by the Convention date on which  &. States have expressed their consent to be bound by the Convention indate on which  &. States have expressed their consent to be bound by the Convention in date on which  &. States have expressed their consent to be bound by the Convention in accordancedate on which  &. States have expressed their consent to be bound by the Convention in accordance date on which  &. States have expressed their consent to be bound by the Convention in accordance withdate on which  &. States have expressed their consent to be bound by the Convention in accordance with date on which  &. States have expressed their consent to be bound by the Convention in accordance with thedate on which  &. States have expressed their consent to be bound by the Convention in accordance with the date on which  &. States have expressed their consent to be bound by the Convention in accordance with the provisionsdate on which  &. States have expressed their consent to be bound by the Convention in accordance with the provisions date on which  &. States have expressed their consent to be bound by the Convention in accordance with the provisions odate on which  &. States have expressed their consent to be bound by the Convention in accordance with the provisions of
paragraph 1.

4. InIn In respectIn respect In respect ofIn respect of In respect of anyIn respect of any In respect of any signatoryIn respect of any signatory In respect of any signatory StateIn respect of any signatory State In respect of any signatory State whichIn respect of any signatory State which In respect of any signatory State which subsequentlyIn respect of any signatory State which subsequently In respect of any signatory State which subsequently expressesIn respect of any signatory State which subsequently expresses In respect of any signatory State which subsequently expresses itsIn respect of any signatory State which subsequently expresses its In respect of any signatory State which subsequently expresses its consentIn respect of any signatory State which subsequently expresses its consent In respect of any signatory State which subsequently expresses its consent toIn respect of any signatory State which subsequently expresses its consent to In respect of any signatory State which subsequently expresses its consent to beIn respect of any signatory State which subsequently expresses its consent to be In respect of any signatory State which subsequently expresses its consent to be boundIn respect of any signatory State which subsequently expresses its consent to be bound In respect of any signatory State which subsequently expresses its consent to be bound bIn respect of any signatory State which subsequently expresses its consent to be bound byIn respect of any signatory State which subsequently expresses its consent to be bound by In respect of any signatory State which subsequently expresses its consent to be bound by it,In respect of any signatory State which subsequently expresses its consent to be bound by it, In respect of any signatory State which subsequently expresses its consent to be bound by it, theIn respect of any signatory State which subsequently expresses its consent to be bound by it, the In respect of any signatory State which subsequently expresses its consent to be bound by it, the ConventionIn respect of any signatory State which subsequently expresses its consent to be bound by it, the Convention In respect of any signatory State which subsequently expresses its consent to be bound by it, the Convention shallIn respect of any signatory State which subsequently expresses its consent to be bound by it, the Convention shall In respect of any signatory State which subsequently expresses its consent to be bound by it, the Convention shall enterIn respect of any signatory State which subsequently expresses its consent to be bound by it, the Convention shall enter In respect of any signatory State which subsequently expresses its consent to be bound by it, the Convention shall enter iIn respect of any signatory State which subsequently expresses its consent to be bound by it, the Convention shall enter intoIn respect of any signatory State which subsequently expresses its consent to be bound by it, the Convention shall enter into In respect of any signatory State which subsequently expresses its consent to be bound by it, the Convention shall enter into forcIn respect of any signatory State which subsequently expresses its consent to be bound by it, the Convention shall enter into force
onon on theon the on the firston the first on the first dayon the first day on the first day oon the first day ofon the first day of on the first day of theon the first day of the on the first day of the monthon the first day of the month on the first day of the month followingon the first day of the month following on the first day of the month following theon the first day of the month following the on the first day of the month following the expirationon the first day of the month following the expiration on the first day of the month following the expiration ofon the first day of the month following the expiration of on the first day of the month following the expiration of aon the first day of the month following the expiration of a on the first day of the month following the expiration of a periodon the first day of the month following the expiration of a period on the first day of the month following the expiration of a period ofon the first day of the month following the expiration of a period of on the first day of the month following the expiration of a period of threeon the first day of the month following the expiration of a period of three on the first day of the month following the expiration of a period of three monthson the first day of the month following the expiration of a period of three months on the first day of the month following the expiration of a period of three months afteron the first day of the month following the expiration of a period of three months after on the first day of the month following the expiration of a period of three months after theon the first day of the month following the expiration of a period of three months after the on the first day of the month following the expiration of a period of three months after the dateon the first day of the month following the expiration of a period of three months after the date on the first day of the month following the expiration of a period of three months after the date ofon the first day of the month following the expiration of a period of three months after the date of on the first day of the month following the expiration of a period of three months after the date of theon the first day of the month following the expiration of a period of three months after the date of the on the first day of the month following the expiration of a period of three months after the date of the expressionon the first day of the month following the expiration of a period of three months after the date of the expression on the first day of the month following the expiration of a period of three months after the date of the expression ofon the first day of the month following the expiration of a period of three months after the date of the expression of on the first day of the month following the expiration of a period of three months after the date of the expression of theiron the first day of the month following the expiration of a period of three months after the date of the expression of their on the first day of the month following the expiration of a period of three months after the date of the expression of their conon the first day of the month following the expiration of a period of three months after the date of the expression of their consenon the first day of the month following the expiration of a period of three months after the date of the expression of their consent
to be bound by the Convention in accordance with the provisions of paragraph 1.

Article 34  �  Accession to the Convention

1. AfterAfter After theAfter the After the entryAfter the entry After the entry intoAfter the entry into After the entry into forceAfter the entry into force After the entry into force ofAfter the entry into force of After the entry into force of thisAfter the entry into force of this After the entry into force of this Convention,After the entry into force of this Convention, After the entry into force of this Convention, theAfter the entry into force of this Convention, the After the entry into force of this Convention, the CommitteeAfter the entry into force of this Convention, the Committee After the entry into force of this Convention, the Committee ofAfter the entry into force of this Convention, the Committee of After the entry into force of this Convention, the Committee of MinistersAfter the entry into force of this Convention, the Committee of Ministers After the entry into force of this Convention, the Committee of Ministers ofAfter the entry into force of this Convention, the Committee of Ministers of After the entry into force of this Convention, the Committee of Ministers of theAfter the entry into force of this Convention, the Committee of Ministers of the After the entry into force of this Convention, the Committee of Ministers of the CouncilAfter the entry into force of this Convention, the Committee of Ministers of the Council After the entry into force of this Convention, the Committee of Ministers of the Council ofAfter the entry into force of this Convention, the Committee of Ministers of the Council of After the entry into force of this Convention, the Committee of Ministers of the Council of EAfter the entry into force of this Convention, the Committee of Ministers of the Council of Europe,After the entry into force of this Convention, the Committee of Ministers of the Council of Europe, After the entry into force of this Convention, the Committee of Ministers of the Council of Europe, afterAfter the entry into force of this Convention, the Committee of Ministers of the Council of Europe, after After the entry into force of this Convention, the Committee of Ministers of the Council of Europe, after consultingAfter the entry into force of this Convention, the Committee of Ministers of the Council of Europe, after consulting After the entry into force of this Convention, the Committee of Ministers of the Council of Europe, after consulting thAfter the entry into force of this Convention, the Committee of Ministers of the Council of Europe, after consulting the
ContractingContracting Contracting StatesContracting States Contracting States toContracting States to Contracting States to theContracting States to the Contracting States to the Convention,Contracting States to the Convention, Contracting States to the Convention, mayContracting States to the Convention, may Contracting States to the Convention, may inviteContracting States to the Convention, may invite Contracting States to the Convention, may invite theContracting States to the Convention, may invite the Contracting States to the Convention, may invite the EuropeanContracting States to the Convention, may invite the European Contracting States to the Convention, may invite the European CoContracting States to the Convention, may invite the European CommunityContracting States to the Convention, may invite the European Community Contracting States to the Convention, may invite the European Community asContracting States to the Convention, may invite the European Community as Contracting States to the Convention, may invite the European Community as wellContracting States to the Convention, may invite the European Community as well Contracting States to the Convention, may invite the European Community as well asContracting States to the Convention, may invite the European Community as well as Contracting States to the Convention, may invite the European Community as well as anyContracting States to the Convention, may invite the European Community as well as any Contracting States to the Convention, may invite the European Community as well as any StateContracting States to the Convention, may invite the European Community as well as any State Contracting States to the Convention, may invite the European Community as well as any State notContracting States to the Convention, may invite the European Community as well as any State not Contracting States to the Convention, may invite the European Community as well as any State not aContracting States to the Convention, may invite the European Community as well as any State not a Contracting States to the Convention, may invite the European Community as well as any State not a memberContracting States to the Convention, may invite the European Community as well as any State not a member Contracting States to the Convention, may invite the European Community as well as any State not a member ofContracting States to the Convention, may invite the European Community as well as any State not a member of Contracting States to the Convention, may invite the European Community as well as any State not a member of theContracting States to the Convention, may invite the European Community as well as any State not a member of the Contracting States to the Convention, may invite the European Community as well as any State not a member of the CouncilContracting States to the Convention, may invite the European Community as well as any State not a member of the Council Contracting States to the Convention, may invite the European Community as well as any State not a member of the Council anContracting States to the Convention, may invite the European Community as well as any State not a member of the Council and
notnot not havingnot having not having participatednot having participated not having participated innot having participated in not having participated in itnot having participated in itsnot having participated in its not having participated in its elaborationnot having participated in its elaboration not having participated in its elaboration tonot having participated in its elaboration to not having participated in its elaboration to accedenot having participated in its elaboration to accede not having participated in its elaboration to accede tonot having participated in its elaboration to accede to not having participated in its elaboration to accede to thisnot having participated in its elaboration to accede to this not having participated in its elaboration to accede to this Convention,not having participated in its elaboration to accede to this Convention, not having participated in its elaboration to accede to this Convention, bynot having participated in its elaboration to accede to this Convention, by not having participated in its elaboration to accede to this Convention, by anot having participated in its elaboration to accede to this Convention, by a not having participated in its elaboration to accede to this Convention, by a decisionnot having participated in its elaboration to accede to this Convention, by a decision not having participated in its elaboration to accede to this Convention, by a decision takennot having participated in its elaboration to accede to this Convention, by a decision taken not having participated in its elaboration to accede to this Convention, by a decision taken bynot having participated in its elaboration to accede to this Convention, by a decision taken by not having participated in its elaboration to accede to this Convention, by a decision taken by thenot having participated in its elaboration to accede to this Convention, by a decision taken by the not having participated in its elaboration to accede to this Convention, by a decision taken by the majoritynot having participated in its elaboration to accede to this Convention, by a decision taken by the majority not having participated in its elaboration to accede to this Convention, by a decision taken by the majority providednot having participated in its elaboration to accede to this Convention, by a decision taken by the majority provided not having participated in its elaboration to accede to this Convention, by a decision taken by the majority provided fornot having participated in its elaboration to accede to this Convention, by a decision taken by the majority provided for not having participated in its elaboration to accede to this Convention, by a decision taken by the majority provided for innot having participated in its elaboration to accede to this Convention, by a decision taken by the majority provided for in not having participated in its elaboration to accede to this Convention, by a decision taken by the majority provided for in Articlnot having participated in its elaboration to accede to this Convention, by a decision taken by the majority provided for in Article
20d20d 20d of20d of 20d of the20d of the 20d of the Statute20d of the Statute 20d of the Statute of20d of the Statute of 20d of the Statute of the20d of the Statute of the 20d of the Statute of the Council20d of the Statute of the Council 20d of the Statute of the Council of20d of the Statute of the Council of 20d of the Statute of the Council of Europe20d of the Statute of the Council of Europe 20d of the Statute of the Council of Europe and20d of the Statute of the Council of Europe and 20d of the Statute of the Council of Europe and by20d of the Statute of the Council of Europe and by 20d of the Statute of the Council of Europe and by the20d of the Statute of the Council of Europe and by the 20d of the Statute of the Council of Europe and by the unanimous20d of the Statute of the Council of Europe and by the unanimous 20d of the Statute of the Council of Europe and by the unanimous vote20d of the Statute of the Council of Europe and by the unanimous vote 20d of the Statute of the Council of Europe and by the unanimous vote of20d of the Statute of the Council of Europe and by the unanimous vote of 20d of the Statute of the Council of Europe and by the unanimous vote of the20d of the Statute of the Council of Europe and by the unanimous vote of the 20d of the Statute of the Council of Europe and by the unanimous vote of the represe20d of the Statute of the Council of Europe and by the unanimous vote of the representatives20d of the Statute of the Council of Europe and by the unanimous vote of the representatives 20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of 20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of the20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of the 20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of the Cont20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of the Contracting20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of the Contracting 20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of the Contracting States20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of the Contracting States 20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of the Contracting States entitled20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of the Contracting States entitled 20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of the Contracting States entitled t20d of the Statute of the Council of Europe and by the unanimous vote of the representatives of the Contracting States entitled to
sit on the Committee of Ministers.

2. InIn In respIn respectIn respect In respect ofIn respect of In respect of theIn respect of the In respect of the EuropeanIn respect of the European In respect of the European CommunityIn respect of the European Community In respect of the European Community andIn respect of the European Community and In respect of the European Community and anyIn respect of the European Community and any In respect of the European Community and any StateIn respect of the European Community and any State In respect of the European Community and any State accedingIn respect of the European Community and any State acceding In respect of the European Community and any State acceding toIn respect of the European Community and any State acceding to In respect of the European Community and any State acceding to itIn respect of the European Community and any State acceding to it In respect of the European Community and any State acceding to it underIn respect of the European Community and any State acceding to it under In respect of the European Community and any State acceding to it under paragraphIn respect of the European Community and any State acceding to it under paragraph In respect of the European Community and any State acceding to it under paragraph 1In respect of the European Community and any State acceding to it under paragraph 1 In respect of the European Community and any State acceding to it under paragraph 1 above,In respect of the European Community and any State acceding to it under paragraph 1 above, In respect of the European Community and any State acceding to it under paragraph 1 above, theIn respect of the European Community and any State acceding to it under paragraph 1 above, the In respect of the European Community and any State acceding to it under paragraph 1 above, the ConventionIn respect of the European Community and any State acceding to it under paragraph 1 above, the Convention In respect of the European Community and any State acceding to it under paragraph 1 above, the Convention shallIn respect of the European Community and any State acceding to it under paragraph 1 above, the Convention shall In respect of the European Community and any State acceding to it under paragraph 1 above, the Convention shall enterIn respect of the European Community and any State acceding to it under paragraph 1 above, the Convention shall enter In respect of the European Community and any State acceding to it under paragraph 1 above, the Convention shall enter intoIn respect of the European Community and any State acceding to it under paragraph 1 above, the Convention shall enter into In respect of the European Community and any State acceding to it under paragraph 1 above, the Convention shall enter into fIn respect of the European Community and any State acceding to it under paragraph 1 above, the Convention shall enter into forcIn respect of the European Community and any State acceding to it under paragraph 1 above, the Convention shall enter into force
onon on theon the on the firston the first on the first dayon the first day on the first day ofon the first day of on the first day of theon the first day of the on the first day of the monthon the first day of the month on the first day of the month followingon the first day of the month following on the first day of the month following theon the first day of the month following the on the first day of the month following the expirationon the first day of the month following the expiration on the first day of the month following the expiration ofon the first day of the month following the expiration of on the first day of the month following the expiration of aon the first day of the month following the expiration of a on the first day of the month following the expiration of a peron the first day of the month following the expiration of a periodon the first day of the month following the expiration of a period on the first day of the month following the expiration of a period ofon the first day of the month following the expiration of a period of on the first day of the month following the expiration of a period of threeon the first day of the month following the expiration of a period of three on the first day of the month following the expiration of a period of three mon the first day of the month following the expiration of a period of three monthson the first day of the month following the expiration of a period of three months on the first day of the month following the expiration of a period of three months afteron the first day of the month following the expiration of a period of three months after on the first day of the month following the expiration of a period of three months after theon the first day of the month following the expiration of a period of three months after the on the first day of the month following the expiration of a period of three months after the dateon the first day of the month following the expiration of a period of three months after the date on the first day of the month following the expiration of a period of three months after the date ofon the first day of the month following the expiration of a period of three months after the date of on the first day of the month following the expiration of a period of three months after the date of depositon the first day of the month following the expiration of a period of three months after the date of deposit on the first day of the month following the expiration of a period of three months after the date of deposit ofon the first day of the month following the expiration of a period of three months after the date of deposit of on the first day of the month following the expiration of a period of three months after the date of deposit of theon the first day of the month following the expiration of a period of three months after the date of deposit of the on the first day of the month following the expiration of a period of three months after the date of deposit of the instrumenton the first day of the month following the expiration of a period of three months after the date of deposit of the instrument on the first day of the month following the expiration of a period of three months after the date of deposit of the instrument oon the first day of the month following the expiration of a period of three months after the date of deposit of the instrument of
accession with the Secretary General of the Council of Europe.

Article 35  �  Territorial application

1. AnyAny Any StateAny State Any State may,Any State may, Any State may, atAny State may, at Any State may, at theAny State may, at the Any State may, at the timeAny State may, at the time Any State may, at the time ofAny State may, at the time of Any State may, at the time of signatureAny State may, at the time of signature Any State may, at the time of signature orAny State may, at the time of signature or Any State may, at the time of signature or whenAny State may, at the time of signature or when Any State may, at the time of signature or when depositingAny State may, at the time of signature or when depositing Any State may, at the time of signature or when depositing itsAny State may, at the time of signature or when depositing its Any State may, at the time of signature or when depositing its instrumentAny State may, at the time of signature or when depositing its instrument Any State may, at the time of signature or when depositing its instrument ofAny State may, at the time of signature or when depositing its instrument of Any State may, at the time of signature or when depositing its instrument of ratification,Any State may, at the time of signature or when depositing its instrument of ratification, Any State may, at the time of signature or when depositing its instrument of ratification, acceptance,Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approvalAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval orAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or accessioAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or accessionAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or accession,
specify the territory or territories to which this Convention shall apply.

2. AnyAny Any PartyAny Party Any Party may,Any Party may, Any Party may, atAny Party may, at Any Party may, at anyAny Party may, at any Any Party may, at any laterAny Party may, at any later Any Party may, at any later date,Any Party may, at any later date, Any Party may, at any later date, byAny Party may, at any later date, by Any Party may, at any later date, by aAny Party may, at any later date, by a Any Party may, at any later date, by a declaAny Party may, at any later date, by a declarationAny Party may, at any later date, by a declaration Any Party may, at any later date, by a declaration addressedAny Party may, at any later date, by a declaration addressed Any Party may, at any later date, by a declaration addressed toAny Party may, at any later date, by a declaration addressed to Any Party may, at any later date, by a declaration addressed to theAny Party may, at any later date, by a declaration addressed to the Any Party may, at any later date, by a declaration addressed to the SecretaryAny Party may, at any later date, by a declaration addressed to the Secretary Any Party may, at any later date, by a declaration addressed to the Secretary GenerAny Party may, at any later date, by a declaration addressed to the Secretary GeneralAny Party may, at any later date, by a declaration addressed to the Secretary General Any Party may, at any later date, by a declaration addressed to the Secretary General ofAny Party may, at any later date, by a declaration addressed to the Secretary General of Any Party may, at any later date, by a declaration addressed to the Secretary General of theAny Party may, at any later date, by a declaration addressed to the Secretary General of the Any Party may, at any later date, by a declaration addressed to the Secretary General of the CouncilAny Party may, at any later date, by a declaration addressed to the Secretary General of the Council Any Party may, at any later date, by a declaration addressed to the Secretary General of the Council ofAny Party may, at any later date, by a declaration addressed to the Secretary General of the Council of Any Party may, at any later date, by a declaration addressed to the Secretary General of the Council of Europe,Any Party may, at any later date, by a declaration addressed to the Secretary General of the Council of Europe, Any Party may, at any later date, by a declaration addressed to the Secretary General of the Council of Europe, extendAny Party may, at any later date, by a declaration addressed to the Secretary General of the Council of Europe, extend Any Party may, at any later date, by a declaration addressed to the Secretary General of the Council of Europe, extend thAny Party may, at any later date, by a declaration addressed to the Secretary General of the Council of Europe, extend the
applicationapplication application ofapplication of application of thisapplication of this application of this Conventionapplication of this Convention application of this Convention toapplication of this Convention to application of this Convention to anyapplication of this Convention to any application of this Convention to any otherapplication of this Convention to any other application of this Convention to any other territoryapplication of this Convention to any other territory application of this Convention to any other territory speapplication of this Convention to any other territory specifiedapplication of this Convention to any other territory specified application of this Convention to any other territory specified inapplication of this Convention to any other territory specified in application of this Convention to any other territory specified in theapplication of this Convention to any other territory specified in the application of this Convention to any other territory specified in the declaration.application of this Convention to any other territory specified in the declaration.  application of this Convention to any other territory specified in the declaration.  Inapplication of this Convention to any other territory specified in the declaration.  In application of this Convention to any other territory specified in the declaration.  In respectapplication of this Convention to any other territory specified in the declaration.  In respect application of this Convention to any other territory specified in the declaration.  In respect ofapplication of this Convention to any other territory specified in the declaration.  In respect of application of this Convention to any other territory specified in the declaration.  In respect of suchapplication of this Convention to any other territory specified in the declaration.  In respect of such application of this Convention to any other territory specified in the declaration.  In respect of such territoryapplication of this Convention to any other territory specified in the declaration.  In respect of such territory application of this Convention to any other territory specified in the declaration.  In respect of such territory theapplication of this Convention to any other territory specified in the declaration.  In respect of such territory the application of this Convention to any other territory specified in the declaration.  In respect of such territory the Conventionapplication of this Convention to any other territory specified in the declaration.  In respect of such territory the Convention application of this Convention to any other territory specified in the declaration.  In respect of such territory the Convention shalapplication of this Convention to any other territory specified in the declaration.  In respect of such territory the Convention shall
enterenter enter intoenter into enter into forceenter into force enter into force onenter into force on enter into force on theenter into force on the enter into force on the firstenter into force on the first enter into force on the first dayenter into force on the first day enter into force on the first day ofenter into force on the first day of enter into force on the first day of theenter into force on the first day of the enter into force on the first day of the monthenter into force on the first day of the month enter into force on the first day of the month followingenter into force on the first day of the month following enter into force on the first day of the month following theenter into force on the first day of the month following the enter into force on the first day of the month following the expirationenter into force on the first day of the month following the expiration enter into force on the first day of the month following the expiration ofenter into force on the first day of the month following the expiration of enter into force on the first day of the month following the expiration of aenter into force on the first day of the month following the expiration of a enter into force on the first day of the month following the expiration of a periodenter into force on the first day of the month following the expiration of a period enter into force on the first day of the month following the expiration of a period fenter into force on the first day of the month following the expiration of a period f enter into force on the first day of the month following the expiration of a period f threeenter into force on the first day of the month following the expiration of a period f three enter into force on the first day of the month following the expiration of a period f three menter into force on the first day of the month following the expiration of a period f three monthsenter into force on the first day of the month following the expiration of a period f three months enter into force on the first day of the month following the expiration of a period f three months afterenter into force on the first day of the month following the expiration of a period f three months after enter into force on the first day of the month following the expiration of a period f three months after theenter into force on the first day of the month following the expiration of a period f three months after the enter into force on the first day of the month following the expiration of a period f three months after the dateenter into force on the first day of the month following the expiration of a period f three months after the date enter into force on the first day of the month following the expiration of a period f three months after the date ofenter into force on the first day of the month following the expiration of a period f three months after the date of enter into force on the first day of the month following the expiration of a period f three months after the date of receiptenter into force on the first day of the month following the expiration of a period f three months after the date of receipt enter into force on the first day of the month following the expiration of a period f three months after the date of receipt ofenter into force on the first day of the month following the expiration of a period f three months after the date of receipt of enter into force on the first day of the month following the expiration of a period f three months after the date of receipt of sucenter into force on the first day of the month following the expiration of a period f three months after the date of receipt of such
declarations by the Secretary General.

3. AnyAny Any declaAny declarationAny declaration Any declaration madeAny declaration made Any declaration made underAny declaration made under Any declaration made under theAny declaration made under the Any declaration made under the twoAny declaration made under the two Any declaration made under the two precedingAny declaration made under the two preceding Any declaration made under the two preceding paragraphsAny declaration made under the two preceding paragraphs Any declaration made under the two preceding paragraphs may,Any declaration made under the two preceding paragraphs may, Any declaration made under the two preceding paragraphs may, inAny declaration made under the two preceding paragraphs may, in Any declaration made under the two preceding paragraphs may, in respectAny declaration made under the two preceding paragraphs may, in respect Any declaration made under the two preceding paragraphs may, in respect ofAny declaration made under the two preceding paragraphs may, in respect of Any declaration made under the two preceding paragraphs may, in respect of anyAny declaration made under the two preceding paragraphs may, in respect of any Any declaration made under the two preceding paragraphs may, in respect of any territoryAny declaration made under the two preceding paragraphs may, in respect of any territory Any declaration made under the two preceding paragraphs may, in respect of any territory spAny declaration made under the two preceding paragraphs may, in respect of any territory specifiedAny declaration made under the two preceding paragraphs may, in respect of any territory specified Any declaration made under the two preceding paragraphs may, in respect of any territory specified inAny declaration made under the two preceding paragraphs may, in respect of any territory specified in Any declaration made under the two preceding paragraphs may, in respect of any territory specified in suchAny declaration made under the two preceding paragraphs may, in respect of any territory specified in such Any declaration made under the two preceding paragraphs may, in respect of any territory specified in such declaration,Any declaration made under the two preceding paragraphs may, in respect of any territory specified in such declaration, Any declaration made under the two preceding paragraphs may, in respect of any territory specified in such declaration, bAny declaration made under the two preceding paragraphs may, in respect of any territory specified in such declaration, be
withdrawnwithdrawn withdrawn bywithdrawn by withdrawn by awithdrawn by a withdrawn by a notificationwithdrawn by a notification withdrawn by a notification addressedwithdrawn by a notification addressed withdrawn by a notification addressed twithdrawn by a notification addressed towithdrawn by a notification addressed to withdrawn by a notification addressed to thewithdrawn by a notification addressed to the withdrawn by a notification addressed to the Secretarywithdrawn by a notification addressed to the Secretary withdrawn by a notification addressed to the Secretary Generalwithdrawn by a notification addressed to the Secretary General withdrawn by a notification addressed to the Secretary General ofwithdrawn by a notification addressed to the Secretary General of withdrawn by a notification addressed to the Secretary General of thewithdrawn by a notification addressed to the Secretary General of the withdrawn by a notification addressed to the Secretary General of the Councilwithdrawn by a notification addressed to the Secretary General of the Council withdrawn by a notification addressed to the Secretary General of the Council ofwithdrawn by a notification addressed to the Secretary General of the Council of withdrawn by a notification addressed to the Secretary General of the Council of Europe.withdrawn by a notification addressed to the Secretary General of the Council of Europe.  withdrawn by a notification addressed to the Secretary General of the Council of Europe.  Thewithdrawn by a notification addressed to the Secretary General of the Council of Europe.  The withdrawn by a notification addressed to the Secretary General of the Council of Europe.  The withdrwithdrawn by a notification addressed to the Secretary General of the Council of Europe.  The withdrawalwithdrawn by a notification addressed to the Secretary General of the Council of Europe.  The withdrawal withdrawn by a notification addressed to the Secretary General of the Council of Europe.  The withdrawal shallwithdrawn by a notification addressed to the Secretary General of the Council of Europe.  The withdrawal shall withdrawn by a notification addressed to the Secretary General of the Council of Europe.  The withdrawal shall becomewithdrawn by a notification addressed to the Secretary General of the Council of Europe.  The withdrawal shall become withdrawn by a notification addressed to the Secretary General of the Council of Europe.  The withdrawal shall become effectivwithdrawn by a notification addressed to the Secretary General of the Council of Europe.  The withdrawal shall become effective
onon on theon the on the firston the first on the first dayon the first day on the first day ofon the first day of on the first day of theon the first day of the on the first day of the monthon the first day of the month on the first day of the month followingon the first day of the month following on the first day of the month following theon the first day of the month following the on the first day of the month following the expirationon the first day of the month following the expiration on the first day of the month following the expiration ofon the first day of the month following the expiration of on the first day of the month following the expiration of aon the first day of the month following the expiration of a on the first day of the month following the expiration of a periodon the first day of the month following the expiration of a period on the first day of the month following the expiration of a period ofon the first day of the month following the expiration of a period of on the first day of the month following the expiration of a period of threeon the first day of the month following the expiration of a period of three on the first day of the month following the expiration of a period of three monthson the first day of the month following the expiration of a period of three months on the first day of the month following the expiration of a period of three months afteon the first day of the month following the expiration of a period of three months afteron the first day of the month following the expiration of a period of three months after on the first day of the month following the expiration of a period of three months after theon the first day of the month following the expiration of a period of three months after the on the first day of the month following the expiration of a period of three months after the dateon the first day of the month following the expiration of a period of three months after the date on the first day of the month following the expiration of a period of three months after the date ofon the first day of the month following the expiration of a period of three months after the date of on the first day of the month following the expiration of a period of three months after the date of receipton the first day of the month following the expiration of a period of three months after the date of receipt on the first day of the month following the expiration of a period of three months after the date of receipt ofon the first day of the month following the expiration of a period of three months after the date of receipt of on the first day of the month following the expiration of a period of three months after the date of receipt of suchon the first day of the month following the expiration of a period of three months after the date of receipt of such on the first day of the month following the expiration of a period of three months after the date of receipt of such notificationon the first day of the month following the expiration of a period of three months after the date of receipt of such notification on the first day of the month following the expiration of a period of three months after the date of receipt of such notification bon the first day of the month following the expiration of a period of three months after the date of receipt of such notification by
the Secretary General.

Article  36  �  Relationship to other conventions and agreements
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1. [Under discussion]

2. IfIf two or If two or moIf two or more Parties have already concluded an agreement or treaty on the matters
dealtdealt with in this Conventiondealt with in this Convention or othdealt with in this Convention or otherwise have established their relations in this
mamatter,matter, or should they in future do so, they shall be entitled to apply that agreemmatter, or should they in future do so, they shall be entitled to apply that agreement omatter, or should they in future do so, they shall be entitled to apply that agreement or
treaty or to regulate those relations accordingly, in lieu of the present Convention.

Article  37  �  Declarations

1. AnyAny Any StateAny State Any State may,Any State may, Any State may, atAny State may, at Any State may, at theAny State may, at the Any State may, at the timeAny State may, at the time Any State may, at the time ofAny State may, at the time of Any State may, at the time of sAny State may, at the time of signatureAny State may, at the time of signature Any State may, at the time of signature orAny State may, at the time of signature or Any State may, at the time of signature or whenAny State may, at the time of signature or when Any State may, at the time of signature or when depositingAny State may, at the time of signature or when depositing Any State may, at the time of signature or when depositing itsAny State may, at the time of signature or when depositing its Any State may, at the time of signature or when depositing its instrumentAny State may, at the time of signature or when depositing its instrument Any State may, at the time of signature or when depositing its instrument ofAny State may, at the time of signature or when depositing its instrument of Any State may, at the time of signature or when depositing its instrument of ratification,Any State may, at the time of signature or when depositing its instrument of ratification, Any State may, at the time of signature or when depositing its instrument of ratification, acceptance,Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approvalAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval orAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or accession,Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or accession, Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or accession, declarAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or accession, declare
that it avails itself of the declaration provided for under [Articles ...] 

2. NoNo No StateNo State No State may,No State may, No State may, byNo State may, by No State may, by applicationNo State may, by application No State may, by application ofNo State may, by application of No State may, by application of paragraphNo State may, by application of paragraph No State may, by application of paragraph 1No State may, by application of paragraph 1 No State may, by application of paragraph 1 ofNo State may, by application of paragraph 1 of No State may, by application of paragraph 1 of thisNo State may, by application of paragraph 1 of this No State may, by application of paragraph 1 of this article,No State may, by application of paragraph 1 of this article, No State may, by application of paragraph 1 of this article, makeNo State may, by application of paragraph 1 of this article, make No State may, by application of paragraph 1 of this article, make aNo State may, by application of paragraph 1 of this article, make a No State may, by application of paragraph 1 of this article, make a declarationNo State may, by application of paragraph 1 of this article, make a declaration No State may, by application of paragraph 1 of this article, make a declaration withNo State may, by application of paragraph 1 of this article, make a declaration with No State may, by application of paragraph 1 of this article, make a declaration with reNo State may, by application of paragraph 1 of this article, make a declaration with respectNo State may, by application of paragraph 1 of this article, make a declaration with respect No State may, by application of paragraph 1 of this article, make a declaration with respect toNo State may, by application of paragraph 1 of this article, make a declaration with respect to No State may, by application of paragraph 1 of this article, make a declaration with respect to moreNo State may, by application of paragraph 1 of this article, make a declaration with respect to more No State may, by application of paragraph 1 of this article, make a declaration with respect to more thanNo State may, by application of paragraph 1 of this article, make a declaration with respect to more than No State may, by application of paragraph 1 of this article, make a declaration with respect to more than [..]No State may, by application of paragraph 1 of this article, make a declaration with respect to more than [..] No State may, by application of paragraph 1 of this article, make a declaration with respect to more than [..] ofNo State may, by application of paragraph 1 of this article, make a declaration with respect to more than [..] of No State may, by application of paragraph 1 of this article, make a declaration with respect to more than [..] of theNo State may, by application of paragraph 1 of this article, make a declaration with respect to more than [..] of the No State may, by application of paragraph 1 of this article, make a declaration with respect to more than [..] of the provisionNo State may, by application of paragraph 1 of this article, make a declaration with respect to more than [..] of the provisions
mentmentionedmentioned mentioned thereon.mentioned thereon. mentioned thereon. Nomentioned thereon. No mentioned thereon. No othermentioned thereon. No other mentioned thereon. No other dementioned thereon. No other declarationmentioned thereon. No other declaration mentioned thereon. No other declaration maymentioned thereon. No other declaration may mentioned thereon. No other declaration may bementioned thereon. No other declaration may be mentioned thereon. No other declaration may be made.mentioned thereon. No other declaration may be made. mentioned thereon. No other declaration may be made. Declarationsmentioned thereon. No other declaration may be made. Declarations mentioned thereon. No other declaration may be made. Declarations ofmentioned thereon. No other declaration may be made. Declarations of mentioned thereon. No other declaration may be made. Declarations of thementioned thereon. No other declaration may be made. Declarations of the mentioned thereon. No other declaration may be made. Declarations of the samementioned thereon. No other declaration may be made. Declarations of the same mentioned thereon. No other declaration may be made. Declarations of the same naturementioned thereon. No other declaration may be made. Declarations of the same nature mentioned thereon. No other declaration may be made. Declarations of the same nature withmentioned thereon. No other declaration may be made. Declarations of the same nature with mentioned thereon. No other declaration may be made. Declarations of the same nature with respectmentioned thereon. No other declaration may be made. Declarations of the same nature with respect mentioned thereon. No other declaration may be made. Declarations of the same nature with respect tomentioned thereon. No other declaration may be made. Declarations of the same nature with respect to mentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articlesmentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articles mentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articles ..mentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articles .. mentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articles .. andmentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articles .. and mentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articles .. and ..]mentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articles .. and ..] mentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articles .. and ..] shallmentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articles .. and ..] shall mentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articles .. and ..] shall bmentioned thereon. No other declaration may be made. Declarations of the same nature with respect to [Articles .. and ..] shall be
considered as one declaration.

3. AA A PartyA Party A Party thatA Party that A Party that isA Party that is A Party that is aA Party that is a A Party that is a federalA Party that is a federal A Party that is a federal StateA Party that is a federal State A Party that is a federal State shallA Party that is a federal State shall A Party that is a federal State shall beA Party that is a federal State shall be A Party that is a federal State shall be requiredA Party that is a federal State shall be required A Party that is a federal State shall be required toA Party that is a federal State shall be required to A Party that is a federal State shall be required to assumeA Party that is a federal State shall be required to assume A Party that is a federal State shall be required to assume obligationsA Party that is a federal State shall be required to assume obligations A Party that is a federal State shall be required to assume obligations underA Party that is a federal State shall be required to assume obligations under A Party that is a federal State shall be required to assume obligations under thisA Party that is a federal State shall be required to assume obligations under this A Party that is a federal State shall be required to assume obligations under this ConventionA Party that is a federal State shall be required to assume obligations under this Convention A Party that is a federal State shall be required to assume obligations under this Convention onlyA Party that is a federal State shall be required to assume obligations under this Convention only A Party that is a federal State shall be required to assume obligations under this Convention only toA Party that is a federal State shall be required to assume obligations under this Convention only to A Party that is a federal State shall be required to assume obligations under this Convention only to theA Party that is a federal State shall be required to assume obligations under this Convention only to the A Party that is a federal State shall be required to assume obligations under this Convention only to the extentA Party that is a federal State shall be required to assume obligations under this Convention only to the extent A Party that is a federal State shall be required to assume obligations under this Convention only to the extent consistentA Party that is a federal State shall be required to assume obligations under this Convention only to the extent consistent A Party that is a federal State shall be required to assume obligations under this Convention only to the extent consistent withA Party that is a federal State shall be required to assume obligations under this Convention only to the extent consistent with A Party that is a federal State shall be required to assume obligations under this Convention only to the extent consistent with itA Party that is a federal State shall be required to assume obligations under this Convention only to the extent consistent with its
constitutional principles governing the relationship between its central government and other constituent units.

Article 38  �  Reservations

1. AnyAny Any StateAny State Any State may,Any State may, Any State may, atAny State may, at Any State may, at theAny State may, at the Any State may, at the timeAny State may, at the time Any State may, at the time ofAny State may, at the time of Any State may, at the time of sigAny State may, at the time of signatureAny State may, at the time of signature Any State may, at the time of signature orAny State may, at the time of signature or Any State may, at the time of signature or whenAny State may, at the time of signature or when Any State may, at the time of signature or when depositingAny State may, at the time of signature or when depositing Any State may, at the time of signature or when depositing itsAny State may, at the time of signature or when depositing its Any State may, at the time of signature or when depositing its instrumentAny State may, at the time of signature or when depositing its instrument Any State may, at the time of signature or when depositing its instrument ofAny State may, at the time of signature or when depositing its instrument of Any State may, at the time of signature or when depositing its instrument of ratification,Any State may, at the time of signature or when depositing its instrument of ratification, Any State may, at the time of signature or when depositing its instrument of ratification, acceptance,Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approvaAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approvalAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval orAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or accessionAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or accession Any State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or accession declarAny State may, at the time of signature or when depositing its instrument of ratification, acceptance, approval or accession declare
that it avails itself of the reservation provided for in [Articles ...] 

2. NoNo No StateNo State No State may,No State may, No State may, byNo State may, by No State may, by applicationNo State may, by application No State may, by application ofNo State may, by application of No State may, by application of pNo State may, by application of paragraphNo State may, by application of paragraph No State may, by application of paragraph 1No State may, by application of paragraph 1 No State may, by application of paragraph 1 ofNo State may, by application of paragraph 1 of No State may, by application of paragraph 1 of thisNo State may, by application of paragraph 1 of this No State may, by application of paragraph 1 of this article,No State may, by application of paragraph 1 of this article, No State may, by application of paragraph 1 of this article, entNo State may, by application of paragraph 1 of this article, enterNo State may, by application of paragraph 1 of this article, enter No State may, by application of paragraph 1 of this article, enter reservationsNo State may, by application of paragraph 1 of this article, enter reservations No State may, by application of paragraph 1 of this article, enter reservations toNo State may, by application of paragraph 1 of this article, enter reservations to No State may, by application of paragraph 1 of this article, enter reservations to moreNo State may, by application of paragraph 1 of this article, enter reservations to more No State may, by application of paragraph 1 of this article, enter reservations to more thanNo State may, by application of paragraph 1 of this article, enter reservations to more than No State may, by application of paragraph 1 of this article, enter reservations to more than [..]No State may, by application of paragraph 1 of this article, enter reservations to more than [..] No State may, by application of paragraph 1 of this article, enter reservations to more than [..] ofNo State may, by application of paragraph 1 of this article, enter reservations to more than [..] of No State may, by application of paragraph 1 of this article, enter reservations to more than [..] of theNo State may, by application of paragraph 1 of this article, enter reservations to more than [..] of the No State may, by application of paragraph 1 of this article, enter reservations to more than [..] of the provisionsNo State may, by application of paragraph 1 of this article, enter reservations to more than [..] of the provisions No State may, by application of paragraph 1 of this article, enter reservations to more than [..] of the provisions mentioneNo State may, by application of paragraph 1 of this article, enter reservations to more than [..] of the provisions mentioned
thereon. No other reservation may be made. 

Article 39  �  Validity and review of declarations and reservations

[1. DeclarationsDeclarations Declarations asDeclarations as Declarations as referredDeclarations as referred Declarations as referred toDeclarations as referred to Declarations as referred to inDeclarations as referred to in Declarations as referred to in ArticleDeclarations as referred to in Article Declarations as referred to in Article 37Declarations as referred to in Article 37 Declarations as referred to in Article 37 andDeclarations as referred to in Article 37 and Declarations as referred to in Article 37 and reservationsDeclarations as referred to in Article 37 and reservations Declarations as referred to in Article 37 and reservations asDeclarations as referred to in Article 37 and reservations as Declarations as referred to in Article 37 and reservations as referredDeclarations as referred to in Article 37 and reservations as referred Declarations as referred to in Article 37 and reservations as referred toDeclarations as referred to in Article 37 and reservations as referred to Declarations as referred to in Article 37 and reservations as referred to inDeclarations as referred to in Article 37 and reservations as referred to in Declarations as referred to in Article 37 and reservations as referred to in ArticleDeclarations as referred to in Article 37 and reservations as referred to in Article Declarations as referred to in Article 37 and reservations as referred to in Article 38Declarations as referred to in Article 37 and reservations as referred to in Article 38 Declarations as referred to in Article 37 and reservations as referred to in Article 38 shallDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall Declarations as referred to in Article 37 and reservations as referred to in Article 38 shall beDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall be Declarations as referred to in Article 37 and reservations as referred to in Article 38 shall be vDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall be validDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid Declarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid forDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for Declarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for aDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for a Declarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for a periodDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for a period Declarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for a period forDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for a period for Declarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for a period for threeDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for a period for three Declarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for a period for three yearsDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for a period for three years Declarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for a period for three years froDeclarations as referred to in Article 37 and reservations as referred to in Article 38 shall be valid for a period for three years from
thethe the daythe day the day ofthe day of the day of thethe day of the the day of the entrythe day of the entry the day of the entry intothe day of the entry into the day of the entry into forcethe day of the entry into force the day of the entry into force ofthe day of the entry into force of the day of the entry into force of thisthe day of the entry into force of this the day of the entry into force of this Conventiothe day of the entry into force of this Conventionthe day of the entry into force of this Convention the day of the entry into force of this Convention inthe day of the entry into force of this Convention in the day of the entry into force of this Convention in respectthe day of the entry into force of this Convention in respect the day of the entry into force of this Convention in respect ofthe day of the entry into force of this Convention in respect of the day of the entry into force of this Convention in respect of thethe day of the entry into force of this Convention in respect of the the day of the entry into force of this Convention in respect of the Statethe day of the entry into force of this Convention in respect of the State the day of the entry into force of this Convention in respect of the State concerned.the day of the entry into force of this Convention in respect of the State concerned. the day of the entry into force of this Convention in respect of the State concerned. However,the day of the entry into force of this Convention in respect of the State concerned. However, the day of the entry into force of this Convention in respect of the State concerned. However, suchthe day of the entry into force of this Convention in respect of the State concerned. However, such the day of the entry into force of this Convention in respect of the State concerned. However, such declarationsthe day of the entry into force of this Convention in respect of the State concerned. However, such declarations the day of the entry into force of this Convention in respect of the State concerned. However, such declarations andthe day of the entry into force of this Convention in respect of the State concerned. However, such declarations and the day of the entry into force of this Convention in respect of the State concerned. However, such declarations and reservationthe day of the entry into force of this Convention in respect of the State concerned. However, such declarations and reservations
may be renewed for periods of the same duration.

2. TwelveTwelve Twelve monthsTwelve months Twelve months beforTwelve months beforeTwelve months before Twelve months before theTwelve months before the Twelve months before the dateTwelve months before the date Twelve months before the date ofTwelve months before the date of Twelve months before the date of expiryTwelve months before the date of expiry Twelve months before the date of expiry ofTwelve months before the date of expiry of Twelve months before the date of expiry of theTwelve months before the date of expiry of the Twelve months before the date of expiry of the declarationTwelve months before the date of expiry of the declaration Twelve months before the date of expiry of the declaration orTwelve months before the date of expiry of the declaration or Twelve months before the date of expiry of the declaration or reservation,Twelve months before the date of expiry of the declaration or reservation, Twelve months before the date of expiry of the declaration or reservation, theTwelve months before the date of expiry of the declaration or reservation, the Twelve months before the date of expiry of the declaration or reservation, the SecretariatTwelve months before the date of expiry of the declaration or reservation, the Secretariat Twelve months before the date of expiry of the declaration or reservation, the Secretariat GeneralTwelve months before the date of expiry of the declaration or reservation, the Secretariat General Twelve months before the date of expiry of the declaration or reservation, the Secretariat General ofTwelve months before the date of expiry of the declaration or reservation, the Secretariat General of Twelve months before the date of expiry of the declaration or reservation, the Secretariat General of theTwelve months before the date of expiry of the declaration or reservation, the Secretariat General of the Twelve months before the date of expiry of the declaration or reservation, the Secretariat General of the CouncilTwelve months before the date of expiry of the declaration or reservation, the Secretariat General of the Council Twelve months before the date of expiry of the declaration or reservation, the Secretariat General of the Council ofTwelve months before the date of expiry of the declaration or reservation, the Secretariat General of the Council of Twelve months before the date of expiry of the declaration or reservation, the Secretariat General of the Council of EuropeTwelve months before the date of expiry of the declaration or reservation, the Secretariat General of the Council of Europe Twelve months before the date of expiry of the declaration or reservation, the Secretariat General of the Council of Europe shalTwelve months before the date of expiry of the declaration or reservation, the Secretariat General of the Council of Europe shall
givegive give noticegive notice give notice ofgive notice of give notice of thgive notice of thatgive notice of that give notice of that expirygive notice of that expiry give notice of that expiry togive notice of that expiry to give notice of that expiry to thegive notice of that expiry to the give notice of that expiry to the Stategive notice of that expiry to the State give notice of that expiry to the State concerned.give notice of that expiry to the State concerned.  give notice of that expiry to the State concerned.  Nogive notice of that expiry to the State concerned.  No give notice of that expiry to the State concerned.  No lattergive notice of that expiry to the State concerned.  No latter give notice of that expiry to the State concerned.  No latter thangive notice of that expiry to the State concerned.  No latter than give notice of that expiry to the State concerned.  No latter than threegive notice of that expiry to the State concerned.  No latter than three give notice of that expiry to the State concerned.  No latter than three monthsgive notice of that expiry to the State concerned.  No latter than three months give notice of that expiry to the State concerned.  No latter than three months beforegive notice of that expiry to the State concerned.  No latter than three months before give notice of that expiry to the State concerned.  No latter than three months before thegive notice of that expiry to the State concerned.  No latter than three months before the give notice of that expiry to the State concerned.  No latter than three months before the expiry,give notice of that expiry to the State concerned.  No latter than three months before the expiry, give notice of that expiry to the State concerned.  No latter than three months before the expiry, thegive notice of that expiry to the State concerned.  No latter than three months before the expiry, the give notice of that expiry to the State concerned.  No latter than three months before the expiry, the Stategive notice of that expiry to the State concerned.  No latter than three months before the expiry, the State give notice of that expiry to the State concerned.  No latter than three months before the expiry, the State shallgive notice of that expiry to the State concerned.  No latter than three months before the expiry, the State shall give notice of that expiry to the State concerned.  No latter than three months before the expiry, the State shall notifygive notice of that expiry to the State concerned.  No latter than three months before the expiry, the State shall notify give notice of that expiry to the State concerned.  No latter than three months before the expiry, the State shall notify thegive notice of that expiry to the State concerned.  No latter than three months before the expiry, the State shall notify the give notice of that expiry to the State concerned.  No latter than three months before the expiry, the State shall notify the Secretargive notice of that expiry to the State concerned.  No latter than three months before the expiry, the State shall notify the Secretary
GeneralGeneral General thatGeneral that General that itGeneral that it General that it isGeneral that it is General that it is upholding,General that it is upholding, General that it is upholding, amendingGeneral that it is upholding, amending General that it is upholding, amending orGeneral that it is upholding, amending or General that it is upholding, amending or withdrawingGeneral that it is upholding, amending or withdrawing General that it is upholding, amending or withdrawing itsGeneral that it is upholding, amending or withdrawing its General that it is upholding, amending or withdrawing its declarationGeneral that it is upholding, amending or withdrawing its declaration General that it is upholding, amending or withdrawing its declaration orGeneral that it is upholding, amending or withdrawing its declaration or General that it is upholding, amending or withdrawing its declaration or reservationGeneral that it is upholding, amending or withdrawing its declaration or reservation.General that it is upholding, amending or withdrawing its declaration or reservation.  General that it is upholding, amending or withdrawing its declaration or reservation.  InGeneral that it is upholding, amending or withdrawing its declaration or reservation.  In General that it is upholding, amending or withdrawing its declaration or reservation.  In theGeneral that it is upholding, amending or withdrawing its declaration or reservation.  In the General that it is upholding, amending or withdrawing its declaration or reservation.  In the absenceGeneral that it is upholding, amending or withdrawing its declaration or reservation.  In the absence General that it is upholding, amending or withdrawing its declaration or reservation.  In the absence ofGeneral that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of General that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of aGeneral that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of a General that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of a nGeneral that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of a notificationGeneral that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of a notification General that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of a notification byGeneral that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of a notification by General that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of a notification by theGeneral that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of a notification by the General that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of a notification by the StatGeneral that it is upholding, amending or withdrawing its declaration or reservation.  In the absence of a notification by the State
concerned,concerned, concerned, theconcerned, the concerned, the Secretariatconcerned, the Secretariat concerned, the Secretariat Generalconcerned, the Secretariat General concerned, the Secretariat General shallconcerned, the Secretariat General shall concerned, the Secretariat General shall informconcerned, the Secretariat General shall inform concerned, the Secretariat General shall inform tconcerned, the Secretariat General shall inform thatconcerned, the Secretariat General shall inform that concerned, the Secretariat General shall inform that Stateconcerned, the Secretariat General shall inform that State concerned, the Secretariat General shall inform that State thatconcerned, the Secretariat General shall inform that State that concerned, the Secretariat General shall inform that State that itsconcerned, the Secretariat General shall inform that State that its concerned, the Secretariat General shall inform that State that its declarationconcerned, the Secretariat General shall inform that State that its declaration concerned, the Secretariat General shall inform that State that its declaration orconcerned, the Secretariat General shall inform that State that its declaration or concerned, the Secretariat General shall inform that State that its declaration or reservationconcerned, the Secretariat General shall inform that State that its declaration or reservation concerned, the Secretariat General shall inform that State that its declaration or reservation isconcerned, the Secretariat General shall inform that State that its declaration or reservation is concerned, the Secretariat General shall inform that State that its declaration or reservation is consideredconcerned, the Secretariat General shall inform that State that its declaration or reservation is considered concerned, the Secretariat General shall inform that State that its declaration or reservation is considered toconcerned, the Secretariat General shall inform that State that its declaration or reservation is considered to concerned, the Secretariat General shall inform that State that its declaration or reservation is considered to haveconcerned, the Secretariat General shall inform that State that its declaration or reservation is considered to have concerned, the Secretariat General shall inform that State that its declaration or reservation is considered to have beenconcerned, the Secretariat General shall inform that State that its declaration or reservation is considered to have been concerned, the Secretariat General shall inform that State that its declaration or reservation is considered to have been extendeconcerned, the Secretariat General shall inform that State that its declaration or reservation is considered to have been extended
automaticallyautomatically automatically forautomatically for automatically for aautomatically for a automatically for a periodautomatically for a period automatically for a period ofautomatically for a period of automatically for a period of sixautomatically for a period of six automatically for a period of six moautomatically for a period of six months.automatically for a period of six months.  automatically for a period of six months.  Failureautomatically for a period of six months.  Failure automatically for a period of six months.  Failure byautomatically for a period of six months.  Failure by automatically for a period of six months.  Failure by theautomatically for a period of six months.  Failure by the automatically for a period of six months.  Failure by the Stateautomatically for a period of six months.  Failure by the State automatically for a period of six months.  Failure by the State concernedautomatically for a period of six months.  Failure by the State concerned automatically for a period of six months.  Failure by the State concerned toautomatically for a period of six months.  Failure by the State concerned to automatically for a period of six months.  Failure by the State concerned to notifyautomatically for a period of six months.  Failure by the State concerned to notify automatically for a period of six months.  Failure by the State concerned to notify itsautomatically for a period of six months.  Failure by the State concerned to notify its automatically for a period of six months.  Failure by the State concerned to notify its intentionautomatically for a period of six months.  Failure by the State concerned to notify its intention automatically for a period of six months.  Failure by the State concerned to notify its intention toautomatically for a period of six months.  Failure by the State concerned to notify its intention to automatically for a period of six months.  Failure by the State concerned to notify its intention to upholdautomatically for a period of six months.  Failure by the State concerned to notify its intention to uphold automatically for a period of six months.  Failure by the State concerned to notify its intention to uphold orautomatically for a period of six months.  Failure by the State concerned to notify its intention to uphold or automatically for a period of six months.  Failure by the State concerned to notify its intention to uphold or modifyautomatically for a period of six months.  Failure by the State concerned to notify its intention to uphold or modify automatically for a period of six months.  Failure by the State concerned to notify its intention to uphold or modify itsautomatically for a period of six months.  Failure by the State concerned to notify its intention to uphold or modify its automatically for a period of six months.  Failure by the State concerned to notify its intention to uphold or modify its declaratioautomatically for a period of six months.  Failure by the State concerned to notify its intention to uphold or modify its declaration
or reservation before the expiry of that period shall cause the declaration or reservation to lapse.

3. IfIf If aIf a If a PartyIf a Party If a Party makesIf a Party makes If a Party makes aIf a Party makes a If a Party makes a declaratIf a Party makes a declarationIf a Party makes a declaration If a Party makes a declaration inIf a Party makes a declaration in If a Party makes a declaration in conformityIf a Party makes a declaration in conformity If a Party makes a declaration in conformity withIf a Party makes a declaration in conformity with If a Party makes a declaration in conformity with ArticleIf a Party makes a declaration in conformity with Article If a Party makes a declaration in conformity with Article 37If a Party makes a declaration in conformity with Article 37 If a Party makes a declaration in conformity with Article 37 orIf a Party makes a declaration in conformity with Article 37 or If a Party makes a declaration in conformity with Article 37 or aIf a Party makes a declaration in conformity with Article 37 or a If a Party makes a declaration in conformity with Article 37 or a reservationIf a Party makes a declaration in conformity with Article 37 or a reservation If a Party makes a declaration in conformity with Article 37 or a reservation inIf a Party makes a declaration in conformity with Article 37 or a reservation in If a Party makes a declaration in conformity with Article 37 or a reservation in conformityIf a Party makes a declaration in conformity with Article 37 or a reservation in conformity If a Party makes a declaration in conformity with Article 37 or a reservation in conformity withIf a Party makes a declaration in conformity with Article 37 or a reservation in conformity with If a Party makes a declaration in conformity with Article 37 or a reservation in conformity with ArticleIf a Party makes a declaration in conformity with Article 37 or a reservation in conformity with Article If a Party makes a declaration in conformity with Article 37 or a reservation in conformity with Article 38,If a Party makes a declaration in conformity with Article 37 or a reservation in conformity with Article 38, If a Party makes a declaration in conformity with Article 37 or a reservation in conformity with Article 38, itIf a Party makes a declaration in conformity with Article 37 or a reservation in conformity with Article 38, it If a Party makes a declaration in conformity with Article 37 or a reservation in conformity with Article 38, it shallIf a Party makes a declaration in conformity with Article 37 or a reservation in conformity with Article 38, it shall If a Party makes a declaration in conformity with Article 37 or a reservation in conformity with Article 38, it shall provide,If a Party makes a declaration in conformity with Article 37 or a reservation in conformity with Article 38, it shall provide, If a Party makes a declaration in conformity with Article 37 or a reservation in conformity with Article 38, it shall provide, beforIf a Party makes a declaration in conformity with Article 37 or a reservation in conformity with Article 38, it shall provide, before
its renewal or upon request, an explanation to  &. , on the grounds justifying its continuance.]

[Article 40  �  Amendments

1 AmendmentsAmendments Amendments toAmendments to Amendments to thisAmendments to this Amendments to this ConventionAmendments to this Convention Amendments to this Convention mayAmendments to this Convention may Amendments to this Convention may beAmendments to this Convention may be Amendments to this Convention may be prAmendments to this Convention may be proposedAmendments to this Convention may be proposed Amendments to this Convention may be proposed byAmendments to this Convention may be proposed by Amendments to this Convention may be proposed by anyAmendments to this Convention may be proposed by any Amendments to this Convention may be proposed by any Party,Amendments to this Convention may be proposed by any Party, Amendments to this Convention may be proposed by any Party, andAmendments to this Convention may be proposed by any Party, and Amendments to this Convention may be proposed by any Party, and shallAmendments to this Convention may be proposed by any Party, and shall Amendments to this Convention may be proposed by any Party, and shall beAmendments to this Convention may be proposed by any Party, and shall be Amendments to this Convention may be proposed by any Party, and shall be communicatedAmendments to this Convention may be proposed by any Party, and shall be communicated Amendments to this Convention may be proposed by any Party, and shall be communicated byAmendments to this Convention may be proposed by any Party, and shall be communicated by Amendments to this Convention may be proposed by any Party, and shall be communicated by theAmendments to this Convention may be proposed by any Party, and shall be communicated by the Amendments to this Convention may be proposed by any Party, and shall be communicated by the SecretaryAmendments to this Convention may be proposed by any Party, and shall be communicated by the Secretary Amendments to this Convention may be proposed by any Party, and shall be communicated by the Secretary GeneraAmendments to this Convention may be proposed by any Party, and shall be communicated by the Secretary General
ofof of theof the of the Couof the Councilof the Council of the Council ofof the Council of of the Council of Europeof the Council of Europe of the Council of Europe toof the Council of Europe to of the Council of Europe to thof the Council of Europe to theof the Council of Europe to the of the Council of Europe to the memberof the Council of Europe to the member of the Council of Europe to the member Statesof the Council of Europe to the member States of the Council of Europe to the member States ofof the Council of Europe to the member States of of the Council of Europe to the member States of theof the Council of Europe to the member States of the of the Council of Europe to the member States of the Councilof the Council of Europe to the member States of the Council of the Council of Europe to the member States of the Council ofof the Council of Europe to the member States of the Council of of the Council of Europe to the member States of the Council of Europeof the Council of Europe to the member States of the Council of Europe of the Council of Europe to the member States of the Council of Europe andof the Council of Europe to the member States of the Council of Europe and of the Council of Europe to the member States of the Council of Europe and toof the Council of Europe to the member States of the Council of Europe and to of the Council of Europe to the member States of the Council of Europe and to everyof the Council of Europe to the member States of the Council of Europe and to every of the Council of Europe to the member States of the Council of Europe and to every non-memberof the Council of Europe to the member States of the Council of Europe and to every non-member of the Council of Europe to the member States of the Council of Europe and to every non-member Stateof the Council of Europe to the member States of the Council of Europe and to every non-member State of the Council of Europe to the member States of the Council of Europe and to every non-member State whichof the Council of Europe to the member States of the Council of Europe and to every non-member State which of the Council of Europe to the member States of the Council of Europe and to every non-member State which hasof the Council of Europe to the member States of the Council of Europe and to every non-member State which has of the Council of Europe to the member States of the Council of Europe and to every non-member State which has accededof the Council of Europe to the member States of the Council of Europe and to every non-member State which has acceded of the Council of Europe to the member States of the Council of Europe and to every non-member State which has acceded toof the Council of Europe to the member States of the Council of Europe and to every non-member State which has acceded to,
or has been invited to accede to this Convention in accordance with the provisions of Article 34.
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2 AnyAny Any amendmentAny amendment Any amendment proposedAny amendment proposed Any amendment proposed byAny amendment proposed by Any amendment proposed by aAny amendment proposed by a Any amendment proposed by a PartyAny amendment proposed by a Party Any amendment proposed by a Party shAny amendment proposed by a Party shallAny amendment proposed by a Party shall Any amendment proposed by a Party shall beAny amendment proposed by a Party shall be Any amendment proposed by a Party shall be communicatedAny amendment proposed by a Party shall be communicated Any amendment proposed by a Party shall be communicated toAny amendment proposed by a Party shall be communicated to Any amendment proposed by a Party shall be communicated to theAny amendment proposed by a Party shall be communicated to the Any amendment proposed by a Party shall be communicated to the EuropeanAny amendment proposed by a Party shall be communicated to the European Any amendment proposed by a Party shall be communicated to the European CommitteeAny amendment proposed by a Party shall be communicated to the European Committee Any amendment proposed by a Party shall be communicated to the European Committee onAny amendment proposed by a Party shall be communicated to the European Committee on Any amendment proposed by a Party shall be communicated to the European Committee on CrimeAny amendment proposed by a Party shall be communicated to the European Committee on Crime Any amendment proposed by a Party shall be communicated to the European Committee on Crime ProblemAny amendment proposed by a Party shall be communicated to the European Committee on Crime Problems
(CDPC), which shall submit to the Committee of Ministers its opinion on that proposed amendment.

3 TheThe The CThe CommitteeThe Committee The Committee ofThe Committee of The Committee of MinistThe Committee of MinistersThe Committee of Ministers The Committee of Ministers shallThe Committee of Ministers shall The Committee of Ministers shall considerThe Committee of Ministers shall consider The Committee of Ministers shall consider theThe Committee of Ministers shall consider the The Committee of Ministers shall consider the proposedThe Committee of Ministers shall consider the proposed The Committee of Ministers shall consider the proposed amendmentThe Committee of Ministers shall consider the proposed amendment The Committee of Ministers shall consider the proposed amendment andThe Committee of Ministers shall consider the proposed amendment and The Committee of Ministers shall consider the proposed amendment and theThe Committee of Ministers shall consider the proposed amendment and the The Committee of Ministers shall consider the proposed amendment and the opinionThe Committee of Ministers shall consider the proposed amendment and the opinion The Committee of Ministers shall consider the proposed amendment and the opinion submittedThe Committee of Ministers shall consider the proposed amendment and the opinion submitted The Committee of Ministers shall consider the proposed amendment and the opinion submitted byThe Committee of Ministers shall consider the proposed amendment and the opinion submitted by The Committee of Ministers shall consider the proposed amendment and the opinion submitted by theThe Committee of Ministers shall consider the proposed amendment and the opinion submitted by the The Committee of Ministers shall consider the proposed amendment and the opinion submitted by the CDPCThe Committee of Ministers shall consider the proposed amendment and the opinion submitted by the CDPC The Committee of Ministers shall consider the proposed amendment and the opinion submitted by the CDPC andThe Committee of Ministers shall consider the proposed amendment and the opinion submitted by the CDPC and,
following consultation of the non-member State Parties to this Convention, may adopt the amendment.

4 TheThe The textThe text The text ofThe text of The text of anyThe text of any The text of any amendmentThe text of any amendment The text of any amendment adoptedThe text of any amendment adopted The text of any amendment adopted byThe text of any amendment adopted by The text of any amendment adopted by theThe text of any amendment adopted by the The text of any amendment adopted by the CommitteeThe text of any amendment adopted by the Committee The text of any amendment adopted by the Committee ofThe text of any amendment adopted by the Committee of The text of any amendment adopted by the Committee of MinistersThe text of any amendment adopted by the Committee of Ministers The text of any amendment adopted by the Committee of Ministers inThe text of any amendment adopted by the Committee of Ministers in The text of any amendment adopted by the Committee of Ministers in accordanceThe text of any amendment adopted by the Committee of Ministers in accordance The text of any amendment adopted by the Committee of Ministers in accordance withThe text of any amendment adopted by the Committee of Ministers in accordance with The text of any amendment adopted by the Committee of Ministers in accordance with paraThe text of any amendment adopted by the Committee of Ministers in accordance with paragThe text of any amendment adopted by the Committee of Ministers in accordance with paragraphThe text of any amendment adopted by the Committee of Ministers in accordance with paragraph The text of any amendment adopted by the Committee of Ministers in accordance with paragraph 3The text of any amendment adopted by the Committee of Ministers in accordance with paragraph 3 The text of any amendment adopted by the Committee of Ministers in accordance with paragraph 3 ofThe text of any amendment adopted by the Committee of Ministers in accordance with paragraph 3 of The text of any amendment adopted by the Committee of Ministers in accordance with paragraph 3 of thisThe text of any amendment adopted by the Committee of Ministers in accordance with paragraph 3 of this The text of any amendment adopted by the Committee of Ministers in accordance with paragraph 3 of this articlThe text of any amendment adopted by the Committee of Ministers in accordance with paragraph 3 of this article
shall be forwarded to the Parties for acceptance.

5 AnyAny Any amendmentAny amendment Any amendment adoptedAny amendment adopted Any amendment adopted iAny amendment adopted inAny amendment adopted in Any amendment adopted in accordanceAny amendment adopted in accordance Any amendment adopted in accordance withAny amendment adopted in accordance with Any amendment adopted in accordance with paraAny amendment adopted in accordance with paragraphAny amendment adopted in accordance with paragraph Any amendment adopted in accordance with paragraph 3Any amendment adopted in accordance with paragraph 3 Any amendment adopted in accordance with paragraph 3 ofAny amendment adopted in accordance with paragraph 3 of Any amendment adopted in accordance with paragraph 3 of thisAny amendment adopted in accordance with paragraph 3 of this Any amendment adopted in accordance with paragraph 3 of this articleAny amendment adopted in accordance with paragraph 3 of this article Any amendment adopted in accordance with paragraph 3 of this article shallAny amendment adopted in accordance with paragraph 3 of this article shall Any amendment adopted in accordance with paragraph 3 of this article shall comeAny amendment adopted in accordance with paragraph 3 of this article shall come Any amendment adopted in accordance with paragraph 3 of this article shall come intoAny amendment adopted in accordance with paragraph 3 of this article shall come into Any amendment adopted in accordance with paragraph 3 of this article shall come into forceAny amendment adopted in accordance with paragraph 3 of this article shall come into force Any amendment adopted in accordance with paragraph 3 of this article shall come into force onAny amendment adopted in accordance with paragraph 3 of this article shall come into force on Any amendment adopted in accordance with paragraph 3 of this article shall come into force on theAny amendment adopted in accordance with paragraph 3 of this article shall come into force on the Any amendment adopted in accordance with paragraph 3 of this article shall come into force on the thirtiethAny amendment adopted in accordance with paragraph 3 of this article shall come into force on the thirtieth Any amendment adopted in accordance with paragraph 3 of this article shall come into force on the thirtieth dayAny amendment adopted in accordance with paragraph 3 of this article shall come into force on the thirtieth day Any amendment adopted in accordance with paragraph 3 of this article shall come into force on the thirtieth day afteAny amendment adopted in accordance with paragraph 3 of this article shall come into force on the thirtieth day after
all Parties have informed the Secretary General of their acceptance thereof.]

[Article 41  �  Settlement of disputes

1 TheThe The EuropeanThe European The European CommitteeThe European Committee The European Committee onThe European Committee on The European Committee on CrimeThe European Committee on Crime The European Committee on Crime ProblemsThe European Committee on Crime Problems The European Committee on Crime Problems ofThe European Committee on Crime Problems of The European Committee on Crime Problems of theThe European Committee on Crime Problems of the The European Committee on Crime Problems of the CoThe European Committee on Crime Problems of the CouncilThe European Committee on Crime Problems of the Council The European Committee on Crime Problems of the Council ofThe European Committee on Crime Problems of the Council of The European Committee on Crime Problems of the Council of EurThe European Committee on Crime Problems of the Council of EuropeThe European Committee on Crime Problems of the Council of Europe The European Committee on Crime Problems of the Council of Europe shallThe European Committee on Crime Problems of the Council of Europe shall The European Committee on Crime Problems of the Council of Europe shall beThe European Committee on Crime Problems of the Council of Europe shall be The European Committee on Crime Problems of the Council of Europe shall be keptThe European Committee on Crime Problems of the Council of Europe shall be kept The European Committee on Crime Problems of the Council of Europe shall be kept informedThe European Committee on Crime Problems of the Council of Europe shall be kept informed The European Committee on Crime Problems of the Council of Europe shall be kept informed regardingThe European Committee on Crime Problems of the Council of Europe shall be kept informed regarding The European Committee on Crime Problems of the Council of Europe shall be kept informed regarding thThe European Committee on Crime Problems of the Council of Europe shall be kept informed regarding the
interpretation and application of this Convention.

2 InIn In caseIn case In case ofIn case of In case of aIn case of a In case of a disputeIn case of a dispute In case of a dispute betweenIn case of a dispute between In case of a dispute between PaIn case of a dispute between PartiesIn case of a dispute between Parties In case of a dispute between Parties asIn case of a dispute between Parties as In case of a dispute between Parties as toIn case of a dispute between Parties as to In case of a dispute between Parties as to theIn case of a dispute between Parties as to the In case of a dispute between Parties as to the interpretationIn case of a dispute between Parties as to the interpretation In case of a dispute between Parties as to the interpretation orIn case of a dispute between Parties as to the interpretation or In case of a dispute between Parties as to the interpretation or applicationIn case of a dispute between Parties as to the interpretation or application In case of a dispute between Parties as to the interpretation or application ofIn case of a dispute between Parties as to the interpretation or application of In case of a dispute between Parties as to the interpretation or application of thisIn case of a dispute between Parties as to the interpretation or application of this In case of a dispute between Parties as to the interpretation or application of this Convention,In case of a dispute between Parties as to the interpretation or application of this Convention, In case of a dispute between Parties as to the interpretation or application of this Convention, theyIn case of a dispute between Parties as to the interpretation or application of this Convention, they In case of a dispute between Parties as to the interpretation or application of this Convention, they shallIn case of a dispute between Parties as to the interpretation or application of this Convention, they shall In case of a dispute between Parties as to the interpretation or application of this Convention, they shall seekIn case of a dispute between Parties as to the interpretation or application of this Convention, they shall seek a
settlementsettlement settlement ofsettlement of settlement of thsettlement of thesettlement of the settlement of the disputesettlement of the dispute settlement of the dispute throughsettlement of the dispute through settlement of the dispute through negotiationsettlement of the dispute through negotiation settlement of the dispute through negotiation orsettlement of the dispute through negotiation or settlement of the dispute through negotiation or anysettlement of the dispute through negotiation or any settlement of the dispute through negotiation or any othersettlement of the dispute through negotiation or any other settlement of the dispute through negotiation or any other peacefulsettlement of the dispute through negotiation or any other peaceful settlement of the dispute through negotiation or any other peaceful msettlement of the dispute through negotiation or any other peaceful meanssettlement of the dispute through negotiation or any other peaceful means settlement of the dispute through negotiation or any other peaceful means ofsettlement of the dispute through negotiation or any other peaceful means of settlement of the dispute through negotiation or any other peaceful means of theirsettlement of the dispute through negotiation or any other peaceful means of their settlement of the dispute through negotiation or any other peaceful means of their choice,settlement of the dispute through negotiation or any other peaceful means of their choice, settlement of the dispute through negotiation or any other peaceful means of their choice, includingsettlement of the dispute through negotiation or any other peaceful means of their choice, including settlement of the dispute through negotiation or any other peaceful means of their choice, including submissionsettlement of the dispute through negotiation or any other peaceful means of their choice, including submission settlement of the dispute through negotiation or any other peaceful means of their choice, including submission ofsettlement of the dispute through negotiation or any other peaceful means of their choice, including submission of settlement of the dispute through negotiation or any other peaceful means of their choice, including submission of thesettlement of the dispute through negotiation or any other peaceful means of their choice, including submission of the settlement of the dispute through negotiation or any other peaceful means of their choice, including submission of the disputesettlement of the dispute through negotiation or any other peaceful means of their choice, including submission of the dispute settlement of the dispute through negotiation or any other peaceful means of their choice, including submission of the dispute tsettlement of the dispute through negotiation or any other peaceful means of their choice, including submission of the dispute to
thethe the Europeanthe European the European Committeethe European Committee the European Committee onthe European Committee on the European Committee on Crimethe European Committee on Crime the European Committee on Crime Problems,the European Committee on Crime Problems, the European Committee on Crime Problems, tthe European Committee on Crime Problems, tothe European Committee on Crime Problems, to the European Committee on Crime Problems, to anthe European Committee on Crime Problems, to an the European Committee on Crime Problems, to an arbitralthe European Committee on Crime Problems, to an arbitral the European Committee on Crime Problems, to an arbitral tribunalthe European Committee on Crime Problems, to an arbitral tribunal the European Committee on Crime Problems, to an arbitral tribunal whosethe European Committee on Crime Problems, to an arbitral tribunal whose the European Committee on Crime Problems, to an arbitral tribunal whose decisionsthe European Committee on Crime Problems, to an arbitral tribunal whose decisions the European Committee on Crime Problems, to an arbitral tribunal whose decisions shallthe European Committee on Crime Problems, to an arbitral tribunal whose decisions shall the European Committee on Crime Problems, to an arbitral tribunal whose decisions shall bethe European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be the European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be bindthe European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be bindingthe European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding the European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding uponthe European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding upon the European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding upon thethe European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding upon the the European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding upon the Parties,the European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding upon the Parties, the European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding upon the Parties, orthe European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding upon the Parties, or the European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding upon the Parties, or tothe European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding upon the Parties, or to the European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding upon the Parties, or to ththe European Committee on Crime Problems, to an arbitral tribunal whose decisions shall be binding upon the Parties, or to the
International Court of Justice, as agreed upon by the Parties concerned.]

Article 42  �  Denunciation

1 AnyAny Any PartyAny Party Any Party may,Any Party may, Any Party may, atAny Party may, at Any Party may, at anyAny Party may, at any Any Party may, at any tiAny Party may, at any time,Any Party may, at any time, Any Party may, at any time, denounceAny Party may, at any time, denounce Any Party may, at any time, denounce thisAny Party may, at any time, denounce this Any Party may, at any time, denounce this ConventionAny Party may, at any time, denounce this Convention Any Party may, at any time, denounce this Convention byAny Party may, at any time, denounce this Convention by Any Party may, at any time, denounce this Convention by meansAny Party may, at any time, denounce this Convention by means Any Party may, at any time, denounce this Convention by means ofAny Party may, at any time, denounce this Convention by means of Any Party may, at any time, denounce this Convention by means of aAny Party may, at any time, denounce this Convention by means of a Any Party may, at any time, denounce this Convention by means of a notificationAny Party may, at any time, denounce this Convention by means of a notification Any Party may, at any time, denounce this Convention by means of a notification addressedAny Party may, at any time, denounce this Convention by means of a notification addressed Any Party may, at any time, denounce this Convention by means of a notification addressed toAny Party may, at any time, denounce this Convention by means of a notification addressed to Any Party may, at any time, denounce this Convention by means of a notification addressed to theAny Party may, at any time, denounce this Convention by means of a notification addressed to the Any Party may, at any time, denounce this Convention by means of a notification addressed to the SecretaryAny Party may, at any time, denounce this Convention by means of a notification addressed to the Secretary Any Party may, at any time, denounce this Convention by means of a notification addressed to the Secretary GeneraAny Party may, at any time, denounce this Convention by means of a notification addressed to the Secretary General
of the Council of Europe.

2 SuchSuch Such denunciationSuch denunciation Such denunciation shallSuch denunciation shall Such denunciation shall becomeSuch denunciation shall become Such denunciation shall become effectiveSuch denunciation shall become effective Such denunciation shall become effective onSuch denunciation shall become effective on Such denunciation shall become effective on theSuch denunciation shall become effective on the Such denunciation shall become effective on the firstSuch denunciation shall become effective on the first Such denunciation shall become effective on the first daySuch denunciation shall become effective on the first day Such denunciation shall become effective on the first day ofSuch denunciation shall become effective on the first day of Such denunciation shall become effective on the first day of theSuch denunciation shall become effective on the first day of the Such denunciation shall become effective on the first day of the monthSuch denunciation shall become effective on the first day of the month Such denunciation shall become effective on the first day of the month followingSuch denunciation shall become effective on the first day of the month following Such denunciation shall become effective on the first day of the month following theSuch denunciation shall become effective on the first day of the month following the Such denunciation shall become effective on the first day of the month following the expirationSuch denunciation shall become effective on the first day of the month following the expiration Such denunciation shall become effective on the first day of the month following the expiration ofSuch denunciation shall become effective on the first day of the month following the expiration of Such denunciation shall become effective on the first day of the month following the expiration of aSuch denunciation shall become effective on the first day of the month following the expiration of a Such denunciation shall become effective on the first day of the month following the expiration of a periodSuch denunciation shall become effective on the first day of the month following the expiration of a period Such denunciation shall become effective on the first day of the month following the expiration of a period ofSuch denunciation shall become effective on the first day of the month following the expiration of a period of Such denunciation shall become effective on the first day of the month following the expiration of a period of threSuch denunciation shall become effective on the first day of the month following the expiration of a period of three
months after the date of receipt of the notification by the Secretary General.

Article 43  �  Notification

TheThe The SecretaryThe Secretary The Secretary GeneralThe Secretary General The Secretary General ofThe Secretary General of The Secretary General of theThe Secretary General of the The Secretary General of the CouncilThe Secretary General of the Council The Secretary General of the Council ofThe Secretary General of the Council of The Secretary General of the Council of EuropeThe Secretary General of the Council of Europe The Secretary General of the Council of Europe shallThe Secretary General of the Council of Europe shall The Secretary General of the Council of Europe shall notifyThe Secretary General of the Council of Europe shall notify The Secretary General of the Council of Europe shall notify theThe Secretary General of the Council of Europe shall notify the The Secretary General of the Council of Europe shall notify the memberThe Secretary General of the Council of Europe shall notify the member The Secretary General of the Council of Europe shall notify the member StatesThe Secretary General of the Council of Europe shall notify the member States The Secretary General of the Council of Europe shall notify the member States ofThe Secretary General of the Council of Europe shall notify the member States of The Secretary General of the Council of Europe shall notify the member States of theThe Secretary General of the Council of Europe shall notify the member States of the The Secretary General of the Council of Europe shall notify the member States of the CouncilThe Secretary General of the Council of Europe shall notify the member States of the Council The Secretary General of the Council of Europe shall notify the member States of the Council ofThe Secretary General of the Council of Europe shall notify the member States of the Council of The Secretary General of the Council of Europe shall notify the member States of the Council of EuropeThe Secretary General of the Council of Europe shall notify the member States of the Council of Europe The Secretary General of the Council of Europe shall notify the member States of the Council of Europe andThe Secretary General of the Council of Europe shall notify the member States of the Council of Europe and The Secretary General of the Council of Europe shall notify the member States of the Council of Europe and anyThe Secretary General of the Council of Europe shall notify the member States of the Council of Europe and any The Secretary General of the Council of Europe shall notify the member States of the Council of Europe and any StaThe Secretary General of the Council of Europe shall notify the member States of the Council of Europe and any StateThe Secretary General of the Council of Europe shall notify the member States of the Council of Europe and any State The Secretary General of the Council of Europe shall notify the member States of the Council of Europe and any State whicThe Secretary General of the Council of Europe shall notify the member States of the Council of Europe and any State which
has acceded to this Convention of:

a  any signature;

b  the deposit of any instrument of ratification, acceptance, approval or accession;

c  any date of entry into force of this Convention in accordance with Articles 33 and 34;

d  any declaration or reservation made under Article 37 or Article 38;

e  any other act, notification or communication relating to this Convention.



-26-

In witness whereof the undersigned, being duly authorised thereto, have signed this Convention.
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