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NOTE 
From: Presidency 
To: Delegations 
No. prev. doc.: 5776/2/16 REV 2 
Subject: EU Cybersecurity Strategy Roadmap 

- finalisation 
  

 

1. The Roadmap was put in place in the second half of 2013 by the LT Presidency as a tool to 

support the implementation of the 2013 EU Cybersecurity Strategy. Throughout the years it 

has been regularly updated to reflect the progress on the respective actions. 

2. Under the NL Presidency it was seriously restructured to take into account all the relevant 

instruments shaping the cyber policy as well as the related actors and cyber-related initiatives 

within other than the HWP on Cyber Issues Council Preparatory Bodies. 

3. In view of the process launched recently by the Commission and EEAS to review the 2013 

Strategy the Presidency has prepared an update of the Roadmap cross-checking the respective 

actions against their current state of play. 
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4. The Presidency would like to invite delegations to: 

 - take note of the updated version of the Roadmap; 

 - consider its future status in view of the upcoming new Cybersecurity strategy and its 

respective implementation. 

 

________________
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5. Foster pan-European cybersecurity cooperation, in 
particular by enhancing pan-European cybersecurity 
exercises (§ 29.5) 

International cyber exercises 
calendar 

 Ensure the involvement 
of NIS entities, LEA and 
judiciary in such 
exercises in cooperation 
with ENISA, Europol 
and Eurojust 

6. Cybersecurity issues in light of ongoing work on the 
solidarity clause (§ 29.8) 

EU PACE 2017 (cyber 
component) 

  

7. All EU institutions, bodies and agencies, in 
cooperation with MS to take the necessary action to 
ensure their own cybersecurity, by reinforcing their 
security according to the appropriate security standards 
(§ 25) 

Support CERT-EU as the 
shared security and incident 
response capacity of the EU 
institutions, agencies and 
bodies 

 Cooperation between 
Europol and CERT-EU 





 

 

8901/17   MK/ec 7 
ANNEX I DG D 2B LIMITE EN 
 

 

6. Use the Instrument contributing to Stability and Peace 
(IcSP, formerly Instrument for Stability (IfS)) to 
develop the fight against cybercrime (…) in third 
countries from where cybercriminal organisations 
operate (§ 36.3) 

   

7. Need for strong and effective legislation to tackle 
cybercrime (Strategy) 

Prevention/Awareness raising 
Data retention 
E-evidence 
MLA 
Encryption 
Online investigation powers 
Cryptocurrencies 
Due diligence 

  

* ISS Implementation R&D contribution to the 
fight against cybercrime 
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Discussion of the MT visit report, adoption of ES and LT reports 
 
 
Discussion of the CY and IT visit reports, adoption of MT report 
 
Discussion of the PT visit report, adoption of CY and IT reports 
 
 
Discussion of the DK visit report, adoption of PT report 
 
Discussion of SI, PL, HU, CZ, EL visit reports, adoption of DK report 
 
 
Discussion of HR, LV visit reports, adoption of EL, CZ, HU, SI, PL reports 
 
 
 
 
 
Discussion of LUX, IE, DE visit reports, adoption of HR, LV reports 
 
 
Discussion of BE, AT, SV visit reports, adoption of LUX, IE, DE reports 
 

 
6289/1/16 REV 1 DCL 1 (ES) 
6520/1/16 REV 1 DCL 1 (LT) 
 
7696/1/16 REV 1 DCL 1 MT) 
 
9892/1/16 REV 1 DCL 1 (CY) 
9955/1/16 REV 1 DCL 1 (IT) 
 
10905/1/16 REV 1 (PT) 
 
13204/1/16 REV 1 DCL 1 + COR 1 
DCL 1 (DK) 
 
14584/1/16 REV 1 DCL 1 (EL) 
13203/1/16 REV 1 DCL 1 (CZ) 
14583/1/16 REV 1 DCL 1 (HU) 
14586/1/16 REV 1 DCL 1 (SI) 
14585/1/16 REV 1 DCL 1 (PL) 
 
5250/1/17 REV 1 DCL 1 (HR) 
5387/1/17 REV 1 DCL 1 (LV) 
 
7162/1/17 REV 1 (LUX) 
7160/1/17 REV 1 (IE) 
7159/1/17 REV 1 (DE) 

 
27/04/2016 
 
 
24/06/2016 
 
20/07/2016 
 
 
26/10/16 
 
14/12/16 
 
 
03/02/17 
 
 
 
 
 
07/04/2017 
 
 
05/05/2017 














