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The European Data Protection Supervisor (EDPS) is an independent institution of the EU, 

responsible under Article 41(2) of Regulation 45/2001 ‘With respect to the processing of 

personal data… for ensuring that the fundamental rights and freedoms of natural persons, and 

in particular their right to privacy, are respected by the Community institutions and bodies’, 

and ‘…for advising Community institutions and bodies and data subjects on all matters 

concerning the processing of personal data’. Under Article 28(2) of Regulation 45/2001, the 

Commission is required, ‘when adopting a legislative Proposal relating to the protection of 

individuals’ rights and freedoms with regard to the processing of personal data...’, to consult 

the EDPS. 

He was appointed in December 2014 together with the Assistant Supervisor with the specific 

remit of being constructive and proactive. The EDPS published in March 2015 a five-year 

strategy setting out how he intends to implement this remit, and to be accountable for doing 

so. 

This Opinion relates to the EDPS' mission to advise the EU institutions on the data protection 

implications of their policies and foster accountable policymaking - in line with Action 9 of the 

EDPS Strategy: 'Facilitating responsible and informed policymaking'. The EDPS considers 

that compliance with data protection requirements will be key to the success of the future 

European Travel Information and Authorisation System.  
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Executive Summary 

EU border management policy has witnessed notable developments over the past years, due to 

the challenges posed by the influx of refugees and migrants, as well as security concerns 

heightened by the attacks in Paris, Brussels and Nice. The situation at present and the need to 

guarantee safety within the territory of the Member States prompted the Commission to launch 

several legislative initiatives aiming at improving control over persons accessing the Schengen 

Area. 

One of these initiatives is the Proposal for a Regulation establishing a European Travel 

Information and Authorisation System (‘ETIAS’), tabled by the Commission on 16 November 

2016. 

According to the Proposal, the system would require visa-exempt travellers to undergo a risk 

assessment with respect to security, irregular migration and public health risks prior to their 

arrival at the Schengen borders. This assessment would be carried out by means of cross-

checking applicant’s data submitted through ETIAS against other EU information systems, a 

dedicated ETIAS watchlist and screening rules. This process will result in granting -or denying- 

an automated authorisation for entering the EU. 

With the ETIAS Proposal, the EU legislator appears to follow the increasing trend of 

addressing security and migration management purposes jointly, without taking into account 

the substantial distinctions between these two policy areas. The establishment of ETIAS would 

have a significant impact on the right to the protection of personal data, since various kinds of 

data, collected initially for very different purposes, will become accessible to a broader range 

of public authorities (i.e. immigration authorities, border guards, law enforcement authorities, 

etc). For this reason, the EDPS considers that there is a need for conducting an assessment of 

the impact that the Proposal will entail on the right to privacy and the right to data protection 

enshrined in the Charter of Fundamental Rights of the EU, which will take stock of all existing 

EU-level measures for migration and security objectives.  

Moreover, the ETIAS Proposal raises concerns regarding the process of determining the 

possible risks posed by the applicant. In this regard, specific attention should be given to the 

definition of those risks as such. Given that the consequence for an individual could be a denial 

of entry, the law should clearly define what the assessed risks are. The EDPS also questions 

the existence of the ETIAS screening rules. The EDPS understands that the legislator’s 

objective is to create a tool enabling the automatic singling out of visa-exempt third country 

nationals suspected of posing such risks. Nonetheless, profiling, as any other form of 

computerised data analysis applied to individuals, raises serious technical, legal and ethical 

questions. Therefore, the EDPS calls for convincing evidence supporting the necessity of using 

profiling tools for the purposes of ETIAS. 

Furthermore, the EDPS questions the relevance of collecting and processing health data as 

envisaged in the Proposal. He asks for better justification of the chosen data retention period 

and of the necessity of granting access to national law enforcement agencies and Europol.  

Finally, he provides recommendations for instance on the division of roles and responsibilities 

between the different entities involved and the architecture and information security of ETIAS. 
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THE EUROPEAN DATA PROTECTION SUPERVISOR,  
 

Having regard to the Treaty of the Functioning of the European Union, and in particular Article 

16 thereof,  

 

Having regard to the Charter of Fundamental Rights of the European Union, and in particular 

Articles 7 and 8 thereof,  

 

Having regard to Directive 95/46/EC of the European Parliament and of the Council of 24 

October 1995 on the protection of individuals with regard to the processing of personal data 

and on the free movement of such data1,  

 

Having regard to Regulation (EC) No 45/2001 of the European Parliament and of the Council 

of 18 December 2000 on the protection of individuals with regard to the processing of personal 

data by the Community institutions and bodies and on the free movement of such data2, and in 

particular Articles 28(2), 41(2) and 46(d) thereof,  

 

Having regard to Council Framework Decision 2008/977/JHA of 27 November 2008 on the 

protection of personal data processed in the framework of police and judicial cooperation in 

criminal matters3,  
 

HAS ADOPTED THE FOLLOWING OPINION: 

 

 

 

I. INTRODUCTION  

1. The European Commission’s initiative of establishing a European Travel Information and 

Authorisation System (hereinafter referred to as ‘ETIAS’) dates back to a Communication 

of 2008 entitled “Preparing the next steps in border management in the European Union”4. 

In this Communication, the Commission suggested new tools for the future management 

of European borders -notably the Entry/Exist System (‘EES’) and the Registered Traveller 

Programme (‘RTP’)- and considered for the first time the introduction of ETIAS, called an 

EU Electronic System of Travel Authorisation (‘ESTA’) at the time. The EDPS issued 

preliminary comments5 on this Communication the same year.  

 

2. In February 2011, the Commission issued a Policy Study6 analysing four different options 

for the introduction of an EU ESTA. The Study reached the conclusion that the conditions 

were not met at the time to justify building an EU ESTA. In a Communication7 of 2012 

related to Smart Borders, the Commission considered that the establishment of an EU 

ESTA should be temporarily discarded but announced its intention to continue the work on 

the EES and the RTP. 

 

3. In the Communication8 “Stronger and Smarter Information Systems for Borders and 

Security” of 6 April 2016, the Commission announced that it will assess the necessity, 

technical feasibility and the proportionality of establishing a future European Travel 

Information and Authorisation System. The same year, the Commission carried out a 

Feasibility Study, which used as a benchmark three other existing travel authorisation 

systems in the world: the ESTA in the USA, the eTA in Canada and the eVisitor in 

Australia.  
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4. On 16 November, the Commission released the Final Report of the Feasibility Study9 

(hereinafter referred to as ‘2016 Feasibility Study’) as well as the Proposal for ETIAS 

(hereinafter referred to as ‘the Proposal”).  

 

5. The EDPS welcomes that he was informally consulted by the Commission services before 

the adoption of the Proposal. However, he regrets that due to the very tight deadline and 

the importance and the complexity of the Proposal it was not possible to provide a 

meaningful contribution at that time. 

 

 

 

II. AIM OF THE PROPOSAL  

6. The EDPS understands from the Proposal and the accompanying documents, that ETIAS 

would be an automated IT system created to identify migration, security and health risks 

associated with a visa-exempt visitor travelling to the Schengen Area. He notes that data 

processed in ETIAS could also be accessed by national law enforcement authorities and 

Europol when this is necessary to prevent, detect and investigate terrorist offences and other 

serious criminal offences. 

 

7. Under the Proposal, all visa-exempt third country nationals will have to insert a set of data 

in an online application prior to the date of their trip. When verifying and assessing the 

information submitted by visa-exempt travellers in order to grant or deny a travel 

authorisation, the system will automatically cross-check each application against: 

- other EU information systems: the Schengen Information System (‘SIS’), the Visa 

Information System (‘VIS’), Europol data, the Interpol database for Stolen and Lost 

Travel Documents (‘SLTD’), as well as possibly the Eurodac database, the future 

European Criminal Records Information System (‘ECRIS’) for third country nationals 

and the future EES,  

- a dedicated ETIAS watchlist which will be established by Europol and will consist of 

data related to persons who are suspected of having committed or taken part in a 

criminal offence or persons regarding whom there are factual indications or reasonable 

grounds to believe that they will commit criminal offences,  

- and screening rules defined within the ETIAS Central System.  

 

8. Where the automated processing does not report any hit, the system will automatically issue 

a travel authorisation. If there is one or several hits, the application shall be manually 

processed by the ETIAS National Unit of the Member State of the traveller’s intended first 

entry as declared in the application form. The task of the responsible ETIAS National Unit 

would be to assess the irregular migration, security or public health risk and decide whether 

to issue or refuse a travel authorisation.  

 

 

 

III. MAIN RECOMMENDATIONS  

1. Impact of ETIAS on privacy and data protection  

9. The EDPS notes the growing number of EU policy measures on security and migration 

issues. In his role as advisor to the legislator, the EDPS is not a priori for or against any 
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measure but focuses on the question to what extent the choice of the legislator is constrained 

by -and if so in accordance with- the principles of data protection.  

 

10. The EDPS recalls that the right to the protection of personal data, as enshrined in Article 8 

of the Charter of Fundamental Rights of the European Union (hereinafter referred to as ‘the 

Charter’), applies to every individual whose data are processed by a controller in the EU 

whether or not he/she is an EU citizen, a migrant (irregular or not), an asylum seeker or a 

presumed innocent. Pursuant to the necessity and proportionality principles, as enshrined in 

Article 52 (1) of the Charter, any interference with or limitation on the exercise of the right 

to the protection of personal data must be necessary and genuinely meet objectives of 

general interest or the need to protect the rights and freedoms of others. The EDPS stresses 

that these principles are high-level legal requirements of EU law and as such inevitably 

come under scrutiny of the Court of Justice of the EU.  

 

11. The EDPS first welcomes the attention paid to data protection throughout the Proposal. In 

particular, he notably welcomes the alignment with the definitions in the General Data 

Protection Regulation10, the Directive for the police and justice sectors11 and Regulation 

45/2001 (Article 3(2), (3) and (4)); the provision of training on data security and data 

protection for the European Border and Coast Guard Agency’s staff working in the ETIAS 

Central Unit and the staff of ETIAS National Units before they are authorised to process 

data recorded in the ETIAS Central System (Article 65(2) and Article 66(3)); the reference 

to the data protection legal frameworks applicable to the different stakeholders (Article 49); 

and the prohibition of transfers and onward transfers of ETIAS data to third countries, 

international organisations and private parties in or outside the EU (Article 55). 

 

12. According to the Explanatory Memorandum and the documentation accompanying the 

Proposal, the ETIAS as currently proposed, would contribute -amongst others- to prevent 

irregular migration, ensure enhanced internal security and protect public health. In this 

context, the EDPS notes that the Proposal establishes another additional system in the area 

of immigration and security that will collect an even more significant amount of data on 

third country nationals (including health and judicial data). The EDPS recalls that both 

necessity and proportionality of this scheme are to be assessed globally, taking into account 

the already existing systems in the EU, the nature of the data (including judicial and health 

data) and the scale of the envisaged processing operation (all visa-exempt third country 

nationals travelling in the Schengen area). 

 

13. The EDPS notes that the Proposal is not accompanied by a data protection impact 

assessment, that would analyse various policy options to achieve the stated objectives, 

taking into account all EU-level measures in the same policy area and assess impact on (the 

fundamental rights of) individuals for each option. The EDPS underlines that the lack of 

a data protection impact assessment, which is a fundamental prerequisite, does not 

make it possible to fully assess the necessity and proportionality of ETIAS as it is 

currently proposed. Nevertheless the EDPS underlines a few of the issues which need to 

be addressed in this data protection impact assessment such as:  

 

1) The distinct public policy areas of immigration and security  

 

14. The EDPS observes that migration management and security purposes are increasingly 

associated in the context of granting access to existing systems for law enforcement 

purposes (e.g. VIS and Eurodac12), building new information systems (e.g. the proposal for 
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an Entry/Exit System13) or extending the competences of an existing body (e.g. the 

European Border and Coast Guard14).  

 

15. By addressing irregular immigration and security objectives together and creating a single 

database which will contain both migration and criminal related data, the ETIAS Proposal 

is part of this current trend. This has an impact in terms of data protection since more 

personal data will be collected and be accessed by various authorities (immigration 

authorities, border guards, law enforcement authorities, etc). In addition, there might be a 

risk of an overlap of tasks and data processing since under the Proposal, both the European 

Border and Coast Guard Agency (hereinafter referred to as ‘EBCG Agency’) and Europol 

will -to some extent- be involved in security risk assessment. The EDPS would like to stress 

that, while there might be synergies between migration and internal security, these are two 

different areas of public policy with distinct objectives and key actors.  

 

2) The risk of unbalanced treatment between visa-exempt travellers and visa-required 

travellers  

 

16. The EDPS questions whether the Proposal does not create a more intrusive regime for visa-

exempt travellers than for visa-required travellers since more data will be centralized at EU 

level in ETIAS15 than in the VIS. As a consequence more data may also be accessed by 

various authorities having an access to ETIAS. Besides, the EDPS notes that data of the 

applicant for an electronic travel authorisation will be cross-checked with specific risk 

indicators and a watchlist, which are not used to deliver a visa. 

 

3) The redundancy of ETIAS with API and PNR data processing  

 

17. Moreover, the EDPS questions the redundancy of the ETIAS with Advance Passenger 

Information (‘API’) and Passenger Name Record (‘PNR’) data already collected on visa-

exempt travellers before they reach the Schengen area. The EDPS notes that for all visa-

exempt third country nationals travelling by air, much of the information to be collected by 

the ETIAS is already collected through API and PNR data to assess passengers prior to 

their arrival on the Schengen territory (once the system will be up and running). The EDPS 

wonders whether the ETIAS would not duplicate available information in this context.  

 

18. In conclusion, the EDPS stresses that a privacy and data protection impact assessment 

of ETIAS should take stock of all EU-level measures taken for migration and security 

objectives and analyse in-depth their concrete implementation, their effectiveness and 

their impact on individuals’ fundamental rights before creating new systems involving 

the processing of personal data. This analysis should also take into account the policy 

area in which these measures apply and the respective role of the key actors involved. 
 

 

2. Defining the objectives of ETIAS 

19. The EDPS recalls that according to the purpose limitation principle, which is at the heart of 

data protection, personal data must be collected for specified, explicit and legitimate 

purposes. The purpose(s) must be detailed enough to determine what kind of processing is 

included within the specified purpose. Only a clear definition of purposes will allow a 

correct assessment of the proportionality and adequacy of the personal data collected. 
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20. The EDPS also underlines that a definition of the purposes is not only fundamental from a 

data protection perspective but is also essential to ensure the efficiency of the system: How 

could a competent authority assess whether an individual poses an irregular migration 

and/or security risk without a clear definition of what these terms encompass? 

 

21. Article 1 of the Proposal mentions that ETIAS aims at determining whether the presence of 

a visa-exempt traveller in the territory of the Member States poses an irregular migration, 

security and/or public health risk. The EDPS notes that the Proposal defines the public 

health risk by referring to specific categories of diseases16 but does not define security and 

irregular migration risks.  

 

22. (Im)migration is usually identified in a binary way as either legal (regular) or illegal 

(irregular). However, in practice irregular migration can involve a wide spectrum of 

violations of immigration and other laws; e.g. entering into a Member State without the 

necessary authorization or documents, overstaying a visa-free travel period, absconding 

during the asylum procedure or failing to leave a host Member State after a negative 

decision. 

 

23. The EDPS notes that the Proposal does not clearly specify the categories of violations of 

immigration (and other) laws that may pose a risk of irregular migration. He understands 

through various provisions of the Proposal that overstaying or being subject to a return 

decision would -amongst others- be elements to be considered to assess the risk of irregular 

migration. The EDPS recommends to better consider which violations of (im)migration 

laws should be taken into account. The gravity of the infringement is different whether a 

third country national has entered into a Member State using false documents or he has 

overstayed for a couple of days.  

 

24. As regards security risks, the EDPS notes that the Proposal also does not define them. 

Security means at basic level maintaining public order and safety. This may accommodate 

a plethora of situations, ranging from vandalism to terrorism acts. Although this is not 

clearly specified in the Proposal, the EDPS understands that a key element to assess security 

risk would be whether or not the third country national is suspected of or has been convicted 

for criminal offence(s). As for immigration risks, only serious criminal offences should be 

considered to determine security risks.  

 

25. The EDPS recommends to include a definition of irregular migration risks and 

security risks in the Proposal. The definition of irregular migration risk should specify 

the categories of serious violations of immigration laws (for example, defining a gravity 

threshold of the violation) that may pose a risk of irregular migration. As regards the 

definition of security risks, the EDPS recommends to consider which criminal offences 

are to be targeted, by also considering those defined in Article 3(1)(m) of the Proposal.  
 

and/or a security  

3. ETIAS screening rules as a profiling tool 

Profiling through ETIAS  

 

26. Article 28(1) of the Proposal provides that ETIAS application files will be assessed against 

ETIAS screening rules defined as “an algorithm enabling the comparison between the data 
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recorded in an application file of the ETIAS Central System and specific risk indicators 

pointing to irregular migration, security or public health risks”. 

 

27. Article 28(2) lists the kind of information to be taken into account for the identification of 

the irregular migration, security or public health risks (i.e. statistics and information 

provided by Member States), while Article 28(4) contains a list of data upon which the 

ETIAS Central Unit will establish the specific risk indicators. The ETIAS Central Unit will 

be in charge of defining and adapting these specific risks indicators after consultation with 

the ETIAS Screening Board, composed of representatives of Europol and of each ETIAS 

National Units (Article 28(5)). Article 28 further specifies that the algorithm will be stored 

in the ETIAS Central System and the Commission will adopt delegated acts to further 

specify the irregular, security and public health risks. Nonetheless, in accordance with what 

the EDPS mentioned before, prior specification of the exact meaning of these risks is 

required17.  

 

28. The EDPS understands that the objective of the ETIAS screening rules is to create a tool 

enabling the automatic singling out of visa-exempt third country nationals suspected of 

posing irregular migration, security or public health risks. This tool will potentially have 

adverse consequences on such persons as the aim is, ultimately, to prevent them from 

entering the territory of the Member States. For the sake of clarity and transparency, the 

technique of data processing proposed in Article 28, which clearly constitutes 

profiling, should be explicitly named as such, so that all necessary safeguards for such 

processing be provided for.  

 

Impact assessment covering profiling 

  

29. Profiling, as any other form of computerised data analysis, when used in the process of 

decision making that affects individuals, raises serious technical, legal, and ethical 

questions. One major concern regarding profiling is the fact that it is indispensably related 

to a high degree of generalisation and uncertainty regarding both the correctness of the 

predicted behaviours, and the accuracy of attributing detected patterns’ correlations to 

particular features of the individuals. Furthermore, the assessment of individuals from the 

perspective of a created profile, requires not only prior categorisation of a person, but may 

also result in the unjust or prejudicial treatment of certain categories or groups of people18. 

 

30. Therefore, the EDPS is concerned whether the use of the ETIAS screening rules will be 

fully in line with the fundamental rights enshrined in the Charter, particularly with the rights 

to privacy, data protection and non discrimination. The EDPS recommends that the 

proposed ETIAS screening rules be subject to a prior comprehensive assessment of 

their impact on fundamental rights, which will also assess the necessity and 

proportionality of using such tool.  
 

Necessity of profiling tools  

 

31. In addition to being assessed against ETIAS screening rules, the ETIAS Proposal foresees 

that every application entered into the ETIAS Central System will also be automatically: 

- cross-checked against information in other EU IT systems listed in Article 18(2), and 

- matched against specific values (e.g. a phone number or an IP address) included in the 

ETIAS watchlist established pursuant to Article 29.  
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32. While the method of screening rules relies on data analytics and constitutes profiling, these 

two methods rely on the comparison of ETIAS data with information available in EU 

databases or gathered in the watchlist in search for potential correspondences (“hits”). 

Information stored in other IT systems and the watchlist should be more reliable than a 

screening against a non-transparent profile created by an algorithm. Therefore, the EDPS 

invites the legislator to reflect on the necessity of using screening rules for the purposes of 

ETIAS, while the Proposal provides for other instruments for examining whether the 

presence of the applicant on the territory of the Member States would pose an irregular 

migration, security or public health risk.  

 

33. The EDPS calls for convincing evidence supporting the necessity of using profiling 

tools for the purposes of ETIAS and, quod non, encourages the legislator to reconsider 

to which extent the use of profiling is necessary with the purposes to be achieved. 

 

Proportionality  

 

34. If proven necessary, the use of profiling tools should also be proportionate. The EDPS 

welcomes that the Commission draws attention to the fact that the risk indicators shall be 

targeted and proportionate. The EDPS questions whether the Proposal provides safeguards 

to achieve this goal and ensure a sufficient level of protection of fundamental rights.  

 

35. The Proposal provides for the assessment of all visa-exempt third country nationals’ 

applications against ETIAS screening rules19, while only a limited number of them may in 

reality pose certain types of risks and be denied a travel authorisation. These automated and 

non-transparent operations on personal data entail as such a serious interference with the 

fundamental rights of an unlimited number of applicants, who would be subject to profiling; 

it should be balanced against the expected outcome of such a tool.  

 

36. Furthermore, depending on the method used to develop the specific risk indicators, which 

could be construed in a very broad manner, the number of people denied automated 

authorisation due to a hit based on the screening rules may be relatively high, even though 

these persons do not actually present a risk.  

 

37. The EDPS welcomes that in case of denial, the application will be further processed 

manually by ETIAS National Units (Article 22). However, a denial of automated 

authorisation is a decision which can substantially affect the applicant. Given the lack of 

transparency in the process of creating profiles, one can doubt of the effectiveness of the 

manual processing of applications carried out by the ETIAS Central Unit or ETIAS 

National Units. How could a real in-depth scrutiny of the detected potential risks be 

guaranteed as staff of these units might not themselves know or understand the reason for 

the refusal of travellers’ authorisations? The EDPS does not see in the Proposal any 

instruments allowing the ETIAS Central Unit or ETIAS National Units to assess the hit 

based on ETIAS screening rules on its merits.  

 

38. Similarly, the EDPS has doubts regarding the effectiveness of the right to appeal exercised 

by an applicant, when the authorisation is refused following a match with a profile. In order 

to provide an applicant with a true legal remedy, the Member State in charge of this 

procedure would have to be able to know and understand the rationale behind the risks’ 

recognition. The applicant whose authorisation has been denied would also need to 

understand this decision in order to have a chance to have it overturned by an appeal body.  
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Risk of discrimination 

 

39. The Proposal prohibits establishing the specific risk indicators based on a person's race or 

ethnic origin, political opinions, religion or philosophical beliefs, trade union membership, 

sexual life or sexual orientation. This may however not entirely reduce the risk of 

discrimination based on such criteria. According to Article 28(4), the data used for 

establishing the specific risk indicators will encompass, among others, current nationality, 

country and city of residence of an applicant, as well as sex and current occupation. 

 

40. The EDPS would like to point out that, although the risk indicators will not be directly 

established with the use of such criteria, the outcome might in fact be very similar as if they 

were used. Information such as nationality and a place of residence, especially while 

combined with other data, may allow for making a reasonable assumption of the applicant’s 

race or ethnic origin. Similarly, the risk indicators cannot be based on the trade union 

membership, but they might be established on the information concerning current 

occupation. These types of information are very closely linked, and therefore profiling on 

such basis would not truly prevent the risk of discrimination.  

 

41. For all the reasons explained above, the EDPS calls on the legislator to demonstrate the 

necessity and proportionality of the profiling in a thorough data protection impact 

assessment. 

 

 

4. Health data  

42. One of the objectives of ETIAS is to assess whether a visa-exempt third country national 

may pose a public health risk prior to his/her arrival in the Member State. For this purpose, 

applicants for a travel authorisation will have to answer background questions related to 

their health when filling in their request through ETIAS. Article 15(4)(a) provides that any 

applicant would be asked whether he or she is subject to any disease with epidemic 

potential as defined by the International Health Regulations of the World Health 

Organisation or other infectious or contagious parasitic diseases. The content and format 

of these questions must be determined later on by the Commission by delegated acts. The 

only data relevant for public health purposes stored in ETIAS are the “yes” or “no” answers 

to the background questions related to health. A “yes” answer to any of the background 

questions would trigger a manual follow-up of the application and require the provision of 

additional information from the applicant. 

 

43. Data concerning health are particularly sensitive data that deserve a higher level of 

protection20.   

 

44. The EDPS welcomes that consultation of health data in ETIAS has been limited in the 

Proposal in such a way that they could not be accessed for law enforcement purposes, 

neither by national law enforcement authorities (Article 45(2)), nor by Europol (Article 

25(3)). However, the EDPS questions the added value of processing and collecting health 

data through the ETIAS system for the purpose of contributing to the protection of public 

health in the EU as provided for in the objectives of the Proposal (Articles 1 and 4). 

 

45. Health data will be collected directly from the traveller without any possibility to check 

the accuracy of these data. Even if the applicant has answered truthfully to the questions 
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related to his or her health, the ETIAS authorisation would be valid for 5 years and for 

multiple travels, while a person’s health situation is reasonably expected to change during 

such a period of time and there is no possibility for the applicant to modify the data 

submitted in the online application form. Therefore the health data stored could become 

outdated and irrelevant to serve the public health purposes. 

 

46. In this regard, the 2016 Feasibility Study provides that, while public health risks (e.g. the 

elimination of tuberculosis) have recently been highlighted as a priority for the EU, there 

is a limited link between achieving this goal and collecting health information from all visa-

exempt third country nationals21. In fact, the Study explains that the countries concerned 

by those risks are those with which the EU is only in the process of negotiating visa 

liberalisation agreements. This also brings the EDPS to question the relevance and 

efficiency of using ETIAS as currently proposed to contribute to the protection of public 

health.  

 

47. Recital 48 to the Proposal provides that the ETIAS system will be interoperable with 

existing systems, such as for instance the SIS, the VIS or ECRIS in order to assess the 

security, irregular migration or public health risk that could be posed by visa-exempt 

travellers to allow cross-reference between those systems. However, none of these systems 

concerns health issues and are therefore irrelevant to serve the public health purposes of 

ETIAS. 

 

48. The EDPS doubts that the processing of this particularly sensitive category of data on such 

a large-scale and for this period of time would meet the conditions laid down in Article 

52(1) of the Charter and accordingly be considered as necessary and proportionate.  

 

49. The EDPS questions the relevance of collecting and processing health data as 

envisaged in the Proposal due to the lack of their reliability and the necessity to 

process such data due to the limited link between health risks and visa-exempt 

travellers.  

 

5. Access by law enforcement authorities  

50. The Proposal envisages from the outset access by national law enforcement authorities and 

Europol to ETIAS Central System for the purposes of the prevention, detection and 

investigation of terrorist offences or of other serious criminal offences (Article 1(2)).  

 

51. Granting access to ETIAS for law enforcement purposes would fit into a general trend 

observed in the EU in the past years of granting these authorities access to large-scale IT 

systems for borders and migration - similarly to Eurodac and VIS and the proposed EES 

and ECRIS22. Access to existing and future EU databases by law enforcement authorities 

and Europol should not become the principle, but rather be allowed in limited cases where 

the need and proportionality of granting such access is fully justified and demonstrated. 

 

52. The EDPS considers that access to ETIAS for law enforcement purposes should only be 

provided for in the Proposal on the condition that such access be proven necessary and 

proportionate. 
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53. In the Explanatory Memorandum, the Commission provides that “it is imperative that 

competent law enforcement authorities, have access to relevant and clearly defined 

information in ETIAS, when this is necessary to prevent, detect and investigate terrorist 

offences or other serious criminal offences”23.  

 

54. However, the Commission does not mention the future EES that would contain 

information on all third country nationals -both visa-required and visa-exempt travellers-

entering the Schengen Area and would also be accessible to law enforcement authorities. 

The dataset stored in the EES would be almost similar to the dataset of the VIS (except for 

data related to the visa itself, e.g. the visa sticker)24 and complements this information by 

adding records of entries and exits of all travellers. The EES would thus be able to offer at 

least the same level of information on visa-exempt third country nationals to law 

enforcement authorities as the VIS for visa-required third country nationals. The EU PNR 

will also be accessible to law enforcement authorities and Europol and contain further 

information on all air passengers, whether or not they detain a visa.  

 

55. Furthermore, the Commission refers to the VIS as an example of system for which access 

for law enforcement purposes has proven effective. The Commission supports this 

statement by referring to the fact that “Access to data contained in the Visa Information 

System (VIS) for law enforcement purpose has already proven effective in helping 

investigators to make substantial progress in cases related to human being trafficking, 

terrorism or drug trafficking. The Visa Information System, however, does not contain 

data on visa-exempt third-country nationals”25. The EDPS points out that “effective” is 

not the same as “necessary” in terms of data protection26. Furthermore, the Report on the 

evaluation of the VIS system released by the Commission late 2016, concludes that its 

evaluation as regards law enforcement access “remain fragmentary and inconclusive”27.  

 

56. Given the above considerations, at this stage the EDPS recalls the need to provide 

convincing evidence supporting the necessity of making ETIAS data available to 

national law enforcement authorities and Europol. The EDPS recalls that necessity 

and proportionality of new schemes are to be assessed both globally, taking into 

consideration the already existing large-scale IT systems in the EU, and specifically, 

in the specific case of the third country nationals concerned who are legally visiting 

and entering the EU28.  

 

 

 

IV. ADDITIONAL RECOMMENDATIONS  

1. Data quality and data minimisation 

57. The EDPS recalls that according to the data quality and data minimisation principles, 

personal data must be adequate, relevant and limited to what is necessary in relation to the 

purposes for which those data are processed.  

 

Relevance of the data collected from the applicant 

 

58. Article 15 of the Proposal lists the data on the applicant that will be collected through the 

application form. The 2016 Feasibility Study on ETIAS explains that there will be 

maximum 26 data fields in the ETIAS application form to be filled, instead of 44 as it is 
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in case of visa application29. Nonetheless, the EDPS notes that, these numbers are hardly 

comparable, because according to the Proposal, all collected data (including health and 

judicial data) will eventually be centralised and stored in ETIAS. Therefore, in practice, 

more data will be stored in ETIAS than in the VIS. 

 

59. Regarding the specific types of data collected in ETIAS, the EDPS would like to reiterate 

that there is a need for an in-depth assessment of necessity of each type of data processed 

for the purposes foreseen in the Proposal. The EDPS fails to consider all types of data 

listed in Article 15 of the Proposal necessary for the security, migration or public health 

purposes. Hence, he insists on the need for justification in this respect, with the special 

attention paid to data such as for instance education of the applicant, current occupation or 

IP address. 

 

60. In addition, the EDPS notes that while the watchlist established by Europol will be based 

on terrorist offences and other serious criminal offences (Article 29), the background 

questions the applicant has to answer to refer to the conviction of any criminal offence in 

any country (Article 15(4)). The EDPS considers that a number of offences (e.g. traffic 

offences subject to criminal sanctions) would a priori not be relevant for the purposes of 

ETIAS. He recommends that the information collected in relation to criminal offences 

should be strictly limited to terrorist offences and serious criminal offences as defined 

in Article 3 (1) (l) and (m) of the Proposal (i.e. the offences which correspond or are 

equivalent to those referred to Articles 2(2) of Framework Decision 2002/584/JHA, if they 

are punishable under national law by a custodial sentence or a detention order for a 

maximum period of at least three years).  

  

Relevance of information collected from other systems 

 

61. The Proposal sets up a system that will be interoperable with other police, judicial and 

immigration systems in order to cross-check information contained in ETIAS against 

information recorded in these systems. The EDPS notes that cross-checking data available 

in ETIAS with all information contained in other systems may not be relevant for the 

ETIAS purposes. For instance, the EDPS questions how an alert in the SIS on persons 

sought to assist in a judicial procedure as witness would be relevant to address immigration, 

security or health risks. Similarly, not all criminal offences for which the applicant have 

been convicted and that are stored in the ECRIS system are relevant for the purposes of 

ETIAS. The EDPS therefore recommends to define precisely which information in 

other systems is relevant to the purposes of ETIAS and to strictly limit the cross-check 

of ETIAS data with this information.  

 

 

2. Data retention 

62. Article 47(1) of the Proposal foresees that each ETIAS application file will be stored in 

the system: 

 

a) for the validity period of the granted authorisation,  

b) for the following five years from the last entry record of the applicant stored in the EES, 

or 

c) for the following five years from the last decision to refuse, revoke or annul the travel 

authorisation.  
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63. When choosing the data retention period, EU data protection standards call for a period of 

time as short as possible in relation to the purpose pursued30.   

 

Five years of the validity period 

 

64. The EDPS takes note of the five-year period of validity of ETIAS authorisations (Article 

30(2)). The period of validity chosen for ETIAS authorisations will directly impact the 

retention period of personal data stored in the system. 

 

65. The 2016 Feasibility Study argues that “Convenience for travellers advocates for the 

longest period possible” and mentions that “costs and workload related to application 

management would also benefit from the longest period possible”31. However, the 

advantages of a long validity period would be counterbalanced by the fact that “with time, 

the risk assessment performed after the application is submitted loses relevance as the 

person’s situation may change”. The Study concluded that a validity period from two to 

five years would be the most appropriate solution.  

 

66. The EDPS questions the choice by the Commission of the longest period of five years 

envisaged by the 2016 Feasibility Study instead of a shorter one.  

 

Five years from the last entry record 

 

67. In the majority of cases32, the data retention period for ETIAS would in practice match the 

one of the EES - in accordance with point b) of Article 47(1).  

 

68. According to the Explanatory Memorandum to the Proposal, the Commission wants to 

ensure “that both the entry record and the related travel authorisation are kept for the 

same duration”33 to allow that each entry of a visa-exempt third country national in the 

Schengen Area will be linked to a travel authorisation in ETIAS and a corresponding entry 

record in the EES. 

 

69. The EDPS considers that the fact that the proposed retention period for ETIAS data would 

be aligned on and coherent with the retention period of the EES -which is itself aligned on 

the retention period of the VIS- does not per se justify this choice34.  

 

Five years from refusal, revocation or annulment  

 

70. The EDPS does not see the need to keep the denied, revoked or annulled ETIAS 

application for a period of time as long as five years - in accordance with point c) of Article 

47(1). 

Other comments 

71. Should the need for the three above-mentioned data retention periods be demonstrated, the 

EDPS points out that, if the intention of the Commission is indeed to maintain a link 

between the travel authorisation in ETIAS and the related entry record in EES, it is not 

clear from point b) of Article 47(1) that the starting point of the five-year retention period 

for ETIAS application files is the last entry record registered in the EES on the basis of the 

corresponding travel authorisation.  
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72. Furthermore, the EDPS wonders what would be the added value of keeping the content of 

the whole ETIAS application file beyond the validity period of the travel authorisation and 

for as long as the corresponding entry record. The sole information of the status of the 

application file (i.e. “granted” or “denied”) and not the content of the whole application 

file could be sufficient for the purposes of the EES.  

 

73. The EDPS also wonders what would be the added value of storing “yes” and “no” answers 

to the background questions for such long periods of time. In addition to the fact that 

ETIAS data are of lower reliability given that they are purely declarative and collected 

from the applicants, answers to the very same background questions might truly change 

over the course of five years. 

 

74. The EDPS asks the legislator to better justify the chosen data retention periods in 

Article 47(1) (a), (b) and (c) so as to ensure that storage of ETIAS data will be limited 

to what is strictly necessary for the purposes of the system. The EDPS also 

recommends setting different data retention periods for the different categories of 

data stored.  

 

 

3. Interactions with other information systems  

75. The EDPS notes that ETIAS would be interoperable with other police, judicial and 

immigration systems. The EDPS stresses that each of these systems has been created for a 

specific purpose which may not be compatible with the purpose of ETIAS. As an example, 

the purpose of the Eurodac system is to assist in determining which Member State is to be 

responsible for examining an application for international protection and to facilitate the 

application of the Dublin Regulation35. It is not intended to assist in identifying 

immigration risks. Similarly, the pending Proposals to amend the legal basis of existing 

systems (i.e. Eurodac, SIS II, ECRIS) or to create new ones (i.e. the EES) also provide for 

specific purposes which may differ from the purposes of the ETIAS system. In particular, 

the EDPS understands that the objectives of an ECRIS including convictions on third 

country nationals is to assist and provide judges and prosecutors with easy access to 

information on the criminal history of persons concerned.  

 

76. The EDPS is not aware of any compatibility assessment in-between the respective 

purposes of the systems referred to in the Proposal and the stated purposes of the 

proposed ETIAS. He stresses that following the outcome of the assessment, changes 

in legal bases of the other systems as well as additional conditions may be required. 

He considers that, before considering the access to and the use of data collected and 

processed in other systems, such an assessment is essential.  

 

 

4. Data subject rights and remedies 

77. The EDPS welcomes the possibility for data subjects to appeal the refusal of a travel 

authorisation, enabling them to file actions in the Member State that took the decision and 

in accordance with the national law of that country (Article 31).  

 

78. However, the EDPS considers that some of the grounds for refusal listed in Article 31(1) 

are as such not straightforward enough, e.g. the applicant “(b) poses an irregular 
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migration risk” or “(c) poses a security risk”. The applicant should receive sufficiently 

clear indication of the ground(s) for refusal in order to efficiently exercise his appeal and 

contest the reasons for the refusal. The EDPS recommends further specifying the 

information to be provided to applicants in case of a refusal of authorisation, notably 

if the refusal is due to a hit with any another IT system. This would also allow the 

applicant to know for which system he should exercise his rights of access to personal data 

concerning him in that system, and possibly his rights of rectification and/or deletion in 

case an error has been found or his data have been processed unlawfully. 

 

79. The same should apply accordingly in case the ETIAS authorisation has originally been 

granted and is later annulled or revoked (Articles 34 and 35). 

 

 

5. Independent review of the conditions for access  

80. Should the need and proportionality of using ETIAS as a law enforcement tool be 

demonstrated, the conditions of such access would then have to be strictly regulated. The 

EDPS takes note of the conditions for such access to ETIAS data in Article 45 of the 

Proposal. The EDPS welcomes Recital 35 of the Proposal which provides that access 

request to ETIAS data by law enforcement authorities will “be subject to a prior review by 

a court or by an authority providing guarantee of full independence and impartiality”. The 

EDPS considers that such a prior independent review is of utmost importance and 

recommends to specifically mention it in Article 45.  
 

81. However, the EDPS considers that Article 44(2) creates a certain ambiguity. On the one 

hand, Article 44(2) provides that Member States will have to ensure that law enforcement 

authorities’ requests for access undergo an efficient and timely verification that the 

conditions of Article 45 are fulfilled in accordance with their national law and procedural 

law. Article 44(3) then says that, if the conditions referred to in Article 45 are fulfilled, the 

central access point will have to process these requests and transmit the data. On the other 

hand, Recital 37 of the Proposal provides that ETIAS National Units should act as the 

central access point and should verify that the conditions to request access to the ETIAS 

Central System are fulfilled in the concrete case at hand.  

 

82. Read together with Recital 35, Article 44(2) suggests that there will be another actor 

involved, i.e. a court or an [other] independent and impartial authority, that will verify the 

fulfilment of the conditions in-between the transmission of the request to the central access 

point and the processing of the request by the central access point if the conditions of 

Article 45 are met. On the contrary, Recital 37 clearly assigns this role to ETIAS National 

Units acting as central access points. The EDPS therefore recommends clarifying the 

procedure for access.  

 

 

6. Division of roles and responsibilities 

83. In data protection legislation, the term “controller” refers to the entity that defines the 

purposes and means of the processing. Where the purposes and means of the processing 

are determined by law, the law may also include (the criteria for) designating the controller. 
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84. The division of roles and responsibilities as regards the proposed ETIAS system is quite 

complex and the EDPS appreciates the effort to clearly delineate them in the Proposal. The 

EBCG Agency will be controller, while eu-LISA will be processor (Articles 50 and 51). 

The Proposal also provides that eu-LISA will be in charge of the development of the whole 

system and will be responsible for its security. According to the Proposal, it appears that 

eu-LISA will carry out these roles without the EBCG Agency’s involvement. 

 

85. While of course the purposes (and to a certain extent the means) for ETIAS are defined in 

the Proposal, the controller is accountable for implementing appropriate technical and 

organisational measures to ensure that the processing is carried out in accordance with data 

protection rules, as well as should be able to demonstrate that this is the case (e.g. providing 

evidence that information security is properly managed). 

 

86. With the distribution of roles as included in the Proposal, the EBCG Agency could find 

itself in a position where it could be held accountable (as controller) for matters being 

outside of the scope of its influence (e.g. how eu-LISA manages information security in 

ETIAS), as they are exclusively allocated to eu-LISA.  

 

87. The EDPS recommends a more accurate description of the division of roles between 

the EBCG Agency and eu-LISA by considering, where appropriate, their designation 

as joint controllers36.  

 

 

7. Prior verification of Europol requests of access by the EDPS 

88. Under certain conditions, ETIAS data would be accessible to law enforcement authorities. 

Article 44(2) of the Proposal provides that Member States shall ensure “that according to 

[their] national law and procedural law a request for consultation undergoes an 

independent, efficient and timely verification”. The Explanatory Memorandum clarifies 

that this refers to verification by “a court or by an authority providing guarantees of full 

independence and impartiality”37. 

 

89. According to Article 46 of the Proposal, Europol shall also have access to ETIAS data 

under similar conditions as national law enforcement authorities (e.g. the consultation is 

necessary in a specific case, other databases have yielded no results, etc). Similarly to 

access by national law enforcement authorities, access by Europol is subject to prior 

verification, assigned to the EDPS in the Proposal, “where appropriate in accordance with 

the procedure of Article 44 of Regulation (EU) 2016/794”.  

 

90. Most importantly, the EDPS is not a functional counterpart to the authorities in charge of 

authorising access on the national level. On the national level, the verifying authorities 

would be courts or other similar authorities (depending on the national legal system: 

investigating judges, public prosecutors, etc). It is true that there currently is no clear 

equivalent on the European level - the European Court of Justice does not have such a role 

in authorising individual investigative measures and the European Public Prosecutor is not 

established yet (and is likely to have a different remit than Europol). The role of the EDPS 

is to monitor and check compliance with data protection rules, not to authorise individual 

investigative activities. The EDPS has recommended that verifying authorities be 

independent of the authority whose activities they authorise38, but it does not follow that 

the EDPS should be the verifying authority.  
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91. Furthermore, under the procedure of Article 44 of Regulation (EU) 2016/79439 on Europol, 

if a case concerns data originating from a Member State, the EDPS has to consult that 

Member State’s Data Protection Authority (‘DPA’) before taking a decision. In the case of 

a revoked or annulled travel authorisation (decision taken by an ETIAS National Unit), the 

data can be considered to fall under this provision. In such consultations, the EDPS can set 

the deadline for the Member State’s DPA to reply between one and three months40. In 

“extremely urgent”41 situations, the EDPS can take immediate action and inform the 

concerned DPA afterwards, justifying the urgency as well as the action taken. This appears 

to be intended to be an exceptional situation, and not as standard operating procedure. 

While the Proposal does not define or detail what is to be understood by “efficient and 

timely” prior verification (Article 46(3)), it appears that the timescales expected are 

significantly shorter than what the procedure under Article 44 of Regulation (EU) 2016/794 

is capable of delivering. As currently drafted, the procedure could thus put the EDPS in a 

position where it legally cannot deliver what he is requested.  

   

92. For the reasons mentioned above, the EDPS recommends to designate an independent 

verifying authority other than the EDPS.  

 

 

8. Verification by the ETIAS Central Unit 

93. Two aspects of ETIAS are not described in enough detail neither in the Proposal nor in the 

Explanatory Memorandum: the kind of searches to be performed on other information 

systems and the way they would be performed; and the kind and amount of information to 

be contained in a hit. According to Article 3(1)(k) of the Proposal, hit means “the existence 

of a correspondence established by comparing the personal data recorded in an 

application file of the ETIAS Central System with the personal data stored in a record [...] 

in an information system queried by the ETIAS Central System [...]”. From this definition, 

the hit can be understood as purely a Boolean field which only possible values are true or 

false. In relation to how the searches are going to be performed, the EDPS understands 

from Article 19(3) that they will provide inconclusive answers as to the identification of 

the applicant42. In case there are inconclusive searches associated with an application, the 

ETIAS Central Unit is supposed to have the capacity to “verify whether the data recorded 

in the application file corresponds to the data present in one of the consulted information 

systems/databases [...]”43.  

 

94. However, how can the ETIAS Central Unit perform that verification when the only 

information available to the ETIAS Central Unit is the application file and the hit/no-hit 

information? There are only two possibilities: a hit will contain in reality more information 

that what is right now in the current Proposal exposing the information in the systems 

interconnected to ETIAS to the different parties involved in any checking, i.e. the ETIAS 

Central Unit and ETIAS National Units (which may or may not have a legal basis for 

accessing that kind of information); or ETIAS Central Unit and ETIAS National Units are 

supposed to have access to all the information systems the ETIAS will be querying. Both 

scenarios require a revision of both the ETIAS Proposal but also of the legal texts of all 

the systems accessed by ETIAS. 

 

95. The EDPS recommends clarifying how the verification by the ETIAS Central Unit 

can be performed. Once this is clear, the legislator should introduce any required 

changes in the Proposal so that (a) the access by the ETIAS Central Unit to the 
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information required to verify the applications is completely specified and/or (b) 

eliminating the role of the ETIAS Central Unit as verifier of inconclusive applications. 

 

9. Architecture and information security 

96. With so many different entities accessing the data, and the ETIAS Central System accessing 

so many others, the coordination of information security is of paramount importance as any 

of the information systems or entities involved will be as secure as the weakest link. Also, 

proper information security can only be achieved through a proper analysis of the 

information security risks the information system is subject to. Even if the information 

security measures contained in the Proposal could be considered as a minimum baseline, 

the EDPS stress the importance of performing a proper information security risk 

management as mandated by Article 22 of Regulation (EC) No 45/2001, also mentioned in 

Article 52 of the Proposal. 

 

97. ETIAS would introduce a fundamental change to the current architecture of large scale IT 

systems hosted and managed by eu-LISA: from a closed environment accessible only to 

Member States and, maybe, some other European Union entities, a door will now be opened 

to the whole internet44. The information security consequences of such a decision cannot 

be underestimated and a proper analysis needs to be mandated, performed and revised. 

Also, no systems before have shared infrastructure like it is proposed to do with ETIAS 

and EES: again this kind of architectural technical decision needs to be very well thought 

and documentary supported and a specific analysis of the risks of any solution needs to be 

envisioned and performed by eu-LISA. 

 

98. Furthermore, the Proposal is very detailed regarding the architecture of the system, 

limiting the technical choices that may be adopted when analysing and defining the 

technical solution(s). The proposed regulation should not mandate any specific 

architectural decision unless it has impacts on other parts of the regulation but it should 

mandate a proper data protection and security analysis to guide the development of the 

system. 

 

99. Finally, Article 63 of the Proposal describes the development and operational management 

responsibilities for the ETIAS system. However, there are not any mentions of data 

protection or security: Any new system, and any major change to an existing system (in 

this case not just one but EES, VIS, the Europol data, SIS, Eurodac and ECRIS45) can only 

be professionally achieved by: (1) following a proper security process which includes a 

detailed analysis of the information security risks, and (2) following data protection by 

design and by default principles. 

 

100. Moreover, the Proposal charges the Commission to “adopt detailed rules [...] on the data 

protection and security rules applicable [...]. Those implementing measures shall be 

adopted in accordance with the examination procedure referred to in Article 79(2)”, e.g. 

concerning the public website and the mobile app for mobile devices46, access to data for 

verification by carriers47 or regarding the use of data for reporting and statistics48. In all 

those cases, the Proposal should impose the need to base those detailed rules on data 

protection and security on information security risk management and data protection by 

design and by default, respectively. 
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101. The EDPS recommends adding the obligation to perform and maintain an 

information security risk assessment and to follow the principles of data protection 

by design and by default to Article 63.  
 

102. Concerning those articles mandating the Commission to adopt detailed rules on data 

protection and security rules (Articles 14, 39, 40 and 73), the EDPS recommends adding 

in those articles the need to consider information security risk management and data 

protection by design and by default. 
 

103. Also, the EDPS recommends changing Article 6 to only mention those elements really 

needed to the proposed regulation, and leave to eu-LISA and the rest of the 

stakeholders involved to devise the final architecture of the ETIAS system. 

 

104. Albeit the EBCG Agency is assigned the role of controller by the Proposal in Article 50, 

it is not assigned any responsibility concerning the security of the processing. However, 

as a controller is indeed responsible for the security of the processing operation49. Even if 

eu-LISA50 were to provide all security analysis and measures and assume most or all of 

the security responsibilities for the ETIAS system, the EBCG Agency should still be 

responsible for the processing of personal data done by the ETIAS Central Unit. 

 

105. The EDPS recommends changing Article 52 and/or Article 65 to recognise the EBCG 

Agency’s responsibility concerning information security. 

 

 

10. Statistics 

106. The EDPS understands the need for the duly authorised staff of the competent authorities 

of the Member States, the Commission, eu-LISA and the ETIAS Central Unit to produce 

reporting and statistics on the data contained in the ETIAS. However, the amount of data 

that may be accessed may allow for identification of individuals, contrary to what is stated 

in Article 73 of the Proposal. For example, the combination of nationality, gender and date 

of birth of a third country national may lead to identification. 

 

107. The EDPS therefore recommends a redrafting of Article 73 recognising that the data 

listed under Article 73(1), points (a) to (i) may lead to identification of individuals 

and thus must be protected in a similar way as the rest of the ETIAS. This includes 

performing a proper information security risk assessment, and implementing adequate 

security measures, prior to providing this additional central repository. 

 

108. The EDPS strongly cautions that the current proposed solution for providing statistics 

would impose a heavy burden on eu-LISA, which would have to maintain and secure 

appropriately a second repository, and on the EDPS which would have to supervise this 

second repository. The EDPS would favour a solution which does not require an additional 

central repository but rather requires eu-LISA to develop functionalities that would allow 

the Member States, the Commission, eu-LISA and the ETIAS Central Unit to 

automatically extract the required statistics directly from the ETIAS Central System, 

without the need for an additional repository. 
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109. However, if a different repository is implemented, and in line with the expressed 

willingness to use anonymous information, the Proposal could explore the possibility to 

implement some kind of privacy enhancing technology like remote data access and 

differential privacy so as to indeed allow the processing of personal data without actually 

accessing it. 

 

110. Finally, contrary to other regulations concerning large scale IT systems, there is no 

obligation to make the year statistics public in Article 73.  

 

11. Role of the EDPS  

111. The EDPS is the data protection authority supervising both eu-LISA and the EBCG 

Agency51. While the EDPS has the power to obtain all relevant information for the 

performance of his tasks from EU institutions, bodies and agencies52, the process should 

be streamlined by including the EDPS in the list of recipients of the reports that eu-LISA 

or the ETIAS Central Unit will present to the Commission, the Council or the European 

Parliament53.  

 

112. Furthermore, the EDPS recommends that a similar provision to Article 56(2) be added 

to Article 57 so that the EDPS be allocated the resources necessary to perform an 

adequate supervision of this new system. 

  

 

 

V. CONCLUSION  

113. The EDPS welcomes the attention paid to data protection throughout the Proposal for the 

establishment of ETIAS. 

 

114. In full respect for the role of the legislator in assessing the necessity and the proportionality of 

the proposed measures, the EDPS recalls that these two high-level legal requirements 

enshrined by the Charter can be scrutinised by the Court of Justice of the EU and that the 

EDPS is tasked with safeguarding them. He underlines that the lack of a (data protection) 

impact assessment does not make it possible to assess the necessity and proportionality of 

ETIAS as it is currently proposed.  

 

115. Since the Proposal establishes an additional system involving the processing of a 

significant amount of personal data of third country nationals for immigration and security 

objectives, the EDPS advises the legislator to take a stock tacking exercise of all EU-level 

measures involving data processing for migration and security objectives and to conduct an 

in-depth analysis in terms of theirs goals and achievements.  

 

116. In this context, the EDPS recommends to include a definition of irregular migration risks 

and security risks in the Proposal to comply with the purpose limitation principle. 

 

117. Furthermore, the EDPS is concerned whether the use of the ETIAS screening rules will be 

fully in line with the fundamental rights enshrined in the Charter. He recommends that the 

proposed ETIAS screening rules be subject to a prior comprehensive assessment of their 
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impact on fundamental rights. He also wonders whether convincing evidence supports the 

necessity of using profiling tools for the purposes of ETIAS and, quod non, encourages the 

legislator to reconsider the use of profiling. 

 

118. The EDPS questions the relevance and the efficiency of the collection and processing of 

health data as envisaged in the Proposal due to the lack of their reliability. He also wonders 

about the necessity to process such data due to the limited link between health risks and 

visa-exempt travellers. 

 

119. As regards law enforcement and Europol access to ETIAS data, the EDPS stresses that 

convincing evidence supporting the necessity of such access is today missing. The EDPS 

recalls that necessity and proportionality of new schemes are to be assessed both globally, 

taking into consideration the already existing large-scale IT systems in the EU, and 

specifically, in the specific case of the third country nationals concerned who are legally 

visiting and entering the EU.  

 

120. In addition to the main concerns identified above, the recommendations of the EDPS in the 

present opinion relate to the following aspects of the Proposal:  

- the necessity and proportionality of the set of data collected,  

- the chosen data retention periods,  

- the interoperability of ETIAS with other IT systems,  

- the data subjects’ rights and provided remedies,  

- the independent review of the conditions for access by law enforcement authorities,  

- the division of roles and responsibility between the EBCG Agency and eu-LISA,  

- the verification by the ETIAS Central Unit,  

- the architecture and information security of the ETIAS,  

- the statistics generated by the system, and  

- the role of the EDPS.  

 

121. The EDPS remains available to provide further advice on the Proposal, also in relation to 

any delegated or implementing act adopted pursuant to the proposed Regulation, which 

might have an impact on the processing of personal data. 

 

 

 

Brussels, 6 March 2017 

 

 

Giovanni BUTTARELLI 

European Data Protection Supervisor 
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