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1. Introduction

At its meeting on 17 June 2008, the Multidisciplinary Group on Organised Crime (MDG) decided
that the subject of the fifth round was to be "financial crime and financial investigations". The scope
of the evaluation covers numerous legal acts relevant to countering financial crime. However, it was
also agreed that the evaluation should go beyond examining solely the transposition of relevant EU
legislation and take a wider look at the subject matter ', seeking to establish an overall picture of a

given national system. On 1 December 2008 a detailed questionnaire was adopted by the MDG >,

The importance of the evaluation was emphasised by the Cz P y when the judicial

reaction to the financial crisis was being discussed °. The si c the exercise was once

again underlined by the Council when establishing the EU's
crime based on the OCTA 2009 and the ROCTA *,

the fight against organised

Topics relating to the evaluation, in particular the \3 t of the operational framework for

confiscating and seizing the proceeds of crime, entioned by the Commission in its

. . . . .. 5
Communication on an area of freedom, securit serving the citizen .
The most recent strategic document, "Th m Programme — An open and secure Europe
serving and protecting the citizen ttaches great importance to economic crime and

y 6, als
corruption and other related crimi
correspond to the scope and the aims evaluation.

ena and sets out objectives which to a large extent

Experts with substantial caly knowledge in the field of financial crime and financial
investigations were n ember States pursuant to a written request to delegations made

by the Chairman of the

10540/08 CRIMORG 89

16710/08 CRIMORG 210

9767/09 JA1293 ECOFIN 360

8301/3/09 REV 3 CRIMORG 54

11060/09 JAI 404

5731/10 CO EUR-PREP 2 JAI 81 POLGEN 8
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At its meeting on 17 March 2009 the MDG discussed and approved the revised sequence for the

mutual evaluation visits '. Malta is the tenth Member State to be evaluated during the round.

It is planned that the experts nominated by Member States should be accompanied each time by

experts from the Commission (JLS and OLAF), Europol, Eurojust and the Council Secretariat.

The experts charged with undertaking this evaluation were Ms Kamila Brabcova (Detective, Unit
Combating Corruption and Financial Crimes, Police of the Czech Republic - Police Presidium,

Czech Republic), Capt. Gian Luigi Nanni (OIPC - INTERPOL, Italy) and Mr Marco Rehorst

(Policy Adviser, Ministry of Justice, Law Enforcement Department, rlands).
Three observers were also present: Mr Stefan de Moor, (OLAF, ), Ms Ritva Sahavirta
(Eurojust) and Mr Carlo van Heuckelom (Europol), together wi tessens and Mr Michal

Narojek from the General Secretariat of the Council.

This report was prepared by the expert team with the @ssistanee of the Council Secretariat, on the
basis of their findings during the evaluation visit, h ace from 17 to 20 May 2010, and
Malta’s detailed and helpful responses to the evalua stionnaire.

2. National system and criminal policy

Malta is a small jurisdiction in COmWcher EU Member States. This is reflected in the size
r

and internal organisation of its a well as in the cooperation model, which is based on

personal relations between offic

‘o

The police is the leading investigative authority in Malta. It is a service of 2000 officers, supported

2.1.  Specialized units
2.1.1. Investigative a

2.1.1.1 The Police

by 250 civilian employees. The country is divided into two community policing regions.

The main objectives of the force are listed in the Police Act:

! 5046/1/09 REV 1 CRIMORG 1
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(a) to preserve public order and peace, to prevent the commission of offences, to promote and
enforce the observance of the laws, as a first guarantee of the rights of all persons in Malta, even
before action is needed through the judicial system to repress, sanction or remedy any breach;

(b) to respond immediately to any request for the protection and intervention of the law;

(c) to apply the law without discrimination on any ground such as sex, race, colour, language,
religion, political or other opinion, national or social origin, association with a national minority,
property, birth or other status;

(d) to promote the orderly and peaceful coexistence of all persons in Malta, paying due attention not
only to private property rights but also to public property;

(e) to seek to protect the environment as part of the common good;

(f) to assist, within reasonable limits, any person seeking the help of'a police or other public officer,
even though the ultimate responsibility to provide such help maynotlic with the Force;

(g) to perform honestly and effectively all those duties assignedt0,it By the Act or by any other law.

The police are led by the Commissioner of Police, whd is,appeinted by the Prime Minister and has

the command, direction, management and superintefidence‘ofithe Force.

The police have within their General Headquarttersd@Economic Crimes Unit (ECU).

The ECU is composed of an Assistant@Commissioner, a Police Superintendent, five Police
Inspectors dealing with the investigation and ‘présecution of financial crime in general, as well as
two other Police Inspectors assignedito money-laundering investigations. The latter two make up
the Money-Laundering Unit (ML), Omaverage, each Police Inspector has a complement of one
sergeant and two constables.

Whilst no specific qualifications, atewequired to be a member of this particular unit apart from the
general basic requirements, @ aumber of police officers stationed at the Economic Crimes Unit are
in possession of degrees and other qualifications. Thus, for instance, one police inspector is an

accountant by profession,

The ECU officers have the same powers as any other police officer within the Malta Police Force.
These include the powers of arrest, detention of arrested persons for a maximum period of 48 hours

and the power to obtain data regarded as secret or covered under data protection measures.

14069/10 MN/ec 5
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In 2009, the unit investigated 435 cases, of which 147 were fraud-related, 52 concerned

misappropriation and 20 concerned forgery.

In 2009 there were 19 VAT-related investigations, whereas in 2008 there were seven cases of this
kind. The unit dealt with 21 money-laundering cases. The majority of them (17) were triggered by
the FIAU.

The Malta Police Force is said to have been designated as the national Asset Recovery Office
(ARO)'. The ARO is being set up within the Economic Crime Unit and is made up of two
investigative officers, assisted by human and material resources{as required from within the
Economic Crime Unit. This Unit is assisted by a division dealingéwith“intetnational cooperation in
criminal matters (ICCMD) of the Office of the Attorney Gengral.ylt may ‘also call upon resources
from within the Internal Audit and Investigations Directorate (IAID), which is a separate agency,
described below, when specialised audits and accounting @xpettise is required. Moreover, in
investigating a crime, the Malta Police Force may invite experts, including forensic accountants
appointed to assist in the tracing and / or identification of assets.
The activities of the ARO within the Malta Police Force are complemented by a Asset Management
Unit (AMU) established by the Courts of Justice.
It is also envisaged that the Criminal CourtyRegistgar will be appointed as the designated official to
draw up the report, as requested by the Court, ' With regard to assets belonging to the person against
whom a freezing order has been issuéd. TheiCriminal Court Registrar takes action based on court
orders in cases where the confiscated,assets/are physically in the Registrar possession.
The AMU cooperates with the releévant@authorities in order to:

- obtain information it néeds, to. draw the reports ordered by the court;

- put in place all mechanismsfwhich would ensure the actual execution and confiscation of

assets in favour of the Government;
- pass on the relevantdetails to the appropriate entities to ensure that confiscation of assets is

carried out in the proper manner.

The General Secretariat of the Council has not yet received the official notification, as
stipulated in Art. 8 (1) of the Decision.

14069/10 MN/ec 6
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The police do not themselves have the means to use investigative techniques like wiretapping.
These techniques are deployed, if approved by the Minister for Home Affairs, by a security service,

which is separate from the police.

2.1.1.2 The Customs Division

The Customs Division within the Ministry of Finance, Economy and Investment carries out its own
investigations in cases involving evasion of customs or excise duties and trade in prohibited goods,

information normally being shared with the Police Economic Crimes Unit. The Customs Division is

also responsible for the enforcement of border controls on cash mov. ts actions and powers

are governed, inter alia, by the Import Duties Act and Excise well as the External
Transactions Act.

The Division employs about 400 persons, 60 of whom w the enforcement section, supported
by an intelligence unit dealing with both passengers an\

The officers have powers to arrest and, under, c onditions, conduct searches. However,

private property cannot be searched. The se

actions, such as interrogations, have to be amderta y the police. Customs officers have no right
to apply special investigative techniques.
The service is partially funded by fings collected, as one third of their value goes to its budget.

55

administrative investigations, so certain

In 2009 the service analysed ab port declarations and 16000 export declarations. More

than 15000 transhipment u ked by the Container Monitoring Unit. In 2009, 20 drug-
related cases were referred egolice for further investigations, as well as six cases related to
Currency Control Re

2009.

re were also 143 customs infringements reported to the police in

2.1.2.  Prosecuting authorities

In terms of Maltese law, the prosecutor before the Criminal Courts and the Court of Criminal

Appeal is the Attorney General, whilst the police prosecute before the Magistrates' Courts.

14069/10 MN/ec 7
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In practice, the police acts as a prosecuting service in cases where the crime in question is
punishable with up to 10 years of imprisonment. The prosecution of cases involving infringement of
customs legislation is also delegated to the Malta Police Force.

Certain prosecutions initiated by the police require the prior consent of the Attorney General.

In the remaining cases there is no formal requirement for the police to consult on charges with the

Attorney General’s Office. However, in practice this does happen.

The Office of Attorney General is established under the Constitution, whereby the Attorney General
is appointed by the President, acting on the advice of the Prime Minister. The appointed person is
eligible to hold office as Attorney General if he is qualified for appointment as a judge of the

Superior Courts.

In the exercise of his powers to institute, undertake orgdiscentinue criminal proceedings, as
conferred on him by the law, which authorises him to{€XerCise that power using his individual
judgment, the Attorney General is not subject to the ‘ditection or control of any other person or

authority.

The Attorney General vacates his office when he attains the age of sixty-five years and, like a judge
of the Superior Courts, he may not be gemoved from office except by the President upon a
resolution by the House of Representatives ' whichmnust attain not less than two-thirds of the votes of
all the members of Parliament. Such, a request for removal would have to be based on proved

inability to perform the functions efithe offi€e; or proved misbehaviour.

It is also the function of thefAttorneyaGeneral to advise the government on proposed legislation, to
draft the necessary bills, and to attend the sittings of the House of Representatives during the
passage of such bills ifi order, to advise the Ministers concerned and draft any amendments which
might be deemed necessary. In view of the bilingual publication of all legal enactments, the

Attorney General’s Office 18 also responsible for the translation of all laws ',

A more detailed description of the service is available here:
http://www.mjha.gov.mt/justice/attorneygeneral.html

14069/10 MN/ec 8
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Within the Attorney General’s Office there is a division which, besides dealing with international
cooperation in criminal matters (ICCMD), is also entrusted with assisting the police both by
offering legal advice and by filing judicial acts before the Criminal Court to obtain the necessary
precautionary / coercive orders. Once a person is arraigned before the Court, the case is handled by
a prosecutor from the Prosecution Unit of the Attorney General’s Office, although officers of the
ICCMD assist as required. The ICCMD is composed of two lawyers.

Two prosecutors who deal with economic crimes do not constitute a separate unit nor have any
extra powers. Moreover, no particular additional expertise is required for dealing with financial

activities.

2.1.3. Other services Q
2.1.3.1 The Financial Intelligence Analysis Unit \

The Financial Intelligence Analysis Unit (FIAU) is

accordance with Article 15 of the
Prevention of Money-Laundering Act. It is resp le the collection, collation, processing,
analysis and dissemination of information wit combating money-laundering and the
funding of terrorism. The FIAU is a member o T.
The unit is governed by a Board of Gove a Director. The Board sets out the policy of the

FIAU, whereas the Director execute

ﬁe pol
officer, a compliance officer and strative support officers.

The Director is assisted in his d financial analysts, a legal and international relations
t ional law. Although the Unit falls within the structures of the
y and Investment, the law provides for its full autonomy in

On an annual basis, the Unit presents a report of its operations and a copy of its annual accounts,

The FIAU is an agency se
Ministry of Finance,

operational activities.

certified by auditors, to the Minister of Finance, the Economy and Investment, who, in turn, tables a

copy of the report before the National Parliament .

The annual reports are available here: http://www.fiumalta.org/Annual-Report.

14069/10 MN/ec 9
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The Board of Governors is composed of four members, appointed by the Minister of Finance, the
Economy and Investment from within the Office of the Attorney General, the Central Bank of

Malta, the Malta Financial Services Authority and the Malta Police Force.

All the members of the Board of Governors hold senior positions within their respective authorities.
The Board is composed of the Attorney General, who serves as Chairman, the Head of the Financial
Stability Department within the Central Bank of Malta, who holds the position of Deputy Chairman,
the Registrar of Companies and an Assistant Commissioner of the Malta Police Force.

The Board meets as often as necessary or expedient, but not less than ten times a year. The meetings
of the Board may be called by the Chairman on his own initiative or at the'réquest of any two of the
other members or at the request of the Director.

The Director is entitled to attend the meetings of the Board and toatake part in the discussions, but
has no right to vote.

The Board is responsible for the policy to be adopted by the Unit andyto be executed and pursued by
the Director, and ensures that the Director carries oufithat'policy accordingly. The Board is also
responsible for advising the Minister, as provided gn“Artiele, 16(1)(g) of the Law, which says that
the FIAU has to compile statistics and records, disseminate information, make recommendations,
issue guidelines and advise the Minister onl allgfhatters and issues relevant to the prevention,
detection, investigation, prosecution and pamishment 0f money-laundering or funding of terrorism
offences.

The service is divided into: the Financial Analysis Section, responsible for the analysis of
suspicious transaction reports andgpreparation of analytical reports; the Compliance Section, which
monitors and ensures compliancel withdrelevant money-laundering legislation by subject persons;
the Legal and Internationald/Relations Section, which advises on legal matters and manages the

international aspects of the Unit’s filnctions; and the Administration and IT Section.

The FIAU is responsible for the collection, collation, processing, analysis and dissemination of
information with a view to‘¢ombating money-laundering and the funding of terrorism. In fulfilling
its mandate the FIAU performs a number of functions. The core function of the FIAU is to receive
Suspicious Transaction Reports (STRs), analyse them after collecting additional information, draw
up analytical reports, and, where a reasonable suspicion of money-laundering or financing of
terrorism arises, forward the analytical report to the police for further investigation.

The Commissioner of Police details a police officer not below the rank of Inspector to act as a

liaison officer to liaise with the Unit.

14069/10 MN/ec 10
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Another important function of the FIAU is the monitoring of reporting entities’ compliance with the
Prevention of Money-Laundering and Funding of Terrorism Regulations. The FIAU is also
responsible for cooperating and exchanging information related to money-laundering or the
financing of terrorism with other supervisory authorities, both domestic and foreign, and financial

intelligence units situated outside Malta.

The most significant power of the FIAU is the power to require information from any entity in
Malta. In cases where suspicion exists of money-laundering or financing of terrorism, or on receipt

of an STR, the FIAU may demand information deemed to be relevant and useful for the purposes of

pursuing its functions from:

- the reporting entity suspected of having been used for money-la

- any government ministry, department, agency or r public authority;
- any supervisory authority; c‘

g or the financing of
terrorism,;

- the reporting entity drafting the report;

- the Malta Police Force;

- any other person (natural or legal).

Other powers include:
- the power to delay the execution of a on deemed to be linked to money-laundering or

to the financing of terrorism fog24 hou
- the power to impose ad nalties on reporting entities in the event of non-
compliance with the Preve ney-Laundering and Funding of Terrorism Regulations;
- the power to require f a branch or subsidiary of a credit institution in certain
circumstances laid o thé, Prevention of Money-Laundering and Funding of Terrorism

Regulations.

The Courts of Justice assist the FIAU by sending a copy of the freezing order as proclaimed by the
Courts, which the Registrar publishes in the Government Gazette. This is done so that the FIAU
may, on its own website, inform all interested parties about the Court’s freezing order in real time
and avoid unwarranted repercussions which might occur between the freezing order and the date of

publication.

14069/10 MN/ec 11
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2.1.3.2 The Internal Audit and Investigations Directorate

The Internal Audit and Investigations Directorate (IAID) is governed by the Internal Audit and
Financial Investigations Act. It was set up in 2000. It is a self-contained, independent unit within
the Cabinet Office, the Office of the Prime Minister. As from July 2003, when the Act entered into

force, the Division has had legal status.

It is headed by a Director and has two separate and distinct functions: financial investigations and
internal audit.

The two terms are explained in Part I of the Act.

"Financial investigation" ' means in-depth examination of all circufm$tances relative to irregularities
and cases of suspected fraud, including corruption of public“officers, ‘and, in that regard, the
acquiring of records and/or information and the carrying out ‘ofi\related assessments, analysis and
recommendations, such "financial investigation" being limiteéd in Scope to the possible financial
implications of such an irregularity or suspected fraud.

"Internal audit" means an independent, objective agsurance and consulting activity designed to add
value and improve the operations of auditees, helping the auditee to accomplish its objectives by
bringing a systematic, disciplined approach tg evaluating and improving the effectiveness of risk
management, control, and governance processes.

According to the Act, an internal audit in such @mnanner as may be prescribed by regulations may
be carried out in any department of\government or any entity falling under the supervision of

Permanent Secretaries, for the pugpese ‘0fiassisting them in the effective discharge of their duties.

A financial investigation may be,cartied out in terms of the provisions of the Act in any department
of government and in any other public or private entity which is in any way a beneficiary, debtor or
manager of public funds, for the purpose of protecting public funds against irregularities and fraud,

or otherwise to assess suc¢hypublic or private entities’ liability to contribute to such funds.

In this context, "irregularity" and "public funds" are understood as follows: irregularity means any
act or omission which unlawfully diminishes public funds and whatever is not consonant with the

proper management thereof.

In the report the term "financial investigations" is understood more broadly and is not limited
to the scope of the definition from the Internal Audit and Financial Investigations Act

14069/10 MN/ec 12
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Public funds include funds that government receives, pays (including funds to local councils) or is
required to manage under Malta’s international obligations, or any other public funds arising under

any other law.

There is the Internal Audit and Investigations Board, appointed by the Prime Minister for such
period as the Prime Minister may determine, and directly responsible to him.

The Board is composed of:

(a) the Secretary to the Cabinet as Chairperson;

(b) the Director;

(c) the Permanent Secretary in the Ministry of Finance;

(d) a person of recognised standing in the accounting and/or auditi Qn, who is not a public
officer; and

(e) one other member:
At least two members must have expertise in disci T d to public-sector financial

management. \

(a) to serve as an independent and objective bo onitor the public internal financial control

The Board meets at least quarterly.

The Board has the following functions:

function in Malta;

(b) to oversee the work of the Direct
(c) to safeguard the continued in the Director and officers of the Directorate;
(d) to endorse or otherwise plan nd schedules as proposed by the Director for the proper
administration of the Directotate;

(e) to require the Directora C out specific tasks as provided under the Act, as and when
necessary;
(f) to set policies, proce d methods for the proper functioning of public internal audit and for
the carrying out of financialiinvestigations.
IAID officers are entitled to enter any premises of an auditee for the purpose of conducting a
financial investigation, where they have reason to suspect that irregularities and/or fraud have
occurred or are occurring. Such entry must take place during the daytime.

If access 1s needed to any premises occupied in whole or in part for the purpose of habitation, such

access requires the prior issue of a magistrate’s warrant.

14069/10 MN/ec 13
DGH 2B RESTREINT UE EN



RESTREINT UE

The officers may require the auditee to produce any books, records, files, accounts, documents or
information, including any computer data in any form or part thereof, including contracts, bills,
vouchers and receipts relating to them, and, if deemed necessary by the Director, they may take

such documents for the Director to retain in the original.

Investigative work includes:
i.  Gathering evidence (documents and interviews);

ii.  Documenting the evidence;

iii.  Determining the techniques used to perpetrate the fraud and the extent of the fraud;

iv.  Evaluating the case and drawing up the report.
Whenever, and as soon as, the Director firmly establishes thegexistenee of suspected cases of
irregularities and/or fraud concerning the responsibilities of the auditee under review, the Director,
if he is of the opinion that the irregularity, if proved, would“€onstitutc a criminal offence, must

immediately inform the Attorney General.

Otherwise, if the Director is of the opinion that the irregularity is of an administrative nature, he

informs the Permanent Secretary of the auditee.

2.2 Training

As far as the police are concernedfythere 18 no separate training scheme devoted to financial
investigations. The basic trainingdos constables, however, which takes about nine months, as well
as two-week "refreshment" training cemrses in which each officer participates every three years,
cover topics such as fraud, corruptiongmoney-laundering and protection of intellectual property.

Officers from within the ECU regularly attend training seminars allowing them to keep abreast of
developments in this field both ‘of an investigative and of a prosecutorial nature. Moreover, the fact
that officers from the Office of the Attorney General are working side by side with the Malta Police

Force serves to provide constant training and harnessing of expertise.

The judiciary receive training in various aspects of the law, organised by the Judicial Studies
Committee (JSC). However, no comprehensive training scheme for members of the judiciary
devoted to financial crime and financial issues was presented to the evaluators. It seems that

officers, especially prosecutors, rely on their own initiative to get external training.

14069/10 MN/ec 14
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The TAID has developed a course on fraud. This course is also attended by police personnel and
personnel from other organisations dealing with the fight against financial crime. The idea is that

the course will be used by attendees for the training of personnel within their own organisation.

It was also underlined that significant efforts were made by the Board of Governors, the Director
and staff of the FIAU to contribute to addressing the increased demand for guidance and assistance
to subject persons in adhering to their legal obligations. In fulfilling this commitment, FIAU
representatives participated in various seminars and training sessions addressing the financial and
non-financial sector. Indeed, staff of the FIAU and members of the Board of Governors participated
as speakers in awareness sessions organised by the industry, by supervisory authorities in
conjunction with supervisory bodies and by international bodies.

Financial crime is often a topic in international events, wheré Maltese authorities actively
participate. Several events devoted to the issue have beemyheld in Malta, including a FIU.NET
workshop and an International Financial Crime Forum confefence, where delegates from Europe,
the Middle East and Asia were present. Maltese officershalsosbenefit from international events of

this kind to enhance their skills.

2.3 Criminal policy

There is no overarching national strategy ‘on ‘¢rime or, specifically, on financial investigations or
asset recovery. With some exceptions, the evaluated authorities do not have strategies or action

plans driving their actions and established,goals to be achieved.

Certain solutions designed t0 depriveseriminals of their assets can be found in the Criminal Code.
They include the extended powerof confiscation, regarding which the law says that, where it is
established that the valuctof the property of the person found guilty of a relevant offence is
disproportionate to his lawful income, and the court is fully convinced on the basis of specific facts
that the property in questionthas been derived from the criminal activity of that person, that property

is liable to forfeiture.

The Maltese authorities acknowledge that one of the best ways to tackle crime is to deny the
criminals access to funds and assets which could be used to pursue their illicit activities. Therefore,

confiscation of criminal assets is said to be one of the main aims of investigations.
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DGH 2B RESTREINT UE EN



RESTREINT UE

On the other hand, the authorities admit their actions are not proceeds-oriented. There is no official
investigation or prosecution policy to trace crime proceeds. Priorities are awarded to selected crimes
and not the criminal assets as such.

The investigations are proceeds-oriented to a limited extent when inexplicable proceeds come to the
fore during police investigations into criminal offences and a money-laundering investigation is
initiated. Moreover, money-laundering and tracing of assets are said to be particularly frequent in
relation to cases related the Dangerous Drugs Ordinance and the Medical and Kindred Professions

Ordinance.

The only strategic document presented to the evaluators is the National Anti-Fraud and Corruption
Strategy. The document explains the reasons why it was adopteds fraud and corruption are said to
have serious consequences on any society, and if left unchecked ‘thete weuld be both economic and
social negative effects. Over the years, legislation was developedyin‘the area and a number of legal
instruments have been set up.

Moreover, there are various international conventions ‘@nyfraud and corruption to which Malta is a
party. Malta’s membership of the European Union has alse brought up a requirement for the Island
to protect the Community’s financial interests. All these obligations, in the opinion of the Maltese

authorities, increase the need for a National Anti Er@ad and Corruption Strategy.

Apart from measures to be taken, as described below, the document defines - referring to legal acts
of different kind - the following tgkms: irtégularities, fraud and corruption. It also contains a
detailed list of legal, administrative, and nnstitutional measures undertaken by the Maltese

Government.

The aim of the Strategy iSTt0 sethup a normative, institutional and operational framework for
effectively fighting fraud® and corruption in Malta, reflecting both local requirements and
international obligations:

The intention is also to inerease cooperation, coordination and communication between national
authorities and with the EU institutions, as well as to reduce the incidence of irregularities, fraud
and corruption as much as possible.

The main thrusts of the strategy are:

. prevention and deterrence of irregularities, fraud and corruption;

o detection of irregularities, fraud and corruption at an early stage;
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o identification and investigation of irregularities, fraud and corruption in the most effective
manner;
J sanctioning and prosecution of irregularities, fraud and corruption;

o encouragement and facilitation of transparency, reporting and whistle-blowing.

The strategy has four main objectives:

1. Capacity-building

The Strategy underlines that the fight against irregularities, fraud and corruption can only be
effective and efficient if all the necessary skills and tools are available. Thus, it is envisaged that
one of the main objectives is that the skills and tools required within all of the national partners be
acquired or built up over a period of time, to make possible a profegssional and competent approach.
2. Communication Strategy

One of the key tools in the fight against irregularities, fraud and‘€orruption is a public relations
strategy. This must, according to the document, include approachesto informing the public on the
aims of the strategy, the wider public sector on their obligationsiand developed communication
channels, and it must also target the people most inyolved i the processes most relevant to the
initiative, namely managers and accounting officials:

The strategy must also provide secure and confidefitial means of making possible and encouraging
the inflow of information to the relevant natienal pastners.

3. Maximisation of national cooperation

Cooperation and coordination between the national partners is imperative for the success of the
strategy. This objective must includ@strategies that make it possible to build structures and systems
that encourage and facilitate, collabofation at an early stage of any investigation. In this way
efficiencies, effectiveness and syncrgies would be generated, to the benefit of all.

4. Maximisation of international céoperation

The Strategy says that the“economic and business climate of today is an open system, with free
movement of persons, capital, goods — and also crime. Cross-border irregularities, fraud and
corruption are a reality that €an only be addressed through collaboration with international partners.
Thus, the strategy must address this area, through increased collaboration with international
partners, not only to satisfy the international obligations of the country, but also to streamline and

exploit all areas of collaboration.
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The Strategy is complemented by an Action Plan, which outlines the specific actions, their assigned
responsible body and the time-frames for their implementation. The timeline started to run
immediately following the date of the adoption of the Strategy.

The tasks are assigned to specific authorities or to one of four sub-committees, which comprise

bodies like the police, the customs service and FIAU.

2.4 Conclusions

The Maltese system seems to have structures and the potential to fight economic crime effectively.
Due to the small size of the island, all officials involved are in todch with each other and there
appears to be sound cooperation between the various authorities£As 1t 18 @ small jurisdiction, the
authorities have a direct overview of the crimes that take place,on the island and are in a position to
react to them without having to prioritise investigations and/ot prosecutions on criteria other than
operational ones.

This partially explains why the Maltese authorities aré not, except in the fields of corruption and
fraud, guided by any national strategy or plan. It lgads however to the general assessment that the
Maltese services, especially the police and the proseeution, are very reactive. Their activities are not

based on any comprehensive threat assessments ox@halysis anticipating future criminal trends.

Apart from political decisions, the problem seemsyto be related to lack of capacity-building and the
attitude presented by the senior mafiagement. For example, the ECU has highly motivated and
dedicated personnel, but there seems t0 be/ complete absence of a concerted strategy, there is no
vital management information available) and no performance management is implemented.

The experts were told that no automated case-management system and no crime-analysis software
are put at the disposal of the unit, This, combined with limited capacity and unwillingness to
undertake analytical efforts, has as a consequence that there is no pro-active approach to financial
crime. This attitude to policing is considered largely reactive and old-fashioned and needs to be

addressed by the Force's senior management.

The Prosecution Office seems to face similar problems to the Police Force. Again, it appears to
have dedicated, capable and knowledgeable officers, but the evaluation team did not discover any
firm strategy-driven policy on crime. Hardly any statistics or relevant management information

exist. There were no identified priorities or objectives set with regard to financial crime, let alone
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any effort being made to produce an assessment of the threat imposed by financial crime, in support
of any policy cycle. The experts interviewed would like to see a more pro-active approach in

applying for investigation orders.

The above-mentioned challenges are combined with a very limited training policy, which seems to
be based, especially outside the police, on ad hoc seminars and training events.
The evaluators are convinced that, as financial aspects of crime gain in importance, a more

structured training system could be developed, especially for prosecutors and judges.

The above-mentioned National Anti-Fraud and Corruption Strategy shows that, if a threat is
considered a priority, an overarching strategic document involving/differentservices can be drafted.
If this is supposed to be a model for strategies in other fields or an element of an overall strategy
against crime, certain methodological improvements need tofbc'considered.

The Strategy does not refer to the scale of the problems tackled; and addresses the way they are
committed only in a very general way. The evaluatorsytherefore welcome the provision of the
Strategy's Action Plan stating that a National Riskf Assessment and a follow-up strategy on fraud
and corruption, based on risk assessments undertaken by the relevant national authorities, are to be
drafted. A thorough threat assessment seem$ todbe “a necessary starting point for all strategic
documents of this type. On the other hamd, the Strategy deserves to be praised for its clear

objectives and the importance it attaches to‘international cooperation.

The experts were shown fragmentany ‘statistics, gathered independently by different services. This
may be one of the reasons why a full picture of law-enforcement and judicial actions and a
comprehensive assessment of theirefficiency cannot be drawn.

Whilst it is understandable that a small government administration like that of Malta may not have
sufficient resources togdevate,to the establishment of complex statistics, thought might be given to
ways to improve the establishment of statistical data. In this context, the evaluators welcome the
statement that a statistical mechanism is being developed to monitor court decisions concerning
criminal assets and their execution. Improvements of this kind should cover all elements of the

procedure, from the investigation phase to the actual execution of the assets.
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3. Investigation and prosecution
3.1. Available information and databases

The vehicles database includes owner details, engine and chassis numbers, vehicle colour and

details concerning commencement and termination of licence and insurance.

With regard to the register of companies, the available data includes elements like the company

name and registration number, the list of parties and annual accounts, together with images of
documents received at the Malta Financial Services Authority (MFS

¢

Whilst it is only the Malta Police Force that has access to t e
Register is available to anyone who is granted access by en for a fee. The ICCMD
atabase.

tabase, the Companies’
t
also enjoys access to the MFSA database and the Civil Regist

For other registers not available to the public or t N nforcement personnel do not have

direct access, the Malta Police Force can obtai ested information upon the issue of a
production order or, where the informatio d by privilege, through the issue of
investigation / attachment orders.
accounts. However, the authorities have tools to

In Malta there is no centralised register of

identify an unknown bank acco to a specified person or the unknown owner of a
specified bank account. Banks at€inoti n person by a police officer, who must have at least the
rank of inspector, with the r order.
Identification of oper: nd to a specified bank account in a specified period in the past
and monitoring of opera and from a specified bank account in the future are also possible.

The Attorney General is the authority competent to request/take the measure. The Criminal Court is
the authority competent to give the authorisation. In proceedings before the Magistrates' Court or in

the course of a magistrate's inquiry, the magistrate may order the production of the said information.
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The measures which allow the identification and monitoring of bank accounts are applicable in
numerous cases; during investigations into any crime punishable by imprisonment of over 12
months; in cases listed in the Dangerous Drugs Ordinance and Medical and Kindred Professions
Ordinance (as concerns narcotic and psychotropic substances); and the Prevention of Money-
Laundering Act (as concerns money-laundering and financing-of-terrorism offences). Attachment
and freezing orders may also be applied for by the Attorney General under the Malta Financial
Services Act when a breach of any of the provisions of that Act is suspected or a person is charged

with such a breach.

The monitoring order is described in Art. 435AA of the Criminal Code, which says that where the
Attorney General has reasonable cause to suspect that a person i§ guilty, of a relevant offence he
may apply to the Criminal Court for an order (referred to as a 'monitoring‘order") requiring a bank
to monitor for a specified period the banking operations beingicatried out through one or more
accounts of the suspect. The bank, at the request of the Attornéy General, must communicate to the
person or authority indicated by the Attorney General'the information resulting from the
monitoring.

The maximum duration of the monitoring of a bank'aceount 1s specified by the Attorney General in

his application to the Criminal Court and as orderediby the said Court.

The persons requested to supply the information or, to undertake the measure (e.g. banks in the case
of monitoring orders), or any namedigarnisheées who have property pertaining to or controlled by

the suspect, would likewise have togbe named in the order subsequently served upon them.

Suspects are not informed @f investigative measures. In the case of attachment orders, however,
suspects must be informed, sinee aryintegral part of the order is that the suspects named in the order
do not transfer or dispgse of their property.

Banks and subject persons;are exonerated from professional secrecy. Only lawyer-client and

confession privileges impede the execution of these measures.

Tools for international cooperation are also available. The 2001 Protocol to the Convention on
Mutual Legal Assistance between Member States of the EU has been ratified by Malta. The relevant

legal provisions on implementation of the Convention and its Protocol are Articles 435A, 435B,
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435AA, 435BA of the Criminal Code, Articles 4 and 9 of the Prevention of Money-Laundering Act,
Articles 24A and 24B of the Drugs Ordinance and 120C and 120D of the Medical and Kindred
Professions Ordinance. Moreover, the Maltese authorities reported that there is also at present a
draft bill before the national Parliament which seeks to better implement the same provisions under

the Prevention of Money-Laundering Act as regards monitoring orders (Act VII of 2010).

The mechanism for data exchange between law-enforcement authorities provided for by the
Framework Decision 2006/960/JHA is applicable if the bank-account-related information is already

in the possession of the Malta Police Force.

3.2. Financial investigation and use of financial intelligence

As already stated, actions such as the tracing of assets are carried,out in the framework of ordinary
procedure, as there are no separate legal rules for financialyinvestigations. Thus, for financial
investigations, normal police powers as described in ‘the, title,of the Criminal Code covering the
Powers and Duties of the Executive Police in respget.of Criminal Prosecutions are applicable. For
example, according to Article 355 AD of the Criminal Code, any person considered by the police to
be in possession of any information or document relévantto any investigation has a legal obligation
to comply with a request from the policesto go tosa police station to give as required any such
information or document. No person is bound tossupply any information or document which tends

to incriminate him.

Article 435 of the Criminal Codg saysgit 18 lawful for the Attorney General to collect and produce
further evidence besides that resultingfrom an inquiry. An investigation order may thus be applied
for. The Criminal Code refers to thésDangerous Drugs Ordinance to define the investigative tool.

Where, upon information teecived, the Attorney General has reasonable cause to suspect that a
person is guilty of certain effences, he may apply to the Criminal Court for an investigation order
requiring that a person (including a body or association of persons, whether corporate or
unincorporated) named in the order, who appears to be in possession of particular material or
material of a particular description which is likely to be of substantial value to the investigation of,
or in connection with, the suspect, produce or grant access to such material to the person or persons
indicated in the order. The person or persons so indicated have the power, by virtue of the
investigation order, to enter any house, building or other enclosure for the purpose of searching for

and seizing such material.
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Where an investigation order has been made or applied for, whosoever, knowing or suspecting that
the investigation is taking place, makes any disclosure likely to prejudice the said investigation, is
guilty of an offence and, on conviction, is liable to a fine or to imprisonment not exceeding twelve
months, or to both such fine and imprisonment. In proceedings for an offence under this subarticle,
it is a defence for the accused to prove that he did not know or suspect that the disclosure was likely
to prejudice the investigation.

Any person who, having been ordered to produce or grant access to material, without lawful excuse
(the proof whereof lies on him) wilfully fails or refuses to comply with such investigation order, or
who wilfully hinders or obstructs any search for such material, is guilty of an offence. That person
is liable, on conviction, to a fine or to imprisonment not exceeding tWwelve months, or to both such
fine and imprisonment.

The Prevention of Money-Laundering Act also has provisionsireferring to investigation and

prosecution of offences, including a thorough description of thenyestigation order.

In practice, as the evaluators were told, if specific data, ‘sueh as bank-related information, are
needed, the investigation order needs to be applied for and, ordinary investigative powers of the

police are not sufficient.

The previously mentioned FIAU annual reportifor 2009 presents figures and analysis concerning
Suspicious Transaction Reports (STRs), (including their use for financial investigations. They
deserve to be presented in detail.

A review of the number of STRs received bysthe FIAU from the date of its establishment to the end
of 2009 reveals that the FIAU has now reeetved a total of 470 STRs. According to the report, these
have given rise to 410 differefit cases in respect of which a financial analysis was carried out by the
FIAU. During the year undesgeview, 63 STRs were submitted to the FIAU, a drop of 9 percent
from the previous yeard The,figute for 2009 falls slightly short of the annual average of 67 STRs.
However, it can be seen that'the number of STR submissions is reaching a certain level of stability,
with the number of reportsiteceived by the FIAU in the last three years consistently between 60 and
70 STRs. This figure may lead one to conclude that there has been no increase in the level of
awareness of the obligations of subject persons over the said period. Nevertheless, other figures
cited in the report, particularly those showing a marked increase in the number of STRs submitted
by certain categories of subject persons such as members of the accountancy and legal profession,

estate agents and investment services licence holders, may suggest otherwise.

14069/10 MN/ec 23
DGH 2B RESTREINT UE EN



RESTREINT UE

The main originators of STRs submitted to the FIAU have traditionally been credit institutions,
accounting for almost 60 percent of STRs. This trend was sustained from one year to the next up to
the end of 2008, with the proportion of STRs submitted by credit institutions never falling below 50
percent of the total STRs.

Traditionally, credit institutions were then followed by financial institutions, supervisory
authorities, insurance business licence holders (including intermediaries), investment services
licence holders, trustees and fiduciaries, and the various other categories of subject persons. The
trend seen in 2009 was an absolute reversal of the pattern in previous years. Reporting by credit
institutions has been on a downward trend, although between 2004 and 2008 there seems to have
been some stabilisation. Thus, with the filing of 26 STRs, credit ingtitutions were responsible for
approximately 41 percent of the total STR submissions in 20094 Other eategories experiencing a
drop in the number of STRs filed with the FIAU during 2009 weredinancial institutions, insurance
business licence holders and trustees and fiduciaries. The lowest figure for reports by credit
institutions was registered during 2009, this being complemented by a stark increase in the diversity
of categories of sources of STRs.

Worth mentioning are STRs filed by members offthe aceounting profession (an increase of four
STRs), regulated markets (an increase of three STRS), investment services licensees (an increase of
three STRs), estate agents (an increase of two STRS), ‘independent legal professionals (an increase
of two STRs) and supervisory authorities (@ increase of two STRs). Moreover, other categories of
subject persons have kept STR submissions on last year’s level or have increased reporting by one

STR. These are company service proyiders, casinos and companies providing remote gaming.

While stating at the outset that it1s undoubtedly premature to determine conclusively that there has
been a definite change in thefsourcesiand trends of reporting entities, a number of observations may
still be made, says the Annual Report. Possibly the most prudent inference from this new
development would be that the reduction in the number of STRs submitted by credit institutions
could be a direct consequence of greater diligence in internal STR-filtering by credit institutions.
Nevertheless, the possibility of a progressive tactical move by suspected money-launderers and
terrorist abettors to distance themselves from credit institutions cannot be discarded. Such a
hypothetical trend could be attributable to the success of banks in deterring potential money-
launderers by creating a compliance culture within the institutions, assume the authors of the report.

Indeed, the marked increase in the number of STRs submitted to the FIAU from other sources tends
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to support this hypothesis, even though this pattern would have to be proven over time in order for
more conclusive determinations to be made. Without discarding the possibility that money-
launderers may be shifting their attention from credit institutions to other areas as a result of
increased vigilance, it may also be appropriate to remark that the increase in the number of STRs
received from other subject persons is a positive signal that awareness of the obligations of subject
persons under the Prevention of Money-Laundering and Funding of Terrorism Regulations

(PMLFTR) to report suspicious transactions is on the increase.

In the report, the FIAU underlines its will to further intensify its efforts to achieve a greater level of
awareness among all the categories of subject persons listed in the BMLETR. Such awareness will
continue to enhance the quantity and quality of reports. Persons tpading in ¢ash on a habitual basis,
estate agents and independent professionals present a particular’ challenge since the level of
awareness in these areas is still relatively low, a difficulty shared by ‘other EU Member States where
the number of STRs originating from these entities and individtialsialso remains comparatively low.
Another development is the fact that the increase over the past years of the gaming business in
Malta has started to have an impact on the type of STRSs reeeived by the FIAU. Indeed, seven STRs
in total over the past two years (2008 and 2009) were received from casinos and remote gaming
companies. The need for vigilance in this sector@nnot be over-stressed as it remains a potential
target for perpetrators. The discussions jbeing held between the FIAU and the Lotteries and
Gambling Authority with a view to bringingiremote gaming license holders within the scope of the

PMLFTR are deemed to be a crucial step forward in this area.

Substantiating last year’s experience, the number of STRs filed was evenly spread between Maltese
and foreign nationals. In fact, 26, STRS were filed solely in connection with foreign nationals while
28 STRs were filed in relation to Maltese nationals. Nine other STRs concerned both Maltese and
foreign subjects. Further analysis conducted in relation to the contents of STRs revealed that 44
STRs (70 percent) were ‘submiitted in relation to natural persons only. Nine other STRs were filed in
respect of legal persons while the remaining ten STRs concerned both companies and natural
persons. The STRs analysed in 2009 led the FIAU to request information from several countries. In
particular, pronounced collaboration was registered with the UK, Spain, Russia, Italy, Switzerland

and Hong Kong.
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The main suspected predicate offence during year 2009 has been identified as fraud, accounting for
five cases sent to the police for further investigations. Drug trafficking, organised crime and living
off the earnings of prostitution are listed in the report as the suspected predicate offence in three
other cases. In seven cases sent to the police for further investigation on suspicion of money-
laundering, the FIAU was not in a position to specifically identify the underlying predicate offence

from which illicit proceeds were allegedly being laundered.

However, the system dealing with the STRs described above has certain features that may limit its
full use, especially for proactive law-enforcement.

Malta has no operational database on financial intelligence containeddn SARS.

This is primarily because Malta opted for an FIU of an administeativeynature, and thus has only
limited opportunities to share intelligence with the police and to, conduct integrated analysis in a
proactive way. The information within the FIAU is completely shielded off, as the FIAU only
communicates suspicious transactions to the police whenytheyshave decided there is due suspicion

of money-laundering activity, based upon an assessment by their own analytical department.

Moreover, the data provided by the FIAU can befiséd solely in money-laundering and terrorism
financing cases, which limits their use ingthe fight @gainst other types of crime. An important
shortcoming of the Maltese FIU is obviously the,complete absence of any appropriate analytical

software.

3.3. Cooperation with Europol and Eurojust

3.3.1. Cooperation with Eutopol

Since the beginning of 2005 the Economic Crime Unit has been the Unit which has contributed
most information to the Earopol National Unit. Moreover, the Europol channels have been used by
Economic Crime Unit officials to obtain relevant information which may assist them in their
investigations. These cases related to money-laundering, euro-counterfeiting and horizontal fraud.
Currently, the Malta Police Force is considering the best options for extending access to the

Information System and SIENA to all units within the Economic Crime Unit. Certain officers are
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also subscribers to the Financial Crime Information Centre. Malta has never had a case of Joint
Investigation Teams (JITs) on financial matters in which Europol supported its investigators.
Europol is considered a vital facilitator of intelligence exchange that, if necessary, leads to further
requests for mutual legal assistance.

The Maltese authorities expect the agency to foster cooperation in cases of individuals suspected to
be linked with organised groups establishing criminal links both domestically and, above all, in

foreign countries.

Europol underlines that Malta is making considerable efforts to engage with the criminal-asset-
recovery products and services being offered by Europol and is alsofvery €ooperative on demand.
Cooperation with Europol with regard to financial crimes and financial ihvestigation is improving.
Nevertheless, the Maltese response remains very reactive and on request solely.

The lack of information and training on Europol’s products hindets cooperation.

For example, the FIAU were not aware of the existence of AWF Sustrans, which actually is an EU
supranational platform for pro-active integrated analysis @f\STRs. This is obviously a significant
shortcoming which explains why Europol has_never received any Maltese STRs. Generally

speaking, the Maltese contribution to the AWHS is«€onSidered to be below average.

3.3.2. Cooperation with Eurojust

The Maltese authorities are of the opimion that Eurojust has proved invaluable in pushing forward
investigations and prosecutions./This has been achieved thanks to outstanding support, including
financial support, and translation facilities coupled to its capacity to host video-conferences. The
Maltese authorities underling that these meetings, which bring together the relevant prosecuting and
investigating officers of diffetent Member States, have been instrumental in leading to better-
planned coordination amd, shating of information, often leading not only to the strengthening of
evidence but also revealing to another Member State hitherto unknown criminal activity.

Referring to the future role of Eurojust, the Maltese authorities stressed that, as crime becomes
more transnational, they expect the agency’s role in coordination meetings and setting up JITs to

Increase.
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Eurojust assesses cooperation as good, as the national member is Head of the International Co-
operation in Criminal Matters Division with the Attorney General’s Office and has knowledge of all

the cases linked to other Member States.

3.4 Conclusions

Malta has the necessary mechanisms to conduct investigations, including their financial aspects, and
to gather and exchange relevant information. Legal tools for investigations are in place, but are
contained in different legal acts. Thus the structure of the law is not immediately clear.

Moreover, the evaluators are concerned as to whether the authorigation of special investigative
techniques by a minister rather than a judicial body guarantees the impartiality of investigations,

especially against politically exposed persons.

Experts interviewed admitted that a central register of bank aéecounts would greatly facilitate their
work. Although the number of banking institutions is limited to about 25, it now takes a couple of

weeks to identify a bank account of a given person, which slows down investigations.

The FIAU annual report shows the number of STRSrecetved slightly decreasing every year. This,
as the report states, could lead one to conclude that there had been no increase in the level of
awareness of the obligations of subject personshever the said period. Nevertheless, other figures
reported may, according to the repoft, suggest otherwise — particularly those showing a marked
increase in the number of STRs submitted by eertain categories of subject persons, such as members
of the accountancy and legal profession; estate agents and investment services licence holders.
Taking into consideration theé limitedwesources of the FIAU, the quality, not the number, of STRs is
of major importance. Thus, Systematic awareness-raising activities need to continue, and should be
combined with sound gmenitoring of compliance, especially among professions such as lawyers and
estate agents, which could further improve their performance.

One important shortcoming of the Maltese FIU is obviously the complete absence of any
appropriate analytical software. The unit is looking for funding to make necessary purchases,
which, in the opinion of the evaluators, would be a tremendous help in enhancing their capability as
an FIU. The lack of specialized IT tools that could be used for analytical purposes by the FIAU

constitutes a serious challenge and needs to be addressed.
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Moreover, the percentage of STRs relating to foreign citizens combined with the ambition to
establish a genuine financial centre in Malta underline the need for efficient international
cooperation and data exchange, as well as a more proactive approach, including the full use of
Europol’s analytical capabilities. Information contained in STRs passed to the police from FIAU
can only be used for money-laundering and terrorism-financing investigations. Malta believes that
FIAU would be in breach of both national legislation and international standards if it were to permit
the use of information disclosed for any purposes. FIAU consent for further dissemination of this
information is required. The experts consider these conditions limiting.

On the other hand, the unit receives no structured and regular feedback from the police. These
challenges lead to the general assessment that the capacity offthe “FIAU and the Maltese
mechanisms serving both national and international cooperation peed totbe further developed and

based on a more proactive approach.

Awareness of the different products and services provided by Buropel has clearly not reached many
Maltese officers; this could be addressed easily, sinéeithe aumber of experts involved is very
limited.

The Maltese authorities could consider that Europel offers scalable, sustainable and affordable
support to Maltese financial analysis in order to enlaiice the proactiveness of their contributions to
AWF Sustrans. Technical assistance andgbudgetary support to enhance the necessary capacity-

building would certainly be justified.

4.  Freezing and confiscation
4.1 Freezing
4.1.1. At national level

Article 355P of the Criminal Code says that the police, when lawfully on any premises, may seize
anything on the premises“if they have reasonable grounds for believing that it was obtained in
consequence of the commission of an offence or that it is evidence in relation to an offence or it is
the subject of an alert in the Schengen Information System, and that it is necessary to seize it to

prevent it being concealed, lost, damaged, altered or destroyed.

An attachment order may be also applied for. The Criminal Code refers to the Dangerous Drugs

Ordinance to define the investigative tool.
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It says that together with or separately from an application for an investigation order, the Attorney
General may apply to the Criminal Court for an attachment order:

(a) attaching in the hands of such persons as are mentioned in the application (hereinafter referred to
as "the garnishees") all moneys and other movable property due or pertaining or belonging to the
suspect,

(b) requiring the garnishee to declare in writing to the Attorney General, not later than twenty-four
hours from the time of service of the order, the nature and source of all money and other moveable
property so attached, and

(c) prohibiting the suspect from transferring or otherwise disposing of any moveable or immoveable

property.

Where an attachment order has been made or applied for, whoseever, knowing or suspecting that
the attachment order has been so made or applied for, makes any disclosure likely to prejudice the
effectiveness of the said order or any investigation conneéted Mithiityis guilty of an offence and, on
conviction, is liable to a fine or to imprisonment not exceedmg,twelve months, or to both such fine
and imprisonment.

It is for the accused to prove that he did not know or suspect that the disclosure was likely to
prejudice the investigation or the effectiveness/of théattachment order.

An attachment order must be served onhe garnishee and on the suspect by an officer of the
Executive Police not below the rank of mspector. Any person who acts in contravention of an
attachment order is guilty of an offenée and, on conviction, is liable to a fine or to imprisonment for

a period not exceeding twelve months, ‘oritolboth such fine and imprisonment.

An attachment order, unlesst 1s revoked earlier by the Attorney General by notice in writing served
on the suspect and on the gatnisheghceases to be operative on the expiration of thirty days from the
date on which it is made.“The court may not make another attachment order with respect to that

suspect unless it is satisfied that substantially new information has come to light.

Investigation, attachment and freezing orders are generally requested by the Office of the Attorney
General at the instance of the police. Measures are enforced by the entities upon whom the order is
served, namely those entities required to provide the information or other documents or garnishees

in whose hands proceeds are attached or frozen. The Court order is physically notified to the
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persons affected by an officer not below the rank of Police Inspector. As to freezing orders, the
accused is informed directly by a court decree, whilst the court order ordering the freezing of all
assets and property pertaining to the accused is published in the Government Gazette for general

information.

Article 5 of the Prevention of Money-Laundering Act and Article 22A of the Dangerous Drugs
Ordinance define the procedure freezing the property of the person accused. Articles 120A(2A) of
the Medical and Kindred Professions Ordinance and 17B of the Malta Financial Services Authority
Act also refer to the procedure. Article 23A of the Criminal Code refers to the procedure,
broadening the scope of its application. Thus, it is applicable to money=laundering, financing of
terrorism, narcotic- and psychotropic-drug-related offences and all othericriminal offences subject

to penalties exceeding 12 months' imprisonment.

Where a person is charged, the court at the request of the proseéutiomymakes an order:

(a) attaching in the hands of third parties in general allimoneys and other movable property due or
pertaining or belonging to the accused, and

(b) prohibiting the accused from transferring, pledging, hypothecating or otherwise disposing of any
movable or immovable property,

provided that the court determines in suchfan order what moneys may be paid to or received by the
accused during the subsistence of such order, ‘specitying the sources, manner and other modalities
of payment, including salary, wages,fpension and social security benefits payable to the accused, to
allow him and his family a decentglivingiinithe amount, where the means permit, of about fourteen
thousand euro every year.

The court may also authorise thetpayment of debts which are due by the accused to bona fide
creditors and which were contracted,before such order was made; and on good ground authorise the
accused to transfer mowable or immovable property.

Such an order becomes @perative and binding on all third parties immediately it is made, and the
Registrar of the Court must'€ause a notice thereof to be published without delay in the Gazette, and
also cause a copy thereof to be registered in the Public Registry in respect of immovable property. It
remains in force until the final determination of the proceedings, and in the case of a conviction
until the sentence has been executed.

The court may for particular circumstances vary such order.
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Where any money is or becomes due to the accused from any person while such order is in force
such money must, unless otherwise directed in that order, be deposited in a bank to the credit of the
accused.

In terms of Title IV of Part III of Book Second of the Criminal Code entitled ‘Of Property
Belonging to the Person Charged or Accused or to other Persons and Connected with Criminal
Proceedings’, all property connected with criminal proceedings will be delivered by the court to the
registrar and will, subject to the provisions of that Title, remain in the custody of the registrar

except when required by the court for the hearing of such proceedings.

When such order ceases to be in force, the Registrar of the Court must cause a notice to that effect
to be published in the Gazette, and enter in the Public Registfy 'a note of cancellation of the

registration of that order.

These provisions remain in force for the duration of the €ourtproeeedings until final judgement is
pronounced.

The freezing order can be withdrawn upon an appli¢ation by the Attorney General.

4.1.2.  Cooperation at European level - Implémentation of Framework Decision 2003/577/JHA

The Framework Decision was transposed “and, implemented by means of Freezing Orders
(Execution in the European Union) Regulations made under the Criminal Code, published in Legal

Note 397/07 and amended by LegalslNotes3 54/09.

The Maltese authorities are of the ‘opinion that as in all other instruments of mutual recognition, the
added value is that in applying thiséprinciple based on mutual trust of judicial systems and between
judicial authorities, proecedings employed in the fight against crime, in this case by depriving
accused persons of their ill-gotten gains, become more efficient and faster by curtailing to a
minimum the formalities attaching to execution of similar orders under traditional forms of mutual
legal assistance. They suggest however that it would be advisable to agree on a number of the more

common language regimes which can be accepted by all Member States.
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Following the transposition of this Framework Decision, once the Attorney General, who receives
the said order, certifies that it satisfies all requirements and formalities and that the accompanying
certificate is duly completed, he issues a certificate confirming that the Issuing Authority is
competent to issue such an order. This is then passed on to the Malta Police Force for execution.
When Malta is the issuing State, it is the Criminal Court that issues such an order and transmits it to
the Attorney General, who will append to the Order a certificate certifying as authentic the contents
thereof.

A freezing order must be transmitted with the certificate, by any means capable of producing a

written record under conditions allowing the executing State to establish authenticity.

Maltese authorities consider it far too early to assess the mechanism, ‘sihce to date Malta has not
issued any freezing orders under the legislation transposing the Framewerk Decision. To date only

one order has been received.

4.1.2.1. Experience when acting as an issuing State

The Criminal Court is competent to issue a freezing order as referred to in Framework Decision
2003/577/JHA. 1t is also the authority mentioned ai¥part © of the certificate as being the one which

must be contacted by the executing authorities.

Given that no experience exists withdegard to the freezing order, it is envisaged that, as in the case
of the European Arrest Warrantg(EAW),fthe mode of transmission favoured is that of direct
transmission from the Office of the Attorney General to the designated authority competent to
receive the said orders. Nothing excludes the use of Eurojust if it is so warranted.

The European Judicial Network (EJN) atlas, in addition to information obtained through Eurojust,

could be used to facilitate locating the unknown recipient authority should the need arise.
4.1.2.2 Experience when acting as an executing State
An order received by Malta has the same effect as a freezing order, as referred to in Article 22A(1)

of the Dangerous Drugs Ordinance, and the provisions of the Article apply mutatis mutandis to the

freezing order.
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Where the Attorney General receives a freezing order, he will, on his own individual judgement,
issue a certificate to the effect that the authority which issued a freezing order has the function of
issuing freezing orders in the issuing State and such certificate will be conclusive of its contents.
Where a certificate has been issued by the Attorney General, the order shall be executed by a police
officer not below the rank of Inspector. The ARO plays no role as yet, although it is foreseen that
the Inspector heading the ARO will be entrusted with the execution of the order.

Where the competent judicial authority of the issuing State has expressly indicated the formalities
and procedures to be observed in the execution of the freezing order, the Attorney General shall
direct the executing officer to comply with these formalities and pfocedutes unless the Attorney
General is of the opinion that those formalities and/or procedures are ‘contrary to the fundamental

principles of law in Malta.

Procedure for liaising with the issuing State to keepd{its Authorities informed of progress in
proceedings cannot be presented, since there are nd, easesyto analyse. However, the Maltese
authorities assume they will follow the practice gstablishéd in relation to the European Arrest
Warrant. Normal practice is to inform the, requesting authority of developments, either

telephonically or via email, once execution is effectéd.

The accused can request the court, and the'€ourtiean act ex officio upon issuing the freezing order,
to determine what money may be paid to or received by the accused during the subsistence of such
order, specifying the sources, manmer<andfother modalities of payment, including salary, wages,
pension and social security benefits pagiable to the accused, to allow him and his family a decent
living in the amount, wherg' the means permit, of about fourteen thousand euro every year. The
court may also authorise theipaymeént of debts which are due by the accused to bona fide creditors
and which were contracted before such order was made and on good ground authorise the accused
to transfer movable or immovable property. Moreover, where any money is or becomes due to the
accused from any person while such order is in force such money will, unless otherwise directed in

that order, be deposited in a bank to the credit of the accused.
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4.2. Confiscation (including 2005/212/JHA and 2006/783/JHA)

Article 23 of the Criminal Code says that the forfeiture of the corpus delicti, of the instruments used
or intended to be used in the commission of any crime, and of anything obtained by such crime, is a
consequence of the punishment for the crime as established by law, even though such forfeiture be
not expressly stated in the law, unless some person who has not participated in the crime has a

claim to such property.

Article 23B says that, without prejudice to the provisions of the above-mentioned Article 23, the
court shall, in addition to any punishment to which the person convi¢ted of a relevant offence may
be sentenced and in addition to any penalty to which a body corpofate may become liable, order the
forfeiture in favour of the Government of the proceeds of the offenée orgof such property the value
of which corresponds to the value of such proceeds, whethex such proceeds have been received by
the person found guilty or by the body corporate. Any property, whether in or outside Malta, of or
in the possession or under the control of any person €envieted of a relevant offence or in the
possession or under the control of a body corporate; unless proved to the contrary, is deemed to be

derived from the relevant offence and is liable to.confiseation or forfeiture by the court.

Where the proceeds of the offence have beén dissipated or where for any other reason whatsoever it
is not possible to identify and forfeit those proceeds or to order the forfeiture of such property the
value of which corresponds to the Mralue of those proceeds, the court will sentence the person
convicted or the body corporate, emthe person convicted and the body corporate in solidum, as the
case may be, to the payment of a fine gghich is the equivalent of the amount of the proceeds of the
offence. The said fine may b@ recovered as a civil debt, and the sentence of the Court constitutes an
executive title for all intents‘and pufposes of the Code of Organization and Civil Procedure.

Article 23B defines “pfoceeds’”@as meaning any economic advantage and any property derived from
or obtained, directly or mdirgetly, through the commission of the offence, and includes any income
or other benefits derived from such property. “Property” is understood as assets of every kind,
whether corporeal or incorporeal, movable or immovable, tangible or intangible, and legal

documents or instruments evidencing title to, or interest in, such assets.

Similar rules and provisions can be found in Article 3 (5) (a) of the Prevention of Money-

Laundering Act.
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Article 23 C of the Criminal Code reflects option ¢) given to the Member States in Article 3 of the
Council Framework Decision 2005/212/JHA.

Specifically, it says that, where it is established that the value of the property of the person found
guilty of a relevant offence is disproportionate to his lawful income and the court is fully convinced
on the basis of specific facts that the property in question has been derived from the criminal

activity of that person, that property is liable to forfeiture.

The same Article says that when a person has been found guilty of a relevant offence and in
consequence thereof any moneys or other movable property or any immovable property is liable to
forfeiture, the following provisions of the Dangerous Drugs Ordinance applysmutatis mutandis.
When a person has been found guilty of one of certain drug-related“offences, the court will, in
addition to any other punishment, in its sentence or at any time ‘thereafter, at the request of the
prosecution, order the offender to pay a fine of not less thangabout eleven thousand and six hundred
euro but not exceeding about sixty-nine thousand and eight hundred euro. This is applicable in cases
where the offender is not the absolute owner but holds any other real title on the immovable
property, or has a title, other than a real title, in virftue of ' Which he has the control of or a right of
access to such property.

The court also orders the forfeiture in favour of thiéyGovernment of all moneys or other movable
property and of the entire immovable propgsty of the'person so found guilty, even if the immovable
property has since the offender was charged,passed into the hands of third parties, and even if the

said monies, movable property or immovableproperty are situated in any place outside Malta.

Moreover, the Dangerous Drugs Ordinance provides for two further options, which are, however,
not referred to in the Criminal CodeaThus, they are applicable to drug-related crimes only. Namely
the court will, in addition toiany other punishment, in its sentence or at any time thereafter, at the
request of the prosecution, Where any immovable property, in Malta or in any place outside Malta,
has been used for the keeping or storing, or for the selling or dealing in such drug, as described in
the bill of indictment or in the charge, order the forfeiture in favour of the Government of any real
title which the offender holds on such immovable property. The same would apply to any vessel or

vehicle used for keeping or storing, or for selling or dealing in drugs.
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Plea bargaining, although not binding for the court, is possible under Maltese law. The amount of
assets to be confiscated can be also a subject of negotiation between the accused and the

prosecution in cases where confiscation is not mandatory.

The legislation to transpose Framework Decision 2006/783/JHA on confiscation orders has not yet
been implemented into national law. To date, such orders are executed on the basis of traditional
instruments of mutual assistance to which Malta is a party. As with the regime on freezing orders
which transposes the Framework Decision on Mutual Recognition of Freezing Orders, it is
envisaged that the Criminal Court will be the competent issuing authority, whilst the executing

authority will be the Attorney General.

4.3. Conclusions

The structure of legal provisions on confiscation-related tools, isi€omplex. They are spread over
different laws and certain provisions are repeated in different legal instruments pertaining to
different offences (for example drug-related offences, money-laundering and crime in general).
However, the existing solutions provide Maltese authorities with sound tools to address criminal

assets effectively.

Framework Decision 2006/783/JHA still needs tosbe implemented.

As indicated above, where the Attomey Gefieral receives a freezing order, he issues a certificate to
the effect that the authority whichissued a'freezing order has the function of issuing freezing orders
in the issuing State, and su€h certificate will be conclusive of its contents. The evaluators have
doubts as to whether thistsolution is in line with Art. 5 (1) of the Framework Decision
2003/577/JHA, whichésays that "the competent judicial authorities of the executing State shall

recognise a freezing order (, ..) without any further formality being required (...)."

Although the available tools seem to be well known to practitioners and to be commonly applied,
the lack of comprehensive statistics hampers overall assessment of the system. As data on seizure,
freezing and confiscation, including the actual execution, are not available, it is not possible to

identify weaknesses in the procedure and areas requiring further improvement.
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The Court Registrar's office, which has a very important role with regard to the enforcement of
confiscation orders and the recovery of assets, has the expertise to carry out its tasks. It appears,
however, to be understaffed. Thus, the evaluators welcome the idea that its capacities are to be

enhanced, leading also to more structured gathering and analysis of statistical data.

As far as prosecution is concerned, especially with regard to financial crime, it seems problematic
to have a trial before a jury of laypeople, due to the highly complicated nature of the crimes in
question. Furthermore, magistrates are said to be afraid of making assumptions, although they are

legally possible, concerning the criminal origins of assets.

5. Protection of the financial interests of the EU - available, mechanisms, particularly

cooperation with OLAF

The IAID is the designated Maltese interlocutor of the Eutopean Anti-Fraud Office (OLAF). It acts
as the Anti-Fraud Coordinating Service (AFCOS) for‘Malta; this implies that this IAID Unit can
conduct joint investigations with OLAF with regard to EU funds availed of by Malta. During the
evaluation it was also explained that it is the IALD that'should be sent information on matters liable
to result in criminal proceedings, obtained by OLAF,during internal investigations, as stipulated in
Article 10 (2) of Regulation (EC) 1073/1999. The, evaluators have doubts however, as to whether

the TAID can be considered a judicial authority imithe meaning of the Article.

The Financial Investigations and European Anti-Fraud Office Related Matters Unit within the IAID
has the remit to conduct financial investigations in government departments and in any other public
or private entities which afe in “any way beneficiaries, debtors or managers of public funds,
including EU funds, for thé purpose of protecting such funds against irregularities and fraud, or
otherwise to assess su¢h publicior private entities’ liability to contribute to such funds. The IAID,
acting as AFCOS, cooperates with other authorities. The Office of the Attorney General is
frequently called to assist on legal issues and is immediately informed by the IAID when facts, if

proved, would constitute a criminal offence.

Whenever, and as soon as, the IAID Director firmly establishes the existence of suspected cases of

irregularities or suspected cases of fraud, the Director, if he is of the opinion that the irregularity, if
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proved, would constitute a criminal offence, will immediately inform the Attorney General.
Otherwise, if the Director is of the opinion that the irregularity is of an administrative nature, he

will inform the Permanent Secretary of the auditee.

According to Article 21 of the Internal Audit and Financial Investigations Act, in conducting an
internal audit or a financial investigation concerning funds managed by Malta in terms of its
international obligations, the Director of IAID may be assisted by representatives of the
international organisation concerned, who may participate jointly with the Director in the audit or
the investigation. For such purpose the representatives will be considered to be under the same
obligations as officers of the Directorate and, before entering upon their duties, must take the oath
specified in the Schedule to this Act.

Article 435E of the Criminal Code provides that the Attorney Geéneral may authorise the competent
authorities of another country to conduct in Malta, jointly with*eryunder the supervision or direction
of the Executive Police, investigations into criminal offené¢es b§offi€ers acting under covert or false
identity. The Attorney General must be satisfied of theytrue identity and official capacity of the
officers in question and must be fully informed of the natuse of any documents which purport to
guarantee, certify or authenticate the false identity assumed by any such officers. These provisions
apply mutatis mutandis to any official from anothefieountry taking part in any operation in Malta as
aforesaid even if none of the officers taking part,in the operation is acting under covert or false
identity. The Article goes on to explain that ‘comipetent authorities of another country’ and ‘official
from another country’ will be consttued as including officials of bodies set up pursuant to the
Treaty establishing the Europeangb/nion 4s»defined in Article 2 of the European Union Act,
therefore, including agents from OLAEs

Participation in a JIT woulddalso, mean that the agents would be able to testify in the same capacity
as any other investigating officer./©therwise, under Maltese law, unless they are court-appointed
experts, witnesses cannot give an opinion. However, they can testify as to the facts of which they

personally have knowledge.

The TAID reports irregularities to DG OLAF on a quarterly basis with respect to Pre-accession
Funds, Transition Facility Funds, Structural Funds, Cohesion Fund and Agricultural Funds. The
Unit also provides contributions, including feedback, to various sub-units within OLAF all

responsible for protecting facets of the EU's financial interests. Article 7 of the Administrative

14069/10 MN/ec 39
DGH 2B RESTREINT UE EN



RESTREINT UE

Cooperation Arrangement between OLAF and TAID, signed in June 2003, lays down that the IAID
as AFCOS for Malta will strive to ensure, coordinate and monitor the exchange of relevant
information at all levels within the national administration and with the Commission.

Furthermore, the above-mentioned National Anti Fraud and Corruption Strategy provides measures

for the strengthening of international cooperation, particularly in meeting Malta’s obligations.

Moreover, the Malta Police Force, the Customs Department and the Office of the Attorney General
may be required to furnish information to OLAF when so requested in terms of applicable
legislative instruments. Staff from these departments regularly participate in seminars hosted by
OLAF in a bid to promote training, whilst also serving to bring countérparts together. The Customs
Department also participates in Joint Operations coordinated by @I’ AF inyolving the participation

of Customs administrations from several Member States.

Maltese authorities stress that there are no obstacles preventifig theyexchange of information with
OLAF. The above-mentioned Article 7 of the Administrative, Cooperation Arrangement between
OLAF and the IAID facilitates the exchange. It isfalso important to point out that in the case of
reporting any irregularities to OLAF in the case of EU funds, the IAID is required to report if a

court case was initiated, and also its eventual outceiiie.

In a criminal investigation involving fraud against the financial interests of the European
Communities (EC), the Commission ghay act'as a plaintiff or a complainant or it may be represented
as a civil party in such proceedings: Ina Bill to be published shortly which will provide for the
protection of the European Communities* financial interests and make provision for the criminal
prosecution of fraudulent conduct njuting those interests whilst adopting a common definition, it is
unequivocally stated that for the avoidance of any doubt, the provisions on fraud in the Criminal
Code and the provisions of the Prevention of Money-Laundering Act will, mutatis mutandis, apply
when the offences covered jtherein are committed to the detriment and to the prejudice of the

European Communities.

The general assessment of the Maltese authorities is that OLAF can significantly contribute to their
work by making available its agents, whose expertise is undoubtedly beneficial to any investigation,

forensic accountants and analysts as well as modern software which could make possible a better
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visualisation of how offences, particularly complex money-laundering cases, are carried out.
Continuous and updated training opportunities, particularly in contemporary and developing trends,

are considered imperative so that national authorities will be in touch with the latest developments.

Some changes to Maltese national law are still expected. A bill adopting a common definition of
fraudulent conduct injuring the EU's financial interests is still to be published but the provisions on
fraud of the Criminal Code apply to expenditure and resource fraud as defined in Article 1 of the

Convention on the Protection of EC financial interests of 26/07/1995.

Moreover, Malta has not ratified the Convention and its 1st and 2 ols, and Maltese law

does not provide for the liability of legal persons for fiscal offenc

6. Recommendations
6.1. Recommendations to Malta

ing'a proceeds-oriented approach that

would cover all relevant authorities, should be dev 2.4)

2. The policy described in the strategy should %ﬂed by a comprehensive training scheme for
relevant staff at all levels, including p nd judges. The training should also cover
available tools for international cooperation, ding those of Europol, Eurojust and OLAF. (See
2.4) V

3. The policy described in t T ould be supported by sound management within the Police
Force, in order to promote Qe, intelligence-led and proceeds-oriented approach. (See 2.4)

echanism should be established to supervise the implementation of

1. A coherent, overarching strategy towards crim 0

4. A high-level coordi
the strategy, giving due tion to the actual effectiveness of tools like seizure, freezing and
confiscation. The implementation of the strategy should be combined with a sound statistical

methodology. (See 2.4)
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5. Financial intelligence gathered by the competent Maltese authorities should be more proactively
exchanged with Europol. The use of STRs sent to the police shall not be limited to money-
laundering and terrorism financing cases. The Police should provide the FIAU with feedback (See

3.4).

6. Compatible IT analytical tools should be made available to investigators and experts of relevant

services, especially the FIAU and the ECU. (See 3.4)

7. Efforts undertaken to establish and enhance specialized units suc sset Recovery Office

should continue. (See 2.4)
8. The judicial authority competent to receive informatio i OLAF during its internal
investigations into matters liable to result in criminal pro 1 s to be nominated. (See 5)

\ the European Communities and its

The Convention for the Protection of the Financial In

Protocols should be ratified.

9. Framework Decision 2006/783/JHA needs ented. (See 4.3)
10. Consideration needs to be given to jJury of laypeople is appropriate to try complex
financial cases. (See 4.3)

11. Establishment of a centralized r of bank accounts should be considered. (See 3.4)

12.  Due consideration sh: efgiven to whether discretionary powers concerning the execution
of special investigativ; i should continue to be attributed to a member of the executive.
(See 3.4)

Malta is requested to inform the Council Secretariat within 18 months of the adoption of this report
of the action it has taken on these recommendations. The information will be submitted to, and if

necessary discussed by, the relevant working group.
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6.2 Recommendations to the European Union, its Member States, institutions and agencies

1. EU institutions and agencies are invited to support all actions undertaken by Malta in order to
implement the recommendations listed above and enhance financial investigations. In particular,
relevant EU bodies should support Maltese authorities in acquiring IT tools useful for financial

investigations.

2. European bodies, namely OLAF, Eurojust and Europol, should, in close cooperation with
Maltese counterparts, promote and explain their potential added value for investigation and

exchange, available

prosecution. Their analytical capabilities, information and inte ,%
O

communication channels and means of practical assistance need| to
practitioners involved. \“

»e communicated to

3. European bodies should, via training and guidelines, iform application of relevant

legal tools agreed at European level. This should a il the use of a common statistical

6
G
W

O
N

methodology.
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ANNEX A
PROGRAMME FOR VISIT

Fifth Round of Mutual Evaluations

Financial Crime and Financial Investigations

Judiciary

Hon. Judge Dr. David Scicluna LL.D.
Attorney General's Office: Q
Dr Donotella Frendo Dimech LL.D. \Q
Economic Crime Unit: \Q
A.C. Michael Cassar %
Supt. Paul Vassallo

FIAU: v
Dr Manfred Galdes - Director V

IAID: 0
Rita Schembri — DireQ

Christopher Magri

Mario Debono

Customs:

J.P. Brincat - Controller

Manwel Sammut
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Tuesday 18™ May 2010

09.30-11.00 Representatives from the Attorney General's Office/Prosecution Office
11.30 —13.00 Representatives from the Financial Intelligence Analysis Unit (FIAU)
Lunch

15.00 - 16.30 Representatives from the Internal Audit Inv eraﬂment (IAID)
Wednesday 19™ May 2010
% imes Unit — Malta Police

Department

09.30 - 12.00 Representatives from the Ec

Lunch

14.30 — 16.00 Representatives fro

Thursday 20™ May 2010 0
09.30-11.00 Reir tives from the Judiciary
L

14.00 — 16.00 Final Meeting
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ANNEX B
LIST OF ABBREVIATIONS/GLOSSARY OF TERMS
ACRONYM
ABBREVIATION ENGLISH EXPLANATION
TERM
AFCOS Anti-Fraud Coordinating Service
ARO Asset Recovery Office
AWF Analytical Work File
EAW European Arrest Warr:
ECU
EJN
FIAU 1 1 igence Analysis Unit
IAID Investigations Directorate
ICCMD ati Cooperation in Criminal Matters
JITs
JLS
MDG idisciplinary Group on Organised Crime
MFSA Valta Financial Services Authority
MLU Money-Laundering Unit
OCTA Organised Crime Threat Assessment
OLAF European Anti-Fraud Office
PMLFTR Prevention of Money-Laundering and Funding of
Terrorism Regulations
ROCTA Russian OCTA
STRs Suspicious Transaction Reports
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