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1. EXECUTIVE SUMMARY

The evaluation visit was very well organised and prepared by the Dutch authorities. The selection of
authorities visited and participants met was appropriate. The evaluation team particularly
appreciated the welcome by the Ministry of Security and Justice and its coordinating role
throughout the whole visit. The evaluators were given the opportunity to talk with a large number of
professionals from the Dutch central authorities as well as representatives of the judiciary, police

and private sector.

The Netherlands is highly digitised, both cconomically and socially. The Netherlands continues to
build the necessary knowledge, capacity and legislation o enhance cvber security and fight
cybercrime since this process i= ol an easy one and requires many resources amnd the involvement

of the most importamt stakeholders from both the public and private sector.

The Netherlands has set up a strategy and priorities 10 combat cybererime which are clearly laid out
in the National Cyber Sccunty Strategy (NCSS2) It provedes strategic guidance at tactical and
operational levels, such as on strengthening national and  intermational  legislation, tackling
cybercrime, prevention and awareness, improving cooperation with all relevant national and
international partics and capacity building. All those aims should be reached while respecting

fundamental rights such as frecdom of speech and privacy

There is a consistent legal framework in place in the Netherlands, at both substantive and
procedural level. The implementation of Directive 2003/400EL] on aftacks against information
systems and replacing Council Framework Decision 2005222 1HA is 1o be finalised in 2015 and

should further improwe Duteh Law
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From a practical point of view, fulfilment of the Dutch strategy on cybercrime is carried out in
different fields, including participation in the Virtual Global Task Force, the establishment of a
liaison officer at the Interpol Global Complex for Innovation in Singapore, a planned exchange of
personnel and knowledge with Europol/EC3, the stationing of two flexible liaison officers in South
America and the Philippines to deal with matters relating to online child sexual abuse, and valuable
work on the three cyber sub-priorities (online card fraud, online child sexual exploitation and cyber

attacks) of the EU Policy Cycle to tackle organised and serious international crime.

These goals are also achieved via public and private parinership as well as through raising public
awareness. There are many initiatives worth mentioning. However, The Mational Cyber Security
Centre (NCSC), located within the Ministry of Security and Justice, focuses on the vital sectors of
the country and is a Magship in that regard, As a result, s key parters from the private sector are
energy companies, and the telecommunications and financial sectors. They will be obliged to notify
the NCSC of any cyber breaches that may occur. However, there is no penalty for failing to notify
the NCSC, although whether or nad a company reporied a breach would be taken into account by
the relevant authorities looking at the case (data protection supervisor, bank supervisory authority,
etc.). Therefore, in the opinion of the evaluators the Tt that it is nol mandatory to report massive
attacks against vital infrastructures run by private companics leaves the power of deciding whether

or not to fight criminals and bring them to justice in the hands of the private seclor.

The other successlul initistive 15 the ECTF, which was formed 1o combal digital banking fraud more

effectively, specifically phishing and banking malware.

The Netherlands also priortises the Beht agamst cybercnime and the reaction on attacks on or
disruption of information systems by strengihening its curment capabilities in investigation and
prosecution. The investigation of major cybercrime cases at national level is coordinated by a core
triangle consisting of the Mational High Tech Crime Linit of the Mational Police, the National Cyber
Security Centre (MUSC) and the Mational Public Prosecutor’s Oflice, which cooperate smoothly
and efficiently. Actual investigations into crime are undertaken by the police and the Public

Prosecution Service.
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The police and the Public Prosecution Service have liaison officers in the NCSC. Investigation of
cybercrime at the national level is supplemented by the structure for fighting cybercrime at regional
police level. These (teams in regional units of the police), in cooperation with the Dutch Forensic
Institute (NFI) and Public Prosecutor’s Office, are involved in the majority of cybercrime cases.
However, according to the information gathered during the on-site visit, there are discrepancies
between the operational means of the different regional authorities. This should be rectified,
particularly because cases falling under the competence of regional authorities are those that more

closely affect unprostected citizens and are to some extent more visible o the community.

On the other hand, the Dutch practise of combining the possibilitics offered by private companies
(such as ISPs and sscial media companies ), public entitics (e.g. the Ministry of Security and Justice
and specialised umits dealing exclusively with online child sexual abuse) and campaigns addressed
to the general public im order to efficiently combat online child sexual abuse, is in the opinion of the

evaluation team waorth following.

The Netherlands demonsirates exemplary internations]  cooperation on ¢ybercrime  within
Europol/EC3 and Eurnjust, as well as with Interpol and other third partics. Knowledge of the
possibilities resulting from that cooperation seems o be widespread at national level. Nonetheless,
the regional police wmd judiciary need to be further trained. An obligatory cvbercrime training
programme at least for those dealing with cybercrime cases could cover the gap in communication
and mutual understanding between cybercnime investigators, prosecutors and judges (initiatives
such as the Expertise Centre on Cybercrime at the Appeal Court of the Hague could be of broader

use). A binding and comman delinition of cybercrime for statistical purposes could also be helpful.
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Although the overall assessment of cybercrime in the Netherlands is not comprehensive due to the
lack of detailed, standardised and comprehensive statistics on investigations, prosecutions,
convictions and reported incidents related to cybercrime, the evaluation team appreciated the way
the system works. The strategy in the Netherlands is clearly to make the country unattractive to
cyber criminals. Considering the significant role the Netherlands plays in providing infrastructure
and hosting services, the level of effort and resources the country is investing in the fight against
cybercrime, and the effectiveness of that investment, the opinion of the evaluators is decidedly
positive.
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2. INTRODUCTION

Following the adoption of Joint Action 97/827/JHA of 5 December 1997, a mechanism was
established for evaluating the application and implementation at national level of international
undertakings in the fight against organised crime. In line with Article 2 of the Joint Action, on
3 October 2013 the Working Party on General Matters including Evaluations (GENVAL) decided
that the seventh round of mutual evaluations should be devoted to the practical implementation and

operation of the European polices on preventing and combating cybercrime.

The choice of cybsererime as the subject for the sevemth Mutual Evaluation round was welcomed by
Member States. Howewer, due 1o the brosd mange of offences which are covered by the term
cybercrime, it was agresd that the evaluation would focus on those offences which Member States
felt warranted particular attention. To this end, the evaluation covers three specific areas — cyber
attacks, online child sexual abuse/'pomography and onling card fraud — and should provide a
comprehensive examimation of the legal and operational aspects of tackling cybercrime, cross-
border cooperation and cooperation with relevant EL agencies. Directive 201 193/EU on combating
the sexual abuse and sexual exploitation of children and child pomography and replacing Council
Framework Decision 200/68 THAT (transposition deadline 18 December 2013), and Directive
2013/40/EU° on attacks against information systems and replacing Council Framework Decision

2005/222/JHA (transposition deadline 4 Seplember 200 5), are particulardy relevant in this context.

! Joint Action of 5 December 1997 (97/827/JHA), OJ L 344, 15.12.1997, pp. 7-9.
2 0J L 335,17.12.2011, p. 1.
3 0J L 218, 14.8.2013, p. 8.
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Moreover, the Council Conclusions on the EU Cybersecurity Strategy of June 2013* anticipated the
swift ratification of the Council of Europe Convention on Cybercrime (the Budapest Convention)®
of 23 November 2001 by all Member States and emphasised in their preamble that "the EU does not
call for the creation of new international legal instruments for cyber issues”. The Convention is
supplemented by a Protocol on acts of xenophobia and racism committed through computer

systems?®.

Experience from past evaluations shows that Member States will be in different positions regarding
the implementation of the relevant legal instruments, and the current evaluation process could also
provide useful input 1o Member States that may nod have implemented all aspects of the various
instruments. Nonetlseless, the evaluation ames 1o be broad and |.|'|I-._'|.'|:Ii'-.|.'i|rI||1:|1':.' and not to focus
solely on the implementation of various instruments relating to fighting cybercrime, but also on the

operational aspects in the Member States.

Therefore, apart from cooperation with prosccution services, this will also encampass how police
authorities coopermte with Eurcjust, EMISA and EurepolEC3 and how [eedback from those
organisations is channelled to the appropriate police and social services. The evaluation focuses on
implementing national policies with regard to the suppression of cyber attacks, fraud and child
pornography. The gvaluation also covers operational practices in the Member States with regard to

international coopseratiom and the support offered 1o people who fall victim o cybercrime.

4 12109/13 POLGEN 138 JAI 612 TELECOM 194 PROCIV 88 CSC 69 CIS 14 RELEX 633 JAIEX 55 RECH
338 COMPET 554 IND 204 COTER 85 ENFOPOL 232 DROIPEN 87 CYBER 15 COPS 276 POLMIL 39
COSI 93 DATAPROTECT 94.

CETS no. 185, opened for signature on 23 November 2001, entered into force on 1 July 2004.

CETS no. 189, opened for signature on 28 January 2003, entered into force on 1 March 2006.
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The order of visits to the Member States was adopted by GENVAL on 1 April 2014. The
Netherlands is the second Member State to be evaluated during this round of evaluations. In
accordance with Article 3 of the Joint Action, a list of experts in the evaluations to be carried out
has been drawn up by the Presidency. Member States have nominated experts with substantial
practical knowledge in the field pursuant to a written request to delegations from the Chairman of
GENVAL on 28 January 2014.

The evaluation teams consist of three national experts, supported by two staff from the General
Secretariat of the Council and observers. For the seventh round of mutual evaluations, GENVAL
agreed with the proposal from the Presidency that the European Commission, Eurojust, ENISA and

Europol/EC3 should bs¢ invited as observers.

The experts charged with undertaking the evaluation of the Netherlands were Mr Attila Kokenyesi-
Bartos (Hungary). Mr Wolfgang Bar (Germany) and Mr Ivan Bacigil (Slovakia). The observers
were also present: Mr Michele Socco (Commission), Mr Lionel Feretie (ENISA), Mr José Eduardo
Guerra (Eurojust) amd Mr Fhilipp Amann ( Europol/EC3), together with Mr Francisco Rodriguez

Rosales and Mr Skawomir Bucama from the General Secretanat of the Council.

This report was prepared by the expent team with the assistance of the General Secretariat of the
Council, based on findings arising from the evalumtion visit that wok place in the Netherlands
between 17 and 21 Movember 2004, and on the detailed replies from the Dulch to the evaluation

questionnaire, together with their detailed answers 1o ensuing follow-up questions.,
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3. GENERAL MATTERS AND STRUCTURES

3.1. National cyber security strategy

In 2011 the Dutch Government launched a National Cyber Security Strategy (NCSS), with input
from a wide range of public and private parties, knowledge institutions and civil society
organisations. On 28 October 2013 the Minister of Security and Justice presented the second edition

of the National Cyber Security Strategy ("NCSS2: From awareness to capability").

The intention of the Dutch awthoritics is to provide safe and reliable ICT and 1o protect an open,
free internet since society™s growing dependence on ICT makes it inereasingly vulnerable to the
misuse and disruption of 1T systems, The ambitions in the NOSS2 are based on strategic
objectives that serve as gusdelings for the 20014-2006 Action Program. Tackling cybercrime is
deemed to be one of these objectives. Cyvbererime is considered to be a frequently occurring and
increasing threat for all citizens and organisations. In order o offer adequate protection from
cybercrime, the NCS52 prieritises the fight against cybercrme by

1. updating and strengthening (international) criminal legislation (including the Computer Crime
Act I11),

2. improving coaperation with Europol/EC3 by exchanging knowledge and personnel,

3. including the strengthening of investigation and prosecution of cybercrime as a subject in the
discussion aboul new national policy objectives Tor the police in the common security agenda
(the current subjects lapsed on 1 January 2001 5) for the Duich national police,

4. strengthening the fight against cybererime in the financial sector through coaperation, including
with the private sector,

5. increasing the number of international investigations 1o 20 in 2014,

6. supervising the link to the investigation and prosecution services in the digitisation of crime,

7. strengthening the intake and registration process for cybercrimes reported to the police.

7587/15 SB/ec 13
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3.2. National priorities with regard to cybercrime

The National Cyber Security Strategy (NCSS2) describes the overall national priorities for cyber
security. Various actions based on the other objectives of the NCSS2, alongside tackling
cybercrime, can be regarded as actions aimed at prevention, capacity building in both the public and

private domain, and raising public awareness. The following actions are expected to be undertaken:

Prevention

The strategy contains many specific actions to improve the prevention of eybercrime. These actions
also reduce vulnerabilities 1o cybercrime. They include improving resilience to cyber attacks,
protecting vital interests (and infrastructure), investment in secure 1CT products and services, and

investing in knowledge and know=how in the lield of cyber secunty.

Legislation

Updating and strengihening legislation (including the Criminal Code) is vital for the strengthening
of an international approach 1o cybercrme. The Mimister of Secunty amd Justice 15 preparing a new
bill of law on cybercrime (The computer Crime Act 1ll) which is expected to be sent to the
Parliament in 2015. The new law aims 1o take measures 1o address the rapid developments in the
field of technology, the internet and cybererime, i order to undo data encryption, deal with illegal
actions on the internet or fight onhine child pomography, The proposed ball will introduce

legislation on the following:

e Remote investigations of the computers of criminals within Dutch jurisdiction by the police
and judicial authorities, including where necessary the ability to copy data or make the data
inaccessible. It goncemns the so-called “investigation ine an awomated work", which
provides investigntors with the authorty 1o perform various investigative actions, subject to
stringent conditions, when investigating senous offences. This may involve cross-border

access to data.
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The possibility of obliging persons suspected of possessing and disseminating child
pornography or of terrorist activities to cooperate in opening encrypted files on their
computer. The public prosecutor will then issue a so-called decryption order to the suspect.
The police and judicial authorities will then obtain access to protected data. However, there
are stringent safeguards, including prior court review. Ignoring a decryption order from the
public prosecutor will be punishable by a prison sentence.

The criminalisation of handling stolen computer data. In doing so, the minister intends to
prevent third parties from receiving stolen information from hacked computers and
subsequently placing it on the intermet,

The criminalizsation of repeated frand in online markets,

The “grooming™ of children, making it possible for such crimes to be investigated by

undercover paslice ollicers

In addition, the Metherlands is also in the progress of implementing Directive 2013/40/EU on

attacks on information systems.

Capacity building & treriming

In past years, the Metherlands has invested in building capacity for law enforcement and the

criminal courts. At the national level, the police have created a special High Tech Crime Unit for

investigating high-end cvbercrime, The national suppor unit will be strengthened by digital experts

to support inVEStI-F.iII:I:I'llh il -;:.'I'h_-rqnm.;-. thael arge less I1:|E:I1 tech, wmwd o SO the gathering of

digital evidence. The megional police umits will create digital expert units for the same kind of

support at the local level.
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Public awareness

Both public and private partners are working on raising awareness and providing information to the
public on how to improve cyber security and prevent cybercrime. The National Cyber Security
Centre (NCSC) of the Ministry of Security and Justice routinely provides security advice on

incidents and specific vulnerabilities (www.ncsc.nl and www.waarschuwingdienst.nl). In a few high-

profile cybercrime cases the National Police and the Public Prosecutor’s Office have given the

public advice on preventing certain types of cybercrime.

The National Hotline fior Intermet Fraud 15 a collobortion between the Matonal Police, the Public
Prosecutor’s Office and the enline market www markiplaatsnl. It prowvides a facility for internet
customers to check whetlser an internct trder has been reportexd as unrchiablc, and to report online

trade fraud to the police,

Public and private parters are working together in the Digibewust initintive 10 improve overall
security awareness, Digibewust i= a collaborstion between theé Minisiry of Economic Affairs, the
European Commission and privale pariners ke KPS, UPC, IBM and the Dutch Banking

Association.

Another example of a private initiative was the campaign “Hang op, klik weg, bel uw bank” (“Hang
up, click away, call your bank™) launchied by the Dutch Banking Association (Nederlandse
Vereniging van Banken, NVE) to improve enline self-defence for custonsers. It ran until the end of
2014.
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International cooperation

The Netherlands actively pursues national and international alliances. Most larger cybercrime cases
involve more than one country. The police and Public Prosecutor’s Office work together with
international partner organisations on a regular basis to handle international cases and to gather
evidence. Updating and strengthening (international) criminal legislation (including the Computer
Crime Act IllI) and improving cooperation with Europol/EC3 by exchanging knowledge and

personnel are two priorities of the NCSS2. The National Police actively supports Europol/EC3.

The Netherlands also supports the development of the Interpol Global Complex for Innovation in
Singapore. The Public Prosecutor’s CHTice, with help from Ewrojust and the International
Association of Prosecutors, has taken the initiative o sirengthen the inlermational cooperation of
public prosecutors in cybercrime cases. The Netherlands actively participates in international
meetings and related activitics, such as the Committee of Contracting States of the Council of
Europe's Convention on Cybererime, the "EL policy evele on organised crime”™, and the discussions
in the UNODC about a LN treaty in the arca of cvbercrime, The Netherlands has also invested in

knowledge and expertise, and participates in joinl invesligations.

EU cybercrime priorir

The activities to mprove the fight against evbererime largely coincide with the goals of the EU
cybercrime priority. For example, online card Froud s one of the issues ackled by cooperation
between the financial sector, the Mational Police and the Public Prosecutor™s Office. Together they
share information on specific cases and on new criminal activitics and methods. Geo-blocking

payment cards has reduced online card fraud subsiantially.
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3.3. Statistics on cybercrime

The Ministry of Security and Justice publishes an annual Cyber Security Assessment Netherlands
(CSAN) in close collaboration with public and private parties. The CSAN is published for
policymakers in government and vital economic sectors, and provides insights into developments
and assessments of possible measures for increasing the digital resilience of the Netherlands. The
CSAN is produced in cooperation with all ministries, the intelligence and security services, the
Defence CERT (DefCERT), the National Police, the Public Prosecutor’s Office, the tax service,
members of ISACs, scientific institutions and universities, and other cvber security experts. In the

new CSAN, cybercrime and cyber espionage are assessed as the largest threats in cyberspace.

The Ministry of Security and Justice also publishes a Threal Assessment on organised crime
biannually. The assessment illustrates the great influence of modern [CT on socicty and thus also on
organised crime, where it affects its appearance and methods. This has resulted in an increase in the
volume and seriousngss of high-tech crimes (hacking, botnets, the spread of malware), as well as

the use of ICT in morg traditional types of crime, such as froud.

Furthermore, the Central Bureau for Statistics (CBS) published the yearly Security Monitor in
March 2014, focusing on victims of several types of crime, Cybercrime is one of the topics. The
Security Monitor uses a very bromsd delimition of cybererime, including cyvber bullying and threats
through social media. Im 2013, 12%5 of the inhabitants of the Metherlands over 15 years of age had

been victims of some sort of cybererime. About half of them had been victims of hacking. A quarter

7587/15 SB/ec 18
DGD2B RESTREINT UE/EU RESTRICTED EN



RESTREINT UE/EU RESTRICTED

of them had been bullied through the internet and another quarter had been the victims of online
trade fraud. Young people, who are relatively active on the internet, are falling victim more often.
Of all respondents aged 15-25, almost 20 % had been victims of cybercrime. For respondents aged
25-45, the figure was 15%. 20 % of all respondents reported having been the victim of a crime in
2013. The document concludes that hacking is the most commonly occurring form of cybercrime,

skimming is decreasing and online trade fraud is increasing.

The police and Public Prosecutor’s Office report regularly on the incidence of investigation reports
sent to the prosecuter and on prosecutions of cvbercrime linked 1o specific articles of the Dutch
Criminal Code. In 2013 the specialised National High Tech Crime Unit of the police conducted nine
large investigations aned responded o six intermational assistance requests. Small investigations are
not included. Other criminal acts committed with the help of ICT are nol counted separately. In
previous years, the target for the MNational High Tech Crime Unit consisted only of large

investigations, and therefore only they have been counted.

Having noted that. the evaluation team realised that there are no detmbed, standardised and
comprehensive statistics at the national level showing all the threats and incidents that have
occurred with recard to cyber attacks on a yearly basis, Specifically, it is not known how many
incidents in total were mol registered due wo the application of the principle of opportunity, and as a
consequence did mol give rise o crimimal mvestigation, Also, there is no figure available for
cybercrime as a percentage of overall criminality. The Dutch authonties report that although the
Security Monitor provides several figures based on victim reporting, it is difficult to compare these

data due to the bread definition of evbererime used by different people,
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In the evaluators’ view, the lack of statistics makes it difficult to get a clear view of the progress of
cyber criminality on the one hand, and on the other of the effectiveness of combating this
phenomenon. Some of the incidents registered may seem small at first glance but turn out to be
bigger after a more in-depth evaluation. Therefore, the evaluation team considers that collecting
overall statistics could make detailed analysis possible and so help build a clearer picture of the
effectiveness of the legal system in protecting the private interests of citizens victimised by

cybercrime.

3.4 Domestic budget allocated to prevent and fight against cvbercrime and support from EU
funding

The police have a specific capacity for ¢ybercrime and the collection of digital evidence. The
specialised National High Tech Crime Unit will have expanded o 119 full-time employees at the
end of 2014. National and regional digital support centres are being sct up. Moseover, the Minister
of Security and Justice provides the police with a dedicated budget of EL'R 13,8 million a year for
specific impl’OVE'IHI._'III'-. o previenting and r'||!:I1I|1|J_1 g':.'l'h_'r-._'ru:n..'_ dlgll::lll'-.u;-:[ crime and the
enhancement of digital investigations. The Public Prosecutor’s OfTice has appointed specialist

cybercrime prosecutars in every region, and a national public prosecutor for cybercrime.
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The Dutch authorities reported two projects currently being run under the ISEC fund:
A. ITOM (lllegal Trade on Online Marketplaces)

e Project ITOM’ is aimed at combating illegal trade on hidden online marketplaces.
The goal is to initiate multidisciplinary initiatives — by law enforcement and other
public and private parties — in each of the EU Member States, to share knowledge,
expertise, information and intelligence, and to coordinate these interventions where
possible. The project is coordinated by the Dutch national Public Prosecutor’s
Office. The goals of the ITOM project relate to understanding illegal trade on the
internet, supporting cooperation between law enforcement agencies, coordinating
multidisciplinary intervention(s), evaluating the multidisciplinary intervention(s) and

sharing knowledge and expertise.
B. "in-4-mation™

Dutch law enforcement organisations cooperate in the European “in-4-mation” project, in
which the participating countries” national databases of confiscated and confirmed child
sexual abuse images are connected to each other. This "in-4-mation™ database has not

been finalised, but the Metherlands is ahead of schedule and currently implementing it.
3.5 Conclusions
e There is a comprehensive national cyber security strategy in place in the MNetherlands. In 2011

the Dutch Gowemment launched a National Cyber Sccunty Strtegy (WCSS) which was
developed by the WSS in 2013,

Supported by the Portuguese Procuradoria-Geral da Republica, the European Cybercrime Centre
(EC3) at Europol, Eurojust, the National Crime Agency, the German Generalstaatsanwaltschaft
Frankfurt am Main and Celle, and the Dutch National Police and Prosecutor’s Office.
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e The NCSS is based on a wide range of public and private parties, knowledge institutions, and
civil society organisations. It very comprehensively covers the most important aspects to be
taken into account when tackling cybercrime, such as prevention, legislation, capacity building

and training, public awareness, international cooperation and the EU cybercrime priority.

e The Netherlands has clearly defined its national priorities with regard to handling cybercrime.
They were established in 2011 and are being continuously developed. The recently adopted
NCSS2 includes an Action Programme for 2014-2016 which sets out objectives for the coming
years, one of which is tackling cvbererime, and comprises a number of actions relating to
fighting against cybercrime in the financial sector through cooperation. expanding the number
of international investigations and improving cooperation with. Europol/EC3 by exchanging
knowledge and personnel.

e In the opinion of the ¢cvaluators the sirategy, along with the defined priorities developed in the
Netherlands, i= a solud basis on which o fight effectively agaimst cybercnime. Close cooperation
between the private sector and public organisations creates a unigue opportunity to involve a

wide range of entities working together. This should be regarded as best practice.

e One of the main achievements of the NUSS s the Cvber Security Assessment Netherlands
(CSAN), which s the main central reporting and imformation point for IT threats and security

incidents.
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e Since cybercrime can have lots of forms and is not always the predominant factor in criminal
activity, finding a way to have detailed, standardised and comprehensive statistics on
cybercrime that would make it possible to check overall cybercrime figures (reported incidents,
notifications provided by victims, number of decisions not to investigate certain types of
cybercrime, number of investigations carried out, number of prosecutions and convictions
related to cybercrime) could make it easier to tackle cybercrime properly and take appropriate
follow-up action. Such analysis would also give a clearer picture of the effectiveness of the legal
system in protecting the private interests of citizens victimised by cybercrime. This problem

may also be related to the lack of a common definition of cybercrime.

e The evaluation team fownd that the various stakeholders (such as prosscutors or police officers)

used different imerpretations of cybercrime.

e The Dutch autharities consider cybercrime to be a serious threal 1o the state and to society.
Therefore, there is a wide range of people involved in combating cvber criminality. On the one
hand, the pubslic sector = deeply committed to tackling this phenomenon, The Ministry of
Security and Justice is involved in providing a comprehensive approach at the central level.
Police resources (human and financialy have also been continuously strengthened. On the other

hand, cooperatiisn with the private secior scems to be effective and promising,

7587/15 SB/ec 23
DGD2B RESTREINT UE/EU RESTRICTED EN



RESTREINT UE/EU RESTRICTED

4.  NATIONAL STRUCTURES
4.1. Judiciary (prosecution and courts)

4.1.1 Internal structure

Acts of cybercrime are investigated, prosecuted and adjudicated under the same judicial

framework as “other” criminal acts.

The Public Prosecutor’s Office and courts make up the judiciary. The Public Prosecutor’s
Office is the only body thal can decide to prosecute somecna. The public prosecutor
recommends an appropriate sentence, after which the court gives its judgment. Convicted
persons and public prosecutors are entitted to lodge appeals if they disagree with a district
court's judgment, in which event the Public Proseculor's Office at the appeal court
prosecutes the case anew. This 15 its main function. In appeal proceedings, new
investigations may be cammied out and new witnesses or experts may be heard. The appeal
court then hands down a new ruling. In most cases it is possible to contest the court of
appeal’s decision by appealing in cassation to the Supreme Court of the Netherlands.

Prosecutors
The Public Prosecution Service decides who has to appear before a court and on what charge. Its
field of work is criminal law. The Public Proseculion Service's main lasks are:

e investigating criminil oflences,

e prosecuting aflenders,

e supervising the enforcement of senlences.
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There are ten districts in the judiciary that coincide with the geographical span of control of the
regional units of the police. The Public Prosecution Service has offices — the Public Prosecutor’s
Office — in every district. Each of the offices is under the authority of a chief public prosecutor, who
ensures that the policy of the Public Prosecution Service is implemented in their district. For every
district of the Public Prosecutor’s Office there is a specialised cybercrime officer and specialised
prosecutor’s assistants. In total there are eight regional cybercrime officers and ten regional
prosecutor’s assistants, as well as four cybercrime officers and three prosecutor’s assistants at the

national level.

In addition to the district offices, there are the Mational Public Prosecutors’ Office (Landelijk
Parket) and the Mational Public Prosecutor’s OfMee for serious [raud and environmental crime
(Functioneel Parker). The Matonal Public Prosecutor’s CfTice focuses on international organised
crime and the coardination of efforts 1o combat terrorism, human trafficking and similar offences.
High-tech (cyber) crimes also fall within their remit. The Central Criminal Investigation Division,
whose task it is to investigate such offences and that includes the National High Tech Crime Unit,
operates under the awthority of the Natonal Public Prosecutor’s OfTice. The National Public
Prosecutor’s Office for serious fravd and environmental crime is responsible for tackling fraud and

environmental offences, and handles complex proceeds-of-crime cases,

The Public Prosecutor™s Oilice applies criminal law hased on the principle of opportunity, meaning
that it chooses whether an investigation is carried out. According o the Dutch authorities, this
principle enables the Prosecutor’s OfTice 1o set priorities for certain types of crime or phenomena.
In cases there is a suspect amd when there are victims, the prosecutor nolifies them if he will not
prosecute the case. Aricle 12 of the Duich Code of Criminal Procedure (Wetboek van
Strafvordering, DUCEF) regulates the right of a stakeholder to complain to the court of appeal in case
a crime is not prosecuted. The Prosecutor’s Office ermploys an integral approach to fighting crime,
together with the parlice, The subversion approach combines a phenomenon-oricntated approach, a
subject-orientated approach {largeting specilic networks and ¢riminals) and an object-orientated
approach (targeting hotspots and safe havens). In every region, integral steering committees are in
place to create a common information picture and establish concerted interventions combining
penal, fiscal, administrative and other actions. Seizing criminal fortunes is a standard part of the

approach.
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Judges

The district court is made up of a maximum of five sectors. These always include the administrative
sector, civil sector, criminal sector and sub-district sector. Family and juvenile cases are often put
into a separate sector. The judges of the criminal law sector deal with all criminal cases which do
not come before the sub-district judge. These cases can be heard by a single judge or by full-bench
panels with three judges. The full-bench panel deals with more complex cases and all cases in

which the prosecution demands a sentence of more than one year’s imprisonment.

The courts of appeal deal with civil and criminal cases in which an appeal has been lodged against
the judgment passed by the district court. A court of appeal re-examines the facts of the case and

reaches its own comlusiomns

As the highest court in the fickds of civil, criminal and tax law in the Netherlands, the Supreme Court
is responsible for hearing appeals in cassation and for a number of specific 1asks with which it is

charged by law.

4.1.2 Capacity and obstacles for successful prosecution

The Dutch authorities reported that the existing law needs 1o be updated and 1 offers insufficient
options for undoing data encryption. dealing with illegal actions on the intermnet or fighting online

child pornography.

In addition, according 1o the Danch authorties, mutual legal wemislanee 15 oflen found to be difficult
and timely assistance is an issue. It takes a while before a request is translated and sent to the
requested state. In the digital world time is essential, therefore long procedures can be a crucial

negative factor.
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Recent developments in the field of cybercrime require demanding actions, for example to counter
DDosS attacks or distribution of malware, or where criminals are involved in paralysing vital parts
of society by means of botnets. Rendering a botnet harmless requires gaining access to the servers
that make up the botnet. Actions in cyberspace can involve making data inaccessible, even when it
is located on a server abroad. This can be the case if the actual location of the data cannot be

reasonably identified, as is the case in the cloud.

When intercepting communications, the police and judicial authorities are increasingly affected by
encryption of electronic data. Special programs for the encryption of data files are available on the
internet. Information systems and software are ofien configured by default for encrypted forms of
communication, e.q Comeal amd Tweitter, Intermet wsers can iransmil nformaation anonymously via
certain services. Criminals profit from these developments. Even though providers are obliged to
cooperate in disabling encrypted communication, they anc spmetimes incapable of doing so or are

located abroad.

Therefore, the drall law on cvbercrime provides for measures that are a better fit for the rapidly

developing field of technology. the intemet, and computer erime.

4.2 Law enforcement autharifics

Police
Investigations are headed by a public prosecutor representing the Public Prosccution Service, which
bears final responsibility for investigations. However, investigations are conducted by the police
investigators. Police aflicers seek evidence, interview wilnesses amd viclims, arrest suspects, and
record all the information gathered in an official report. Many police stations or basic units have
their own criminal investigation section, According 1o the so called “Organisation plan police”
(“Inrichtingsplan politie™) a regional unit of the police consists of)

e several districts, cach consisting of

o several frontline teams and a District Criminal Investigations Team

¢ one Regional Criminal Investigations Division, and

¢ a flex team of investigators to support the district and frontline teams in case of incident peaks

or sudden emerging trends.
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The Netherlands has been engaged in a comprehensive reform of the national police based on
unifying 25 Regional Police Forces and merging them into one national entity. The national unit of
the police consists of:
e Central Criminal Investigations Division, amongst others consisting of:
0 The National High Tech Crime Unit (NHTCU);
o0 The national team against child pornography and traveling child sexual abuse
(TBKK)
e Other central Divisions, like the Central Operations Division and the Central Intelligence
Division.
The process entails numerous organisational measures, including adjusiments 1o the mechanisms for
coordination among all the stakeholders at regional level (mayors, prosecutors and the police) and

with the national level (the Ministry of Security and Justice).

With the advent of cyberspace, the fight against cybercrime, such as imernet fraud, is now also part
of the local units” workload. These units consist of police emplovees without specialist knowledge
of cybercrime. The police will build digital expert units for support ai the local level. At the national
level the Netherlands has the Central Criminal Investigation Depanment for combating very

serious, organised and inemational crime and terrorism,

National High Tecl Crime Uit (NHTCUD anad aigital support

At the national level, the police have set up a special high tech crime unit as part of the National
Crime Squad for investigating high=cnd cvbererime. The national support unit contains digital
experts to support investigstions of evber erimes that are less high tech, and 1o support the gathering
of digital evidence. The regional police units will set up digital expert units for the same kind of

support at the local level.

Fiscal Informatiom amd levestigation Service (Fiscale inlichiingen- en opsporingsdienst, FIOD)

The FIOD is part of the Tax and Customs Administration of the Ministry of Finance and deals with
detecting fiscal, economic and financial fraud. The FIODY contributes to the fight against organised
crime and terrorism, for example by investigating fraud and mapping out the money flows of
criminal and terrorist organisations. The FIOD, in consultation with the Public Prosecution Service,

may decide to start a criminal investigation.
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The Royal Netherlands Marechaussee

The Royal Netherlands Marechaussee (RNLM) is a gendarmerie corps, i.e. a military personnel
with fully fledged police powers. Besides functioning as a military police force the RNLM performs
civil police duties at the borders, mainly at airports and seaports. Among the crimes they are
confronted with are human trafficking and child sexual abuse, which are both areas of possible

cybercrime.

4.3 Other authorities/institutions/public-private partnership

Cooperation between public institwtions (mainly law enforcement) in the fight against cybercrime
takes the form of public-private information-sharing initiatives. The Electronic Crimes Task Force
(ECTF) and the Mational Cyber Security Centre (NCSC) are a remarkable example of public-

private partnership im the field of cyber security.

The Electronic Crimes Taskforce (ECTF) is a joint working group involving the National
Prosecutor’s Office, the Mational Police, the major banks in the MNetherlands and the Dutch
Association of Banks. The muin tasks of the ECTF are 1o share information on specific cases,
identify new criminal methods and discuss possible actions to counter them. New payment
methods, technologics and possible vulnerabilities are a subject of discussion in the ECTF. The
ECTF also produces eriminal threat assessments and is able 1o quickly feed intelligence into law
enforcement investigations by proposing conerete action plans. There is a specific focus on
financial malware, phishing attacks and other cyber-related incidents directed against the financial
sector. The ECTF has been involved in 15 investigations into digital banking fraud. Since the ECTF
began its work in 201 1, more than 100 suspects have been arrested, including press gangs, money
mules and corrupt sompany employess, According to the Dutch Assogution of Banks, the damage
caused by online banking fraud in 2010 was as high as EUR 9.8 million, whereas in 2009 it was
EUR 1.9 million.
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The National Cyber Security Centre (NCSC) is another example of a public-private partnership that
forges an integrated approach to cyber security in general. It has been operational since 1 January
2012. Its objectives are:

— to contribute to increasing the resilience of Dutch society in the digital domain,

— to help create a safer, more open and stable information society.

The NCSC concentrates mainly on the so-called vital sectors of the country. Therefore, some of its
key partners from the private sector are energy companies, and the telecommunications and
financial sectors. Participants from the government include the Ministries of Security and Justice,
Economic Affairs, Agriculture and Innovation, the Imenor and Kingdom Relations, Foreign
Affairs, and Defence. The Public Prosecution Service, the General Intelligence and Security Service
(AIVD) and the Mational Police also contribute 1o the Centre. In the field of financial crime the
public-private parinership of the Financial Information Sharing and Analvsis Centre (FI-ISAC) is

worth mentioning.

The NCSC seems to be well-cquipped and well-rained. Howewver, its mandate only covers
government and critical infrastructures, Therefore, in the opinion of the evaluators a mechanism

should be developed to facilitate assistance 1o Civilian victims of cybercrnime

The above mentioned parinership (FI-ISAC)H s a collaboration between the police, the Public
Prosecutor’s Office amd the online market “www. markiplaatanl®. It provides a facility for internet
customers to check whether an intermet trader has been reported as unreliable, and to report online
trade fraud to the police. The financial institutions and government entities share information on

cyber attacks..
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4.4. Cooperation and coordination at national level

The Minister of Security and Justice plays the key role in providing cooperation and coordination
on cyber security and tackling cybercrime at national level. The Ministries of Economic Affairs
(with regard to telecommunications and trade), Internal Affairs (with regard to safeguarding the
constitution and national security), Defence (with regard to cyber warfare) and Foreign Affairs
(with regard to cyber issues in international law) develop and implement the cyber policies within
their area of responsibility. The Minister of Security and Justice is responsible for coordinating

cyber security isswes, and for the policies against cvbercrime within the government.

Cooperation with the private sector is well sdvanced i the Netherlands, The Cyber Security
Council established in June 2011 may serve as another example (in addition 1o those mentioned in
point 4.3). The Council consists of high-level representatives of government bodies and business

enterprises. The Public Prosecutor's Office and the police are also represented in the Council.

The NCSS2 identifies several actions o intensily the cooperation with private industry, such as
improving or developing standards in the intermational context to promote the security and privacy

of ICT products and services.

4.4.1 Legal or policy obligations

Dutch law imposes the following obligations on the private sector o notify public institutions of
suspicious inciderits:

1. Telecommumnications Law ~ personal data: the notification duty applies 10 infringement of
the techmological or organisational security of providers of public electronic
communications services where the infringement has adverse effects on the protection of
personal data. The matificatson should be made to the independent Netherlands Authority for
Consumers amdd Markets {ACM ) Notilication 15 not required 11 the data cannot be accessed

by the attacker, for example because of encryption.
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2. Telecommunications Law — disruption of continuity of services: providers of public
electronic communications networks and publicly available electronic communications
services should inform the Telecom Agency immediately in case of a breach of security or
loss of integrity which disrupted the continuity of the network or service.

3. Law on Financial Supervision — sound operation: on the basis of the Financial Markets Act a
number of financial institutions are obliged to notify either the ACM or the Dutch National

Bank (DNB) of incidents which affect the sound operation of their institution.

Nonetheless, there are no penalties for failing to notify the NCSC.

In the opinion of the evalustors, mandatory reporting = nol an added value i awself, and the risks
associated with loss of conlidence in service providers must be laken imlo consideration when
assessing this subsject. However, it should also be taken into account that the lack of mandatory
reporting in case of massive attacks against vital infrastructunes run by private companies means the
private sector has the power 1o decide whether or nol 1o fght criminals and bring them to justice
according to their cwmn imerests and not the publics. It was mentioned during the on-site visit that
there had been som reluctance on the part of private companies (o pass on information for various

reasons.

Nonetheless, the Dhich authorties andicated that new notfication duties are currently being

prepared for the private seclor.

4.4.2 Resources allocated to improve cooperation

The staff of the NWCSC (within the Ministry of Security and Justice) coordinates cyber security
issues in general among the ministrics involved. The Law Enforcement Diepartment of the Ministry
of Security and Justice is responsible for policy on criminal law and fighting crime, including

cybercrime. The daily coordination and contacts are managed at staft levei.
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The National High Tech Crime Unit of the police will have grown to 119 full time employees by
2015 and has up-to-date equipment. The Dutch authorities intend to provide the police in every unit
with a digital support unit to support the investigation teams. These investments should improve the
capacity and knowledge of the regional police units, strengthen the focus of the NHTCU on new
and technologically complex crime, and allow for the team to actively share new knowledge with

other police units.

During the visit to the premises of the digital centre of the Rotterdam Police the evaluation team
was informed that the regional units of the police are not as well-cquipped as those at the national
level. Although the visit there was promising, in the view of the evaluators there is a discrepancy
between the expertise and operstional means to fight cyber crimes of the national authorities and the

regional authorities (both the police and the Prosecution Services).

45 Conclusions

e There is a very ¢coheremt termitonal allocation in span of control in the Netherlands in terms of
law enforcement, the prosccution service and the couns, which is applicable to all authorities
involved in combatting crimes, It s followed by a consistent allocation of competences
between central amd regional units, both al the Public Proscoutor’s Office and the police,
resulting in good cooperation. In the opinion of the evaluation team. this close cooperation at

operational amd strategic level allows them to combat cybercrime more effectively.

e The Prosecution Service has developed a specific division for cybercrime consisting of
specialist cybercrime officers and prosccutors’ assistants, as well as a network of prosecutors
handling these cases. which sccording 1o the evalumors is o wseful method of sharing

information and expericnce.
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* The experience at police level seems to be very good, even if the digital centres are still being
set up. Therefore, the existence of regional prosecutors specialising in cybercrime could lead to
the establishment of similar structures within law enforcement since there is a close relationship

between prosecutors and the police on legal and operational aspects.

* Moreover, there are no judges appointed to deal with cybercrime. Therefore, in the opinion of

the evaluators raising awareness of this type of crime among judges requires regular training.

* The Ministry of Security and Justice plays a key role in coordinating governmental actions on
cyber security alongside the other ministries (Economic AfTairs, Internal Affairs and Defence)
and chairs megtings held at various levels, The Cyber Secunty Council has a significant role in
that field as well, both as the guarantor of a timely and coondinated nesponse and as the provider

of political and strategic guidance to the lower levels of coordination.

* According to the evaluators, public-private partnerships are a very inlergsting initiative which
enables information to be processed mformally and alleged crimes and suspects to be
discovered using the databases of financial institations and investigating authorities. It seems
that this methad of cooperation prevails over the more traditional method based on an official
exchange of documentation at the request of law enforcement. The trsditional methods of
investigating crime apply once law enforcement is convinced that a reasonable suspicion of a

crime exists and @ crimie has been committed.

e Public-private partnerships established in the Netherlands scem to be a very positive step in
preventing cvber attacks on vital infrastructures and financial services and ensuring damage
control in the event of such attacks (the ECTF and the NCSC). According to the evaluators,
cooperation between the public and private sectors brings together a unique set of specific
knowledge, information amnd cxpertise, subsiantially improving analysis and intervention

capabilities in the comtext of cybercrime,
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* The existence of reliable public-private partnerships is an added value for the prevention of
cybercrime and enforcement of cybercrime law. However, in the opinion of the evaluation team
these partnerships are also strongly orientated towards protecting the financial markets and the
vital infrastructure of the country, with less attention paid to protecting the interests of
secondary victims, such as the customers of the main victims and the users of the affected
services, particularly when reporting a cyber attack could be detrimental to the image of the

corporations involved.

* Dutch law includes obligations to notify public institutions of suspicious incidents, which are set
out in the Telecommunications Law (for infringement of the technological or organisational
security of provmicrs il p1|h|1|; electronie commuunications services where the infringement has
adverse effects om the profection of personal data and on disruption of continuity of services)
and in the Law on Financial Supervision (for incidents which affect the sound operation of
financial institutions ). However, there is no obligation to notify the judiciary or law enforcement
of incidents of a criminal nature, incheding cvbercrime, which are not related to the functioning

of the public or linancial instilutions.

e The evaluation team was twohd that a new law should be passed in 20135 which will include an
obligation to report breaches to the NCSC, However, there are no penaltics for failing to report,
although whether or nid a company reported a breach would be taken inlo account by the
relevant autherities looking at the case (data protection supervisor, bank supervisory authority,
etc.). Representatives from the NCSC confirmed a general reluctance to report on the part of
private-sector organisations. Therelore, in the opinion of the evalumors consideration should be
given to establishing a more binding legal framework 1o goven companies” reporting of cyber

attacks.

* In the opinion of the evaluation team, the possibility of emploving 1T specialists and offering

them competitive working conditions may help build capacity to effectively flight cybercrime.
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5. LEGAL ASPECTS

5.1. Substantive criminal law pertaining to cybercrime

No legal definition of cybercrime has been developed in Dutch law.

5.1.1 Council of Europe Convention on Cybercrime

The Netherlands signed the Convention on Cybercrime in 2001 and ratified it in 2006.

5.1.2 Description of national legislation
A. Council Framewaork Decision 2005222 JHA on aitacks against information systems and

Directive 2013/4W0EL on attacks against information systems

Dutch law contains extensive provisions on  evbererime®. Council Framework Decision

2005/222/JHA on attacks against information systems hias been implemented into Dutch law.

The Netherlands is currently preparing a law which will fully implement Directive 2013/40/EU on
attacks against infosmation systems and replacing Council Framework Decision 2005/222/JHA.
The Dutch authorities reported that Dutch law is already largely consistent with this Directive, for
example the criminal offences have alresdy been laid down in the Dutch Criminal Code by earlier

revisions of Dutch law in 1993 mpd 200K,

The new legislation will primarily inerease the pemalties for certain offences, Specifically, the
minimum penalties will be increased. The punishment of certain offences with a maximum sentence
of two years will be introduced. Moreover, three aggravating circumstances will be added. The
sentence will be increased o a maximum of three years if a botnet is used when committing the

offence, and to five years il cases serious damage or is directed against vital infrastructure.

8 A detailed description has not been inserted into the report for reasons of length. For more information see the

annexes attached to the Dutch answers to the questionnaire.

7587/15 SB/ec 36
DGD2B RESTREINT UE/EU RESTRICTED EN



RESTREINT UE/EU RESTRICTED

B. Directive 2011/93/EU on combating sexual abuse and sexual exploitation of children and

child pornography

In 2014 the Dutch Parliament adopted the draft legislation implementing Directive 2011/93/EU of
the European Parliament and of the Council on combating the sexual abuse and sexual exploitation
of children and child pornography, and replacing Council Framework Decision 2004/68/JHA
(PbEU L 101, 15 April 2011) (hereafter “the Directive™). Since the Netherlands is already legally
bound by the Council of Europe™s Convention on the protection of children against sexual
exploitation and sexual abuse (CETS Mo 201), the legislative implications of the Directive for
Dutch law are relatively mimor, According 1o the Dutch authorities, in comparizon with the Council
of Europe's Convention and the Directive, the Dutch legislation on child sexual abuse and child

pornography is “state of the an™.

C. Online card fraud

Cooperation with hanks in the Metherlands is not based directly on legal provisions but on private
settlements. As an example, law enforcement agencies and the financial sector work together in the
Electronic Crimes Task Force (ECTE) 1o share information on specilic casces, identify new criminal

methods and discuss pissible actions o counter them.

To tackle the problem of skimming, law enforcement agencics and the financial sector worked
together in the National Skimvming Point. This cooperation resulted in the use of new payment
facilities that do not use mugnetic sirips, opether with the standard blocking of debit and credit

cards for use outside Eunopse. This has reduced skimming substantially.
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As part of the Financial Information Sharing and Analysis Centre (FI-ISAC), financial institutions
and government entities share information on cyber attacks. The NCSC is connected to and
supports the FI-ISAC.

As a result of this cooperation the total amount of damages from online banking fraud decreased
from EUR 34.8 million in 2012 to EUR 9.6 million in 2013. The total amount of damages from
skimming decreased to EUR 6.8 million in 2013.

5.2. Procedural issues

5.2.1 Investigative Technigues

In general, criminal investigations and prosecution procedures are negulated by the Dutch Code of
Criminal Procedure. Investigative powers can be used, depending on the invasiveness of the power
involved and the seriousness of the offence under investigation. The use of special investigative
powers can be triggered by crimes that allow for pre-tnal detention, which iz generally the case for
crimes carrying a maximum of sl least four yvears” imprsonment {Aricle 67(1)a) of the DCCP),
and by certain specifically mentioned offences (Aricle 67( 1)Wb) of the XCCP). Because digital
investigative powers may also be required for “simple™ cybercrimes, for example hacking without
aggravating circumstances, the Compater Crime Act 11 inserted almost all evbererimes specifically
into Article 67(1)ib) of the IMCP. As a resull. for most cybercnmes pre-tnal detention is allowed,
regardless of their maximum penalty, and most investigative powers can be used to investigate

them.

The DCCP describes the fallowing investigntive powers for the police in relation to cybercrime:
searching premises to secure data on storage devices (Article 125i); acquining data from other

automated works on the searched premises, provided the personis) present on those premises have
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legitimate access to those other automated works (Article 125j); making data inaccessible to stop or
prevent a criminal act (Article 1250); acquiring private communications by technical means (Article
126m); ordering a communication service provider to provide data on the user of a communication
service and on the communications of that user (Article 126n); ordering a communication service
provider to provide personal information on the user of a communication service (Article 126na);
identifying the user of a communication service by technical means (Article 126nb); ordering a
person who has the relevant data to provide identifying data stored on a suspect (Article 126nc);
ordering a person who has scoess 1o relevant data to provide that data (Article 126nd-125ng);
ordering a person (ot a suspect) to help with the decryption of data (Amicle 126nh); ordering a

person (not a suspsecty to store relevant data for up to M days { Article | 26ni).

« Search and seizure of informartion system/'computer dafa

The DCCP contains o specific provisions on scarching and seizing computer-related data. The
general seizure provisions can be used 1o seire data storage devices. Diata as such cannot be seized,
since they are not consicdered “poods™, but they may be copied by law enforcement officers during a
search — comparable 1o taking images of the ¢crime scene or lingerprints, for instance. In addition,
the 1996 Data Production Orders Act introduced in Article 1251 of the DCCP the power to search in
order to preserve data. In the interest of public order or the protection of victims (e.9. children under
18 who have fallen wictim tor child sexual abuse of which images were made and have been
disseminated), merely copyving the data may not sullice. In those cases Article 1250 of the DCCP
allows the prosecutor to order an inlemet service provider 1o make the data inaccessible. Article
125j of the DCCF contains the power to conduct a network search if, during a search, relevant data
appear to be stored clscwhere on a network. Arnicle 123 of the DOCP allows the person who
conducts a search i also search computer networks from computers located an the search premises.
The network search may only be conducted 1o the degree that the network is lawfully accessible to
the people who are regularly present on those premises, Under the current interpretation, the

network search canmed go beyond Drtch junisdiction,
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Because of decryption technologies it can be difficult for the police to access data. Article 125k of
the DCCP enables the investigating officer to order the undoing of a security measure and to order
the decryption of, or handing over of a decryption key for, encrypted data. The orders may not be

given to suspects.

As general safeguards in the procedures for investigating computers and data, obligations exist to
delete retrieved data as soon as they are no longer relevant for the investigation — except if they
have to be used for a different case or registered in a serious crime register (Article 125n of the
DCCP) — and to inform the persons involved when data have been copied or made inaccessible. The
persons to be notificd are suspects (unless they are automatically informed through the case file),
the controller of the data, and the right-holders of the premises searched, except in cases in which

notification is not reasonably possible {Article 125m of the DCCE),

* Real-time intercegwion/callecrion of traffic/confent data

Article 126m of the DCCE enables the public prosecutor, with authorisation from a judge, to order
the recording of communications that are generated by means of @ communications service
provider’s service. Interceplion is permilled in cases lor which pre-<tnal detention is allowed and
which seriously infringe the mule of law. If the intercepted communications tum out to be encrypted,
an order to decrypt may be directed at the person who is likely to know the decryption means, but

not at the suspect.

Communications may be intercepted if the interception is necessary for the investigation. The
communications of persons with a right to the legal privilege of nondisclosure (lawyers, public
notaries, clergy, medical practitioners) cannod be intercepled, unless they are themselves suspects;
if, during a regular wiretap, a conversation with such a person on dwly is recorded, it must be
deleted.
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Interception from the Netherlands of the communications of someone located abroad is permitted
after the other state has given consent. Also, interception and direct transmission from another state
to the Netherlands can be requested, and, conversely, the Netherlands can grant interception and
direct transmission from the Netherlands to another state.

Article 1261 of the DCCP allows the public prosecutor, with authorisation from the investigating
judge, to order an investigating officer to record confidential communications with a technical
device, in cases for which pre-trial detention is allowed and that seriously infringe the rule of law.
Examples of relevant technical devices are directional microphones, bugs, and keystroke loggers. If
necessary, the power includes entering premises 1o install a device, 10 the premises entail a private
house this can only be done if the crime carmies a maximum punishment of at least eight years’

imprisonment and the judge has explicitly authorised the measure.

Article 13(1) of the Telecommunications Act { Telecommunicaticwet ) requires providers of public
telecommunications metworks or services oo ensure that their networks or services enable

interception. This includes intemet providers, although not hosting providers,

* Preservation of comypranter duata

Article 126ni of the IMCP enables the public prosecutor, in cases of crimes for which pre-trial
detention is allowsd and which sertowsly infrings the rule of law, 1o order someone to preserve data
stored on a computer that are particularly vulnerable to loss or change. The preservation can be

ordered for a peried of at maost 90 days (extendible once).
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« Order for stored traffic/content data

The DCCP provides for powers to order the provision of data. The powers make a distinction
between identifying data, "other" data and sensitive data. The orders can be given to persons who
process the data in a professional capacity; an order for other stored data and sensitive data can,
however, also be directed at persons who process data for personal use. According to Article 126nc
of the DCCP, an investigating officer can order identifying data such as names, addresses,
postcodes, dates of birth, gender and administrative numbers to be provided in case of a crime (not

a misdemeanour).

According to Article 126nd of the DOCP the public prosecutor can order other data to be provided
in cases for which pre=-trial detention is allowed, mcluding future data and, in urgent cases and with
the permission of the investigating judge, the real-time delivery of luure data, for an extendible

period of four weeks { Article 126ne of the DOCEP).

According to Article | 26nf of the DOCP the investigating judge can onder sensitive data such as
religious affiliation, race, pelitical or sexual orientation, health, or trade union membership to be
provided in cases involving a crime for which pre-trial detention is allowed and which seriously
infringes the rule of law. The provision of data stored with a public 1elecommunications provider

may only be orderad with the consent of a judge (Article 1 26mg(2) of the DOCCP),

* Order for user irforaarion

In order to obtain user data, Article 126na of the DOCP provides investigating officers with the
possibility of ordering a communications service provider 1o provide user data in the event of a
crime. User data includes names, addresses, telecommunications numbers, and types of service.
Article 126n of the DCCP, conceming traffic data (see above), also comprises the collection of user
data. The provision of sther information periaining to the identity of a person may be ordered under
Article 126nc of the IMCCP,
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In general, the National Police has learned that the use of investigative powers to acquire digital
evidence often works best when combined with more traditional powers. For example, while
arresting a suspect it can be important to keep an IP-tap running and/or to prevent the suspect
locking the computer or smartphone where possible evidence may be stored.

5.2.2 Forensics and Encryption

Under the DCCP, it is possible to carry out electronic and/or remote forensic examination when

conducting a network search. The same applies to placing technical devices such as key loggers.

The rapid developments in ICT mean that investigative powers need to be adapied. This will allow
the police and judicial auwthorities 1o take adequate action against cybererime. A significant amount
of communications and information, and henee potential investigative information, travels via the
internet and computers and is encrypted by defaull. Examples are conversations via Skype or chats
via WhatsApp. The Dutch awthornties underhned that the police and judicial authorities can

intercept these messages using standard internet imerception, but are ofien unable to decrypt them.

The National High Tech Crime Unit of the police and the forensic experts of the regional police
units can secure digital evidence, The Dutch Forensic Institwte (NF1) also employs digital forensic

experts for that purpose al the national level.

The police also coaprerales with other govermment bodies and with private industry in the NCSC.

Dutch experience shows that encrypled files and communications often remain (partly) inaccessible.
The algorithms used by criminals and their implementation are often technologically solid.
Therefore, cooperation is essential for a successful investigation, The police, especially the National
High Tech Crime Linit, cooperates with the Dutch Forensic Institwle and Europol/EC3. Private

companies are not involved i decryplion in criminal investigations,
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The Dutch authorities reported that a new law is being prepared to enable the police to remotely
access an automated work under strict conditions. This would create possibilities for capturing data

before it is sent out (and encrypted) or after it has been received (and decrypted).

5.2.3 e-Evidence

The DCCP regulates evidence-gathering in general. Article 350 of the DCCP stipulates that the
court (usually a panel of three trial judges) discusses whether the alleged criminal acts can be
proven and can be attributed to the accused. The judges have 1o be convinced that the defendant is
guilty of the offemce, based on the statwiory means of evidence (Article 338 of the DCCP). The
statutory means of evidence are the judge’s own observation, statements in court from the

defendant, witnesses and experts, and written documents {Articke 339 of the DCCP).

Written documenis include various official documenis that have evidential value on their own and
all “other writings" that count anly in relation 1o the contents of other means of evidence (Article
344(1) of the DCCF). An official report by an investigating officer has special evidential value; it
can constitute proof that the defendant committed the alleged acts {Anicle 344(2) of the DCCP).
The “other writings™ mentioned in Article 34401} of the DOCP are independent of a medium and
can include electronic documents, Forensie digital evidence can be used in count in various ways: as
official documents wrillen by experts, as expert statements made in courl, as official reports by
investigating officers describing their observations, or as observations by the judge when the

evidence is demonsirated on @ comgater in court.

Electronic evidence is scquired and stored by the MNational Police. The [MOCP and the Police Data
Act regulate the acquisition, storage and destruction of electronic evidence. Analyses of electronic
evidence are provided 1o the parties involved in the court proceedings as part of the criminal case
file.
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There are no additional regulations for electronic evidence acquired outside Dutch jurisdiction. It is
handled in court as other evidence, based on full disclosure. However, if investigative procedures
set out by the DCCP were not met, the judge may rule the evidence inadmissible. If special
conditions are set by the country that helped acquire the evidence, the police and prosecutor will

respect those conditions. Nonetheless, this could hinder the ability to use the evidence in court.

5.3 Protection of Human Rights/Fundamental Freedoms

The Dutch Data Protection Act { Wet bescherming persoonsgegevens, Whp) and the Police Data Act
(Wet politiegegevens, Wpg) provide the legal framework for access o personal data and the
destruction of data when they are no longer relevant for a crimnal investigation. The Dutch Data
Protection Agency (College Bescherming Persoonsgepevens, UBFP) supervises compliance with acts
that regulate the use of personal data. It supervises compliance with and the application of the
Dutch Data Protection Act, the Police Dala Act and the Municipal Database Act. The Data
Protection Agency must be notified of the use of personal dita, unless an exemption applies. The
framework for performing this task has been set oul in the Data Protection Act and other related

legislation.

In criminal investigations, when the wse of special investigative powers 15 necessary, law
enforcement agerwies are bound by the prnciples of proportionality and subsidiarity. The Public
Prosecutor’s Office is responsible for ensuring that investigative powers are used in a way which
entails the least possible infringement on fundamental rights. Moreover, the infringement cannot go

beyond what is strictly necessary for the specific investigation.
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Furthermore, the legal system of criminal proceedings provides a hierarchy of competent
authorities. Greater infringements on rights require an order of the public prosecutor; for the
greatest infringements the prosecutor requires authorisation from a judge. The use of investigative
powers is assessed by a judge in court when the suspect is prosecuted. Infringements on universal
rights, such as the right to privacy, are only possible if allowed under and in accordance with
international treaties, such as Article 8(2) of the Convention for the Protection of Human Rights and

Fundamental Freedoms. Fundamental rights and freedoms are guaranteed in the Dutch Constitution.

There is no normative hierarchy indicated by the Constitution: all basic rights are in principle equal
in value and imporance. Some rights are absolute, most can be limited by parliamentary or
"formal” law, and many can be limited by delegation of limiting powers. They include the
following:

o Freedom of speech {Article T of the Dutch Constitution)

e Right to privacy {Article 10 of the Dutch Constitution), which can be limited by formal law
aIthough delegull-:'-u 15 allowed only an relateon (o databages, The Aricle IMHSES a duty on the
government 1o prodect against a threat to privacy posed by a possible abuse of databases
(subarticle 2), and to regulate the right of persons 1o be informed about the content of such
databases conmcermning their person and the right 10 correct possible mistakes in such content
(subarticle 3).

° Secrecy of cammmmication (Artiche 13 af the Duch Consttution), which covers the right to
privacy of correspondence and the righl 10 privacy of communication by telephone and
telegraph. No delegation is allowed. For most cases the investigative judge is the competent

authority.
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5.4 Jurisdiction

5.4.1 Principles applied to the investigation of cybercrime

Article 2 of the DCC sets out substantive jurisdiction and states that the Code is applicable to
anyone suspected of any offence in the Netherlands. Article 4 of the DCC provides jurisdictional
grounds for many specific offences committed outside of the Netherlands. These include forgery,
extending to computer forgery, committed abroad by Dutch government employees and computer
sabotage or data interference committed against a Dutch national if the act is related to terrorism.

Article 5 of the IM'C establishes jurisdiction for certain crimes committed outside of the
Netherlands by Dutch mttonals, These include |'|q|'|':-|:|'-:|1|.|1|; COMPORALE SEcrels :|-..'|.||,.||r'ed by accessing a
computer and child pomography. Jurisdiction also extends o child pomography committed by
foreigners with a fixed residence in the MNetherlands, even when they come to reside in the
Netherlands after the crime has been committed. This also includes jurisdiction over almost all
cyber crimes when ¢ommitted by Dutch mationals abroad, Dutch law uses the active nationality

principle.

In cybercrime cases it is possible for interception and observation 1o be carried out across national
borders. The Schemgen Treaty amd the Comvention on Muual Assistance in Criminal Matters

between the Member States ol the European Union of 29 May 2000 are applicable,

5.4.2 Rules in case of conflicts of jurisdiction and referral to Furojusi

The Netherlands resolves conflicts of jurisdiction through consultmtion with the respective
countries, and with Eurojust and Europol. However, the Netherlands has ot yet established the
mechanism set out in Council Framework Decision 2009948 0HA of 30 Movember 2009 on
prevention and settlement of conflicts of exercise of jurisdiction m crminal proceedings.

Nonetheless, the Metherlands takes part in joint investigations under the coordination of Eurojust.
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5.4.3 Jurisdiction for acts of cybercrime committed in the *"cloud™

The Dutch authorities stressed that the police and judicial authorities have a need to access
computers via the internet in order to track serious crimes in the digital era. The increasing storage
of data in the cloud causes problems for the police and judicial authorities. Even though a provider
can be ordered to supply certain data, this often turns out to be very difficult in practice. There are
providers who do not cooperate with the police (“rogue providers”). Sometimes, a provider cannot
be found or is established in a country with which the Netherlands maintains a very limited

relationship of legal assistamce.

Moreover, people arg able to conceal the path of their exchange of data o such an extent that they
are difficult to trace. Also, cloud storage providers may have trouble locating the actual (territorial)
location of data. Because of the technologics used, and because of storage capacity in servers and
economies of scale, data move around the globe constantly and may be fragmented in pieces to be
put together only wpon retrieval, While the police may suspect that imformation i not located in the
Netherlands, it often proves impossible 1o ascertain this and 10 pinpoint data 1o a territorial location.
As a result, information and the computers that process it, especially in the cloud, are not easily

located and accessed by law enforcement.

The Dutch authorities underlined that it has proven impossible o date 10 solve this problem
adequately. International law provides countries with various possibilities for acting independently
or in mutual coepcration {legal assistance), bui this has proven limited for investigations in
cyberspace. The Council of Europe has concluded conventional law agreements relating to such
matters (including with non-member countries such as the United Siates of America, Canada,
Australia, and Japan). Pursuant to the Convention on Cybercrime, cross-border action is only

possible in a very limited mumber of cases, i.c. with the lawful consemt of the person who has the
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lawful authority to disclose the data, in a case where the jurisdiction is known. In cases where the
location of data is not known, these provisions are inadequate. This results in cases where
cybercrime will go unpunished, and situations in which people will be victimised over and over

again.

5.4.4 Perception of the Netherlands with regard to legal framework to combat cybercrime

The Netherlands does ned consider the existing fromework sufficient. Therefore, the Minister of
Security and Justice is preparing a new bill of law on cybercrime. The Metherlands fully agrees with
the findings and recommendations set out in the report prepared by the Cyvbercrime Convention
Committee on trans-hosder access to data”. This report includes a discussion of the applicability of
the principle of territeriality in the light of the movement of data in “cvberspace™, and of the need to

adopt an Additional Protocol to the Budapest Convention as a conscquence.

An Additional Proatoced coubd sddress the following sinstions between Partics:

o trans-border access with conscm but without the limitation 1o data stored “in another Party”;

e trans-border aceess without consent but with lawfully obtained credentials:

e trans-border access without consent in good Faith or in exigent or sther circumstances;

e extending a search from the original computer 1o connected systems without the limitation “in its
territory”;

o the power of dispussal as a connecting legal factor,

o http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/T -
CY/TCY 2012 3 transborder rep V30public 7Decl12.pdf
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5.5 Conclusions

The Netherlands signed and ratified the Convention on Cybercrime. The draft legislation
implementing Directive 2013/40/EU on attacks against information systems is currently being
prepared. Nonetheless, the Dutch authorities reported that Dutch law is already largely consistent

with this Directive.

Directive 2011/93/EU of the European Parliament and of the Council on combating the sexual

abuse and sexual exploitation of children and child pormnography was implemented in 2014,

Combating credit card fraud is based more on cooperation with financial institutions than

legislative solutwans,

The existing legislation seems nod to provide a binding and common definition of cybercrime.
According to the evaluators, this may result in the use of a limited or different concept of
cybercrime for statistical purposes. Consequently, stakcholders involved in combating

cybercrime may not share a common undersianding of or common approach 1o the same concept.

In relation to investigative lechniques, there are 8 number of measures for seizing and retaining
data for the purpose of gathening evidence (e.g. ordering a person who has access to relevant data
to provide that data, or ordering a person to help with decryption of data), but also to prevent a
criminal act frem being committed (such as making data inaccessible to stop an activity). In the
Netherlands, the use of special mvestigative powers commonly hinges on whether the crime
allows for pre-trial detention (for crimes carrving a maximum of at least four years’
imprisonment). Investigative powers can also be used depending on the tvpe and seriousness of
the offence with regard 1o specifically mentioned offences (almost all cybercrimes fall under this

category).
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e The Ministry of Security and Justice is preparing a new bill of law on cybercrime. This legislative
reform may address new investigative measures and instruments, such as the ability to enter a
computer device secretly and remotely (online), safeguards and conditions (e.g. an order can only
be given if it is urgently required in the interest of the investigation or its execution is reserved for
designated investigators within the police), decryption by the suspect, enhanced possibilities for
criminalising and investigating online grooming of children, the criminalisation of handling stolen

computer data, and the criminalisation of repeated fraud in online markets.

e The Dutch authorities reported having difficuliics with granting full or partial access to encrypted
files and commumnications. It s specilically problematie when e=evidenee is located abroad.
Therefore, they stressed the importance of cooperation for a suecessful investigation. For that
purpose the palice (especially the National High Tech Crime Unit) cooperate with the Dutch
Forensic Institute and Furopol EC3. Private companies are nol involved in decryption in criminal

investigations.

e The Dutch Data Prodection Act and the Police Data Act provide the legal framework for accessing
personal data amd the destruction of data when they are no longer relevant for a criminal
investigation. Human Rights and Fundamemal Freedoms are also protected by the Dutch

Constitution.

e Dutch law provides for an obligation to mvestigate crimes committed within Dutch territory.
Moreover, the hutch Criminal Code provides jurisdictional grounds for many specific offences
committed outside of the MNetherlands. The Dutch Criminal Code establishes jurisdiction over
almost all cybercrimes when commtied by Dutch nationals abroad. Duich law uses the active

nationality principle.

7587/15 SB/ec 51
DGD2B RESTREINT UE/EU RESTRICTED EN



RESTREINT UE/EU RESTRICTED

e Cybercrime committed via the "cloud” was highlighted during the evaluation visit as an area
creating issues for investigation and prosecution, particularly in relation to retrieving the actual
physical location of data. The method of cloud computing creates a problem not only with regard
to national law but also to international legislation which is based on the acknowledgement of
states' independence. Nonetheless, in the opinion of the evaluators, it could be useful to consider
addressing the existing relevant legal frameworks in place and/or investigative issues in relation

to cybercrime committed in the "cloud".
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6. OPERATIONAL ASPECTS
6.1. Cyber attacks
6.1.1 Nature of cyber attacks

Every year the Ministry of Security and Justice publishes the Cyber Security Assessment (CSAN)
on the developments in the past twelve months. The number of incidents measured includes
incidents which are reported to the NCSC on a voluntary basis. The primary targets of the NCSC
are federal government and critical (private) infrastructure. Therefore not all incidents are reported

to the NCSC during the reporting period.
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Figure 1: Incidents handled by the NCSC (1104-1401). *°

The Dutch authorities explaised that the sudden increase in incidents (Q4-2013 and Q1-2014) can
primarily be attributed 1o automaled compater controls which started in October 2013, In addition,
the number of respomssble disclosures to the Duich govermment also increased starting from
September 2013.

1o The descriptions given in diagram No 1 should be read in English in the following order: private/public, private,

public, request for assistance.
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When the incidents registered via automated controls are excluded there is still an increase in
incidents reported to the government from 89 in the second quarter of 2013 to 163 in the first
quarter of 2014. This surge is possibly explained by certain factors such as changes to the criteria
used to define an incident, better-functioning systems and the further professionalisation of the
NCSC. Also, the number of incidents reported by the private sector increased during the reporting
period.

B Malware-infectie

B Websebsetvhaar
haid

il # Poging tot hacken
(o]

& Ongeschermd) owe
TEhaar systeem

m Aarvaksdreiging

® Phighing

Figure 2: Impact incident notifications related to private parties™

The evaluation team realised that the lack of overall cybercrime statistics at the national level,
including incidems reported by natusal persons victimised by cybercnme, hampers a general
assessment of this phenomenson, As u result, the apparent lack of a precise definition of cybercrime
— the tendency is to wse a limited one similar to that used o deline high-tech crimes (targeting
computers using esmpuiers) — mand the mability 10 assess owverall figures on cybercrime (as a
percentage of overall criminality ), make it more difficult 10 obtain a clear picture of the impact of

the cybercrime phemsmenin.

1 The descriptions given in diagram No 2 should be read in English in the following order: malware infection,

website vulnerability, attempt to hack, unprotected/vulnerable system, attack threat, phishing.
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6.1.2 Mechanism to respond to cyber attacks

The Dutch authorities indicated that increasing Dutch digital resilience cannot be achieved by the
government alone. They perceive an important role for the private sector, in particular operators of
critical infrastructure and information systems, as the ICT infrastructure itself and knowledge about
that infrastructure is largely in the hands of national and international private parties. Therefore,
cyber security in the Netherlands is perceived as a joint effort between government bodies, the
business community and other organisations and citizens, both at the national and international
level. Operators of critical infrastructure have the first responsibility 1o 1ake measures to guarantee
the continuity of their own services. The increased cooperation between different private companies
and public organisations within the Information Shanng and Analysis Centres (ISACs) helps to
minimise cyber incidents or threats. ISACs are public-privale parinerships, organised by sector,

where participants exchange information and experience on cyber security.

The Ministry of Security and Justice imends 1o introduce mandatory reporting of ICT incidents for
providers of products or services whose pvailability and reliabality are vital 1o Durch society. These
are: electricity, gas and water; telecoms; water management; finance; transport (port of Rotterdam
and Schiphol Airpart); and public authoritics. The law should inroduce a reponting requirement in
case of an infringement on the security of @ company or a loss of integrity of ¢lectronic information
systems in compaments wherehy an nfringement might lead directly or indirectly to social
disruption. The notification must be made 0 the Minister of Security and Justice and will be
handled by the NCSC. The motification should consist of the following elements:

e the nature and extent of the breach;

o the date of commencement of the ICT infringement;

e the potential impact of the breach;

e an estimation of the recovery;

e the measures to take {or already taken) by the provider;

e the contact details of the official who is responsible for the notification.
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The National High Tech Crime Unit and the NCSC have liaisons. These parties exchange
information in case of an incident within the confines of the law. If incidents have, or threaten to
have, a disruptive effect on society, the NCSC is at the service of the national crisis structure. The
NCSC has the task of signalling and initially identifying an ICT threat. The acquisition and sharing
of information is coordinated by the NCSC. If necessary the NCSC activates the ICT Response
Board (IRB). The IRB is a public-private advisory council responsible for conceptualisation,
interpretation and advice in the event of serious ICT incidents. The advice can be used by the
national crisis structure of the government, and by the other IRB parties. Those currently
represented in the IRB are telecom companies, energy suppliers, banks and governmental
organisations such as the police. The Mational Crisis Centre (NCC), alter being advised by the IRB,
takes measures to respond 10 a serious cyber incidemt, The NCSC then monitoss and/or supports the

execution of measures taken by the MO,

In addition, the NCSC coordinated the launch of the National Response Metwork (NRN) in April
2014. The NRN iz @ collaboration between public and private organisations aimed at increasing the
digital resilience ol critical systems in the country. The aim of the NEN is 1o share information and
coordinate responses in the event of major cyber security incidents. The initial participants include
the Tax Service, Surfisct, DefCERT, the Information Security Service for municipalities and the
NCSC. Through the MEM, the NCSC faciliates the optimisation of the response in case of a serious

cyber incident. More public and private partners are expected 1o join the NEN in the near future,

The government tocuses on strengihening cooperation in operational responses between the CERT
organisations in Euroge as laid down in both the NOSS1 and NOS52, The Maherlands collaborates
mainly in an informal manner, i mlemational nelworks such s the Intermational Watch and
Warning Network {(IWWH), FIRST, the European Government Cerl network, and TF-CSIRT, as

well as through bilateral contacts.
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According to NCSS2, citizens are also expected to cooperate with government bodies, business and
institutions regarding detected vulnerabilities in their ICT security. However, the impression of the
evaluation team is that much more has been done to involve citizens in countering child

pornography than other forms of cyber crimes.

6.2 Actions against child pornography and sexual abuse online

The Dutch authorities reported the following numbers related to child sexual abuse in 2013: 3790

reports, 542 suspexcts prosccuted, 130 victims identified, and five child sex tourism cases.

6.2.1 Software databases identifving victims and measures to avoid re-victimisation

For years the Dutch police have been saving in a database many images of child sexual abuse which
have been classified as illegal images according 1o the Dutch Criminal Code, To enhance the
effective use of this database the images have been hash coded,

Dutch law enforcement organisations cooperate in 2 European "in-4-mation” project, in which the
national databases of participating counirics are connected to each other. This "in-4-mation”
database has not been finalised, but the MNetherlands is ahead of schedule and currently
implementing it. Dutch law enforcement, especially the police, also actively participates in
Interpol’s efforts 1o idemtify wictims. This imgludes contributing 1o and making use of the ICSE
database.

In 2008 the Minister for Feonomic Allairs signed a non-legally binding agreement with a large
number of internet service prowiders (15Ps) on o volduntary model of “Motice and take down” of

illegal expressions om the intemet, COver 95 % of the 15Ps are covered by this agreement.
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6.2.2 Measures to address sexual exploitation/abuse online, sexting, cyber bulling

According to the Dutch authorities, cyber bullying is on the edge of criminal and non-criminal
behaviour. Sexting is also a phenomenon that is on the boundary between legal and illegal
behaviour. On the one hand, children are exploring their own sexuality, and on the other hand, they
may unwantedly become a victim of sexual abuse. When reports are made, the police respond to
them and may open investigations. The main response to cyber bullying and sexting is prevention
by making children aware of safety online.

6.2.3 Preventive actions against sex tourism, child pornographic performance and others

The Dutch authorities reported that the approach targeting child sex tourism has been intensified in
recent years. In Gictober 2013 the Ministry of Security and Justice sent an Action Plan to combat
child sex tourism {or transnational child sex offences) to parliament. The Action Plan includes more
focus on the prevemticn of child sex wourism, :|n1|1r||1.'|;-:J. detection amnd prosecution, and enhanced
national and international colluboration. Among other things, the Duich police has stationed two
flexible liaison officers im Brazil {the stage of the foothall world cup) and the Philippines (targeted
by sex offenders). These officers sirengthen the fight against child sex tourism and contribute to
international cooperstion. Furthermore, & Dhnch intemational certificate of good conduct has been

constructed and published, 1o be used worldwide.

Other actions include the possibility of conlizcating the passport of a convicled child abuser, in
conjunction with a proposed ball on the oversight of delinguents who have been convicted for
violent and sexual abuse. In this way known sex offenders with a high risk of repeat offending will

not be able to travel outside Furope to engage in child sex tourism (travelling child sex offending).
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Real-time web-based child pornographic performances, for instance in webcam situations, are an
emerging threat. In domestic situations this involves grooming of children, where children are
gradually lured in, and/or are blackmailed, to pose naked and/or to perform sexual acts. In other
countries, mainly countries in which child sexual abuse is very present such as in South East Asia,

this leads to sexual abuse of children being watched online. It is hard to find adequate solutions.

Currently Dutch law enforcement is working on methods to enhance the early detection and
subsequent investigation and prosecution of online groomers by covert operations in which a police
officers present themselves as a child in online chat rooms in order to obtain the identity of the
groomer and/or ta make an offline appoiniment 1o apprehend the groomer. The new bill of law on

cybercrime crimiralises grooming in onder to support this working method,

Media education is a powerful tool for the prevention of child sexual abuse, especially for children
and adolescents. Parents and schools are wvital in media education. From 2008 onwards the
Ministries of Health and of Youth and Famuly have run a special centre for expertise on media
education. This centre (www. mediawijser.nel) pims al enhancing media education for the public,
with a special focus on youth {(10-14 wears) Within the centre many different organisations
cooperate and provide odwcation materials, campaigns, cic. Additionally a public-private

partnership titled “Digivaardig — Digiveilig” arganises and stimulates media education,

The Dutch Ministry of Sccurity and Justice, 1ogether with the ELL subsidises a hotline for referral of
child sexual abuse which is a member of the intemational INHOPE network. In addition to
receiving actual referrals the hotline also deals with (digital) education of youngsters on the risks of
child sexual abuse, such as the rsks of grooming (www. helpwanted.nl), Another initiative of this
hotline is the intraduction of a so-called referral button people can download into their browsers.
This button directs wsers to the hotline's website, where they can report child sexual abuse and find
tips to make themselves resilient to child sexual abuse. This website mainly focuses on 11- to 16-

year-olds.
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The Ministry of Security and Justice has close contacts with social media companies like Twitter.
The main goal of this collaboration is to have new child abuse material removed as quickly as
possible. In these contacts the method of "PhotoDNA" was discussed, which is a software tool that
recognises child abuse material.

The Dutch police hosts a weekly online "Q and A" hour, in which children can chat with police
officers (http://www.vraaghetdepolitie.nl). This site is widely promoted and known among a broad
public. It is mainly aimed at young people, allowing them to ask questions about their online

activity or about special themes such as online abuse.

6.2.4 Actors amd measures countering websites containing or disseminating child

pornography

Article 1250 of the DXOCP gives the prosceutor the power o remave the contents of a webpage as a
temporary measure if so regquired in g concrele investigation inlo child sexual abuse. The removal of

content will then be decided upon in o cowrt verdict

It should be highlighted that the public initimives such as combating child pornography draw
significant involvement from private companics in the Netherlamds, A volumtary model of “Notice
and take down” of illegal expressions on the intermnet should be mentioned as an example. For this
purpose a uniform time-bound procedure is used in which an ISP investigates a referral of the
existence of illeeal material on websites to which the ISP in guestion provides access, and
subsequently takes a motivatcd decizion on whether 10 remove that material, In that case, the person
who registered the domain is mvestigated according to nationality, 11 the person is Dutch they will
be investigated further. This happens once or twice a vear. In all other cases the registered person is

a foreign national.

7587/15 SB/ec 60
DGD2B RESTREINT UE/EU RESTRICTED EN



RESTREINT UE/EU RESTRICTED

In 2009 a public-private partnership of internet service providers, law enforcement agencies and the
Ministries of Security and Justice and of Economic Affairs started a working group on internet and
security. The group specifically dealt with the (then ongoing) project on DNS blocking of images of
child sexual abuse. In this project the ISPs and the Dutch hotline “meld kinderporno op het internet”
developed a method to block websites that contained known child sexual abuse images, made
available by Dutch police on a DNS level. However, a pilot study led to the conclusion that this
DNS blocking method could be applied to such a small number of websites that the results did not

justify the cost. The project was ended in 2011.

Another project launched in 2012, in which the uploading of images through a big hosting provider
based in the Netherlamnds was mmtched with the hash-coded daabase of kan images of child
sexual abuse, proved 1o be of littke wse for the purposes of investigations. However, the Dutch
police realised that it might be useful if the private sector could further investigate the possibilities
of creating “whitelisting™ tools and applications 1o prevent private or business networks from

spreading known child sexual abase images,

In addition to this INHOPE hotlines share with each other information on images which they
believe originate — at lcast in terms of where the websites with the images in question are hosted -
in one of their countrics. The respective hotling will refer those images 10 the competent law

enforcement organisiations,

The Dutch police actively pasticipates i Interpol’s efforts o identily wvictims, specifically

contributing to and wsing the ICSE database { for more see point 7.2)

The Dutch police became a member of the Vinwal Global Taskforce in 2013, The latest
international VGT conference was hosted in and by the Netherlands in Movember 2014, The theme
of this conference was “ 1 remenational Chald Sex OiTences” and ot focused on X crimes against

children with an intermational component
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There are also specialised units dealing exclusively with child pornography. Since October 2012 the
detectives dealing with child pornography and child sex tourism have been operating in a nationally
organised uniform entity. The national unit and the 10 regional units have a uniform team for
investigations into child pornography and child sex tourism. These units employ 150 detectives and
are directed as one organisation. To strengthen their mental resilience the Dutch authorities
developed a mental health programme. The police and the prosecutor’s office set up a national
steering committee to determine a national strategic framework and the national priorities for
investigations into child pornography and child sex tourism. The national steering committee also
monitors the implementation of the framework and the prioritics. In addition to this, a tactical
advisory committee guides the implementation and monitors the resulis of concrete investigations.
This tactical commutiee has been closely waiching the fogus of investigations shift from
downloaders towards wvictimes of child sexual abuse, the setual abuser and the major disseminators.
At the national level four prosecutors have been appointed 1o secure the link between the national

approach and regional prosecutions

6.3 Online card fraud
6.3. Online reperting

The platform of cooperstion between the police, the Public Prosecuor’s Ofice and the online
market is the Financial Information Sharing and Analysis Centre (FI-ISAC). It provides a facility
for internet customers 1o check whether an mtemet trader has been reported as unreliable, and to

report online trade frawd to the police.

6.3.2 Role of the privaile sector

The private sector plays a predomimant role i the Dutch system 1o combat online card fraud. That

role has been described in paints 4.3 and 5.1.2.
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There are many platforms serving to share information on specific cases, identify new criminal

methods and discuss possible actions to counter them. Nonetheless, in the opinion of the evaluation

team, the Electronic Crimes Task Force (ECTF) merits special attention since it offers a unique

opportunity to informally exchange data and information on new payment methods, technologies

and possible vulnerabilities that may be further elaborated upon by law enforcement.

6.4 Conclusions

The Netherlamts collects statistics with regard to cvbercrime on a yearly basis. The Ministry of
Security and Justice publishes the Cyvber Sccurity Assessment {CSAN) on developments in the

past twelve miomiths.

Since the statistics imvelve ingidents reported 1o the NCSC on a voluntary basis, it is difficult to
build up a general averview on CY bser |;r|.|1|||:|;,:ll1}' i the Metherlonds detected by the police and
private sector. The situation may change in the fulure since the Dutch authorities aim to
broaden the scope of information on incidents that must be reporied by the private sector to law

enforcement.

The new drafl legislmtion introduces a reporting requirement in ¢as¢ of an infringement on the
security of a company or a loss of integrity of ¢lectronic information systems in components
whereby an infringement might lead directly or indirectly to social disruption. The notification

will be handled by the MO

The increased cooperation between different private companies and public organisations helps
minimise cyber incidents or threats. MNonetheless, in the opinion of the evaluators, those
involved in the fight against cybercrime — the Prosecution Service, the Mational Police and
public-private structurcs — should have a more balanced approach and give more attention to
the interests ol secondary victims, According o the evaluators, the public-private partnership is
too orientated towards protecting the financial markets and the country's infrastructures, with

less attention paid to the interests of the secondary victims.
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e The Netherlands has established structures and capacities to deal with online child sexual
exploitation, including a focus on victims. Law enforcement works with other international
entities in this area such as the NCMEC and supports initiatives to tackle the problem of

travelling child sex offenders.

e The national programme against child sexual abuse images and transnational child sex offences
represents an outstanding initiative to fight against these specific aspects of child sexual
exploitation, child sexual abuse and child pornography. The voluntary approach mechanism
called “Notice and 1ake down™ seems to be very elfective due to the number of internet service
providers involved. However, the question remains whether, to achieve i1s full potential, it might
require greater involvement on the part of the administration, which would probably need to be

supported by legal measures.

e The pUb|iC campungns on chuld FILIHLIZ!l_llI'.II‘ﬂI:. :Lln.nlg wilh work of the '-.Fh.,'u.,'lil“SGd units dealing
exclusively with child pormography and child sex tourism deserve special attention. Also, close
cooperation with Europol and Eurojust and international cooperation with partners outside of
Europe is havimg an effect with regard to the growing detection of child pornography. The
posting of liaisom odTicers by the Dutch police i countnies affected by sex tourism contributes to

countering child pomography.

e The Dutch meental health programme for law enforcement officers dealing with CSE is
noteworthy. The mental resilience of ollicers working on cases that invelve child sexual abuse
images, identifving victims and finding connections, reguires special altention, so they can stay

healthy despite performing this demanding waork.

* In the opinion of the eviluators, continued actions 1o rase the awareness of society and local
investigators and prosecutors of how to deal with child pormography and how to gather evidence

should strengthen this approach.
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e The Electronic Crime Task Force (ECTF) provides a very good example of police and financial
cooperation based on sharing relevant information to deal efficiently with online fraud on a
daily basis on the same premises. This cooperation is having a promising effect since statistics

show a falling trend in online card fraud in the Netherlands.

e The success of the public-private partnership should be regarded as best practice to explore
how to get the best out of close cooperation between the public sector (the police and Public
Prosecution Service) and private sector (i.e. internet service providers, social networks online,
NGOs, hotline services, ¢lc, .

7587/15 SB/ec 65
DGD2B RESTREINT UE/EU RESTRICTED EN



RESTREINT UE/EU RESTRICTED

7. INTERNATIONAL COOPERATION
7.1. Cooperation with EU agencies

7.1.1. Formal requirements to cooperate with Europol/EC3, Eurojust, ENISA

The Dutch authorities underlined that improving cooperation with Europol/EC3 is a priority of the
NCSS2. The Dutch police actively supports Europol/EC3. This should also help the fight against
online child exploitation.

The Public Prosecutor’s Oifice, with help from Eurojust, has taken the initiative of strengthening

the international cooperation of public prosecutors in cybercrime cases,

The Netherlands has also invested in knowledge and expertise. and  participates in joint

investigations.

However, the evalumtion team maticed at the local level tha distric proseCulors and regional units of
the police seem to have a vague and insulTicient knowledpe of the possibilities offered by Eurojust
and, therefore, do mot use them as often as might be necessary to facilitate judicial cooperation or to

provide support where coordination is needed

7.1.2. Assessment of the conperation with Evropol/ECY, Eurcjust, ENISA

According to the Duitch authorities, the value of Europol and Eurojust is in connecting countries in
specific investigations and coordination. Therelore, Furojust could kesp 115 Tocus on the overall

strategy in the law enforcement approach to possible criminal investigations.

When applicable, contact with EMISA is cstablished theough the MOSC of the Ministry of Security

and Justice.
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7.1.3.Operational performance of JITs and cyber patrols

In the opinion of the Dutch authorities, a joint investigation team (JIT) may contribute to good
cooperation with Europol and Eurojust. The board of procurators-general issued an Instruction for
the Public Prosecution Offices on 11 February 2008 to develop a common policy on the use of JITs.

It establishes rules for the setup, scope, composition and powers of international JITs.

operational with regard 10 eybercrime in which the Metherlands was involved. Europol and Eurojust
were central in this. The most recent investigation is the so-called Operation Blackshades. EU
funding was allocated to facilitate this cooperation but limited 1o o travel budget 10 meet JIT partner

countries.

According to the [tch authoritics, using open sources 15 @ method wsed in the national crime

squad.

The team leader of the Duich High Tech Crime unit takes part in the European Union Strategic
Group of the Heads of Mational High Tech Crime Units at Europol. The Duich police are also active
in the project on child sexual abuse in the EMPACT programme, and where appropriate in the

European Financial Coalition against child sexual abuse.

7.2 Cooperation between the Dutch authorities and Interpol

The Dutch police actively paricipates in Interpol’s efforts 1o identifv victims. This includes
contributing to and using the ICSE database. Moreover, a new environment called "Baslinelist” in
the Interpol ICSE database has been created and is used 1o speed up image analyses. Specific
criteria have been developed, in close collaboration with Duich law cnforcement, to make the
content of this "Baselinelist™ intemationally exchangeable. The baseline is those materials which
are punishable under criminal law in every participating country. This part of ICSE is not ready yet,

but Dutch law enforcement is set up to start uploading to this database.
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In addition, the Netherlands expressed its support for the development of the Interpol Global
Complex for Innovation (IGCI) in Singapore. The National High Tech Crime Unit of the police
supports the realisation of the IGCI. A liaison from the police and a seconded expert from the team

will be placed at the IGCI to share experiences and expertise.

The government focuses on strengthening cooperation in operational responses between the CERT
organisations in Europe as laid down in both the NCSS1 and NCSS2. The Netherlands collaborates
mainly in an informal manner, in international networks such as the International Watch and
Warning Network (IWWN), FIRST, the European Government CERT network, and TF-CSIRT, as

well as through bilateral contacts.

7.3 Cooperation with third states

The Dutch authorities stressed that they work on developing cvber security capability in third
countries through hilateral or regional initiatives. At the national and international level scarce
capabilities have 1o be deploved among vulnerable sectors and groups, In addition to governments,
an important role ¢an be played by privale seclor parties and social organismtions, The Netherlands
is promoting this approach intcrnationally — at the United Mations, during international cyberspace
conferences such as the ones held in London, Budapest and Seoul and the upcoming Global Cyber
Space Conference i the Metherlands in April 2005, as well as in other mulii-stakeholder settings
like the Internet Guwernance Forum = by promting the principles of cyber security as published by
the World Economic Forum, and in developing trust-inspining measures between states, such as the

Organisation for Security and Cooperation in Europe (O5CE)

During the on-site wisit the evaluation eam was informed that an agreement between the USA and
the Netherlands is in place which empowers Dutch authorities to send direct legal assistance
requests to US companies, In the opinion of the evaluation team, this should be considered as an

appropriate tool to speed wp investigations,
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The Dutch authorities consider that cooperation with Europol/EC3 and Eurojust has brought an
added value to cases related to third countries. As an example, they have contributed to successes in

investigations into cybercrime, such as:

e Investigation into child sexual abuse: the joint Operation Atlantic, conducted by the US Federal
Bureau of Investigation (FBI) and several EU Member States, was finalised in 2011 under the
coordination of Europol. After more than a year of investigations in Member States, 37 child
sex offenders were identified. Among these offenders, 17 were arrested for child sexual

molestation and production of illegal content. Moreover, eight victims were identified.

o The Blackshades investigation: during two davs of operations in 16 countries worldwide,
coordinated by Euwrojust and supporied by Europol'EC3, creators, sellers and users of

BlackShades malware were targeted by judicial and law enforcement authorities in May 2014,

7.4 Cooperation with the private sector

Dutch law provides fior the liability of intermet service providers for illegal content on the internet
via their systems 1f they are fully aware of this fact, m accordance with ELT law. However, the
Dutch authorities reporied that many ISPs merely provide a conduit and that situation derogates

from the liability of 15,

In order to facilitmle removal ol illegal expressions from the miemet, the voluntary model of
“Notice and take down™ has been introduced 1o stimulate self=regulation in the industry (for more

see points 6.2.1 and .2.4).
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Furthermore, the public prosecutor has the power to order an organisation to remove content from
the internet (Article 1250 of the DCCP). Moreover, the DCCP specifies several powers to issue
orders for the collection of evidence by search and seizure of information system/computer data, the
preservation of computer data, stored traffic/content data, and user information. Private companies
may be subject to those orders if they have their main headquarters in a third state. ISPs residing
abroad can be approached directly to cooperate with requests/orders on a voluntary basis, provided
the government of the country where a company resides consents. The Netherlands claims to have

had many good experiences with this working method in practice.

In 2010, the Dutch MHTCL! started a public-private pannership to combat botnets. With members
of the CERT C0n’1|1:|||||il}'_ ||1|,!|,:|'-.Ir'r|.'. and intermet infrastruciune I:hl;:.' devesed a |:I1n;e-stage approach,
consisting of intelligence. intervention, and investigation. All partners combined their botnet
information and all bpinets were tracked in real time using a university-developed tool. The goal
was a notice and takedown for most of the botncts and a deeper investigation into some of them.
Then one of the partners, & large internet service provider, fownd a botnet command and control
server in their infrastructure, The partners started investigating and found a cluster of 143 malicious
servers, seven of which were directly related to a botnet called Bredolab. At that point, Bredolab
had been able to infeet 30 million unigue 1P addresses. In a ten-week period the partners were able
to draw a picture of the botnet infrastruciure, They were also able to identify the suspected operator
of the network, an Armenian who planned o come 1o the Netherlands for a dance party. The
network was set to be dismantled on the day the Armenian was 1o armive al Amsterdam airport. The
Armenian was to b¢ arrested on arrival bat due 10 visa problems he never showed up. Instead, he
noticed someone attacking his botmet, assumed it was a competitor and fought back. After trying
several backdoors, he decided 1o D05 what was lefl of his own boinet, Due 10 good international
cooperation, the command and comtrol server of the DDoS botnet was quickly dismantled. An
Interpol red notice led o the arrest of the suspect the following day at Yerevan airport. He was

convicted in Armemia mml sentenced 1o Four YEArs IMPRsonment,
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7.5 Tools of international cooperation

International cooperation in cybercrime cases is based on the same rules applicable to mutual legal

assistance, mutual recognition, surrender and extradition in the Netherlands.

7.5.1 Mutual Legal Assistance

The Netherlands receives a large part of its requests for mutual legal assistance (MLA) or for
mutual recognition from other ELUJ Member States. Both these categories of requests can be sent
directly to (regiomal} public prosecutor’s offices — the offices for international legal assistance in
criminal matters {IRCs), They are responsible for the efMicient and speedy execution of requests.
The establishment of the IRCs in 2003 significantly smproved the elliciency with which MLA
requests were handled, as IRC staff arc now fully devoted to the issue of MLA, whereas before
prosecutors dealt with the provision of MLA as part of their regular jobs, The IRCs also function as
knowledge and expertise centres for intermational assistance. Judicial authonties in other Member
States may approach their counterparts in the Netherlands directly, but they would then involve the
competent IRC. The IRCs have been set up in the Netherlands exclusively 1o register, deal with and

coordinate the execution of MLA requests in criminal matters,

For countries outside the EL, the Minister of Secunity and Justice in the Netherlands is the central
authority in international judicial cooperation in criminal matters and receives all requests for MLA
either directly or through diplomatic channels. Upon receipt of a request, the Ministry of Security
and Justice, represemted by the Office for International Legal Assistance in Criminal Matters
(Afdeling Internatonale Rechtshulp i Strafzaken, AIRS) venfies that all legal requirements under
Dutch law, such as {if necessary) dual criminality and the existence of a treaty basis, are met.
Requests that fall within the competence of the regional prosccutor are forwarded to the relevant
regional IRC for execution, Cases falling within the competence of the National Public Prosecutor’s

Office are dealt with by the national 1RC {LIRC).
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In addition to formal MLA, police-to-police cooperation may occur. If information on data is shared
before a formal request for transfer is received, the information may be shared on a police-to-police
basis with the consent of prosecutor, and with the note that the information may only be used for
investigative purposes. However, the requesting country must send a formal MLA request for
transfer to be able to use the information as evidence in criminal proceedings. In some specific

cases countries including the Netherlands send information spontaneously to other states.

The 24/7 contact point for urgent requests is incorporated into the National High Tech Crime Unit
(NHTCU), which liaises closely with the national prosecutor on high-tech crime. The National
Prosecutor’s Office asscsses the reguest and decides, with the National High Tech Crime Unit of the
police, whether the request should be executed by the National High Tech Crime Unit or by the
regional units of the police. 11 the latter 15 the cose, the National Prosecutor’s Office will forward

the request to a local IRLC office.

The police authorities indicated that one of the most dilficult aspects of cooperation is to find the
location of data in the cloud. Even though a provider can be ordered 1o supply certain data, this
often turns out to ke very difficult in practice. There are providers who do not cooperate with the
police (“rogue prowiders™). Sometimes, a provider cannot be found or is established in a country

with which the Netherlands maintains a very himited relationship of legal assistance.

The following statistics comprise formal MLA and police-to-police information:
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Searched

terminology

2012

2013

computer crime
cybercrime
EAW ICT
criminality
internet fraud
child
pornography

OUTGOING

1111

Searched terminology oz

* computer crime

* cybercrime
* EAWICT

criminality

« internet fraud

« child pornography

103

1270

013

226

On average a first response is given within 24 hours. This may be an indication of the actual time

needed for the requircd assistance.
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The following actions may be requested via MLA in respect to cybercrime:

e Ordering of data (126na as well as 126nc, 126nd, 126nf of the DCCP)
e Preservation of computer data (126ni of the DCCP)
e Search and seizure of information system/computer data (inter alia 125i of the DCCP)

¢ Real-time interception/collection of traffic and content data (126m of the DCCP)

7.5.2 Mutual recognition instruments

No specific statistics have been provided with regard to the application of various mutual

recognition instrurments,

7.5.3 Surrender/Extradition

No specific statistics have been provided with regard 10 surrender/exiradition cases focused solely

on cybercrime.

7.6 Conclusions

* The Dutch police cooperates closely with Europol/EC3, This i= also regarded as a priority of the
NCSS2. The priorities defined at European level (EMPACT in particular) are reflected in the
police prioritics. The Dutch authoritics also appreciate cooperation with Eurojust, actively

supporting actions undertaken with the involvement of the Netherlands,
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* The evaluation team realised that there is good cooperation with Eurojust and Europol/EC3 at
the national level provided by the National Public Prosecutor's Office and the National Police.
However, the representatives of the local level authorities met during the on-site visit seemed
not to be well informed on the possibilities offered specifically by Eurojust or ENISA. This

leaves some room for improvement.

* The Netherlands declares that it actively pursues national and international alliances and
engages in international cooperation on the investigation of cybercrimes on bilateral terms, and

if needed by creating JITs.

e The Dutch autharities work on developing cyber security capability in third countries through
bilateral or regional imitiatives specifically 1o protect the most vulaerable sectors and groups.
The Netherlands is promoding this approach imemationally, ¢.g. al the United Nations or during
international cyberspace conferences. The decision 1o organise the Global Cyber Space
Conference in 2015 highlights the intermational involvement of the MNetherlands with regard to

cyber issues.

e The agreement between the USA and the Netherlands that empowers Dutch authorities to send
direct legal assistance requests 1o US companies should be considered as an appropriate tool to

speed up investigations.

e Cooperation with Imerpol seerms 1o be good. The MNetherlands has developed a model
cooperation with the private sector. This approach helps the fight against online child
exploitation and other evber phenomena., ¢.g. boinets. The voluntary maodel of “Notice and take
down” may also serve as best practice to stimulate self-regulation in the industry and thus to

remove illegal contemt from their wehsites
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MLA requests from EU Member States may be sent directly to competent IRCs which are a
part of the Public Prosecutor’s Office. IRC staff consists of both law enforcement officers and
public prosecutors. According to the evaluators, the experience of the National Public
Prosecutor's Office as a centre of expertise to take care of investigations on high-tech
cybercrime or to deal with more complex MLA requests in this area and to coordinate and
provide support to the district prosecutors in other investigations or MLA requests dealing with

digital evidence seems to be effective and thus worth considering.

Requests sent fromm mon=-EL countries are dealt with by the Ministey of Security and Justice,
represented by the CMTice for International Legal Assistance in Crimanal Maters (AIRS), which
verifies that all legal requirements under Dutch law, such as (il necessary) dual criminality and

the existence of a treaty basis, ane med.

In addition to formal MLA, police-io-palice cooperation may be available, If information on
data is shared before a formal request for transier is received. the information may be shared on
a police-to-police basis with the consent of prosecutor, and with the note that the information

may only be used for investigative purposcs.

The Dutch awthaoritics declared that close cooperation and information exchange between the
various entities invalved in international cooperation is of the utmost importance. The statistics
from 2012 andd 20013 show a growing trend in the number of incoming and outgoing cyber-

related MLA requesis.
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8. TRAINING, AWARENESS-RAISING AND PREVENTION

8.1. Specific training

The training and study centre for the judiciary (Studiecentrum Rechtspleging; SSR) provides initial
training programs and offers advanced education for judges, public prosecutors and legal staff,
based on the principle that learning and continuing education remain essential throughout careers in
the judiciary. SSR offers practical programs, courses, training, coaching and management
development programs, including a dedicated module on digital investigation (comprising an

interception course and a hasic cybercrime course).

Moreover, the judiciary has invvested m sdditional trmiming on cvbercrime, The courts have set up an
Expertise Centre on Cybercrime at the Appeal Count of the Hague which employs two judges and a
clerk. The Expertise Centre on Cybercrime publishes and distributes a newsletier which includes
news on cyber-related issues such as recent publications, confierences, seminars and their outcomes,
basic information om ongoing criminal cases invelving cvbercnime, case law, legislation and

regulations applied, and explanstions of basic terms relating 10 cvbercrime,

The Public Prosecutor™s Office has appointed dedicated prosceutors in the districts and in the
National Public Prosecutor's (dlce, An internal network has also been established to raise
prosecutors' awargness on ybercrime issues. Also several investigating judges have specialised in
cybercrime. Although in theory every public prosecutor and judge is able o work on cybercrime
cases, the opinion expressed by the practitioners met by the evaluation team clearly showed a need

for additional advamced training on cybercrme

The police provides custom training courses of an average of four days per course. Provision is
made for digital experis to receive four weeks' additional training a vear to keep their knowledge
and skills up to date. For 2004 the training costs were estimated a1 ELR 300 000. Especially for
proper training of digital investigators, a substantially larger amount would resull in more capacity
and expertise. This would help with investigations into cybercrime and the acquisition of digital
evidence. However, it should be mentioned that a part of the budget of EUR 13.8 million allocated
by the Minister of Security and Justice to the police is dedicated to education of the police with

regard to cybercrime.
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8.2. Awareness-raising

In the opinion of the Dutch authorities, raising awareness of cyber issues is a continuous challenge,
and therefore needs special periodic attention. Since 2012 the Ministry of Security and Justice has
organised a yearly campaign week for raising awareness on cyber security. The week is called Alert
Online and is organised with the help of several ministries and private partners. Alert Online
focuses on creating awareness among government parties, business and citizens. In 2014 the
programme spanned over almwst Iwo weeks. It was connected to the annual European Cyber
Security Month. The programme for the week consisted of contributions by public and private

organisations.

Awareness of risks and knowledge of possible actions that can be taken 1o reduce them are key for
cyber security. In 200 3 various campaigns and initiatives were launched, such as:

e Cyber Security Month {Cctober 20013, ENISA);

o Alert Online {28 Oxtober - 5§ November 201 3);

e Safe online banking (NVE):

o Safer Internet Diay 83 {February 2014, DigiBewust).

The education taskforce is one of the central themes in the NCSS2. In order 1o enlarge the pool of
cyber security experts and enhance users” praficiency with cyber security, the business community
and the government have joined lorees 1o improve the quality and breadth of ICT education at all
academic levels {primary, secondary and professional education). A public-private partnership
taskforce on cyber security education has been set up. It will focus on giving advice about the cyber
security curriculum, in relation to the certification of information securily experts and the further
development of leaming modules. Connections are being sought with current initiatives regarding

information sciences education and the Technology Pact 2020.
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8.3. Prevention

In the opinion of the Dutch authorities, private individuals are expected to apply basic security
measures and to take a certain amount of personal responsibility. For their part, the government and
the business community facilitate this by improving their digital skills and by emphasising their
duty of care with respect to their clients. This also includes offering secure ICT products and
services. The government plays a more active role in the digital domain. On the one hand, by
increasing investments in the secunily of its own networks and services and, on the other hand, by
bringing parties together and by taking action if the security of companics and private individuals or
the latter’s privacy come umider threat. Where necessary, the government has established
frameworks and standards, for instance with regard o the security requirements of vital services

and processes.

The National Cyber Security Strategy has a strong Ffocus on rescarch and innovation. This is set out

through:
. maintaining relations with science and research institutes;
. initiating and coordinating research

. participating im rescarcly;
. promoting Cooperation il matbonal and mtemational evel and between the private sector and

research institwiioms.

As mentioned abowe, the taskforce on evber security edwcation is one of the main actions to fulfil
the objectives of the strategy in the NCSS2, Another central theme in the NCSS2 is innovation.
There is a need for more coondination of supply and demand, which can be achieved by linking
innovation initiatives to leading sector policy. In addition, the government, the business community
and the world of academia will launch a cyber security innovation platform where start-ups,
established Comp:u:liq.:'-.. stsdents and researchers can connect, inspire ong another and attune
research supply and demand with regard to general themes such as security-by-design and privacy-

by-design.
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In order to raise security and trust among citizens and the security and trustworthiness of
infrastructure, the National Cyber Security Research Agenda (NSCRA) has been established.

The objectives of the NCSRA are:

. to improve the security and trustworthiness of the ICT infrastructure and ICT services;

. to prepare the Netherlands for the security challenges of the next 6-12 years;

. to stimulate the Dutch security economy and promote innovation in this sector;

. to strengthen and broaden Dutch security research by fostering cooperation between

knowledge institutions and relevant public and private organisations.

8.4. Conclusions

o It seems that the Metherlands has established an casily accessible raining proggramme for judges
and prosecutors with regard to cyvbercrime. Training sessions are offersd on a regular basis at

national level at the training and study centre for the judiciary.

e In addition, the judiciary has invested in setting up an Expertise Centre on Cybercrime at the
Appeal Court of the Hague which provides judges with specialised training on cybercrime
according to their needs and penodically publishes a newsletter to mise judges’ awareness and

knowledge of the latest trends. legislation and events related 1o cybercrime.,

e The Prosecution Scrvice has cstablished an internal network for prosceutors, from which every
prosecutor assigned 1o a cybercrime case may gel knowledge on cybercrime-related issues. The

police also provides trainimg specifically for digital investigmtons,
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e In the opinion of the evaluators, both initiatives such as the Expertise Centre on Cybercrime and
the internal network within the Prosecution Service serve well to increase knowledge of the
practitioners with regard to cybercrime. Therefore, they should be considered as an example of

best practice.

e Although training in this field is available to all stakeholders involved in handling cybercrime
cases, participation is still voluntary. The evaluation team was informed that most judges do not
deal on a daily basis with cvbercrime cases since not many cases are sent to courts. General
training could help avead conflicting court decisions, as referred 1o during the on-site visit.
Therefore, more mandatory participation could also be considered at least for those judges and

prosecutors Who are likely 1o deal with cyber criminality and mutual assistance related thereto.

e In addition, in the opinion of the evaluators further training should be offered to personnel who
do intake of repors, as well as assistance of them by a support unit for digital investigations.
During the om-site visit some opinions were presented that sometimes police officers are not
properly prepared to hamdle these siuations on their own, The current methad includes only the
regional support units 1o help at bocal level, not direct and useful preparation to handle the
situation. Also, the regional support unit may have capacity problems if the number of

complaints rises uncxpectedly.

e Prevention anl iLl|'|.'.iII'l|,:I1|.,"H."..II'.Ii'-.II1F as will as Iraning amd -._':|'|:-;,:|.:il:'r-.' I1|:|i||:I|r|i_' are some of the main
pillars of the strategy, in addition to legislation and cooperation. Since the individual is often the
weakest link when it comes to cyber security, effective prevention and awareness-raising
measures can g a long way. There are a number of practical examples where the Netherlands
has already implemented such measures (c.g. the "Hang op, klik weg, bel uw bank” campaign
by the Dutch Banking Association). This also means thal the strategy is being actively used and

implemented.

e The evaluation team realised that the Netherlands has invested lots of recourses in awareness-
raising campaigns. The target is to create awareness among government parties, business and
citizens. However, it was not clear if a comprehensive communication strategy has been
developed to reach all citizens in relation to situations in which they might be potentially

endangered by cybercrime.
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9. FINAL REMARKS AND RECOMMENDATIONS

9.1. Suggestions from the Netherlands

From the Dutch perspective three issues need to be strengthened to raise the capacity to fight
against cyber criminality:
e improving international agreement on jurisdiction in cyberspace;
e improving international cooperation in cybercrime cases, for example through Europol/EC3
and Interpol:
e providing capacity building in countries that arc targets andfor origins of cybercrime, to

ensure their capacity and enhance joint prevention efforts and investigations,

9.2 Recommendations

As regards the practical implementation and operation of the Framework Decision and the
Directives, the expert team involved in the evaluation of the Metherlands was able to satisfactorily

review the system in the Metherlands

The Netherlands should comdwect a follow-up on the recommendations given in this report
18 months after the evaluation, and report on the progress to the Working Party on General Affairs

including Evaluations (GERNY ALY

The evaluation team thaowght it fit to make a number of suggestions for the attention of the Dutch
authorities. Furthermuore, based on the vierrous pood practces, relied recommsendations to the EU,

its institutions and agencies, Eurojust, Europol and ENISA, are also put foraard.
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9.2.1 Recommendations to the Netherlands

1. The Netherlands should develop a mechanism to provide detailed, standardised and
comprehensive statistics on investigations, prosecutions and convictions and reported incidents
related to cybercrime making it possible to check overall cybercrime figures at the national level;
(cf. 3.3 and 3.5)

2. The Netherlands should consider extending the obligation of private companies, such as internet
providers, to repoert cyber incidents of a criminal nature 1o law enforcement or other public

institutions and make it more mandatory; (cf. 4.4.1, and 4.5)

3. The Netherlands should be encouraged o finish the reform of the police a1 the regional level to
strengthen their capacity to fight cybererime and to ensure that they are sufficiently trained and
funded; (cf. 4.4.2, 4.5 and 6.4)

4. The Netherlands shoald consader developing o common delimition of cybercrime for statistical
purposes to be applied as a basis for a broad common understanding of the same concept among
those involved in fighting cyber criminality, such as law enforcement, the Prosecution Service and

courts; (cf. 5.1 and %,5)

5. The Netherlands should explore the possibilities for establishing a more balanced approach
between the protection of governmemal institutions amnd critical national infrastructures and the

protection of citizens, in order 1o improve Citizens’ resilience 1o cybercnime; (¢l 6.1.2 and 6.4)

6. The Netherlands should ook into further improving the public communication strategy, such as
the one applied te combat online child abuse, to cover citizens who may be affected by different

forms of cybercrime; (cf. .12 and 6.4)
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7. The Netherlands should develop a comprehensive programme of training on cybercrime issues
for all stakeholders involved in fighting cybercrime and on the possibilities offered by Eurojust,
Europol and ENISA in that regard, including police officers, prosecutors and judges; (cf. 4.5, 7.1.1,
7.6, 8.1 and 8.4)

9.2.2 Recommendations to the European Union, its institutions, and to other Member States

1. The Member States are encouraged to develop a consistent definition of cybercrime to be applied
by all stakeholders involved in fighting cyber criminality in order to be able to provide detailed,
standardised and comprehensive statistics on cvbercrime figures at the national level; (cf. 3.3,
3.5,5.1and 5.5)

2. The Member States should consider developing useful 1ools 1o assist and facilitate the work of
prosecutors and judges dealing with cyber criminality, such as specialised units dealing with
cybercrime and/or a network of prosccutors handling these cases within the Prosecution Service or

an Expertise Centre on & whercrime at the Appeal Court of the Hague: (¢f, 4.1,1, 4.5 and 8.1)

3. The Member States should seck to set up solutions to cover the gap resulting from the lack of

legal measures allowing data in the cloud 1o be located and accessed; (ef. 4.1.2, 5.4.3,5.5and 7.5.1)

4. The Member Siates should consider exploring the benelits and feasibility of applying the
successful example of the ECTF in the Metherlands in combating digital kanking fraud more

effectively, specifically phishing and banking malware; (cf. 4.3, 5.1.2 and 6.4)

5. The Member States should consider setting up a form of cooperation with the private sector
aimed at protecting their country's vital sectors (energy companies, and the telecommunications and

financial sectors), such as the NCSC in the Metherlands; (cf, 4.3, 4.4.2, 4.5 and 6.1.2)
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6. The Member States should consider the Dutch practise of combining the possibilities offered by
private companies (such as ISPs and social media companies), public entities (e.g. the Ministry of
Security and Justice and specialised units dealing exclusively with combating online child abuse)
and public campaigns to efficiently combat online child sexual abuse, as an example of best
practise; (cf. 6.2.1 - 6.2.4 and 6.4)

7. The Member States should provide their practitioners with practical guidelines aimed at raising
the awareness of local-level authorities (specifically law enforcement and the Prosecution Service)
on the powers and the services of Eurojust, Europol and EMISA with regard 1o cybercrime; (cf. 4.5,
7.1.1,7.6,8.1 and &.4)

8. The European instiutsons should secure and increase the provision of EL funding to help combat

cybercrime, for example for setting up JITs through Eurojust; (cf. 3.4 and 7.1.3)

9.2.3 Recommendations te Eurojust/ Europal/ EXISA

1. Eurojust, Europol and ENISA should consider maising awareness of the services and possibilities

for cooperation that they offer with regard to cybercrime: (cf. 7.3 and 7.6)

2. Eurojust, Europol and ENISA should consider actively supporting evenis that strengthen
international cooperation with regard to combating cybercrime, such as the Global Cyber Space

Conference; (cf. 7.3 and 7.6}
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ANNEX A: PROGRAMME FOR THE ON-SITE VISIT AND PERSONS INTERVIEWED/MET

7" Round of Mutual Evaluations - The Netherlands — 17-21 NOVEMBER 2014

Monday 17-11 Den Haag
e PM arrival GENVAL experts in Den Haag (expected in the afternoon)

e Between 1730 — 19,00 Informal mecting and introductions in howel bar,

Tuesday 18-11 Den Haag

¢ 9.00 — 9.30 Reception at Ministry of Security and Justice { Turfmarkt 147)

¢ 9.30 — 10.00 Welcoming speech and introduction by Mr. Ane ljserman, deputy Director
general, Director Law Enforcement Depaniment { DGRER)

e 10.00 -11.00 Dwutch criminal law system:; introduction and overview (Erik Planken from
DGRR/DRL ¢n Frans van de Doclen / Pim Albers from DGRR/DRB)

e 11.00-11.15 Coitee Break

e 11.15-11.30 translocate 1o the Mational Cyber Security Center {in the same building)

e 11.30-13.00 Visit Mational CyberSccunityCentre (MCSC): information on policies and
operational tasks { Michel van Lecuwen/Aart Jochem)

e 13.00-14.30 Lumche at the Ministry

o 14.30-15.30 Law Enforcement in the Metherlands (policies towards and the governing of
police and prosecution service (Jacos van Zelst from Directorate General Police en Erik
Planken from DWGREDRLC )

e 15.30-15.45 Ul / Ten Break

e 15.45 -16.4%5 Informatson on Dutch yudicnl framework and on the drafl legastative proposal to
enhance law enforcement powers (Luut Mol Lous from the legislative department)

e 17.00-17.30 Closing
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Woensdag 19-11 Driebergen (national police, national unit; national crime squad, Team High
Tech Crime, National program against child sexual abuse)
e (08.30- 10.00 travel to Driebergen (transport will be provided)
¢ 10.00- 10.30 Welcome and introduction by Mr. Wilbert Paulissen (Head of the Central
Criminal Investigation Department of the national unit of the national police)

e 10.30- 12.00 visit to the electronic crimes taskforce (ECTF) and introduction to the national
crime squad by Eric van Schilt (project leader (ECTF) en Michel Zandbergen (ABNAMRO
banc)

12.00 - 13.30 Luncheon with Mr. Wilbert Paulissen and teamleads THTC

13.30-14.30 Introduction of the High Tech Crime Unit { (THTU Y arganisation, growth, tasks

and working processes by outreach officers THTC (Peter Zinn THTL)

14.30 — 16.00 Visit of workstations THTC and information on practice. working processes,

international cooperation and cases)

16.00 — 16.00 Information on the Dutch approach of child sexual abuse, online and offline, as

well in other countries by Mr. Ben van Micrlo (MNational Program child abuse ,NPKK)

17.00 -18.00r travel 1o Den Haag (transport will be provided)

19.30- 22.00 D¥inner with presence of Mre. Jan Willem Schaper (Director Poalice Department of

the ministr;.- 1:-!'1'1'|..'h,:uri!'r|.' ard lustece)

Donderdag 20-11 Rotterdam {National prosecution’s service, Dutch judiciary and the
Rotterdam regional unit of the national police)
e 09.00- 10.00r trawwed 1or Botverdam (bransport will be providied)
e 10.00 -10.30 Wleome and introduciion by Mr. Fred Westerbeke . Chiefl prosecutor of the
national crime unit of the Dutch prosecution service
e 10.30 — 11.45 Information by Mr. Lodewnk van Zwicten, national coordmating prosecutor for
cyber crimes on de Dutch practice, prosecution dilemmus, mutual legal assistance and

international cooperation
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11.45 — 12.00 Coffee Break

e 12.00 — 13.15 Information by Mr. Christiaan Baardmans, Judge in the Court of Appeal Den

Haag and in the Dutch Expertise Centre on Cybercrime

service

15.00 — 17.30 Visit to the Rotterdam regional unit of the National police: information on

practice, working processes, international cooperation and cases (Erik Venema Police)

17.30 — 18.00 Closing, inventory of possible follow up interviews on Friday 21
18.00- 19.00 travel to Den Haag (transport will be provided)

Vrijdag 21-11 Den Haag
e 09.30 — 10.04) Start up with collee
e 10.00 - 12.30 chosed session for Genval experts and, or, possihility for ¢xtra exchange of
views, interviews, elc.

e PM 12.30 — 1300 Closing with light luncheon

13.15 - 14.30 Luncheon in the building of the national crime unit of the Dutch prosecution
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ANNEX B: PERSONS INTERVIEWED/MET
Meetings 18 November 2014
Venue: Ministry of Security and Justice, The Hague

Person interviewed/met Organisation represented

Arie ljzerman Ministry of Security and Justice

Erik Planken Ministry of Security and Justice

Michel van Leeuwen National Cyber Security Centre

Aart Jochem National Cyber Security Centre

Joost Raeven | Ministry of Security and Justice |
Barbara Perels Ministry of Security and Justice

Venue: Directorate Cieneral Police, the Hague

Person intervieweid/met [{Jlrr,:nis;ltiun represented

Jacos van Zelst Dircetorale ':.i-;,:l'l-l.'.l'.I]- Police ]
Erik Planken Ministry of Security and Justice

Luut Mol Lous I Mimisiry ol Security and Justice ]

Meetings 19 Novembser 2014

Venue: Police, Central Criminal Investigation Department, Dricbergen

Person interviewed/met Organisation represented

Inge Philips | Central Criminal Investigation

Liepariment

Eric van der Schild Electronic Crimes Taskforee
Michel Zandbergen | ABN AMRO Bank ]
Roelandt van Zeijst | High Tech Crime Unit ]
Marjin Schuurbiers Central Criminal Investigation
Department
Peter Zinn National High Tech Crime Unit
Ben van Mierloo National Programme against Child
Abuse
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Meetings 20 November 2014

Venue: National Prosecution Service, Rotterdam

Person interviewed/met Organisation represented
Sander de Haas Public Prosecution Office
Lodewijk van Zwieten Public Prosecution Office
Lisanne van Dijk Public Prosecution Office
Odette Zonneveld Public Prosecution Office
Christiaan Baardmans Cauirt of Appeal. The Hapue

Venue: Regional Unit of the MNational Police, Rotterdam

Person interviewed/ met Organisation represented
Rob Hokke I Mutional Police
Erik Venema [ Naional Folice

Erik Planken [ Ministry of Security and Jusiice

Meetings 21 November 2014

Venue: Ministry of Security and Justice, The Hague

Person interviewed/ met Orrganisation represented

Erik Planken Ministry of Secunily and Justice

Joost Raeven | Ministry of Security and Justice
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ANNEX C: LIST OF ABBREVIATIONS/GLOSSARY OF TERMS

LIST OF ACRONYMS, puTeH DuUTCH
OR ACRONYM IN
ABBREVIATIONS AND OR ACRONYM IN ENGLISH
ORIGINAL
TERMS ORIGINAL LANGUAGE
LANGUAGE
ACM ACM Netherlands Authority for
Consumers and Markets
AIRS | AIRS [ Afeleling Internatiowale | (MTice for International
Reckishlp in Strafzaken |egal Assistance in
Cniminal Matters
AIVD | AIVD ' Public Prosecution
service, General
Intelligence and Security
Service
CBS | CRS | Central Bureau for
Statistics
CBP I ORP I Collere Bescherming ' I'he Dich Data Protection
FPersoousgesevens Agency
CSAN T CSAN ' Cyber Security
Assessment Netherlands
DCCP | poce | Wetheoek van | Dutch Code of Criminal
Swrafvardering Procedurs
DefCERT | DefCERT | Defense CERT
DNB | DNG " Dutch National Bank
FIOD | Fon | Fiscale inlichtingen- en | Fiscal Information and
opsporingsdiernst Irvestigation Service
GovCert GovCert Dutch Government
Computer Emergency
Response Team
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IGCI IGCI Interpol Global Complex
for Innovation

ISP ISP Internet service providers

ITOM ITOM Illegal Trade on Online
Marketplaces

NCC NCC National Crisis Centre

NCSC NOSC Mational Cyber Security
Cientre

NCTV | NCTV ' | Mational Coordinator for

Securily and

Counberierrorism

NHTCU NHTCU ' " National High Tech Crime
Linat
NFI K ' " Dutch Forensic Institute
NRN | NRA ' " National Response
Metwork
NVB | NVH | Nederlandse Verenigime | Dutch Banking
v Fanken Association
RNLM | RNLM ' | Roval Metherlands
Mirechaussee
SSR | S5R I Ervediecentriom § raining and study centre
Rechispleging lor the judiciary
Whbp | Wi | Wer hescherming | The Imich Data Protection
o — Act
Wpg | Wog | Wet politicgegevens | the Palice Data Act
WWN | VRN | | Watch and Warning
‘ ‘ Network
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ANNEX D: DUTCH CRIMINAL CODE AND CYBER CRIMES

Illegal access to information system = computervredebreuk

Art. 2 Cybercrime Convention

Art. 3 EU Dir 2013/40 Art. 138ab, par 1, Dutch Criminal
Code

Definition used

Any person who intentionally and unlawfully gains entry to a
computerised device or system or a part thereof shall be guilty of
computer trespass: Unlawful entry shall be deemed to have been
committed if access to the computerised device or system is gained:

a. by breaching a security measure,
b. by a technical intervention,
c. by means of false signals or a false key, or

d. by assuming a false idenivy

Intent/recklessness

Aggravating/mitigating

Agpravating

1. ol ghe lTemder sissaquenily aopies e dath sloesd, LH'DCESSGd or
trars ferred by means of the compaierised device or system,
which he has unlaw fally acoessed, amnd Gopes, intercepts or
recnnds sgch des Tor his ofs Use oF Ul ol assoiher

I Compuler trespass commified s a public telecommunication
metwork, il che alflender sulsogueantly

a  with the infestion of benelitimg hamself or another
mnlaw fully, uses progessing capaaty of a computerised
device or system;

b, acoescs the compulerised devioe or system of a third
ety via the computensed deviee or system to which
e has unlaafully gained entry

Minimum/maximum ey

Multiple crimes/ recidiv st

Incitement, aiding, aksansg, and
attempt

Max: a bermial imperisonmend nid exceoding one yoar or a fine of the
{arth casepory | o B raisd o e vears)

Sa: aggr | 72 0 a term of imprisonment not exceedimg four years or a

{me al the Fourth Salspory
Soo ponctal rulss

Sec poncial rulss
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Illegal system interference = stoornis in een geautomatiseerd werk veroorzaken

Art. 5 Cybercrime Convention

Art. 4 EU Dir 2013/40 Aurt. 138b, art. 350a Dutch
Criminal Code, and art. I, par G,
draft proposal for national
implementation directive

Definition used

Intent/recklessness

Aggravating/mitigatir

(Section 138b)

Any person who intentionally and unlawfully hinders the access to or use
of a computerised device or system by offering or sending data to it

(Section 350a)

1. Any person who intentinnally and unlawfully alters, erases, renders
unusable or disables data tored, procesed or ransfermed by means of a
computeriasd devied of sysigm of by maans of ¢ lecamsminneation, or
adids other dain thereio

O drafl proposal Tor natsonal implensentation directive
Ma arilel 350b worden twee artibelen ingevoegd, lusdende

i Artikel 330c)

1. Hij die opectielik ensg geastomaliseord werk of enig werk voor
elecommunicatic vemicl, heschadigt of onbruikbaar maakl, stoornis in
de gamg of in de werkimg van sodanig werk verooreaakt, of een ten
aprichic van sodanig werk genomen veiligheidsmastnegel verijdelt,
indien daardoor wedermechielijk verhimdering of bemceilipking van de
apslag. verwerking af overdrachl van gepevens of slsamis m een
selecommusmnicMicnetwerk of in de bilvoening van oo
telecommuenicatiedionad, onkslaal.

- Elenl B peesunid

Agpravaning
1. Amy person who commits the offence defined im subsaction (1)
after havieg unlawfully gained acoess and cawses serious
damspe 10 sach dua
I wha intentionally and unlaefislly mabes svailable or disseminates
clats than o intendded 1o causs damags
Mitigating

Ay person who commls the offence defined s subsectson (3) with the
intention of limiting the damage resulting from such data

= AriEel LaHE pwosds ¢n derde Ied, 15 vas overgenkomshige toepassing_
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Minimum/maximum penalty

Max: in case of interference = a term of imprisonment not exceeding one
year or a fine of the fourth category ( to be raised to two years)

In case of altering, deleting, etc: , a term of imprisonment not exceeding
two years or a fine of the fourth category.

Max: aggr 1/ 2 : a term of imprisonment not exceeding four years or a
fine of the fourth category

Mitigating = shall not be criminally liable

Multiple crimes/ recidivism

See general rules

Incitement, aiding, abetting, and
attempt

See general rules and
Curresit an, 1394, par 2
Amy person wha:

a. e factares. sells. oblains, imports, dissnbutes of atherwise makes
available or has im his possession a technical desice that has been
primarily adapsed or designed lor the commussion of such serious
affence, or

k. sells, obtams, distribaies or othersise makes available or bas in his
POSSCESION 8 COMEucT passwoid, acosss code or sienilar daia that can be
wsed for sooessing & computerised device or system or & part thereof;

awith the intention ol using it in the commission of a senous offence, as
referred tooin section 1 35akd 1), 138 or | 39, shall b= lishle o a term of
imprisonmend nod exoeeding one year or a fine of the Tourth category.

i draft proposal for natsonal implementation directive
i Arkel 350:)

hij die, met et cogmerk dat daarmee gen misdriji als bedoeld in artikel
150, corste Iid, of 350k wondl geploegd:

. een pechnisch hulpmidde] dm hoofdmbkelijk geschiln gemaakt of
aniworpen i 14 hel plegen van een 2odanag masdripl, vervaardigt,
vitkaapl, verwerll, invos, verspresd) of anderszins ter Beschikking stelt
of voorhanden heelt, of

b, gen computetw achlwoond, tocpanpsomde of Jaarmes vergelijkbaar
gepeven waardoor ioegang kam worden verkregen ol sen
praviomaliseerd werk of con deel dasran, vervaandigr, verkoopt,
werweril, imvoet, verspresdl of anderseins 1er beschikkemng selt of
visarhanden heeli
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Illegal data interference = opzettelijk vernielen, verstoren of onbruikbaar maken van computers of

computernetwerken

Aurt. 4 Cybercrime Convention

Art. 5 EU Dir 2013/40 Art. 350a Dutch Criminal Code
(NB hoe zit het met 3500???)

Definition used

(Section 350a)

1. Any person who intentionally and unlawfully alters, erases, renders
unusable or disables data stored, processed or transferred by means
of a computerised device nr system or hy means of
telecommuanication, or adds ogher data thereto

i sggimon 3500 )

1 Any person who, throwagh neglipence, causes data siored, processed or
transferrod by mcans of a computerisad devics or sysbem 1o be altered,

ermsed, ressdered umusahle or disshled, or camuses ocher daca s be added
thereta, if this causes weriows damage 1o that data,

sAny person wiho, IBFeaph neghpence. ciuscs SaL storad, |1-|'OC€SSGd or
traneferred by means of & compuiensed device or system 1 be altered,

crasod, rendered unusable of disabled, of causcs othar &aka & be added

thereto, shall, if this couses serious damage 1o tha dain,

G drafl propasal for natsonal implensestation diredtive
Na aniked 350b worden twee anibelen ingevoegd, lusdende
{Ariakel 350¢)

1. Hip dig opeaiciyk enig peastomaisestd werk ol ¢negg wiark voor
telecommumicatie vemnielt, beschadigt of onbruikbaar maakt, stoornis in
do pang of in de werkimg van sodanig werk veroorsaaki, of cen ten
opzichic van asdanig werk genomen veiligheidsmastregeld verijdelt,
indien dsardoos wedermechlelijk verhindermp of bemssealipking van de
apslag veraerking of overdrachl vas gopevens of slgammis sh een
telecommunicaticnetwerk of in de witvoening van een
rclecommumicatiodicnsd, onkslaal.

2 Aniked 158k, rweede en derde 1id, is van oversenkomstige toepassing.

Intent/recklessness

= Inten is presined in 350
s Meghect i presumed in 350h

Aggravating/mitigating

Agpravating

1. Any porsan whio commals the affence delined im subsection (1)
after havieg unlawfully gnimed access mnd cawses serious
damage to vach data

2. who intentionally snd usdwadislly makes svamlable or disseminates
data that is intended to cause damage.

Mitigating =

Any person who commits the offence defined in subsection (3) with the
intention of limiting the damage resulting from such data
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Minimum/maximum penalty

350a

Max: a term of imprisonment not exceeding two years or a fine of the
fourth category

Max: aggr 1/ 2 : a term of imprisonment not exceeding four years or a
fine of the fourth category

Mitigating = shall not be criminally liable
350b

Max: a term of imprisonment not exceeding two years or a fine of the
fourth category

Multiple crimes/ recidivizm

See peneral rubes

Incitement, aiding, akstiing, and
attempt

See peneral rules amd
150k par ¥

Any person who intentiosally and wnlawfially makes available or
disseminales data that is inendad to caase damage in a comgputerised
device or system, shall be liable o njerm of ismpriscnment mot exceeding
foar years or a fine of the fifth categary
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Illegal interception of computerdata = onrechtmatige onderschepping / gegevensdiefstal

Art. 3 Cybercrime Convention

Art. 6 EU Dir 2013/40 Art. 139c, 139d Dutch Criminal
Code

Definition used

Intent/recklessness

Aggravating/mitigating

Minimum/maximum gpe=aliy

Multiple crimes/ recidiv sz

Incitement, aiding, abstnisg, sl
attempt

(139¢) Any person who intentionally and unlawfully intercepts or records
by means of a technical device data which is not intended for him and is
processed or transferred by means of telecommunication or by means of
a computerised device or system.

No liability in the following cases:

e data received via a radio receiver

o b ar on s instFictions of the person entitléd 6o use the
telecomnmuanication connection

& for the purpose of & pood opermion of & public telecommunication
network, For the puarpase of onmisal procecdngs, od for the
prunposs of Emplemenislion of the Iniglligence and '-iecurity
Services Act 2002

i 139d par 1)1Any person who has a technical desvace mstalled in a
partscular place with the mtention of walawally usisg it s cavesdrop on,
niercepd of regoed o conversation, ielecomenunicatsons or ogher type of
data transfer or data processing by a compulerised device or system

Igeml o5 s

a8 GrTm ol ampasonmes] nod Euopel ing ong Yol oF § line of the
foaarth categony | 1o be mised to two years)

Soc poncral rulss

Soe poneral rulss
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Misuse of devices = instrumenten voor het plegen van strafbare feiten / voorbereidingshandelingen

onderschepping

Art. 6 Cybercrime Convention

Art. 7 EU Dir 2013/40 Art. 139d Dutch Criminal Code

Definition used

(139d par 2) Any person who:

a. manufactures, sells, obtains, imports, distributes or otherwise makes
available or has in his possession a technical device that has been
primarily adapted or designed for the commission of such serious
offence, or

b. sells, obtains, distributes or otherwise makes available or has in his
possession a computer password, access code or similar data that can be
used for accessing a compuberised device or system o a pan thereof;

Intent/recklessness

Indeml s prosumiid

Aggravating/mitigating

Ay person who commils the offemce relermed

(0 waih the intestios oF usieg i an B Comnimession i & serious
alTence, & refermed Bo in secion |38k 1), 138k oo 139¢

i2F wily & veew e the cosnimesssan of & senous olTence as referred
i im section X820 or (3K

Minimum/maximum peeraliy

M 8 erm of imprsonment nod exceading one year or a fine of the
{iarth Cascpory | o B ransd o wia wears)

Agpr. |; same penalty as insection 158abd 1), 13%8h or 1 3% = : a term of
imprisonmend nod evdeeding four years ar a fime of the fourth category

Aggr. 2; shall b lishle 10 o term of irprisonsnent sol exeesding four
wears of 8 fine of the foarth category

Multiple crimes/ recidivism

See poneral rubes

Incitement, aiding, akstlirg, and
attempt

See peneral mulles
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Computer-related production, distribution or possession of child pornography = kinderporno

Art. 9 Cybercrime Convention

Art. 5 EU Dir 2011/92 Art. 240b Dutch Criminal Code

Definition used

Any person who distributes, offers, publicly displays, produces, imports,
conveys in transit, exports, obtains, possesses or accesses by means of a
computerised device or system or by use of a communication service an
image - or a data carrier that contains an image - of a sexual act involving
or seemingly involving a person who is manifestly under the age of
eighteen years

Intent/recklessness

Aggravating/mitigating

Minimum/maximum geezaliy

Aggravating=

Any person wha makes a profcssion o habit of commilting any of the
sermnis olfences delbnad in subsection {1

Sa B permy of imprisonment nod exceeding four vears o a fine of the
filth category

SWias: agge |2 & e of impriscaiment Bl excosdang cight years or a fine
af the fifth calegory

Multiple crimes/ recidivizm

See general rules

Incitement, aiding, akwettirg, and

attempt

See general rules

Computer-related soliciatsan of geoasing of childien = grooming | kisdalokken o ine

Art. 23 Lanzarote Conix eitsaf

Definition used

Intent/recklessness

Aggravating/mitigating

Minimum/maximum gty

Multiple crimes/ recidivism

Incitement, aiding, aksatieg, snd

attempt

ARt & EL Dhr 201 %2

The porsan whie progoses o arrange a meching, by maans ol an
automated work or by making e of a commumication service, to a
person of whom he knows, or should reasonably assume, that such
peeracd has nod el peaghed the age of saxieen, wigh ik enlenon of
commatiing imdecent acts with this persan or of crealing an image of a
sennal 8t o whieh thes person o5 ol vad, swall B puniahad with a term
of imprisonment of al most two years or a fine of the fourth category, if
b mnderiakes amy action inlended Bo realese thal meeting

Man: a erm al impsonmesd of # masl fwo yoars of @ [ine of the fourth

CAICEnTY

See genernl rules

See penernl rulss

AL I4E¢ Dueh Crinmnal Code
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Computer-related fraud or forgery = computergerelateerde fraude en oplichting

Art. 7, 8 Cybercrime Convention

Artt. 326/225 (phishing, fraud on
online markets, advance fee fraud,
“click” fraud), 232 (skimming),
310 (theft of virtual goods)
317/318/285 (embezzlement, /
blackmail), 334 (market
manipulation), 139e (fencing)
Dutch Criminal Code

Definition used

(326)

Any person wha, with the intention of benefiiting kimself or another
person unkiwiully, gither by sssuming a false namss o a false capacity, or
by cunnimg mancsewvres, or by a iissue of lses, indwces a person to hand
aver afy propeity, o remder a service, 1o make avarlable daa, to incur a
debvt or relingaish a claim;

(23I)

# Apn porsan who intenbonally makes a false cash card, a stored
value card, any other card availabls go the publ or an identity
dats carmier available 1o the pubdic that = intended for making or
ahlaimng aulcrmalod payments of odher semaces, ar falsifies
such card or carmier, with the intengion of bemefiting himself or
anaither,

# Any person whio intentionally uses the Talse or falsified pass or
card a5 vl 9 were gemsne B0 undalsaled oF ||Ib:r'l1||"ﬂa||y
delivers, possesses, reosives, obiains, transpors, s2llS or
trase fers wuch pass of card, while he knows ar has reasonable
caume to suspect thai the pass or card is destined far such use

(300}

Ay person whs nkes any property belonging s whole o & part to
another person with ke intenion of unlaw flly appropmating

Intent/recklessness

Indeml & presumed

Aggravating/mitigating

([ 326)

I 8 allenee & commgled with B snleneon of peepanng or facilitating
a terrorist offence

Minimum/maximum peemaliy

Mllax;

i 326) & wemn of imprsoamen) Bl cxcosdenp four years of a [ine of the
fifth category

Agpr: term ol imprsonmend prescrnbed Bor the offence skall be increased
by one third

(232} a tevm of imprisonment mol exceeding six years or a fine of the
fifth category

(310) a term of imprisonment not exceeding four years or a fine of the
fifth category

Multiple crimes/ recidivism

See general rules

Incitement, aiding, abetting, and
attempt

See general rules
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Controlling or sending spam = spam

Art. 7, 8 Cybercrime Convention art. 11 pr. 7 Telecommunications
Act)

Definition used NB strafbaarstelling Tw opzoeken (contact met OPTA??7?)

Intent/recklessness Intent is presumed

Aggravating/mitigating (225)

If the offence is committed with the intention of preparing or facilitating
a terrorist offence

Minimum/maximum penalty Max:

(225) a term of imprisonment not exceeding four vears or a fine of the

{lkh casegpory

Appr: term of imprsonmend prescribed for the offence dball be increased
By e 1Rl

Multiple crimes/ recidivizm Soe penernl rubss

Incitement, aiding, akwettieg, and Soe peneral rubss

attempt
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Computer-related identity fraud = identiteitsfraude

Art. 7, 8 Cybercrime Convention

Artt. 326/225 (phishing, fraud on
online markets, advance fee fraud,
“click” fraud

Definition used

Intent/recklessness

Aggravating/mitigating

(225)

¢ Any person who makes a false document or falsifies a document
that is intended to be used as evidence of any fact, with the
intention that he or others shall use it as if it were genuine and
unfalsified

= Any person whis intentionally uses soch @ falee or falzified
document as iF it were penuine and unfalsilied or inentionally
delivers or possesses sach a docament, whike he kmows or has
mzasonable cause 1o suspect that thes docusnont = destined for
such s

(3246)

AEy peerson wisd, with (the elenn of I:Il|.-|'||_'|'|II1|'|E Bamsel i o another
perzon unkawfully, either by assuming a false nams: or a false capacity, or
by cunnenp mancscuanes, of by 8 lssoe of [ses, indeces a person to hand
CVET BNY Property, o render & service, 1o make available dais, to incur a
detd o relingpaish a claim:

There is no specific aricle on identsy fraud by means of useing
credeniials that are eonnectad i another person. [n those cases 326 is
asd

Iigeml e picsamd
(225}

If the affence is commitied with the inlenion of preparing or facilitating
a werrorisl oflenoe

Minimum/maximum gecraliy

Multiple crimes/ recidivism

Incitement, aiding, abstisg, amd
attempt

Miax:

(3245 & sevmn of imprisoemient sl cxceeding four years of & fine of the
filth categary

AgEr werm ol impasonmes peesenbed for the ofFemee sball be increased
by one thind

Soc poneral rulss

Soc poneral rulss
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