
. expert meeting on cyber crime: Data retention 

Date Start 11 AF'rii 2002 h. 10:00 1 End 1 ' 1 April ~oo~ I" 1 I .... _ 

Place Europel Building, Raamweg 47, The Hague 

Chair E~ropol (to be decided) \ 

[DRAFT] AGENDA 

Closed session: discussion amongst experts from 
L.aw Enforcement 

No, Subject Document re1erenee 

, Welcome and introduction 

2 Adoption of the agenda 5121·2002041' Agr~ 

3 High Tech Crime Centre at Europel - Brief presentation :!S65-S0r3 - Project 

of outcome of HENU meeting 12·13 April 2002. 'nltlatlon Document 

Ex~erts to eomment I. 
3 Data retention: i 

Presentation regarding outcome of the 
512.1-20020.:111-

• Summary 
questionnaire (Nicola Dfleone - Eu.ropClIl Questionnaire 

II Proposal tor common European Union law 
enforcement viewpoint on dala retention 

Ex~ert5 t= comment end agree t~ IJroposal when apprClpriate r 

\ 
J , 

I 

i 



4 Creating a cammon and standard template for asking Template ta be 

information to ISPfTelephone companies prolilded 

Experts to r;omment and agree to proposal when apprcprlatl 

5 List 01 contact pOints - including both Member States 251 0-4 Ora,,3 .. . ."'-. 

Experts to agree wh~n appropriate 



EUROPOl The Hague) December 2001 

Fire nP 5121~200204LR-Ques'ionnaira 

List of minimum and optional data to be retained by ServJ~e provideland Tetcos 

Data that ,!I1usl be retained bV Internet Service Provide.-s: 

1_ Network Access Systems_ 
~-------.-~--------------------~----~------~----------------------------------~ 

(NAS) Access logs specific to Member State comments: 
--- - ----+authen'ica'/on--and- -aulltorizatluw ---- -- - --- .---- -. 

A 

Minimum 

List 

servers such as TACACS+ {Terminal 
Access Controller Access Conllill 
System} Dr RADIUS (Remote 
Authenticafion Dial in User Servit;e) 
used to conrraJ access to rp routers 
aT network access servers 

Dale and tim~ of connection oj client (0 

server 

User-id and password 

Assigned IP address NAS Network 
attached storage IP address 

Number of bytes transmitted and 
received 

CaUer Line Identificatlon (eLt) 

I!} Apr 2002 
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B User's credit card number J bank 
OpHonat accounl lor 'he subscription payment 

list 

2. Email servers 

SMTP (Simple Mail Transfer Pra'lJcoJ) Member Stales comments: 

Minimum Date and lime of connection 01 client to 

Lis' 
server 

IP address of sending computer 

Message 'D (msgid, 

Sender (login@domain 

Receiver Oogin@domain) _ 
I 

Status indicalor 
I 

POP {Post Office PTlJtoCOI} log Dr Member States comments~ 
IMAP (Internet Message ACCf1S#i 

Protocol) Jog 

MinImum Date and lime of Gnnnec~ion of client 10 

Ust server 

IP address Dr cfienl connected 10 server . 

User-id 

In some cases idenmying informafion 01 
email retrieved 

3. File upload and download servers 

f FrP (File Transfer Protocol) lag 1 ~~ber Slates comments: 

10 Apri! 2002 
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A Date and time of conneGtion of GJient to -

Minimum server 

List 'P source address 

User-Jd and easswDrd 

Path and filename of data obiec1 
u~'caded or downloaded I 

8 
1 

Optional ! 

List I 

I 

4. Web servers 

HTTP (HyperTexl Transfer ProtacD/) Member Slales comments: 
/Dg 

A Date and time of connecfion of client tn 

Minimum server 

Us, IP source address 

Operation (i.B_ GET command) 

Path of 1he operation (to retrieve hfml 
page or image tHe) 

Those comQanies which are offering 
their servers to accommodate web 
(!ages should relEiln details of the 
users who inserts lhese web ~ages 
{datel tfmellPI User IDI etc.) 

B ""last visited page" 

ro Amil :1002 
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- -

OptioflaJ Response codes • -

list 

5. Usenet 
- --

NNTP {Ne~wo'k News TI'ans(er Member Slates comments~ 
Protocol} log 

Minimum Date and time of .connection of clienl to 

list server 

P rotoeol process JO {nnrpd[NNN ... ND 
Hostname (DNS name of assi!Jl1ed 
dynamic lP address) 

Basi~ client aClivity (no canten') 

Posted message ID 

6. 1nternet Re'~y Chat 
I 

IRe log Member States comments: 

A Da1e and time of connection 01 client 10 

Minimum 
sarver 

List 
Du ration £If session 

Nickname used during lAC connection 

Hostname andfor &P address 

8 Copy of the contract 

General Bank aCl:ount 1 credit card tor lhe 

Opfiona\ 
payment 

lis' 
- -

OIl"~l1orlT1a!re a./ler replies Revl_doc 10 Apri2002 



7. Data that must be retained by telephone companies fer fixed nllmbers' users: 

A 

Minimum 

list 

Called number even if 'he call was not 
successful 

Calling number even if the (dIll was not 
successiuJ 

Dale and lime of lhe start and the end of 
the c.ommunlcation 

Type of communication (incoming. 
outgoing, lInk 'hrough. conference) 

In case -of wnferenca calls Of caD 10 'ink 
fhrough services, aU intermediate 
numbers 

tnrormation ho1h an th& subscriber and 
on &he user (name, daia of hirth. 
address) 

Address where 1ha bill is sent 

Both dales (s_ar1ing and Bnling) from 
when the subscription has been s;gned 
and dismissed 

Type of connection the user nas 
(normal. fSDN. ADSl elc., and whelber 
il is tor in-ool calls or lor incoming only) 

The forwarded caned number 

The lime span of lhe caU 

{)"Asti"nnaire DUel r.epliB 5 Reu 1 .doc 

• Member-S-t-a-'e-s-com--me--n-ts-:---------------"l 

1 0 April 2002 
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Bank account number/other mearts of 
pav:menl 

B Copy of 'he contract 

Optional For a beUer inveslrgatlve I!urpose 

Us, Tercos should be able ta know the 
nature of the telecommunication! 
voicefrnodemJfax etc. 

- - -

8. Oala that mus' be Ietaln~d by telephone companies rqr mobile I satellite numbers· users~ 

A 

Minimum 

Lis' 

Called number even if the call was not 
successful 

Calling number even if (he call was nol 
successful 

Date and time of Ihe start and the end of 
the communication 

Type of communication (incoming, 
outgoing, link through, conference) 

For conference calls or call 10 link 
through services, all intermediate 
numbers 

fnlormalion both on (he subscriber and 
on the user (name, date of birth, 
address) 

IMSI and 'MEl numbers 

Address where (he bin is sent 

Member Stales comments: 

to April 2002 
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Bo1h dates (starting and ending) from 
when the subscription has been signed 
and dismiss 00 

The identtfica'ioo of 'he end user device 

Tne identification and geDgraphical 
{ocation of lhe cells thai were used 10 
link lhe end users {caYer, catted user) 10 
·the telecommunication network 

Geographical location (coordina,fes) of 
the mobIle sa1ellite ground slation 

Type of communication (incaming, 
outgoing, link through. conference) 

WAP service 

SMS seIVice (date and .ime incomIng I 
outgoing and telephone number) 

GPRS servioe 

For conference calls or call 10 link 
through services. all intermediate 
numbers 

The forwar.ded called number 

The time span 01 the call 

Bank account ·number/other means or 
payment 

As GPRS and UMTS work on Internet 
base, thus an the data above 
mentioned (as IP addres~l should be 

7 • 
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B • 

PJ'Bserved J 

-
B Copy of the contracl 

Optional For a better investigative purpose 

Usl Telcos should be able to know the 
nature Df the telecommunication: 1 

voice/modem/fax. etc. 

9. Numbers format: 

All teJephone numbers (for both ISP Member Slales comments: 
and telephone cDmpanies) should be 
cDmposed by: 

Counlry number 

Area number 

Subscribers number 

All Information in ASCII J:ode with lab 
I 

se~arators and carrJage return 

As some servIces aJlow users to 
connect 10 a Joreigner IPS tbrough 
the use of a naUolla[ IoU free numberl 

thus lhe structure 01 thIs number Is 
required 

10. Time synchronisalton; 

Telecom m unicarlDn Dperators. Member Slales comments: 
interne' access providers and 
internet service providers have '0 

10 Apfll 2002 
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