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1 Introduction

1. Since the events of 11 September 2001, UK counter-terrorism policy has changed
immeasurably. The pace of that change was increased again following the events of 7 July
2005. In their written evidence to this inquiry the Government informed us that there had
been six foiled terrorist plots since April 2010.*

2. However, as the terrorist threat changes and evolves, so too must British counter-
terrorism policy. The changes to the threat are not gradual, they are not predictable and
their solutions are not always obvious. In the past three years the Arab Spring has had an
unforeseeable impact on the threat landscape as there has been an increase in ungoverned
spaces and the large number of foreign fighters who have travelled to Syria, and might have
been indoctrinated to present a threat. Indeed, far from a more benign threat picture,
which we might have been hoped for after thirteen years of intensive counter-terrorism
operations, the situation today seems more complex. The threat from terrorism has
dramatically changed since 2001. Today there are more Al Qa’ida inspired terrorist groups
than in 2001, spread across a wider geography, with a more diverse and evolving set of
capabilities. A common feature among these terrorist groups is that the UK features as a
primary target. We have included a full threat assessment as an annex to this report.

3. We took evidence on a wide range of issues, focusing primarily on three elements of our
terms of reference for this inquiry:

e Whether the UK has sufficient capability to detect, investigate and disrupt terrorist
threats.

o The effectiveness of the Government in working with foreign Governments and Multi-
lateral organisations to counter terrorist threats at home and abroad.

e Whether the UK effectively supports allies in building capacity to investigate and
prosecute terrorists based overseas.

We would like to thank everyone who assisted us with this inquiry: those who gave
evidence to us; officials from the Kenyan and British Governments who we met in Nairobi;
and Google and YouTube, who hosted a seminar on counter-radicalisation narratives for
us. We would also like to thank our special adviser, Charlie Edwards, of the Royal United
Services Institute.

' INQ0007
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2 Threat Assessment

4. The threat from terrorism to the UK and its interests overseas is more diverse and
geographically dispersed than it was a decade ago. In a speech to the Royal United Services
Institute (RUSI) in February 2013, the Foreign Secretary said that the greatest terrorist
threat to the UK remained Al Qa’ida and its ideology, and suggested that the nature of the
threat had changed in three principal ways:

First, it is geographically more diverse. We face a determined ‘Al Qaeda core’
in Pakistan and Afghanistan’s border region, and multiple groups inspired by
Al Qaeda in the world’s most fragile regions. Second, the threat is more
fragmented. Al Qaeda does not control a franchise of groups all operating to
the same agenda, however much they would like us to think this. Third,
terrorism today is based even more closely on the exploitation of local and
regional issues. Terrorists are constantly searching out new areas where they
have the greatest freedom to plan external attacks.?

5. We heard evidence that the threat is not only diversifying in terms of geography — with
Syria becoming the latest battleground for terrorist groups — but in methodology, as
terrorists collaborate and coordinate their actions, both online and offline, sharing
information, skills and expertise. The evolution of the terrorist threat in Syria and the
increasing reality of foreign fighters travelling back to the UK from Syria in order to carry
out an attack on the British mainland is the latest, troubling development.®

6. While Syria is a priority concern for the Government, the UK still faces a significant
threat from Al Qa'ida (AQ) based along the border between Afghanistan and Pakistan,
groups such as Al Qa'ida in the Arabian Peninsula (AQAP) in Yemen and Al Qa'ida in the
Islamic Maghreb (AQM) in West Africa.

7. In recent times there have been reminders of the global nature of the terrorist threat and
its ability to impact upon UK interests. The attack on In Amenas, in Algeria, included six
British citizens amongst the 40 dead. Following the attack on the Westgate shopping Mall
in Nairobi (in which six British citizens also died), Al Shabaab, a terrorist group based in
Somalia, remains capable of mounting attacks throughout Kenya and against targets in the
Horn of Africa. The bomb blast in Addis Ababa which killed two people in late 2013 could
be a sign Al Shabaab are beginning to target Ethiopia.

8. Kidnapping for ransom has become an increasingly common terrorist tactic. Over 150
foreign nationals have been kidnapped by Islamist terrorist groups since 2008 (at least 13 of
whom were British nationals). Numbers kidnapped in 2012 (almost 50) were more than
double those in 2010. In many cases ransoms have been paid, and the British Government

2 https://www.gov.uk/government/speeches/countering-terrorism-overseas

3 Ruth Sherlock, Gaziantep, and Tom Whitehead, Al-Qaeda training British and European ‘jihadists' in Syria to set up
terror cells at home, Daily Telegraph, 19 Jan 2014
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conservatively estimates that AQ affiliates and other extremist groups have collected at
least $60 million in foreign national ransom payments since 2008.

9. The Government’s CONTEST strategy identifies Afghanistan, Pakistan, Yemen, Somalia
and Nigeria as priority countries for the UK’s counter-terrorism work overseas. The
United States Government’s National Counterterrorism Centre estimates that the number
of terrorist attacks around the world has levelled off following a rapid increase between
2003 and 2008, but the global threat from terrorism remains high.* According to the
CONTEST Annual Report published in 2014 there were there were nearly 8,500 terrorist
attacks in 85 countries, causing nearly 15,500 fatalities.’

The United Kingdom

10. According to Home Office figures, between April 2010 and March 2013, 580
individuals were arrested in Great Britain for terrorism-related offences.® The breakdown
of arrests, along with figures for the past year can be found in the table below.

Domestic Northern Irish International Not Classified Total
terrorism terrorism terrorism
2012-2013 33 4 182 30 249
2010-2013 80 9 446 45 580

From https:/lwww.gov.uk/government/publications/operation-of-police-powers-under-the-terrorism-act-2000-
2012-to-2013/operation-of-police-powers-under-the-terrorism-act-2000-and-subsequent-legislation-arrests-
outcomes-and-stop-and-searches-great-britain-2012-to-20

The outcomes of those arrests can be found in the table below.

Charged Released Alternative | Total
Under Under With With action
Terrorism | Schedule terrorism non- taken
Act 2000 7 of the offences terrorism
Terrorism | under related
Act 2000 other offences
legislation
2012-2013 | 31 4 2 68 105 39 249
2010-2013 | 78 8 12 143 285 54 580

From https://lwww.gov.uk/government/publications/operation-of-police-powers-under-the-terrorism-act-2000-
2012-to-2013/operation-of-police-powers-under-the-terrorism-act-2000-and-subsequent-legislation-arrests-

outcomes-and-stop-and-searches-great-britain-2012-to-20

11. David Anderson QC, the Independent Reviewer of Terrorism Legislation, suggested to
us that Jonathan Evans, then Director General of MI5, was not exaggerating when he said
in 2012 that “Britain has experienced a credible terrorist attack about once a year since
9/11.”7 Mr Anderson went on to say:

The will and capacity to commit 7/7 style atrocities in the United Kingdom
may well still exist, as demonstrated by the Birmingham rucksack bomb plot
of 2011. Significant numbers of British citizens have lost their lives abroad

4 CONTEST Annual Report, Home Office, March 2013, Cm 8583
5 CONTEST Annual Report, Home Office, April 2014, Cm 8848
5 INQ0007

7 CTE0017



https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/170644/28307_Cm_8583_v0_20.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/302155/CONTESTannualreport2013.pdf
http://data.parliament.uk/writtenevidence/WrittenEvidence.svc/EvidencePdf/4863
http://data.parliament.uk/writtenevidence/WrittenEvidence.svc/EvidencePdf/4879

6 Counter-terrorism

this year to terrorism, notably in the Algerian gas plant and Nairobi shopping
mall attacks. In Great Britain, 43 persons were charged with terrorism-
related offences during 2012 - a figure precisely in line with the average since
2001.%

12. We understand that, in the past few years, the police, security and intelligence agencies
have seen a trend towards 'low signature' terrorism by small, self-directed groups and lone
actors. These individuals or groups develop the intent and capability to conduct attacks
without support or direction from AQ or AQ affiliates.’

13. We also heard that the police were concerned with so-called 'self-starters": individuals
who radicalise themselves (often over the internet) and plan attacks independently. Their
attack methods tend to be simple, requiring little money or technical ability, and detecting
and disrupting such threats is therefore a significant challenge.’ An example of such an
attack occurred last year when Pavlo Lapshyn, a Ukrainian student, was convicted of
murdering an 82-year-old man and planning to cause explosions near mosques in racist
attacks."

14. Many of the trends outlined above have been identified by Government. The
CONTEST strategy included the following series of planning assumptions:

e The death of Osama bin Laden will further damage the operational capability of Al
Qqa’ida in Pakistan and Afghanistan. Continued international pressure will make it
harder for the Al Qa’ida senior leadership to plan and conduct terrorist attacks. Al
Qa’ida will try to exploit the withdrawal of western forces from Afghanistan.

e Al Qq’ida affiliates may continue to grow, taking advantage of state fragility and failure.
They will all aspire to attack western targets. The Al Qa’ida senior leadership will try to
guide and direct its affiliates but will not exert close control: Al Qa’ida will continue to
become less of an organisation and more of a movement.

e A wider range of Al Qa’ida inspired terrorist networks, groups and unaffiliated
individuals will collaborate to launch attacks against the West, sharing resources and
capabilities.

e Current political and social change in the Middle East and North Africa has
undermined the credibility of Al Qa’ida and like-minded terrorist groups and may
continue to do so; but terrorist groups will try to adapt their propaganda and will
exploit uncertainty and instability in the region.

e The process of radicalisation will continue: the ideology which has come to be
associated with Al Qa’ida will be more resilient than Al Qa’ida itself. Extremist material

8 CTE0017
9 CONTEST: The United Kingdom'’s Strategy for Countering Terrorism, July 2011, Cm 8123
1 INQ0007

" Mosque bomber Pavlo Lapshyn given life for murder, 25 October 2013, http://www.bbc.co.uk/news/uk-england-
birmingham-24675040
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on the internet will continue to motivate some people to engage in terrorism but will
rarely be a substitute for the social process of radicalisation.

o Terrorist groups will use a range of attack techniques, both established and new. There
will be more cyber terrorism. Groups will continue to benefit from off-the-shelf
technology in planning and conducting attacks, making operations more secure and
potentially more lethal. The internet and virtual space will be strategically vital.

e Organisations will seek to conduct attacks which cause mass casualties or otherwise
have visible mass disruptive impact. Al Qa’ida and other groups will maintain their
long-term interest in using chemical, biological, radiological and nuclear materials.

e Geographically, vital countries for our counter-terrorism work will continue to be
Afghanistan and Pakistan, Yemen, Somalia and Nigeria.

e Some states will continue to support terrorist groups to try to protect their own
strategic interests.

e Terrorists in Northern Ireland will continue to conduct attacks in an attempt to reverse
the peace process. Some groups will aspire to conduct attacks inside Great Britain.

e There will continue to be isolated individuals who engage in terrorist activity in the
name of extreme right or left-wing views or other ideologies. They will not pose as high
a risk to our national security as terrorism associated with Al Qa’ida."?

15. We asked Charles Farr, the Director General of the Office for Security and Counter
Terrorism whether he was satisfied with the planning assumptions two years on. He
replied:

I am satisfied that our planning assumptions in 2011 continue to be relevant.
They do not mention Syria specifically though they do refer to the likely
increase in activity by Al Qa’ida affiliates and their exploitation of instability
in the Middle East. Syria of course reflects these broad trends."

Global

Syria

16. Syria is the current theatre of choice for foreign fighters, something which should be of
great concern for EU Member States, given the country’s proximity to Europe, and ease of
travel to its main cities. Dr Thomas Hegghammer, Director of Terrorism Research at The
Norwegian Defence Research Establishment, suggested that while there are not strong
signals of a concerted effort by terrorist groups on the ground in Syria to target the West:

12 CONTEST: The United Kingdom's Strategy for Countering Terrorism, July 2011, Cm 8123
3 INQ0010
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There have been some indications in the past six months that such a change
might happen...Those indications include statements and threats by foreign
tighters in Syria—including British ones—and reports conveyed by
intelligence officials, like James Clapper in the US, that dominant groups in
Syria have now established training camps dedicated to the grooming of
operatives in the west.'*

Dr Hegghammer went on to say that foreign fighters in Syria were present in
unprecedented numbers:

No other conflict in the Muslim world in recent history has attracted the
same number that we are now seeing in Syria. The best estimates we have
speak of 2,000 Europeans in Syria, which I believe is more than the total
number of European foreign fighters in all previous conflict zones
combined.”

17. The potential threat was confirmed by Mr Farr, when he suggested the UK faces the
threat of a terrorist attack from Syria-based groups which may make use of foreign fighters
(including British citizens).'® Further on in this report, we discuss the position over UK
citizens travelling to Syria to assist in the fighting.

Afghanistan and Pakistan

18. While Syria is the focus of much attention, there remains a significant terrorism threat
emanating from the border between Afghanistan and Pakistan and the Government
recognises the threat from terrorist groups operating in the tribal areas along the Afghan
border. This has long been a priority for our national security.

19. Although Al Qa’ida is much reduced in number, it continues to operate from this
region and still has the capability to conduct terrorist attacks in the UK and other
countries. The leadership of Al Qa’ida (based in the Federally Administered Tribal Areas of
Pakistan) has been severely weakened by operations conducted by the Pakistan
Government. However British citizens still travel to the region and return to the UK to
conduct attacks. We cannot afford to allow the considerable coverage of the Syrian conflict
to distract us from the threat posed by extremists within this region. As the Government

notes:
Operational capability of Al Qa’ida’s leadership is now less than at any time
since 11 September 2001. Many have been killed, captured, or dispersed.
Communications, training and planning have been significantly disrupted.
Al Qa’ida’s senior leadership has been forced to rely more on other terrorist

4 Q566

5 Q554
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groups for operational support and has increasingly called for extremists to
conduct independent attacks without further guidance or instruction."”

Horn of Africa

20. The appalling September 2013 attack on the Westgate Mall in Nairobi, Kenya
demonstrated the intent and capability of Al Shabaab, the Somali terrorist group. The
attack in Nairobi is the most serious act of terrorism in Kenya since Islamist extremists
attacked the US Embassy in 1998, but it is by no means an isolated event in the region. We
visited the Westgate Mall during, accompanied by a British police officer based in Nairobi,
and were horrified at the devastation which had been wrought by a very small group of
people, using simple, inexpensive technology.

21. The recent shooting of Sheikh Abubakar Shariff is likely to undermine community
relations in some areas of Kenya. His death follows similar shootings in Mombasa and the
storming of Musa Mosque in the city, during which at least eight people were killed
(including a policeman) and Kenyan Police arrested 129 people, including children. Many
of the suspects have been released following public condemnation.

22. In Somalia, some progress has been made by the Somali Government in containing the
threat posed by Al Shabaab however these are fragile gains. Al Shabaab remains capable of
mounting attacks throughout the country, collaborating with other terrorist organisations
(such as AQAP in Yemen) and aspires to attack targets in the region, including UK
interests. Al-Shabaab conducted over 30 attacks - including 10 suicide bombings - in 2010
alone.™

23.In 2012 the terrorist group launched fewer attacks but remained in control of a
substantial area of South Central Somalia. However, 2013 saw an increase in the number of
attacks and in April, approximately thirty people were killed when Al-Shabaab stormed
Mogadishu's main court complex, while in early September explosions at “The Village’, a
restaurant near the Parliament building in Mogadishu, killed fifteen people. We
understand that while the African Union-led military offensive in Somalia has been
successful in targeting Al-Shabaab, the terrorist group continues to try and establish
networks outside the country - both in Kenya and Tanzania.

24. Al-Shabaab uses a combination of conventional and asymmetric tactics — these include
‘religious police’ who employ violent punishments, the use of automatic weapons, suicide
bombers and improvised explosive devices (IEDs). The group employs radio and online
communication to publicise its message and further funding and recruitment drives. In
addition to recruitment of foreign-born suicide bombers, there has also been growth of
home-grown religious extremists through local recruitment and radicalisation efforts.
Terrorism and violent extremism in the region is growing increasingly complex. Reports of

7 CONTEST: The United Kingdom's Strategy for Countering Terrorism, July 2011, Cm 8123
'8 CONTEST Annual Report, March 2013, HM Government, Cm 8583
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a steady stream of recruits travelling to Somalia from Western Kenya and Tanzania are
concerning.

25. There are also concerns regarding the travel of British extremists to the region
attempting to link up with Al Shabaab or other, related, extremist groups. The May 2013
murder of Fusilier Lee Rigby was carried out by an individual who had travelled to the
region several times and was suspected of trying to join Al Shabaab. We visited Kenya as
part of this inquiry to examine the links between the UK and Kenyan counter-terrorism
personnel and to examine the capacity building work which was being carried out there.

Yemen

26. Al Qa’ida in the Arabian Peninsula (AQAP)’s main area of activity is within Yemen
where it continues with a campaign of attacks against the Yemeni Government and
supportive countries. It also continues to conduct operations against both internal and
western diplomatic targets in Yemen. Kidnappings for ransom are commonplace, and
tribal groups may attempt to sell hostages to AQAP.

27.In the past few years, AQAP are estimated to have made $15-20 million through
kidnap and ransom. A number of UK diplomats have been attacked. Despite a partially
successful counter-terrorism campaign by the Government, AQAP continues to pose a
significant threat both to the UK and to UK interests in the region.

28. AQAP propaganda, in the shape of Inspire — an online magazine - has continued to
encourage acts of lone terrorism against the West. In April 2012, AQAP attempted a third
attack on a civilian aircraft. AQAP are not coordinated by the AQ leadership and are seen
by analysts as more technically astute than other AQ affiliated groups. They remain a key
concern for UK national security.

29. At the start of the Arab Spring, AQAP improved infrastructure in some areas by
connecting towns to electricity grid, putting teachers in school and playing a governmental
role. However, their popularity waned following a level of brutality imposed their leaders.
Despite this, intercepted communications between AQAP and AQM in Mali during the
incursion there emphasised the importance of winning the hearts and mind of the people
and gave advice to AQM leaders on organising rubbish collections and ensuring access to
electricity."

30. AQAP is responsible for the production of Inspire, the English language magazine
which is frequently found in the possession of self-organised groups planning attacks in the
UK. Its key messages include an emphasis on promoting attacks in the West, specifically
lone actor style attacks. One of the alleged Boston bombers, Dzhokar Tsarnaev, stated that
he and his brother Tamerlan had access to a copy of Inspire.

31. AQAP also has a track record of attempting to carry out sophisticated terrorist attacks
in the West. AQAP has demonstrated the capability to produce IEDs aimed at defeating

9 CONTEST: The United Kingdom'’s Strategy for Countering Terrorism, July 2011, Cm 8123
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aviation security, and there is a continuing risk that a successful attack against an aeroplane
could happen with little or no warning. These include the ‘underpants bomber” and the
‘printer cartridge plot’.

North Africa

32. There has been a sharp increase in terrorist activity in the region conducted by Al
Qa’ida in the Maghreb (AQM). AQM has its origins in Algeria, where the majority of its
attacks to date have been directed. However, following the Arab Spring, AQM benefited
from the deterioration in the security situation in the area — particularly in Libya - to
increase its geographical reach, add to its arsenal of weapons and attract recruits to its
cause. We remain very concerned that some analysts have described Libya as a large
warehouse full of weapons with the doors wide open.

33. Smaller, affiliated organisations are also active. AQ-related groups are now stronger in
Libya, Egypt and Tunisia than ever before and have greater freedom of movement. The
attack on the gas installation at In Amenas in Algeria in January 2013 demonstrates the
current capability and intent of terrorist groups in the region.

34. AQM has kidnapped and ransomed western hostages, securing significant funds for
further operational activity; AQM has moved south into Mali and provides practical
support to the Nigerian militant Islamist group — Boko Haram. The group has constantly
exploited the freedom of movement afforded to it in the largely unpoliced desert areas of
the Sahel.

35. The French-led intervention in Mali has removed this control and pushed AQM into
more remote areas. The threat of attacks from AQM elements is however likely to endure
in the region for the foreseeable future.

Nigeria

36. In Nigeria the Islamist extremist group Boko Haram has carried out a violent
campaign, largely in the north of the country, often aimed at Christian communities and
places of worship, as well as against Nigerian governmental and official targets. A second
Nigerian jihadist organisation, Ansaru, is an offshoot of this group although it is worth
noting the groups have separate ethnic identities - Boko Haram is mainly Kanuri whereas
Ansaru is Hausa.

37. Boko Haram is conducting a large scale insurgency in Nigeria. There are almost daily
attacks in Nigeria, causing large numbers of fatalities. Its splinter group. Ansaru, has a
more international agenda and has kidnapped and murdered western (including British)
hostages. Boko Haram and extended its reach into the volatile region of northern Nigeria.

38. Ansaru is widely associated with carrying out kidnap for ransom. There are many links
between terrorist groups and drug trafficking in North-West Africa. In many cases, drugs
will arrive on the West Coast and will be transported northwards by terrorist groups who
take advantage of the porous borders in the region. There are also reports that smugglers
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have been adopting a religious or jihadist rhetoric in order to justify their fight against the
security services. A number of criminal organisations in Mali have adopted a separatist
stance to ‘legitimise’ themselves.
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3 Foreign Fighters

39. Citizens of western countries travelling abroad to take part in foreign conflicts has been
an area of concern as far back as the 1590s, when Guy Fawkes returned from fighting with
the Spanish in the Eighty Years’ War. More recently, British citizens have participated in
the Afghan and Bosnian wars. In his July 2013 report, David Anderson QC, the
Independent Reviewer of Terrorism Legislation highlighted the threat posed by British
nationals joining extremist organisations abroad.

The travel of UK nationals overseas to engage in jihad presents a number of
potential threats to the UK, both while these fighters are overseas and on
their return to the UK. The nature of these threats can differ, depending on
the country in which they are fighting or the terrorist group which is hosting
them, but there are a number of common themes. While overseas, these
tighters can help terrorist groups develop their external attack capability by
providing links with extremist networks in the UK and information about
potential targets and the operating environment. In addition to English
language skills which can help these groups with media outreach, some
foreign fighters may also have other specialist skills (e.g. scientific, IT) that
can help to strengthen the capability of these groups. The intelligence
services have also seen foreign fighters attempt to direct operations against
UK interests abroad.”

40. In September 2013, US Congressman Peter King, former Chair of the House
Homeland Security Committee, highlighted the extent of the current problem and the
reason it raised concern amongst Western security agencies in his evidence to this inquiry.

As recent events have demonstrated, one of the most significant challenges
facing Western states in the fight against al Qaeda is stemming the flow of
foreign fighters who attempt to fight alongside al Qaeda's affiliates in Syria,
Somalia, Yemen, and other parts of the world. ... The willingness to travel to
terror safe havens and join violent Islamist extremist groups, even when these
attempts are unsuccessful, should be considered an indicator that these
individuals are capable of carrying out attacks in their home countries, as in
the case of the Woolwich attackers, one of who reportedly attempted to join
al Shabaab in 2010, and in the case of Tamerlan Tsarnaev. Some reports
suggest that Tsarnaev's travel to Russia in early 2012 was an attempt to meet
with violent extremists in the Caucuses. Both of these individuals would

return home and subsequently murder innocent victims in the name of
jihad.”!

These concerns are corroborated by an analysis carried out by Dr Thomas Hegghammer
which found that on average, one in nine foreign fighters returned home to take part in a

20 https://terrorismlegislationreviewer.independent.gov.uk/wp-content/uploads/2013/07/Report-on-the-Terrorism-Acts-in-
2012-FINAL WEB1.pdf, p29

21 INQ0013
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domestic terror plot. He found that plots with foreign fighters are more likely to reach
fruition and twice as likely to have a lethal impact. He noted that

a one-in-nine radicalisation rate would make foreign fighter experience one
of the strongest predictors of individual involvement in domestic operations
that we know. The predictive power of other biographic variables—whether
nationality, economic status, or any other biographical trait studied so far—
does not come close.*

41. There is recent evidence of UK citizens having fought in both Somalia and Yemen as
well as a number of nationals fighting in the Federally Administered Tribal Areas of
Pakistan. David Anderson QC found that previous travel to the Federally Administered
Tribal Areas for extremist training has been a feature of a number of terrorist plots in the
UK, including four of the five plots disrupted in 2010-2012.> However, the numbers of
foreigners fighting in each of these arenas has been dwarfed by those that are now
travelling to take part in the Syrian civil war.

42. The uprising in Syria has involved many organisations with different political views
and tactics; some are connected with and supported by Al Qa’ida. The conflict in Syria has
drawn extremists on both sides; whilst instability across that region has provided new
ungoverned spaces for terrorists to operate in. Trends in the conflict have reflected both
diversification and profusion of armed groups and improvement in the size and
capabilities of some actors relative to others. Many groups and units who claim to
coordinate under various fronts and coalitions in fact appear to operate independently and
reserve the right to change allegiances.”* We took evidence from a broad range of people
both inside and outside of the British Government on the threat from foreign fighters
travelling to Syria.

43. Few, if any, Governments or Non-Governmental Organisations (NGOs) can accurately
and independently verify the size, equipment, and current areas of operation of terrorist
groups operating in Syria. While there is much good work going on both inside and
outside of Government to understand the conflict dynamics and the implications for
security in Syria, the region and more widely, we should be cautious in accepting hard
numbers without appropriate evidence. A report by the Congressional Research Service
suggests that:

open source analysis of armed groups operating in Syria relies largely on the
self-reporting of individual groups and coalitions. Information is not evenly
and regularly available for all groups. Verification is imperfect and is based
on independent analysis of self-reported and third party-reported
information. Social media outlets and news reports can help verify

22 Thomas Hegghammer ‘Should | stay or should | go? Explaining Variation in Western Jihadists' Choice between
Domestic and Foreign Fighting’ American Political Science Review 107, February 2013

23 https://terrorismlegislationreviewer.independent.gov.uk/wp-content/uploads/2013/07/Report-on-the-Terrorism-Acts-in-
2012-FINAL WEB1.pdf, p29

24 Armed Conflict in Syria: Overview and U.S. Response, Congressional Research Service, January 15, 2014
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information, but most analysts consider it to be very difficult to confirm data
points.*

44. The sheer complexity of the security environment in Syria should not be
underestimated. There are hundreds of active militia forces, ranging in size from a few
dozen to thousands and organized around a wide variety of local communities, ethnic and
religious identities, and political-religious ideologies. The size and relative strength of
groups have varied and will continue to vary by location and time.*®

45. The International Centre for the Study of Radicalisation (ICSR) estimates that — from
late 2011 to 10 December 2013 - between 3,300 and 11,000 individuals have gone to Syria
to fight against the Assad government. Based on the credibility of various sources, and the
think tank’s own judgement, they believe the “true” figure to be above 8,500. A number of
examples have been brought to our attention including:

Two Dutch returnees from Syria who are understood to have been involved
in youth criminal gangs prior to their travel were part of a five-person cell
arrested last month for planning an armed robbery in the Netherlands. Genc
Selimi, a 19-year-old Kosovar, was one of the six arrested for plotting a
terrorist attack on a major European city after he returned from a stint in
Syria. Prior to leaving for the conflict, he had been arrested in 2012 for gun
possession... The one plot that has publicly emerged in any detail in the UK is
the cell that had allegedly come back with plans to launch a Mumbai-style
attack, though it is unclear that they had secured any weapons.*

The ICSR estimate that the number of fighters from Western Europe ranges from 396 to
1,937. Western Europeans now represent up to 18 per cent of the foreign fighter
population in Syria, with most recruits coming from France (63-412), Britain (43-366),
Germany, (34-240), Belgium (76-296), and the Netherlands (29-152). Adjusting for
population size, the most heavily affected countries are Belgium (up to 27 foreign fighters
per million), Denmark (15), the Netherlands (9), Sweden (9), Norway (8), and Austria
(7).28

25 Armed Conflict in Syria: Overview and U.S. Response, Congressional Research Service, January 15, 2014
26 Armed Conflict in Syria: Overview and U.S. Response, Congressional Research Service, January 15, 2014

27 https://www.rusi.org/analysis/commentary/ref:C533931D971E60/#.Uz6YY|e8 KA

28 http://icsr.info/2013/12/icsr-insight-11000-foreign-fighters-syria-steep-rise-among-western-europeans/
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Estimates of Western European Foreign Fighters in Syria
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Numbers and the threat posed

46. Syria is an extremely attractive destination for foreign fighters. It is described as a
‘perfect storm’ in regards to foreign fighters as it is

e casily accessible (via either a three-day drive across Europe and through Turkey to the
northern Syria border or a low-cost flight to Turkey and then a short drive to the
border);

e has a sectarian element;

e has a viable narrative in regards to fighting against a perceived tyrant, widely criticised
by Western leaders: and,

e is close to jihadist conflicts in Iraq and Lebanon which means that fighters are kept
well-supplied.

47. Tt is not just European foreign fighters who are travelling to Syria to take part in the
war. There are reports that foreign fighters from North Africa and the Middle East make
up almost 70% of the up to 11,000 fighters which some estimate to be fighting on behalf of
the opposition.?

29 http:/ficsr.info/2013/12/icsr-insight-11000-foreign-fighters-syria-steep-rise-among-western-europeans/
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Estimates of Middle Eastern Foreign Fighters in Syria
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There are also believed to be close to 10,000 foreigners fighting on behalf of the
Government although the majority of these are thought to have been sent by the regimes in
Iran and Lebanon.*

48. When we questioned our witnesses about the motivation of those wishing to travel to
Syria to fight the regime, humanitarian reasons were highlighted as a key motivator’' as
was the Muslim concept of ‘ummah’ which was described as

the idea that all Muslims around the world are united through some kind of
fraternity of the faithful and that Muslims from one part of the world owe
duty, allegiance and loyalty to other Muslims, particularly in times of
oppression or injustice.*

It was also emphasised that this conflict was viewed as a fight against a tyrant and therefore
the actions of those fighting him were morally correct. This is a feeling that could well be
reinforced by the attempts made by both the UK and US Governments to undertake
military action against the Assad regime. Other witnesses ascribed less noble motivations
towards those fighting in Syria with the EU Counter-Terrorism coordinator describing
them as narcissists who wanted their picture taken with a Kalashnikov.** Another witness,
Dr Thomas Hegghammer, told us that as well as those who travelled for humanitarian
reasons, some had travelled primarily with the objective of wanting to build a sharia state
whereas others might have travelled for the kind of social dimension which we might more
readily associate with a gap year student than a fighter.

30 http://carnegieendowment.org/syriaincrisis/?fa=53811
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[Tlhe search for camaraderie; the joy and excitement of adventure; the
pleasure of doing something with your life; making a difference: all that kind
of thing.**

49. Dr Hegghammer noted there were now more European foreign fighters in Syria than
had fought in all previous conflict zones combined.?” This in itself raised concerns as even
if the rate of returning foreign fighters engaging in domestic terrorism was much less than
he had previously estimated, the large number made it likely that such a threat was likely.*
The threat posed by the British citizens or residents fighting in Syria was set out by Charles
Farr, the Director General of the Office for Security and Counter-Terrorism.

Some of those people may pose a threat when—if I take Syria as an
example—they get to Syria and they may, from their base in Syria, plot
attacks back in the UK. Others may pose a threat to us when they travel back
from Syria themselves and they plan attacks here, either under the
instruction of people outside this country or at their own initiative. Foreign
fighters, so called, in this particular case British residents or nationals, pose a
threat in a variety of different ways to us.”

50. This was elaborated on by Gilles de Kerchove, who told us that the large number of
jihadists travelling to Syria meant that the foreign fighters will now have had training in
how to use a weapon or to build a bomb and also have contact points with other jihadists
from around the world and even those travelling for humanitarian reasons were likely to be
indoctrinated.*® Shiraz Maher, senior fellow at the International Centre for the Study of
Radicalisation also highlighted the danger of the indoctrination of those with humanitarian
motivations.

People who may well go into Syria for all the right reasons, as you say, who
are motivated by purely humanitarian intentions, are not just of course
fighting 24 hours a day on the front lines. They spend a lot of time being
indoctrinated and going to study groups and so on. What we find from the
ones we are talking to is certainly that if they had not embraced what you
might describe as a global jihadist ideology before arriving in the country,
they are certainly beginning to embrace that while they are out there, so that
encompasses a lot of ideas that I think do make them certainly more
dangerous than they would have been.”

51. However, not everyone agreed that foreign fighters were as much as a threat as might
have been suggested. Richard Barrett told us that some may have returned horrified by
what they saw rather than with the intention of carrying an attack out on their own
country - he suggested that a qualitative assessment would have to be carried out on
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returnees before such a judgement could be made about the threat that they posed.* It was
also pointed out to us by several witnesses that the rate of attack upon return of foreign
fighters varies across different conflicts. Foreign fighters who have trained in Afghanistan
or Pakistan (where there are organisations with the stated objective of attacking the West)
are much more likely to engage in planning an attack than those who travelled to Iraq
where there was not the same degree of hostility against the West.*' At present, the
motivation of those fighting in the Syrian civil war is sectarian—Sunni against Shia—with
no group openly advocating action against the West, although it was also noted that this
could change in the future.*

52. Given the lack of perceived hostility against the West, many people have viewed those
fighting in the Syrian Civil War as synonymous with those who travelled to take part in the
Spanish Civil War. When we asked Dr Hegghammer why British citizens fighting in the
Syrian civil war should be viewed differently to British citizens fighting in the Spanish Civil
War he told us

The difference between the Islamist foreign fighter phenomenon today and a
war like the Spanish Civil War is that today there are many cases of people
moving on from this foreign fighter activity to international terrorism
involving attacks against civilians in western cities. You did not have that at
the time. There was not this sort of frequent and smooth transition from
guerrilla warfare within the conflict at stake to more transnational terrorist
operations. Whatever we think about the moral justification behind the
initial involvement in the war, I think the reality that a substantial number of
people move on to international terrorism from this activity should merit
certain policy measures to prevent just that kind of violence.*

The role of transnational terrorist operations in the war was also a point of concern for
both Nigel Inkster of the International Institute for Strategic Studies (ISSD) and Shiraz
Maher of the ICSR. Nigel Inkster told us that

For me, the real worry about Syria is that it has the potential to become the
crucible for a new generation of international jihadists, rather in the way as
happened with those who took part in the anti-Soviet jihad in the 1980s, that
they become a kind of band of brothers, united by shared experiences, shared
outlooks, shared ideology, and that they then move on looking for new forms
of jihad to undertake, one of which could well consist of attacks in countries
such as the UK.*

Shiraz Maher described the effect of war in Syria being that the gains made in the battle
against international terrorist groups following the 11 September attacks were being
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reversed. As a result of the Syrian battlefields acting as a permissive environment these
organisations were able to repopulate their networks in ungoverned territory in a way that
would have been unthinkable even two years prior.” Dr Hegghammer supported this
concern, noting that there are now more jihadist groups across the Middle East than there
were at the time of 9/11 and that we were seeing a new generation of militants being
trained which would lead to the phenomenon of Islamic terrorism being extended by at
least 15 to 20 years.*

Response

53. The phenomenon of British foreign fighters in Syria has only recently begun to be
perceived as major threat to the UK.*” Indeed, it had not yet become significant enough to
be included in the Home Office’s submission to our call for evidence in October 2013
despite one of the terms of reference being ‘the monitoring of those linked to terrorist
activities, both at home and abroad’. By our first oral evidence session on 12 November,
Charles Farr identified Syria as the most important area in terms of identifying and
monitoring people who were travelling to fight in areas of jihad.*® Both the Home Secretary
and Assistant Commissioner Cressida Dick highlighted the difficulty of identifying those
who were travelling to engage in jihad as opposed to those who were travelling for
humanitarian reasons* (although, as noted above, even those with humanitarian
motivations may eventually become radicalised).

54. In the first fortnight of 2014, fourteen people were arrested in relation to Syrian-linked
activities. This was in comparison to the 24 people arrested over the course of the
preceding year. A month later, on 16 February 2014, The Sunday Times reported that as
many as 250 individuals who had fought in Syria had now returned to the UK. In an
interview later that day, the Immigration and Security Minister did not dispute the figure,
stating that the security concern linked with Syria was likely to be an issue for the
foreseeable future.”

55. In terms of preventing travel, the Immigration and Security Minister set out the range
of legislative options that were available to the police and security service.

Depending on the intelligence or evidential case there are existing laws that
can assist in the prevention of travel. However, it is important to highlight
that where intelligence is limited we may be unable to meet the required
thresholds for exercising powers available to us. Clearly where there is strong
intelligence or evidence, powers of arrest under TACT 2000 can be used in
order to investigate terrorist offences and establish whether individuals are
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engaged in the commission, preparation and instigation of acts of terrorism.
In addition those seeking to travel may also reach the arrest threshold for
criminal offences; such arrests may prevent or disrupt travel. In terms of
specific legislation aimed at curbing travel the following are most relevant at
this time; TPIMs, foreign travel restriction orders, the Royal Prerogative,
deportation, exclusion and deprivation. TPIMs require a strong national
security case. Foreign travel restriction orders are available in relation to
convicted terrorists who have received a sentence of imprisonment of more
than 12 months.”!

However, he also noted that in terms of people returning from Syria, each case had to be
considered individually as not everyone who returned will have been engaged with a
terrorist organisation. He emphasised that in order for a case to be prosecuted, both
sufficient evidence to convict and a public interest in the prosecution would be required.>*
The necessity of treating cases individually was also a point made by Gilles de Kerchove
who told us that the EU was designing

mechanisms to assess—and I think this will be necessary for each and every
returnee—whether this person poses a threat, and whether they need
psychological support, because many have been confronted with a really ugly
war, or social support to help them get back to normal life, to find a job or to
retrain for that.”

56. Gilles de Kerchove also set out the wider EU response to the concern which consisted
of:

¢ Collating information on those travelling to fight in an attempt to understand whether
there were networks involved, who was travelling, what routes they were taking, how
they were being funded and what their motivations were.

e Trying to stem the flow of foreign fighters.

e Ensuring that there is an adequate legal framework to investigate and prosecute those
who have joined the most radical groups.

e Maximising existing processes such as the Schengen Information System and exploring
new processes such as passenger name records.

e Engaging collectively with transit countries.

Using these objectives as a starting point, he told us that a ‘concrete project’ was being put
together.*
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57. A number of witnesses had other suggestions for dealing with the concern raised by the
issue of foreign fighters. The Commissioner of the Metropolitan Police noted that in a
number of cases the parents of those who had travelled to fight were unsure of where they
could access advice or information to allow them to stop it. He also suggested that more
work could be done with mosque leaders.” In his evidence before us, Gilles de Kerchove
suggested that testimony of the returnees could be used to highlight the infighting between
the groups and the terrible experiences of those who have fought in the war.”® The
Immigration and Security Minister made reference to the importance of emphasising the
fact that the Free Syrian Army (and indeed the Syrian people) have said that they want
humanitarian assistance rather than foreign fighters.”” On a practical note, Dr
Hegghammer suggested that external partners could work with Turkish authorities to
increase their capacity at the border, a project which may be as simple as building a fence.

58. The number of UK citizens and Westerners travelling to fight in foreign conflicts
has reached alarming levels unlike anything seen in recent years. We require an
immediate response targeted at dissuading and preventing those who wish to go to
fight from going; helping countries who are key to intercepting those who are entering
Syria, and ensuring those who return do not present a danger to the UK.

59. We are alarmed by the relative ease by which foreign fighters appear to be able to
cross the border into Syria. It is the responsibility of the international community to
assist transit countries, and the UK must offer practical support to those countries in
securing their borders. We have been impressed by the efforts made to prevent football
hooliganism in foreign countries by sending “spotters” to help pick out those at risk of
committing criminal acts and believe similar practical help would be beneficial in the
fight against terrorism. We recommend that the Government maintain representation
from the UK Counter Terrorism command to help the Turkish authorities identify
those who are at risk of crossing the border into Syria intending to fight and make
available any relevant intelligence to the Turkish authorities that may be beneficial. The
Government should also work with transit countries such as Turkey, Lebanon and
Jordan to better establish who is likely to be travelling for genuine humanitarian
reasons.

60. The Government needs a clear strategy for dealing with foreign fighters on their
return, which may include help to come to terms with the violence they have witnessed
and participated in, as well as counter-radicalisation interventions. We are concerned
that their experiences may well make them vulnerable to Post-Traumatic Stress
Disorder thereby increasing their vulnerability to radicalisation. We recommend that
the Government implement a programme, similar to Channel, for everyone returning
to Britain where there is evidence that they have fought in Syria. The engagement in
this strategy should be linked to any legal penalties imposed on their return. In
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developing the strategy the Government must work with mental health practitioners
and academia to ensure that the programme best integrates those returning from
conflict zones such as Syria.



24 Counter-terrorism

4 Capacity Building

61. In her foreword to the July 2011 Contest Strategy, the Home Secretary noted that

Most of the terrorist plots against this country continue to have very
significant overseas connections. We must continue to work closely with
other countries and multilateral organisations to tackle the threats we face at
their source.”

UK capacity building

62. While the police, security and intelligence agencies work tirelessly to protect British
citizens we believe that building stability overseas is also crucial to the success of the
Government’s counter-terrorism strategy. As the CONTEST strategy makes clear:

Terrorist groups gravitate to and emerge from fragile and failed states...the
absence of the effective rule of law not only encourages terrorism, but makes
counter-terrorism operations significantly harder. In some cases, terrorists
who we know and who are planning operations in this country have been
able to do so without hindrance for many years. Building the capacity of
failed and fragile states is therefore vital to our national security.®

63. This work is delivered through political and diplomatic engagement, and through
specific counter-terrorism projects in priority countries: Afghanistan, Pakistan, Yemen,
Somalia and Nigeria. Syria, in recent years, has also become a priority.

64. The Government also uses its international development programme to gain
maximum benefit in stabilising areas which in turn restricts the growth of extremism.
Governments are not the sole providers of capacity building projects - NGOs play an
important role in countering terrorism. The UN provided an example of their work to
develop effective and proportionate strategies to prevent terrorism financing through
NGOs. The project, launched in London in 2011 with the support of the Government of
the United Kingdom, was supported by Canada, Australia, New Zealand, Sweden,
Switzerland, the United Kingdom and the United States and brought together more than
60 countries and 80 NGOs to examine the risks. Experts from the United Kingdom,
including the Charity Commission of England and Wales, played a leading role in the
organisation and implementation of this initiative, which the UN maintain provided
invaluable guidance and policy advice.®!

65. In their written evidence to us the Home Office said that the Government had
introduced a more strategic approach to developing the capacity of international partners
to investigate and prosecute terrorists by building justice and human rights partnerships.

59 CONTEST: The United Kingdom's Strategy for Countering Terrorism, July 2011, Cm 8123
60 |bid.
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The work was being carried out with countries where there is both a threat to UK security
and weaknesses in the law enforcement, human rights and criminal justice architecture.

66. Specific counter-terrorist projects are supported by a £30m FCO CT Programme.
These projects are delivered by and with a range of Departments and agencies, including
the Ministry of Defence, Department for Transport, Crown Prosecution Service and the
Metropolitan Police Service.®* These projects aim to:

o Build the CT capacity of overseas security services to improve compliance with the law
and human rights and to make them more effective;

e Improve the ability of local investigators to build cases based on evidence rather than
confession. The police CT network plays a critical role in this regard: support is
delivered through the network of Counter-Terrorism and Extremism Liaison Officers
(CTELOs) posted overseas who work with organisations in their host countries and
regions;

e Ensure prosecutors and judges are capable of processing terrorism cases through the
court systems, effectively, fairly and in line with the rule of law;

e Improve and where appropriate monitor conditions in detention facilities so that
convicted terrorists can be held securely and their treatment meets with international
standards.®

67. The Government emphasised that capacity building work overseas were carried out
within a framework built on accountability and respect for human rights and that

It is vital that our CT work supports justice and the rule of law as well as
meeting our security objectives. Although work on the partnerships is in its
early stages, we have already delivered progress in a range of areas.®*

68. The police provide an important role in capacity building overseas. In her written
evidence to us, Cressida Dick, the Assistant Commissioner of the Metropolitan Police
explained how the police counter-terrorism network played a critical role in supporting
countries overseas to investigate and prosecute terrorists who may threaten the UK and
our interests. She told us that the Metropolitan Police’s Counter Terrorism and Extremism
Liaison Officers (CTELOs) are strategically located around the world and work closely with
police counterparts in their host countries and regions. They have a wide range of roles and
responsibilities including:

e providing assistance in efficiently progressing CT-related enquiries emanating from,
and directed into, the UK (this includes working within Europol);

62 CONTEST: The United Kingdom'’s Strategy for Countering Terrorism, July 2011, Cm 8123
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e acting as the forward deployment for UK CT police in respect of terrorist incidents
where UK nationals or interests are involved to assist the host country in conducting
their investigation;

e mentoring and building effective and human-rights-compliant CT capability within
foreign police agencies in support of the FCO Justice and Human Rights Partnership
(JHRP) Programme.®

69. The network of Counter Terrorism and Extremism Liaison Officers (CTELOs) has
recently increased its geographical coverage in response to the expanding and more
diversified threat overseas. According to the Metropolitan Police, it is now more effectively
placed to deliver the policing component of the Government’s upstream counter-terrorism
operations so that it is possible to tackle the threat at its source and better establish where
there is a direct threat to the UK or its interests.*

70. The Metropolitan Police highlighted the relationship between CTELOs and NCA
colleagues where the two organisations have common posts. Furthermore the
Metropolitan Police described how the CT Network is

Actively engaged with the NCA in examining potential areas of coordination
and collaboration and some of these overlaps may well be identified in
capacity building activity, specifically where we are interacting with the same
organizations overseas.®’

Counter Terrorism and Extremism Liaison Officers (CTELOs) Network in
action

71. The Metropolitan Police gave two recent examples of their CTELOs supporting
national law enforcement in investigating terrorist incidents abroad.

Algeria

The Counter Terrorist Command in the MPS led the UK response following
the terrorist attack on a gas plant processing facility in In Amenas, Algeria in
January. This is an ongoing operation, with extensive support being provided
by us to the Foreign Office and the HM Coroner and there continues to be
significant family liaison work and engagement with a range of international
partners. The deployed team were able to manage the recovery, identification
and repatriation of any UK deceased, conduct interviews and evidence
gathering from survivors.

Led by the Forensic Management Team, the UK set a strategy for the
international identification and repatriation of deceased and their remains,
managing all aspects of the mortuary process. With the assistance of
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international partners from Norway and Japan, the team examined a high
number of bodies and body parts, conducting all DNA work here in the UK.
This process enabled the repatriation of UK and other international victims
and all associated body parts to UK Coronial standards. The mortuary
process allowed the UK team to support local authorities through the
Disaster Victim Identification (DVI) process with the sharing of best practice
and the training of local staft. In addition, officers were able to visit the scene
and gain an insight into the events of this attack in order to support the
coroner.

Kenya

Following the attack on the Westgate shopping centre, the CTELO had been
heavily engaged with the Kenyan police response. The decision was taken to
deploy a Counter Terrorism Command team of investigators in order to
assist the Kenyan police investigation and mentor local resources in the
effective examination of a terrorism scene, along with all the issues associated
with body recovery to an internationally approved standard.

The CTELO has an extremely good relationship with the Anti-Terrorist
Police Unit and this allowed the investigation team access to relevant
material and allowed for the team to assist local staff with scene examination
and body recovery. Previous training has been delivered to the Kenyan police
by the Counter Terrorism Command but this was their first major scene.
Working alongside the Kenyan police, with the assistance of FBI colleagues,
the team were able to mentor them through all aspects of scene management,
scene investigation and body recovery. This included mortuary management
in mass fatality terrorist attacks.®®

Funding for capacity building

72. Given evidence presented as to the increasingly diverse and dispersed nature of the
threat and its impact on the UK and our interests overseas, capacity building is a vital tool
in influencing and shaping the international response to terrorism. In his evidence to us
Richard Barrett emphasised:

Capacity building in some areas I think is very important. I think it is very
important to encourage people to act by the rule of law and so on, of course,
building capacity overseas from the point of apprehension to the point of
verdict, if you like, so that the treatment is correct. A terrorist, after all, sees
the state as his enemy, and therefore if the enemy is responding to the
terrorist in a way that they would respond to any citizen, that slightly
undermines the narrative. We know, of course, of examples of people who
have been rather surprised by their treatment by Government in a positive
way, which has tended to de-radicalise them. Similarly, of course, if you treat
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people badly, they become more radicalised. I think capacity building just in
the sense of awareness and understanding is enormously important.*

73. One of the more troubling aspects of capacity building is knowing how effective they
are. Richard Barrett argued “that absolutely every effort should be made to measure the
impact, because after all you are talking about taxpayers’ pounds, and this should be spent
responsibly.””® However, he also noted that capacity building is not a straightforward
process and neither is measuring the impact. He told us:

It is very difficult to say whether something was effective or not, and I think
the more you can get your funds into the hands of local partners who are
working on the ground in the community and measure what happens as a
result of that work, clearly the better. That means you are not spending £30
million, but you are spending maybe £30,000, because there are community
groups who cannot absorb huge amounts of money. Then there are all sorts
of knock-on effects about administrative costs and everything else.””*

74. On a recent trip to India, the Prime Minister indicated that he was willing to see the
UK’s spending on international aid be used to

make sure that the funds we have at our disposal are used to provide basic
levels of stability and security in deeply broken and fragile states ... We have
our moral responsibilities for tackling poverty in the world. We also have
national security responsibilities for mending conflict states and helping with
development around the world and we should see DfID in that context.”

It was suggested that funding could be diverted to Ministry of Defence projects as a result.

75. The increasingly diverse and dispersed nature of the threat makes capacity building
a front-line defence against a changing threat landscape. We note that the Foreign and
Commonwealth Office’s budget is limited by available resources but given the
importance of capacity building to the Government’s counter-terrorism efforts we look
to the OSCT and the FCO to reassure us that the Counter-Terrorism Fund will be
maintained at current levels in this and the next financial year. In the light of the
announcement that the Prime Minister is considering using some of the UK’s aid
budget on peace keeping and other defence-related projects, we recommend that within
the definitions of Overseas Development Aid, money could be used to increase resource
for capacity building abroad.

76. Jean-Paul Laborde, Executive Director UN Counter-Terrorism Committee Executive
Directorate (CTED) highlighted that such work is also done through the UN. CTED
conducts work in collaboration with its partners within and outside the UN system. It
works with them to develop the appropriate tools and methodologies to measure the
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impact of the work that CTED and its partners are undertaking in order to ensure that
counter-terrorism measures are effectively deployed.”” The nature of such capacity
building support will vary depending on the context but will include: training and
mentoring local CT police units in evidence based investigations, interviewing and forensic
techniques, where an emphasis is placed upon the importance of human rights compliant
processes and safeguards to deliver reliable and viable prosecutions.”™

77. We asked the Government for details of its capacity building projects. The response we
received was that the UK Government

Do not publicly disclose the location, number or purpose of all our counter
terrorist capacity building projects overseas because they very often have a
counter terrorist operational purpose.”

The only programme it was willing to provide specific details upon was the CAPRI
(Counter-Terrorism Associated Prosecutorial Reform Initiative) project in Pakistan which
has the overall objective of supporting national capacity in the fight against terrorism and
organised crime networks. However, we understand that despite the Government
informing us that CAPRI is part of the FCO’s Justice and Human Rights Partnership
Programme, it is in fact funded by the European Commission. The project is indeed being
carried out by the UK but is funded entirely from European budgets.

78. We accept that some of the UK’s capacity building programmes are sensitive but we
believe that greater transparency about how much the Government spends on capacity
building overseas and who funds these programmes (i.e. fully by UK Government or
jointly between UK and EU) is crucial for accountability.

The European Union

79. In his evidence to the committee, Gilles de Kerchove, the EU’s Counter-Terrorism
Coordinator, painted a worrying picture. Mr de Kerchove said that national budgets
devoted to counter-terrorism are declining across the EU but that

the threat that we face is becoming more diverse, more diffuse, and more
unpredictable.”

Mr de Kerchove was particularly concerned about Africa where he suggested the threat was
growing and becoming a major obstacle to development.

80. In his evidence to us, Mr Laborde of CTED said that

All States have had to make cut-backs in their own expenditure. However,
CTED, like its partners, works hard to “do more with less” by developing
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capacity building projects that are designed in very practical ways to
maximize the use of resources. These include the implementation of regional
approaches, in which capacity-building addresses the needs of a number of
countries at once.”’

In order to respond to the changing threat picture governments will have to increasingly
identify pools of funding and coordinate their action not least if national budgets are in
decline. Furthermore there is anecdotal evidence that there was substantial duplication of
effort and therefore and EU member states could be better joined up in their actions.

81. In many cases focusing solely on Counter-Terrorism will not be enough and should be
part of a broader and more comprehensive security and development strategy. The EU has
set up a number of programmes where it works to build capacity and ensure that responses
to terrorist activity are in line with the rule of law. A full list of these programmes can be
found in the written evidence provided by the EU’s Counter-Terrorism Coordinator.” For
reference, two of the programmes are described below:

e CT Sahel: 8,696,750€, 36 months (10/2011 - 10/2014), Mali, Mauritania and Niger,
with possible extensions to Burkina Faso and Senegal. The aim of the project is to
strengthen the capacities of law enforcement (police, gendarmerie and garde nationale)
and judiciary in the Sahel to fight against terrorism and organised crime with the
purpose to support the progressive development of regional and international
cooperation against these threats.

e CT Pakistan (CAPRI): 1,800,000€, 36 months (01/2013 - 12/2015). The overall
objective is to support national capacity in the fight against terrorism and organised
crime networks. The purpose of the action is to improve the ability of Punjabi agencies
to successfully investigate, prosecute, convict and detain terrorists. The project is being
carried out by the UK.”

International capacity building efforts

82. In his evidence to us Jean-Paul Laborde, Executive Director, UN Counter-Terrorism
Committee Executive Directorate spoke of capacity building as a key plank of international
cooperation and its importance to achieving national and international security.

The transfer of know-how, through capacity-building programmes, and
technical assistance and training on identified areas of need, from high
capacity countries to lower capacity countries, and through the activities of
multilateral agencies, such as those of the United Nations, not only builds
capacity where required, but also identifies best practices, and creates
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regional and international networks of specialists and fosters the habits of
cooperation at the working level.*°

83. Mr Laborde echoed previous witness by highlighting the need for capacity building
projects to be coordinated. There is no doubt that CTED plays an important role in regular
convening donors and providers for briefings on capacity building needs in particular
States or regions but proper coordination of activity is limited on the international stage
and does seem to translate to action on the ground. Given national budgets are in decline,
the necessity to act in unison and collaborate between states is more important than ever.

84. One way that states can act in unison is by supplying and utilising the information
databases held by multi-lateral law enforcement organisations such as Interpol. One of the
key databases collated by Interpol is the Stolen and Lost Travel Documents database.
Whilst its use by the UK authorities is extensive—it was checked 140 million times last year
with 16,000 travel documents identified as not being valid—amongst other countries,
including European allies, its use is not as widespread. The table below shows the number
of time it was checked last year by the most frequent users of the database.

% of

searches of
Country Number of searches | database
UNITED STATES 238 389 094 29%
UNITED KINGDOM 140 184 265 18%
UNITED ARAB EMIRATES 104 076 060 13%
JAPAN 34712623 4%
CROATIA 34 131 673 4%
SINGAPORE 29 271 045 4%
BOSNIA AND HERZEGOVINA 18 672 539 2%
SERBIA 18 646 856 2%
SWITZERLAND 17 259 652 3%
BULGARIA 15 408 808 1%
CARICOM 15 094 026 2%
QATAR 12 000 981 2%
FRANCE 11587 347 1%
EL SALVADOR 10 472 105 1%
ALBANIA 10 214 658 1%
MONTENEGRO 8465 312 1%
OMAN 7 811925 1%
ROMANIA 6 574 033 1%
COTE D'IVOIRE 6 473 294 >1%
PERU 6179778 1%
Other 8%

Source: Interpol

85. Today the terrorist threat is a global one and an attack anywhere in the World has the
capability to harm UK citizens and UK interests. We recommend that the Government
raise the issue of Interpol databases as part of discussions around counter-terrorism at
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the next EU Justice and Home Affairs Council and encourage others to utilise the tools
at their disposal.

86. Interpol also carry out capacity building projects as well as supporting national law
enforcement agencies in criminal cases which involve an international aspect. At present
Interpol can deploy their incident response teams to a suspected terrorist incident within
24 hours. However, there are suggestions that INTERPOL support to agencies would be
greatly increased should a proposal go ahead to develop an International Mobile Platform
to assist in the investigation of suspected terrorist incidents. Such a platform would
facilitate the records of individuals to be cross-checked across all of the national security
databases of INTERPOL member countries as well as share or compare information and
intelligence with national security units around the globe. It is envisioned that the platform
would only be used in large-scale incidents where multiple nationalities are involved. The
platform would require both resources and support from member countries as it will
comprise highly trained and equipped teams that can support first responders in the
affected country and assist that country conduct sensitive and complex transnational
investigations. In order to be effective, it would have to be based in a permanent command
control centre with teams able to deploy to the affected region.

87. Interpol is an international policing organisation with a proven record of success
and should be widely supported. We recommend that the Government take the lead in
working with Interpol and the UK’s international partners to create an international
operational platform supporting terrorist investigations. The UK should use its pivotal
position in the G7 to ensure that this change is achieved. Whilst UK policing may lack
sufficient resources to supply a significant number of staff to such a platform, we also
recommend the Government consider offering to host the permanent base of the
platform.
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5 The UK's response to the terrorist
threat

88. Terrorist plots and acts of terrorism are investigated by the police and the security and
intelligence agencies. Government funding for counter-terrorism policing was £573
million in 2012-13. The security and intelligence agencies receive a budget of £2.1 billion.
In 2011-12 MI5 allocated 72% of its resources to international counter-terrorism whereas
MI6 and GCHQ allocated roughly a third each of their budgets to international counter-
terrorism.®!

89. The current UK threat level is substantial, having been downgraded from severe in July
2011. That means that an attack is a strong possibility. Since its inception in 2006, the
threat level was either severe or critical up until July 2009 when it was listed as substantial.
It was upgraded to severe in January 2010 before the July 2011 downgrade.® This latter
period has coincided with a liberalisation in terrorism laws following a review of Counter-
Terrorism legislation carried out by the coalition Government. David Anderson QC
welcomed the changes since 2010 in his written evidence to this inquiry.

Over the past few years, the anti-terrorism laws and their operation have
been cautiously liberalised in areas ranging from stop and search and
retention of biometric data to detention periods and control orders. In
successive reports I have found the liberalisation - but also the caution - to
be justified. I have pointed to gaps in protection, though it is often difficult to
do so publicly. I have also made recommendations for further change. A few
such recommendations (for example the possibility of bail for those arrested
under the Terrorism Act 2000) have been rejected, at least for now. Others
have been partially adopted or are currently in train: in particular, the review
and amendment of Schedule 7 port powers and the revocation of outdated
and potentially unlawful proscription orders.*

90. Acts of terrorism are not generally charged under terrorist legislation — the perpetrators
of the attack of Fusilier Lee Rigby and the man responsible for the death of Mohammed
Saleem were both charged with (and convicted of) murder rather than a terrorist offence
although both cases were investigated as terrorism. Instead terrorism legislation is intended
to prevent both radicalisation (which can lead to acts of terrorism) and acts of terrorism
themselves. The purpose of terrorism legislation is to

e Ensure that what are known as ‘prior acts’ (such as preparation, training,
dissemination, possession for terrorist purposes and even encouragement) are
criminalised, and

8! Independent Reviewer of Terrorism Legislation, The Terrorism Acts in 2012, July 2013, p46
82 |bid., p34
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e To criminalise individuals who may have known about the intentions of terrorists
(non-disclosure to the police or being present during training).

There is also a degree of associated legislation which can be used to disrupt terrorist action.
In this inquiry we have mainly focused on the effectiveness of the UK counter-terrorism
policy and legislation which can be used to disrupt the activities of foreign fighters. In this
chapter we also discuss the possible transfer of counter-terrorism policing from the
Metropolitan Police to the National Crime Agency.

Countering terrorist activity

Schedule 7

91. Schedule 7 of the Terrorism Act 2000 empowers police, immigration officers and
designated customs officers to stop and question travellers at ports, airports, or hover ports
in order to ascertain whether they are a terrorist, which for this purpose means “a person
who is or has been concerned in the commission, preparation or instigation of acts of
terrorism”.% There is no requirement that the officer have reasonable grounds for
suspicion that the person is involved in terrorism before the powers can be exercised. The
person being questioned can be

e detained for questioning for up to 6 hours;

e required to answer questions and provide information and documents on pain of
criminal penalty; and,

e searched, as can any property they have on them (including personal electronic devices
such as laptop computers, tablets and mobile phones). That property can be seized and
retained for examination.

Failure to comply with any duties or requests is a criminal offence, punishable by
imprisonment for up to 3 months. The powers are used on a considerable scale
(approximately 60,000 stops a year®’) and, according to the EHRC, the ethnic breakdown
of those subjected to the power suggests a statistical disproportionality in terms of race.*’

92. There has been further controversy following the use of schedule 7 to detain David
Miranda at Heathrow Airport in August 2013. Mr Miranda is the partner of Guardian
journalist Glenn Greenwald (the author of the Guardian newspaper stories based on
classified intelligence material leaked by Edward Snowden). He was in transit at Heathrow
airport on his way from Berlin to Rio de Janeiro when he was detained and questioned for
9 hours. His electronic devices were seized and detained by the police as the devices were

84 Independent Reviewer of Terrorism Legislation, The Terrorism Acts in 2012, July 2013, p121
8 http://www.legislation.gov.uk/ukpga/2000/11/section/40
8.Q112
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understood to contain material provided by Mr Snowden to the Guardian, including some
58,000 classified UK intelligence documents.® Following his detention, Mr Miranda
brought a judicial review of the decision to detain him under schedule 7 which was
dismissed in February 2014 (although he has publicly stated his intention to appeal against
the decision.).* The Miranda judicial review is one of a number of legal challenges to
Schedule 7 which have been brought and a number of changes to the process have been
incorporated in the Anti-Social Behaviour, Crime and Policing Act 2014. The amendments
include a statutory review of the detention at regular intervals, the introduction of a code of
practice and safeguards on the retention of electronic data.

93. The Independent Reviewer of Terrorism Legislation (who reports annually on the use
of schedule 7) had previously been intending to report on the use of schedule 7 to detain
David Miranda at Heathrow Airport in August 2013. Following the outcome of legal
proceedings brought by Mr Miranda against the decision to detain him under schedule 7
and the Royal Assent of the Anti-social Behaviour, Crime and Policing Act in March 2014,
Mr Anderson has decided to not to issue such a report. Instead he will include any
recommendations in his annual report which will likely be published in July 2014.*° Mr
Anderson raised a number of issues in evidence to us which were not dealt with in the Act,
specifically:

e An introduction of a test of grounds of suspicion when ancillary powers are used (such
as detention or making copies of material found on the person);

e The use of answers given under compulsion in a criminal court; and

e The treatment of legally privileged material, excluded material and special procedure
material.”!

We believe that all of these issues should be subject to further review and we await Mr
Anderson’s report.

Withdrawal of passports

94. In April 2013, the Home Secretary made a Written Ministerial Statement to the House
which announced a change in the rules allowing the Home Secretary to prove that it was
‘undesirable’ for such a person to have a British passport as opposed to ‘demonstrably
undesirable’. The statement contained the commitment to use the power ‘sparingly’.”* It
also included the following reference to its purposes for countering terrorism.

For example, passport facilities may be refused to or withdrawn from British
nationals who may seek to harm the UK or its allies by travelling on a British

88 https://www.judiciary.gov.uk/Resources/JCO/Documents/Judgments/miranda-v-sofshd.pdf

89 http://www.bbc.co.uk/news/uk-26256544
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passport to, for example, engage in terrorism-related activity or other serious
or organised criminal activity. This may include individuals who seek to
engage in fighting, extremist activity or terrorist training outside the United
Kingdom, for example, and then return to the UK with enhanced capabilities
that they then use to conduct an attack on UK soil. The need to disrupt
people who travel for these purposes has become increasingly apparent with
developments in various parts of the world.*

95. In the past the use of the power has been thought to have been rare. It was reported to
have been used only 16 times between 1947 and 1976. It was also reported to have been
used in 2005 following the return from Guantanamo Bay of Martin Mubanga, Feroz
Abbasi, Richard Belmar and Moazzam Begg,” However, because it is a royal prerogative
there is no requirement for the Home Office to report its use to Parliament. When he gave
evidence to us on the 18 March 2014, the Immigration and Security Minister informed the
Committee that the Royal Prerogative had been used 14 times since April 2013. He told us
that none of those who have had their passport removed have challenged the decision by
way of judicial review.”> He also repeated the commitment to the Royal Prerogative being
used proportionately, in the public interest and sparingly.*®

96. The withdrawal of passports is a vital tool in preventing UK citizens from travelling
to foreign conflicts. We understand the need to use the prerogative power to withdraw
or withhold a citizen’s passport. Given that the estimates of foreign fighters are in the
low hundreds, we are surprised that it has only been used 14 times since April 2013 and
recommend that, in all appropriate circumstances where there is evidence, the power is
utilised as an exceptional preventative and temporary measure. However, we note that
its use is not subject to any scrutiny external to the executive. We recommend that the
Home Secretary report quarterly on its use to the House as is currently done with
TPIMs and allow the Independent Reviewer of Terrorism Legislation to review the
exercise of the Royal Prerogative as part of his annual review.

Citizenship stripping

97. Another method to address the issue of British citizens (with dual citizenship) fighting
in Syria is removing their British citizenship. Using powers in the British Nationality Act,
the Home Secretary can terminate the British citizenship of dual-nationality individuals if
she believes their presence in the UK is ‘not conducive to the public good’, or if they have
obtained their citizenship through fraud. Deprivation of citizenship orders can be made
with no judicial approval in advance, and take immediate effect — the only route for people
to argue their case is through legal appeals. When we took evidence from the Immigration
and Security Minister he informed us that deprivation of citizenship orders had been made

9 HC Deb, 25 Apr 2013: Col 68WS
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in 41 cases since 2010 - 24 on non-conducive grounds and 17 on fraud grounds. He
refused to specify how many cases were linked to Syria.*”

98. At present, only dual nationals can have their British citizenship withdrawn. However,
there is currently legislation being debated which would allow a naturalised mono-British
national to have their citizenship removed (which would make them stateless) if it

is conducive to the public good because the person, while having that
citizenship status, has conducted him or herself in a manner which is
seriously prejudicial to the vital interests of the United Kingdom, any of the
Islands, or any British overseas territory.*®

In such cases, the Government maintains, the individual can attempt to (re)acquire an
alternative nationality.

99. In a Westminster Hall debate on the subject, the Immigration and Security Minister
noted that the power would be used ‘sparingly’ but emphasised that deprivation of
citizenship would be imposed even if the individual could not obtain alternative
nationality. If the individual were in the UK and unable to obtain alternative nationality,
they could apply to remain in the UK as a stateless person. He noted that

The UK would continue to comply with the provisions of the 1961 UN
convention on the reduction of statelessness, regarding the rights of stateless
persons. Where appropriate, we could regularise a person’s position in the
UK by granting limited leave—possibly with conditions relating to access to
public funds and their right to work and study.”

We were surprised when the Minister informed us that the policy approach had been based
on a single case (the Al-Jedda case) and that the focus had been on individuals who would
be able to apply for alternative nationality. Mr Al-Jedda is not currently in the UK, hence
the Minister’s apparent lack of concern, but the legislation would seem to have no
discernible outcome were it used against someone whilst they were in the UK.

100. On Monday 7 April the House of Lords voted to amend the Immigration Bill to
further investigate the efficacy of the policy. The House voted to replace the clause with the
following text.

(1) A committee of members of both Houses of Parliament shall be
established to consider and report on whether section 40 of the British
Nationality Act 1981 (deprivation of citizenship) should be amended to
enable the Secretary of State to deprive a person of their citizenship status
if—

(a) the citizenship status results from the person’s naturalisation, and
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(b) the Secretary of State is satisfied that the deprivation is conducive to the
public good because the person, while having that citizenship status, has
conducted him or herself in a manner which is seriously prejudicial to the
vital interests of the United Kingdom, any of the Islands, or any British
overseas territory,

even if to do so would have the effect of making a person stateless.

(2) The committee shall consist of six members of the House of Lords
nominated by the Chairman of Committees, and six members of the House
of Commons nominated by the Speaker of the House of Commons, to be
appointed on the passing of this Act to serve for the duration of the present
Parliament.

(3) Any casual vacancy occurring by reason of the death, resignation or
incapacity of a member of the committee shall be filled by the nomination of
a member by the Chairman of Committees or the Speaker of the House of
Commons, as the case may be.

(4) The quorum of the committee shall be two members of each House and
the committee shall be entitled to sit and to transact business whether
Parliament be sitting or not, and notwithstanding a vacancy in the
membership of the committee.

(5) Subject to the above provisions, the committee may regulate its own
procedure.'®

We welcome the decision to constitute a joint committee to look at the proposal to strip
the citizenship of naturalised citizenship. We hope that one of the issues will examine is the
impact making a person stateless whilst they are in the United Kingdom.

101. We have grave concerns about how effective the deprivation of mono-citizenship
powers will be. Drafting legislation on the basis of an individual case lessens the impact
of the legislation because the exact circumstances are unlikely to repeat themselves. We
support the Minister’s commitment to the power being used sparingly. We recommend
that the Government endeavour to use the power only when the person subject to the
decision is outside the UK.

Terrorism Prevention and Investigation Measures

102. Terrorism Prevention and Investigation Measures (TPIMs) were introduced in
January 2012 as the successor to control orders.””" TPIMs are used by the Government to
monitor and restrict the actions of those who are suspected of terrorist-related activity but
who cannot be prosecuted or deported. The Home Secretary is responsible for the decision
to make an individual subject to a TPIM order, but subject to the prior approval of the

190 HL Deb, 7 Apr 2014: Col 1167
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court, except in urgent cases, where the court must consider the TPIM notice within seven
days of it being issued. The subject is not permitted to participate in these hearings directly,
but his or her interests are represented by a special advocate appointed (in England and
Wales) by the Attorney General. The special advocate is not responsible to the person
whose interests he or she is appointed to represent.

103. A TPIM notice may be made by the Secretary of State only if the following five
conditions are satisfied:

The Secretary of State must reasonably believe that the individual is or has been
involved in terrorism-related activity, as very broadly defined (“Condition A”);

e Some or all of that activity must be “new” (“Condition B”), though in the case of a first
TPIM to be imposed on a given subject, this condition is always met since activity
occurring at any time is deemed to be “new”.

e The Secretary of State must reasonably consider that it is necessary, for purposes
connected with protecting members of the public (whether in the UK or overseas) from
a risk of terrorism, for TPIMs to be imposed on the individual (“Condition C”);

e The Secretary of State must reasonably consider that it is necessary, for purposes
connected with preventing or restricting the individual’s involvement in terrorism-
related activity, for the specified TPIMs to be imposed on the individual (“Condition
D’));

e The High Court must give prior permission for the TPIM notice to be imposed, such
permission to be withheld when the decisions of the Secretary of State on Conditions
A-D are “obviously flawed”, save in urgent cases where permission may be obtained
retrospectively (“Condition E”).'%

104. Given that two of those subject to TPIMs have absconded (Ibrahim Magag absconded
on 26 December 2012 and Mohammed Ahmed Mohamed on 1 November 2013), one has
been revoked whilst the subject is in prison and that the remaining TPIMs expired by 10
February 2014'”, we feel that it is a subject worth examining in more detail. There are
currently no active TPIMs. TPIM subjects in 2013 were subject to restrictions which
included overnight residence at a specified address, GPS tagging, reporting requirements,
and restrictions on travel, movement, association, communication, finances, work and
study. '

105. TPIM notices expire after a year, and may be renewed for a maximum of one further
year. The TPIMs imposed at the start of 2012 expired, after the single permitted extension,
in early 2014. This means that people who have been judged by the Home Secretary and by

192 Terrorism Prevention and Investigation Measures in 2012, First Report of The Independent Reviewer on the Operation
of the Terrorism Prevention And Investigation Measures Act 2011 (March 2013) (hereafter, “TPIMs report 2012"), p
19

103 |bid., p2
14 |bid., p19-20
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the courts to be potentially dangerous are now, unless they are prosecuted or new evidence
of terrorism-related activity is found, free from restrictions.

The difference between control orders and TPIMs

106. In his 2012 report on TPIMs, David Anderson QC, the Independent Reviewer of
Terrorism Legislation included a table which set out the difference between control orders

and TPIMs.

Control orders TPIMs

Legal Test Legal test for imposition of Legal test for imposition of
control order: reasonable TPIM notice: reasonable belief
suspicion of involvement in of involvement in terrorism-
terrorism-related activity; order | related activity; measures must
must be necessary to protect be necessary to protect the
the public. public.

Duration Order lasted maximum of 12 Order lasts maximum of 12
months. Renewable if necessary | months extendable once, giving
to protect the public; no maximum time limit of 2 years.
maximum number of renewals Evidence of further
where necessity test satisfied. engagement in terrorism-
Orders in place in a small related activity required to
number of cases for over 4 justify a further notice beyond
years. 2 years.

Any obligation to protect the
public could be imposed where | A narrower range of measures
judged necessary and - described in detail on the face

Obligations proportionate to disrupt of the Act - can be imposed

(general) terrorism-related activity. (The where judged necessary and

obligations were not set out in
detail on the face of the
legislation.)

proportionate to disrupt
terrorism-related activity

Curfew / Overnight residence
requirement / Residence
requirement

Maximum curfews of up to 16
hours for non-derogating
control orders with electronic
tagging available to monitor
compliance.

A requirement to reside
overnight at a specified
residence (most TPIM notice
specify 10 hours) — with limited
stays at other locations
possible. Electronic tagging
available to monitor
compliance.

Relocation

Option to relocate individuals
to Home Office provided
accommodation — potentially
several hours travel away from
current residence.

No power to relocate away
from local area without
agreement. A power to provide
alternative accommodation
within the locality of the home
address.

Communication

Option to have complete
prohibition of access to mobile
phones, computers and the
internet (and associated
technology/equipment).

All individuals have a right to
use one mobile phone without
internet access and one
landline telephone. All
individuals will be able to have
access to the internet through
one home computer. Use of
equipment will be subject to
necessary controls e.g. regular
inspection and notification of
passwords.

Association

Option to prohibit association
with any named individuals
where necessary. And option to

Option to prohibit association
with named individuals
retained. Association with any
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Control orders

TPIMs

prohibit association without
permission with anyone other
than named individuals and
specified descriptions of
persons.

other person requires
notification. (Policy intention is
that notification will be
required on the first occasion
(and will be unrestricted on
subsequent occasions)).

Work/study Option to require notification Option retained.
and/or approval of work and
study.
Boundary Option to impose a very No geographical boundaries.

restrictive geographical
boundary - limiting the
individual to a relatively narrow
area and excluding him from
areas of significant concern.
Option to impose a limit on
entry to one of more mosques.

Power to exclude from
particular places - streets or
specified areas or towns — or
descriptions of places (e.qg.
airports, specified mosques).

Travel abroad

Option to prohibit travel
abroad.

Option to prohibit travel
abroad without permission of
Secretary of State.

Police reporting

Option to require daily
reporting to the police.

Option retained

Financial

Option to place restrictions on
use of financial services and
transfers of property and
requirements to disclose details
of property.

Option retained.

Renewal

Annual renewal of Act

Renewal of Act every five years

Derogation

Derogating control orders
possible — if Government was to
derogate from Article 5 (right
to liberty) of the European
Convention on Human Rights —
imposing 24 hour curfew
(house arrest).

No power orders.

Prospects of prosecution

Police must keep prospects of
prosecution under review,
consulting CPS as necessary

Police must keep prospects of
prosecution under review,
consulting CPS as necessary.
Police under statutory duty to
inform Home Office of
outcome.

Source: TPIMs report 2012, Pg. 102

107. The Quilliam Foundation noted that

The Terrorism Prevention and Investigation Measures Act 2011 is a welcome
amendment that repeals and replaces the Control Orders in the Prevention of
Terrorism Act 2005. It thereby ensures greater compatibility with the ECHR
and less intrusion on the human rights of the individuals subject to them
than the previous control orders, particularly in reference to the potential
forced relocation and indefinite length of the control orders that have now
both been written out of the revised TPIM legislation. However there remain
several significant problems with TPIMs that mean they are inconsistent with
a clear human rights-based counter-extremism strategy.'®

15 CTE0027
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Cerie Bullivant, who was subject to a control order between 2006 and 2008, told us that he
saw very little difference between the two. Although he welcomed the abolition of the
power to relocate subjects and the two-year limit on the duration of a TPIM, he told us that
life under each order would be exactly the same.' The Quilliam Foundation suggested
that one way of improving TPIMs would be to have an additional element that comprises
de-radicalisation, rehabilitation and reintegration.'” An exit strategy developed by
specialised probation officers with approved mentors from external organisations was the
recommendation made by David Anderson QC.'”® We return to this subject below.

TPIM breaches

Mohammed Ahmed Mohamed

108. On 1 November 2013, Mohammed Ahmed Mohamed absconded from his TPIM by
entering a mosque, removing his electronic tag and leaving dressed in a burkha. In the
statutory review of his TPIM in 2012, the High Court found that Mr Mohamed was closely
linked to a UK-based terrorist network with links to Al Qaida and Al-Shabaab. He had
travelled to Somalia where he received training in 2008 from experienced Al-Shabaab
operatives, after which he went on to fight for them on the front line in Somalia. He helped
others to travel from the UK to Somalia for similar purposes and he facilitated the support
of the UK-based network for terrorism-related activity in Somalia. The network, which
included Ibrahim Magag and Jama Hersi, had access to money (which Mr Mohamed was
involved in procuring), false passports and documentation, as well as equipment, and was
involved in procuring funds for terrorism-related activity. Between 2008 and 2010, Mr
Mohamed was involved in procuring weapons and planning attacks in Somalia and
elsewhere, including a planned attack on the Juba Hotel in Mogadishu in August 2010.
Other attacks were planned against western interests in Somaliland.'” The Home Office
have provided us with a chronology of their involvement with Mr Mohamed (see Annex
A).

109. The Metropolitan Police told us that they were satisfied with their response to the
absconsion and did not feel that it could have been improved upon.''® However David
Anderson QC has recommended that some form of locational restraints to be introduced
in to TPIMs in order to lessen the ability of subjects to abscond.'"" It is deeply worrying
that anyone who is subject to a TPIM, or those who were subjects of control orders, can
abscond with relative ease. We recommend that a review of the types of measures
placed upon subjects needs to be conducted to ensure that enough is being done to
prevent absconsion.

196 Q423

107 CTEQ027

198 TPIMs report 2012, p53

199 http://www.bailii.org/ew/cases/EWHC/Admin/2012/2837.html
10.Q356

"1 TPIMs Report 2012, p4
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110. During our evidence session it emerged that Mr Mohammed had been arrested on
three occasions, for a total of 21 suspected breaches of the terms of his Control Order
(March 2011 to February 2012) or TPIM (since February 2012) . He was remanded in
custody after each of these arrests, but the Court subsequently ruled in each case that he
should be released on bail. The prosecution in relation to the third arrest (on suspicion of a
‘tag tamper’ on 16 May) was discontinued, but Mr Mohamed was still on bail when he
absconded. He is due to stand trial for these alleged breaches (which do not include the
absconsion) in the week beginning 28 April 2014. If he is not present, it is likely that the
trial will be postponed. Mr Mohammed has also brought an appeal against the original
decision of the High Court to uphold his TPIM and a separate civil claim against the
Government. These cases are currently active before the courts and we make no comment
on them, though the next steps are uncertain in Mr Mohammed’s continued absence.

Prosecution of TPIM breaches

111. The Home Office have provided details of other cases where a TPIM has been
breached following their introduction in 2012.

e One person pleaded guilty to three counts of breaching: broadcasting without
permission, attending a meeting or gathering without permission and entering an
internet cafe without permission. He was sentenced to nine months imprisonment on
21 June 2013. Charges in relation to a further three counts were allowed to lie on file
following his guilty plea.

e One person was charged with five counts of entering an excluded area without
permission. The CPS discontinued the prosecution because, in their view, there was no
realistic prospect of a conviction.

e In three cases (of which Mr Mohamed was one) charges relating to tampering with the
electronic monitoring tag were discontinued after the CPS concluded that challenges to
the reliability of the forensic evidence meant that, in their view, there was no realistic
prospect of a conviction.

e One person was found not guilty in relation to two counts of breaching—failure to
report to the police station and failure to report to the monitoring company as
required.

e One person is currently remanded in custody awaiting trial, having been charged with
one count of breaching—having an unauthorised meeting.

112. David Anderson QC suggested that one of the difficulties with prosecuting breaches
of TPIMs was that juries often considered the breach to be a ‘trivial’ matter and were
therefore reluctant to convict. In his report on TPIMs, he gave this example:

Another subject (CF) was charged in June 2012 with entering the Olympic
Park, an excluded area, without permission. The CPS decided not to pursue
the prosecution in September 2012.
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[...]

The alleged breach consisted of CF sitting on an over-ground train as it
crossed the Olympic Park, on his way to visit his solicitor in Stratford. After
receipt of evidence to the effect that the subject had been advised to take that
route by a junior employee of the solicitor’s firm, charges were dropped -
presumably on the basis that if the case had been left to them, the jury would
inevitably have found there to be a reasonable excuse.'"?

The Government’s position on decisions to prosecute for breach of TPIM:s is that

The police investigate all potential breaches and consult with the CPS
regarding the viability of prosecution in each case. Where there is sufficient
admissible evidence and it is deemed to be in the public interest, a
prosecution for breach of the measures in a TPIM notice will usually be taken
forward.'"?

However, information provided by the Home Office shows that at the time of writing there
have been three trials for breach of a TPIM, one guilty plea and two forthcoming trials (one
of which is that of Mohammed Ahmed Mohamed). Not one of the three trials for a breach
of a TPIM has been won by the CPS. In two trials the defendants have been found not
guilty and in the third, the CPS discontinued the prosecution due to a lack of realistic
prospect of conviction. So far there have been no jury convictions of breaches of TPIMs
or Control Orders and the CPS needs to bear this in mind when bringing prosecutions.
We recommend that the Government and Crown Prosecution Service produce specific
guidance on investigating and prosecuting breaches. The continued failure to secure a
conviction undermines the system of TPIMs.

The prosecution of ‘tag tampering’

113. In regards to the ‘tag tamper’ case, Mr Mohamed’s solicitors—who represent two-
thirds of those subject to TPIMs—have written to us to highlight the deficiencies which
they believe to exist with the tags. They note that all of their TPIMs clients have been
accused of tampering with their tags and that this is an accusation which “all have
strenuously denied from the outset in police interviews and in subsequent correspondence
from their lawyers to the CPS.”** They further note that another TPIM subject who was
represented by a different firm of solicitors had been subject to the same allegation of
tampering with their tag resulting in a tag-tamper alert for which the CPS maintains that
there is “no innocent explanation”. In evidence to us, G4S told us that

112 TPIMs report 2012, p83
13 https://www.gov.uk/government/uploads/system/uploads/attachment data/file/199897/response-tpim-2012.pdf
"4 CTE0018



https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/199897/response-tpim-2012.pdf
http://data.parliament.uk/writtenevidence/WrittenEvidence.svc/EvidencePdf/4880

Counter-terrorism 45

In terms of tamper detection systems and capabilities, this uses proven
technology which we have had in place in our equipment for many years now
and which has proved to be extremely reliable and robust.'"?

114. Mr Mohamed’s solicitors have consulted experts who believe that the tamper alerts
are a result of the attachment of the larger GPS tag which are more likely to be “snagged,
twisted or rotated away from the leg”, using the same strap as used on the smaller, more
widely used tags. It has been noted that the tags have not been subjected to tests to establish
the effect of praying five times a day (which can involve repeated flexion and rotation of
the ankle) can have on the tag and strap, and that, due to the size of the tag, it can be
subject to greater wear and tear. Mr Mohamed’s solicitors note that “more than one wearer
of the new tag has reported tripping/falling down stairs, and knocking, for instance on a
bicycle.” Ross Anderson, Professor of Security Engineering at the University of Cambridge,
was consulted on tampering prosecutions and concluded that

The quality of evidence is poor, and in at least five cases now, when defence
experts have asked to examine the tags a defendant was supposed to have
tampered with, or the systems, or even samples of straps and clips, the
prosecution has been withdrawn or collapsed.!*¢

115. Many breaches of a TPIM order are minor infringements which might plausibly
have happened inadvertently. It is therefore right that the CPS does not prosecute every
single breach, considering the cost to the public purse and the difficulty of convincing a
jury of the materiality of the alleged breach without being able to explain the basis on
which the relevant restriction was included in the order. It is worth noting that no
prosecution has been successful following a not-guilty plea and in only one case has the
accused pleaded guilty. In the case of the tag tampering trial, it is of serious concern
that the prosecution was discontinued. Deliberately tampering with a tag must be
viewed as an attempt to abscond and we recommend that the Home Office request
independent testing of the tags provided by G4S to definitively prove, as they claim, a
tag-tamper alert can only be caused through deliberate actions. This will enable the
Home Office to present reliable evidence to the court that such an alert cannot be
caused inadvertently. Given that five prosecutions for tag tampering have been
withdrawn or collapsed it is vital that both the public and TPIM subjects understand
the extent to which it might or might not be possible for a tag-tamper alert to be
innocently caused.

De-radicalisation of those subject to TPIMs

116. In his report examining the operation of TPIMs in 2012, the Independent Reviewer
emphasised that the imminent two-year limit would “focus energies on finding an exit
strategy”, but suggested that more needed to be done in this area. He recommended that
exit strategies should in future include the integration of any related Prevent activity into

15 Q53
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the management of the TPIM,'"” as well as giving consideration to some form of dialogue
with subjects similar to that employed in criminal cases, where the probation service
proposes how an individual might best be rehabilitated.!'® In his 2013 report on TPIMs,
David Anderson noted that his central recommendation—that a power to require
attendance at meetings with specified persons for the purposes of de-radicalisation and re-
integration—was not accepted by the Government despite the fact that it was supported by
the Joint Committee on Human Rights, the police, the security service and the National
Probation Service.'"

117. When he appeared before us, Mr Anderson again highlighted the importance of an
exit strategy. He allowed that it would not de-radicalise all of those subject to TPIMs, but
argued that it might have an impact on some.'”® Assistant Commissioner Cressida Dick
also highlighted the need for a processes for managing the risk associated with the lifting of
TPIM restrictions:

We will need to manage any lingering risk that there may be around [former
TPIM subjects] and also in this phase work as well as we can with them to try
to ensure that they don’t pose any further risk.'*!

We examined de-radicalisation during our inquiry into The Roots of Violent Radicalisation
in 2012, where we noted the importance of family and community support in the counter-
radicalisation process.' The anonymity order which is traditionally granted to those on
TPIMs makes this difficult. However the Home Secretary has told us that Prevent
interventions play a part in operational planning to manage the risk from TPIM subjects
after the expiry of TPIM measures. In his 2013 report, David Anderson QC also
emphasised the importance of devising a TPIMs exit strategy as soon as the TPIM is
imposed in order to allow time for trust to be built between the TPIM subject and the
probation officer.'”

118. In evidence, Cerie Bullivant told us that no attempt had been made to de-radicalise
him either when his control order was in force or after it had been quashed, despite the
Home Office continuing to assert that he was dangerous.’* We note that in their recent
Post Legislative Scrutiny report which examined TPIMs legislation, the Joint Committee
on Human Rights also questioned the Government’s de-radicalisation work with those
subject to TPIMs. The report highlighted that

"7 Prevent is one of the four elements of CONTEST, the government’s counter-terrorism strategy. It aims to stop people
becoming terrorists or supporting terrorism. See Nineteenth Report from the Home Affairs Committee of Session
2010-12, Roots of violent radicalisation (HC 1446)

"8 TPIMs report 2012, p95

"9 TPIMs report 2012, p53-54
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We sought to find out more about the work being done with the individuals
concerned, such as how it relates to the Government’s wider -de-
radicalisation work; what sorts of agencies or other organisations the
Government has sought to involve in this work; whether any work has been
done with the families of TPIMs subjects, given the significant impact of
TPIMs on them and the risk of creating a new generation subject to the
influence of extremist narratives; and whether any TPIMs subjects are being
actively helped into work or study to assist with their reintegration when
their TPIM expires. On all of these questions, we found the Government to
be unforthcoming.'*

119. The Home Secretary told us that TPIMs is one of the tools the Home Office uses for
monitoring the activities of foreign fighters on their return from places like Somalia and
Syria'?
conflict. Shiraz Maher, Senior Fellow at the International Centre for the Study of
Radicalisation noted that there had been variable success with de-radicalisation strategies
within the UK but warned that any strategy to de-radicalise those who had fought in the
Syrian conflict would need to deal with the intra-Muslim conflict rather than the
traditional ‘West versus Islam’ narrative on which the PREVENT strategy currently

although no TPIMs have yet been imposed on those who taken part in the Syrian

focuses.

120. It is essential that the Government engages with those placed on a TPIM whilst
they are subject to the control and not only afterwards. It is a missed opportunity not to
implement a de-radicalisation programme until the subjects are free of the measures.
We recommend that all TPIM subjects are placed on a graduated scheme, which
commences concurrently with the measures, with the sole purpose of engagement and
de-radicalisation. We accept that the anonymity order may cause difficulties in terms of
liaising with the local community when seeking support for that process. However, we
believe that the Government should engage with community leaders who are working
with prisoners and ex-prisoners who have been radicalised in order to design a
programme which would be suitable for TPIM subjects. Such a programme should take
account of the different narratives of radicalisation. Due to the constraints placed on a
subject it is unlikely that they will be eager to engage with the state or official parts of
society. It is disastrous, therefore, for a subject to left without a constructive path
towards reintegration following the end of the measures. The Government must ensure
that an exit strategy is started as soon as the TPIM is imposed upon a subject. We
recommend a continuation of the de-radicalisation engagement programme which
they would have started under the TPIM which evolves into a more practical scheme
enabling the former subject to reconnect with society through work or education.

25 Joint Committee on Human Rights, Tenth Report of Session 2013-14, Post-Legislative Scrutiny: Terrorism Prevention
and Investigation Measures Act 2011, HC 1014, para 78

26 Home Affairs Committee, The work of the Home Secretary, HSE0002
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Countering extremist narratives

121. In our previous report on counter-terrorism, we noted that the internet could play a
role in the radicalisation of vulnerable individuals.'*” The inducement to travel to Syria to
fight in the civil war seems to have taken place largely over social media."® Dr
Hegghammer told us

Syria is the most socially mediated conflict in history and there is an
enormous amount of audio-visual documentation produced by rebels
themselves, documenting the things they do ... social media affects
recruitment simply by linking people up—Facebook, for example. When
someone travels to Syria and posts pictures from there and his friends see
those pictures, those friends are more likely to be inspired to go. That is not
really propaganda; that is just regular information conveyed through online
social media that then facilitates recruitment.'*

122. Countering the extremist narrative is something that must be supported both within
the community and by public authorities. The Metropolitan Police highlighted the
importance of parents and mosque leaders as well as visits to schools by police officers.'*
The role of Governments in countering extremist narratives is thought to be most effective
when they act as a facilitator for other groups rather than delivering their own alternative
narrative. The Institute for Strategic Dialogue suggest that

One of the most important roles for government is in building capacity
among those best suited to act as counter-narrative messengers and
campaigners, who often lack the basic skills and competencies to do this
work effectively and at scale. This would focus on technical, communications
and strategic knowhow to ensure they understand how to construct their
messages, can develop the kinds of products and vehicles that will be well
received by an increasingly digitally-savvy generation used to high
production values, apply smart marketing strategies and have the right
networks to generate communication economies of scale.™!

The EU Counter-Terrorism Coordinator supported this view noting that Governments
themselves are seen as biased making the priority creating an environment which is
conducive to counter-narrative.”’> Both the EU Counter Terrorism Coordinator and
Richard Barrett suggested using the experiences of those who had returned from Syria as a

method of counter-narrative.'?

27 Home Affairs Committee, Session 2010-12, Roots of violent radicalisation, HC 1446, para 33
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123. There are a number of civil society groups which work to produce a counter-narrative.
There are also examples of private sector involvement in assisting the development of
counter-narrative. The Against Violent Extremism network which is made up of a number
of former extremists and survivors of terrorism who engage with individuals and
organisations that are developing counter-extremist messages. The AVE network receives
funding from private sector—the Gen Next Foundations and Google Ideas."**

124. Google also facilitates the development of counter-narratives through a project run by
YouTube, which we visited during our inquiry. YouTube run workshops through which it
provides a variety of free, in-kind support and services to civil society organisations. This
includes offering advice from creators with high audience numbers, support through
training on and access to production equipment including time in certain YouTube
studios. This project was highlighted by the Immigration and Security Minister as the sort
of initiative that the Government was keen to encourage.'*

125. One example of the projects which has been assisted by private sector funding is that
of Abdullah-X, a short animated mini counter-narrative graphic novel which describes a
fictional character’s journey and adventures based on countering extremism and hate. This
has involved advice on the design of the content and in-kind support to tailor the cartoon’s
delivery."** Abdullah-X was created by a former extremist and the most recent Abdullah-X
video discusses the desire to travel to fight in Syria and alternative methods of helping the
Syrian people. Such work is an excellent example of work by those within the Muslim
community to counter the extremist narrative.

126. We welcome the progress made by internet companies such as Google (who own
YouTube) in the work they are doing to promote counter narratives. We commend the
work by the creators of Abdullah-X and note the importance of peer-led education.
Given the role that social media is playing in the dissemination of extremist messages
we hope that other large multi-national social media companies will follow suit. We
note the significance of the independence of funding for these types of project but
recognise the desperate need for more resources to be made available. We, therefore,
recommend that the Government asks the European Union and other independent
funders to prioritise resources for community projects such as Abdullah-X.

Countering terrorist financing

127. There has been an increase in activity to counter the financing of terrorist activity
since the events of 9/11. Despite a host of regulations having been introduced, identifying
terrorist financing is still an area of limited success. Written evidence submitted to us
suggested that this was the fault of government departments who were drawing up
requirements without issuing guidance on they ought to be implemented, stating

134 |nstitute of Strategic Dialogue, Review of programs to counter narratives of violent extremism, 2013, p20
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banks and other financial service providers are effectively expected to play a
counter-terrorist role with almost no meaningful assistance from the
authorities.”’

This is further compounded by the fact that in the UK, the responsibility for countering
terrorism finance is spread across a number of departmental departments and agencies
with no department in charge of overseeing the policy.

128. David Anderson’s report on terrorist asset freezing in 2013 found that only one
person (a Syrian national) had been designated in the period up to September 2013. He
noted that designation was not being considered in all the cases in which it could be of
value and that none of the 24 terrorists who had been convicted in early 2013 have been
designated. He suggests that

The fact that asset-freezing is administered by a different department from
other counter-terrorism powers means however that extra effort may be
required if asset-freezing is always to be considered as an alternative to or in
conjunction with other possible disposals for those believed to be engaged in
terrorism."*®

The EU’s Counter-Terrorism coordinator told us that no bank accounts had been frozen in
relation to EU nationals travelling to fight in the Syria conflict."”” We have also heard
suggestions that the financial information of individuals could be used to identify foreign
fighters, either on a standalone basis or in conjunction with data from social media.'*

129. We recommend that the responsibility for countering terrorist financing be given
to the Office for Security and Counter-Terrorism where it will be considered a higher
priority. Although it is not an area where success comes easily, cutting off the flow of
money to terrorist organisations and the identification of foreign fighters are vital to
the UK’s response to the terrorist threat.

Charities

130. There are over 350,000 charities in England and Wales of which over 163,000 are
registered with the Charities Commission. Although the total annual income of the
163,000 registered charities is £60 billion, just under half will have an annual income which
has less than £10,000. The Charity Commission told us that the vast majority of charities
are not at risk of terrorist abuse but that a small minority might be at risk from their
funding being diverted for terrorist purposes or for charity personnel using the charity as a

cover for travelling overseas or raising funds.'*!
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131. Following the death of the first British suicide bomber in Syria, concerns were raised
on the basis that he had joined a humanitarian convoy organised by a charity in order to
travel out to Syria. On 24 February 2