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PART 1-Engagement summary, key findings & implications
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Executive summary

This report assesses the Cost-Efficiency and Sustainability of five Architectural Visions for
the future Common Information Sharing Environment (CISE) for maritime surveillance. The
five Visions constitute different organizational and technical approaches to the integration of
information from seven different User Communities in the 28 EU Member States. The
Visions are briefly characterized as follows:

B Core Vision: Multiple Providers of CISE Services at National level & for EU initiatives

B Vision A: Multiple Providers of CISE Services Coordinated by User Communities &
EU initiatives

m Vision B: Multiple Providers of CISE Services Coordinated by Member States & EU
initiatives
B Vision C: Single National Providers of CISE Services & EU initiatives

B Hybrid Vision (combining Vision A, B and C): Multiple providers of CISE services
coordinated by Member States & User Communities as well as EU initiatives.

Our analysis shows that CISE can be realized over a ten year period for a cost between 83
and 142 m€, depending on the Vision chosen. The costs include developing and maintaining
the necessary Information Exchange standards, governance and IT components to support
CISE as well as interconnect existing EU sector-specific systems and Member State
systems. As a reference value, a Member State on average runs 7 IT systems for Maritime
Surveillance today, whereby the system on average has cost 15 m€ to establish and is
operated for 10% per annum of the investment amount.

Vision C bears the lowest Total-cost-of-Ownership (TCO), with a TCO at 58% of the TCO of
the most expensive Vision. The Hybrid Vision shows a medium TCO of 107 m€. Visions with
low Capital Investment (CapEXx) also result in low Operating Expenses (OpEx) over the life
cycle of CISE. This is due to the fact that investments are coordinated among authorities to a
larger extent. As a general rule, the Cost Model demonstrates that a lack of coordination of
investments is the greatest cost driver to CISE at the Member State level.

The EU- level cost amount to between 22 m € to 26 m€ (CapEx & OpEXx together), whilst
cost at the Member State level, per Member State, amount to between 2 m€ and 4 m€ for
the ten year budgeting period.

Despite significant differences in cost between the Visions, Gartner underpins that cost
considerations must never be the only criterion to base an implementation choice on.
Examples of other relevant decision criteria are the effectiveness, sustainability and
feasibility of the implementation as well as its expected benefits.

The Efficiency analysis shows that the most tangible benefit of CISE are the cost savings
generated through the so-called Reference implementations for Nodes and Gateways.
These Reference implementations will be provided by the EU and distributed to Member
States for “plug and play”. If taken up by all, cost of more than 71 m € could be saved.

Another benefit of CISE lies in its potential to simplify the landscape of Maritime Surveillance
systems in Europe. This potential has not been factored into the Cost Model as its
magnitude is very difficult to predict. It in fact depends on the extent the EU and its Member
States use CISE as an opportunity to revise their Maritime Surveillance set-ups to increase
effectiveness & efficiency.

Finally, the analysis shows that the most sustainable Vision for CISE is the Hybrid Vision.
Due to the flexibility it offers, it caters for Member State investment cycles and current
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governance & organizational arrangements, leveraging on capabilities of the status quo
rather than imposing a uniform implementation of CISE where one size is likely not to fit all.
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1.0 Introduction

1.1 Engagement background

Gartner has been charged with costing the most viable technical Visions for the “Common
Information Sharing Environment (CISE)” for Maritime Surveillance in the European Union
domain. The report at hand is the final deliverable of this engagement.

The two objectives for this Gartner engagement were:

B To refine and validate the Architectural Visions for CISE as elaborated in preceding
works commissioned by DG MARE

B To enable an objective, budget-based comparison of the Visions

Through reaching the first goal Gartner prepared the grounds for a successful engagement.
This meant that Gartner considered the Visions to cost as relevant and sufficiently clear to
provide a budgetary estimate.

The second goal formed the core of the assignment: to support DG MARE’s Visioning with
accurate financial estimates. The estimates would contribute to giving DG MARE a robust
view on whether the Visions were effective and efficient in reaching CISE’s goals.

Effectiveness and cost efficiency is what the European Institutions unanimously expect from
CISE:

“An integrated approach to Maritime Surveillance should improve the effectiveness of the
authorities responsible for Maritime activities by making available more tools and more
information necessary for the performance of their duties. This should result in more efficient
operations and reduced operating cost. The potential savings at EU level are significant
given the growing need to detect, identify, track and intercept amongst others illegal
migration, illegal fishing as well as to prevent accidents at sea, to safeguard the environment
and to facilitate trade. The benefits to flow from this process will positively affect national
security, Maritime security and safety, the protection of the marine environment, border
control and, in general, law enforcement. -

The results in this document are related to the Impact Assessment work DG MARE is
conducting in order to address efficiency and effectiveness considerations in detail.

1.2 About this report

Gartner herewith provides a model for costing CISE. Per definition, a model is never a 1:1
transposition of reality but a simplified viewpoint on how an ICT program can be
implemented. The assumptions underlying this simplification have been collated over time
and are backed up by a wide range of quantitative, qualitative and anecdotal evidence the
Gartner team has been able to gather.

! http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:52009DC0538:EN:NOT.
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Whilst Cost Models are a rather technical deliverable, it is important not to forget their
reason-to-be. That is to support the Impact Assessment process and specifically its
Business Case so that it can guide decision-making for leaders and participants in the CISE
program. This Business Case should provide a sound view on both the cost and benefits of
CISE, under different implementation scenarios. Based on the budgets the Cost Model
generates, decisions will be taken about implementing CISE, including nuances in the way to
implement it. The main questions the Cost Model can help answering comprise:

B What should be the total budget for CISE?
B Which option is the most cost-efficient over time?
B What is the distribution of cost between the EU and the Member States?

Cost is only one half of the equation and benefits as well as other not necessarily tangible
considerations will play an equally important role in the final judgment call for the CISE
program’s implementation.

This report illustrates how the Gartner Costing methodology has been applied to CISE which
can be considered one of the largest, ambitious initiatives of its kind. For decision makers,
the report illustrates the results of the costing and gives guidance on the interpretation of the
results. These are provided in Part | of this report. Part Il provides the details of the
methodology and illustrates the working of the model in greater granularity.

1.3 Key findings

The engagement has modelled cost for the following Architectural Visions for CISE:*

Core vision Vision A Vision B Vision C Hybrid Vision
Multiple Providers | Multiple Providers | Multiple Providers | Single National Multiple providers
of CISE Services | of CISE Services | of CISE Services | Providers of CISE | of CISE services
at National level Coordinated by Coordinated by Services (+ EU coordinated by
(+ EU initiatives) User Member States (+ | initiatives) Member States
Communities (+ EU initiatives and User
EU initiatives) Communities (+

EU initiatives).
The Hybrid Vision
is a combination
of Visions A, B
and C.

Table 1: Overview of major elements in the Cost Model

Our analysis shows that CISE can be realized over a ten year period for a cost between 83
and 142 m€ , depending on the Vision chosen. Cost include developing and maintaining the
necessary Information Exchange standards, governance and IT components to support
CISE as well as interconnect existing EU sector-specific systems and Member State
systems.

Costs do not include Member State investments in specific Maritime Surveillance solutions
based on CISE, such as assembling data sets to form a tailor-made Maritime picture or

! Status as of 18 June 2013. Source documents will become available here once the policy initiative
supported by this Impact Assessment becomes public:
http://ec.europa.eu/maritimeaffairs/policy/integrated_maritime_surveillance/index_en.htm
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support a specific analytical process. This reflects the very nature of CISE which is in
essence geared towards exchanging information across sectors and countries.

Even within the limits of a single Vision, one cannot foresee with certainty how
implementation will take place, therefore the Cost Model had to make assumptions around
the most probable ways of realizing CISE.*

Comparing all Visions in terms of cost clearly indicates that Vision C bears the lowest Total-
cost-of-Ownership (TCO), whereby this TCO equals 58% of the TCO of the most expensive
Vision. The Hybrid Vision- which combines the approaches of earlier Visions- shows a
medium TCO. Despite significant differences in cost, Gartner underpins that cost
considerations can never be the only criterion to consider when choosing a suitable
implementation Vision for CISE. Other relevant decision criteria are for example the
effectivegess, sustainability and feasibility of the implementation® as well as its expected
benefits.

TCO for five CISE visions

€160

€138 €142

€140

€120

£ 10/

€100

€80

Millions

€60
€40

€20

€0

CISE Core Option A Option B Option C Hybrid vision

Figure 1 TCO for five CISE Visions

In addition to benefits such as the improvement of Maritime Surveillance and reducing the
number of systems necessary to support the Maritime domain, CISE will lower the cost of
exchanging Maritime Surveillance information through the provision of so-called Reference
Implementations.* The latter could generate cost savings of up to 71 mé€ for the CISE
implementation.” The amount of cost savings achieved depends on the uptake of the
Reference implementations by CISE participants.

The TCO combines one-off cost (CapEx) and ongoing cost (OpEx) over the ten year period.
The Figure below shows the distribution of these for the Hybrid Vision.®

! See 4.0 onwards detailing the assumptions made.
% See also Key Observations further below, and 2.0.

% Benefits are illustrated in detail in the DG MARE Impact Assessment. Source documents will
become available here once the policy initiative supported by this Impact Assessment becomes
public: http://ec.europa.eu/maritimeaffairs/policy/integrated_maritime_surveillance/index_en.htm

* For the definition of Reference implementations please see section 4.3.2.
®> See more in section 4.8 on Benefits calculations.

® The same graph is provided for all Visions in the Additional graphs section.
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CapEx/OpEx distribution
Hybrid vision
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Millions
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Figure 2 CapEx/OpEx distribution of Hybrid Vision

It should be noted that the OpEX includes both EU-level and Member State level operating
cost for CISE. Whilst the CapEx diminishes to zero as investments get finalized, the OpEXx
reaches its maximum level in 2023 when all CISE participants are effectively using and
maintaining the CISE environment. The 2023 OpEX is therefore representative for the OpEx
to expect in the years thereafter in terms of a conservative i.e. higher-end estimate.
Reductions in the OpEx from retiring and consolidating Member States’ IT systems for
Maritime Surveillance are not included in the calculation.

Interconnection with CISE is expected to result in an overall simplification of Maritime
Surveillance systems (organizationally, process-wise and technically) in the Member States;
a simplification that could partly offset the OpEXx calculated as part of this Cost Model. Such
a cost reduction has however not been integrated in the Cost Model as of yet as the guiding
principle for our work was to rather provide a conservative than an (overly) optimistic
estimate.

Whilst the above Figure stems from the Hybrid Vision as one example, the other Visions
show similar distributions of cost over the budgeting period as the next Figure demonstrates.

© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.
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Annual cost over 10 year period
All five visions
€25
€20
Vision A, € 16
é €15 Core vision, € 16
s
brid vision, € 12
€10 0
Vision C, €9
€5
——
€0
2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Figure 3 Annual total cost over 10 year period for all five Visions

The Cost Model indicates that more coordinated (or possibly centralized) investments in
Maritime Surveillance result both in a lower CapEx as well as a lower OpEXx. This contradicts
a paradigm oftentimes seen in budgeting exercises where a lower (e.g. incremental or
minimum) initial investment induces higher Operating Expenditures at a later stage and vice
versa.

The next visual splits the TCO in Central Cost (occurring at the EU level) versus Member
State-level cost. The distribution of cost over the 10 year budgeting period shows a limited
initial investment needed at EU-level for developing the Information Exchange Model, the
Reference Implementations and key support systems to CISE and a larger cost of the
(gradual) connection of country systems to CISE.*

The initial investments at EU-level are thus followed by investments at the Member State
level when Interfaces and Nodes are implemented. The investments in the Member States
are assumed to follow a bell-curve where few will invest early, and the peak of investments
will be in year 5 and 6 of the budgeting period. This implies that the adoption of CISE at the
Member State level is modelled to follow investment cycles in the Member States and not a
centrally managed rollout plan.?

! The same graph is provided for all Visions in the Additional graphs section.

% See sections 4.5 and 4.6for assumptions concerning adoption of CISE over time.
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Hybrid Vision TCO distribution
Central cost vs. Member state cost
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MS costs

= Central costs

Figure 4 TCO Distribution of Central versus Member State Cost for Hybrid vision

In total, Central Cost at EU-level amount to between 22 and 26 m€ (see next Figure). The
differences across Visions in Central Cost arise from differences in the types of References

implementations that are provided.

The yearly Operating Expenditure for CISE is expected to be between 9 and 15 m€
approximately for all CISE patrticipants (reference year 2023), i.e. both EU and Member
States, whereby the average OpEx per Member State per annum would amount to between

240.000 and 500.000€ approximately.

© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.
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€140.0 - TCO Distribution
Central Cost vs MS cost
€1200 - All five visions
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Figure 5 TCO Distribution of Central versus Member State Cost for all five Visions

The study in general does not assess by whom cost should be borne, i.e. who the financing
body/ies should be.

The distribution of cost over the budgeting period provides the following Net Present Value
(NPV), assuming a 4% annual discount rate of future cash flows.! The NPV of the Hybrid
Vision would amount to approximately 81 m€.

! This discount rate of 4% is the rate to use in all official Impact Assessments- see Section 11.6 on
Discounting of Part Ill: Annexes to Impact Assessment Guidelines, version 15 January 2009.
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TCO in terms of NPV
All five visions
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Figure 6 TCO in terms of NPV for all five Visions

Across all calculations, the Core Vision and Vision A show similar TCO values. This is due to
the fact that Maritime Surveillance in Member States is already organized alongside User
Communities®, implying that implementation of CISE is likely to materialize in a similar way in
the Core Vision (which does not as such suggest a focus on User Communities) and Vision
A (which in turn is explicitly axed around User Communities).

1.4 Key observations

There are a number of important observations that emerge from the study, in addition to the
quantifications given above.

First of all, the realization of CISE is not a Greenfield endeavour. Member States have, are
and will continue to invest in Maritime Surveillance and already today have a wide range of
IT systems in the Maritime Domain in place — these are sector-specific as well as cross-
sectorial systems. Indicatively, the engagement depicted an average of seven Maritime
Surveillance IT systems per Member State.” At the same time, several EU-level systems are
already operational, enabling countries to collaborate across borders, albeit typically within
the limits of a single User Community. CISE is not meant to substitute for these but will
leverage on current capacities and capabilities. This justifies that the cost of CISE modelled
for this engagement focus on cost explicitly generated by CISE and exclude ongoing and
planned investments in Maritime Surveillance in the EU Member States.

As shown in the previous section, the cost comparison indicates that greater centralization
generates a smaller Total Cost of Ownership (TCO). Thereby, Vision C bears the lowest cost

! This is a finding stemming from the Member State survey- see also section 4.9 and the Appendix.

> Thisis a finding from the Member State survey used- see also section 4.9.
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followed by Vision B and so forth. This is the effect of more streamlined investments and
shared operations at the MS level - both at IT and organizational levels.

However- from an implementation perspective- a high degree of centralization is expected to
encounter major barriers. Barriers would arise in different respects, for example: lack of fit
with countries’ individual investment plans and governance structures; political resistance;
and a considerable risk of seeing the transformation fail as one intervenes too strongly in the
status quo.

To leverage on the current Maritime Surveillance landscape, Visions which are more flexible
and can cater for diversity therefore seem more suitable for implementing CISE:

B The fit of CISE with Member State investment cycles is both a requirement as well as
a design principle for the Cost Model. Member States will continue requiring (some)
latitude to decide when to invest into CISE. Their investment cycles will follow a
different pace, driven by the timings at which their IT systems need to be upgraded or
renewed. The Cost Model reflects this latitude by distributing Member State
investments over time."

B The fit with divergences in Member State Governance follows a similar rationale.
making Visions which leave room to Member States to maintain and/or build on their
existing administrative structures more relevant than Visions which impose a “one-
solution-fits-all” i.e. uniform implementation.

These considerations counter the cost advantage of Visions B and C and increase the
attractiveness of the Hybrid Vision significantly.

The Gartner engagement also shows that Reference Implementations for Nodes &
Gateways will make an essential contribution to the efficiency and effectiveness of CISE.
They are estimated to halve capital and Operating Expenditure for key Building Blocks of the
program for CISE participants. Savings can account for up to 71 m€ with a more than
eleven-fold return-on-investment if the Reference Implementations are fully adopted.?

Finally, the interconnection of existing EU-level systems appears to be what one would call a
“low-hanging fruit” for Maritime Surveillance in the EU. The cost to interconnect these
systems is relatively low compared to the total CISE budget as it can be realistically
assumed that EU-level systems will require implementing an Interface only to connect with
CISE. Interconnecting these systems will immediately allow key data sets to be exchanged
both across sectors as well as across borders. However, it needs to be noted that EU
systems only cover a fraction of the data that could be of interest to share. So even if the EU
systems were interconnected, this would still mean that additional information would need to
be exchanged outside these interconnections.

The next section outlines how (key) findings and observations from the engagement’s Cost
Model in particular, and Cost Models in general, can serve as a decision-making tool to
policy makers in Europe.

1.5 Cost analysis as a Decision-Making tool

The lack of accurate cost information is a major challenge when it comes to pan-European
information and communications technologies (ICT) projects: firstly, these projects are
significant in size and imply high investments and potentially also risk; secondly decision

! See sections 4.6 and 4.7 for assumptions concerning adoption of CISE over time.

% See section 4.8 for the detailed savings calculation.
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making is spread across various government tiers and public bodies which requires that
multiple actors contribute to and agree on the costing; thirdly there is oftentimes little
experience (and hence historical data) with costing any such programs.

This lack of accurate information on cost for information and communications technologies
hampers effective decision making on ICT programs & projects.

The paradigm of “spending wisely” has made EU decision makers well-aware of this
challenge and many EU institutions have by now started or are planning to start costing
exercises, either as a separate piece of work or embedded in another project e.g. a formal
Impact Assessment. The EU’s driver is to improve allocation of public resources and
increase the success rate of large-scale ICT projects, amongst others to withstand political &
public scrutiny in a context of recurrent economic turmaoil.

Obtaining relevant cost data requires: identifying the main cost drivers of the ICT project;
determining the components/elements to cost; and using an appropriate methodology to
ascertain the total cost of the initiative on the long run.

By going through these steps, the Gartner Cost Model is able to provide the total cost of
ownership of EU IT systems, providing for more accurate estimates of resource
requirements and returns on investment right at the outset of the program. This is typically
the time when “one knows the least about the project”, but the most important investment &
strategic choices are to be made.

In project management, this is referred to as the Cone of Uncertainty. The Cone of
Uncertainty describes the evolution of the amount of uncertainty during a project. At the
beginning of a project, comparatively little is known about the product or work results, and so
estimates are subject to large uncertainty. As more research and development is done, more
information surfaces about the project, and the uncertainty then tends to decrease. This
usually happens by the end of the project i.e. by transferring the responsibilities to the
internal IT department or an external provider. But even then, uncertainties remain and costs
must be re-assessed and above all controlled as a project progresses (which in the worst
case can lead to projects with an unfavourable cost-balance to be stopped during
execution). Gartner’s Cost Model is aimed at reducing the uncertainty to the greatest
possible extent, and as upfront as possible.

Following the Gartner methodology, cost is estimated:
B bottom-up (i.e. element by element, adding up to the total);

B using a “black-box” approach.

The latter means that Gartner has no (and does not ask for any) access to existing cost data
on the initiative. This ensures an objective, external health-check on numbers (or myths
around them).

Gartner is in the unique position to apply this methodology because it owns the world’s
largest ICT Benchmark data base in which more than 5.000 IT Benchmarks are entered
every year. For thousands of data points, comparative numbers are available at the very
granular level of an ICT initiative (e.g. a Function Point®); for many others, the data base
stores comparable peer cases at a higher level of aggregation. These case-based numbers

! Function points measure the size of an application system based on the functional view of the
system. The size is determined by counting the number of inputs, outputs, queries, internal files and
external files in the system and adjusting that total for the functional complexity of the system.
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provide for continuous sanity checks of values. Every number needs to withstand the
continuous, rigorous scrutiny of Gartner research analysts.
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2.0 Comparison across Visions

2.1 About the Visions

The engagement has modelled cost for the Architectural Visions for CISE as of 18 June
2013: Core vision, Vision A, Vision B, Vision C and the Hybrid Vision which is a combination
of Vision A, B and C.

Details on the Visions can be found in the DG MARE source documents®. For the sake of
completeness, we recall that the Visions in essence differ in terms of the scale & scope of
the collaboration they require: the Core Vision focusing on technical and semantic
interoperability, the other Visions increasing the extent of collaboration, expanding to
organizational interoperability agreements and possibly also legal interoperability.

2.2 Criteria for comparing Visions

In order to compare the various CISE Visions, two parameters were considered:

B Efficiency, i.e. a measure of how economically resources (cost, time) are converted
to results.

B Sustainability, i.e. the probability of continued long-term benefits after major initial
investments have been completed (resilience to risk on the net benefit flows over
time).

In the light of these criteria, Gartner would only evaluate the technical set up and
performance of the Visions. Policy set up and impacts were out of scope.

Efficiency first and foremost refers to the financial viability of the CISE project in terms of
Total-Cost-of-Ownership through demonstrating overall investment size and investment
longevity (i.e. the length of time required to execute the activities required

for the investment). The characteristics of cost are important to consider in this respect: cost
can for example be constant over the entire project duration; one-off, staggered;
in/decreasing; possibly optional in case there are different implementation scenarios. TCO
can be split into capital investment (CapEx), Operating Expenditure (OpEX) as well as its
distribution over time.

In the efficiency assessment, only the cost directly attributable to CISE are taken into
account. These are cost that would not be incurred by the EU and/or Member States without
the Common Information Sharing Environment being in place. Current and ongoing
investments of Member States into Maritime Surveillance to maintain and evolve operations
as of today are not such directly attributable cost as they remain under Member State’s
budgetary competence, with full decision latitude on the Member State side as to how much
to invest, when and for what purpose.

! Source documents will become available here once the policy initiative supported by this Impact
Assessment becomes public:
http://ec.europa.eu/maritimeaffairs/policy/integrated_maritime_surveillance/index_en.htm
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Sustainability- for the purpose of this study- refers to the sustainability of the environment
underlying CISE. This is expressed in the future environment’s ability to present an evolving
life-cycle in the face of: changing requirements, changing technologies, the environment’'s
capability to overcome technological barriers, the manageability of resource allocation to
operate & evolve IT systems, the environment’s capability to ensure maximum activity and
attract new participants and IT systems’ portability in terms of ease of implementing and
adapting CISE concepts and approaches to other (pan-European) environments.

2.3 Factsheets per Vision

What follows is an assessment per Vision, looking into the key parameters of this
engagement- Total-Cost-of-Ownership, CapEx versus OpEX, Sustainability considerations
key qualitative observations- to help CISE decisions makers compare the Visions more
consistently.

To start with, we capture the different elements each CISE Vision is composed of. These are
on the one hand Central Components i.e. elements which overarch the various CISE Visions
and are considered EU level cost for the purposes of the Cost Model; as well as Building
Blocks such as Interfaces and Nodes which will be implemented by the wider range of CISE
participants, with variations in number and complexity depending on how CISE is
implemented.

These elements are summarized in the Figure below. A detailed description of each element
can be found in section 4.3. Section 4.4 explains how the related volumes have been
estimated. Put in simplistic terms, the Total Cost of a Vision is obtained by multiplying the
CISE elements’ cost with the volumes per element.

Central components Building blocks

—
CISE How CISE is COSF of -
connectin -
) ; . How EU
INopauel Howinformation v systems \V Howinformation is
Exchange Tisexchanged Sy
g interconnect aggregated and
\__Model combined in CISE
-
Reference Reference Implementation
Implementation of National node &
_ of Gateway Gateway

[ Interface ]

v How current
Member State IT

What Reference implementations are
provided from the EU to Member countries
to support interconnection with CISE

systems
Common Register of Common interconnect with
Monitoring services & Collaborative CISE
Services authorities platform

¥ How uptake of

\Z
CISE is monitored How CISE patrticipants find

each other and collaborate

Figure 7 — Summary Overview of elements composing CISE

The Cost Model assumes that investments are distributed over time which is one of the
reasons for variation in CapEx & OpEx over the years. This is further explained in Section
4.6.
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For clarity’s sake we highlight that the Reference implementation of the Node includes the
implementation of the messaging protocol as well as aggregation and correlation rules for
data. The Gateway in turn only implements the messaging protocol. In the Core Vision we
will for example see that only a Reference Implementation of the Gateway would be put into
place.
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2.3.1 Core Vision

The Vision in brief

Multiple Providers of CISE Services at National level (+ EU initiatives)

TCO of Core Vision compared to others

A
€140,000,0003 % Option A - € 142

€130,000,0004 CISE Core - €138

€120,000,0004

|

€ 110,000,000

Hybrid vision - € 107

€100,000,0004

€ 80,000,000

Option C - €83

€90,000,000:‘! Option B - €92

Key elements

Central Component Volume
CISE Governance 1

IEM 1
Register of services & 1
authorities

Common Collaborative 1
Platform

Common Monitoring 1
Services

Reference Implementation | O

of National Node

Reference Implementation | 1

of Gateway

Cost of connecting EU- 1

level systems

Building Block Volume
Node 0
Interface 141.2
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CapEx & OpEx distribution of MS & Central Cost

Central costs

MS costs

43%

57%

CAPEX OPEX

Assessment overview:

The main cost driver of this Vision is the
lack of centralization meaning that
neither investments nor operating cost
and procedures are streamlined.

All Central Components except the
Reference implementation of the
National Node, are put into place in this
Vision. The degree of absorption of
these EU-level investments is difficult to
predict as usage of the Central
Components by Member States is
entirely voluntary.

In terms of sustainability, this Vision will
not lead to an improved Maritime
awareness picture. The accuracy and
usefulness of the awareness picture risk
being jeopardized by: heterogeneity in
source data quality; the lack of
coordination of information content &
flows in the exchange; and the lack of
common rules for aggregation &
analysis.

The Vision leaves full flexibility to
Member States as regards their
investments into the Maritime
Surveillance domain and the governance
structures ruling it.

Gartner
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2.3.2 Vision A

The Vision in brief

Multiple providers of CISE services coordinated by User Communities (+ EU initiatives)

TCO of Vision A compared to others

A

€140,000,0003 Option A - € 142

€130,000,0004 CISE Core - € 138

€ 120,000,000

I

€ 110,000,000+

Hybrid vision - € 107

A

€ 100,000,000

€90,000,000F Option B - €92

€80,000,0009

Key elements

Option C -€83

i

CapEx & OpEx distribution of MS & Central Cost

Central costs

MS costs

44%

56%

CAPEX OPEX

Assessment overview:
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Central Component Volume u
CISE Governance 1
IEM 1 -
Register of services & authorities 1
Common Collaborative Platform 1
Common Monitoring Services 1
Refgrence Implementation of 1 -
National Node
Reference Implementation of 0
Gateway
Cost of connecting EU-level 1
systems -
Building Block Volume
Node 0
Interface 141.2
|

The main difference to the Core Vision is
that a Reference Implementation is
provided also for the Node.

Like for the Core Vision, the main cost
driver of this Vision is the lack of
centralization meaning that neither
investments nor operating cost and
procedures are streamlined.

By their nature, these significant excess
cost occur at the level of Member States.
CISE is thereby not used as an
opportunity to increase cost efficiency
through harmonization and collaboration.

In terms of sustainability, this Vision
bears significant risk induced by a
possibly poor Maritime awareness
picture. This is due to: heterogeneity in
source data quality; the lack of
coordination of information content &
flows in the exchange; and the lack of
common rules for aggregation &
analysis.

The Vision leaves full flexibility to
Member States as regards their
investments into the Maritime
Surveillance domain and the governance
structures ruling it.

Gartner
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2.3.3 Vision B

The Vision in brief

Multiple providers of CISE services coordinated by Member States (+ EU initiatives)

TCO of Vision B compared to others CapEx & OpEx distribution of MS & Central Cost

A
€140,000,000F Option A - € 142

44% 56%

€130,000,0004- CISE Core - € 138

Central costs

VA

€ 120,000,000+

€ 110,000,000

Hybrid vision - € 107

L

MS costs
€100,000,000-
eso,ooo,oooZ-% Option C - €83 CAPEX OPEX
Key elements Assessment overview:
Central Component Volume M This Vision’s cost efﬁciency results from
a high degree of harmonization of

CISE Governance 1 Maritime Surveillance in the Member
IEM 1 States. Efficiency gains are both driven
Register of services & authorities | 1 by lower CapEx as well as OpEx.
Common Collaborative Platform 1 B In addition, Member States (can) benefit
c Monitoring Servi 1 from the Reference Implementation of

ommon Vionrioring Services the National Node & Gateway, which
Reference Implementation of 1 potentially halves their investment and
National Node Operating Expenditures for information
Reference Implementation of 0 exchange in Maritime Surveillance.
Gateway B Compared to the Core Vision and Vision
Cost of connecting EU-level 1 A, itis expected that Vision B increases
systems the extent of cross-sectorial collaboration
Building Block Volume within Member States.
Node 6 B Compared to Vision C, Vision B leaves

room to Member States as to how to

Interface 63.2 implement the interconnection with CISE

in respect of their current governance
structures and ongoing & planned
financial investment cycles. Member
States are not obliged to build a National
Node.
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2.3.4 Vision C

The Vision in brief

Single national providers of CISE services (+ EU initiatives)

TCO of Vision C compared to others CapEx & OpEx distribution of MS & Central Cost

A
€140,000,000F

Option A - € 142

44% 56%

€130,000,0004= CISE Core - € 138

Central costs

'jj\

€ 120,000,000+

£ 110,000,000

Hybrid vision - € 107 MS costs

€ 100,000,000+

/L'/L

€90,000,000F Option B -€ 92

i CAPEX OPEX
€ 80,000,000 S S

Key elements Assessment overview:
Central Component Volume B CapEx and OpEx are low as it is
CISEG 1 expected that both investments as well
overnance as operations are shared in Member

IEM 1 States and redundancies get eliminated.
Register of services & authorities | 1 B The main driver for cost-efficiency lies
Common Collaborative Platform 1 precisely in this high degree of

- ; centralization, going beyond
Common Monitoring Services 1 harmonization.
Reference Implementation of 1 .

: B The Reference Implementation of the
National Node
- Node encapsulates standard
Reference Implementation of 0 functionalities such as common rules for
Gateway aggregation & analysis, thereby
Cost of connecting EU-level 1 increasing the quality of the Maritime
systems Surveillance picture.
Building Block Volume B This Vision imposes every EU Member
State to implement a National Node. This
Node 26 S T
obligation may or may not fit with current

Interface 2 Maritime Surveillance priorities and

resources in the countries.

B Investments may need to be made at a
moment in time and at a scale that do
not correspond to actual requirements
for IT to be upgraded or replaced in the
EU Member countries.
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2.3.5 Hybrid Vision

The Vision in brief

Multiple providers of CISE services coordinated by Member States and User Communities (+ EU
initiatives)

TCO of Hybrid Vision compared to others CapEx & OpEx distribution of MS & Central Cost

A
€140,000,000F Option A - € 142

44% 56%
€130,000,0004= CISE Core - € 138

Central costs

€ 120,000,000+

€110,000,000+
+ Hybrid vision - € 107

€100,000,0004

MS costs

ego,ooo,ooc):% OptionB - €92
€ su,uou,oou:-% Option C - €83 CAPEX OPEX
Key elements Assessment overview:
Central Component Volume B This Vision attempts to combine the

“best” of the other Visions whist
maintaining implementation flexibility.
The cost increase this flexibility induces
compared to the most cost-efficient
Visions amounts to +13% in comparison
with Vision B and +21% in comparison
with Vision C respectively.

CISE Governance
IEM
Register of services & authorities

Common Collaborative Platform

Common Monitoring Services

RPlRr|Rr|R|R|P

Reference Implementation of B Therefore, the estimated TCO reflects
National Node well the compromise between
centralization, decentralization,

Reference Implementation of 0 ~ot i i

Gateway harmonization and incentivization.

Cost of connecting EU-level 1 B Member States maintain significant

systems decision latitude as regards the number

Building Block Volume of service providers to CISE and can
choose whom to designate as

Node 6 coordinator of the country’s CISE

Interface 81.8 services towards the EU/other Member

States.

B Member States can implement the
interconnection with CISE respecting
both their current governance settings as
well as their financial investment cycles.
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PART 2- Methodology and Cost Model in detail
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3.0 Costing methodology

3.1 Thereason-to-be of Cost Models

Cost Models emerge from the need to predict future cost based on limited information. They
typically use a moderate level of abstraction and are used to cost initiatives where there is
little or no (reliable) historical data available.

This is also what distinguishes Cost Models from economic models and accounting
techniques. The former usually rely on a great level of abstraction, reflecting universal
economic principles (e.g. optimality of choices). The latter register and report cost of an
existing operation which can only be built on for predicts if cost are considered replicable.

The main advantages of Cost Models are:
B Ease to interpret due to limited abstraction

B Suitability for business decisions (e.g. comparing alternative designs, predicting
investments for new IT systems, ...)

B Possibility to customize flexibly to specific scenarios
B Possibility to incorporate engineering knowledge and assumptions, whilst

B Assumptions remain limited in number and are made explicit

3.2 Basic typology of Cost Models

Today, there is a panoply of Cost Models for ICT initiatives available. The bad news on this
are that it is easy to get lost in the information overload and that there is no single best-
method to pick & choose from. The good news are that costing remains acknowledged as
the only way forward for informed decision-making and that several methods (and in
particular combinations of them) have proven their accuracy in the past.

From the methodological standpoint, there are two top level categories to costing:

B Expert estimation: the estimate is produced based on a judgmental (but
methodologically guided) processes of one or more expert(s)

B Formal estimation: the estimate is based on a computation process e.g. the use of a
formula

When it comes to formal estimation, there again, a distinction can be made based on the
following categories:

O Generative Costing: the estimate decomposes total cost into estimates for
individual processes, activities, and resources which are estimated on current
data inputs. This reflects a bottom-up approach. This method is used when fine
detail is available.

U Parametric Estimating: the estimate uses historical data to identify statistical
relationships between cost and design parameters. This method is most often
used when fine detail is not available.
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O Analogy: here, estimates are established comparing similar and like for like
projects. This method is also used when detailed data are not available or
unfeasible to gather.

Gartner experience shows that all approaches and models can yield useful results and that
hence there is no “best approach”. The relative accuracy of each model rather depends on
the context, the data available, knowledge about cost-drivers and the feasibility of investing
in a cost-model.

B Formal estimation models only produce accurate results when they are tailor-made to
an ICT project’s particularities. Availability of historical data significantly improves
formal estimations’ accuracy.

B Expert estimation can be as accurate as model-based estimations. This is the case
when key information is missing or estimates are vulnerable to changing conditions in
an unstable, little predictable context. Pre-condition for the success of any expert
estimation is the experts’ independency and professional dedication to objectiveness.

As a general rule, a combination of Cost Models will increase the estimation’s accuracy.
Whilst one methodology can be used to drive the estimate, others should complement it to
health check findings.

In addition, other factors such as the ease of understanding and communicating the results
of an approach or the ease of use and cost of implementing an approach should be
considered in a selection process.

3.3 Costing principles @ Gartner

Gartner is oftentimes asked to cost IT environments across all types of organizations: public
& private, local or multinational. These costings are always aimed at seeking to unravel key
aspects of a fairly complex puzzle:

B What are the main cost drivers of ICT activities?
B What does an IT system cost?

B What does an ICT project cost?
[ |

How can an organization estimate the cost of a given ICT configuration compared to
another?

B How can an organization estimate the cost of a given ICT configuration compared to
peers?

As a first step, Gartner’s costing approach reduces this complexity by thinking in elements
and components rather than the full picture. These fine elements are then costed using one
of the following three data sources:

B |T Key Metrics Data Base (ITKMD). Most aspects of the budget are matched against
Gartner’s key metrics based on average cost (e.g. running a server or a service-desk
with 10.000 annual calls). This method is the stronghold of most of Gartner’s
estimates.

B Peer case Benchmark data base. Where the activity or service in its totality can be
benchmarked against reference cases in the Gartner benchmark database, this
method is used to compare the budget of a given IT system to the Gartner database
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average, under the condition that complexity drivers e.g. complexity of IT
environment, number of transactions,...are similar. These are typically useful for
infrastructure and infrastructure services comparisons.

B Case-based. The IT initiative may be comparable to other actual IT initiatives and
looking at these (publicly available) budgets can provide an indication of the realism
of the budget. This technique is only deployed for projects or investments where no
relevant Gartner data can be identified. An example from the project at hand is the
comparison of (parts of) CISE cost with budgets of the Cooperation project', a
national Maritime Surveillance implementation or pilot projects like MARSUNO? or
BlueMassMed.®

Gartner ITKMD

The Gartner IT Key Metrics Data reports contain important database averages from a subset of
metrics and prescriptive engagements available through Gartner Benchmark Analytics.

The 2013 edition is published across 93 documents and is representative of 7,649 data points
captured from more than 80 countries, across 21 vertical industries.

These key metrics reports are broadly defined by five key areas of the IT portfolio:
Key Industry Measures across 21 vertical industries;

Key Infrastructure Measures;

Key Applications Measures;

Key Information Security Measures;

Key Outsourcing Measures.

Gartner Benchmark analytics is consumed by 15,000+ Gartner research clients every year.

Box 2 - About Gartner ITKMD

Through the triangulation of various data sources, Gartner automatically deploys a mix of
estimating technigues, combining their benefits where they can best be reaped. This
includes expert judgement & formal estimation techniques.

B |IT Key Metrics- through fine detail- provide for the generative elements. They are
clearly the basis of the estimate in the Gartner approach.

B The Gartner benchmark data base and Case based numbers complement with
parametric elements and analogy by completing the picture and/or providing a (top-
down) health-check on numbers.

Total-Cost-of-Ownership

All Gartner estimates are provided in terms of Total-Cost-of-Ownership. This means that all
types of cost (IT as well as non- IT: electricity, floor space, personnel etc.) are reflected
rather than providing a mere IT-centric budget. Cost are calculated for either the entire life-
cycle or budgeting period of the project (e.g. 10 years in the case of the Cost Model at
hand). By taking such a holistic view, the TCO calculation considerably reduces the risk of
having to bear additional cost to the owner of an ICT project once budgets have been
finalized and allocated to the initiative.

! http://www.coopp.eu/
2 http://www.marsuno.eu/

3 http://www.bluemassmed.net/
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As the concept’s creator, Gartner has a wide range of experience with applying the Total-
Cost-of-Ownership model to IT investments of all kinds.

3.4 Additions on how to successfully deploy Cost Models

For Gartner, a Cost Model is not just a document. It is the result of an inclusive, collaborative
process for defining objectives, identifying resources, and creating a roadmap for
transformation.

The collaborative process contributes to understanding and developing a social capital
around the ICT initiative and the creation of a healthy, receptive environment for presenting
the Business Case. Social capital and a receptive environment are as important as the
investment justification because, without them, the technology and/or business
transformation will fail and adoption of the initiative will be hampered.

Indeed, lack of adhesion and underutilized potential are the most common reasons for
stalled ICT initiatives, much rather than budgetary or for example technical constraints; this
regardless of the government tier conducting the program, may it be EU, national or local.
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4.0 Appliance of costing method to CISE

The Gartner Benchmark approach consists of a number of steps that, combined, give insight
into the cost of CISE.

In essence, the costing went through four phases:
B A preparatory phase to understand the nature and main cost drivers of CISE

B A desk research phase where Gartner determined the components/elements to cost
including relevant (Gartner) data sources

B The design and finalization of the Cost Model applying a suitable level of abstraction
B The population of the model to ascertain the total cost of the initiative on the long run

This is shown in the Figure below.

@B B @ @
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CISE items, example: a node. the form of assumptions m Establish MS- specific
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= Map elements against forvariables such as
archlte_ctu (al visions to certainty, complexity and
determine in which maturity of source
vision they apply systems
m Determine the volume of m Proceedto the third and
elements per final iteration of
architectural vision calculation

Figure 8 - Cost Model approach

DG MARE has provided continuous feedback on the costing during the execution of the
assignment. Specific feedback points have been built into the approach for supporting the
matching of architectural elements with Visions and underlying hypotheses, signing off the
methodology and reviewed the interim and final cost estimates.

4.1 Tooling behind Cost Model

The Cost Model is built in Excel, supported by in-house statistical tools such as SAS and
ETL (electronic transformation and loading). The Box below provides snapshots of the Cost
Model to illustrate the look & feel of the CISE data tooling.
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Box 1 — lllustrations of Cost Model Tooling

The subsequent sections explain the Cost Model further, from a methodological standpoint.
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4.2 Delimitations of Cost Model

As the Member State survey conducted as part of this engagement shows (see also section
4.9 and the Appendix), Member States today run an average of 7 IT systems for Maritime
Surveillance. A bit more than half of them interconnect more than 1 user community; on
average they connect nearly 3 user communities.

This underpins the assumption mentioned earlier that CISE is not a Greenfield but will be put
in place on top of the existing Maritime Surveillance landscape including current
investments. The consequence is a clear delimitation the Cost Model makes.

= Ongoing & planned investments in specific solutions for Maritime Surveillance in the
Member States are not accounted for in the Cost Model as they are not directly
attributable to CISE.

= Are accounted for in the Cost Model: the cost generated by the CISE program to
realize cross-border, cross-sectoral Information Exchange.

All cost elements of CISE are listed below®. As a general rule, CISE cost are cost of Central
Components i.e. systems, processes and organizations that are set up for all CISE
participants to share and jointly benefit from; as well as the interconnection of existing
Member State and EU- level systems.

EU- level Building Blocks MS- level Building Blocks

m Develop Information Exchange m Establish Nodes
Model m Establish Gateways

m Establish Register of services &
authorities

m Establish Common Collaborative
platform

m Establish Common Monitoring
services

m Establish Reference impl. of
National Node and Gateway

m Establish Reference impl. of
Gateway

m Connecting EU solutions for
cross-sectorial Information
Exchange

CapEx

! Some elements only apply to certain Visions. Please refer to the Vision summary sheets to
determine which elements are included in a Vision.
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m CISE governance m Operate and maintain Nodes
® Maintain Information Exchange m Operate and maintain Gateways
Model

m Operate and maintain Register of
services & authorities

m Operate and maintain Common
Collaborative platform

m Operate and maintain Common
Monitoring services

m Operate and maintain Reference
implementation of National Node
and Gateway

m Operate and maintain Reference
implementation of Gateway

m Operate and maintain
interconnections of EU systems

OpEXx

Table 2: Overview of Cost elements in the Cost Model

These Cost elements are then used as input for the TCO model, adding the following
factors:

B Volumes: Each Vision has an estimated number of Nodes and Interfaces that will be
implemented in the Member States. These volumes are detailed in section 4.4.

B Implementation timeline: The implementation of CISE is modelled over a 10 year
period with an assumed rate of adoption of both Central Components and Member
State Building Blocks over time. The adoption rates are detailed in section 4.6

4.3 Details of Cost elements and Base Unit Costs

The Cost elements are modelled using a number of Base Unit Costs as well as assumptions
that are detailed in this section. The figure below illustrates the Central Components and
Building Blocks and the Base Unit Costs used for the Cost Model.

f Central components Building blocks \
( CISE )( Common Reference
governance Collaborative || Implementation
\ J _ platform of Gateway Node Interface

L ) Services level systems

services & of National node &

k‘ authorities JU Gateway

1

1

1

1

1

1

1

)( common Cost of !
IEM Monitoring connecting EU- | |
1

1

1

1

1

1

1

( ) \(
Register of Reference Implementation ]

/

]
Management Trav_el and Professlonal Personnel Function Storage Network Server Service
subsistence services cost point desk

Base unit cost

Figure 9 - Overview of elements constituting the Cost Model
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4.3.1 Base Unit Cost
The following Base Unit Cost are used for costing CISE:

B Service desk: The service desk is set up for Nodes and for CISE centrally to handle
inquiries. Gartner uses a standard cost per handled contact, which is derived from
our benchmark of IT service desks. This costs includes FTEs, systems and other
directly related cost associated with handling an inquiry.

B Server annual cost: Gartner uses an annual cost for managing a server including
hardware depreciation, software and maintenance. The annual cost are dependent
on availability requirements and are used to estimate OpEx for IT systems.

B Storage annual cost: Gartner uses an annual cost per Terabyte of storage, which is
used to estimate OpEXx for IT-systems.

B Cost per Function point (FP): FPs measure the complexity of IT-systems in a way
that is agnostic to the actual technologies used to implement it. Gartner uses FPs to
cost development and maintenance of applications, such as the collaboration
platform or the Node. It is done by assessing the complexity of the application (in
terms of complexity of data model, number of Interfaces of different kinds and
number of user Interface screens) and multiplying by unit cost of developing and
maintaining one Function Point. Function point development & maintenance are
either costed as i) fast/routine; ii) standard or iii) complex, assuming different
productivity ratios (highest for fast and so forth).

B Personnel cost: As personnel is assumed as EC-internal, personnel has not been
costed in monetary terms. This to be in line with EU budgeting guidelines.

B Management: Management costs are modelled as a percentage of the number of
staff.

B Travel and subsistence: these are costed per two-day trip using average costs from
EU

B Professional services: these are costed based on an annual cost of an external FTE
and estimated as FTE equivalents.

4.3.2 Central Components®

The Central Components of the Cost Model are investments and ongoing costs at EU- level
required for CISE to be realized.

These components are costed excluding required European Commission staff/FTEs in order
to adhere to EC budgeting rules. The estimated required FTEs are 3 to 4 in number. These
would be two to three FTEs to support CISE governance and one to coordinate the
maintenance of the Information Exchange Model

All elements of the EU- level investments and ongoing cost are described below. The
amounts estimated for each component are available in Section 4.4 below.

CISE Governance:

Definition:

! Source documents will become available here once the policy initiative supported by this Impact
Assessment becomes public:
http://ec.europa.eu/maritimeaffairs/policy/integrated_maritime_surveillance/index_en.htm
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B 294.046 € is estimated annually for the ongoing governance of CISE. The necessary
activities include governing the overall program through systematic strategic and
tactical steering and establishment and maintenance of all central agreements such
as Service Level Agreements between public authorities. It also includes
dissemination activities.

Base unit items:

B Costed: Annual travel and subsistence cost of 30.142 € are estimated to support the
travel of project officers and Member State representatives for advisory boards. Also,
100.000 € annually is estimated for dissemination and marketing activities.

B Counted in FTE but not costed: Managerial coordination of network of national
contact points and advisory boards (Advisory and Policy Board, Administrative
Advisory Group, Legal Advisory Group, Financial Advisory Group) by EC officials.

Annotations:

B The estimate considers two to three project officers and includes travel and
subsistence cost for all personnel.

Information Exchange Model:
Definition:

B The Information Exchange Model is the core of CISE and establishes a syntactic and
semantic model for the exchange of Maritime Surveillance information and enables
CISE to follow a decentralized approach whereby public authorities are able to work
in an interoperable manner, based on common semantic standards.

B The Information Exchange Model is used for building and maintaining data formats
and semantic interoperability agreements describing how information is structured
and what controlled vocabularies and taxonomies are used to describe it. It includes
a commonly agreed coded value for confidence intervals and for optional priority
levels, meta data information on relevant characteristics of the information as well as
an information classification scheme.

B The Information Exchange Model also includes agreeing on security standards e.g. in
terms of integrity, non-repudiation and network security.

Base unit items:
H NA
Annotations:

B A project budget of 4,6 €m has been calculated based on the experience from the
Cooperation Project.

B A 50 % efficiency gain is assumed for agreeing on data sets not covered by the
Cooperation Project (71 of 92 identified data sets are not modelled by the
Cooperation Project). This to reflect the learning curve expected to result from the
Cooperation Project.

B An FTE is estimated to centrally coordinate the maintenance of the Information
Exchange Model.

! http://www.coopp.eu/
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Register of services & authorities:
Definition:
m s a contact directory containing the list of services and contact details of CISE
participants.
Base unit items:

B Costed: The development and ongoing operation and maintenance of the system is
costed over the 10 years. The estimate is based on an assessment of the complexity
of the system and the expected usage and is constructed from: Function points for
development and maintenance, Server, Storage, Personnel for managing the
registry.

Annotations:

B Function points cover: Service (internal logical file), contact (internal logical file),
graphical user Interface for operator, Interfaces for automatic updates,
add/edit/delete/print item and query/find information.

Common Collaborative Platform:
Definition:

B |s a central application containing a set of tools allowing virtual collaboration between
public authorities. These tools include secure audio, video, instant messaging and
white boarding.

Base unit items:

B Costed: The development and ongoing operation and maintenance of the system is
costed over the 10 years. The elements used are: Function points for development
and maintenance, Server, Storage, Personnel (platform manager, content specialist,
admission manager, data base administrator).

Annotations:

B Function points cover: Across all Visions, the assumption is to have one
Collaborative Platform only.

Common Monitoring Services:
Definition:

B |[s a set of tools that will help monitor the performance and availability of IT systems
and aggregates and analyzes statistics of the exchange of information including
usage statistics delivered by CISE participants.

Base unit items:

B The development and ongoing operation and maintenance of the system is costed
over the 10 years. The elements used are: Function points for development and
maintenance, Server, Storage. Personnel (manager, report designer, report
producer).

Annotations:

B Function points cover: tables, monitoring design, input gathering (data collection and
collation), running trace file, query and find information, reports.
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Reference Implementation of National Node and Gateway:
Definition:

B Supports all key functionalities of the actual implementation and is distributed to
CISE participants for re-use. The Reference Implementation comprises the
facilitation of testing the interconnect-ability with CISE (CISE compliance) as well as
a software component to be deployed by the Member States.

Base unit items:

B Costed: Reference Implementation of the following functionality: Gateway
functionality for existing systems to expose data to CISE, functionality to build
aggregate services, including templates, service discovery functionality, security and
access management. The reference implementation will include an operational copy
that can be used to test MS compliance with the CISE Information Exchange
Standard and the Gateway. Software to be installed, adapted and used by Member
States.

Annotations:

B |tis assumed that the Reference Implementation can also be used by EU- level
systems to connect to CISE.

B For the TCO estimate, it is assumed that 50% of MS will be using the reference
implementation and that the rest will implement CISE compliant solutions on their
own.

Cost of connecting EU level systems for cross-sectorial Information Exchange:
Definition:

B Estimates the cost of interconnecting the following nine systems with CISE: Eurosur,
Marsur, D.E.H., SEIS, EmodNet, SIENA, E-Customs, SafeSeaNet (IMDatE), Single
Window.

Base unit items:

B Costed: The connection of existing EU- level systems to CISE through the
implementation and deployment of an Interface.

Annotations:

B This is the cost of connecting the 9 existing EU- level systems to CISE. Itis
assumed that the EU- level systems will be using the Reference Implementation of
the Gateway.

W [t is possible that the implementation of CISE Interfaces could enable a simplification
of the existing architecture and that thus the overall impact on OpEx would be
neutral.

4.3.3 Building Blocks?

Building Blocks are composed of elementary items and form the basis of the CISE
architecture. The Interface and the Node are the two Building Blocks that are the core

! Source documents will become available here once the policy initiative supported by this Impact
Assessment becomes public:
http://ec.europa.eu/maritimeaffairs/policy/integrated_maritime_surveillance/index_en.htm
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Member State elements in the CISE architecture. The functioning of the Interface is
illustrated below:

Interface

/

Ensures the translation between
legacy data formats and CISE
compliant data

SEEEm—

f N
Legacy data Translator 3>  CISE Data
) S
Gateway
—
R
Legacy Data Translator > CISE Data
S —

—

Exposes CISE data though
a standard transport protocol

—

\

)

Figure 10 — lllustration of Interface

Interface

Description:

The Interface has as function to make a data set available to CISE. It has two sub-
components:

U The Gateway which technically enables the interconnection of data through a
shared boundary or physical connection between the source system and CISE.

O The translator guaranteeing conformity of data with the CISE Information
Exchange Model. Data exists in a number of different legacy formats that need
mapping to the CISE Information Exchange Model. The translator translates
between the legacy and the CISE IEM.

The Gateway is assumed as a standard component for all CISE participants. The
translator is non-standard as it is dependent on the age and architecture of the
legacy systems as well as the internal data model in use.

Base unit items:

Function points for development and maintenance, Server, Storage, Personnel
(account manager).

Function points cover: Tables, bi-directional logical/physical Interface, security, and
activities. Activities for monolithic: data scraping & retrieval, storage, demand
queries, web service build. Activities for two-tier: demand queries, web service build.
Existing web service: demand queries and minor configurations.

Annotations:

© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.
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For the translators, the estimate applies a distribution between legacy architectures
based on the Member State survey. It assumes three different legacy systems:
monolithic, two-tier and SOA. The legacy architecture affects the cost of building
translators. For the TCO it is assumed that 29% are monolithic systems, 45% are
two-tier, and 26% are SOA-based systems. The cost of the average translators for 5
data sets is estimated at 92.000 € for a SOA-based, 322.000 € for a two-tier and
586.000 € for a Monolithic legacy system
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Node

Test & build includes: definition of business requirements, functional specifications,
building application, testing application, user testing.

Man hour cost are based on a Developer profile.
Maintenance is assumed 25% of Test & build.

The average Interface, which is built includes 15 data sets. This number was derived
from the JRC matrix* by dividing the available number of data sets across all User
Communities and Member States (3096) with the number of user communities (7)
and Member State (28).

Description:

A Node holds numerous, cross- sectorial information sources of authorities or other
Nodes that have connected to it. The Node pre-processes this information (e.g.
through correlation, fusion, aggregation) with the help of integrated intelligence
capabilities. The information can be complemented with meta data such as quality,
provenance etc.

The Node includes an Interface such as the one modelled above and thus also the
Gateway components and translators. The Node will use data made available
through its own Gateway as well as other CISE Gateways to build aggregate
services, which could combine data sources, build derived statistics, etc.

The Node also supports the exchange of files of varying size and formats. Authorities
retrieve Maritime Surveillance information by connecting to their Node. Compliance
with CISE standards is a pre-condition for using and providing services via the Node.

The Node also includes security and monitoring capabilities as well as registry
capabilities to facilitate the management of a large number of data sets and services
for different users.

The Node would include the setup of some type of organization and governance
structure in order to manage it. This can be done in numerous ways and fit with
existing initiatives in the Member States. Therefore no specific costs have been
included for a governance organization. However, costs related to the operation and
maintenance of the Node is included.

Base unit items:

Those of Interface, local Register of services, and Monitoring services.
Additionally: Aggregation functionalities and security determined in FP’s.
Project cost in FTE.

Annotations:

It is assumed in the modelling of the Node, that the average Node will have 9
aggregate services and have 15 data sets made available through its internal
Gateway. The number of aggregate services is derived from generic experience
Gartner consultants have gained with aggregating data services in projects carried
out for the European Institutions. The working hypothesis for this Cost Model is that
each Node should at a minimum deliver one aggregate service per User Community,

! This matrix contains an overview of data sets available or desirable to be exchanged within and
amongst Maritime Surveillance User Communities. It is available at
https://webgate.ec.europa.eu/maritimeforum.
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plus two additional services. The CAPEX for an additional aggregate service in a
Node is estimated at 48.000 €.

4.4 Volumes

Depending on the Vision chosen, vary the volumes of both Central Components and
Building Blocks. The below tables provide an overview of the volumes used in the cost
estimate.

As the first table illustrates, the number of Central Components is fairly stable across all
Visions.

Central Core Vision Vision A Vision B Vision C Hybrid Vision
Component

CISE 1 1 1 1 1
Governance

IEM

Register of
services &
authorities

Common 1 1 1 1 1
Collaborative
Platform

Common 1 1 1 1 1
Monitoring
Services

Reference 0 1 1 1 1
Implementation
of National Node
& Gateway

Reference 1 0 0 0 0
Implementation
of Gateway

Cost of 1 1 1 1 1
connecting EU-
level systems

Table 3 - Central Component volumes

As the second table illustrates, the number of Nodes and Interfaces varies considerably
across Visions. This variance above all reflects the decentral or central approach the Visions
adopt.

Building Block | Core Vision Vision A Vision B Vision C Hybrid Vision
Node 0 0 6 26 6
Interface 141.2 141.2 63.2 2 81.8

Table 4 - Building Block volumes

The number of Nodes and Interfaces estimated for each Vision is based on a grouping of
Member States according to the extent to which they have already invested in cross-
sectorial information exchange.

The categories are described in section 4.9. The number of Member States per category is
depicted already here:
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Category Number of Member States in this category | Sample countries

Member State category 1 | 4 UK, Finland

Member State category 2 | 12 France

Member State category 3 | 12 Spain

Table 5 — Categorization of Member States

The calculation of the number of Interfaces and Nodes is illustrated using the Hybrid Vision
as an example.

Total number of units Units Description

# MS Category 1

2 Interfaces 50% 1 Interface Interface implemented
to connect the national
Node to CISE

6 Interfaces 50% 3 Interfaces Interfaces implemented
to connect the Nodes to
CISE

# MS Category 2

49,2 Interfaces Average number of 4,1 Interfaces It is assumed that this

Interfaces group of countries will

implement a number of
Interfaces. The average
number of cross-
sectorial systems
(source: MS survey) is
used

# MS Category 3

6 Nodes 50% 1 Interfaces It is assumed that 50%
of countries in this
category will implement
one Node as the
integration point with
CISE and connect onto
national systems
through this Node.

24,6 Interfaces 50% 4,1 Interfaces It is assumed that the
other 50% in this group
will implement
Interfaces connecting
existing cross-sectorial
systems. It thus uses
the average number of
cross-sectorial systems
(source: MS survey)

Total Nodes 6

Interfaces 81,8

Table 6 — Calculation of number of Nodes and Interfaces for Hybrid Vision

! Similar tables are provided for the other Visions in the following section: Additional tables.
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4.5 Adoption rates

The adoption rate of CISE has been estimated using a combination of data from the Member
State survey (see section 4.9 and the JRC analysis® of the number of relevant data sets).

The current TCO model thus estimates the integration of a certain number of systems with
CISE using a number of Nodes and Interfaces. For the Hybrid Vision, the number of nodes
implemented is 6 and the number of interfaces if 81,8. This implementation assumes a
certain level of adoption of providing data sets into the CISE information exchange. Each
interface thus assumes an average integration of 15 data sets. In total this adds up to
approximately 1.300 data sets. This is 43% of the total number of data sets identified as
potentially interesting to share via CISE.?

Different policy initiatives will likely result in different levels of adoption of information sharing
as they utilize different means to foster collaboration: removing legal barriers, creating
incentives to integrate Maritime Surveillance Information, or possibly even legal obligations

to share.

The Cost Model allows estimating the cost implications of working with different levels of
adoption in terms of the number of data sets made available in CISE.

The table below show the implication on the TCO if the adoption of the number of data sets
as a percentage of the potential data sets varied. 43% is included in the table as this is the
number included in the TCO calculation of the Hybrid Vision.

TCO versus Adoption rate 10% 20% 30% 40% 50% 43%
TCO nodes (m€) 8,6 10,3 11,9 13,6 15,2 14,2
TCO interfaces (m€) 32,9 43,3 53,7 64,0 74,4 67,2
TCO nodes and interfaces (m€) | 41,5 53,5 65,6 77,6 89,6 81,4

Table 7: TCO implications of different rates of adoption of data sets

4.6

Implementation timelines

The implementation of Central Components and Building Blocks is assumed to take place
gradually. This hypothesis reflects the fact that a large-scale project of this kind will not be
implemented through a “Big Bang” approach in practice.

The TCO is calculated over 10 year using a commonly used timeframe, which is guided
partly by an expected realistic rollout schedule that accommodates Member State
investment cycles as well as typical technology depreciation cycles. The number of years
across which CapEx and OpEx are distributed is shown in the table below.

Central Component

Distribution of CapEx in nr.
of years/all Visions

Distribution of OpEx in nr.
of years/all Visions

CISE Governance

0

10

IEM

4

6

! See data matrix available at https://webgate.ec.europa.eu/maritimeforum .

% See data matrix available at https://webgate.ec.europa.eu/maritimeforum .
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Register of services & authorities 6 4 years 100%, 3 years 50%"
Common Collaborative Platform 6 4 years 100%, 3 years 50%
Common Monitoring Services 6 4 years 100%, 3 years 50%
Reference Implementation of 2 8

National Node & Gateway

Reference Implementation of 2 8

Gateway

Cost of connecting EU- level 5 7?

systems

Table 8 - Implementation timeframe for Central Components

The timeline for the implementation of both Nodes and Interfaces is modelled as a Bell
Curve, reflecting the fact that not all countries will be making investments at the same pace.
According to the Bell Curve, the number of implementations increases over time, reaching a
maximum number of implementations around the midst of the implementation period, whilst
the number of implementations thereafter declines in a similar way it originally rose.

To illustrate this, the distribution of the implementation of Nodes and Interfaces in the Hybrid
Vision is shown.?

CapEx distribution for building blocks
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Figure 11 - Implementation timeline for Building Blocks in Hybrid Vision

This rollout of Building Blocks implies that in the Hybrid Vision 31,0 years of Node OpEX is
included in the TCO calculation, as well as 327,2 years of Interface OpEXx- resulting from
multiplying the number of active Building Blocks (i.e. those Building Blocks whose
implementation has at a minimum been initiated) times their volume.

! This rollout schedule implies a gradual implementation, which will gradually introduce full OpEx. So it
is assumed the three first years will be without OpEX, the three next years will be 50% of OpEx
because parts of the systems have been implemented.

% Assumed average number of OpEx years across all EU- level systems.

® The same graph is provided for all Visions in the Additional graphs section.

© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.

Gartner is a trademark of Gartner, Inc. or its affiliates. Ga rtner
For internal use of European Commission- Directorate General Maritime Affairs only. ®




Engagement: 330012909—Version 1.0 Report for European Commission- Directorate General Maritime Affairs
Sustainability and Efficiency of Visions for CISE 26 November 2013—Page 44

4.7 Cost estimates

To provide an overview of the results of the cost calculation, the next table summarizes both
the CapEx and the OpEx of the CISE Building Blocks: Node and Interface. All assumptions
and input parameters used to calculate these cost can be found in this chapter, section
4.3.3.

Building Block CapEx OpEXx
Node € 1,424,000 € 336,000
Interface € 592,000 € 126,000

Table 9 - Building Block estimate

Significant efficiency gains can be realized by making use of the Reference implementations.
This is also further detailed in the next section, dedicated to the Benefits Calculation of our
Cost Model.

The following table details the CapEx and OpEXx for the Central Components. Again, we
advise to visit section 4.3.2 for all assumptions and input parameters incorporated in the
costing.

Central Component CapEx Annual OpEx
CISE Governance NA € 294,046
IEM € 4,462,857 € 30,142
Reqgister of services & € 124,852 € 45,107
authorities

Common Collaborative Platform | € 1,249,500 € 395,986
Common Monitoring Services € 236,572 € 420,885
Reference Implementation of € 2,847,361 € 335,634
National Node & Gateway

Cost of connecting EU-level € 2,662,872 € 565,840
systems with Reference

Implementation

Table 10 - Central Component estimate

The Central Components to be provided at EU level will constitute a major contribution of
CISE to increase the effectiveness and efficiency of Maritime Surveillance in Europe. They
will be put at the disposal of all CISE participants, forming the basis for Maritime Surveillance
collaboration. At the same time, they only come “into life” when effectively used, by as many
Maritime Surveillance authorities as possibly useful.

The EU-level cost for Central Components is relatively uniform across the Visions. The
difference in essence lies in the complexity of the Reference Implementation. In the Core
Vision- where only Interfaces and Gateways are used as Building Blocks- the cost of
developing and maintaining the Reference Implementation will be lower. In Visions A, B, C
and the Hybrid Vision, Nodes form an important part of the architecture and involve a more
complicated and costly Reference Implementation.

The next visual illustrates the CapEx distribution for EU- level cost. Connecting EU- level
systems and establishing the Information Exchange Model account for the greatest
investment, followed by the Reference Implementations. However, as we will see further
below, the operational cost to maintain these is insignificant. The Collaboration Platform also
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comes with relatively high cost due to the platform’s assumedly fairly complex audio, video,
and other real-time interaction features resulting in a large number of Function Points.

Ref. impl. of gateway

7% \

Ref. impl. of
node &

gateway
19%

Common monitoring
services

2%

Common

Collaborative Reg. of Services

platform & authorities
10% 1%

CapEx - Central components

Figure 12 - CapEXx ratio of Central Components

The next Figure illustrates the OpEx distribution for EU-level cost. Here, the Common
Monitoring services stand out in terms of cost, assuming they require qualified personnel for
running them to develop and maintain reliable, up-to-date monitoring reports across the

entire CISE life-cycle.

© 2013 Gartner, Inc. and/or its affiliates. All rights reserved.
Gartner is a trademark of Gartner, Inc. or its affiliates.
For internal use of European Commission- Directorate General Maritime Affairs only.

Gartner




Engagement: 330012909—Version 1.0 Report for European Commission- Directorate General Maritime Affairs
Sustainability and Efficiency of Visions for CISE 26 November 2013—Page 46

OpEx - Central components
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info. Exchange
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Figure 13 - OpEx ratio of Central Components

4.8 CISE benefits calculations

Whilst the focus of the engagement was on modelling the cost for CISE, two types of
benefits were also incorporated into the calculation, partly offsetting cost. These are:

B Efficiency gains resulting from the use of the Information Exchange Model
B Efficiency gains resulting from the use of the Reference Implementations

The Information Exchange Model is a core element in CISE. It will allow Member States to
bring down the cost of exchanging Maritime Surveillance data.

Gartner has quantified this type of saving based on its experience with the cost of designing
IT systems and the use of Information Exchange standards. Based on this experience,
Gartner assumes that the cost of investing in the implementation of an Interface or a Node in
the Member State will be reduced by 20% with the IEM in place. This reduction in cost stems
from simplified processes regarding the design and negotiation of Information Exchange
structures.

In a market place, the savings will be much bigger as commercial operators implement the
standard in solutions sold to multiple customers, whereby the effect of the standard is
multiplied. 20% should therefore be considered a very conservative estimate of the savings
effect.
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The effects of implementing the IEM in the context of CISE are depicted below. This
calculation assumes that Nodes and Interfaces are implemented in the Member States to the
extent assumed in the overall cost estimates for CISE."

Information Exchange Core Vision |Vision A Vision B Vision C Hypnd
Model effects Vision

Central cost IEM

(CapEx and OpEX) €4,583,425 €4,583,425 |€4,583,425 €4,583,425 |€4,583,425

Member States savings

(20% CapEx reduction) €16,711,002 |€16,711,002 |€9,188,128 €7,639,838 |€11,389,436

Net savings® €12,127,577 |€12,127,577 |€4,604,703 |€3,056,413 |€6,806,011

ROI (Net

: 265% 265% 100% 67% 148%
savings/Central cost)

Table 11 - Benefits stemming from |IEM

The calculation shows that Net savings and Return-on-Investment (ROI) are higher for
Visions with low centralization/streamlining of investments into Maritime Surveillance. This
can be explained by these Visions having a by far higher number of Nodes and Interfaces in
place. When only counting the direct effects of the IEM on Member State cost- compared to
a scenario where the IEM is not developed- a saving of € 7.7 m or a ROI of 169% could be
realized, on average across all Visions over the 10 year period budgeted.

This calculation does not take into account the following effects, which will materialize:

B Additional effects on CapEx and OpEx as a market of solution providers will
implement the IEM and multiply the effect of the savings.

B Additional take up due to the fact that a lower CapEx and OpEx will produce a larger
number of positive Business Cases helping Member States justify the investment in
Maritime Surveillance.

It is further suggested to build Reference Implementations in the CISE Visions, which has a
dual purpose:

W Firstly, it provides a Reference Implementation of the IEM and the messaging
protocol, which can be used for compliance testing purposes.

B Secondly, it provides Member States with a standard software solution, which can be
customized to fit the specific purpose of a country, driving down both the CapEx and
OpEx for the Member State Node or Interface.

Gartner has also estimated the effect of providing the Reference Implementations. Based on
experience with the economies of standard software, Gartner estimates that using a
Reference Implementation in a Member State will generate a reduction of 50% in CapEx and
a 50% reduction in OpEXx as a consequence of choosing the Reference Implementation
rather than a bespoke i.e. tailor-made/non standard solution.

Reference
Implementation and | Core Vision |Vision A Vision B Vision C
IEM- 50% adoption

Hybrid
Vision

Central cost IEM and
Reference
implementations
(CapEx and OpEXx)

€6,427,568 €10,115,854 |€10,115,854 |(€10,115,854 |€10,115,854

! See section 4.4 for volumes

% Calculated as Member State savings minus Central cost
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MS savings (50%

reduction on CapEx | €38,643,565 | €38,643,565 |€22,033,234 | €18,936,657 | €27,123,675
and OpEXx)

Net savings® €32,215,997 |€28,527,711 |€11,917,380 |€8,820,802 |€17,007,821
ROI (net savings / 501% 282% 118% 87% 168%

Central cost)

Table 12 - Benefits stemming from Reference Implementation and IEM- 50% adoption scenario

In the overall Cost Model, Gartner has conservatively assumed an adoption of 50%. By
adoption it is meant that the Member State will use the Reference Implementation as the
basis for building a Node or a Gateway, instead of developing a bespoke, i.e. tailor-made

solution.

In this conservative adoption scenario, the Return-on-Investment is 269% on average across
all Visions, with again the Core Vision leading to the highest ROI due to the per definition
higher number of Nodes and Interfaces.

Reference Hybrid
Implementation and Core Vision |Vision A Vision B Vision C Vi);ion

IEM- 100% adoption

Central cost IEM and

Reference €6,427,568 |€10,115,854 |€10,115,854 |€10,115,854 |€10,115,854
implementations

(CapEx and OpEXx)

MS savings (50%

reduction on CapEx €77,287,131 |€77,287,131 |€44,066,467 |€37,873,313 |€54,247,350
and OpEXx)

Net Savings2 €70,859,563 |€67,171,277 |€33,950,613 |€27,757,459 |€44,131,496
ROI (net savings / 1102% 664% 336% 274% 436%

Central cost)

Table 13 - Benefits stemming from Reference Implementation and IEM- 100% adoption scenario

If adoption was 100%, the ROI would increase further, being on average across all Visions
more than six-fold the investment amount. The Hybrid Vision- as one example- shows a
somewhat more than 4-fold ROIl. Numbers for all Visions are provided in the table above.

4.9 Member State survey

EU-wide, there are about 400 authorities engaged in Maritime Surveillance. The key
information gap for this engagement was that no comparative information was available on
the IT systems these authorities are running or are planning to operate. To fill this gap, a
survey was sent to representatives of the Member State Expert Group on Maritime

Surveillance.

The survey did not only relate to the engagement at hand, but also covered off other CISE
projects running at DG MARE in parallel. These are not made reference to here. Within the
scope of this engagement, the survey captured relevant IT systems of Member States, the

systems’ key characteristics and information integration initiatives (which aim at

interconnecting data beyond IT systems).

! Calculated as Member State savings minus Central cost

% Calculated as Member State savings minus Central cost
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As illustrated above, the Member State survey responses were inputed into the Cost Model
to count the number of Interfaces and Nodes that would be developed. The following
categories of Member States and number of Member States falling in each of the categories
were used:

Category Description Assumption Number of Member States
in the category
National Member States with a | In as far as a country’s 4
Information | National Information systems already are
Sharing Sharing Environment integrated through a National
Environment | are those countries Information Sharing
who have already Environment (such as
established a Finland’s FIMAC or the UK’s
centralized/streamlined | NMIC), the assumption is
environment for that 50% of these Member
information sharing States will connect to CISE
across sectors. via a single Interface, while
the other 50% will adopt the
new node.
Few main Member States with 2- | If there are only a few 12
systems 3 main systems are systems in the country- with

those countries where | possibly some cross-

a few systems already | sectorial integration- it is
cover many/all user unlikely that the country will
communities. establish a National Node.
Instead, the country will opt
for connecting its few main
systems to CISE via
separate Interfaces.

Many Member States with Many separate systems can | 12
separate many separate either be connected to CISE
systems systems are those via a newly established
countries where National Node or through
Maritime Surveillance separate i.e. many
is separated into Interfaces. It is difficult to
several separate predict the investment path a
systems. country will take, therefore it

is assumed that 50% of
countries in this Category will
build Nodes and the rest will
install one Interface for each
system in place.

Table 14— Number of IT systems in Member States- current plus expected numbers for CISE

Further, the Member State survey was used to categorize Member State IT systems in terms
of their capability to interconnect with CISE. The following distribution resulted from the
survey results:

B 29% of Member State IT systems for Maritime Surveillance are Monolithic IT
systems:

A Monolithic IT System has been built as a standalone system without the view to
integrate to other systems. Functionalities (display, business logic, data storage &
manipulation) cannot be modified independently, hence these types of IT systems
are very inflexible to changes and adaptations.

B 45% are Two-tier IT systems:
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Functionalities (display, business logic, data storage & manipulation) are separated
to facilitate access to the system by other systems. The output of the system can be
reused by another system as input (i.e. is machine-readable, structured).

B 26% are Web-based IT systems:

Functionalities are built as software components and can be reused for different
purposes. Services are loosely coupled with operating systems and other
technologies that underlie them.

The assumption underlying this grouping is that a monolithic system will be more costly and
complex to interconnect with CISE than a two-tier one and then again a web-based IT
system. All survey questions and results have been summarized in the Appendix.
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5.0 Sustainability Assessment

5.1 About the Sustainability Assessment

The Sustainability Assessment forms a complement to the costing, providing a qualitative
expert judgment on each Architectural Vision. It looks into aspects other than cost to
ascertain that the Visions suggested are feasible to implement and effective in reaching
CISE’s goals over time.

For the purpose of the engagement, sustainability refers to the sustainability of the IT
environment underlying CISE. This precision is crucial as it rules out other aspects (such as
culture, governance, and political considerations) from the Gartner opinion- aspects which
are equally important and in-depth dealt with in the Impact Assessment of CISE.*

The sustainability of the IT environment is expressed in the environment’s ability to present
an evolving life-cycle, and that despite technical barriers, evolving functional requirements
and technologies, resource constraints, and changing user preferences.

The Sustainability Assessment answers questions such as:

B Generally speaking, is the IT environment underlying CISE designed in a way that
CISE goals can be reached effectively?

B Which are the main technical barriers the Visions will encounter and how will they
impact CISE’s effectiveness?

B How suited are the Visions in overcoming the identified barriers?

As a central theme of the Sustainability Assessment, Gartner has identified two groups of
technical barriers that CISE will face:

B The varying capacity of source systems to exchange surveillance and monitoring
information

B The lack of interoperability of the current IT systems’ landscape

Both types of barriers are rooted in the way the IT systems of Maritime Surveillance
authorities are designed as of today.

Example: If a source system in a Member country relies on an old, monolithic IT architecture,
holds erroneous or incomplete data or cannot be interconnected with other IT systems due
to non-standard messaging protocols and data formats, interconnection with CISE will be
difficult to achieve and vice versa for modern, flexible, open IT systems.

The next sections illustrate the technical barriers in greater detail evaluating both their
impact on CISE’s effectiveness as well as the adequateness of each Vision to address the
barriers.

! Source documents will become available here once the policy initiative supported by this Impact
Assessment becomes public:
http://ec.europa.eu/maritimeaffairs/policy/integrated_maritime_surveillance/index_en.htm
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5.2 Technical barriers to CISE

5.2.1 Varying capacity of source systems to exchange surveillance and
monitoring information

As regards this first group of technical barriers, the following four items have been identified:

Machine-dependent, old architectures make it cumbersome to interconnect with CISE

Machine-dependent, old architectures will prevent some systems from providing data to
CISE before being renewed. For these systems, it will be cumbersome to implement
operational Interfaces, thus limiting the amount of data available for exchange in CISE.

A significant portion of about 1/4™ of Member State IT systems still relies on a monolithic
architecture® hence this barrier could have a significant impact on implementing the CISE
“ecosystem” (i.e. the interconnection of a wide range of participants) as the program
progresses. It is thus very important that CISE is leveraged upon as an opportunity to renew
IT systems for Maritime Surveillance in the Member States whilst at the same time
respecting the investment cycles the Member countries have foreseen to renew them.

Varying data quality across source systems reduces trustworthiness of CISE

A system’s output (in the case of CISE for example the Situational Awareness picture for
Maritime Surveillance) depends by definition on its inputs (e.g. the data used to establish the
Awareness picture). There is not sufficient evidence available today to properly judge on the
quality of the available Maritime Surveillance information. We therefore may or may not
assume (for example deriving a working hypothesis based on the heterogeneity in IT
systems’ maturity®) that data currently collected, stored and exchanged by source systems is
of heterogeneous quality.

In case it is, there are many different ways to deal with heterogeneous data in a complex
environment like CISE. One is to flag data in terms of its degree of trustworthiness. The
other is to put in place mechanisms for data validation such as cross-checks with related
data points or checks on the metadata’s completeness. Ensuring that data is exchanged and
aggregated in a consistent way is yet another. Putting in place Nodes can for example help
to ensure Situational Awareness pictures are assembled correctly, using up-to- date and
guality- checked information.

Varying degrees of cross-sectorial integration of Maritime Surveillance within countries
create strong imparities in terms of effort to connect to CISE

The Member State survey also highlighted the differences in terms of Maritime Surveillance
collaboration between sectors in the different Member States.* Some countries are already
well advanced in terms of collaborating across sectors whilst in others, informational silos
per User Community continue to persist. Some countries have streamlined their IT system
landscape by reducing the number of Maritime Surveillance IT systems to only a few. These

! See results of the Member State survey in section 4.9
% See results of the Member State survey in section 4.9

% See again section 4.9 for further detail.
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few IT systems are then used as shared resources across sectors. Yet in others, a long list
of IT systems remains up and running, with each system focusing on one or a few segments
of users. Where User Communities operate independently, a technical solution will need to
be found for each of them to interconnect with CISE, bilaterally or via a Node as an
intermediary. CISE should in this case be viewed as an opportunity to break down
information silos, also within the individual Member States and streamline the IT systems
landscape.

There is a lock-in into modern commercial platform solutions

The Member State survey revealed that about 85% of Member States’ Maritime Surveillance
IT systems are non-standard i.e. have been custom built." There can therefore be cases
where the provider of the IT system designed the system in a way that it is not (well) suited
to communicate with other systems and can only be upgraded or adapted using components
from the same IT provider. This is what is commonly referred to as vendor lock-in.

When investing in Maritime Surveillance systems in future, CISE could be used as an
opportunity to limit such vendor lock-in. This would require that CISE becomes more than
just an (IT) environment, but creates a community in which CISE participants share
knowledge and experiences to jointly challenge and incentivize the provider market for
Maritime Surveillance IT systems. This for example implies investigating into whether
requirements for IT systems for Maritime Surveillance could not be further harmonized
(across sectors or countries), or whether certain IT components could not be re-used
amongst CISE participants. The market would in turn be incentivized to provide more
generic solutions, seeing his (potential) customer base increase through being able to sell
the same or similar components across a broader range of clients. In general, Gartner
observes that awareness around vendor lock-in has significantly increased in the public
sector, regardless of the government domain.

5.2.2 Lack of interoperability of current systems’ landscape

Interoperability is a cross-fertilizing barrier, with non-interoperable solutions within a certain
government tier/Member State or across tiers/Member States jeopardizing interoperability of
the overall ecosystem of CISE patrticipants. It is a major technical barrier to pan-European
system integration and should ideally be addressed at the EU level in order to foster
seamless, pan-European exchange of information.

For this engagement, Gartner highlights five items related to interoperability.

There are no common information models (as of yet)

This barrier is dealt with in establishing the Information Exchange Model which is one of the
key outputs of CISE. Benefits arising from the Information Exchange Model will accrue as
information standards get adopted by an increasing number of CISE participants.

There are no common technical protocols (as of yet)

! See again section 4.9
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Common technical protocols will enable much more efficient and effective interaction
between the data source and its user, i.e. an IT system providing a data set to CISE and an
end user retrieving this data set to use it for analytical or operational purposes. Implementing
a Reference implementation of a Node is the most effective way to deal with this barrier.

Immature and/or diverging definitions of meta data between user communities hamper
cross-sectorial sharing of information

Conflicts in meta data will be a barrier to connect a CISE source system with a CISE user
system or a Node. The Information Exchange Model provides a basis for harmonizing the
definitions of meta data across CISE participants. Implementing a Node is an even more
effective solution as it supports a uniform aggregation of information exchange.

Data and metadata will be in different languages

Having data and metadata defined and/or collected in different languages is likely to create
misunderstandings between the CISE source and user systems. This will be dealt with
through the data model to be established as part of the CISE program. English may be used
as the pivot language, similarly to what has been done in the Maritime Surveillance pilot
projects BlueMassMed® and Marsuno.?

Existing Node models will need to be integrated

Some Member States will already have built Nodes which may limit their interest in investing
much further in Maritime Surveillance. In these cases, building Interfaces rather than
additional Nodes will be the most appropriate solution to utilize previously made
investments. This has been taken into account in the CISE Cost Model when estimating the
volumes of Nodes and Interfaces.?

5.3 Effectiveness of CISE Visions to counter technical
barriers

To conclude the Sustainability Assessment, we summarize the CISE Visions’ effectiveness
in countering the technical barriers highlighted above.

The rating scales used are:
B Fully: the barrier is fully or to a very large extent addressed by the Vision
W Partly: the barrier is partly addressed by the Vision
B Not: the Vision is not suited for addressing the barrier.

This gives an overview of the (potential) impact of barriers and helps to identify those Visions
which the most adequately deal with the technical barriers to CISE.

! http://www.bluemassmed.net/
2 http://www.marsuno.eu/

% See also section 4.9
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Varying capacity of source Adequateness of Vision
systems to exchange

surveillance and monitoring

. - Core A B C Hybrid
information

Machine-dependent, old Partly Partly Partly Fully Fully
architectures make it
cumbersome to interconnect
with CISE

Varying data quality across Not Not Not Fully Partly
source systems reduces
trustworthiness of CISE

Varying current cross-sectorial | Not Not Not Partly Fully
integration of Maritime
Surveillance within countries
creates strong imparities in
effort to connect to CISE

There is a lock-in into modern Partly Partly Partly Not Fully
commercial platform solutions

Lack of interoperability of Adequateness of Vision
current systems’ landscape

Core A B C Hybrid
information models (as of yet)
There are no common Partly Partly Partly Fully Fully
technical protocols (as of yet)
Immature and/or diverging Partly Partly Partly Fully Fully
definition of metadata
between user communities
hampers cross-sectorial
sharing of information
Data and metadata will be in Fully Fully Fully Fully Fully
different languages
Existing Node models will Fully Fully Fully Partly Fully
need to be integrated

Table 15 — Adequateness of Visions to face Technical Barriers

When looking at the full set of technical barriers to CISE, the Hybrid Vision turns out the
most sustainable. In terms of source systems’ varying capacity to interconnect with CISE,
the Hybrid Vision allows to tackle three out of four barriers. The rating reflects the flexibility
this Vision provides for, by respecting the current set up of Maritime Surveillance
environments in the EU Member countries. Where machine-dependent, old architectures
persist or authorities find themselves locked into commercial platform solutions, the Vision
leaves full decision making latitude to governments as to how to best connect their systems
with CISE. It can in this case safely be assumed that Member States know their systems the
best and are therefore the best placed to make investment and transformation choices.

As Member States are already strongly organized around User Communities®, the Hybrid
Visions leaves room to governments to pursue their efforts to expand such collaboration on
a needs basis. Vision C in turn is best suited to address the issue of varying quality in the
source data. It does so by making Nodes obligatory which are the most effective way to
collate and aggregate data accurately from various incoming sources. The Hybrid Vision

! See Member State survey in section 4.9
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would need to counterbalance data quality issues by flagging data according to quality levels
or building in quality checks into the information exchange mechanism.

When it comes to interoperability, the Hybrid Vision again performs slightly better than Vision
C, once more due to the flexibility it offers in letting Member States choose whether to build
on existing Node models or not, depending on their individual governance structure and
investment cycles.

However, in this group of barriers it is evident that all Visions address technical and semantic
interoperability at least in part. As a matter of fact, Gartner underpins that technical barriers
to CISE are relatively few and can be addressed through continuous and systematic
collaboration like it is already taking place today. It may well be the case that technical
barriers will be less preponderant than legal or organizational barriers to creating CISE. The
Impact Assessment work of DG MARE will advise on the latter.
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Member State survey

This annex presents the MS survey questions and key findings from the survey of Gartner,
extracted from a broader survey sent to Member State representatives to support DG
MARE’s Impact Assessment work for CISE.

Questions

Please list and specify the main IT systems your country has in place to support Maritime
Surveillance:

B Name of IT system
B Public Authority operating the system
B User Community/ies using the system*
Please provide additional information for each system that you have listed.
B Name of IT system
B EU organization to which the system is connected (bodies directly hosting a system)
B Other EU-led initiatives/organizations to which the system is connected
Please provide the Key properties of the IT systems in place
B Name of IT system
Year when system was first operational
Initial development cost for the system (until first year of operations) in €

Ongoing annual cost for maintenance and operation of the system in €.

System Characteristic 1: Architecture of system

O Monolithic IT system: System has been built as a standalone system without the
view to integrate to other systems; Functionalities (display, business logic, data
storage & manipulation) cannot be modified independently

O Two-tier IT system: Functionalities (display, business logic, data storage &
manipulation) are separated to facilitate access to the system by other systems;
Output of system can be reused by another system as input (is machine-
readable, structured)

O SOA-based IT system: Functionalities are built as software components and can
be reused for different purposes; Services are loosely coupled with operating
systems and other technologies that underlie them

B System Characteristic 2: Standard or bespoke system

O Standard : System has been procured from a vendor or based on open source;
System is configured for the setting where it is used but non-standard code is
limited

O Bespoke: System is developed specifically for the setting where it is used;
System may be built from standard components but the applications running on it
have been developed specifically

! Maritime Safety, Customs, Maritime Pollution, Fisheries Control, Border Control, General Law
Enforcement, Defense
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In your country, please list any examples of integrating Maritime Surveillance IT to exchange
information

B Name of integration initiative
B Member states involved (EU and EEA)
B User Community/ies involved
Please provide the following additional information about each integration initiative:
B Name of integration initiative
B Type of information being exchanged
B Status of the project:
B |f operational please specify the start date

Response pattern

B Coverage of User communities in IT systems: [Counts the number of times a User
Community has been ticked as being covered by an existing IT system]

O Maritime Safety: 32

Customs: 18

Maritime Pollution: 23
Fisheries Control: 19

Border Control: 34

General Law Enforcement: 25
Defence: 30

Total number of IT systems: 72

O0o000Do

Total number of IT systems (covering more than 1 UC): 42
Average number of UCs per IT system: 2.72

Number of IT systems connected to EU initiative: 16
Average number of IT systems per MS: 7

Average number of IT systems (1+UC):3.5

Average age of IT systems: 10.1 years

Average initial development cost per system: 15,102,285 €

Average operating cost per system: 1,518,167 €

Distribution of System Characteristics:
Monolithic: 17

Two-tier: 26

Web-based: 15

Standard: 8

Bespoke: 49

O 000 Do

B Participation of User communities in information integration initiatives: [Counts the
number of times a User Community has been ticked as being covered by an
information integration initiative]
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Maritime Safety: 26

Customs: 16

Maritime Pollution: 19
Fisheries Control: 16

Border Control: 22

General Law Enforcement: 17

U000 0D0O0

Defence:

Total # of integration initiatives: 41

Average # integration initiatives per MS: 3.42

Average # UCs per integration initiative: 3.9

Number of initiatives involving more than 1 MS (but excluding EU systems): 16

Average number of MSs involved in an integration initiative: 7.07

Stage information integration initiative is in

O Approved and planned: 3

O Being developed: 7

U Operational: 25

B Average start date of information integration initiative: 2006
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Additional graphs

Figure 2ff CapEx/OpEx distribution for Visions other than the Hybrid Vision
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Core Vision
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Figure 4ff Distribution of Central versus Member State Cost for Visions other

than the Hybrid vision
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Vision A TCO distribution
Central cost vs. Member state cost
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Vision B TCO distribution
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Vision C TCO distribution
Central cost vs. Member state cost
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Core Vision TCO distribution
Central cost vs. Member state cost
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Figure 11i Implementation timeline for Building Blocks for Visions other than
the Hybrid Vision
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Figure 11i - Implementation timeline for Building Blocks in Vision A
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Additional tables

Total number of units Units Description
# MS Category 1
2 Interfaces 50% 1 Interface Interface implemented

to connect the national
Node to CISE

6 Interfaces

50%

3 Interfaces

Interfaces implemented
to connect the Nodes to
CISE

#

MS Category 2

49,2 Interfaces

No of Interfaces

4.1 Interfaces

It is assumed that this
group of countries will
implement a number of
Interfaces. The average
number of cross-
sectorial systems
(source: MS survey) is
used

#

MS Category 3

84 Interfaces

100%

7 Interfaces

It is assumed that 100%
in this group will
implement Interfaces
connecting existing
systems. It thus uses
the average number of
systems per MS
(source: MS survey)

Total Nodes

0

Interfaces

141,2

Table 6 i — Calculation of number of Nodes and Interfaces for Core Vision

Total number of units Units Description
# MS Category 1
2 Interfaces 50% 1 Interface Interface implemented

to connect the national
Node to CISE

6 Interfaces

50%

3 Interfaces

Interfaces implemented
to connect the Nodes to
CISE

#

MS Category 2

49,2 Interfaces

No of Interfaces

4,1 Interfaces

It is assumed that this
group of countries will
implement a number of
Interfaces. The average
number of cross-
sectorial systems
(source: MS survey) is
used

#

MS Category 3

84 Interfaces

100%

7 Interfaces

It is assumed that 100%
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in this group will
implement Interfaces
connecting existing
systems. It thus uses
the average number of
Maritime Surveillance IT
systems per MS
(source: MS survey)

Total Nodes

0

Interfaces

141,2

Table 6 ii — Calculation of number of Nodes and Interfaces for Vision A

Total number of units Units Description
# MS Category 1
2 Interfaces 50% 1 Interface Interface implemented

to connect the national
Node to CISE

6 Interfaces

50%

3 Interfaces

Interfaces implemented
to connect the Nodes to
CISE

#

MS Category 2

49,2 Interfaces

No of Interfaces

4,1 Interfaces

It is assumed that this
group of countries will
implement a number of
Interfaces. The average
number of cross-
sectorial systems
(source: MS survey) is
used

#

MS Category 3

6 Nodes

50%

1 Interface

It is assumed that 50%
of countries in this
category will implement
one Node as the
integration point with
CISE and connect onto
national systems
through this Node

24,6 Interfaces

50%

1 Interface

It is assumed that the
other 50% in this group
will implement 1
Interface as coordinated
connection point to
CISE

Total Nodes

6

Interfaces

63,2

Table 6 iii — Calculation of

number of Nodes and Interfaces for Vision B

Total number of units Units Description
# MS Category 1
2 Interfaces 50% 1 Interface Interface implemented

to connect the national
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Node to CISE
2 Interfaces 50% 1 Node Interface implemented
to connect the Node to
CISE
# MS Category 2
12 Interfaces 100% 1 Node It is assumed that this
group of countries will
implement a Node
# MS Category 3
12 Interfaces 100% 1 Node It is assumed that 100%
of countries in this
category will implement
one Node as the
integration point with
CISE and connect onto
national systems
through this Node
Total Nodes 26
Interfaces 2

Table 6 iv — Calculation of number of Nodes and Interfaces for Vision C
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