What is HACIENDA?

» Data reconnaissance tool developed by
the CITD team iIn JTRIG

 Port Scans entire countries
— Uses nmap as port scanning tool
— Uses GEOFUSION for IP Geolocation

— Randomly scans every [P identified for that
country

~~rc I

UK TOP SECRET STRAP1
TOP SECRETHCOMINT/REL FVEY




Countries

« Completed full scans of 27 countries
Includin

« Completed partial scans of 5 additional
countries
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Tasking & Access

 Totask HACIENDA with a Country or Subnet
o @gchqg.gov. uk)
— CITD alias gchqg.gov.uk)

« Access to the Data

— At GCHQ. request a GLOBAL SURGE account from

— At CSEC, contact
— At NSA, contact
— At DSD, contact
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Ports

 Pulls back hostname, banners,
application names and port status

» Gathers additional information for...
— 21 (ftp): directory listing
— 380 (http):  content of main page
— 443 (hitps): content of main page
— 111 (rpc).  results of rpcinfo
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Time

Host 1

Host 2




Time

Host 1

Host 2




The Results...

 All stored in JTRIG's Internal database

» Available in GLOBAL SURGE
— NAC's Network Knowledge Base Prototype

* Transferred by MAILORDER to
— CSEC
—DSD
— NSANTOC
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How iIs It used?

« CNE
— ORB Detection
— Vulnerability Assessments

« SD
— Network Analysis
— Target Discovery
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The Hacking Process

1 . (R)econnaissance
2. (I)nfection
3. (C)ommand And Control

. (E)xfiltration

UF SELHETCUMINT/REL TU UsA, AUs, LAN, LBH, NLL



OF SECHET/COMINT/BEL TOUSA, AUS, CAN, GEH, NZL

Reconnaissance

Publicly Available Information

(Email Address, Location, Network Info, Passwords, etc.)

Research

Enumerate (Network)

Scan (Services)

Operating Systems
Versions

Domain Names

Reconnaissance
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SHET/COMINT/BEL TOUSA, AUS, CAN, GEH, NZL

Infection

Email with Attachment or Link

Special Packets to

Exploit services

Use Login Credentials

Bad Web Site

Infection
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OF SECHET/COMINT/BEL TOUSA, AUS, CAN, GEH, NZL

Command and Control

Push Tools and Send Commands

(Tasking, Survey, etc.)

Beacons and Responses

Command and Control
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SHET/COMINT/BEL TOUSA, AUS, CAN, GEH, NZL

Exfiltration

Exfil using known and custom protocols

(Known: HTTP, SMTP, ICMP, FTP, etc)

Exfiltration
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Reconnaissance

This system |8 audled Tor USSI0 18 and Human Rights Act compliance
CLASSIFICATION: TOP SECRCTASIAREL TO UISA, AUS, CAN, GER, NEL
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Quick Clicks
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Reconnaissance
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Password Guessing

Administrator
#Fmatiavatutel197532E%1 7%
Administrator

sh21511k3pdrty3v3r

L Administrator

Sh2I5L1k3P4Arty@vir

. Administrator

ShSIBL1KGEPBrtY&evSr
Administrator
kalimerodcappy
Administrator
Pssword
Administrator
P@sswOrd
Administrator

P@sswOrd

Infection

Iraqi Ministry of Finance

IELTOUSA, AUS; CAN, GBR, NZL
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Windows cmd.exe
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icrosoft Windows HP [Uersion 5.1.260801
CC» Copyright 1?85-2801 Microsoft Corp.
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Command and Control
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Establishment des telecommunications
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Presentation Outline

* LANDMARK - automated tradecraft to further expand CNE
covert infrastructure

Canada
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I *l Communications Security  Centre de la secunite
' Estabtilisbhment das elecommunications

LANDMARK
* CSEC’s Operational Relay Box (ORB) covert

infrastructure used to provide an additional level of

non-attribution; subsequently used for exploits and
exfiltration

% 2-3 times/year, 1 day focused effort to acquire as many

new ORBSs as possible in as many non 5-Eyes countries
as possible
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I * l Communications Security  Centre de la securte
Establishment des elecommunications

LANDMARK - the recent past.... Qe

* February 2010

* Operation encompassing the whole of LONGRUN solely
using OLYMPIA (CSEC’s network knowledge engine with
automated tradecraft)

* 8 teams of 3 network exploitation analysts busy for 5-8
hours

* A list of 3000+ potential ORBs

Canada
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Establishment
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Communications Security

Centre de la securte
des Elecommunications

TOP SECRET//COMINT

&8 Ulympia version L34

Die Todk ‘Wrwkw Hen

H ;":'I:l-ma F Grwsa ol you gat

.-i Grrare all poi gat | 4 Gewee Al vou ot by Coundry I

[ X show Taygripos Rargs Evenis
[ o Shaw (HO Event Summanes
O &, o User Oriee Bvenisn P

D =91uw]:' Comimrsoriors

[0 %5 Shaw ceslacaton nfrretin

[ = s Hetoark Infamasbon

[] B sos S dbeonabia Foatrs nforvain
[ jadf Shaw Surver informagion

] % ShawGedoatan ¥ep

[ 4 Aewarcs: 0 Lokup

[¥] 5 Shaw Port Scanon P

=TT

Semch

Cenbrark: alica W
oy berwvs "
DCmbe Banger |Lmet 30 duye .

Slart Devbe:

Ered e

Cixr=wth

[T s showevris

[ 2% show router combouration infmation (TN SURGE:

22 drhere Wew L) (100D b P TO0
Sty page 1 ]

SOLEDa  SyEkan Fril Sl Lkt S Hrh e ¥ Parr | Protacd  Stahl v T Prockat WerEan Barse Infonma Do e ] |

COHD  Haoends Ti Moy Tdd: L0 OMT 000 Tus May 22 01 1206 GNT 1000 kD Bared 0 Lo e LT

H)  Hapeds Tiw May TREE: 1100 OMT X100 T May FO31LIGGNT X009 10 Fiered 0 unoem prinoen L]

BCHD Hageriche Tioe M TR00; LED] AT X108 Tie Moy 1B 0L 1LIAGNT 005 11l ep Hierad ] Lk e LEwrn LT

BCHD Haoeicl T May 12031 L0 GMT 2009 Tue May 19 0811002 OMT 2009 5L i Fared B LRI OAT LRI (1) ]

G6CHD  Hadeswds TieMay 1503 1100 GMT X108 Ties My 3 0301103 GNT X009 152 ip Al 1] 57 510 BT T ]

CCHG Hadanda T Moy 700 b0 GuIT X080 T Rlap 20 081008 ONT 3000 &5 im Hwrad 1] Ll Den L T ]

FH)  Haomds Tiom Maw 190 L1003 GMT M09 Tope Mary 19 (;12:00 GHT 2009 S o Riered 0 unnesm ] urken

BOHQ Haoence T My T3 00009 BT MR Tue Map 1B 5= GNT 013 ] e Umesihase 0 LR ] LEwTaen

HG  Haoenda Tue May I 1S 0] T 3008 Tue May 1 D1SDLGNT 3032 1l im apem 1] HEesin Mailaraer POFS Senver b L2 ALEL 1217 Loy ST

BCHG - Haswla T My 190 15001 ONTT 009 e My 19 0B 1500 OGN 1003 40 ip [ ] 1] Hefn Malseraer W ehrel b1.2 ]

COHD | Hadani T My 204 152001 CPT 000 | s My 0 D 1) 8T 00000 5 | [ i1 | Pt ESNTE PRI 5 | idrasn

GUHG  Haomde T Maw 1204 1500 GMT 2009 Tipe My 19 04: 1500 GNT 2009 f- LI - ngen It Prosah 15 restrerver £l ke

BCHD Haoenck T Maw TR0 LEN] AT X100 Ty My T3 I ROLGMT 2003 i | o o n oo fipd LN [T ]

BCHD Hadends Tioe Maw 120H: 1507 BT X108 Tus My B ISOLGNT 2005 2 i osed 1] LTI LrknCEn LTI

fray WL Tie Moy 1904 (01 BT M09 - Tue Map T 015 00ENT 205 I | dosed D iEnoen LERTO0 LATIEw

GOHD Hadands T Moy PO 1507 CVT JI00  Tusa Map 7801500 ONT 3000 it «p ek 1] LI T LT

BIHY Hagende Tom My 720045 1507 GPAT 000 Topm Map 33 0451500 GNT 205 Bl %o closad 0 uringem prkrgean wrirgen

BEHR - Haoence TioeMay I20H IS0 EMT M08 Tue Map 1B IS0 GMT 2003 2 kp o 1] [y ] LT LFTee

BCHD  Haomoe Tie May 19 (H L 23 GNT X002 Tue My 1B 1A ONT 009 L. ¥p Josad 1] LERTTONT LEbTEn LOT0AN

GOHG Hadeswda Tie Mawy 1500H: 1708 OWNT A008 - Tie= My 13 041738 GNT 2003 iy ] e d (1] LR e LT e Ty ]

GCHD Hadonds Tio May 1204 10353 OMT X090 Tus May 78 041738 GAT X000 a Kp it 1] LI £ LEWTDw ]

BCHD . Hagencis T May IR04L IR BT M08 Tue May B OHIATONT 003 Fn' kn cloaad ] uningan urkrgean unirgen

BCHD  Hasenoes TPy T30 LM BT M08 Toe BMay 1 D17 GNT 002 an kp e n urinoam Loy Cnl ]

BCHD  Haoenda T May 19 I T XI0R  Tue My 1B MIA R GNT 00 10 cosed 1] LIFRTHOWT LERTOE LERTIOE

GCHG Hegends Toe My F500H 1008 GNT X108 To= Bap 273 0401738 GWT 2005 it im cloged 1] LR DaT T [T ]

COHD Hadends T Mas Tou04: L8 OMT M09 Tl May 23 D4: 1728 ONT X0 1Bl kp (o ]] 1] LEH BN Ty ] LA

GoHG Haoecls Tie May T2 04 1720 BT 2008 Tus May B 08IR RGN 00 162 km chosad 1] LEET Eam urkrgaen urireen

GOHD  Misgence Tos Maw T304 20 BT 3108 Tum May 18 04152 GNT 3005 a7 ¥p e 0 unnoen {rkrigan (PR

GCHG  Hadende T May 13000 1090 ONT 2008 T Map 1 HHIA-0aNT 2003 2L i dossd 1] [T 1] LEhrDen ]

BCHG Haece T My 120 L AT GNT X008 T My M 290 ONT 00 iy p cessd 1] LA Lk (L]

CoHD Hadanda T By Tonld: L7 OMT DI0R  Tus May 18 08:1 <0 GNT 3003 & s 1] e o 1] Lo D LT LT

FoHG . Hagends Tie May 1904 [T T X0 Tue Map 13 041790 GMT 2005 ) 1) chosed 1] L pen urkrgeen pnkrgen

5CHD Hagende T Mewy Toi0H; 790 BRTT XI0E T Py 13 D417 0 GNT 2005 an p o 1] LI oen LR (g ]

GCHY  Hadswoe T May 1204 L 90 aMT 2008 Tus My B IR ST 300 il kp oo ] 1] RO I T e ]

GIHG Haoencs Tie My 130 LT A0 GVIT X008 - Ties My H [0 GNT X008 b A = ciogsd 1] LIk D6 LD LT

CEHY Hacencs Toom My 30004 1520 CMT 00 Tum Mlap 25 081780 ST 3000 1Bl chosad 1] wninown o unkron

GOHG  Hacence TigeMay 1704 L0 T 2009 Tue Map 13 D07 0OGMT 2073 12 ko chpad ] LEEI O ke (D]

BUHD  Haoence Tioe Plaw T204: 1790 GNT X009 - Tie Map 18 D170 GNT 2003 &0 i e n Lo L [ ]

GCHY  Hadends T May 352 (M4 15 24 3T 2008 T May 3 IS ONT X008 o uiren  ueathabe D [T b T e ]

GCHG  Heoeds T Jon 17 Ofc 33: 130G T 2008 Toe Jun L7000 13:21 GMT 3006 (5] unien  uesthabe. O L Do LEbTOw LT

COHD Hecence Tom don 17 (03130007 008 Tuw Juom L7100 153 CAT 2008 i} wmbren  ursachadl 1] urdnzen unbzpen e

DG Hagencs Tie 2 17 (s I2H40ET 0 Tue Jom LT 00 127499 247 000 2 st umeachable D LITETI O rkngaan LN

BCHD Hacherich TiE an LT 1L IGGHT T Toe om L7 00; L0 3 24T 2008 o uninawn umesthae D LNk o LEwrgmn LT

GCHZ  Hadends Tie Xn 17 3NS5 ST 200 - Tue Jun L3000 13159 54T 2008 o unkeren  uwsathabe D LTRIHRT Lk T ]

GCHD Hadewds Tie X 17 (020G I00  Ties Jini L7 O7:00: 2 5T 2008 o WY Winsachabie D LA D AT T ]

COHG Haowncs T Jon 17 D03 190HT 200 Tum Jon 1700323 AT 2008 o onimaen Umeachalsl 0 uninoan rkoEn urbkrown

BCHG - Hadencs T Jon |7 0R01 12697 2008 T Jn 7070112 BT 2008 [} ke uweaghabe 0 unbnoem urkrgen Lrroen

BCHR  Haoemos Toe X 0P O 2008] T 2009 . WeedRein 0] THI3 25 GNT 2000 B0-247- 14 7-50, muenae, neasions, net (F] unnwn umsathaoe 0 LNk AT (L] LT

BCHG Hadenda Tiie Ml IPOAI2] GMT 2009 "WedReb ] A4 55 GNT 210 Ba0-247- 18744, rivisrsi nsveabns, nek o unkreren  unmeadhae D [T LEWTDw [T ]

GOHG - Harends T &l D7 O3 2: 20 50T S0 ed Pt 3002534 GNT 2030 Bal- 247 14 7-40. revey s resveshies . ret [} irilinhan - reshabl D LIl D LT ]

GIHD Hecencs Tomw Jul DFOGE33: 30 04T 0 ‘e Febi3 212; 2550 GNT 3030 Bl 34704 7-43 . revmrow. rerveslons . ret (5] unnown umeschal D urinoam umlroen urkren

GOHD Hadenc Toe Xl D7 O 3017 3T 2005 Wed Pebd] 1105 LL GNT 2030 000 247- 19 744, reverme, nevesloes , ret Q innown urescthabie 0 uninoen unkrgen T ]

FHD  Hasdends T 0720 230 54T A0S Wad FEnidl 11113 15 ONT XX B 247-197-45, e nesekies, net a uninean  umesase D LR DA LT LT

GEHE  Hadswde T Al DT O ST oMT a0 - Wed R0 A0S0 ENT 2030 B0 247 1746, n e s, rosvibies nek (] wilrnh  ursalhae D [ R LT

COHD Hadnds T 1l D7 O Tea sl 20000 o e 03 2094 00 ONT 2090 Bl 343 14 T4 s ot Mianiedbod . ok i i Uvastubk 0 onEen LTk AT

GOHD Heoends Tow Rl (P OEc B0 T 2008 e P 13 1305507 GNT X120 o unbawn umsschass D wrknoen i unbkreen

B Hagende Tioe Rm |7 000G T 008 Tue Jon 17000020 BT T8 i 2-gw, g ren, e Pl kn open 1] i tes rkrgaan TN Jl

{~m ® ] Haman=t Trm B V7NEs =93 8T “TNG II.IH:H.-\.I'l'l TV e &S FRIT WINT w1 oy memnaree o (nl imver  rranchsea n | wdT A, L L ] |
| @ |

* BUT, network anal

sis still manual!

Canada
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Bol e s goipnciont i
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LANDMARK today...

* Network analysis tradecraft to determine vulnerable
devices has been encoded within OLYMPIA

Canada




TOP SECRET//COMINT

GSM provider

NSA TAO requested assistance gaining access to the
network

I *l Communications Security  Centre de la secunite
' Estabtilisbhment das elecommunications

Network analysis using OLYMPIA:

* DNS query to determine IP address

* [P address to network range

* Network range to port scan

* Are there any vulnerable devices in that range?

Duration: < 5 minutes
Canada
8



Use Case 1: Finding Orbs

Vulnerability
Profile




ENE LS

Automated Vulnerability Assessment
— Using Vulnerability Profiles for Remote and Content Delivery vectors

Automated Target Development and Monitoring
— |dentify and characterise target machines

Profiles machines, including:
— Browser, OS, PSP, Patch History
— Activity
— Download
Automated Target Technology Tracking (Stats & Trends)
— Browsers, OS. PSP etc

ORB Identification

— |nitial ten fold increase in Orb |ldentification rate over manual process




Defining Attributes
= Attribute Definition

= Name
DNS Request
" Type Machine Communication

Attributes

= Description | FTP logir”
= Data sources i

Open port (25, 80, 443)

Server banner (Server: Apache)

PSP fingerprint (Kaspersky v7.01)

XFF (192.168.2.1)

Web Request (test.exe, file.pdf)

DNS Name (webhost.com) SNMP sysname




MUGSHOT GOALS

" Automated Target Characterisation and
Monitoring

= Automatically understand everything important about CNE target
networks from passive and active sources.

" Automated Un-Targeted Characterisation

= Automatically understand everything important about all
machines on the Internet from passive and active sources.




	GCHQ HACIENDA 01
	GCHQ HACIENDA 02
	GCHQ HACIENDA 03
	GCHQ HACIENDA 04
	GCHQ HACIENDA 05
	GCHQ HACIENDA 06
	GCHQ HACIENDA 07
	GCHQ HACIENDA 08
	NSA HACIENDA 09
	NSA HACIENDA 10
	NSA HACIENDA 11
	NSA HACIENDA 12
	NSA HACIENDA 13
	NSA HACIENDA 14
	NSA HACIENDA 15
	NSA HACIENDA 16
	CSEC HACIENDA 17
	CSEC HACIENDA 18
	CSEC HACIENDA 19
	CSEC HACIENDA 20
	CSEC HACIENDA 21
	CSEC HACIENDA 22
	GCHQ HACIENDA 23
	GCHQ HACIENDA 24
	GCHQ HACIENDA 25
	GCHQ HACIENDA 26



