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MEMORANDUM or UNDFRSTANDING

FOR THE USE OF UNDERCOVER OF FICERS

What are the dzsclosm'e parameters of each country that is pm'tv to this agreeement in
: . relatzon. to this document

Dzsclosure to thzrd pan’zes or any other Taw enforcement agency must be approved byall -
signatories to the agreement ) .

a APPROVAL _ d
' Whlch authonty approved the planned deploymcnt or actmty

Wltbm the approval state what is requucd ie. legend .building, backst0ppmg,
, trammg, operatlonal deponment, etc. '

: Legal framework - Who i is the lead agency.
'What is the range, of the permission.
(i) N OB‘!E. CTIVE - | _
"The iject-:i.ve/pu.rpdse of the déployment/actiﬁfy fo'r cxamjple‘—' :
The arrest of NN, and selzure of certain goods/contro]led dehvencs
Infonna’uon about NN - '
Operating a storcﬁ'ont

Facilitating on spccn‘icd items i.e. training, lcgend buﬂdmg, backstopping, opcrahonal '
' 'deployment etc. - '

_Support by an Undercover Operafive. .
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3)

(4)

N

'MA_NAGEMENT OF OPERATION/HUMAN RESOURCES

The names of the- officers with operational ¢ontrol and.their dedicated responsibilities
~ (i.e. decision making/major dxscussxons/d1sputes/costs/euthonty) '

_;A cood organised executive team can take away many questtons so that the operattve
. _deployed can focus fully on their operahonal task. Disputes can be put there.

'-.‘ ldentLﬁcatlon detzuls of the UC Officers i.e operauonal number/pseudonym and
. Tesources deployed to'be disclosed by mutual agreement. The exchange of additional
: mformanon may beina sealed envelope, verbally or by any other means.
-'-\Cons1derat10n should be given to the provmon of a coverperson ‘ie. Wlll the UC be'
-gutded by hlS own coverperson or fore1gn COVerperson. :

" HARD CRITERIA

In respect of participation'-

Is the operative a trained Law Enforcement Ofﬁcer Aut_bonsed Spec1allst or-
: Pammpatmg Informant, étc.

The operative must obey the law regulations and ‘pohc1Ps of the host country as well

" a$ those of their own country.

Spec1fy how- ev1dence will be given in court ie. in pseudonym true 1dent1ty use of
screens, via written report or a third person (coverperson) and security measures for

. personal appearances at court.

What special CODd]thDS must be obeyed, i.e. 1o controlled dehvenes/entrapment the
comn:uttmg of crime, recording of conversations, etc.-

What is arranged on f_he carrymg of ﬁrearms._

COMMUNICATION

' Stipulate how communication will be conducted during the deployment or activity i.e.

in what language will' commumcatlon take place, will it be verbal or wntten

‘ What will be the- frequency of contact. -

Who will be respons1ble for mmntammg commumcatxon i.e. with the operat.we w1th

. the mvestlgahve agency.

How will the activities be _1'eported and/or documented.
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Fo) T]MESCALES

Consuieratlon needs to be gwen to the anticipated duration of the deployment/acttwty
and any critical deadlines that have to be met.

E'At what ﬁequency will the deployment be reviewed
o '_':W'ho is responsible for the review proc':ess

;__Determlne criteria for reviewing the deployment to estabhsh whether or not the
_ tobjectives have been met.,

() : COSTS & EXPENS]:S
Who wﬂl meet the expenses of the deployment, le. .

Overttme

Aéeotnmodation.
. Rental c_oste-
' lleh'i.cles, petrol, special.eciujpment.

Ordlnary operating -expens.,es.

Any. nnanticipated 'expenses to be negotiated prl'o.r to expendittlre. -
S atehou ses and storefronts (dun'n g-and after the operation).

Inventory of purchased 1tems and arrangements for the removal, chstubutlon or
' dlsposal of them : '

It may be advantageous to review the ﬁnanma] aspects of the deployment on a regular
basis. ' - '

“When are payments for expenses to be made i.e. before the deployment afterwards -
.or at regular intervals. . .

_Are there 3pec:1a1 rules/appomtments necessary for taxes- (mcome taxes/storefront ‘
activities taxes). . .

In the event of a compromise to an operative or informant consideration should be
given to who would support the possible protect'ton pro gramme costs.

Consideration to be given to the division of any income denved from the deployment,
‘ selzed/conﬁscated assets -

-
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®

.

(10)

.(1'1).

(12)

: 'INSURANCES -

The insurance arrangements for a deployment should be detemnned i.e. for the Law -

_ Enforcement Ofﬁcer, Authorised Speclahst or Part101patmg Informant etc '

'.Are resources adequately 1nsured i.e. storefronts, furmture vehicles, etc.

.- DISCLOSURE

:::Dlsclosure to thlrd parties or any other law enforcement agency must be approved by
:;:all signatories to the agreement : :

- A media .poli_cy-should be agreed ]?y all parti-cs.

'-SAFFTY

Who is respon51ble for conductin g the risk assessment. (A sample nsk assessment is

“attached at, Appendlx ‘AN,

What are the possible risks that are expected and how wﬂl be antlc1pated on the safety .

. of the employees involved. (Technical and tactical survel]lance mterventlon/anest

team, ete., - provrded by Whom’?)

~ BRIEF]NG & DE-BRIEFING

: Who is resoonsible w1thm the organisation for arrangmc, bnefmgs and de-briefings.

. What are the pararneters and the frequency of briefings and de-bneﬁngs

Consideration should be given to briefing " and de bneﬁng of . non-operational
deployments, i.e. legend bmldmg to be conducted with the host country for the benefit

. ofall concerned

.OTHER CONSIDERATIONS

Are there any other consideraﬁons to be taken account of?

SIGNATURE PARAGRAPH OF COMPETENT AUTHORITIES

The responsible authorities must sign the Memorandum of Understanding. '

-17® February, 2004.
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U.K. RISK ASSESSMENT CONSIDERATIONS

APPENDIX 'A'

'l._ = - e - — .‘_

“ 1#‘ Rls}. Assessment for CHIS and/or UCOSS)

“ A risk assessment rmust be completed in respect of: “each apphcatlon and must be
‘reassessed when each application is reviewed/renewed.

* Comment on the actual or apparent risk vsing the PPPLEM rlsk assessment module.
[q Consider the following: (This is ot an exhaustive list) -
L POLICE and community concerns: ;

Comment 6n any adverse impact on community confidence or safety that may result from the proposad
_ activity.in the event of a compromise?
ss Is thérearisk of dispropomonate damage to our professional rcputancm if the operation is exposed,
= equlpmeut compxormsed or & prosecution col]apses"

; . Can the protection of sensitive policing tecbmques te adequately managed?
L]
)

‘s Dothe CHIS and/or TUCO(s) and members of pubhc who Ay assist or be subJected 0 collaleral mtrusmn
" facde any physical risks?
j®  Aré there any risks to the saféty of the subject(s)?
ke. What suppon Imeasures are in place?

“fe . What exposure has the CHIS had o covert methods? )
" e Where there are no significant risks to the CHIS and/or UCO(s) codsider any nsks to the operatlon by the

use of the CHIS and/or UCO(s). )

PSY CHOLOGICATY, pressure apparent on CHIS/UCO (and Operatlcmal Tearn supporting):

positions.
s Are the CHIS and/or UCO(s) comfortablc with the task(s) requested of them? -
,4- "Are the UCQ(s) sufficiently competent to carry out the task in terms of knowledge, traiming and expcncnce"
S LEGAL issues involved in-the use of the CHIS/UCO:; ]
e Are CHIS and/or UCO(s) conversant with their respons1blhncs and case law?
- fis  Arelegal guxdchnvs/mstrucmns bcmg adhered to and i is there ahlgh level of legal or media mtcrest in the
case? .
lle  Have Public Interest Immumt‘y (PII) issues been con51derecl‘7 _.
;e - Early consultation with CPS, where-appropriate, must be considered. -
%e  Canthe authorised participation be justified if it became known to the public?
{'e  Keep the possibility of participation and agent provocatear promipent in our assessment?
ECONOMIC considerations (potential impact of compromise);
.»  Coupsider the posslble cost implications in the light of a compromise (e.g. witness protccuon)
je Does the use of a CHIS and/or UCQO(s) provide the means of obta.mmg mformauon/mtsﬂlgcncc/ewdeucc
thereby reducing the need to deploy other more costly methods? .
IMORAL and ethical issues raised by theuse of CHIS/UCO.
Fo Is it morally justified to deploy the CHIS and/or UCO(s)?
't Has an exit strategy for CHIS been discussed and agreed? )
fie  Does the CHIS present any maoral threat to par'acular communmcs ar gxoups'i .

o e G b e g R Y S

'.!- Consider the psychologxcal pressures that may be experienced by CHIS and/or UCO(s), placed in vulncrable :
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