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1V1EMORANDUM OF UNDERSTANDING 

' ,FOR THE USE OF UNDERCOVER OFFICERS 

. . . . 
What are' the disclosure parameters of each country that is PartY'to this agreeement in 

, ', " " relation to this aoczzment , " 
'\ , 

Disc.iosure to third parli'es or any other 'law m;lst be 'approved'by iill 
, ''; , , signatories to the agreement " , 

,. , 
'(I) ' , APPROVAL 

(2) 

Which auth.ority approved the planned deployment or activitY . 
. . : . . .'" . .. .. . 

Wit'hin tp.e app.I;oval state what is required, i.e. legend ,building, 
, trainingl operational, deployment, etc . 

. '. .. ' .. . 

Le!¢ frainework .:. Who is the lead 

'Wh,at the range of the'permission. 

" 

OBJECTIVE ' 

'The of the deploymentiactivity, for ' . . . . 

The arrest of NN, 'and seizure of certain goods/contro).led deliveries. ' 

Information 'about NN 

Operating a storefront. 

Facilitating on'specified items i.e. training, legend building, backstopping, operational 
, 'deployment, etc. " .,'.' . -', ' " . 

$upport by an Operative. . , 

" 
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(3) 

(4) 

European, Co-Operation on OCAc.tivities 

, " 

MANAGEMENT OF OPERATIONIHUMAN RESOURCES 

The names of the,officers with op'eraticinal control and, their dedicated responsibilities' 
" " (i.e. decision making/major ' 

, , , 

,:A "good organised executive team can away many questions so that the 
, :deployed can focus fully on their operational Disputes Gan be put there. 

• • • '. •••• • • ! 

" , Identification details of the UC Officers i.e operational number/pseudonym and 
to'be disclosed bY,mutual agreement. The exchange of additional 

i Mqrmation m?y be in a sealed envelope, verbally or by any other means. " 
" 

; ','Consider:ation 'should be given to the proviSIon of a will 14e DC' be 
,'guiqed by his own coveIRerson, or foreign coverperson. ' 

, ' 

EARD CRITERIA 
" 

In Iespect 9f 

Is the operative a trained Law Enforcement Officer, Authorised SpeCialisf or ' 
, Participating Informant, etc. 

, ' ' , , . 
must obey the law, regt;llations and'policies of the host cQuntry as yrell 

: ", as: fuose of their own country. ' 

SpedtY how will be given in court i.e. in true identity: use of ' 
vi?l written repo;rt or a third person (coverperson) and security measures for 

, person'al appearances at court: ' 
, .. 

What special conditions'must be obeyed, i.e. ,rio controlled'deliveries/entrapment, the 
committing of crime, recording of conversations, etc. ' ' . 

V(hat is ,on the carrying of firearms.: 

(5) , COMMUNICATION 

Stipulate how ,cornmll.!rication be conducted during the deployment or, activity i,e, 
in what place! will j.t be verb,al or 

, What will be the, of cdntact.' ' 

, , -
Who will be responsible fo! maintaining i.e. with the oper:ative, with 

, the investigative agency:,' ,,' " 

How will the activities be and/or documented. 
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.(Q) TIMES CALES 
. . 

Consideration needs to be given to the anticipated of the 
and any d.eadlines have to be met.' .'. '. 

·At :what frequency will the deployment. be reviewed 
, . 

': ' Who is responsible for the review process" . , 

.. : 

; :.petermine criteria' for reviewing' the to establish' whether not the 
. . haye.been met.. . . 
. ' 

m : .'COSTS & EXPENSES 

wp.o :will meet expens.es of the deployment, i.e: 

O-v.ertime·, 
'. , 

. 

. Rental costs. . 

, Vehfc1es, petr9l, special 

operating expenses, 

to be negotiated prior to ex;pe!lcUture. 

Safeh?uses .and s!orefi:onts operation), . 

of' items -and arrangements for the remoVal, distribution or 
disposal of them., . . 

It may be, advantageous to the fiIiancial 'aspects of the deployment on a regular / 
basis. ' " ' 

expenses to i,e. the deployment, 'afterwards' 
, or at regular intervals,. ' ' 

Are there .. necessary fOI , taxes' (income taxes/storefront 
taxes). . 

. ' . 
In the event of a C9mprOmlse t9 an or consideration showd be 
gi:ven to whc;> w01llcisupport the possible protection programIDe costs. 

. . 
Consideration to be' given 'to the division of any income derived from the" deployment, 

. seized/confiscatoo assets. . . . 
. .' 

'. 
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(8) 'INSURANCES . 

The insurance arrangements for a deployment should be determined, i.e. for the Law . 
. Enf0Fcement Authorised or Participating Infonnant, . 

. resources adequately insured, f:e. storefronts, furniturej vehicles, etc . . ' . 
(9). ':: DISCLOSURE 

: : Dis.closure to third Parti·es or any other law enforcement' agency must be approved by 
. i' an to the . . . . . . 

:.·,'A be. 

(10) ·SAFETY 

-tvho js for' the risk assessment. '(A sample nsk is 
. attachyd iat .. IN). ' . . 

'.. . 
What -are the possible risKs that are eXpected and how will be anticipated on tlle safety . 

'. of the employees involved. (Technical and surveiUance, intervention/arrest 
. etc., - provided by whom?) . . . 

. (11) . BRIEFING & DE-BRIEFING . 

. who IS respoz:tsible within the organisation. fC!T briefings and de-briefings. 
. . 

. the parameters the. frequ'ency ofbijclm.gs. and 

Consideration should be' given to and de-briefing of . non-operational 
deployments, i.e. legend building to be .conducted with the hO$.t country for the benefit 
of all concerned, 

(12) . OTHER CONSIDERATIONS 

Are there any cO?sideradons be account at? 

SIGNATIJR.KPARAGRAPH OF COMPETENT AUTHOruTIES' 

The'respons,ible authorities must sign the Memor'andum of UnderstaIlding. 
. ' . ' . . 

th · ' . 
. 17 . February, 2004. 
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.' 
APPENDIX 'A' 

U.K. RISK ASSESSl\1ENT CONSIDERATIONS' 
; 

. " 

Risk for .. - -- -. ,_.of 
must be completed in application and must be i 

when each applicapon is . _ : It 

on The actual or apparent risk nsing the PPPLEM rislr assessment module. 
following: (1!Us is not an. exhaustive list) .. ' . 

POLICE and cominnnitv concerns: 
• , Cair the protection of sensitive policing techniques be adequately mamigcd? " ·,i. 
• 9n any on community confidence or safety that may result from the proposed 

. activity.in the event a compromise? _ 
Is there:a risk of disproPortionate damage to our professional reputation if the operation is exposed, 

- equipnient compromised or a prosecution collapses? ' . . 
to cmsfUCO (and Operational Team supporttng); . i 

DO,the ems nndlor UCO(s) and members of public who may 2;Ssist .or be e.ollateral intrusion 
1 faCe _any physical risks? , - ' . r1 

Are there any risks to the safety of the subjj!ct(s)? - -
", . ' What s.upport measures are in place? . I 
• What expOsure has the 0llS had'to covert methods? . 
• Where there are no risks to the ems andlor UCO(s) consider any risks to the operation by the i 

use of the'emS andlor UCO(s). ' 
pressure apparent on cmsruco (and Operational Teafllsupporting): , 

90Qsider th!! psychological pressures that may be experienced CHIS nn9lor UCO(s),. placed in VUlnerable 
. , ' , _ . 

POSItiO,DS. ',., , _ _ - , 

_ 8 Are theCHts andlorUCO(s) comfortable with_the-task(s) reg\lested of them? , . -i. -Are the !J.CO(s) sufficiently competent to entry o_ut the terms of knowledge, training and experience? ! 
issues involved in'the use of the cmsfUCO: . , E i. Are-ems andior UCO(s) conversant \'lith iq.eir responsibilities and ease law? . ,- - - : .& 

18 Are guidelinesJinst:rqctions being adhered to and is there a high -level oflega! or I;Ilediainterest in the 'g 
case? . 

J. Have Public Interest hnmunity -(pm issues oeen , ( 
:: . ". Early consultation wit!! CPS, where· appropriate, must b,e considered. . 
. • Can"the authorised participation be justified-if it became known to the -" 
• Keep the possibility of participation and agent provocateur pro.IIlipent in o}lI' assessment? ., , 
ECONOMIC considerations (potential iIDpact of compromise): . , - i 

Co.nsider the possible cost i:mplications ill the light of a (e.g. witneSs protec!i0n) t. 
., • Does the use of a ems andlor provide the. mea¢ of obtaining informationfmtelligence/evidence . i 

thereby reducing the need to deploy other more lIlethods? f 
MORAL and ethlcal issues raised by of _ 
• Is it morally justified to deploy the ems UCO(s)? ' . '- I 

I • Has an exit strategy for CHIS been discussed and agreed? " " 
Does the emS present any moral threat to or groups? - t 
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