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Delegations will find attached a Presidency proposal for draft Council conclusions on the above 

mentioned joint communication.  

 

The Cybersecurity Strategy covers a multi-faceted range of issues; therefore the matter has been 

considered by a number of Council Working parties for the matters within their remits. Some of 

theses groups provided their views to the Friends of Presidency Group on Cyber Issues (FoP) but 

Member States also wished to coordinate their views on a national basis for submission to the FoP.  

The attached draft Council conclusions have been drafted in light of these views. 

 

_____________________ 
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Draft Council conclusions on the Commission and the High Representative of the European 

Union for Foreign Affairs and Security Policy joint communication 

on the Cybersecurity Strategy of the European Union: An Open, Safe and Secure Cyberspace 

 

The Council of the European Union,  

 

1. RECOGNISING that cyberspace, inherently transnational in nature, consists of interdependent 

networks and information infrastructures, including inter alia the Internet and telecommunications 

networks, and that it has an enormous impact on all aspects of the daily life of the general public, 

and is an indispensable asset for economic growth in the EU and that it plays a vital role in societal 

development,  

 

2. UNDERLINING the importance of cybersecurity and measures to fight cybercrime for our 

economies, administrations and society and for the smooth functioning of the internal market and 

RECOGNISING the need to preserve the availability, integrity of networks and infrastructure and 

the confidentiality of the information contained therein,  

 

3. RECOGNISING that safeguards have to be put in place and measures taken to protect the cyber 

domain, in both the civilian and military fields, from threats associated with or harmful to 

interdependent networks and information infrastructures,  

 

4. REAFFIRMING the EU’s position that the same norms, principles and values that the EU 

upholds offline, should also apply online,   

 

5. RECOGNISING that many international standards such as the Budapest Convention, the 

International Covenant on Civil and Political Rights, the International Covenant on Economic, 

Social and Cultural Rights and International Humanitarian law provide a legal framework 

applicable in cyberspace. Efforts should therefore be made to ensure that these instruments are 

enforced in cyberspace; therefore the EU does not call for the creation of new international legal 

instruments for cyber issues,  

 

6. AFFIRMING that cybersecurity needs to be addressed in an integrated, multidisciplinary and 

horizontal way and that measures should cover a multifaceted range of issues that affect cyberspace, 
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7. RECALLING the numerous EU and international initiatives in the cyber field, including those 

set out in annex I of this document, 

 

8. BEING AWARE that both the efforts to raise cybersecurity and the fight against cybercrime 

must be led not only within the European Union but also in third countries, including those from 

where cybercriminal organisations operate,  

 

9. WELCOMING the objectives of the Commission proposal for a Directive laying down measures 

to enhance  

• network and information security across the EU, 

• cyber preparedness and capabilities at national level, 

• cooperation across the EU and to stimulate a culture of risk management in the public and 

private sector,  

 

HEREBY 

 

10. WELCOMES the Joint Communication of the Commission and the High Representative of the 

EU on a Cybersecurity Strategy of the European Union, 

 

11. REGARDS it essential and urgent to develop further and implement a comprehensive approach 

for EU cyberspace policy that: 

• protects and promotes enjoyment of human rights and is grounded in the EU’s fundamental 

values of democracy, human rights and the rule of law, 

• advances European prosperity and the social and economic benefits of cyberspace including 

the Internet,  

• promotes improved cyber security across the EU and beyond, 

• advances the efforts to bridge the global divide and promotes international cooperation in 

cybersecurity, 

• reflects the roles and rights of individual citizens, of the private sector, and civil society in 

cyber issues; including a strengthening of public-private cooperation and exchange of 

information, 
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A�D 

 

12. INVITES Member States, the Commission and the High Representative to work together, 

respecting each others’ areas of competence and the principle of subsidiarity, in response to the 

strategic objectives set out in these Conclusions, 

 

Values 

 

13. UNDERLINES that the rights of individuals to freedom of speech and to privacy must always 

be respected in developing policy and practice on cyberspace issues and takes note of the ongoing 

negotiations to agree an EU Data Protection Regulation that can operate effectively in the cyber era, 

 

14. RECOGNISES that the values and interests promoted and protected within the Union should be 

also promoted in its external policies related to cyber issues,   

 

15. CALLS UPON the EU and its Member States  

• to develop a unified and strong position regarding the applicability of human rights and 

fundamental freedoms, including the freedoms of opinion, expression, information, 

assembly and association in cyberspace,  

• to establish how existing obligations can be enforced in cyberspace,  

• to promote digital literacy and help to raise users’ awareness regarding their individual 

responsibility when placing personal data on the internet, 

 

16. UNDERLINES the EU’s important role in maintaining the multistakeholder model for 

governance of the internet,  

 

17. INVITES Member States to take all reasonable steps to ensure that all EU citizens of all ages 

are able to access and enjoy the benefits of the internet, 
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Prosperity 

 

18. INVITES the Commission to make specific efforts to take these issues forward within the 

Union, and international fora (e.g. the World Trade Organisation (WTO), and  the International 

Trade Administration (ITA) -negotiations) as well as to ensure market access in these sectors when 

negotiating free trade area agreements with third countries, 

 

19. UNDERLINES the importance of legislation in this sector being technology neutral so as not to 

hamper competition by discriminating against cross-border online trade and new business models, 

 

20. WELCOMES the recognition given to the need to invest in research and development in the 

area of cyber, as an important field that could provide high-quality jobs and economic growth, 

 

21. EMPHASIZES  

• the importance of a vibrant EU Information and Communication Technology (ICT) Security 

Sector and INVITES Member States and the Commission to explore and report on what 

steps can be taken to support its development,  

• that legislation in support of cyber security should foster innovation and growth, and focus 

on the protection of infrastructure that Member States judge to be critical, 

 

Improving �etwork and Information Security 

 

22. CALLS UPON all EU institutions, bodies and agencies to take the necessary action to ensure 

their own cybersecurity, through cooperation with ENISA to achieve best practice and in 

coordination across the EU on incident response, 
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23. INVITES Member States  

• to take steps to ensure they have reached an appropriate national level of cybersecurity, 

• to engage with industry in public-private partnerships to enhance cybersecurity, 

• to support awareness-raising on the nature of the threats and the fundamentals of good 

digital hygiene, at all levels,  

• to engage in pan-European cybersecurity exercises, 

• to ensure effective cooperation and coordination at EU level, 

 

Cybercrime 

 

24. COMMENDS the creation of the European Cyber Crime Centre (EC3) at EUROPOL and 

INVITES Member States to use EC3 to enable the strengthening of cooperation between national 

agencies, 

 

25. INVITES Europol to continue to strengthen its cooperation with all relevant stakeholders, 

including EU agencies, Interpol, the CERT community and the private sector  in the fight against 

cybercrime, including by emphasising synergies and complementarities in accordance with their 

respective mandates and competences, 

 

26. CONSIDERING that the Europol 2013 Serious and Organised Crime Threat Assessment 

(SOCTA) states that the Internet enables organised crime groups to access a large pool of victims, 

obscure their activities and carry out a diverse range of criminal acts in a shorter period of time and 

on a much larger scale than ever before, and considers cybercrime as a crime area which poses an 

ever-increasing threat to the EU in the form of large-scale data breaches, online fraud and child 

sexual exploitation, while profit-driven cybercrime is becoming an enabler for other criminal 

activity, 

 

27. ANTICIPATES the swift ratification of the Budapest Convention on Cyber Crime by all 

Member States,  



 

 

8767/13  FR/hm 8 

ANNEX  DG D    E� 

 

28. CALLS UPON the Commission and CEPOL to support the training and up-skilling of Member 

States whose governments and law enforcement need to build cyber capabilities to combat 

cybercrime, 

 

29. INVITES the Commission to  

• use the Internal Security Fund (ISF) to support law enforcement authorities fighting 

cybercrime, 

• use the Instrument for Stability (IfS) to develop the fight against cybercrime as well as 

capacity-building initiatives including police and judicial cooperation in third countries from 

where cybercriminal organisations operate, 

• facilitate coordination of capacity building programmes in order to avoid duplication and 

provide for synergies, 

• provide information relating to the progress of the Global Alliance against Child Sexual 

Abuse Online, 
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CSDP 

 

30. WELCOMES the strong focus in the EU Cyberspace Strategy on cyber defence in the 

framework of the CSDP, as part of the multidimensional array of EU policies and Policies and 

within the Multi-stakeholder model and highlights the following issues: 

• the urgent need to implement and take forward the CSDP related cyber defence aspects of 

the Strategy to develop a cyber defence framework, as appropriate, and define concrete steps 

in this regard, also in view of the European Council debate on security and defence foreseen 

in December 2013. A single point of contact should be designated within the EEAS to steer 

these efforts, 

• the need to strengthen a comprehensive approach fostering the cooperation between EU 

civilian and military actors, including between public and private sector, in raising EU-wide 

resilience of critical infrastructures. Reinforcing close cooperation and coordination in 

responding to cyber incidents by defence actors, law enforcement, private sector and cyber 

security authorities is also necessary to effectively tackle cyber challenges, including 

incident management,  

• the need to enhance Member States’ cyber defence capabilities, including through the 

development of common standards, and raising awareness through training and education in 

cyber security, making use of the European Security and Defence College and further 

improving training and exercising opportunities for Member States, 

• using the existing mechanisms for Pooling and Sharing and utilising synergies with wider 

EU policies to build the necessary cyber defence capabilities in the Member States in the 

most efficient manner, 

• the need for research and development. Priority is given to encourage Member States to 

develop secure and resilient technologies for cyber defence with strong involvement of the 

private sector and academia, and to strengthen cyber security aspects in EDA research 

projects on the basis of a collaborative approach and as a good example of a dual use 

capability to be coordinated between EDA and Commission under the European Framework 

Cooperation, 

• that early warning and response mechanisms should be reviewed and tested in the light of 

new cyber threats, through dialogue between the EEAS, ENISA, EC3, EDA, Commission 

and Member States, with a view to seeking synergies and links with the defence community, 
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• the need to pursue and strengthen EU-NATO cooperation on cyber defence, identifying 

priorities for continued EU-NATO cyber defence cooperation within the existing 

framework, including reciprocal participation in cyber defence exercises and training, 

• embedding cyber defence aspects in wider cyberspace policy, 

 

Industry/Technology 

 

31. UNDERLINES that Research and Development in the area of cybersecurity is essential to 

strengthen the competitiveness of the European Information and Communication Technology 

(ICT), service and security industries, and their ability to develop trustworthy and secure solutions,  

and encourages the Commission to make the best of leverage the Horizon 2020 Framework 

Programme for Research and Innovation to achieve this,  

 

32. EMPHASIZES that the development of public-private partnerships will be key to enhancing 

cybersecurity capabilities; and therefore CALLS UPON the Commission to foster synergies within 

H2020 between ICT and Security research for cyber security and cyber crime related issues and 

with Union's policies for internal and external security,  

 

33. CALLS UPON Member States and the Commission to take specific measures to support 

cybersecurity in small and medium-size businesses which are particularly vulnerable to cyber 

attacks and encourages Member States to develop secure and resilient technologies for cyber 

defence with the collaborative involvement of the private sector and academia,  

 

International Cyberspace Cooperation 

 

34. REITERATING the EU’s commitment to supporting the development of confidence building 

measures in cybersecurity, to increase transparency and reduce the risk of misperceptions in state 

behaviour, 

 

35. CALLS UPON the Commission and the High Representative, in accordance with agreed 

Council positions: 

• to promote fundamental rights in cyberspace in all international engagements on cyber, 
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• to secure a mandate from the Council before important international engagements on cyber 

issues, seeking out Member States’ cyber policy expertise and their experience from 

bilateral engagements/cooperation and to use the relevant working group to develop 

common EU messages on cyberspace issues and work closely with the Member States on 

the operational aspects, 

• to promote the adoption of the Budapest Convention by third countries in order to improve 

international cooperation against cybercrime, 

• in cooperation with Member States to make full use of relevant EU aid instruments for ICT 

capacity building, including cybersecurity, 

• to have full recourse to all available international cooperation tools to develop the fight 

against cybercrime as well as related police and judicial cooperation in third countries from 

where cybercriminal organisations operate,  

 

36. CALLING ON the Member States, the Commission and the High Representative to work 

towards achieving a coherent EU International cyberspace policy by: 

• increasing engagement with key international partners and organisations, to mainstream 

cyber issues into CFSP, in a manner that ensures that all Member States can benefit fully 

from such cooperation, 

• improving coordination of global cyber issues and mainstreaming cybersecurity  into the 

overall framework for conducting relations with third countries and with international 

organisations, including through enhanced coordination between Member States, 

Commission and the EEAS in relation to the conduct of dialogues and other activities on 

cyber security, 

• Supporting capacity-building in third countries, through training and assistance for  the 

creation of relevant national policies, strategies and institutions, in view of both supporting 

the development of resilient systems in those countries and mitigating cyber risks for the EU 

institutions and Member States, 
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Respective roles and responsibilities 

 

37. CALLS UPON the other stakeholders - private sector, civil society, and individual citizens to 

assume their respective roles and responsibilities towards an open, free and secure cyberspace, 

 

AND 

 

38. CALLS UPON the Commission and High Representative to produce an Action Plan on the 

basis of their Communication and these Conclusions; to assign responsibility for, and map delivery 

against, the objectives set out in these Conclusions; and PROPOSES periodic formal review of the 

Action Plan by the competent Council preparatory body/bodies, 

 

39. In the implementation of these Council conclusions, only existing funds and financial 

programmes will be used, without prejudice to the negotiations on the future financial framework.  
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