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Executive summary

This study compares the three PNR agreements: thio2004 and 2007, as well as the
current draft of 2011 matching them against theuests put forward by the European

Parliament in its resolution of 5 May 2010 andtmeppsal for a police and criminal justice

data protection directive ofthe Commission of 26uday 2012. The outcomes of the analysis
are briefly summarized in the following.

1. Purpose and use of the data have been extended

When comparing the 2004, 2007 and the 2011 agrdsptée purposes for which the PNR
data can be used have been considerably extenadedrding to Article 4 of the proposed
agreement, PNR data can be used for other purpageslated to terrorist or related crimes
(i.e. border control, use if ordered by a courheotviolations of law). This extension is not in
line with the demands of the European Parliamemhd@itated in its resolution of 5 May 2010.

2. Retention period has been extended

The comparison of the data retention periods sh@w they were constantly extended until
the current draft eventually abolished the timatla all, bearing the risk of repersonalization
after the ‘anonymizatioh envisaged after 15 years. The indefinite retentmeriod (in
particular for data of unsuspected individuals whiave never been accessed) is, however,
not in line with European data protection standafdse use of undefined terms such as
“anonymizatioly “masking out”’and ‘repersonalizatiohleads to uncertainty as regards the
content of those terms.

3. Transfer to third parties has been broadened

Although some safeguards, including the informatduty and express understandings
incorporating data privacy protections, are comgdiim the 2011 agreement, the purpose of
onward transfers is not particularly specified arad directly linked even to the very broad
purposes mentioned in Article 4 (as it was in tbhemer agreements by identifying the
respective paragraph). Even if the purpose of teains linked to the overall purpose of the
2011 agreement, the justifications for transfersianonetheless be wider than those of the
former agreements as the provisions on purposéaliiom in Article 4 have been extended.

4. Independence of supervision is still not guaranteed

The provisions regarding review and oversight haeen clearly improved in the 2011
agreement. However, they are considerably weakdryedhe fact that there is no truly
independent authority and indeed no mandatory glrérfom outside the DHS at all. This is
however, again not in line with European data ptite standards.

5. Amount of data sets has not been reduced; less peation for sensitive data

There is no change or reduction of the data caiegytransferred to the U.S. since 2004. The
already weakened protection for sensitive data ftleen2007 agreement is further weakened
in the 2011 draft.

6. Data subject’s rightsand judicial review still notenforceable

Although the provisions on data subject’s rightd an judicial review are more detailed than
in the former agreements, it is doubtful whetherghmvisions of the agreement grant any new
rights to EU citizens, in particular with regardAgticle 21, stating that the agreement does
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not confer any new right to individuals.In the atlpeovisions, the proposal mostly refers to
U.S. laws which would apply to the data subjectang case. As according to the prevailing
opinion, U.S. laws as such do not ensure an adedgna| of data protection, the reference to
U.S. law in force can hardly be deemed to ensuradeqguate level of data protection (as
stated in Article 19).

7. Comparison between the provisions of the draft agement and the draft Police and
Justice Data Protection Directive

The proposed agreement clearly does not comply twvélstandards of the proposed directive
in many respects. Many of these shortcomings rétatihe points mentioned before. Basic
data protection standards are not respected. Ryogiselating to the wide-ranging purposes,
the very long retention period, the independencgugfervision and the rights of individuals
(access, correction, rectification, compensatioa)far from being comparable to those of the
draft police and criminal justice data protectiomedtive. With regard to the adequacy
standards in Article 34 of this proposal, it isddgrunderstandable that Article 19 of the 2011
agreement states that DHS providesan adequate déyebtection for PNR processing and
use, “within the meaning of relevant EU data pridbeclaw”.

8. Conclusion

The draft 2011 PNR agreement, which is currentlgengoing the consent procedure in the
European Parliament, provides only very few improgats when compared to the 2004 and
2007 agreements and in some regards even lowedatagrotection standards of the former
agreements. Data transferred under the agreemanbecaised for purposes not related to
terrorist and serious transnational crimes, retenperiods have been extended, and data
subject rights are still not enforceable. The deffL1 agreement also clearly does not meet
the data protection standards envisaged in theopempdirective on data protection in the
field of police and criminal justice.



1 Introduction

The transfer of Passenger Name Record (PNR) daaéen heavily discussed in recent
years and appears to be a prototypic example ofdh#icts between security interests and
privacy fundamental rights which has evolved sitheeattacks of 11 September 2001.

As PNR data is usually collected by a controlleichhs based in an EU Member States, the
respective national data protection laws apply éooedance with Article 4 (1) Directive
95/46. Companies are thus bound by both U.S. lailaa law of the respective EU Member
State. As the U.S. do not, as such, ensure an attetpvel of protection as defined by Article
25 Directive 95/46, it is in principle, illegal fair carriers to transfer the data to the U.S.
However, U.S. law precisely obliges the air cagigrdo so. There is thus a conflict of law to
which there was no solution prior to the respecB¥R agreements. The first PNR agreement
tried to solve this problem in 2084ut it was squashed by the European Court ofchudtie

to the lack of a legal basis for the decision aé thounci® In July 2007, a follow-up
agreement was signédin the absence of ratification, it has since obken applied
provisionally. After the entry into force of theéaty of Lisbon, the European Parliament was
requested to give its consent. The Parliament daitl do so, but instead called on the
Commission to re-negotiate and substantially imprtive agreement with regards to data
protection standards in its resolution of 5 May @bHAfter negotiations with the U.S., the
Commission initialed the agreement and recommetmléte Council so sign ®The Council
adopted the agreement on 13 December 2011.

There are thus three succeeding PNR agreemente tfo2004 and 2007, as well as the
current 2011 draft. As the Parliament had arguetdnag the 2004 agreement, not only with
regards to the lack of competence, but also irtiogldo the violations of fundamental rights,
and requested in its resolution of 5 May 2Dttt certain “minimum requirements” must be
respected when exchanging PNR, it is of particultgrest whether the current document
improves the privacy and data protection rightg@afelers.

This study thus aims at comparing the three doctsnand matching them against the
requests put forward by the Parliament. To this, eme will first recall briefly the key
problems of the PNR scheme with regard to fundaateights and data protection laws. As
the transfer of PNR data relates to the preventiorestigation, detection or prosecution of
criminal offences, it is additionally important tompare the current PNR agreement to the

Agreement between the European Community and thieed) States of America on the processing and
transfer of PNR data by air carriers to the Uniftdtes Department of Homeland Security, Bureau of
Customs and Border Protection, OJ 2004, L 183484h¢ following: the 2004 Agreement).

2 Both Article 95 and Article 300 TEC were not catesied to be the appropriate basis, cf. ECJ, Jolssks
C-317/04 and C-318/04, European Parliament v Céuamdl Commission; cf. Ulrich Ehricke, Thomas
Becker and Daisy Walzel, “Ubermittlung von Fluggkaen in die USA”, Recht der Datenverarbeitung 2006
149-156; see also the case notes of Westphal, BisapeZeitschriftfUrWirtschaftsrecht 2006: 406-403id
Peter Szczekalla, DeutschesVerwaltungsblatt 2096:899.

Agreement between the European Union and the tiSitates of America on the processing and tramgfer
Passenger Name Record (PNR) data by air carriettset®Jnited States Department of Homeland Security
(DHS), OJ 2007, L 204/18 (in the following: the Z0Agreement 2007).

European Parliament resolution of 5 May 2010 anl#lunch of negotiations for Passenger Name Record
(PNR) agreements with the United States, Austealid Canada, final edition B7-0244/2010.

®  COM(2011) 807 final.
See above n. 4.



standards which the Union seeks to apply in thes @ the future. The agreement will thus be
assessed in the light of the proposal ofthe Coniamissf 25 January 2012.

A careful analysis of the current PNR proposalfiparticular importance in several respects.
It relates to the protection of fundamental humigts (Articles 7 and 8 CFR, Article 8
ECHR, Article 16 TFEU), it could influence the posed European PNR retention schéme
but most of all, it could constitute a precedemtfédure data transfers to countries outside the
European Union. According to Article 19 of the 20drbposal, DHS shall be deemed to
provide, within the meaning of relevant EU data tpotion law, an adequate level of
protection for PNR processing and Us#é could therefore well be that other countries
other administrative branches in the U.S. will refie the standards in the proposal in the
future. The European legislative organs should kiépin mind when deciding upon the
current draft.

2 Key problems and fundamental rights (brief overview

The main concern expressed so far relate to thepatibiity of the former as well as the
current EU-U.S. PNR agreements with fundamentd#itsigin particular with data protection
rights (above all with Articles 7 and 8 CFR, Aréc8 ECHR, Article 16 TFEU). Various
actors, such as the Article 29 Working Party, tleengissions’ legal service, the Parliament,
the EDP$ and academic literatufe have already exhaustively elaborated on the main
problems and concerns. The criticism mentionechasé articles and opinions is therefore
only briefly illustrated in the following and regtted to the key points.

2.1 Criticism and relevant arguments

With regard to the mentioned fundamental rightse tANR transfers must meet the
requirements of necessity and proportionality. Kag problem here is that the necessity of

Cf. the proposal for a “Directive on the protentiof individuals with regard to the processing efgpnal
data by competent authorities for the purposes ref/igmtion, investigation, detection or prosecutafn
criminal offences or the execution of criminal pkiea, and the free movement of such data”, COMZ01
10 final, 25 Jan 2012.

See e.g. Boehm, “EU PNR: European Flight Passendeder General Suspicion — The Envisaged European
Model of Analyzing Flight Passenger Data”, in: Cartgrs, Privacy and Data Protection: an Element of
Choice, eds. Serge Gutwirth, Yves Poullet, PauHed, Springer 2011, p. 171-199;McGinley, “Die Viera
beitung von Fluggastdaten fir Strafverfolgungszweéckatenschutz und Datensicherheit 2010: 250-253.

® Compare for instance: Opinion 7/2010 of the Aei®9 Working Party, WP 178 (2010); Opinion of the
EDPS of 9 December 2011 on the Proposal for a Gbecision on the conclusion of the Agreement
between the United States of America and the Eanmopénion on the use and transfer of Passenger Name
Records to the United States Department of Homelaedurity, OJ C 35/03, 9.2.2012, see also draft
recommendation of rapporteur Sophia in't Veld, 3huhry 2012, 2011/0382 (NLE), Note from the
Commission legal service to DG Home affairs of 18M011; Letter from the Article 29 Working Party t
the Members of the LIBE Committee of the Europearii@ment of 6 January 2012.

Compare for instance: VagelisPapakonstantinou,Rand De Hert, “The PNR Agreement and Transatlantic
anti-terrorism Cooperation: No firm human rightarfrework on either side of the Atlantic,” Common
Market Law Review 46 (3) (2009): 885-919; Mario Mea, “Passenger Name Record Agreement,European
Court of Justice,” European Constitutional Law Rewi3 (2007): 127-147; Christian Schroder, “Der Zffigr
der USA auf DateneuropéischerFlugpassagiere”, RdehtDatenverarbeitung 2003: 285-290; Westphal
(above n. 2); Franziska Boehm, “Datenschutz inEigopaischen Union”, Juristische Arbeitsblatter 200
435-439; Waldemar Hummer, “Die SWIFT-Affaire. UStl@ismusbekédmpfung versus Datenschutz, Ar-
chiv des Volkerrechts 49 (2011), 203-245; ThomasiP#8Jnzulassige Vorratssammlungen nach dem
Volkszahlungsurteil? Die Speicherung von TK-Verlsgtaten und Flugpassagierdaten”, Datenschutz und
Datensicherheit 2008: 729-732; Marina Tamm, “Ruckumgen des gescheiterten SWIFT-Abkommens auf
das Abkommen Uber Fluggastdaten?, VerbraucheRauht 2010: 215-223.

10
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the data transfer is continuously emphasiZebyt remains unclear. So far it is doubtful
whether the evidence offered is sufficient to desti@ie the necessity of the mass PNR
transfer to the U.& As there has been offered no new evidence tha®i analysis lead to
arrests and eventually the conviction of terroasd criminals with regard to the 2011
agreement, the criticism remains valid.

Extensive criticism also concerns the purpose hadise of the data. Up to now, none of the
agreements have specified the exact purpose fatvthe PNR should be used. Whereas the
initial idea was to use the PNR only for the prdign of serious crime and terrorism, all
agreements included the possibility to use the RRther purposes (in particular for border
purposes, possible profiling purposes, in courtceealings and for minor crimes). These
additional uses have been the subject to criti¢fsm.

In addition, the retention period has been exptseditique since the first PNR agreement in
2004. 1t is criticized for being not proportional relation to the purpose pursued. This is
fostered when taking into account other PNR agre¢snesuch as those with Canada and
Australia, which provide for a much shorter retentperiod (Canada: 3,5 and Australia: 5,5
years). Compared to those, the U.S. retention gesfoup to 15 years seems to have been
rather randomly choséfi.

Doubts have also been expressed in the contexteoéffective enforcement of access and
redress possibilities for individual®.As all of the agreements entailed a specific @aus
stipulating that the agreements shall not create raght or benefit under U.S. lalf, the
practical value of access and redress provisions haen called into questidhDoubts have
concerned the question of whether adequate andtigfeaccess and redress possibilities in
U.S. law exist and how these possibilities couldsbecessfully used. Since the U.S. Privacy
Act does not apply to EU citizens, it is doubtfuiether the other U.S. statutes mentioned in
the agreements (e.g. the FOIA) entail rights, whach comparable to those that would be
available to EU citizens within the EU.

The provisions concerning domestic sharing and othwansfer have also triggered critical
comments. Doubts with regards to the safeguardieapip this context and to the adequacy
of the transfer are being discusséurther, the criticism refers to the lack of sfieation of

the authorities entitled to receive PNR dtén addition, it is criticized that the transfer to

1 See e.g. COM(2011)807 final, p. 3 (“very importsoul in the fight against terrorism and seriotisne?), p.

6 (“a necessary tool that gives information thatnze beobtained by other means”).

Letter from the Article 29 Working Party to the Mbers of the LIBE Committee of the European
Parliament of 6 January 2012;Opinion of the EDPS9obecember 2011 (above n. 9), OJ C 35/03,
09.02.2012, p. 3; McGinley, (above n.8), p. 256e4.

Compare note from the Commission legal servicB®@Home affairs of 18 May 2011; Westphal (above n.
2), p. 407; Tamm (above n. 10), p. 222.

% McGinley, (above n.8), p. 250 et seq.; Westphhabya n. 2), p. 407; Ehricke, Becker and Walzel @bn.
2), p. 155; Tamm (above n. 10), p. 222.

5 Tamm (above n. 10), p. 222; Boehm (above n. 10)3p; Westphal (above n. 2), p. 407.

16 Compare Article 21 of the 2011 agreement.

Compare letter from the Article 29 Working Pantythe Members of the LIBE Committee of the European
Parliament of 6 January 2012.

Letter from the Article 29 Working Party to the Mbers of the LIBE Committee of the European
Parliament of 6 January 2012.

9" Opinion of the EDPS of 9 December 2011 (above,n09 C 35/03, 09.02.2012, p. 7.

12

13

17

18
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third parties is not limited to acase-by-case bast that thetransfers to third countries is not
subject to prior judicial authorisatidf.

Moreover, since the first EU-U.S. PNR agreemen2@4, the provisions on (independent)
oversight have been criticized. Although Articl€d33 CFR and the case law of the European
Court of Justicg apply strict criteria to the independency of oighs so far none of the
agreements have complied with these requirenfénts.

With regard to the method of transmission, theafsine “pull” method (the U.S. authorities
have direct access to the PNR of the airlines)eatstof the “push” method (the airlines
themselves transfer the data to U.S. authoritias)deen heavily criticized.Even though the
2007 agreement already obliged the air carriersswitch to the “push” method, this
requirement was not implement&dThe 2011 agreement now provides for the use of the
“push” method, but also allows for exemptions.

The large volume of transmitted data, including tessibility to transfer and process
sensitive data, are a constant source of critiéfsin. particular, as the wide ranging and
therefore indefinite data categories required leyhS. authoriti€§ have not been modified

since the first agreement of 2004, this criticisnmot without merit.

2.2 “Accumulation” of surveillance measures and constrants from the Member
States’ Constitutions

It is worth mentioning that the EU-U.S. PNR agrestrie but one element of a tendency to
collect data of individuals never been suspectedasfng committed a crinféln addition to
the EU-U.S. PNR agreement, measures such as tlae rention directive, the TFTP
agreement and the planned EU-PNR system also targrispected individuals and are
therefore subject to discussionin various MembateStand at EU level.

The recent data retention judgment of the Germanstitational Court of 2 March 2030
addressed this accumulation of groundless surme#laneasures and obliged the German
legislature to consider theentirety of the alreagligting databases, if it plans to enact further
data retention obligations. In other words, befadkviduals not suspected of wrongdoing are
targeted by such measures, the German legislasurequired to be very cautiouswhen
enacting new measures. The scope for further glfessddata retention obligations is
therefore considerably reduced through the introadn®f the data retention obligation in the
telecommunications sector in Germany and vice-versa

20 Opinion of the EDPS of 9 December 2011 (above,n09 C 35/03, 09.02.2012, p. 7.

2L C-518/07, Commission v. Germany of 9 March 2010.

22 Compare draft recommendation of rapporteur Sophia Veld, 30 January 2012, 2011/0382 (NLE),

paragraph 9; Boehm (above n. 10), p. 438.

Compare for instance Petri (above n. 10), p. 122q.

2 Compare draft recommendation of rapporteur Sophia Veld, 30 January 2012, 2011/0382 (NLE),
paragraph 5.

% Ppetri (above n. 10), p. 729 et seq. ; Schrodesv@ln. 10), p. 287; Ehricke, Becker and Walzel y&bo. 2),

p. 155.

Martin Sebastian Haase, “Neues Abkommen zur Ulittumg von Fluggastdaten an die USA”, ZD-Aktuell

2011, p. 128.

CompareAntonie Knierim,“Kumulation von Datensamngan auf Vorrat* Zeitschrift fir Datenschutz 2011:

17-23.

% Judgment of the German Constitutional Court of&®h 2010, 1 BvR 256/08, 1 BVR 263/08, 1 BVR 586/08
cf. Gerrit Hornung and Christoph Schnabel, “Vertaggsrechtlich nicht schlechthin verboten. Das Udes
Bundesverfassungsgerichts in Sachen Vorratsdatiehgpeng”, Deutsches Verwaltungsblatt 2010: 824-833

23

26

27
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Keeping the judgment of the German Constitutionrali€in mind, another measure targeting
individuals not suspected of criminal activity, buas the EU-U.S. PNR agreement, would
possibly meet serious scrutiny at national levekrkif this judgment was clearly related to
the legislation and constitutional constraints ier@any, the arguments of the German
Constitutional Court emphasize that a new measangeting unsuspected individuals must
also comply with the constitutional restrictionstie Member States.

3 Comparison between the different agreements (2002007 and 2011)

All articles without reference refer to the artglefthe draft PNR Council Decision (2011).

3.1 Purpose and use of the data

Comparing the use and the purposes of the PNR anditferent agreements, a constant
expansion of the scope can be observed. The puigdfodes original 2004 agreement was
limited to the prevention and combat of terrorisnd aelated crimes, other serious crimes
(including organised crime) that are of transnatlonature, and flight from warrants or
custody for both groups of crimésThe 2007 agreement extended these purposes to the
protection of the vital interests of the data sabg other persons as well as to the use in any
criminal judicial proceeding, or as otherwise regdiby law*°

These already far reaching purposes are again émeddn the draft PNR agreement of 2011.
Article 4 is divided into 4 paragraphs which entaih the one hand, a list of definitions of
terrorist offences and related crimes (paragraplfa)) and other transnational crimes
punishable by a sentence of three years or momadmph 1 (b)), and on the other hand,
further purposes PNR data may be used for (parbhgrapo 4). There is also the problem that
domestic sharing in Article 16 is allowed on baljcshe same grounds. As Article 4 is

drafted very broadly, so are the cases in whichektim sharing is legal.

Paragraph 1 (a) of Article 4 specifies the terrtesrorist offences and related crinfeA
catalogue of examples is given. The use of the wgrtincluding conduct thaf...]” when
specifying these terms seems however, to indidaethis catalogue is not exhaustive and
that the given definitions are only examples ofesal offences which may fall under the
terms ‘terrorist offences and related crinfeé\s there is neither a definition of terrorism in
the agreement nor in international I3tthis leads to considerable legal uncertainty gands
the possible purposes.

Paragraph 1 (b) of Article 4 is structured in aiE@mway. The paragraph refers tother
crimes that are punishable by a sentence of imprsent by three years or more, and that
are transnational in nature The paragraph also refers to a list of defimdovhich aims at
specifying the criterion oftfansnational naturé As in paragraph 1 (a) of Article 4, the use
of the wording in particular’ when describing the criteria for transnationain®, also
indicates that this list is not exhaustive and thether criteria may be used to classify a crime
as transnational. Yet the list alone offers liglddance. According to paragraph 1 (b) (iv), it
is sufficient that a crimei§ committed in one country but has substantiaotéfin another

% paragraph 3 of theUndertakings of the 2004 agreer@s 2004 L 235/11.

% paragraph I, US letter to EU, annex to the 200@eament, OJ 2007 L 204/18.

3 See e.g. Schmid“The Definition of Terrorism”, ifihe Routledge Handbook of Terrorism Research, 2011,
pp. 39 et seq., available at http://books.google/books?id=_PXpFxKRsHgC&pg=PA39; see also the
Report of the Ad HocCommittee established byGenéwsdembly resolution51/210 of 17 December
1996Sixth  session (28  January-1  February  2002), iladWe at  http://daccess-dds-
ny.un.org/doc/UNDOC/GEN/N02/248/17/PDF/N022481 78benElement.
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country'. It appears that this could relate to any legabnomic, social or other effect. There
is neither a definition of nor a mechanism to deiae which effects qualify as “substantial”,
leading to the risk of diverse interpretation aadal uncertainty. Article 4 (1) (b) (v) even
covers every crime committed in one country whendfiender fs in or intends to travel to
another country, From a literal reading, this would cover evenysimess or holiday trip of
the offender subsequent to the crime. The defmitibtransnational crime is thus very wide-
ranging and not even limited to U.S. law enforceniéfrom its wording, the DHS would for
example be entitled to use the data to investigatgime which relates to two European
countries (i.e. is “transnational in nature”) whilet even touching the U.S. jurisdiction.

As there is no reference to a specific legal ofde6., EU, Member States) regarding the
minimum sentence, it is not clear which crimes actually referred to. This raises the
guestion of different applicable laws (with diffateminimum sentences), including concerns
regarding the possibility of changing the appliealaws in the aftermath of the agreement.
An exhaustive list would therfore avoid subsequentsunderstandings about the
interpretation of offences and the use of PRR.

Paragraph 2 of Article 4 further broadens the sadjbe use of PNR PNR may be used and
processed on a case-by-case basis where necessa&gw of a serious threat and for the
protection of vital interests of any individual drordered by a court). As there is no
indication that this paragraph has to be read bagewith the paragraph before (paragraph 1
of Article 4)it allows for the use of PNR for anynposes as long as this use is somehow
ordered by a courfThis lack of substantive requirements opens the twayse the data in
every case a court may find it useful.

Paragraph 3 of Article 4 additionally extends theposes for which the PNR can be used.
The identification of persons who would be subject to closer questiomingxamination
upon arrival to or departure from the United Statesvho may require further examination
appears to include the use of PNR for a wide rafgeorder control purposes. Recitaf§ 3
and 14° underpin this assumption. This specific purpos@ds necessarily related to the
purposes mentioned in the other paragraphs of l&ricand would considerably enlarge the
use of PNR also with regard to the former agreement2004 and 2007 in which border
purposes were not mentioned.

Paragraph 4 of Article 4 also constitutes a newvigion in comparison to the former
agreements. It states th&dragraphs 1, 2, and 3 shall be without prejudicelomestic law
enforcement, judicial powers, or proceedings, whatteer violations of law or indications
thereof are detected in the course of the use andegsing of PNR The wording used in
this paragraph does not clarify whicbther violations of law or indications theréadire
actually meant. This leaves room for further intetgtion with regard to the nature of these
offences. It is for example not clear whether ariyninal offences are included. The wording
suggests however that this is not the case andrdingty, the data could be used in

32 Compare also draft recommendation of rapporteyhBoin't Veld, 30 January 2012, 2011/0382 (NLE),
paragraph 2 which refers in this context to the wemts of the Article 29Working Group and the EDPS.

33 Compare in this regard: opinion of the EDPS of @&&mber 2011 (above n. 9), OJ C 35/03, 09.02.2012,

p.16.

Compare also in this regard the draft recommeadadif rapporteur Sophia in't Veld, 30 January 2012,

2011/0382 (NLE), the opinions of the Commission dle§ervice, the EDPS and the Article 29 Working

Party referred to in n. 9 above.

“Recognizing the right and responsibility of state [...] protect their borders".

“Further recognizing that the collection and as&yof PNR is necessary for DHS to carry out itsdbo

security mission [...]".

34

35
36
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proceedings on administrative offences or evendesof ordinary civil law. With regard to
criminal offences, paragraph 4 may render paragiaf#) of Article 4 meaningless, as there
is no mentioning of a minimum threshold for thesaations (as opposed to paragraph 1 (b)
of Article 4: sentence of three years or more)dnsequence, the PNR could possibly be used
for any other offences detected in the course®iige and processing of PNR.

Conclusion: When comparing the 2004, 2007 and the 2011 agmsmine purposes for
which the PNR data can be used have been consigensiended. The single paragraphs of
Article 4 (which define the purposes) seem to befoonally connected to each other. As a
consequence, the mentioned purposes are not gpdgifinked to the overarching goal of the
prevention, detection and investigation and proseawof terrorist and related crime, which
were subject to the former agreements. PNR databeatinus used for other purposes not
related to terrorist or serious crimes (i.e. bordentrol, use if ordered by a court, other
violations of law). Taking into account the pleth@f exceptions in Article 4 paragraph 2-4,
the Commissions’ statement that the purpose ofgsing is Strictly limited to preventing,
detecting, investigating and prosecuting terronffences and serious transnational crirfe
appears to be grossly misleading.

3.2 Retention period

Comparing the different agreements, a remarkabiension regarding the retention period
can be observed. Whereas in the 2004 agreemerdttrgion period was limited to 3.5 years
(eight years only for the data which had been amzksluring the first 3.5 year&)and the
2007 agreement allowed for an “active analyticahdase” for seven years and a “dormant,
non-operational” one for additional eight yearse tlurrent proposal does not provide for a
limit at all.

The PNR should stay imattive database for up to five yearghereby“after the initial six
months of this period, PNR shall be depersonala®d masked...]". *° After the five years,
the PNR are ttansferred to a dormant database for a period pfta ten years There, the
data can berépersonalizedin “connection with law enforcement operatibms connection
with “an identifiable case, threat or riskData collected for the purposes of Article 4 (i)
(transnational crimes that are punishable by aesestof three years or more), should only be
repersonalized for a period of up to five yearstt#ere is in all these instances, the possibility
of repersonalization, the data is in any case ‘(paakdata” in the meaning of Article 2 (a) of
Directive 95/46/EC for the full period of fifteeregrs. The protection offered by the dormant
database is additionally weakened by the fact thate are basically no substantive
requirements for repersonalization, which may tgMace “in connection” with law
enforcement operations (thus not even meeting th®icbprinciple of necessity). The
requirement of an identifiable case, threat or dsks not offer any guiding, as those three are
alternatives and the “case” thus may mean any enduyi any government official without
being related to a threat or risk.

Following the dormant period, the data are not tédlebut “fully anonymized” without the
possibility of repersonalization. (Article 8 (4)pkever, data relating to apecific case or
investigation may be retained in an active PNR bas2 until the case or investigation is
achieved.®® The change form “destruction” (2004) and “deletig@007) respectively to

37 COM(2011)807 final, p. 3.

% paragraph 15 of the Undertakings of the 2004 ageeg OJ 2004 L235/11.
Article 8 of the 2011 agreement.

0" Article 8 (5) of the 2011 agreement.
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“anonymization” (2011) constitutes a shift to thsadlvantage of the data subjects. If there
was actually no possibility of repersonalizatidren there would be no difference for the data
subject’s data protection rights. Experience hasdwer, shown that the retention of large
amounts of “anonymized” data over long periodsimktbears the risk that it will eventually
be possible to repersonalize it nonetheless. ThHigwarticularly relate to frequent travellers
and those with unusual PNR data sets. To ensurddlleting of ‘all data types which could
serve to identify the passenger to whom PNR relaiéhout the possibility of
repersonalizatiohin accordance with Article 8 (4), it will be nexsary to delete a lot more
data than just the name of the passenger. As #rereo indications as regards the method to
render the dataftilly anonymized it is unclear whether this will actually takeagk.

All in all, even if the PNR are never accessed sed, the retention period is infinite. While
the data will be directly linked to the data subjdor fifteen years, the risk of
repersonalization remains even after this time. elew, time limits for storing are essential
in EU data protection law and must be taken intwoant to avoid indiscriminate storing of
personal data in governmental datab&5éghe unlimited retention period seems to fail to
strike the right balance between the rights ofprinciple, unsuspected individuals and crime
prevention interests, in particular with regardhe risk of the possible stigmatising effect the
long-term data storage might have.

With regard to the use of the terms “depersonatinat “anonymization”, “masking out” and
“repersonalization”, only the term “depersonaliaatiis further explained in the text. It refers
to the “masking out” of certain fields of informati entailed in the PNR, but not to all of
them. Further criteria with regard to the “anonyatian” or “repersonalization” are not given.
Information, with regard to the technological fdsl#tly of “anonymizing” or
“depersonalizing” is also not offered.

Conclusion: A comparison of the retention periods between 2004, 2007 and 2011
agreements shows that the time limit has been aothgtextended until the current draft
eventually abolished the time limit entirely. A®tRB001 agreement explicitly states that the
time frame for non-“anonymized” data will be recmesed (Article 8 (6)) and the agreement
will have to be re-negotiated after seven yearsi¢ker 26 (1)), there are also serious doubts
whether data that would be collected under the 2@idposal would actually be
“anonymized” in the end. The indefinite retentiaeripd (in particular for data of unsuspected
individuals which have never been accessed) is,ekew not in line with European data
protection standard€The use of undefined terms such asdnymizatioly “masking out”
and ‘repersonalizatiohleads to uncertainty as regards the contentageterms.

3.3 Transfer to third parties

Transfer to third parties entails domestic datarisjaand the onward transfer to third
countries. The comparison between the agreemeatgssan extension of the actors allowed
to receive PNR.

With regard to domestic data sharing, already é@2004 agreement, the CBP (which is now
a department of DHS and was the receiving parthérad time), was permitted to send data
to other U.S. authorities, though only to authestwith counter terrorism or law enforcement

*1 ECtHR,S. and Marper vthe United KingdomApplication nos. 30562/04 and 30566/04 from 4 ésber
2008, paragraph 119; ECtHRgegerstedt-Wiberg and others SwedenApplication no. 62332/00 from 6
June 2006, paragraphs 89-92.

2 ECtHR,S. and Marper vthe United KingdomApplication nos. 30562/04.
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functions on a case by case b&3iBurther provisions permitted the uder“the protection of
the vital interests of the data subject or of otherson’ (in particular regarding health risks)
and ‘the use or disclosure of PNR data in any criminaligial proceedings or as otherwise
required by law. **

These very wide ranging purposes were further ebegnn the 2007 agreement to domestic
transfer to authorities serving public securitydtions in support of “public security related
cases (including threats, flights, individuals andtes of concern)* Article 16 (1) (a) and
(b) of the 2011 agreementnow refer to domesticaiitbs serving the wide ranging purposes
of Article 4 of the agreement (analysed above) cWhnclude border security, the use of PNR
if ordered by a court or other violations of lam practice, the sharing with authorities
pursuing the purposes of Article 4 would not leadah improvement with regard to the
plethora of domestic authorities authorized to irec®NR. The only substantive requirement
for the transfer, apart from being somehow conmktdethe purposes of Article 4, relates to
“comparablesafeguartis|s set out in the agreement, which have to bpetsed in case of
domestic data sharing (Article 16 (1) (d)).

Equivalent to domestic data sharing, the provisions onward transfer have not been
substantially changed. The 2004 as well as the 2@@P&ement, involved data sharing with
foreign government authorities with counter tesorior law enforcement functions on a case
by case basi¥ as well as other purposes mentioned in the agmesnierrorism and related
crime, other serious crime, organized crime, fligbtn warrants or custody for the mentioned
crimes, includingthe protection of the vital intete of the data subject or other persons and
the use in any criminal judicial proceedifg)A new clause was introduced in the 2007
agreement, requiring that data exchanges shouldlmicarried out, apart from emergency
circumstances, ig#xpress understandingdetween the third party and the DHS$hét
incorporate data privacy protection comparablé tbose applied to the PNR by DHS were
concluded beforeharid.

The 2011 agreement maintains this safeguard claongdentroduces a new information duty.
The competent authorities of the concerned Membase $nust now be informed, if the PNR
of an EU citizen or resident is transferred to iedticountry. The purpose for which the data
can be transmitted is, however, not particularlgcsied. As in the 2007 agreement, the
purpose of transfer must be, in some way, linketht overall purpose of the agreement,
however not explicitly. Article 17 (1) states tH2WR may be transferreafily under terms
consistent with this Agreement and only upon aagertg that the recipiens intended use is
consistent with these terfnsithout clarifying what the termconsistent with this Agreemént
means. In contrast to the provisions on domestia daaring (Article 16), where direct
reference to the purposes mentioned in Article vhagle, this reference is lacking in Article
17. This missing reference, combined with the fhat the DHS itself ascertains whether (or
not) the intended use is in accordance with theegent, leaves a back door open for other
possible transfer purposes.

As every transmission of personal data from onehaity to another, including the
subsequent use of such data, constitutes a sepatetierence with individual rights under

3 paragraphs 28 et seq. of the Undertakings of@d 2greement, OJ 2004 L235/11.

4 Paragraphs 34 and 35 of the Undertakings of td 2@reement, OJ 2004 L235/11.

%5 Paragraph Il of the US letter to the EU, OJ 200204/21.

" paragraph 29 of the Undertakings of the 2004 ageeg OJ 2004 L235/11.

47 Compare paragraph I, US letter to EU, annex ¢o2B07 agreement, OJ 2007, L 204/21.
8 Pparagraph II, US letter to EU, annex to the 20§réement.,0J 2007, L 204/21.
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Article 8 ECHR®, the criteria applicable to the transfer and thbssquent use should be
clearly defined.

ConclusionAlthough some safeguards, including the informatidoty and express
understandings incorporating data privacy protesti@re entailed in the 2011 agreement, the
purpose of onward transfers is not particularlycepsel and not directly linked even to the
very broad purposes mentioned in Article 4. Comgbaie the former agreements (2004,
2007), in which the purpose of transfer was clelanked to the purpose of the agreement (by
identifying the respective paragraph), the 201leagrent spares this clarification. Even if
linking the purposes of transfer to the overallgoge of the 2011 agreement, the justifications
for transfers would nonetheless be wider than thokdhe former agreements as the
provisions on purpose limitation in Article 4 haveen extendetf.

3.4 Amount of data sets

The comparison between the different agreements igard to the amount of data sets does
not reveal any progress. The 2007 agreement seenreduce the transferred data sets from
34 (2004) to 19 (2007), but this reduction was eath formal than a qualitative reduction,
mainly because the same data sets have been swadharnder fewer points than in the 2004
agreement. Point 14 of the 2007 agreement, foramest entails information previously
entailed in four different points (20, 22, 32 and) 2f the 2004 agreement. The 2011
agreement maintains the same 19 data categorthe @907 agreement.

As regards sensitive data, the 2004 agreementdstas CBP would not use this type of
information and would implement, with the least §ibke delay, an automated system, which
filters and deletes it Both safeguards were watered down in 2007, whenatitomated
filtering did not require immediate deleting of thata and the use of such data was admitted
in exceptional case where the life of a data swbjecof others could be imperilled or
seriously impaired® In such a case, the data was to be deleted wafimdaysonce the
purpose for which it has been accessed is accdmeplisinless the further retention was
required by law.

While the purpose (imperilment or impairment foe tife of an individual) is maintained in
Article 6 (3) of the 2011 proposal, the retenti@nipd is extended considerably. According to
Article 6 (4), “sensitive data shall be permanently deleted net ldtan 30 days from the last
receipt of PNR containing such data by DHBhus, sensitive data of passengers flying again
within 30 days will be retained for an addition& 8ays from the second flight, and in the
case of frequent travellers, the data may not betetbat all, without any further requirement.
At least in these cases, the statement of the Cesioni that “sensitive data is [...] deleted
after a very short timefram&Wwill not apply.

Additionally, Article 6 (4) allows Sensitive data [to] be retained for the time spedifin U.S.
law for the purpose of a specific investigationpg®cution or enforcement actipnwvithout
referring to Article 6 (3). If read alone howevéehjs sentence may be interpreted as to
considerably broaden the use of sensitive data.

49 The transmission enlarges the group of individweith knowledge of the personal data and can tbegef

lead to investigations being instituted againstgaesons concerned,ECtH®/eber and Saravia. ¥sermany
Application no. 54934/00 Admissibility Decision fro29 June 2006, paragraph 79.

See above chapt8rl.

Paragraph 9 et seq. of the Undertakings of thé 2@@eement.
2 paragraph Ill of the US letter to the EU, OJ 200204/21.

3 COM(2011)807 final, p. 3.
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ConclusionThere is no change or reduction of the data categdransferred to the U.S.
since 2004. The weakened protection for sensitata ddlom the 2007 agreement is further
weakened in 2011.

3.5 Data subject’s rights

The Commission maintains that “individuals are jded with the right to access, correction,
redress and informationIn the face of Article 21 (1), stating that thegteement shall not
create or confer, under U.S. law, any right or bi#nen any person or entity, private or
public’,this is hardly true. Whatever the actual conteihthe proposed agreement is, it does
not create any rights for persons or entities, twiaiee not anyhow provided under U.S. law.

This impression is confirmed in the specific prosiss. With regard to data security, Article 5
(5) states thatthe United States confirms that effective admiatste, civil, and criminal
enforcement measures are available under U.S. dayprivacy incident§ neither specifying
these rights nor providing for additional remedi@fie same applies to Article 10 (2),
according to which DHS shall publish and provide to the EU for possipublication its
procedures and modalities regarding access, coiwactor rectification, and redress
procedurey being silent on any substantive requirementsegards these rights.

Article 11 refers the data subject to the U.S. &oee of Information Act. As in the 2004 and
2007 agreements, it is stated that according te #Agt “any individual, regardless of
nationality, country of origin, or place of residanis entitled to request his or her PNR from
DHS'. Article 11 (2) however also refers to the linitens under U.S. law and thus the
provision does not change the legal situationlat al

Article 12 states that any individual may seek edtion or rectification, but remains silent on
the legal grounds such a claim may be based omn Besic rules are missing, e.g. the
obligation to erase data when the collection ditdaoomply with the respective requirements
or to correct it in case it is inaccurate. DHS ldiged to inform the individual of its decision,
including the legal basis of a refusal and theamsifor seeking redress. A duty to specify the
reasons for a refusal is however missing; it app#at it will be sufficient to simply state the
legal basis.

ConclusionAt first sight, the enhanced level of detail apgetar be a clear improvement of
the 2011 proposal. An agreement which explicitlyegsionot confer any new right to
individuals (Article 21 (1)) can however, hardly deemed to ensure an adequate level of
data protection (as stated in Article 19). In otheavisions, the proposal mostly refers to U.S.
laws which would apply to the data subjects in eage. According to the prevailing opinion,
U.S. laws as such do not ensure an adequate ledataprotectiori® and this situation is not
substantially changed by the draft agreement.

3.6 Independence of supervision

With regard to independent oversight, a slight iowement in the 2011 agreement can be
noted when compared to the former agreements. Vithitake 2004 as well as in the 2007
agreement, an oversight mechanism to protect privache framework of the agreements
was not mentioned (only redress possibilities),20&1 agreement provides in Article 14 for
“independent review and oversight by DepartmentdeyvOfficers, such as the DHS Chief
Privacy Officef. Further, ‘independent review and oversifditall be carried out bythe

DHS Office of Inspector General, the Governmentofntability Officg...] and the U.S.

> COM(2011)807 final, p. 3.
5 Compare the list of general adequacy decisiotseCommission in which the U.S. are not included.
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Congress These “independent reviews” nonetheless do natspond to the high standards
the EU demands to fulfil the independence requirgrireits case law® All of the mentioned
bodies (apart from the U.S. Congress) are free“from any external influence, including the
direct or indirect influence of the stétas required by EU case law and mentioned in Agtic
8 of the Charter of Fundamental RightsThe bodies involved in the PNR processing, in
particular those of the DHS, are, if at all, congtde to internal data protection officers, but
such officers do not fulfil the independency regment in EU law.

The Commission’s states that the rules will be ettbjo review and oversight by the DHS
Office of Inspector General, the Government Accability Office “and’ the U.S. Congress,
suggesting that this applies cumulatively. In fa&tticle 14 (2) provides for independent
review and oversightdy one or more of the following entitiett will thus suffice under the
2011 agreement to subject its application to theeve and oversight by the DHS itself alone,
and it should therefore be stressed that therevisnandatory review and oversight from
outside the DHS at all.

Conclusion:The provisions on review and oversight are a clemrovement of the 2011
agreement. However, they are considerably weakdryedhe fact that there is no truly
independent authority and indeed, no mandatorysoyletrfrom outside the DHS at all.

3.7 Judicial review

Provisions on judicial redress are bound to the. la® in force in all of the agreements
(2004, 2007 and 2011). As a consequence, a speddss procedure for EU citizens does
not exist. However, all agreements mention the ipdi$g to make requests based on the
Freedom of Information Act (FOIAF The 2004 as well as the 2007 agreement expressly
mention concrete contact points to which such rstguean be made. The 2007 agreement
additionally mentions ddministrative Privacy Act protectiohbeing applicable to PNR, but
this reference is abolished in the 2011 agreefiddawever, in addition to the reference to
the FOIA, Article 13 of the 2011 agreement mentiatiser relevant U.S. provisions (the
Computer Fraud and Abuse Act, the Electronic Comoations Privacy Act and other
provisions of U.S. law). According to this articlg¢a]ny individual regardless of nationality,
country of origin or place of residericehall be entitled to Seek effective administrative and
judicial redress in accordance with U.S. lavirurther, if an individual believes that he/she
has been delayed or prohibited from boarding becdetshe was wrongly identified as a
threat, the individual can complain by using thevBler Redress Inquiry Program (DHS
Trip) and are éntitled to petition for judicial review in U.S.deral court from any final
agency action by DHS relating to such conceffls

As Article 13 of the 2011 agreement refers backUt8. laws as regards the redress for
individuals, the provision appears to be a meredisvarious U.S. laws which will apply
without the PNR agreement. While it is thus questide whether Article 13 confers any new
rights to EU citizen¥ — apart from those they would nonetheless haven avithout the

6 -518/07, Commission v. Germany of 9 March 2010.
" C-518/07, Commission v. Germany of 9 March 20H0agraph 25.

8 paragraph 37 of the Undertakings of the 2004 ageeg paragraph 1V, US letter to EU, annex to tB@72
agreement and Article 13 (3) (a) of the 2011 agerem

This is presumably mainly due to the fact thaR@10 PNR data were exempted from the Privacy Adt an
that the provisions of the Privacy Act are not &alile to EU citizens.

€0 Article 13 (4) of the 2011 agreement.

1 Compare draft recommendation of rapporteur Sophia Veld, 30 January 2012, 2011/0382 (NLE),
paragraph 9.
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mentioning in the agreement — doubts were raisedhat extend the mentioned rights are
enforceable in practice.

The recent casklasbrouck v. U.S. Customs and Border Proteéfias the first U.S. case
involving a PNR request made by a U.S. citizenndtudes some important findings to be
mentioned in this context. Between 2007 and 2000,Hd4sbrouck, a travel journalist, made
several requests to obtain information regardirsgoersonal data, including PNR, held by the
Customs and Border Protection (CBP, which is naleartment of DHS). His requests were
based on both the FOIA and the Privacy Act. As éeeived no response to any of his
requests, he filed an appeal in each of the c&xdy.after these appeals were filed, the CBP
agreed to meet and revealed — more than three géarsthe first request was made — some
of the information (including some redacted excerpom PNR®) held by them in 2009.
None of the information received was however cargd to be complete by Mr. Hasbrouck.
Information regarding the possible transfer to othethorities, for instance, remained
concealed.

Although the request of Mr. Hasbrouck was basebaih the FOIA and the Privacy Act, the
information he eventually received was limitedhie FOIA requests, because, since a change
in the applicable law in 2010, PNR have been exethfiom the provisions of the Privacy
Act.®* The case thus shows that it is possible to recgivee information on PNR based on
the FOIA, but this information does not entail angdete overview of all the information
stored by the authorities. As there are no promsio the FOIA giving individuals a right to
know with which third parties/authorities their PN&e shared, it seems unlikely that
information in this regard will be provided. Thiswever contradicts EU data protection law
whicgl5 provides for information of individuals abotlite onward transfer of their personal
data.

The three years delay in processing Mr. Hasbrouadgsiest, the fact that he received only
some restricted information after he filed the mladefore a court and the exemption of the
PNR from the Privacy Act give rise to doubts asvteether requests of EU citizens will be
treated more carefully. If even U.S. citizens memious difficulties in enforcing their rights

and the agreement expressly stipulates that it doesonfer “any right or benefit” under U.S.

law to EU citizens, serious doubts with regardhio practical enforceability remain.

Conclusion:Provisions on judicial review are based on theeeSpe U.S. law in force in all
of the agreements (2004, 2007 and 2011).1t is thabtful whether the provisions of the
agreement grant any new rights to EU citizens,artiqular with regard to Article 21, which
expressly states thalhis agreement shall not create or confer, undes.Uaw, any right or
benefit on any person or entity, private or publi/ith regard to the practical enforceability

62 Edward Hasbrouck v. U.S. Customs and Border PrimectUnited States District Court for the Northern
District of California, San Francisco Division, e No. 10-3793 RS.

The information received included data about héwel movements, including data about a train feans
between Brussels and Paris, as well as data teedtisps at borders (e.g. his shoes were cleaned and
disinfected, an apple was seized), see: http:/foashk.org/blog/archives/001607.html#example.

The reason that his request based on the Privatwas dismissed was the result of a change ofcaiyé
law in 2010 which exempted PNR data from the Psivact, comparéEdward Hasbrouck v. U.S. Customs
and Border ProtectionUnited States District Court for the Northern ttied of California, San Francisco
Division, order, No. 10-3793 RS, p. 3-5 and httpwiv.papersplease.org/wp/wp-
content/uploads/2010/02/ats-exemptions-dhs-200%-000 1. pdf.

Compare Article 12 (1) Directive 95/46: “recipierdr categories of recipients” and Article 12 (&) ¢f the
draft Directive, COM(2012)10 final: “the recipients categories of recipients to whom the persodi d
have been disclosed, in particular the recipiamthird countries”.
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of the provisions of the agreement, doubts remaitoavhether U.S. authorities comply as
stated in the agreement in a timely manner withrélgeiests of EU citizens.

4 Comparison between the provisions of the draft agement and the
draft Police and Justice Directive

A closer look at the proposal of the Commission26f January 202 is useful in two
respects. First, even if still subject to delibenag in and negotiations between the European
Parliament and the Council, the proposal clearimalestrates the evolved standards of the
Union for data processing and data transfers inatlea of police and justice. Second, the
2011 PNR proposal should already be assessed agfiwrd to the adequacy rules of the
proposed directive, because the agreement willab@én practice after the entering into force
of the new European data protection instruments.

With regard to the former, the proposed 2011 PNReaygent clearly falls short of the
standards of the proposed directive in many respdtany of these shortcomings relate to the
points analysed in Chapter 3. The very wide andeanly formulated purpos&scan hardly
be described aspecified, explicit and legitimate purpo%as required by Article 4 (b) of the
proposed directive. The very long retention periadsl the use of unclear terms such as
depersonalization and maskifigontradict the standards of Article 4 (e), acaogdio which
data forms must permit identification of data satgdor no longer than it is necessary for the
purposes for which the personal data are processether, there is no attempt to distinguish
between different categories of data subjects, rags@&ged in Article 5 of the proposed
directive. Article 7 of the 2011 agreement statest the U.S. shall not make decisions that
produce significant adverse actions affecting dgal interests of individuals based solely on
automated processing and usé PNR. At least in a literal reading, this would perrsiich
decisions when they are based on data, which iecRNR and other additional data,
contravening Article 9 (automated decisions) ofgihgposed directive.

While the rules on transparency in Article 10 of 2011 agreement relate to Articles 10 and
11 of the proposed directive, Article 11 of theesgnent includes an access right, which is
however not comparable to the right of access agiged for in Article 12 of the proposed
directive. Even setting aside the apparent problefrenforcement of a FOIA claim to PNR
data even for U.S. nationfisand the restrictions in U.S. laws to which Artidié of the
agreement refers 8,it should be stressed that Article 12 (1) of threppsed directive
requires the controller to provide a greater amadinhformation than only the PNR as such,
if the individual makes a request for access.

As regards correction and rectification rights, rebasic rules are missing in Article 12 (1) of

the 2011 agreement. Examples are the obligatioadtify data that is inaccurate and to erase
data when the collection did not comply with thepective requirements (as provided for in

Articles 15 and 16 of the proposed directive).

The rules on data security in Article 5 of the 2QGigreement are, albeit not providing the
same degree of details, comparable to Article 223wf the proposed directive, with the

% Proposal for a Directive on the protection of indiials with regard to the processing of persorathd

bycompetent authorities for the purposes of presantinvestigation, detection orprosecution of dria
offences or the execution of criminal penalties] tre freemovement of such data, COM(2012)10 final.

See abovechapted.

See above chapt8ar2.
See above chaptar7.
See above chapt8r5.
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exception of informing a supervisory authority iases of privacy breaches (Article 5 (4)
mentions the relevant European authoriti&s without referring to national supervisory
authorities or the EDPS). This leads to one ofgieatest discrepancies, namely the absence
of any mandatory review and oversight from outstte DHS, which contradicts the
compulsory rules on supervisory authorities in &es 39 to 43, including their duties and
powers in Articles 44 to 47 of the proposed dirextiThere is thus also no right to lodge a
complaint with a supervisory authority (Article 80the proposed directive). With regard to
the rules on liability and the right to compensat{@rticle 54 of the proposed directive), it is
noticeable that the words “liability”, “damage”, dmpensation” and “responsibility” do not
even appear in the 2011 agreement, which simpéyseéfdividuals to U.S. laws.

As Atrticle 19 of the 2011 proposal states that Dg¢t@ll be deemed to providewithin the
meaning of relevant EU data protection lavan adequate level of protection for PNR
processing and use, it is worth mentioning thatptaposed directive significantly specifies
these adequacy rules in Article #4The elements to be considered in the future are,
according to Article 34 (2):

a) the rule of law, relevant legislation in force, bhageneral and sectoral, including
concerning public security, defence, national secand criminal law as well as the
security measures which are complied with in th@aintry or by that international
organisation; as well as effective and enforceahtghts including effective
administrative and judicial redress for data suisjen particular for those data
subjects residing in the Union whose personal degdeing transferred;

b) the existence and effective functioning of one corenindependent supervisory
authorities in the third country or internationajanisation in question responsible for
ensuring compliance with the data protection rul@sassisting and advising the data
subject in exercising their rights and for co-opierawith the supervisory authorities
of the Union and of Member States; and

c) the international commitments the third country international organisation in
guestion has entered into.

In all three respects, the proposed agreement Ieeeeasiderable weakness. This relates (a)
to the problem of the lack of enforceable righitashich are apparently not even effective for
U.S. citizens* Element (b) must be seen as completely missingher® is no mandatory
independent supervisory authority at all, not tontioen the further requirements as regard its
role. Considering the plethora of problems desdrilie chapter 3, point (c) regarding
international commitments in the proposed agreenieatly appears to be rather weak. All
in all, it is hardly possible to describe the 2@ikbposal as meeting the adequacy criteria of
Article 34 of the proposed directive.

5 Conclusions

While the current proposal provides for some mimoprovements when compared to the
former two versions (e.g. the slight improvememggarding the conditions for onward
transfer), the main privacy and data protectionbfgms of the agreement, mentioned in
chapter 2, remain unsolved. In some cases, thé déwata protection is even watered down

See above chapt8r5.
2 Cf. Article 25 Directive 95/46/EC.
See above chapt8ar5.
See above chapt8r7.
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(e.g. almost no purpose limitation, no time-linat fata retention etc.). When comparing the
2011 draft agreement to the demands of the Europediament in its resolution of 5 May
2010, it appears that those concerns are not astées the proposal.

Possibly, the most striking example relates towige-ranging purposes for which the PNR
may be used. The Parliament clearly demanded #ation of the purposes,which is not
complied with. In this context, there is, for insta, no mention of the instruments the
Parliament proposed to take as a reference instrsniEramework Decision 2002/475/JHA
on combating terrorism or the Framework Decisio0ZB84/JHA on the European Arrest
Warrant) to limit the use of the PNR.

Further, the Parliament asked for an internatiagatement with the status of a legislative act
in order to provide necessary safeguards for Eldetis when concluding the agreemént.
Nonetheless, the current draft explicitly stategsmrticle 21 that This agreement shall not
create or confer, under U.S. law, any right or bi#nen any person or entity, private or
public’.

Another requirement which is not met by the currérdft, relates to the missing privacy
impact assessment. Other instruments and possbke ihtrusive methods have not been
evaluated before proposing the current draft asateled by the Parliamefit.

In addition, the requested independent review is guaranteed. This is one of the most
important reasons why the standards of the agreearennot in line with European data
protection standards (other examples are: the egpect of purpose limitation,
proportionality and the length of storage periodgith regards to the use of the data, it is not
limited to specific crimes or threats on a caseshge basis as required by the Parliaffent

The conditions for transfer of PNR to third couesrhave slightly improved when compared
to the former agreement but do not yet comply wite requirements the Parliament
demanded in its resolution of 2010. The expresigtandings between the third party and
the DHS ‘that incorporate data privacy protection comparabde those applied to the PNR
by DHS (Article 17 (2) of the 2011 Agreement), @@ comparable to “specific adequacy
findings” the Parliament asked for in its resolatid~urther, there are still exemptions
concerning the use of the push method when tranglePNR data to the US. This also
contradicts the Parliament’s demands.

All in all, the current agreement does neither iowar the data protection standards of the
2004 and 2007 agreements nor lead to a coheremagipon PNRs. It is thus not at all in
line with the requirements set by the Europeani&tadnt in its PNR resolution of 5 May
2010.

If the European Parliament would consequently tdjex proposed PNR agreement, the legal
situation would be similar to the one before theeagents were concludétAir carries
would be in the rather complex situation of eitiéolating U.S. or EU lawut such
conflicts of law appear in other areas as well wttere are diverse regulatory approaches.

S European Parliament resolution of 5 May 2010 (abov6), final edition B7-0244/2010, paragraph)9 (a
® European Parliament resolution of 5 May 2010 (abov6), final edition B7-0244/2010, paragraph 2.
" European Parliament resolution of 5 May 2010 (abm6), final edition B7-0244/2010, paragraph 5.
8 European Parliament resolution of 5 May 2010 (abo6), final edition B7-0244/2010, paragraph)9 (c

" This holds true in the absence of bilateral agesgmwhich could follow from a rejection. The cortef
such agreements cannot be predicted here and weplehd on the constitutional constraints (as wetha
negotiating power) of the Member States; see ferGerman example above cha@et.

8 see chaptet.
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Data subjects would lose the protection providedtly 2011 draft: the provisions on
purposes, data security, data transfer, retenteiogs, oversight, data subject’s rights and
judicial review would not apply. The analysis inagter 3 has however shown that most of
these rules provide little protection anyway. Osh@uch as data security measures) can be
expected to be enforced without any PNR agreenasnthe U.S. administration has a clear
self-interest in that respect. Regarding the rigiftshe individuals, most provisions of the
2011 agreements are either in lack of substargiglirements or refer to U.S. law which
would apply (or not) to the PNR data anyway. Itsttappears that a rejection of the proposal
would not considerably lower the data protectiof bf citizens with regard to the use of PNR
data, while sticking to its constitutional obligatito protect the fundamental rights of Union
citizens as well as promoting these rights in xtemal affairs.
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