COUNCIL OF Brussels, 20 December 2011
THE EUROPEAN UNION
18885/11
EURODAC 18
COVER NOTE
from: Mr Peter HUSTINX, Supervisor, European Data Protection Supervisor
date of receipt: 16 December 2011
to: Mr Herman Van Rompuy, President of the Council of the European Union
Subject: Eurodac Coordinated Supervision Group report on advance deletion

Delegations will find attached the report of the European Data Protection Supervisor on above
subject.

18885/11 GK/pf
DGH1



ANNEX

LARLOrEARN [T
DR TECEICIE S PR 1500

PETER HUSTING
SUPERVISOR

President of the Couneil of the Eucopean
Lnzon

General secretarial

Coumneil of the Buropean Union

Fue de la Loi, 175

B-1 48 Brussels

Brussels, 16 December 2011
PHADL mchT(201 132297 C 2005-0156

Subject: Eurodae Coordinated Supervizion Group report on advance deletion

Drear Mr President,

Emrodive, a large scale information system for the comparison of fingerprines of asylum applivants fiar
the facilitation of the application of the Dublin 1T Regulation, is supervised by the national Data
Protection Autherities ar narlonal level and the EDFS wt Buropean: level, This struciure Smplies du (e
supervision must be exsecised at both levels, in close cooperation. We have therefore organised
several coordination meetlsgs with the DFAS whore & commen approsch W supervision s Deen
dizcussed.

The report enclosed with this lefter was adopted following the last meeting of the Busodac Supervision
Coordination Geoup. IT (s the resui of the thivd coordinated inspection, which focused v e s of
"advance deletion” of data in Eurndac, that is deletion of duta before the end of the retenton period
due o @ change of statns of dat subjects, The repon contuins Andings o te Sospectioms based oo
the replies received from the Momber States, as well as recormmendations o how to ensure the
erticient implemenwarlon of the obligation on advance deletion.

We hope tar this repornt will coniribute o the ongoing disewssions on (e relonn of e Bwodae
framewark and to ensuring that the sysieen will be used with due respect for the rights of the
Indivldual.

Y ours singeraly,

PHA!'}HUSTJNX

Awmer: Furodas Sepervision Coordination Group Coordinated Inspection Report on Advance
Deletion of Data, December 200 1

Co: Mr Uwe Corsepius, Secretary-General
e dan Tombinski, Ambassador, Head of Polish Permanent Representation

Prstal addvess: rie Wiertx A = B 1047 Rrssels
Offices: rie Meatover 63

E-mail : alpsimedpssinopaci - Website: waw_edpsciropi
Tel,; 0:2-283 19 00 - Fax ; 02-283 19 30
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EURODAC Supervision Coordination Group

COORDINATED INSPECTION REFPORT ON ADVANCE
DELETION OF DATA

Decembrer 2011

Introduciion

The Work Programme of the EURODAC Supervision Coordination Group
(hereinafier the Group) refers to the advance deletion of data, that is, the deletion of
data before the end of the retention period due to status changes of data subjects, as a
possihle aubject for further inguiry by the Group. This issue had already been
identified a5 a matter of concern in the answers to the first coordinated inspection of
CURODAC, It was alse reealled in the Commission's evaluation report on the Dublin
System, which notes that Member States often do not exchange sufficient information
to ensure advance deletion.’ In the context of the BEURODAC regulation revision, it is
planned to introduce an obligation for improved information exchange on status
changes that trigger advance deletion of fingerprint data.”

Based on this, the Group decided to investigate the matter further. The goal of this
exercise was o gain an everview of practices related to the ndvance deletion of daia in
Member States and identifir best practices in order to promote efficient ways of
advance deletion. Given these objectives, the Group did net lauwnch an in-depth
investigation, but aimed at getting a broad piclure. This is of course without prejudice
to possible firther investipations in the future,

More specifically, the fact that there seems to be an implementation deficit regarding
the advance delstion of fingerprint data of persons who for different reasens  such as
having acquired the nationality of a Member State or having left the Dublin Area -
mikst ne longer be included in the EURODAC database prompied this exercise. As
mentioned above, implementation deficits have been noted on multiple occasions.
Advance deletion i3 important as it ensures that data is not stored longer than

T COMPN0FY 200 final, p 10 "Tiafadamately, snelh deletion i= not done routinely, namely becauss e
lember State that intraduced the data i not eware of the change of status."

b Gee COM20L0Y 555 final, Article 1002); "The Central Svstem shall inform a1l Member States of
oxigin about the erasure of data for the reagon specified in paragraph | [naturatization] by another
tlember Stute of origin [..1." This had aiready been supgested in the evaleation report mentioned
earlicr.

Paostal address: rue Wiertz 60 - B-1{047 Brussels
Ofices: e Montoyer 63
E-mail : copsisedps. curopien - Websiled wan sdpsaurnpa.en
Tel,: 02-283 19 00 - Fax - 02-283 19 50
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necessary for achieving the purpose for which it was collected, one of the basic data
protection principles, It iz olso part of the seund monogement of large-ecale 1T
databases, contributes to data quality. and helps Lo avert negative conseduences fo
data subjects dioe to faulty information.

The questionnaire was desipned on the basis of the legal framework in force at that
time The discossion on a revision of the EURODAC regulation did not vield
definitive conclusions yet. For the time being, the old framework’, on the basis of
which the guestionnaive was deafted, staya in foree. The results of this exercise can

leed into the revision process.

Content of the Questionnaire
The Group decided thae the purpoac of this coordinated exercise should be rather
exploratory. Its main purposes were to:

o provide a state of play of the application of advance deletion rules in the
Member States; and

s explore whether there ig a need for new golutions, e.g. technical modifications
in the system.

This could then lead to the identification of best practices - bes they technical features,
administtative practices, or internal guidelines - and recommendations to use them as

widels as possible.

To eollect information on theee subjects, the following questions were asked:

General questions
1. Artethe Furodac authorities aware of advance deletion of daa?
2. If so, is advance deletion carried out on reguest by the individual or
following information otherwise communicated to the authorities?
. Which category (ies) of data is (are) comcerned?
4, Are there reliable figures? 1f 50, please attach them,

On category 1 data (when the alien is granted citizenship of a Member State):

5. Which authorities deal with applications for and granting of citizenship?

&. Tz there an established mechanism available in vour country whereby the
authorities managing Eurodac are informed of the identity of those
appliconts for seylum who bave obtained the citizenship?

7. Do they exchange these data with the relevant Member State (the "country
of origin")?

%, Is the mew citizen citizen informed about histher right to ask for deletion of
his/her data in Eurodac?

Y Council Regolation (RCY Mo 27252000 of 11 December 2000 concemning the establishment of
'Eurodac’ for the comparison of fingerprints for the effective application of the Dublin Convention, Ch]
L3168, 13022000
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On ecategory 2 daia (when the alien receives a residence permii, leaves he
territory of the Meinber State or has equived the nalionalily of any Member State):
9, s there an estahlished mechanism available in vour country whereby the
authorities managing Eurodac are informed of the identity of those illegal
aliens who have obtained a residence pernit or citizenship?
10 Ia there any syslematie registation of cases where a person leaves the
country {eg, the move has o be declared to the local authorities)?
b1 Is this information exchanged with the other Member States?

In peneral
12 Mo the Boredac authorities of youwr counfries feel that the legislation iz
cortectly applied?
13, If not, to which factors do they attribute that (inadequate egislation, lack of
applicable mechanisms for data transfer, no need for it, etc.)?
4. Have there been any complalmis based on this issue?

Conelusion
15. What i your general assessment of the situation? Please state any specific
comments, remark or recommendation which you would find vseful,

This yuestionoaine was soul oul to the members of the Group via c-mail on 13
December 2010. Replies were received throughout the first half of 2011.

Methodology

The chuice between Jesk wok o oo-lle-spot visits was left up to the members,
though it is acknowledged that oflen on-the-spot visits may allow for more extensive
information. Most Member States gathered and processed information from national
authorities based on the forwarded questionnaire but there were also contributions
received following inspections.

Findings
The Secretariat received 25 rcapunscs.‘* These do not represent the entivety of the 30
Member States” but still a sufficient number to draw conclusions.

Some Member States indicated that due to their recent joining of EURODACL, some
of the issues inguired inlo were not el relevant o lhew, Tor example because the

required residency periods for naturalisation are longer than the time elapsed since
joining,

In some cases, the answers were nol complete because of issues at the national level,
for example in federal states, whers regional authorities had to be consulted.

1 AT, RE, RG, CH, OV, CF, DR, DK, BE, RL, BS, FI, AL, IE, 18, LT, L1, LY, MT, NL, PL, PT, 5E,
51, UK,
* BL-27 plus CH, 18, NO,
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In & big majority of Member States, advance deletion is effected based on information
commupiented between nuthorities; some Member States replied that delelionz can
oeeur both on the basis of such information and upon request by the data subject. Five
miember States indicated that so far no advance deletion has taken place, two of which
already have a procedure for foture advance deletions; another of these Member
States indicated that the competent authorities plan to establish procedures

About half of the Member States veported to only or predominantly deal with category
| cases Alzo, about half of the Member Stotes indionted that they had both category 1

and calegory  cases.

Only some Member States included detailed statistics in their answers; from these, it
can be gathered that the number of advance deletions is relatively low in most
hember States, somelimes in the single digits. Furthermore, in some instances, there
have been inconsistencies between the numbers received from Member States and the
Central Urnit's nambers supplicd by the Commission but that could be explained by
the fact thal different criteria were used.® One Member State suggested that an
obligation to maintain better statistics ought to be included in the reform of the legal
frameworls,

Category 1
The authoritics reaponsible for granting citizenship and the procedures involved vary
widely between Member States, so no general conclusions can be drawn here.

Iost Member States have established and implemented procedures for advance
deletion, In those answers that included information on how quickly deletion is
effscted, the timefiame ranped from “immediately” or "daily" to "one month”. A
majority of Member States, however, did not mention deadlines. Five Member States
do not yet have complete procedures in place; two of them also inforned that to their
knowledge so far mo situation has arisen in which a category 1 advance deletion
would have been necessary, pointing out that the required restdency perlods to obtain
citizenship are longer than the time clapsed since joining EURODAC. In another of
these Member States, the residency petiod required to apply for citizenship used to be
ten years, 2o that the fingerprints of new eitizens would be deleted in any case at the
end of the retention period; however, a recent legislative change reduced the required
residency pericd, so a procedure i3 heeded for advanee deletion.

N0 far, only two Member States exchange information on calegory 1 advance
deletions. Moreover, one Member State indicated that so far it has never received
information on such status changes from any other Member State. Three Member
States indicated that such exchanges comld he useful or that they were looking into the
matter, Two Member States suggested that the Member State which grants citizenship
should e able to delete the fingerprints and gsaociated data themsaelves, overriding the
principle that only the Member State of origin can change data in the central system.

* Soma MS spparently included cases in their numbers which are mot related to Eurodac as such (2.,
reseitled refugees.
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Four Member States supply information regarding advance deletion of fingerprints in
EURODDAC to all data subjects upon acqguisition of citizenship. Some Wember States
point out that the fingerprints will be deleted automatically as part of the
natwalisation procedurs in any case and that thus no information 15 needed, Other
Member States also mentioned that information about the possibility of advance
cheletion is supplied upon envolment m EURUOLACL,

Category 2

Not all Member States have procedures for netifying the authorities managing
EURODAC of status changss in category 2 cases. This veflects the numbers of cascs
the different Member States face: those which experience no or very few category 2
cases often have not adopted procedures to deal with adwanee delelion in this regard,
One Member State replied that such a procedure was only in foree for residence
permits, but not for naturalisation. In those Member States that have such procedures
in force, they usually mivror thase for category T advancs deletion.

Sune Member Statss do not gegister lsaving persons at all, Other Member States have
procedures in place aiming to register all leaving persons, while some others only do

50 in cerfain cases, such as withdrawn asylum applications, deportations, or when the

leaving person herself notifies the authorities. Some Member States exchange this
information, either in single cases or upon request. Only one Member State does so
systematically.

Gieneral Assessmenl

Apart from some practical problems, for example regarding the deadlines for deletion
of data, most Member States felt that the legislation was correctly applied. Most
Member States which indicated problems also noted that these would be addressed by
the cuarrent proposal for a reform of the EURODAC regulation. Five Member States
mentioned a lack of coordination between citizenship authorities and the ELRODAC
national unit as a problem. One Member State mentioned the intention to automate the
provedurs for advance deletion, Lol cocountered technical problems in doing so. One
DFA announced that it was planning enforcement action to ensure cotrect advance
deletion.

Commenting on the general situation, several Member States point out that there is a
need for improved exchange on persons who hawe been granted citizenship in a
Member State different than the Member State which first entered this person's data.
Cne Member Sale alve puinbel oul el blockiog weds Adicls 12 of the EURODAC
Regulation seems to be implemented differently in the Member States and that similar
problems might be encountered in this regard. Another Member State cautioned that
even with strict deadlines for communicating this information, implementation would
still depend on Member Stale capabilities,
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Recommendations

I. Efficient procedures for anfomatic advance deletion

The Group encourages those Member States that have not yet done so to {a) include a
procedure for autematic advance deletion in the workflow of their competent
authorities and (b) to set clear and short deadlines in the procedure, in order to be
compliont with the Regnlation.

(@) Inkegrating a notification for advance deletion 1w the EURODAC authority in the
procedures for granting citizenship (and other reasons for advance deletion) allows for
a more efficient implementation of the legal requirements. A request by data subjects
conld trigper advanae deletion as well, but given that they may not be aware of their
rights it is more effective - and also less burdensome for the data subject - to integrate
deletion into the administrative workflows, As this increascs date quality, lending to
less false positive matches, this is also in the interest of the EURODAC national units
and immigration officers in the ficld,

{b) The Group urges the Member States to include clear and short deadlines in their
procedures on the advamee deletion of fingerprints and associated data. This is in
ageordance with the EURODAC Regulation, which in Article 7 stipulates that the data
shall be crasced "as soon aa” the Member State of origin becomes aware of the foct thot
the data subject has acquired citizenship. Similarly, Article 10 of the Regulation
requires deletion “immediately” for category 2 cases when one of the reasons
mentioned there applies. Both these provisions require immediate deletion. In the light
of these requirements, some suggestions in the answers to the questionnaire and also
Recital 9, which siipnlates that fingerprint data should he erased immediately once
aliens oblain citizenship of 2 Member Stale, the Group encourages Member States to
explore ways to improve information sharing for in terma of informing othor Member
States when citizenship is granted to a data subject, where necessary including rules,
practical guidelines, and/or agreements

In addition, the Group encourages Member States to develop practical guidelines at
natiomal level in order fo clanify the information exchange hebween mstiiniions,
Moreover, the Group should discuss further if a manual with general puidelines for
practitioners would be vscful and how best practices already identificd could benefit.

1. Information given to data subjects

The Group also encowrages Member States to provide effective information to data
subjects as regards the right to advance deletion, in line with the applicable legislation
on data protection.

Informing data subjects abowt their rights is crucial for them to effectively exercise
those rights, It iz not sufficient to only supply this information upon enrolment in
ETIRODAC it shonld alen be given npan applying fisr andfor acquiving citizenship or
other status changes that require advance deletion. As best practice, such a notice
could be included in the workflows of the relevant authoritics,

18885/11
ANNEX

GK/pf
DGH1



in those Member States that have not put in place a procedure for automatic advance
deletion so far, this iz even more impoatant, as heee o request by the data subject iz the
only way to trigeer advance deletion,

0. Better statistics

Adequate, veliable and comparable siatisties are a neceseary prevequisite, infer alia,
for decisions on actions and evaloating their effectiveness, They are an essendial
ingredicint of evidence-based policy, The Group should thus invite the Commission
and the Member States to explore ways of improving statistics on advance deletion of
data {e.g. for reasons entered for advance deletion) and making them mone
comparable, which could include the establishment of commaon criteria.
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