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EXPLANATORY MEMORANDUM

1. CONTEXT OF THE PROPOSAL

This explanatory memorandum further details ther@ggh for the new legal framework for
the protection of personal data in the EU as ptesem Communication COM (2012)xxx
final. The legal framework consists of two legislatproposals:

— a proposal for a Regulation of the European Padi@mand of the Council on the
protection of individuals with regard to the prozieg of personal data and on the free
movement of such data (General Data Protection lRegn), and

— a proposal for a Directive of the European Parliainaad of the Council on the protection
of individuals with regard to the processing ofqmral data by competent authorities for
the purposes of prevention, investigation, detectip prosecution of criminal offences or
the execution of criminal penalties, and the freevement of such data (Police and
Criminal Justice Data Protection Directive).

This explanatory memorandum concerns that secaisld¢éive proposal on data protection in
the areas of police and criminal justice.

The centrepiece of existing EU legislation on dptatection, Directive 95/46/EC was
adopted in 1995 with two objectives in mind: to teai the fundamental right to data
protection and to guarantee the free flow of peabaata between Member States. It was
complemented by several instruments providing $igedata protection rules in the area of
police and judicial cooperation in criminal matte(ex third pillar), including Framework
Decision 2008/977/JHA

Rapid technological developments have brought rieallenges for the protection of personal
data. The scale of data sharing and collectingri@eased dramatically. Technology allows
both private companies and public authorities tokenaise of personal data on an
unprecedented scale in order to pursue their &esvilndividuals increasingly make personal
information available publicly and globally. Techogy has transformed both the economy
and social life.

Building trust in the online environment is keygconomic development. Lack of trust makes
consumers hesitate to buy online and adopt newicestvThis risks slowing down the
development of innovative uses of new technologiessonal data protection therefore plays
a centr}?l role in the Digital Agenda for Eurdpand more generally in the Europe 2020
Strategy.

Directive 95/46/EC of the European Parliament afdthe Council of 24 October 1995 on the
protection of individuals with regard to the prosieg of personal data and on the free movement of
such data, OJ L 281/95, p.31.

See the full list in Annex 3 to the Impact Assesaim

Council Framework Decision 2008/977/JHA of 27 NoNxr 2008 on the protection of personal data
processed in the framework of police and judiciabperation in criminal matters, OJ L 350,
30.12.2008, p. 60.

4 COM(2010)245 final.

° COM(2010)2020 final.
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The Lisbon Treaty defines the right to personaadabtection as a principle of the EU and
introduces a specific legal basis for the adoptibnules on the protection of personal data
that also applies to police and judicial cooperatiocriminal matters. Article 8 of the Charter
of Fundamental Rights of the EU enshripestection of personal data as a fundamental.right

The European Council invited the Commission to eatd the functioning of EU instruments
on data protection and to present, where necesBather legislative and non-legislative
initiativesy. In its resolution on the Stockholm Programme, fheropean Parliaméht
welcomed a comprehensive data protection schenteiBU and among others called for the
revision of the Framework Decision. The Commissistiessed in its Action Plan
implementing the Stockholm Programifrte need to ensure that the fundamental right to
personal data protection is consistently applietthéncontext of all EU policies.

In its Communication on “A comprehensive approachpersonal data protection in the
European Uniort®, the Commissiogoncluded that the EU needs a more comprehensie an
coherent policy on the fundamental right to persdaga protection.

The current framework remains sound as far ashjsctives and principles are concerned,
but it has not prevented fragmentation in the wakadrotection is implemented across the
Union, legal uncertainty and a widespread publiccgyetion that there are significant risks
associated notably with online activity This is why it is time to build a stronger and o
coherent data protection framework in the EU, bddkg strong enforcement that will allow
the digital economy to develop across the intematket, put individuals in control of their
own data and reinforce legal and practical cenaiiotr economic operators and public
authorities.

Framework Decision 2008/977/JHA however has a éichgcope of application, since it only
applies to cross-border data processing and n@rdoessing activities by the police and
judiciary authorities at purely national level. $hireates a practical difficulty for police and
other authorities who are not always able to ea#iyinguish between purely domestic and
cross-border processing or to foresee whetheripattda may become the object of a cross-
border exchange at a later stfg@he Framework Decision also leaves a very laogenr for
manoeuvre to Member States' national laws in implging its provisions, leading to varying
standards that affect the efficiency of law enfareat cooperation.

The Lisbon Treaty defines the right to data pratecas a principle of the EU and introduces
a specific legal basis for the adoption of rulestl protection of personal datahat also
applies to police and judicial cooperation in cnali matters. Article 8 of the Chartef
Fundamental Rights of the EU enshriq@stection of personal data as a fundamental.right

Article 16 of the Treaty on the Functioning of tBeropean Union (TFEU).

! In the Stockholm Programme - OJ C115, 4 May 2010.

8 See the Resolution of the European ParliamentenStockholm Programme adopted 25 November
2009.

o COM(2010)171final.

European Commission, Communication on “A compreh@&napproach on personal data protection in
the European Union”, COM(2010)609 final, 4 NovempetO.

Special Eurobarometer (EB) 35®ata Protection and Electronic Identity in the E(2011):
http://ec.europa.eu/public_opinion/archives/ebs/868 en.pd{"EB 2011" in future references

This was confirmed by several Member States wheglying to the Commission's questionnaire in
relation to the Implementation Report on the FraowwbDecision (COM(2012)...).

Article 16 of the Treaty on the Functioning of teeropean Union (TFEU).
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provides therefore the legal basis for rules na¢pto the protection of individuals with regard
to the processing of personal data also in thesavégolice and criminal justice, aiming to
protect the fundamental rights and freedoms ofrahpersons and in particular their right to
the protection of personal data and for ensuriegettchange of personal data for the purposes
of prevention, investigation, detection or prosaopubf criminal offences or the execution of
criminal penalties. This will facilitate the coopéion in the fight against crime in Europe.
The new legal basis in Article 16 TFEU aims for @angistent and coherent approach on
personal data protection in the Union and covertss thoth cross-border and domestic
processing of personal data by the competent atiésoimn the area of police and criminal
justice.

Due to the specific nature of the field of policedgudicial cooperation in criminal matters it
was acknowledged in Declaration'21o0 the TEU that specific rules on the protectidn o
personal data and the free movement of such datheirfields of judicial cooperation in

criminal matters and police based on Article 16 URRay prove necessary.

2. RESULTS OF CONSULTATIONS WITH THE INTERESTED PARTIES AND
IMPACT ASSESSMENTS

This initiative is the result of extensive constittas with all major stakeholders on a review
of the existing legal framework for the protectmipersonal data, which included two phases
of public consultation:

— From 9 July to 31 December 2009, t@ensultation on the legal framework for the
fundamental right to the protection of personal alalThe Commission received 168
responses, 127 from individuals, business orgdorsatand associations and 12 from
public authorities. The non-confidential contrilms can be consulted on the
Commission’s websité

— From 4 November 2010 to 15 January 2011, @wnsultation on the Commission's
comprehensive approach on personal data proteciionthe European Unian The
Commission received 305 responses, of which 54 ribizens, 31 from public authorities
and 220 from private organisations, in particulausibess associations and non-
governmental organisations. The non-confidentiaitioutions can be consulted on the
Commission’s websit&

Targeted consultations were also conducted withstalgeholders; in particular, a workshop
was organised on 29 June 2010 with Member Stattisbdties on the application of data

protection rules to public authorities, includingthe area of police cooperation and judicial
cooperation in criminal matters. Furthermore, drebruary 2011, the Commission convened
a workshop with Member States' authorities to discthe implementation of Framework

Decision 2008/977/JHA and, more generally, dataegtmn issues in the area of police
cooperation and judicial cooperation in criminalttees.

14 Declaration 21 on the protection of personal dathe fields of judicial cooperation in criminalatters

and police cooperation (annexed to the Final Acthef Intergovernmental Conference which adopted
the Treaty of Lisbon, 13.12.2007).

http://ec.europa.eu/justice/newsroom/data-protafiginion/090709 _en.htm
http://ec.europa.eu/justice/newsroom/data-protafiginion/101104_en.htm
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EU citizens were consulted through a Eurobaromstevey held in November-December
2010". A number of studies were also launch&d@ihe “Article 29 Working Party*® provided
several opinions and useful input to the CommigSioihe European Data Protection
Supervisor also issued a comprehensive opinionhenigsues raised in the Commission's
November 2010 Communicatiéh.

The European Parliament approved by its resolwfdhJuly 2011 a report that supported the
Commission’s approach to reforming the data pratactramework’? The Council of the
European Union adopted conclusions on 24 Februdiyl 2n which it broadly supports the
Commission's intention to reform the data protecframework and agrees to may elements
of the Commission's approach. The European Econ@nit Social Committee equally
supported an appropriate revision of the Data Etiate Directive and the Commission's
general thrust to ensure a more consistent apjolicaf EU data protection rules across all
Member State&’

In line with its “Better Regulation” policy, the @umission conducted an impact assessment
of policy alternatives. The impact assessment vased on the three policy objectives of
improving the internal market dimension of datatgction, making the exercise of data
protection rights by individuals more effective aogating a comprehensive and coherent
framework covering all areas of Union competeneeluiding police co-operation and judicial
cooperation in criminal matters. Three policy optmf different degrees of intervention were
assessed: the first option consisted of minimaislaive amendments and the use of
interpretative Communications and policy supporasuges such as funding programmes and
technical tools; the second option comprised a&ktgislative provisions addressing each of
the issues identified in the analysis and the tlipdion was the centralisation of data
protection at EU level through precise and detaildds for all sectors and the establishment
of an EU agency for monitoring and enforcementefprovisions.

According to the Commission's established methafigl@each policy option was assessed,
involving an Interservice steering group, agairist effectiveness to achieve the policy

r Cit. footnote 9.

18 In addition to theStudy on the economic benefits of privacy enhanigognologiegcit., footnote 2),

see also th€omparative study on different approaches to nemapy challenges, in particular in the

light of technological developmenggnuary 2010

(http://ec.europa.euljustice/policies/privacy/doglges/new_privacy challenges/final_report_en.pdf

A study for an impact assessment for the futurelégdl framework for personal data protection i®als

ongoing.

The Working Party was set up in 1996 (by Article @f the Directive) with advisory status and

composed of representatives of national Data PioteSupervisory Authorities (DPAs), the European

Data Protection Supervisor (EDPS) and the Commisdt@r more information on its activities see

http://ec.europa.eu/justice/policies/privacy/woddgnoup/index_en.htm

See in particular the following opinions: on theuture of Privacy" (n° /2009, WP168); on the Corisep

of "Controller" and Processor" (n° 1/2010, WP16%);0nline Behavioural Advertising (n°2/2010, WP

171); on the Principle of Accountability (n° 3/2QMYP 173); on Applicable law (n° 8/2010, WP 179 —

December 2010); and on consent. Upon the Commissieguest, it adopted also the three following

Advice Papers: on Notifications, on Sensitive Datad on Article 28(6) of the Data Protection

Directive. They can all be retrieved at:

http://ec.europa.eu/justice/policies/privacy/woddnoup/wpdocs/2011_en.htm

21 Available on the EDPS websitettp://www.edps.europa.eu/EDPSWEB/

= EP resolution of 6 July 2011 on a comprehensiy@agch on personal data protection in the European
Union (2011/2025(INI), http://www.europarl.europa.eu/sides/getDoc.do?t{pereference=P7-TA-
2011-0323&language=EN&ring=A7-2011-024réapporteur: MEP Axel Voss (EPP/DE).

2 CESE 999/2011.
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objectives, its economic impact on stakeholdergloing on the budget of the EU
institutions), its social impact and effect on fantental rights. Environmental impacts were
not observed. The analysis of the overall impadt tie the development of the preferred
policy option which is incorporated in the prespraposal. According to the assessment, its
implementation will leadnter alia to considerable improvements regarding legal eytdor
data controllers and citizens, reduction of adntiats/e burden, consistency of data
protection enforcement in the Union, the effecipeessibility of individuals to exercise their
data protection rights to the protection of per$aza within the EU and the efficiency of
data protection supervision and enforcement. Impleation of the preferred policy options
are also expected to contribute to the Commissminjsctive of simplification and reduction
of administrative burden and to the objectives loé Digital Agenda for Europe, the
Stockholm Action Plan and the Europe 2020 strategy.

The Impact Assessment Board (IAB) delivered an iopiron the draft impact assessment on
9 September 2011. Following the 1AB’s opinion, iarficular the following changes were
made to the impact assessment:

— The objectives of the current legal framework (tbatvextent they were achieved and to
what extent they were not), as well as the objestof the current reform, were clarified;

— More evidence and additional explanations/clarifama were added to the problems’
definition section.

3. LEGAL ELEMENTS OF THE PROPOSAL
3.1. Legal Basis

The proposal is based on Article 16(2) TFEU, whih new, specific legal basis introduced
by the Lisbon Treaty for the adoption of rules tialg to the protection of individuals with
regard to the processing of personal data by Umistitutions, bodies, offices and agencies,
and by the Member States when carrying out aaivithich fall within the scope of Union
law, and the rules relating to the free movemersuah data.

A Directive is considered to be the most appropriagal instrument to define the framework
for the protection of personal data in the fieldpaflice and criminal justice and to cover
processing both in the cross-border and domestitezt

The proposal aims to ensure a consistent and bigh bf data protection in this field, thereby
enhancing mutual trust between police and judmidhorities of different Member States and
facilitating the free flow of data and cooperatlmetween police and judicial authorities.

3.2. Subsidiarity and proportionality

According to the principle of subsidiarity (Articl3) TEU), action at Union level shall be
taken only if and in so far as the objectives eayesl cannot be achieved sufficiently by
Member States, but can rather, by reason of thie sraeffects of the proposed action, be
better achieved by the Union. In the light of thelgpems outlined above, the analysis of
subsidiarity indicates the necessity of EU-leveicacon the following grounds:
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— The right to the protection of personal data, einslar in Article 8 of the Charter of
Fundamental Rights and in Article 16(1) TFEU, regsithe same level of data protection
throughout the Union.

— Personal data are transferred across national boiesdboth internal and external borders,
at rapidly increasing rates. In addition, there practical challenges to enforcing data
protection legislation and a need for cooperati@iwieen Member States and their
authorities, which need to be organised at EU leveinsure unity of application of Union
law. The EU is also best placed to ensure effelgtigsad consistently the same level of
protection for individuals when their personal date transferred to third countries.

— Member States cannot alone reduce the problenfeinurrent situation, particularly those
due to the fragmentation in national legislatiofisus, there is a specific need to establish
a harmonised and coherent framework allowing faneoth transfer of personal data
across borders within the EU while ensuring effecprotection for all individuals across
the EU.

— The EU legislative actions proposed are likely ¢onhore effective than similar actions at
the level of Member States because of the natuteseale of the problems, which are not
confined to the level of one or several Membere3tat

The principle of proportionality requires that aimgervention is targeted and does not go
beyond what is necessary to achieve the objectiVeis principle has guided the process
from the identification and evaluation of alternatipolicy options to the drafting of this
proposal.

A Directive is therefore the best instrument tousasharmonisation at EU level in this area
while at the same time leaving the necessary filityilbo Member States when implementing
the principles and their exemptions at nationaglev

3.3. Summary of fundamental rights issues

The right to protection of personal data is esthield by Article 8 of the Charter on
Fundamental Rights of the EU and Article 16 TFEUneadl in Article 8 of the ECHR. As
underlined by the EGY, the right to the protection of personal datads an absolute right,
but must be considered in relation to its funciiosociety”. Data protection is closely linked
to respect for private and family life protectedAxgicle 7 of the Charter. This is reflected in
Article 1(1) of Directive 95/46/EC, which providethat Member States shall protect
fundamental rights and freedoms of natural persors in particular their right to privacy
with respect of the processing of personal data.

Other potentially affected fundamental rights emsdd in the Charter are the prohibition of
any discrimination amongst others on grounds suchaee, ethnic origin, genetic features,
religion or belief, political opinion or any oth@pinion, disability or sexual orientation

24 ECJ, judgment of 9.11.2010 in cases C-92/09 an@P9%Bchecke

% In line with Article 52(1) of the Charter, limiiahs may be imposed on the exercise of the rigliata
protection as long as the limitations are provided by law, respect the essence of the right and
freedoms and, subject to the principle of propodldy, are necessary and genuinely meet objectifes
general interest recognised by the European Unictie need to protect the rights and freedoms of
others.

7 EN



EN

(Article 21); the rights of the child (Article 24)nd the right to an effective remedy befare
tribunal (Article 47).

3.4. Detailed explanation of the proposal
3.4.1. CHAPTER I - GENERAL PROVISIONS

Article 1 sets out the subject matter of the Diraxtrules relating to processing for the
purposes of prevention, investigation, detectiorparsecution of criminal offences or the
execution of criminal offences, and the its twaodfabjective, to protect the fundamental
rights and freedoms of natural persons and in qadati their right to the protection of

personal data, and, to ensure the exchange of nadrdata between competent authorities
within the Union.

Article 2 defines the scope of application of th&ebtive. Contrary to the Framework

Decision 2008/977/JHA, the scope of the Directigenpt limited to cross-border data
processing but applies to all processing actividegied out by ‘competent authorities' (as
defined in Article 3(13)) for the purposes of theddtive. The Directive does neither apply to
processing in the course of an activity which falgside the scope of Union law, nor to
processing by Union institutions, bodies, officesl agencies, which is subject of Regulation
(EC) No 45/2001 and of specific legislation.

Article 3 contains the definitions for terms usedtie Directive. While some definitions are
taken over from Directive 95/46/EC, others are rfiedj complemented with additional
elements or newly introduced. New definitions dreste of ‘personal data breach’, ‘genetic
data’ and ‘biometric data’, ‘competent authoritiéillowing Article 87 TFEU and Article
2(h) of Framework Decision 2008/977/JHA) and, ‘oftald’, following the UN Convention
on the Rights of the Chifd

3.4.2. CHAPTER Il - PRINCIPLES

Article 4 sets out the principles relating to pregiag of personal data, insofar following
Article 5 of the General Data Protection Regulateord reflecting Article 6 of Directive
95/46/EC and Article 3 of Framework Decision 2008/9HA. New elements are the
expressly reference to the transparency principléie data minimisation principle and to the
obligation to process only of non-personal data,fasas possible, as well as to the
comprehensive responsibility and liability of thentroller, responding to the debate on a
‘principle of accountability’. Furthermore, thistidle lays down the conditions for the access
of competent authorities to data processed by atbetrollers and the requirements for the
the quality of legislation applying to the processdf personal data within the scope of this
Directive, building in particular on the relevardse law of the European Court of Human
Rights (ECtHR) related to . In particular, the lawst be clear and accessible.

Article 5 requires the distinction between persatath of different categories of data subjects
is a new provision, included neither in Directiveé/46/EC nor in Framework Decision
2008/977/JHA (but had been proposed by the Comamissi its proposal on the Framework

% Referred to also in the legislative proposals CQ0AQ)94final and COM(2011)275final.
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Decisiorf’). It is inspired by of the Council of Europe's Retnendation No R (87)15.
Similar rules already exist for Europdand Eurojust.

Article 6 on different degrees of accuracy and atglity reflects principle 3.2 of
Recommendation No R (87)15. Similar rules, as aistuded in the Commission's proposal
for the Framework Decision, exist for Europol

Article 7 sets out the grounds for lawful procegssets out the criteria for lawful processing,
when necessary for the performance of a task chog by a competent authority, or in order
to protect the vital interests of the data subjé&tie other grounds for lawful processing in
Article 7 of Directive 95/46/EC are not approprifte the processing in the area of police and
criminal justice.

Article 8 clarifies the conditions for the chandgeporrpose of the processing, i.e. for another
purpose than the one for which the personal data baen initially collected.

Article 9 sets out the general prohibition for presing special categories of personal data and
the exceptions from this general rule, buildingpfias on Article 8 of Directive 95/46/EC.

Article 10 establishes rules on the processingeoigjc data, “codifying” ECtHR case 13w

Article 11 establishes a prohibition of measureseldaon profiling, if not authorised by law,
following Article 7 of Framework Decision 2008/93HA.

3.4.3. CHAPTER IIl - RIGHTS OF THE DATA SUBJECT

Article 12 introduces the obligation for Member t8&to ensure transparent, easily accessible
and understandable information, inspired in paldicloy principle 10 of the Madrid
Resolution on international standards on the ptiote®f personal data and priva@yand to
oblige controllers to provide procedures and meismas for facilitating the exercise of the
data subject's rights. This includes means forteleic requests where the data are processed
by automated means, an obligation for the contrétierespond to the data subject's request
within a defined a deadline and the requirement tha exercise of the rights shall be in
principle free of charge.

Article 13 specifies the obligation of Member Sgate ensure the information towards the
data subject. These obligations are based on @stiél0 and 11 of Directive 95/46/EC,
without separate articles differentiating whethiee information is collected from the data
subject or not, and enlarging the information topbevided. It lays down exemptions from
the obligation to inform, when such exemptions greportionate and necessary in a
democratic society for the exercise of the tasksarhpetent authorities (cf. Article 13 of
Directive 95/46/EC), subject to a concrete and viddial examination whether such
restriction should apply in a specific case.

2 COM(2005)475 final.

28 Article 14 Europol Decision 2009/371/JHA.

29 Article 15 Eurojust Decision 2009/426/JHA.

% Article 14 Europol Decision 2009/371/JHA.

31 ECtHR, judgment of 4.12.2008, S. and Marper v. @i§plication nos. 30562/04 and 30566/04).

32 Adopted by the International Conference of Dataté&ution and Privacy Commissioners on 5.11.2011.
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Article 14 provides the obligation of Member Statesensure the data subject's right of
access to their personal data. It follows Artica) of Directive 95/46/EC, adding new
elements for the information of the data subjects the storage period, their rights to
rectification, erasure and to lodge a complaint).

Article 15 provides that Member States may adogislative measures restricting the right of
access as required by specific nature of data psoug in the areas of police and criminal
justice, and on the information of the data subgecra restriction of access, following Article
17(2) and (3) of Framework Decision 2008/977/JHA.

Article 16 introduces the rule that in cases wldirect access is restricted, the data subject
must be informed on the possibility indirect accéssthe supervisory authority, which must
inform the data subject on the outcome of its &atfons.

Article 17 on the right to rectification follows Acle 12(b) of Directive 95/46/EC, and, as
regards the obligations in case of a refusal, Rtid8(1) of Framework Decision
2008/977/JHA (cf. also principle 6.3 of CoE PoliRecommendation (87)15.), spelt out, for
reasons of clarity, in a separate article.

Article 18 on the right to erasure follows Articdd@(b) of Directive 95/46, and, as regards the
obligations in case of a refusal, Article 18(1) lefamework Decision 2008/977/JHA. It
integrates also the right to have the processimsricted in certain cases, avoiding the
ambiguous terminology "blocking”, used by Articl2(fh) of Directive 95/46/EC and Article
18(1) of Framework Decision 2008/977/JHA. It furtipeovides that mechanisms must be in
place for ensuring compliance with the obligatioretasure and a periodic review of stored
data.

Article 19 on the rectification, erasure and resion of processing in judicial proceedings
provides clarification based on Article 4(4) of Frework Decision 2008/977/JHA.

3.4.4. CHAPTER IV - CONTROLLER AND PROCESSOR
3.4.4.1. SECTION 1 GENERAL OBLIGATIONS

Article 20, responding to the debate on a "prireipl accountability”, describes in detail the
responsibility of the controller to comply with shDirective and to demonstrate compliance,
including the adoption of policies and mechanisarsehsuring compliance.

Article 21 sets out that the Member States mustirenthe compliance of the controller with
the obligations arising from the principles of datatection by design and default.

Article 22 on joint controllers clarifies the statof joint controllers as regards their internal
relationship and towards the data subject.

Article 23 clarifies the position and obligation mfocessors, following partly Article 17(2) of
Directive 95/46/EC, and adding new elements, indgdhat a processor that processes data
beyond the controller's instructions is to be cdeed a co-controller.

Article 24 on processing under the authority of ¢batroller and processor follows Article 16
of Directive 95/46/EC.

10 EN
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Article 25 introduces the obligation for controfiesind processors to maintain documentation
of all processing operations under their respoligipinstead of a general notification to the
supervisory authority required by Articles 18(1yak® of Directive 95/46/EC.

Article 26 concerns the keeping of records, cf.iddt 10(1) of Framework Decision
2008/977, but strengthened in wording, inspired Awticle 16 of Council Decision
2008/633/JHA.

Article 27 clarifies the obligations of the contesl and the processor regarding cooperation
with the supervisory authority.

3.4.4.2. SECTION 2 DATA SECURITY

Art. 28 on the security of processing is basedhendurrent Article 17(1) of Directive 95/46
on the security of processing, and Article 22 ofrfework Decision 2008/977/JHA,
extending the related obligations to processamssrective of the contract with the controller.

Articles 29 and 30 introduce an obligation to nofilersonal data breaches, inspired by the
personal data breach notification in Article 4(3) the ePrivacy Directive 2002/58/EC,
clarifying and separating the obligations to nothg supervisory authority (Article 29) and to
communicate, in qualified circumstances, to thedabject (Article 30).

3.4.4.3.SECTION 3 DATA PROTECTION IMPACT ASSESSMENT AND PRBR
CONSULTATION

Article 31 introduces the obligation of controllensd processors to carry out a data protection
impact assessment prior to risky processing omeratby relevant information systems or

where the processing concerns procedures for teepsing of personal data; it does thus not
concern processing in individual cases. The lisswth risky processing operations is not

exhaustive, so as to ensure flexibility also inwia new developments.

Article 32 concerns the cases where consultatiorihef supervisory authority is mandatory
prior to the processing. The supervisory authohis certain flexibility in determining
processing operations which it deems necessanyrior consultation. Other than the concept
of prior checking in Article 20 of Directive 95/48C or of prior consultation in Article 23 of
Framework Decision 2008/977/JHA, it is expressig ldown that the supervisory authority
shall prohibit processing operation in case of nompliance with the Directive.

3.4.4.4. SECTION 4 DATA PROTECTION OFFICER

Article 33 introduces a mandatory data protectifiicer of the controller who shall fulfil the
tasks listed in Article 35. Where several competenthorities are acting under the
supervision of a central authority, functioning @mtroller, at least this central authority
should designate such data protection officer.chgtil8(2) of Directive 95/46/EC provided
the possibility for Member States to introduce suefuirement as a surrogate to the general
notification requirement of that Directive.

Article 34 sets out the position of the data priaecofficer.

Article 35 provides the core tasks of the dataquiibn officer.

1 EN
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3.4.5. CHAPTER V - TRANSFER OF PERSONAL DATA TO THIRD CIRUEBS OR
INTERNATIONAL ORGANISATIONS

Article 36 sets out the general principles for dagmsfers to third countries or international
organisations, including onward transfers. It ¢iesi that transfers may take place to third
countries in relation to which the Commission hdsped an adequacy decision or, in the
absence of such decision, where appropriate saf@gume in placein a legally binding

instrument, such as an international agreement.

Article 37 sets out the criteria for the Commis&oassessment of an adequate or not
adequate level of protection, and expressly indutte rule of law, judicial redress and
independent supervision. The article explicitly fbons the possibility for the Commission to
assess the level of protection afforded by a tegribr a processing sector within a third
country. It introduces that a general adequacystatiadopted, following the procedures
under Article 38 of the General Data Protection WR&tpn, shall be applicable within the
scope of this Directive. Alternatively an adequdegision can be adopted exclusively for the
purposes of this Directive and in particular Aei@6 paragraph 1.

Article 38 spells out and clarifies the derogatidos data transfer, based on Article 26 of
Directive 95/46/EC and Article 13 of Framework Dson 2008/977/JHA. Processing carried
under these circumstances must have a legal basision law, or the law of the Member
State to which the controller is subject and whinkets an objective of public interest or the
need to protect the rights and freedoms of otherspects the essence of the right to the
protection of personal data and is proportionathédegitimate aim pursued.

Article 39 obliges Member States do ensure thatgssing restrictions are met by recipients
of the personal data in the third country or in&tional organisation. .

Article 40 explicitly provides for international emperation mechanisms for the protection of
personal data between the Commission and the sapgnauthorities of third countries, in
particular those considered offering an adequatel lef protection, taking into account the
OECD’s Recommendation on Cross-border Co-operaiiorthe Enforcement of Laws
Protecting Privacyof 12 June 2007.

Article 41 requires the Commission to report speaify on international transfers.
3.4.6. CHAPTER VI - NATIONAL SUPERVISORY AUTHORITIES
3.4.6.1. SECTION 1 INDEPENDENT STATUS

Article 42 obliges Member States to establish suipery authorities, following Article 28(1)
of Directive 95/46/EC, enlarging the mission of gbeauthorities to contribute to the
consistent application of the Directive throughthg Union, which may be the supervisory
authority established under the General Data PioteRegulation.

Article 43 clarifies the conditions for the indepemce of supervisory authorities,
implementing case law by the Court of Justicenspired also by Article 44 of Regulation

European Court of Justice, judgment of 9.3.201@n@ission / Germany (C-518/07, ECR 2010 p. I-
1885)
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(EC) No 45/200%. .Article 44 provides general conditions for theembers of the
supervisory authority, implementing the relevargeckw”, inspired also by Article 42(2)-(6)
of Regulation (EC) 45/2001.

Article 45 sets out rules on the establishmenthaf supervisory authority, including on
conditions for its members, to be provided by theniber States by law.

Article 46 on professional secrecy of the membeard staff of the supervisory authority
follows Article 28(7) of Directive 95/46/EC.

3.4.6.2. SECTION 2 DUTIES AND POWERS

Article 47 sets out the competence of the superyisathorities, based on Article 28(6) of
Directive 95/46/EC. Courts, when acting in theidipial authority, are exempted from the
monitoring by the supervisory authority, but nairfr the application of the substantive rules
on data protection.

Article 48 provides the obligation of Member Staties provide for the duties of the
supervisory authority, including hearing and inigeting complaints and promoting the
awareness of the public on risk, rules, safeguami$ rights. A particular duty of the
supervisory authorities in the context of this Dtree is, where direct access is refused or
restricted, to exercise the right to access onlbehdata subjects and to check the lawfulness
of the data processing.

Article 49 provides the powers of the supervisontharity, based on Article 28(3) of
Directive 95/46/EC, Article 25(2) and (3) of Franmw Decision 2008/977/JHA, and Article
47 of Regulation (EC) 45/2001.

Article 50 obliges the supervisory authorities t@wl up annual activity reports, based on
Article 28(5) of Directive 95/46/EC.

3.4.7. CHAPTER VIl - CO-OPERATION

Article 51 introduces explicit rules on mandatorytoal assistance, including consequences
for non-compliance with the request of another supery, whereas Article 28 (6)2 of
Directive 95/46/EC provided simply a general obiiga to cooperate, without specifying it.

Article 52 introduces rules on joint operationssgimed by Article 17 of Council Decision
2008/615/JHA®, including the possibility of supervisory auth@@it to participate in such
operations.

Article 53 provides that the European Data Provectdvisory Board, established by the
General Data Protection Regulation, exercisesaig&st in relation to processing activities
within the scope of this Directive.

3 Regulation (EC) No 45/2001 of the European Pasiainand of the Council of 18 December 2000 on
the protection of individuals with regard to theogessing of personal data by the Community
institutions and bodies and on the free movemestioh data; OJ L 008 , 12/01/2001, p.1.

op. cit, footnote 33..

Council Decision 2008/615/JHA of 23 June 2008 ba stepping up of cross-border cooperation,
particularly in combating terrorism and cross-borciéme, OJ L 210, 6.8.2008, p. 1.
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3.4.8. CHAPTER VIII - REMEDIES, LIABILITY AND SANCTIONS

Article 54 provides the right of any data subjextiddge a complaint with a supervisory
authority, based on Article 28(4) of Directive 9&/EC, and relates to any infringement of the
Directive in relation to the complainant. It alspesifies the bodies, organisations or
associations which may lodge a complaint on bedfalie data subject or, but only in case of
a personal data breach, on its own behalf.

Article 55 concerns the right to a judicial remexhainst a supervisory authority. It builds on
the general provision of Article 28(3) of Directi®®/46/EC and provides specifically that the
data subject may launch a court action for obligihg supervisory authority to act on a
complaint. Regarding the competence of the coumravides that the proceedings can be
brought either before the court of the supervisauyhorities' Member State or before the
court of the Member State where the data subjsales.

Article 56 concerns the right to a judicial remeayainst a controller or processor, based on
Article 22 of Directive 95/46/EC and Article 20 Bfamework Decision 2008/977/JHA, and
provides for the choice of the plaintiff to go tourt in the Member State where the defendant
is established or where the data subject resides.

Article 57 introduces common rules for court pratiags, including the rights of bodies,
organisations or associations to represent datgecsbbefore the courts, the right of
supervisory authorities to engage in legal proceggliand, inspired by Article 5(1) of
Framework Decision 2009/948/J8Aand by Article 13(1) of Council Regulation 1/2683
the information of the courts on parallel procegdirin another Member State, and the
possibility for the courts to suspend the procegslin such a case. The obligation of Member
States to ensure rapid court actions (paragraph i$0nspired by Article 18(1) of the
eCommerce Directive 2000/31/BArticle 58 obliges Member States to provide fae thght

to compensation . It builds on Article 23 of Dirget 95/46/EC and Article 19(1) of
Framework Decision 2008/977/JHA, extends this rightdamages caused by processors and
clarifies the liability of co-controllers and cogumessors.

Article 59 obliges Member States to lay down rudespenalties, to sanction infringements of
the Directive, and to ensure their implementatiancluding against the controller's
representative.

3.4.9. CHAPTER IX - FURTHER SPECIFIC PROVISIONS

Article 60 concerns the transmission of personah de authorities or private parties in the
Union, inspired by Article 14 of Framework Decisiagf08/977/JHA, and provides that such
transmission is prohibited unless one of the exoeptset out in this Article applies. .

3 Council Framework Decision 2009/948/JHA of 30 Namxer 2009 on prevention and settlement of
conflicts of exercise of jurisdiction in criminatqreedings, OJ L 328 , 15/12/2009, p. 42.

Council Regulation (EC) No 1/2003 of 16 Decemb802 on the implementation of the rules on
competition laid down in Articles 81 and 82 of fheaty, OJ L 1, 04.01.2003, p.1.

Directive 2000/31/EC of the European Parliamert ahthe Council of 8 June 2000 on certain legal
aspects of information society services, in paldicielectronic commerce, in the Internal Market
(‘Directive on electronic commerce'); OJ L 178,717000, p. 1.
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3.4.10. CHAPTER X — DELEGATED ACTS AND IMPLEMENTING ACTS

Article 61 contains standard provisions for thereige of delegations in line with Article 290
TFEU. This allows the legislator to delegate to tbemmission the power to adopt non-
legislative acts of general application to suppleh@ amend certain non-essential elements
of a legislative act (quasi-legislative acts).

Article 62 contains the provision for the Committpeocedure needed for conferring
implementing powers on the Commission in cases ahiar accordance with Article 291
TFEU, uniform conditions for implementing legallynding acts of the Union are needed.
The examination procedure applies.

3.4.11. CHAPTER Xl — FINAL PROVISIONS
Article 63 repeals Framework Decision 2008/977/JHA.

Article 64 sets out that specific provisions insacegulating the processing of personal data
or the access to information systems within thepsoaf the Directive, and adopted prior to
the adoption of this Directive, remain unaffected.

Article 65 provides for the obligation of the Conssion to evaluate and report on the
implementation of the Directive, in order to assé®s need to align the previously adopted
specific provisions with the Directive.

Article 66 sets out the obligation of the Membeat&¢ to transpose the Directive in their
national law and notify to the Commission the psas adopted pursuant to the Directive.

Article 67 determines the date of the entry intawéoof the Directive.
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<EMPTY>/ (COD)
Proposal for a
DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE COU NCIL

on the protection of individuals with regard to theprocessing of personal data by
competent authorities for the purposes of preventio, investigation, detection or
prosecution of criminal offences or the executionfariminal penalties, and the free
movement of such data

(“Police and Criminal Justice Data Protection Diredive”)

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EURREAN
EUROPEAN UNION,

Having regard to the Treaty on the Functioning e European Union, and in particular
Article 16(2) thereof,

Having regard to the proposal from the European @@sion,

After transmission of the draft legislative acthe national Parliaments,
After consulting the European Data Protection Suiper®,

Acting in accordance with the ordinary legislatprecedure,

Whereas:

(1) The protection of natural persons in relation te grocessing of personal data is a
fundamental right. Article 8(1) of the Charter afrflamental Rights of the European
Union and Article 16(1) of the Treaty of the Fuocding of the European Union lay
down that everyone has the right to the proteatiopersonal data concerning him or
her.

(2)  The processing of personal data is designed teesean; the principles and rules on
the protection of individuals with regard to theogessing of their personal data
should, whatever the nationality or residence ofura persons, respect their
fundamental rights and freedoms, notably theirtrigithe protection of personal data.
It should contribute to the accomplishment of araasf freedom, security and justice.

3) Rapid technological developments and globalisaiave brought new challenges for
the protection of personal data. The scale of dataing and collection has increased
spectacularly. Technology allows competent autlesrito make use of personal data

40 oJc,,p..
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(4)

(5)

(6)

()

(8)

9)

on an unprecedented scale in order to pursue dbéirties. This requires facilitating
the free flow of data between competent authoritigkin the Union and the transfer
to third countries and international organisationbjle ensuring a high level of the
protection of personal data.

These developments require building a strong andentoherent data protection
framework in the Union, backed by strong enforceimen

Directive 95/46/EC of the European Parliament anithe Council of 24 October 1995
on the protection of individuals with regard to {m®cessing of personal data and on
the free movement of such ddtapplies to all personal data processing activities
Member States in both the public and the privatéose. However, it does not apply
to the processing of personal data 'in the coufrse@ctivity which falls outside the
scope of Community law', such as activities in #reas of police and judicial
cooperation in criminal matters.

Council Framework Decision 2008/977/JHA of 27 Naer 2008 on the protection
of personal data processed in the framework ofcpodind judicial cooperation in
criminal matter® applies in the areas of police and judicial coafien in criminal
matters. The scope of application of this FramewbDdcision is limited to the
processing of personal data transmitted or madiéabl@between Member States.

In order to ensure a consistent and high leveprotection of the personal data of
individuals and to remove the obstacles to discwsaf personal data to competent
authorities of other Members States to ensure @adind judicial cooperation in
criminal matters, the level of protection of thghts and freedoms of individuals with
regard to the processing of personal data by canpeatthorities for the purposes of
prevention, investigation, detection or prosecutioh criminal offences or the
execution of criminal penalties must be equivalenall Member States. Consistent
and homogenous application of the rules for thegaotmn of the fundamental rights
and freedoms of natural persons with regard tgtbeessing of personal data should
be ensured throughout the Union. Effective protectf personal data throughout the
Union requires strengthening and detailing the tegbf data subjects and the
obligations of those who process and determineptbeessing of personal data, but
also equivalent powers for monitoring and ensudampliance with the rules for the
protection of personal data and equivalent sanstiom offenders in the Member
States

Article 16(2) of the Treaty on the Functioningtbé European Union provides that the
European Parliament and the Council should lay daéken rules relating to the
protection of individuals with regard to the prosieg of personal data and the rules
relating to the free movement of personal data.

On that basis, Regulation EU ..... /2011 of the Euamparliament and of the Council
on the protection of individuals with regard to thcessing of personal data and on
the free movement of such data (General Data Riote®egulation) lays down

41
42

OJ L 281, 23.11.1995, p. 31.
OJ L 350, 30.12.2008, p. 60.
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(10)

(11)

(12)

(13)

(14)

(15)

(16)

(17)

general rules to protect of individuals in relatiorthe processing of personal data and
to ensure the free movement of personal data wikt@riJnion.

In Declaration 21 on the protection of personaladat the fields of judicial
cooperation in criminal matters and police coopenatannexed to the final act of the
intergovernmental conference which adopted the tyre& Lisbon, the Conference
acknowledged that specific rules on the protectdnpersonal data and the free
movement of such data in the fields of judicial pe@tion in criminal matters and
police cooperation based on Article 16 of the Tyeah the Functioning of the
European Union may prove necessary because opé#uifis nature of these fields.

Therefore a specific Directive should meet the spenature of these fields and lay
down the rules relating to the protection of indivals with regard to the processing of
personal data by competent authorities for the gaep of prevention, investigation,
detection or prosecution of criminal offences @ éxecution of criminal penalties.

In order to ensure the same level of protection ifaividuals through legally
enforceable rights throughout the Union and to @néudivergences hampering the
exchanges of data between competent authoritias, Dinective should provide
harmonised rules for the protection and the freevarment of personal data in the
areas of police and criminal justice.

The protection afforded by this Directive shoulshcern natural persons, whatever
their nationality or place residence, in relationthe processing of personal data. It
should not affect legislation on the protectionlefal persons with regard to the
processing of personal data concerning them.

The protection of individuals should be technolagineutral and not depend on the
techniques used; otherwise this would create aws®riisk of circumvention. The
protection of individuals should apply to procegsif personal data by automated
means as well as to manual processing, if the al@t@ontained or are intended to be
contained in a filing system. Files or sets ofdiks well as their cover pages, which
are not structured according to specific critesizuld not fall within the scope of this
Directive.

The principles of protection should apply to anformation concerning an identified
or identifiable natural person. To determine whethenatural person is identifiable,
account should be taken of all the means likelysoeably to be used either by the
controller or by any other person to identify tmelividual. The principles of data
protection should not apply to data rendered anaugnin such a way that the data
subject is no longer identifiable.

Given the importance of the developments under wayhe framework of the
information society, of the techniques used to wagttransmit, manipulate, record,
store or communicate location data relating to r@fpersons, which may be used for
different purposes including surveillance or cregprofiles, this Directive should be
applicable to processing involving such personéd.da

Any processing of personal data must be lawfulf &ad transparent in relation
towards the individuals concerned. In particulae specific purposes for which the
data are processed should be explicit and legiiraatl determined at the time of the
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(18)

(19)

(20)

(21)

(22)

(23)

(24)

collection of the personal data. The personal datauld be adequate, relevant and
limited to the minimum necessary for the purposwsvihich the personal data are
processed; this requires in particular limiting tii&a collected and the period for
which the data are stored to a strict minimum. dtfebkdata should only be processed
if the purpose of the processing could not be [fati by other means. Every

reasonable step should be taken to ensure thabragrdata which are inaccurate
should be rectified or deleted. In order to ensghet the data are kept no longer than
necessary, time limits should be established byctivroller for erasure or periodic

review.

It is inherent to the processing of personal datthe areas of police and criminal
justice that the personal data relating to differeategories of data subjects are
processed. Therefore a clear distinction shouldriaele between personal data on
suspects, persons convicted of a criminal offewoéims and other third parties, such
as witnesses, persons possessing relevant infamnati contacts and associates of
suspects and convicted criminals.

Personal data should be distinguished accordintydadegree of their accuracy and
reliability. Facts should be distinguished fromgmral assessments, in order to ensure
both the protection of individuals and the quakiyd reliability of the information
processed by the competent authorities.

In order to be lawful, the processing of persodaia should be necessary for the
performance of a task carried out in the publier@st by a competent authority for the
purposes of prevention, investigation, detectioprosecution of criminal offences or

the execution of criminal penalties, or in ordeptotect the vital interests of the data
subject.

Where processing is carried out for the performanfce task carried out in the public
interest by a competent authority, it should becampliance with a legal basis in
Union law or Member State law which should contplicit and detailed provisions
at least as to the objectives, the personal dam,specific purposes and means,
designate or allow to designate the controller,gteredures to be followed, the use
and limitations of the scope of any discretion eordd to the competent authorities in
relation to the processing activities.

Competent authorities should only have access tsopal data processed for
purposes, other than those of this Directive, ithatised by law and if there are
reasonable grounds that access will substantiatigtribute to the prevention,
investigation, detection or prosecution of criminaffences or the execution of
criminal penalties and subject to appropriate sadeds.

Any restriction of the data subject's rights miostin compliance with the Charter of

Fundamental Rights of the European Union and vaghGonvention for the Protection

of Human Rights and Freedoms, as clarified by #eedaw of the European Court of
Justice and the European Court of Human Rightsjrapdrticular respect the essence
of the rights and freedoms.

The processing of personal data for other purpskesld be only allowed where the
processing is compatible with the purposes for tvhice data have been initially
collected. In case that the other purpose is natpatible with the initial one for
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(25)

(26)

(27)

(28)

(29)

(30)

(31)

(32)

which the data are collected, the controller shdnade this processing of a legitimate
ground for lawful processing. In any case, alsaegmrds this further purpose, in

particular the application of the principles set layithis Directive and in particular the

information of the data subject on those other psies should be ensured.

Personal data which are, by their nature, pagrtylsensitive and vulnerable in
relation to fundamental rights or privacy, desespecific protection. Such data should
not be processed, unless processing is necessdtyefperformance of a task carried
out in the public interest, on the basis of Unionvtember State law which provide
for suitable measures to safeguard the data stgjegttimate interests; or processing
iS necessary to protect the vital interests ofdaa subject or of another person, ; or
the processing relates to data which are manifestige public by the data subject.

The processing of genetic data should only bevatbif there is a genetic link which

appears in the course of a criminal investigatioma gudicial procedure. Genetic data
should only be stored as long as strictly necesdarythe purpose of such

investigations and procedures, while Member Stases provide for longer storage
under the conditions set out in this Directive.

Every natural person should have the right notdosbbject to a measure which is
based on profiling by means of automated procesSingh measures which produce a
legal effect for the data subject or significandifects them should be prohibited,

unless authorised by a law. In any case, such meabtould be subject which should

be safeguard to suitable measures to safeguadhthesubject’s legitimate interests.

The principle of transparency requires that afigrmation of the data subject is easily
accessible and easy to understand, and that cldaslain language is used.

Modalities should be provided for facilitating tata subject’s exercise of their rights
under this Directive, including mechanisms to resguéree of charge, in particular
access to data, rectification and erasure. Theat@rtshould be obliged to respond to
requests of the data subject within a fixed deadlin

The principles of fair and transparent processegyire that the data subjects should
be informed in particular of the existence of thegessing operation and its purposes,
how long the data will be stored, on the existewicthe right of access, , rectification
or erasure and on the right to lodge a complairite the data are collected from the
data subject, the data subject should also benr@drwhether he is obliged to provide
the data and of the consequences, in cases hexdbpovide such data.

The information in relation to the processing ofgm®al data relating to the data
subject should be given to them at the time ofemtibn, or, where the data are not
obtained from the data subject, at the time of fi@rding or within a reasonable
period after the collection having regard to thecsfic circumstances in which the
data are collected or otherwise processed.

However, it is not necessary to impose this ohligatvhere the data subject already
disposes of this information, or where the provisid information to the data subject
proves impossible or would involve disproportionagforts. In this regard, the
number of data subjects, the age of the data, ap@d@mpensatory measures adopted
may be taken into consideration.
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(33)

(34)

(35)

(36)

(37)

(38)

Any person should have the right of access to deliéch has been collected
concerning them, and to exercise this right eagilyrder to be aware and verify the
lawfulness of the processing. Every data subjeatilshtherefore the right to know and
obtain communication in particular for what purpp$iee data are processed, for what
period, which recipients receive the data, whathe logic of the data that are
undergoing the processing and what might be, &t hen based on profiling, the
consequences of such processing.

Member States should be allowed to adopt legigatieasures restricting or delaying
the information of data subjects or the acceshdw tlata to the extent that and as long
as such partial or complete restriction constitudesiecessary and proportionate
measure in a democratic society with due regardtterlegitimate interests of the
person concerned, to avoid obstructing officiallegal inquiries, investigations or
procedures, to avoid prejudicing the preventionted®n, investigation and
prosecution of criminal offences or for the exeontof criminal penalties, to protect
public security or national security, or, to prdt#te data subject or the rights and
freedoms of others. The controller should asseswdyy of concrete and individual
examination if partial or complete restriction bétright of access should apply. Any
refusal or restriction of access should be setrowtriting to the data subject including
the factual or legal reasons on which the decisdrased.

Where Member States have adopted legislative messastricting wholly or partly
the right to access, the data subject should haeeright to request the competent
national supervisory authority to exercise the trighaccess on their behalf. The data
subject should be informed of this right. When a&scis exercised by the supervisory
authority on behalf of the data subject, the datajext should be informed by the
supervisory authority at least that a check hasrtaklace, that all necessary
verifications by the supervisory authority haveaalplace and of the result as regards
to the lawfulness of the processing in question.

Any person should have the right to have persdatd concerning them rectified and
the right of erasure where the processing of swath @ not in compliance with the
provisions adopted pursuant to this Directive. Vétbe personal data are contained in
a judicial decision or record related to the isseamf a judicial decision, the
rectification, erasure or restriction of processmnay be carried out in accordance with
national rules on judicial proceedings.

Comprehensive responsibility and liability of tkentroller for any processing of

personal data carried out by the controller or loa tontroller's behalf should be
established. In particular, the controller shoutdere and be obliged to be able to
demonstrate the compliance of each processing tigeravith the rules adopted

pursuant to this Directive

The protection of the rights and freedoms of datéjects with regard to the

processing of personal data require that apprapriathnical and organisational
measures be taken, both at the time of the degigmeqorocessing and at the time of
the processing itself, to ensure that the requirdsnef the Directive are met. In order
to ensure and demonstrate compliance with the giong adopted pursuant to this
Directive, the controller should adopt policies damplement appropriate measures,
which meet in particular the principles of datatpation by design and data protection
by default.
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(40)

(41)

(42)

(43)

(44)

(45)

The protection of the rights and freedoms of datgexts as well as the responsibility
and liability of controllers and processors, alsorélation to the monitoring and
measures by the supervisory authorities, requirelear attribution of the
responsibilities under this Directive, including evh a controller determines the
purposes, conditions and means of the processingyjavith other controllers or
where a processing operation is carried out onlbeha controller. The data subject
should have the right to exercise his or her rigimer this Directive in respect of and
against each of the joint controllers.

Processing activities should be documented bydmroller or processor, in order to
demonstrate compliance with this Directive. Eachtamler and processor should be
obliged to co-operate with the supervisory autlyoahd make this documentation
available upon request, so that it might serve rwonitoring those processing
operations.

Every processing operation of personal data shioeltecorded in order to enable the
verification of the lawfulness of the data procegsiself-monitoring and ensuring
proper data integrity and security.

In order to maintain security and to prevent pssagg in breach of this Directive, the
controller or processor should evaluate the riskseient to the processing and
implement measures to ensure a level of securjiyogpiate to those risks, taking into
account the state of the art and the costs of timpilementation in relation to the risks
and the nature of the personal data to be protected

A personal data breach may, if not addressed mdaquate and timely manner, result
in substantial economic loss and social harm, dioly identity fraud, to the
subscriber or individual concerned. Therefore,cmmsas the controller becomes aware
that such a breach has occurred, it should ndtiéyltreach to the competent national
authority. The individuals whose personal dataroraey could be adversely affected
by the breach should be notified without delay mdew to allow them to take the
necessary precautions. A breach should be condideseadversely affecting the
personal data or privacy of an individual whereatild result in, for example, identity
theft or fraud, physical harm, significant humiltat or damage to reputation in
connection with the processing of personal datee Tbtification should include
information about measures taken by the provideaddress the breach, as well as
recommendations for the subscriber or individualossned.

In setting detailed rules concerning the format gmdcedures applicable to the
notification of personal data breaches, due comsid® should be given to the
circumstances of the breach, including whetherobpersonal data had been protected
by appropriate technical protection measures, &ffeyg limiting the likelihood of
identity fraud or other forms of misuse. Moreov&uch rules and procedures should
take into account the legitimate interests of caimmeauthorities in cases where early
disclosure could unnecessarily hamper the investigeof the circumstances of a
breach.

In order to ensure effective protection of the tigand freedoms of data subjects,
procedures and mechanisms focussing on procesg@@tmns which are likely to

present specific risks to the rights and freedoingata subjects by virtue of their
nature, scope or purposes.
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(48)

(49)

(50)

(51)

(52)

(53)

A data protection impact assessment should beedamwut by the controller or
processors, which should include in particulareéhgisaged measures, safeguards and
mechanisms to ensure the protection of personah @etd for demonstrating
compliance with this Directive. Impact assessmehtsuld concern relevant systems
and processes of a personal data processing apesabut not individual cases.

Where a data protection impact assessment indichtd processing operations are
likely to present a high degree of specific risksthe rights and freedoms of data
subjects, the supervisory authority should be position to prevent, prior to the start
of operations, a risky processing which is notamgliance with this Directive, and to

make proposals to remedy such situation. Such tatism may equally take place in

the course of the preparation either of a meastitheonational parliament or of a

measure based on such legislative measure whialedethe nature of the processing
and lays down appropriate safeguards.

The controller or the processor should designateeeson that would assist the
controller or processor to monitor and demonstcapliance with the provisions
adopted pursuant to this Directive. Where seveomhpetent authorities are acting
under the supervision of a central authority, astethis central authority should
designate such data protection officer. The datsteption officers must be in a
position to perform their duties and tasks inde geiig.

Member States should ensure that a transfer tadadbuntry may only take place if
the Commission has decided that the third countrynternational organisation in
guestion ensures an adequate level or protectiomhere appropriate safeguards have
been adduced by way of a legally binding instrum&he transfer of data should only
take place if it is necessary for the preventiongestigation, detection or prosecution
of criminal offences or the execution of criminanalties, and the controller in the
third country or international organisation is aatherity competent within the
meaning of this Directive.

The Commission may recognise that certain thirdntes, or a territory or a

processing sector within a third country, or areinational organisation, offer an
adequate level of protection, thus providing aneaddalue of legal certainty and
uniformity throughout the Union. In these caseansfers of personal data may take
place to these countries without needing to falfiy specific formal requirement.

In line with the fundamental values on which theidgnis founded, in particular the
protection of human rights, the Commission shoaletinto account the how the rule
of law, access to justice as well as internatidnahan rights norms and standards in
that third country are respected.

The Commission should equally be able to recogthiat a third country offers no
adequate level of protection; consequently thesfeanof personal data to that third
country should be prohibited; provision should beadm for procedures for
negotiations between the Commission and such tioiuttries.

Transfers which are not based on such adequacgidecishould only be allowed
where appropriate safeguards have been adducedlegadly binding instrument,
which ensure the protection of the personal data.
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When personal data moves across borders it magtpucreased risk the ability of
individuals to exercise data protection rights totect themselves from the unlawful
use or disclosure of that data. At the same timpewvisory authorities may find that
they are unable to pursue complaints or condu@siigations relating to the activities
outside their borders. Their efforts to work togetin the cross-border context may
also be hampered by insufficient preventative onedial powers, inconsistent legal
regimes, and practical obstacles like resourcetainss. Therefore, there is a need to
promote closer co-operation among data protectigerwisory authorities to help
them exchange information and carry out investyesti with their foreign
counterparts.

The establishment of supervisory authorities in Mem States, exercising their
functions with complete independence, is an essetdimponent of the protection of
individuals with regard to the processing of thpersonal data. The supervisory
authorities should monitor the application of thevyisions pursuant to this Directive
and contribute to its consistent application thfoug the Union, in order to protect
natural persons in relation to the processing eif thersonal data.

Member States may entrust supervisory authoritgaaly established in Member
States under Regulation (EU)..../2012 with the resfimiity for the tasks to be
performed by the national supervisory authorities bte established under this
Directive.

Member States should be allowed to establish ni@e bne supervisory authority, to
reflect their constitutional, organisational and mémistrative structure. Each

supervisory authority should be provided with thdeguate financial and human
resources, premises and infrastructure, which isessary for the effective

performance of their tasks, including for the tasifated to mutual assistance and
cooperation with other supervisory authorities tigtwout the Union.

The general conditions for the members of the supeny authority should be laid
down by law in each Member State and should iniqdar provide that those
members should be either appointed by the parliaroerthe government of the
Member State, and include rules on the persondifigation of the members and the
position of those members.

The supervisory authorities should monitor the igagibn of the provisions pursuant

to this Directive and contribute to its consistapplication throughout the Union, in

order to protect natural persons in relation toghexessing of their personal data and
to ensure the free flow of personal data within ititernal market. For that purpose,

the supervisory authorities should co-operate ed@bh other and the Commission.

While this Directive applies also to the activitiéfsnational courts, the competence of
the supervisory authorities should not cover tleegssing of personal data when they
are acting in their judicial capacity, in ordersifeguard the independence of judges in
the performance of their judicial tasks. Howevéiis texemption should be strictly
limited to genuine judicial activities in court essand not apply for other activities
where judges might be involved in accordance wattiamal law.

In order to ensure consistent monitoring and eefment of this Directive throughout
the Union, the supervisory authorities should h#wve same duties and effective
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powers in each Member State, including powers @kstigation, legally binding
intervention, decisions and sanctions, particulary cases of complaints from
individuals, and to engage in legal proceedings.

Each supervisory authority should hear complaiotigéd by any data subject and
should investigate the matter. The investigatiohofang a complaint should be
carried out, subject to judicial review, to theemttthat is appropriate in the specific
case. The supervisory authority should inform tagdubject of the progress and the
outcome of the complaint within a reasonable peribdhe case requires further
investigation or coordination with another supesws authority, intermediate
information should be given to the data subject.

The supervisory authorities should assist one &nath performing their duties and
provide mutual assistance, so as to ensure thestemsapplication and enforcement
of the provisions adopted pursuant to this Dirextizach supervisory authority should
be ready to participate in joint operations. Thguested supervisory authority should
be obliged to respond in a defined time perioch#orequest.

Every data subject should have the right to lodgeomplaint with a supervisory
authority in any Member State and have the rigta podicial remedy if they consider
that their rights under this Directive are infritger where the supervisory authority
does not react on a complaint or does not act werk action is necessary to protect
the rights of the data subject.

Any body, organisation or association which aimprmects the rights and interests of
data subjects in relation to the protection ofrtligita and is constituted according to
the law of a Member State should have the righbdige a complaint or exercise the
right to a judicial remedy on behalf of data sutgeor to lodge a complaint on its own
behalf where it considers that a personal datachrbas occurred.

Each natural or legal person should have the right judicial remedy against
decisions of a supervisory authority concerningntheProceedings against a
supervisory authority may be brought either befibre courts of the Member State
where the supervisory authority is establishededote the courts of the Member State
where the data subject has his or her habituatlease. For proceedings against a
controller or processor, the plaintiff should hake choice to bring the action before
the courts of the Member States where the controtiprocessor has an establishment
or where the data subject resides.

Where there are indications that parallel procegdere pending before the courts in
different Member States, the courts should be ebligp contact each other. The courts
should have the possibility to suspend a case wheparallel case is pending in

another Member State. Member States should enlsatedurt actions, in order to be

effective, allow the rapid adoption of measuresetmedy or prevent an infringement

of this Directive.

Any damage which a person may suffer as a resulint@wful processing should be
compensated by the controller or processor, who beagxempted from liability if
they prove that they are not responsible for thmalge, in particular where they
establishes fault on the part of the data subjeitt case of force majeure.
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Penalties should be imposed on any person, whethesrned by private or public
law, that fails to comply with this Directive. Memib States should ensure that the
penalties are effective, proportionate and disseaand must take all measures to
implement the penalties.

Regulation (EU)..../2012 establishes a European DRtatection Board. The
Commission should participate in its activities.eTlBuropean Data Protection Board
should also contribute to the consistent applicatd this Directive throughout the
Union, including advising the Commission and pramgptthe cooperation of the
supervisory authorities throughout the Union.

Transmission of personal data to other authoriieprivate parties in the Union is
prohibited unless the transmission is in compliamééh law, and the recipient is
established in a Member State, and no legitimageiBp interests of the data subject
prevent transmission, and the transmission is sacgsn a specific case for the
controller transmitting the data for either thefpamance of a task lawfully assigned
to it, or the prevention of an immediate and sexidanger to public security, or the
prevention of serious harm to the rights of indiats. The controller should inform
the recipient of the purpose of the processing thedsupervisory authority of the
transmission. The recipient should also be informégrocessing restrictions and
ensure that they are met.

In order to fulfil the objectives of this Directiv@eamely to protect the fundamental
rights and freedoms of natural persons and inqaati their right to the protection of
personal data and to ensure the free exchange mbrm data by competent
authorities within the Union, the power to adopian accordance with Article 290 of
the Treaty on the Functioning of the European Unébould be delegated to the
Commission. In particular, delegated acts shouléd@pted in respect of procedures
and mechanisms for exercising the rights of tha dabject, information to the data
subject, the right of access, the right to erasugsponsibility of the controller, data
protection by design and by default, the procesdocumentation, notification of a
personal data breach to the supervisory authardymunication of a personal data
breach to the data subject, data protection impasessment, prior consultation,
designation and tasks of the data protection affittds of particular importance that
the Commission carry out appropriate consultatidnsing its preparatory work,
including at expert level. The Commission, whenpareng and drawing-up delegated
acts, should ensure a simultaneous, timely andoappte transmission of relevant
documents to the European Parliament and Council.

In order to ensure uniform conditions for the inméntation of this Directive of the

procedures for access by competent authoritiesalitied for exercising the rights of

data subjects, information to the data subject,ritiet of access, data protection by
design and by default, documentation, securityro€@ssing, notification of a personal
data breach to the supervisory authority, commuioicaof a personal data breach to
the data subject, data protection impact assessipgat consultation, the adequate
level of protection afforded by a third country @rterritory or a processing sector
within that third country or an international orggation and mutual assistance,
implementing powers should be conferred on the Cmsion. Those powers should
be exercised in accordance with Regulation (EU) 18@/2011 of the European

Parliament and of the Council of 16 February 2Ging down the rules and general
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principles concerning mechanisms for control by thember States of the
Commission's exercise of implementing po&rs

The examination procedure should be used for thaptamh of the procedures for
access by competent authorities, modalities foraisiag the rights of data subjects,
information to the data subject, the right of ascefata protection by design and by
default, documentation, security of processingification of a personal data breach
to the supervisory authority, communication of aspeal data breach to the data
subject, data protection impact assessment, pdosudtation, the adequate level of
protection afforded by a third country or a temytor a processing sector within that
third country or an international organisation amdtual assistance, , given that those
acts are of general scope.

The Commission should adopt immediately applicabiplementing acts where, in
duly justified cases relating to a third country atterritory or a processing sector
within that third country or an international orggation which does not ensure an
adequate level of protection and relating to mat®smmunicated by supervisory
authorities under the consistency mechanism, intiperagrounds of urgency so
require.

Since the objectives of this Directive, namely totpct the fundamental rights and
freedoms of natural persons and in particular thight to the protection of personal
data and to ensure the free exchange of persotembglacompetent authorities within
the Union, cannot be sufficiently achieved by thenMber States and can therefore, by
reason of the scale or effects of the action, eibachieved at Union level, the Union
may adopt measures, in accordance with the prmadplsubsidiarity as set out in
Article 5 of the Treaty on European Union. In adzorce with the principle of
proportionality as set out in that Article, thisr&tive does not go beyond what is
necessary in order to achieve that objective

Framework Decision 2008/977/JHA should be repebjethis Directive.

Specific provisions in acts concerning police cemion and judicial co-operation in
criminal matters which are adopted prior to theedaftthe adoption of this Directive,
regulating the processing of personal data betwdember States or the access of
designated authorities of Member States to infolonasystems established pursuant
to the Treaties should remain unaffected. The Casiom should evaluate the
situation with regard to the relation between isective and the acts adopted prior
to the date of adoption of this Directive regulgtithe processing of personal data
between Member States or the access of designathdriies of Member States to
information systems established pursuant to thatie® in order to assess the need
for alignment of specific provisions with the Ditee.

In accordance with Article 6a of the Protocol or fhosition of the United Kingdom
and Ireland in respect of the area of freedom, ritgcand justice, as annexed to the
Treaty on European Union and to the Treaty on theckoning of the European
Union, the United Kingdom and Ireland shall notdmnd by the rules laid down in
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Regulation (EU) No 182/2011 of the European Pamdiat and of the Council of 16 February 2011
laying down the rules and general principles comiogr mechanisms for control by Member States of
the Commission’s exercise of implementing power$ 135, 28.2.2011, p. 13.
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this Directive where the United Kingdom and Irelamc not bound by the rules
governing the forms of judicial cooperation in cim@a matters or police cooperation
which require compliance with the provisions lamash on the basis of Article 16 of
the Treaty on the Functioning of the European Union

In accordance with Articles 2 and 2a of the Protasothe position of Denmark, as
annexed to the Treaty on European Union and td'thaty on the Functioning of the
European Union, Denmark is not bound by this Divecbr subject to its application.
Given that this Directive builds upon the Schengequis, under Title V of Part Three
of the Treaty on the Functioning of the EuropeamunDenmark shall, in accordance
with Article 4 of that Protocol, decide within simonths after adoption of this
Directive whether it will implement it in its natal law.

As regards Iceland and Norway, this Directive cibuigs a development of provisions
of the Schengen acquis, as provided for by the é&gent concluded by the Council of
the European Union and the Republic of Iceland #ml Kingdom of Norway
concerning the association of those two States thighimplementation, application
and development of the Schengen acfuis

As regards Switzerland, this Directive constitudedevelopment of provisions of the
Schengen acquis, as provided for by the Agreemetmtden the European Union, the
European Community and the Swiss Confederationarointg the association of the
Swiss Confederation with the implementation, agtian and development of the
Schengen acqus

As regards Liechtenstein, this Directive constiudedevelopment of provisions of the
Schengen acquis, as provided for by the Protoctwden the European Union, the
European Community, the Swiss Confederation andPtimecipality of Liechtenstein
on the accession of the Principality of Liechteimst® the Agreement between the
European Union, the European Community and the S@anfederation on the Swiss
Confederation’s association with the implementatepplication and development of
the Schengen acq(is

This Directive respects the fundamental rights abskerves the principles recognised
in the Charter of Fundamental Rights of the EurapEmion as enshrined in the
Treaty, notably the right to respect for privated aiamily life, the right to the
protection of personal data, the right to an effectremedy and to a fair trial.
Limitations placed on these rights are in accordanith Article 52(1) of the Charter
as they are necessary to meet objectives of geiméeadst recognised by the Union or
the need to protect the rights and freedoms ofrsthe
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28 EN



EN

HAVE ADOPTED THIS DIRECTIVE:

For the

1)

CHAPTER |
GENERAL PROVISIONS

Article 1
Subject matter and objectives

This Directive lays down the rules relating tw tprotection of individuals with
regard to the processing of personal data by canpeatthorities for the purposes of
prevention, investigation, detection or prosecutimin criminal offences or the
execution of criminal penalties.

In accordance with this Directive, Member Statesl|:

(@) protect the fundamental rights and freedomsnafural persons and in
particular their right to the protection of persbdata; and

(b) ensure that the exchange of personal data impetent authorities within the
Union is neither restricted nor prohibited for re@as connected with the
protection of individuals with regard to the prosieg of personal data .

Article 2
Scope

This Directive applies to the processing of pead data by competent authorities for
the purposes referred to in Article 1(1).

This Directive applies to the processing of peed data wholly or partly by
automated means, and to the processing other thamtbmated means of personal
data which form part of a filing system or are imted to form part of a filing
system.

This Directive shall not apply to the processifigpersonal data:

(@) in the course of an activity which falls outsithe scope of Union law, in
particular concerning national security;

(b) by the Union institutions, bodies, offices agkncies.
Article 3
Definitions
purposes of this Directive:

'data subject’ means an identified natural persoa aatural person who can be
identified, directly or indirectly, by means reaabty likely to be used by the
controller or by any other natural or legal perswnparticular by reference to an
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®3)

(4)

(5)

(6)

()

(8)

9)

(10)

(11)

(12)

identification number, location data, online idéets or to one or more factors
specific to the physical, physiological, genetiemntal, economic, cultural or social
identity of that person;

'‘personal data' means any information relatingdata subject;

‘processing’ means any operation or set of opastishich is performed upon

personal data or sets of personal data, whethaptoby automated means, such as
collection, recording, organization, structurindprage, adaptation or alteration,
retrieval, consultation, use, disclosure by tramsion, dissemination or otherwise
making available, alignment or combination, erasurdestruction;

filing system' means any structured set of persalaa which are accessible
according to specific criteria, whether centralizedcentralized or dispersed on a
functional or geographical basis;

‘controller’ means the competent public authorityolw alone or jointly with others
determines the purposes, conditions and meanseopribcessing of personal data;
where the purposes, conditions and means of priogease determined by Union
law or Member State law, the controller or the #ipecriteria for his nomination
may be designated by Union law or by Member Staie |

'‘processor' means a natural or legal person, puallibority, agency or any other
body which processes personal data on behalf afah&oller;

'recipient' means a natural or legal person, pulitiority, agency or any other body
to which the personal data are disclosed,;

'‘personal data breach' means a breach of secedying to the accidental or
unlawful destruction, loss, alteration, unauthatisgisclosure of, or access to,
personal data transmitted, stored or otherwisegssed;

‘genetic data’ means all data, of whatever typenceming the hereditary
characteristics of an individual;

'biometric data’ means any data relating to thesighy, physiological or behavioural
characteristics of an individual which allow hister unique identification, such as
facial images, or dactyloscopic data;

‘data concerning health’ means any information \whielates to the physical or
mental health of an individual, or to the provismirhealth services to the individual,
and which may include: information about the regison of the individual for the
provision of health services; information about payts or eligibility for healthcare
with respect to the individual;, a number, symbol marticular assigned to an
individual to uniquely identify the individual fdnealth purposes; any information
about the individual collected in the course of pinevision of health services to the
individual; information derived from the testing ekamination of a body part or
bodily substance; and identification of a persasa(thcare professional) as provider
of healthcare to the individual,

‘child' means any person below the age of 18 years;
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‘competent authorities’ means any public authociynpetent for the prevention,
detection and investigation of criminal offencesith@rised by law to process
personal data for the purposes of prevention, tigetson, detection or prosecution
of criminal offences or the execution of criminainalties;

'supervisory authority' means a public authorityiolhis established by a Member
State in accordance with Article 42.

CHAPTER I
PRINCIPLES

Article 4
Principlesrelating to personal data processing

Member States shall provide that personal daist be:

(@) processed lawfully, fairly and in a transparer@nner in relation to the data
subject;

(b) collected for specified, explicit and legitirmapurposes and may only be
further processed for another compatible purposeaordance with Article 8;

(c) adequate, relevant, and limited to the minimo@cessary in relation to the
purposes for which they are processed and shall lmmlprocessed if, and as
long as, the purposes could not be fulfilled bygessing information that does
not make it possible or no longer makes it posdibieentify the data subject;

(d) accurate and kept up to date; every reasorsédyemust be taken to ensure that
personal data that are inaccurate, having regatidetpurposes for which they
are processed, are erased or rectified withouydela

(e) keptin aform which permits identificationddita subjects for no longer than it
is necessary for the purposes for which the petstatia are processed;

(f) processed under the responsibility and liapilif the controller, who shall
ensure and demonstrate, for each processing operatmpliance with the
provisions adopted pursuant to this Directive;

(g) accessed by or made available only to thosg authorised staff in competent
authorities who need them for the performance eir tiasks.

Member States shall provide that competent aitigg® may only have access to
personal data initially processed for purposesratien those referred to in Article
1(1), are specifically authorised by law which moeet the requirements set out in
paragraph 3 and must provide that:

(@) access is allowed only by duly authorised sttihe competent authorities in
the performance of their tasks where, in a specifise, reasonable grounds
give reason to to consider that the processinghef personal data will
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substantially contribute to the prevention, inwgation, detection or
prosecution of criminal offences or the executiborominal penalties;

(b) requests for access must be in writing andr refethe legal ground for the
request; and

(c) appropriate safeguards are implemented to engine protection of
fundamental rights and freedoms in relation toghmessing of personal data.
Member States may subject the access to the pérsiata to additional
conditions such as judicial authorisation, in adeoice with their national law.

Union or Member State law regulating the proces®f personal data within the
scope of this Directive shall contain explicit atetailed provisions at least as to:

(a) the objectives to be pursued by the processing;
(b) the personal data to be processed,
(c) the specific purposes and means of processing;

(d) the designation of the controller, or of thedfic criteria for the nominationof
the controller;

(e) the categories of duly authorised staff of twenpetent authorities for the
processing of the personal data data,

(f)  the procedure to be followed for the processing
(g) the use that may be made of the personal dditéned:;

(h) limitations to the scope of any discretion aonéd to the competent authorities
in relation to the processing activities.

Member States shall provide that any person#é @gaocessed in breach of the
provisions adopted pursuant to this Directive shallonger be processed.

The Commission may specify procedures for actesaformation referred to in
paragraph 2, in particular as regards the formattHe request and standards for
handover of the data. Those implementing acts flsaldopted in accordance with
the examination procedure referred to in Articl€¢2)2

Article 5
Distinction between different categories of data subjects

Member States shall ensure that the controllakea® a clear distinction between
personal data of

(&) persons where there are serious grounds f@vibed that they have committed
or are about to commit a criminal offence;

(b) persons convicted of a criminal offence;
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(c) victims of a criminal offence, or persons wiggard to whom certain facts give
reasons for believing that he or she could be ittéwvof a criminal offence;

(d) third parties to the criminal offence, suchpassons who might be called on to
testify in investigations in connection with crirainoffences or subsequent
criminal proceedings, or a person who can provifermation on criminal
offences, or a contact or associate to one of émeoms mentioned in (a) and
(b); and

(e) persons who do not fall within any of the catégs referred to above.

Member States shall provide for specific guagastfor the processing of personal
data relating to persons who are not convicted ofiminal offence, or where in
relation to them are no serious grounds for betigwhat they have committed a
criminal offence.

Article 6
Different degrees of accuracy and reliability of personal data

Member States shall ensure that the differeteigcaies of personal data undergoing
processing are distinguished in accordance withr tdegree of accuracy and
reliability.

Member States shall ensure that personal dadban facts is distinguished from
personal data based on personal assessments.
Article 7

Lawfulness of processing

Member States shall provide that the processimgprsonal data shall be lawful only
if and to the extent that:

(@) processing is necessary for the performancea dhsk carried out by a
competent authority for the purposes set out ifckertl(1); or

(b) processing is necessary in order to protectvitiaéinterests of the data subject.
Processing based on point (a) of paragraph 1 lpeusrovided for in:
(&) Union law; or

(b) the law of the Member State to which the cdtgrds subject; this law must
meet an objective of public interest and the rexquents referred to in Article
4(3).
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Article 8
Change of purpose of the processing

Member States shall provide that personal datg amly be further processed for
another purpose which is compatible with the puegofr which the data were
collected.

Where another purpose is not compatible with thawhich the personal data are
collected, the processing must have a legal bagisint (a) or (b) of Article 7(1).

Article 9
Processing of special categories of personal data

Member States shall prohibit the processingeo$@nal data, revealing race or ethnic
origin, political opinions, religion or beliefs, ale-union membership, and the
processing of genetic data or data concerningimealsex life.

Paragraph 1 shall not apply where:

(a) the processing is necessary for the performafce task carried out in the
public interest, on the basis of Union or Membeat&taw which shall provide
for suitable measures to safeguard the data sisjeEmitimate interests,
including specific authorisation from a judicial tharity, if required by
Member State's law;

(b) the processing is necessary to protect thé¢ iniierests of the data subject or of
another person;

(c) the processing relates to data which are mstiyfenade public by the data

subject.
Article 10
Processing of genetic data for the purpose of a criminal investigation or a judicial
procedure

Member States shall ensure that genetic data mighybernused to establish a genetic
link in the framework of adducing evidence, prewegia threat to public security or
suppressing a specific criminal offence. Geneti@a daay not be used to determine
other characteristics which may be linked gendical

Member States shall provide that genetic data tornmation derived from their
analysis may only be retained where the individicalcerned has been convicted of
serious offences against the life, integrity orwsi#g of persons, subject to strict
storage periods to be determined by national law.

Member States shall ensure that genetic data @rnation derived from their
analysis is only stored for longer periods whenghaetic data cannot be attributed
to an individual, in particular when it is foundthe scene of a crime.
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Article 11
Measures based on profiling

Member States shall provide that measures wirietiuces a legal effect for the data
subject or significantly affects them and which based on automated processing of
personal data intended to evaluate certain persmpacts relating to the data subject
shall be prohibited unless they authorised by avidwech also lays down measures to
safeguard the data subject’s legitimate interests.

Automated processing of personal data intendex/aluate certain personal aspects
relating to the data subject shall not be basedusixely on special categories of
personal data referred to in Article 9.

CHAPTER Il
RIGHTS OF THE DATA SUBJECT

Article 12
Modalities for exercising the rights of the data subject

Member States shall provide that the contrdikes transparent and easily accessible
policies with regard to the processing of persaiaah and for the exercise of the data
subjects' rights.

Member States shall provide that any informatiod any communication relating to

the processing of personal data are to be prowgiede controller to the data subject

in an intelligible form, using clear and plain larage, adapted to the data subject, in
particular for any information addressed specilyced a child.

Member States shall provide that the contraktablishes procedures for providing
the information referred to in Article 13 and fdretexercise of the rights of data
subjects referred to in Articles 14 to 19. Wheresppal data are processed by
automated means, the controller shall provide aisans for requests to be made
electronically.

The controller shall inform the data subjectwiit delay and, at the latest within one
month of receipt of the request, whether or notaetjon has been taken pursuant to
Articles 14 to 19. That information shall be givienwriting. Where the data subject
makes the request in electronic form, the infororatnay be provided in electronic
form. As regards the right of access

Member States shall provide that the informatod any action taken following a

request referred to in paragraphs 3 and 4 aredfegharge. Where requests are
manifestly excessive, in particular because ofr tregetitive character, the controller

may charge a fee for providing the informationakimg the action requested, or the
controller may not take the action requested. &t tase, the controller shall bear the
burden of proving the manifestly excessive charaaftéhe request.
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The Commission shall be empowered to adopt di&delgacts in accordance with
Article 61 for the purpose of specifying furtheretferiteria and conditions for
manifestly excessive requests and the fees refeoredparagraph 5.

The Commission may lay down standard forms auetif/ing standard procedures
for the communication referred to in paragraphnzjuding the electronic format.
Those implementing acts shall be adopted in acooelavith the examination
procedure referred to in Article 62(2).

Article 13
I nformation to the data subject

Where personal data relating to a data subjectcallected, Member States shall
ensure that the controller provides the data subjeth at least the following
information:

(a) the identity and the contact details of thetamier and of the data protection
officer;

(b) the purposes of the processing for which thegel data are intended;
(c) the period for which the personal data willdbered;

(d) the existence of the right to request from ttantroller access to and
rectification or erasure of the personal data coriog the data subject;

(e) the right to lodge a complaint to the supemyisauthority referred to in Article
42 and its contact detalils;

(f)  the recipients or categories of recipientshaf personal data;

(g) where applicable, that the controller intendgransfer to a third country or
international organisation, on the level of protmttafforded by that third
country or international organisation, and on pb#&tnaccess to the data
transferred by authorities to that third country international organisation
under the rules of that third country or internatéiborganisation;

(h) any further information in so far as such ferthinformation necessary to
guarantee fair processing in respect of the datgesy having regard to the
specific circumstances in which the personal degacallected.

Where the personal data are collected from #ita dubject, the controller shall
inform the data subject, in addition to the infotima referred to in paragraph 1, on
whether the provision of personal data is obligator voluntary, as well as the
possible consequences of failure to provide suth da

The controller shall provide the informationeeéd to in paragraph 1:

(a) atthe time when the personal data are obtdieudthe data subject, or
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(b) where the personal data are not collected fitmendata subject, at the time of
the recording or within a reasonable period afterdollection having regard to
the specific circumstances in which the data ardected or otherwise
processed.

Member States may adopt legislative measurésctesy or delaying the application
of paragraphs 1 and 2 to the extent that and ag &snsuch partial or complete
restriction constitutes a necessary and propot@meeasure in a democratic society
with due regard for the legitimate interests of pleeson concerned:

(a) to avoid obstructing official or legal inquiriesiviestigations or procedures;

(b) to avoid prejudicing the prevention, detection gstigation and prosecution of
criminal offences or for the execution of crimipenalties;

(c) to protect public security;
(d) to protect national security;
(e) to protect the rights and freedoms of others.

Member States shall provide that the contrallesesses, in each specific case, by
way of a concrete and individual examination whetle partial or complete
restriction for one the reasons referred to in gaah 4 applies. Member States may
also determine categories of data processing wiap wholly or partly fall under
the exemptions under points (a), (b), (c) and {@avagraph 4.

The Commission may lay down standard forms foviding the information
referred to in paragraphs 1 to 4, taking into aotdhe specific characteristics and
needs of various data processing situations. Thogdementing acts shall be
adopted in accordance with the examination proeedeferred to in Article 62(2).

Article 14
Right of access for the data subject

Member States shall provide for the right of theta subject to obtain from the
controller at any time confirmation as to whethernot personal data relating to
them are being processed. Where such personal atatébeing processed, the
controller shall provide the following information:

(@) the purposes of the processing;
(b) the categories of personal data concerned;

(c) the recipients or categories of recipients tmm the personal data are to be or
have been disclosed, in particular to recipienthiid countries;

(d) the period for which the personal data willdbered;

(e) the existence of the right to request fromdbmtroller rectification or erasure
of personal data concerning the data subject;
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(f) the right to lodge a complaint to the superwsauthority and to provide the
contact details of the supervisory authority;

(g) communication of the personal data undergoimgcgssing and of any
available information as to their source;

(h) the significance and envisaged consequencesabf processing at least in the
case of measures referred to in Article 11.

Member States shall provide for the right of theta subject to obtain from the
controller a copy of the personal data undergonoggssing.

The Commission shall be empowered to adopt d&delgacts in accordance with
Article 61 for the purpose of specifying furtheetbriteria and requirements for the
communication to the data subject of the conterthefpersonal data referred to in
point (g) of paragraph 1.

The Commission may specify standard forms amtqmures for requesting and
granting access to the information referred to @ragraph 1, including for
verification of the identity of the data subjectdaommunicating the personal data to
the data subject, taking into account the speé&iftures and necessities of various
data processing situations. Those implementing sttadl be adopted in accordance
with the examination procedure referred to in Aeti62(2).

Article 15
Limitations to theright of access

Member States may adopt legislative measuresctisyrj wholly or partly, the data
subject's right of access to the extent that suatiigb or complete restriction
constitutes a necessary and proportionate measwalemocratic society with due
regard for the legitimate interests of the persamcerned:

(a) to avoid obstructing official or legal inquirigayestigations or procedures;

(b) to avoid prejudicing the prevention, detection gstigation and prosecution of
criminal offences or for the execution of crimipanalties;

(c) to protect public security;
(d) to protect national security;
(e) to protect the rights and freedoms of others.

Member States shall provide that the controlleessss, in each specific, case by
way of a concrete and individual examination whetle partial or complete
restriction for one of the reasons referred toanagraph 1 applies. Member States
may also determine categories of data processinghwhay wholly or partly fall
under the exemptions under points (a) to (d) chgeaph 1.

Member States shall provide that the controllerllsimform the data subject in
writing on any refusal or restriction of access,tba reasons for the refusal and on
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the possibilities of lodging a complaint to the sypsory authority and seeking a
judicial remedy.. The information on factual ordégeasons on which the decision is
based may be omitted where a reason under paragjrexsts.

Member States shall ensure that the controller mecits the assessment referred to
in paragraph 2 as well as the grounds for omittirgcommunication of the factual
or legal reasons on which the decision is based.

Article 16
Modalities for exercising the right of access

Member States shall provide for the right of ttega subject to request in cases
referred to in Article 15, at all times, the supsovy authority to exercise the right of
access on their behalf, and to check the lawfuloé#se processing.

Member State shall provide that the controldorms the data subject on the right to
request the supervisory authority pursuant to pagygl.

When access is exercised by the supervisoryostytion behalf of the data subject,
the supervisory authority shall inform the datajeabat least that a check has taken
place, that all necessary verifications by the stipery authority have taken place,
and of the result as regards the lawfulness optbeessing in question.

Article 17
Right to rectification

Member States shall provide for the right of theta subject to obtain from the
controller the rectification of personal data rieigtto them when their processing
does not comply with the provisions adopted purstathis Directive. This shall be
the case in particular because of the incomplet iaaccurate nature of these
personal data. The data subject shall have thet tighobtain completion of

incomplete personal data, in particular by way obeective statement.

Member States shall provide that the contratifearms the data subject in writing on
any refusal of rectification, on the reasons fa thfusal and on the possibilities of
lodging a complaint to the supervisory authoritd @eeking a judicial remedy.

Article 18
Right to erasure

Member States shall provide for the right of theta subject to obtain from the
controller the erasure of personal data relatindpéon where the processing does not
comply with the provisions adopted pursuant to Dirgctive.

The controller shall carry out the erasure witidelay.

Instead of erasure, the controller shall retspriocessing of personal data where:
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(@) their accuracy is contested by the data sybjecta period enabling the
controller to verify the accuracy of the data;

(b) the controller no longer needs them for theoagaishment of its task but they
have to be maintained for purposes of proof;

(c) the processing is unlawful and the data subgposes their erasure and
requests the restriction of their use instead.

4. Personal data referred to in paragraph 3 may lmniprocessed for purposes of proof
or for the protection of public interest.

5. Where processing of personal data is restriggacsuant to paragraph 3, the
controller shall inform the data subject beforérg the restriction on processing.

6. Member States shall provide that controller panéechanisms in place to ensure that
the time limits established for the erasure of pea data and for a periodic review
of the need for the storage of the data are obderve

7. Where the erasure is carried out, the contrdhall not otherwise process such
personal data.

8. Member States shall provide that the controdleall inform the data subject in
writing on any refusal of erasure or restrictiontlod processing, on the reasons for
the refusal and on the possibilities of lodgingoanplaint to the supervisory authority
and seeking a judicial remedy.

9. The Commission shall be empowered to adopt di&delgacts in accordance with
Article 61 for the purpose of specifying furtheetbriteria and conditions as regards
personal data identified for the purpose of resincits processing as referred to in
paragraph 3.

Article 19
Rectification, erasure and restriction of processing in judicial proceedings

Member States shall provide that the rectificatierasure or restriction of processing is
carried out in accordance with national rules afigial proceedings where the personal data
are contained in a judicial decision or recordtezlao the issuance of a judicial decision.
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CHAPTER IV
CONTROLLER AND PROCESSOR

SECTION 1
GENERAL OBLIGATIONS

Article 20
Responsibility of the controller

Member States shall provide that the controddopts policies and implement
appropriate measures to ensure and be able to d¢naenthat the processing of
personal data is performed in compliance with thevisions adopted pursuant to
this Directive, including the assignment of resplitises, and the training of staff
involved in the processing operations.

The measures referred to in paragraph 1 shphiticular include:

(a) keeping the documentation referred to in Aeti2b;

(b) implementing the data security requirements ¢eiwn in Article 28;

(c) performing a data protection impact assessmaisuant to Article 31,

(d) complying with the requirements for prior coligtion pursuant to Article 32;
(e) designating a data protection officer purstamirticle 33.

The controller shall implement mechanisms tousnsthe verification of the
effectiveness of the measures referred to in paplgr 1 and 2. This verification
shall be carried out by independent internal oel auditors, if proportionate.

Wherever the controller publishes or is requisgdaw to publish a regular report of
its activities, such report shall contain the coltgr's policies in relation to the
protection of personal data, the risks linked t® data processing by the controller
and the measure taken to mitigate such risks, sirdash publication is likely to
jeopardize the protection of public interests @rslcurity of processing .

The Commission shall be empowered to adopt d&delgacts in accordance with
Article 61 for the purpose of specifying any funtheriteria and requirements for
appropriate measures referred to in paragraph dr ¢tlan those already referred to
in paragraph 2, and the conditions for the veriicra mechanisms referred to in
paragraph 4.
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Article 21
Data protection by design and by default

Member States shall provide that, having reg¢autie state of the art and the cost of
implementation, the controller shall both at theei of the determination of the
means for processing and at the time of the prowp#self, implement appropriate
technical and organisational measures and proceduresuch a way that the
processing will meet the requirements of provisiadopted pursuant to this
Directive and ensure the protection of the riglitde data subject.

The controller shall implement mechanisms faueimg that, by default, only those
personal data are processed which are necessasadbr specific purpose of the
processing and are especially not collected orinmeda beyond the minimum
necessary for those purposes, both in terms ddth@unt of the data and the time of
their storage. In particular, those mechanismsl| gmdure that by default personal
data are not made accessible to an indefinite nuofbadividuals.

The Commission shall be empowered to adopt d&delgacts in accordance with
Article 61 for the purpose of specifying any funthaiteria and requirements for
appropriate measures and mechanisms referredgaragraph 1 and 2, in particular
for data protection by design requirements acrosgyets and services.

The Commission may lay down technical standéwdshe requirements laid down
in paragraph 1 and 2. Those implementing acts §igaidopted in accordance with
the examination procedure referred to in Articl€22

Article 22
Joint controllers

Member States shall provide that where a cdetraletermines the purposes,
conditions and means of the processing of persdatal jointly with others, the joint

controllers must determine the respective respditigb for compliance with the

obligations under this Directive by means of araagement between them. If the
arrangement between the joint controllers does determine the respective
responsibilities in relation to those obligationtke responsibility of those joint
controllers to comply with the provision adoptedguant to this Directive shall be
solidary.

The data subject may exercise their rights unhdisr Directive in respect of and
against each of the joint controllers.

Article 23
Processor

Member States shall provide that where a prawgssperation is carried out on
behalf of a controller, the controller must cho@s@rocessor providing sufficient
guarantees to implement appropriate technical amgnisational measures and
procedures in such a way that the processing wdetthe requirements of the
provisions adopted pursuant to this Directive ansluee the protection of the rights
of the data subject in particular in respect of thehnical security measures and
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organizational measures governing the processifg toarried out and shall ensure
compliance with those measures.

Member States shall provide that the carrying ofu processing by way of a
processor must be governed by a contract or legdbiading the processor to the
controller and stipulating in particular that thregessor shall:

@)

(b)
(€)
(d)

(e)

(f)

()]

(h)

act only on instructions from the controller; inrgo@ular, where the transfer of
the personal data used is prohibited unless theepsor is so instructed by the
controller;

employ only staff who have committed themselvesaafidentiality or are
under a statutory obligation of confidentiality;

take all required measures pursuant to Article 28;

enlist another processor only with the permissainthe controller and
therefore inform the controller of the intention ealist another processor in
such a timely fashion that the controller has thesgbility to object;

insofar as this is possible given the nature & throcessing, adopt in
agreement with the controller the necessary teehn@md organisational
requirements for the fulfilment of the controller&bligation to respond to
requests for exercising the data subject’s righits down in Chapter lll;

assist the controller in ensuring compliance with tbligations pursuant to
Articles 28 to 32.

hand all results over to the controller after émal of the processing and not
process the personal data otherwise;

make available to the controller and the superyisathority all information
necessary to control compliance with the obligatitaid down in this Article.

The controller and the processor shall documientwriting the controller's
instructions and the processor's obligations reéeto in paragraph 2.

If a processor processes personal data otherahanstructed by the controller, the
processor shall be considered to be a controllerspect of that processing and shall
be subject to the rules on joint controllers lamivd in Article 22.

The Commission shall be empowered to adopt d&delgacts in accordance with
Article 61 for the purpose of specifying furtheetbriteria and requirements for the
responsibilities, duties and tasks in relation fw@cessor in line with paragraph 1.

Article 24
Processing under the authority of the controller and processor

Member States shall provide that the processoraaydperson acting under the authority of
the controller or of the processor, who has actegersonal data, may only process them on

instructions from the controller or where requitsdUnion or Member State law.
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Article 25
Documentation

Member States shall provide that each controlled grocessor maintains
documentation of all processing operations undar tesponsibility.

The documentation shall contain at least the falgwnformation:

(@) the name and contact details of the controleer,any joint controller or
processor;

(b) the name and contact details of the data piioteofficer;
(c) the purposes of the processing;

(d) an indication of the parts of the controlleds processor's organisation
entrusted with the processing of personal data feairticular purpose;

(e) a description of the category or categorieslaif subjects and of the data or
categories of data relating to them;

() the recipients or categories of recipientshef personal data; ;

(g) transfers of data to a third country or annmétional organisation, including
the identification of that third country or intetiwal organisation;

(h) a general indication of the time limits for snae of the different categories of
data;

() the results of the verifications of the measueferred to in Article 20(1);

() an indication of the legal basis of the protegoperation for which the data
are intended.

The controller and the processor shall makedtdwimentation available, on request,
to the supervisory authority.

The Commission shall be empowered to adopt di&delgacts in accordance with
Article 61 for the purpose of specifying furtheetbriteria and requirements for the
documentation referred to in paragraph 1, to tageoant of in particular the
responsibilities of the controller and the processo

The Commission may lay down standard forms lierdocumentation referred to in
paragraph 1. Those implementing acts shall be adopt accordance with the
examination procedure referred to in Article 62(2).

Article 26
Keeping of records

Member States shall ensure that all processperabions of personal data are
recorded for the purposes of verification of theflaness of the data processing.
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These records shall show in particular the purmdsbe access, the data and time of
access and the recipients of personal data.

Records referred to in paragraph 1 shall befiadtion request to the competent
supervisory authority. The competent supervisotharity shall use this information
only for the monitoring of compliance with the praiens adopted pursuant to this
Directive.

The records shall not be used for any otherqaep, except for the purposes of self-
monitoring and for ensuring data integrity and si#gu

Article 27
Cooperation with the supervisory authority

Member States shall provide that the contralled the processor shall cooperate, on
request, with the supervisory authority in the perfance of its duties, in particular
by providing the information referred to in poiaf) (of Article 49(2) and by granting
access as provided in point (b) of that paragraph.

In response to the supervisory authority's egerof its powers under point (b) of
Article 49(1), the controller and the processoiistegly to the supervisory authority
within a reasonable period to be specified by tingesvisory authority. The reply
shall include a description of the measures taked #he results achieved, in
response to the remarks of the supervisory aughorit

SECTION 2
DATA SECURITY

Article 28
Security of processing

Member States shall provide that the controded the processor implements
appropriate technical and organisational measuresnsure a level of security
appropriate to the risks represented by the protwgssid the nature of the data to be
protected, having regard to the state of the attthe cost of their implementation,.

In respect of automated data processing eachbde®@tate shall provide that the
controller or processor, following an evaluationtbé risks, implements measures
designed to:

(@) deny unauthorised persons access to data-processjnipment used for
processing personal data (equipment access cgntrol)

(b) prevent the unauthorised reading, copying, modibcaor removal of data
media (data media control);

(c) prevent the unauthorised input of data and the thoaiged inspection,
modification or deletion of stored personal datargge control);
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(d) prevent the use of automated data-processing sydtgmnauthorised persons
using data communication equipment (user control);

(e) ensure that persons authorised to use an autonati@gbrocessing system only
have access to the data covered by their accebsreation (data access
control);

() ensure that it is possible to verify and estabieskwvhich bodies personal data
have been or may be transmitted or made availabie Wata communication
equipment (communication control);

(g) ensure that it is subsequently possible to venifgt astablish which personal
data have been input into automated data-procesgstgms and when and by
whom the data were input (input control);

(h) prevent the unauthorised reading, copying, modibceor deletion of personal
data during transfers of personal data or duriaggportation of data media
(transport control);

(i) ensure that installed systems may, in case of rugéon, be restored
(recovery);

() ensure that the functions of the system perforat, ttie appearance of faults in
the functions is reported (reliability) and thabrsd personal data cannot be
corrupted by means of a malfunctioning of the systmtegrity).

Member States shall provide that processors maydésignated only if they
guarantee that they observe the requisite techarwlbrganisational measures under
paragraph 1 and comply with the instructions urigicle 23(2)(a). The competent
authority shall monitor the processor in those eetp

The Commission may adopt, where necessary, megiéng acts for specifying the
requirements laid down in paragraphs 1 to 3 toouarisituations, in particular to:

(&) prevent any unauthorised access to persorel dat

(b) prevent any unauthorised disclosure, readiogying, modification, erasure or
removal of personal data;

(c) ensure the verification of the lawfulness aiqessing operations.

Those implementing acts shall be adopted in acooelavith the examination
procedure referred to in Article 62(2).

Article 29
Notification of a personal data breach to the supervisory authority

Member States shall provide that in the case mérsonal data breach, the controller
notifies, without undue delay and, as a rule, atdgrlthan 24 hours after the personal
data breach has been established, the personal bdedégh to the supervisory
authority.
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Pursuant to point (f) of Article 23(2) the preser shall alert and inform the
controller immediately after the detection of agueral data breach.

The notification referred to in paragraph 1 kagleast:

(@) describe the nature of the personal data breatbding the categories and
number of data subjects concerned and the categand number of data
concerned;

(b) communicate the identity and contact detailstref data protection officer
referred to in Article 33 or other contact pointer more information can be
obtained;

(c) recommend measures to mitigate the possibleradweffects of the personal
data breach;

(d) describe the consequences of the personabdzdah;

(e) describe the measures proposed or taken bycdh#oller to address the
personal data breach.

Member States shall provide that the controdlecuments any personal data
breaches, comprising the facts surrounding thechreigs effects and the remedial
action taken. This documentation must enable thersisory authority to verify
compliance with this Article. The documentation lklealy include the information
necessary for that purpose.

The Commission shall be empowered to adopt di&delgacts in accordance with
Article 61 for the purpose of specifying furtheretleriteria and requirements for
establishing the data breach referred to in papdgrd and 2 and for the particular
circumstances in which a controller and a processmquired to notify the personal
data breach.

The Commission may lay down the standard forofasuch notification to the
supervisory authority, the procedures applicabléh®onotification requirement and
the form and the modalities for the documentatieferred to in paragraph 4,
including the time limits for erasure of the infation contained therein. Those
implementing acts shall be adopted in accordande the examination procedure
referred to in Article 62(2).

Article 30
Communication of a personal data breach to the data subject

Member States shall provide that when the pailstetta breach is likely to adversely
affect the protection of the personal data or myvaf the data subject, the controller
communicates, in addition to the notification reéerto in Article 29, the personal

data breach to the data subject without undue dataly as a rule, not later than 24
hours after the personal data breach has beerigiséabby the controller.

The communication to the data subject may bayeel or omitted in accordance with
Article 13(4).
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The communication to the data subject refercethtparagraph 1 shall contain the
information and the recommendations provided fopaints (a) to (c) of Article
29(3).

The communication of a personal data breachaalata subject shall not be required
if the controller has demonstrated to the satigfacbf the supervisory authority that
it has implemented appropriate technological ptatacmeasures, and that those
measures were applied to the personal data corttéyn¢he personal data breach.
Such technological protection measures shall retfterdata unintelligible to any
person who is not authorised to access it.

Without prejudice to the controller's obligatitmnotify the personal data breach to
the data subject, if the controller has not alreadsnmunicated the personal data
breach to the data subject, the supervisory audyhdraving considered the likely
adverse effects of the breach, may require it tealo

The Commission shall be empowered to adopt d&delgacts in accordance with
Article 61 for the purpose of specifying furtheetbriteria and requirements as to the
circumstances in which a personal data breachkalylito adversely affect the
personal data referred to in paragraph 1.

The Commission may lay down the format of theagwnication to the data subject
referred to in paragraph 1 and the procedures Ggipé to that communication.
Those implementing acts shall be adopted in acoocelavith the examination
procedure referred to in Article 62(2).

SECTION 3

DATA PROTECTION IMPACT ASSESSMENTAND PRIOR
CONSULTATION

Article 31
Data protection impact assessment

Member States shall provide that, prior to the pssing of personal data, the
controller or the processor carries out an asseasgsafg¢he impact of the envisaged
processing systems and procedures on the protecfigersonal data, where the
processing operations are likely to present speagks to the rights and freedoms of
data subjects by virtue of their nature, their gcoptheir purposes.

In particular the following processing operatiome &kely to present such specific
risks as referred to in paragraph 1:

(a) processing of personal data in large scale féiystems for the purposes of the
prevention, detection, investigation or prosecutbrriminal offences and the
execution of criminal penalties;

(b) processing of special categories of personal diatier the meaning of Article
9, of personal data related to children and of leisim data for the purposes of
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the prevention, detection, investigation or prosecuof criminal offences and
the execution of criminal penalties.

(c) an evaluation of personal aspects relating totaralaperson or for analysing
or predicting in particular the natural person'sideéour, which is based on
automated processing and likely to result in messuhat produces legal
effects concerning the individual or significandlffects the individual; or

(d) monitoring publicly accessible areas, especiallyem using optic-electronic
devices (video surveillance); or

(e) other processing operations for which the consafiaof the supervisory
authority is required pursuant to Article 32(1).

The assessment shall contain at least a gewesdription of the envisaged
processing operations, an assessment of the aoskeetrights and freedoms of data
subjects, the measures envisaged to address kise sefeguards, security measures
and mechanisms to ensure the protection of persdatal and to demonstrate the
compliance with the provisions adopted pursuantthis Directive, taking into
account the rights and legitimate interests of dshjects and other persons
concerned.

Member States shall provide that the contraitamsults the public on the intended
processing, without prejudice to the protectiorpoblic interests or the security of
the processing operations.

Without prejudice to the protection of publictarests or the security of the
processing operations, the assessment shall be eaadyg accessible to the public.

The Commission shall be empowered to adopt di&delgacts in accordance with
Article 61 for the purpose of specifying furtheethriteria and conditions for the
processing operations likely to present specifikgireferred to in paragraphs 1 and 2
and the requirements for the assessment referremh foaragraph 3, including
conditions for scalability, verification and auditiity.

The Commission may specify standards and proesdéor carrying out and
verifying and auditing the assessment referred no paragraph 3. Those
implementing acts shall be adopted in accordante the examination procedure
referred to in Article 62(2).

Article 32
Prior consultation of the supervisory authority

Member States shall provide that the controllertloe processor consults the
supervisory authority prior to the processing ofspeal data in order to ensure the
compliance of the intended processing with the igioms adopted pursuant to this
Directive and in particular to mitigate the risksdlved for the data subjects where:

(@) a data protection impact assessment as profaded Article 31 indicates that
processing operations by virtue of their naturegirttrscope and/or their
purposes, are likely to present a high degree ediip risks; or
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(b) the supervisory authority deems it necessaocatoy out a prior consultation on
specified processing operations which are likelpresent specific risks to the
rights and freedoms of data subjects by virtueheirtnature, their scope or
their purposes.

Where the supervisory authority is of the opinibattthe intended processing does
not comply with the provisions adopted pursuantthis Directive, in particular
where risks are insufficiently identified or mitigal, it shall prohibit the intended
processing and make appropriate proposals to reswtyincompliance.

The supervisory authority shall establish adisthe processing operations which are
subject to prior consultation pursuant to point @gb)paragraph 2. The supervisory
authority shall communicate that list to the coliéms and to the European Data
Protection Board.

The controller or processor shall provide theesvisory authority with the data
protection impact assessment provided for to inchrt31 and, on request, with any
other information to allow the supervisory authptib make an assessment on the
compliance of the processing and in particular haf tisks for the protection of
personal data of the data subject and of the tekdfeguards.

If the supervisory authority is of the opinidmat the intended processing does not
comply with the provisions adopted pursuant to thisective or that risks are
insufficiently identified or mitigated, it shall rka appropriate proposals to remedy
such incompliance.

Member States may consult the supervisory aifiyham the preparation of a
legislative measure to be adopted by the natioadigment or of a measure based
on such a legislative measure, which defines ther@af the processing, in order to
ensure the compliance of the intended processirdgruthis Directive, and in
particular to mitigate the risks involved for theta subjects.

The Commission shall be empowered to adopt d&delgacts in accordance with
Article 61 for the purpose of further specifyingetleriteria and requirements for
determining the high degree of specific risk reddrto in point (b) of paragraph 1.

The Commission may set out standard forms aadepiures for prior consultations
referred to in paragraphs 1, and standard formspaadedures for informing the
supervisory authorities pursuant to paragraph as@&hmplementing acts shall be
adopted in accordance with the examination proeedeferred to in Article 62(2).

SECTION 4
DATA PROTECTION OFFICER

Article 33
Designation of the data protection officer

Member States shall provide that the controlleth& processor designates a data
protection officer.
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The data protection officer shall be designatedhenbasis of professional qualities
and, in particular, expert knowledge of data priddeclaw and practices and ability
to fulfil the tasks referred to in Article 35. Timnecessary level of expert knowledge
shall be determined in particular by the data pssitey carried out and the protection
required by the personal data processed by theatlentor the processor.

Member States shall provide that controller or phecessor ensures that any other
professional duties of the data protection offiaee compatible with the person's
tasks and duties as data protection officer andadwesult in a conflict of interests.

The data protection officer shall be designatedafperiod of at least two years. The
data protection officer may be reappointed for Hartterms. During the term of

office, the data protection officer may only bendissed from that function, if they

no longer fulfil the conditions required for therfsmance of their duties.

Member States shall provide that the controllether processor communicates the
name and contact details of the data protectioicasfto the supervisory authority
and to the data subject pursuant to Article 13j1)(a

Member States shall provide for the data subjeet right to contact the data
protection officer on all issues related to thecpssing of their personal data.

The Commission shall be empowered to adopt deldgatts in accordance with
Article 61 for the purpose of specifying furtheetbriteria and requirements for the
criteria for the professional qualities of the datatection officer referred to in

paragraph 1.

Article 34
Position of the data protection officer

Member States shall provide that the controlletherprocessor ensures that the data
protection officer is properly and in a timely manrinvolved in all issues which
relate to the protection of personal data.

The controller or processor shall ensure that #ta grotection officer performs the
duties and tasks independently and does not reegiyanstructions as regards the
exercise of the function. The data protection effishall directly report to the

management of the controller or the processor.

The controller or the processor shall support @@ grotection officer in performing
the tasks and shall provide staff, premises, eqeignand any other resources
necessary to carry out the duties and tasks asedf® in Article 35.

Article 35
Tasks of the data protection officer

Member States shall provide that the controlletha processor entrusts the data
protection officer at least with the following task
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(@) to inform and advise the controller or the ssor of their obligations in
accordance with the provisions adopted pursuanthi® Directive and to
document this activity and the responses received;

(b) to monitor the implementation and applicatidrthe policies in relation to the
protection of personal data, including the assigmnad responsibilities, the
training of staff involved in the processing ope&rmas and the related audits;

(c) to monitor the implementation and applicatioh tbe provisions adopted
pursuant to this Directive, in particular as to tegquirements related to data
protection by design, data protection by defaull @ata security and to the
information of data subjects and their requestsxarcising their rights under
this Directive;

(d) to ensure that the documentation referred #riitle 25 is maintained,;

(e) to monitor the documentation, notification awinmunication of personal data
breaches pursuant to Articles 29 and 30;

() to monitor the performance of the data protattimpact assessment by the
controller or processor and the application fooponsultation, if required
pursuant to Articles 31 and 32;

(g) to monitor the response to requests from tipesisory authority, and, within
the sphere of the data protection officer's comqumte cooperating with the
supervisory authority at the latter's request ohisrown initiative;

(h) to act as the contact point for the supervisarhority on issues related to the
processing and consult with the supervisory autyoii appropriate, on the
data protection officer's own initiative.

The Commission shall be empowered to adopt deldgatts in accordance with
Article 61 for the purpose of specifying furtheretleriteria and requirements for
tasks, certification, status, powers and resoumieshe data protection officer
referred to in paragraph 1.

CHAPTER V

TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES
OR INTERNATIONAL ORGANISATIONS

Article 36
General principlesfor transfers of personal data

Member States shall provide that any transferpefsonal data by competent
authorities that is undergoing processing or isnided for processing after transfer
to a third country, or to an international orgaticsa may take place only if:

(&) the level of protection of individuals for thgrotection of personal data
guaranteed in the Union by this Directive is nolemmined,
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(b) the specific transfer is necessary for the @néion, investigation, detection or
prosecution of criminal offences or the executiborominal penalties;

(c) the controller in the third country or interimaial organisation is an authority
competent for the purposes referred to in ArtigE);1

(d) the conditions laid down in paragraph 2 anditicles 37 to 39 are complied
with by the controller and processor, including éowvard transfers of personal
data from the third country or an international arigation to another third
country or to another international organisatiarg a

(e) the other provisions adopted pursuant of thieddve are complied with by
the controller and processor.

Member States shall provide that a transferjestilio the conditions set out in
paragraph 1, may only take place:

(@) where the Commission has decided under the ittmm&l and procedure
referred to in Article 37 that the third country iaternational organisation in
guestion ensures an adequate level of protection; o

(b) where appropriate safeguards with respect @optfotection of personal data
have been adduced in a legally binding instrument.

Article 37
Transfers with an adegquacy decision

Member States shall provide that a transfer roaly take place where the
Commission has decided in accordance with Arti@e@BRegulation (EU) ..../2012
or in accordance with paragraph 3 that the thihtty or a territory or a processing
sector within that third country, or the interna organisation in question ensures
an adequate level of protection. Such transfer|shat require any further
authorization.

The adequacy of the level of protection shalabgessed by the Commission, taking
into account:

(@) the rule of law, relevant legislation in forckoth general and sectoral,
including concerning public security, defence, ol security and criminal
law as well as the security measures which are techwith in that country or
by that international organisation; as well as @ffe and enforceable rights
including effective administrative and judicial reds for data subjects, in
particular for those Union data subjects whose queals data are being
transferred;

(b) the existence and effective functioning of mtleipendent supervisory authority
in the third country or international organisationquestion responsible for
ensuring compliance with the data protection rules,assisting and advising
the data subject in exercising his or her rightd for co-operation with the
supervisory authorities of the Union and of Mem8tates; and
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(c) the international commitments the third courtrynternational organisation in
guestion has entered into.

The Commission may decide, within the scopéhisf Directive, that a third country
or a territory or a processing sector within thiatd country or an international
organisation ensures an adequate level of proteetithin the meaning of paragraph
2. Those implementing acts shall be adopted inrderwe with the examination
procedure referred to in Article 62(2).

The implementing act shall specify its geographiand sectoral application, and
identify the supervisory authority mentioned inrgqib) of paragraph 2.

The Commission may decide within the scope isfffirective that a third country or
a territory or a processing sector within that dhwountry or an international
organisation does not ensure an adequate levalotéqtion within the meaning of
paragraph 2, in particular in cases where the aglelegislation, both general and
sectoral, in force in the third country or intetinatl organisation, does not guarantee
effective and enforceable rights including effeetiadministrative and judicial
redress for data subjects, in particular for thiesta subjects whose personal data are
being transferred. Those implementing acts shald@pted in accordance with the
examination procedure referred to in Article 62(@), in cases of extreme urgency
for individuals with respect to their right to penal data protection, in accordance
with the procedure referred to in Article 62(3).

Member States shall ensure that where the Caosionisdecides pursuant to
paragraph 5, any transfer of personal data to Hird tountry or a territory or a

processing sector within that third country, or tilernational organisation in

guestion shall be prohibited. At the appropriateetithe Commission shall enter into
negotiations with a view to remedying the situatiesulting from the Decision made
pursuant to paragraph 5.

The Commission shall publish in t@éficial Journal of the European Unicalist of
those third countries, territories and processeg@s within a third country or an
international organisation where it has decided @neadequate level of protection is
or is not ensured.

The Commission shall monitor the applicatiorthaf implementing acts referred to in
paragraphs 3 and 5.
Article 38

Derogations

In the absence of an adequacy decision purdoaAiticle 37 or of appropriate
safeguards pursuant to Article 36(2)(b), MembeteStahall provide that , a transfer
or a set of transfers of personal data to a thotchtry or an international organisation
may take place only on condition that:

(@) the transfer is necessary for grounds of pubtierast; or

(b) the transfer is necessary in order to protect ita mterests of the data subject
or another person; or
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(c) the transfer is necessary to safeguard law legiBminterests of the data
subject where the law of the Member State transfgthe data provides so; or

(d) the transfer of the data is essential for the gméon of an immediate and
serious threat to public security of a Member State third country.

Processing based on paragraph 1 must have lebkegja in Union law, or the law of
the Member State to which the controller is subjgds law must meet an objective
of public interest or the need to protect the Sgimd freedoms of others, respects the
essence of the right to the protection of persal@a and is proportionate to the
legitimate aim pursued.

Article 39
Specific conditions for the transfer of data

Member States shall provide that the controlleorimis the recipient of the personal data of
any processing restrictions and ensure that tlesfgations are met.

1.

Article 40
I nternational co-operation for the protection of personal data

In relation to third countries and internatiomaanisations, the Commission and
Member States shall take appropriate steps to:

(@) develop effective international co-operation medtms to facilitate the
enforcement of legislation for the protection ofsmnal data;

(b) provide international mutual assistance in th@e@&ment of legislation for the
protection of personal data, including through fiedtion, complaint referral,
investigative assistance and information exchargiédyject to appropriate
safeguards for the protection of personal datactiner fundamental rights and
freedoms;

(c) engage relevant stakeholders in discussion andlitéegi aimed at furthering
international co-operation in the enforcement gfdkation for the protection of

personal data;

(d) promote the exchange and documentation of persadadh protection
legislation and practice.

For the purposes of paragraph 1, the Commissiail take appropriate steps to
advance the relationship with third countries othwinternational organisations, and
in particular their supervisory authorities, wheéine Commission has decided that
they ensure an adequate level of protection withénmeaning of Article 37(3).
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Article 41
Report by the Commission

The Commission shall submit a report on the aptitineof Articles 36 to 40 to the European
Parliament and the Council at regular intervalse Tihst report shall be submitted no later
than four years after the entry into force of thisective For that purpose, the Commission
may request information from the Member States sungkervisory authorities, which shall
supply this information without undue delay. Thpo#e shall be made public.

CHAPTER VI
INDEPENDENT SUPERVISORY AUTHORITIES

SECTION 1
INDEPENDENT STATUS

Article 42
Supervisory authority

1. Each Member State shall provide that one or matgic authorities are responsible
for monitoring the application of the provisionsoated pursuant to this Directive
and for contributing to its consistent applicatitimoughout the Union, in order to
protect the fundamental rights and freedoms of naatpersons in relation to the
processing of their personal data and to facilitike free flow of personal data
within the Union. For this purpose, the supervisawhorities shall cooperate with
each other and the Commission.

2. Member States may provide that supervisory aitie® established in Member
States pursuant to Regulation (EU)..../2012 assumegsonsibility for the tasks of
the national supervisory authorities to be esthbtispursuant to paragraph 1.

Article 43
I ndependence

1. Member States shall ensure that the supervisompority acts with complete
independence in exercising the duties and powdrastad to it.

2. Each Member States shall provide that the mesnifethe supervisory authority |, in
the performance of their duties, neither seek ake instructions from anybody.

3. Members of the supervisory authority shall rieffeom any action incompatible with
the duties of the office and shall not, during therm of office, engage in any other
incompatible occupation, whether gainful or not.

4. Members of the supervisory authority shall behaifter their term of office, with
integrity and discretion as regards the acceptahappointments and benefits.
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5. Each Member State shall ensure that the supeyvauthority is provided with the
adequate human, technical and financial resourpesmnises and infrastructure
necessary for the effective performance of itseduéind powers including those to be
carried out in the context of mutual assistancepmeration and active participation
in the European Data Protection Board.

6 Each Member State shall ensure that the supeyvaaathority must have its own
staff which shall be appointed by and be subjec¢hé&odirection of the head of the
supervisory authority.

7. Member States shall ensure that the supervisattyority is not subject to financial
control which might affect its independence. MemBgates shall ensure that the
supervisory authority has separate annual budgkésbudgets shall be made public.

Article 44
General conditions for the members of the supervisory authority

1. Member States shall provide that the membetheokupervisory authority are to be
appointed either by the parliament or the goverriroéthe Member State concerned
and that the general conditions set out in pardggr&pto 5 are to be complied with.

2. The members shall be chosen from persons whdseéndence is beyond doubt and
whose experience and skills required to perfornir ttheties notably in the area of
protection of personal data are demonstrated.

3. The duties of a member shall end in the everthefexpiry of the term of office,
resignation or compulsory retirement in accordamitke paragraph 5.

4. A member may be dismissed or deprived of thiet tigg a pension or to other benefits
in its stead by the competent national court, & thember no longer fulfils the
conditions required for the performance of the ekts guilty of serious misconduct.

5. Where the term of office expires or the memiesigns, the member shall continue
to exercise the duties until a new member is apedin
Article 45
Rules on the establishment of the supervisory authority
Each Member State shall provide by law:

(a) the establishment and status of the supervesattyority;

(b) the qualifications, experience and skills reedi to perform the duties of the
members of the supervisory authority;

(c) the rules and procedures for the appointmenthef members of the supervisory
authority, as well as the rules on actions or oatiops incompatible with the duties
of the office;
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(d)

(e)
(f)

()]

the duration of the term of the members ofgsbpervisory authority, which shall be
no less than four years, except for the first apipoént after entry into force of this
Directive, part of which may take place for a shogeriod,;

whether the members of the supervisory authehill be eligible for reappointment;

the regulations and common conditions governiing duties of the members and
staff of the supervisory authority;

the rules and procedures on the terminationhefduties of the members of the
supervisory authority, including in case that they longer fulfil the conditions

required for the performance of their duties ortliey are guilty of serious

misconduct.

Article 46
Professional secrecy

Member States shall provide that the members amdteif of the supervisory authority are
subject, both during and after their term of offite a duty of professional secrecy with
regard to any confidential information which hasneoto their knowledge in the course of the
performance of their official duties.

SECTION 2
DUTIES AND POWERS

Article 47
Competence

Each supervisory authority shall exercise, @ntérritory of its own Member State,
the powers conferred on it in accordance with Bhiective.

The supervisory authority shall not be competergupervise processing operations
of courts when acting in their judicial capacity.

Article 48
Duties

Member States shall provide that the superviaatiority:

(&) monitors and ensures the application of the promsiadopted pursuant to this
Directive and its implementing measures;

(b) hears complaints lodged by any data subject, arbgssociation representing
that data subject in accordance with Article 54/eBtigates, to the extent
appropriate, the matter and informs the data sulgethe association of the
progress and the outcome of the complaint withireasonable period, in
particular where further investigation or coordioatwith another supervisory
authority is necessary;
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(c) to exercise the right of access on behalf aiata subject and check the
lawfulness of data processing pursuant to Artioke 4nd informs the data
subject within a reasonable period on the outcom¢he check or on the
reasons why the check has not been carried out;

(d) provides mutual assistance and ensures theistemsy of application and
enforcement of the provisions adopted pursuartigoRirective;

(e) conducts investigations either on its own atitie or on the basis of a
complaint, or on request of another supervisoryarty, and informs the data
subject concerned, if the data subject has addieaseomplaint, of the
outcome of the inquiries within a reasonable period

() monitors relevant developments, insofar as thewe an impact on the
protection of personal data, in particular the dgwment of information and
communication technologies;

(g) is consulted by Member State institutions aratliés on legislative and
administrative measures relating to the protectbrindividuals' rights and
freedoms with regard to the processing of persdatd;

(h) is consulted on processing operations pursieafitticle 32;
() participates in the activities of the Europd2ata Protection Board.

Each supervisory authority shall promote theranass of the public on risks, rules,
safeguards and rights in relation to the processihgpersonal data. Activities
addressed specifically to children shall receivecH attention.

The supervisory authority shall, upon requedvtjsee any data subject in exercising
the rights under this Directive, and, if appromjatooperate with the supervisory
authorities in other Member States to this end.

For complaints referred to in point (b) of paegah 1, the supervisory authority shall
provide a complaint submission form, which can mnpleted electronically,
without excluding other means of communication.

Member States shall provide that the performanicthe duties of the supervisory
authority shall be free of charge for the data actbj

Where requests are obviously excessive, inquaati by their repetitive character,
the supervisory authority may charge a fee or @k the action required by the data
subject. In such case, the supervisory authorigfl $fear the burden of proving of
the excessive character of the request.

Article 49
Powers

Member States shall provide that each supesviathority has the power:
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(@)

(b)

(€)

(d)

(e)
(f)

()]
(h)

(i)

to notify the controller or the processor ofaleged breach of the provisions
governing the processing of personal data, andyevhppropriate, order the
controller or the processor to remedy that breech,specific manner, in order
to improve the protection of the data subject;

to order the controller to comply with the datéject's requests to exercise the
rights under this Directive, including those praaddby Articles 14 to 19 where
such requests have been refused in breach of pinogesions;

to order the controller or the processor tovjgte the information pursuant to
Article 12(1) and (2) and Articles 13, 29 and 30;

to ensure the compliance with opinions on pdonsultations referred to in
Article 32;

to warn or admonish the controller or the pssoe;

to order the rectification, erasure or destiwrcof all data when they have been
processed in breach of the provisions adopted potdo this Directive and the

notification of such actions to third parties to amin the data have been
disclosed;

to impose a temporary or definitive ban on pssing;

to suspend data flows to a recipient in a tltodintry or to an international
organisation;

to inform national parliaments, the governmenbther political institutions as
well as the public on the matter.

Each supervisory authority shall have the ingative power to obtain from the
controller or the processor:

(@)

(b)

access to all personal data and to all infaonatecessary for the performance
of its supervisory,

access to any of its premises, including to data processing equipment and
means, in accordance with national law, where taesgeasonable grounds for
presuming that an activity in violation of the pigiens adopted pursuant to
this Directive is being carried out there, withootejudice to a judicial
authorisation if required by national law.

Each supervisory authority shall have the pawdiring violations of the provisions
adopted pursuant to this Directive to the attentibithe judicial authorities and to
engage in legal proceedings and bring an actigdhéoccompetent court pursuant to
Article 57(2).

Each supervisory authority shall have the pdeesanction administrative offences.
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Article 50
Activities report

Member States shall provide that each supervisotiyosity draws up an annual report on its
activities. The report shall be presented to th@nal parliament and shall be made available
to the public, the Commission and the European Patéection Board.

CHAPTER VII
CO-OPERATION

Article 51
Mutual assistance

1. Member States shall provide that supervisorjzaities provide each other mutual
assistance in order to implement and apply theigians pursuant this Directive in a
consistent manner, and shall put in place meadaresfective cooperation with one
another. Mutual assistance shall cover, in padigulnformation requests and
supervisory measures, such as requests to carrgrimntconsultations, inspections
and investigations.

2. Member States shall provide that each supesviaathority takes all appropriate
measures required to reply to the request of anatbpervisory authority. Such
measures may include, in particular, enforcemenasmees to bring about the
cessation or prohibition of processing operatioostrary to this Directive without
delay and not later than one month after havingived the request.

3. The request for assistance shall contain allh#reessary information, including the
purpose of the request, and reasons for the redméstmation exchanged shall be
used only in respect of the matter for which it weguested.

4. A supervisory authority to which a request fssiatance is addressed may not refuse
to comply with it unless:

(@) itis not competent for the request; or

(b) compliance with the request would be incompatilwvith the provisions
adopted pursuant to this Directive.

5. The requested supervisory authority shall infémrequesting supervisory authority
of the results or, as the case may be, of the pssgor the measures taken in order to
meet the request by the requesting supervisorydtyth

6. Supervisory authorities shall supply the infotiora requested by other supervisory
authorities by electronic means and within the &sbrpossible period of time, using
a standardised format.

7. No fee shall be charged for any action takemodohg a request for mutual
assistance.

61 EN



EN

The Commission may specify the format and procesi for mutual assistance
referred to in this article; the arrangements foe £xchange of information by
electronic means between supervisory authoritiesgd doetween supervisory
authorities and the European Data Protection Baargbarticular the standardised
format referred to in paragraph 6. Those implenmgnticts shall be adopted in
accordance with the examination procedure refdoea Article 62(2).

Article 52
Joint operations

Member States shall provide that, in order tepstip cooperation and mutual
assistance, the supervisory authorities may carryoint enforcement measures and
other joint operations in which designated membersstaff from supervisory
authorities of other Member States participatepgarations within a Member State's
territory.

Member States shall provide that in cases wHata subjects in another Member
State or other Member States are likely to be s#fbby processing operations, the
competent supervisory authority may be invitedddipipate in the joint operations.
The competent supervisory authority may invite shpervisory authority of each of
those Member States to take part in the respeofregation and in case where it is
invited, respond to the request of a supervisorthaity to participate in the
operations without delay.

Each Member State may, as a host Member Statepmpliance with its own
national law, and with the seconding Member Statethorization, confer executive
powers on the members or staff of the supervisarthaity of the seconding
Member State involved in joint operations or, infao as the host Member State's
law permits, allow the members or staff of the sujgery authority of the seconding
Member State to exercise their executive poweractordance with the seconding
Member State's law. Such executive powers may le¥ceed only under the
guidance and, as a rule, in the presence of mendvestaff from the supervisory
authority of the host Member State. The secondimgnider States' officers shall be
subject to the host Member State's national lave. idst Member State shall assume
responsibility for their actions.

Member States shall lay down the practical @spefcspecific co-operation actions.
Article 53
Tasks of the European Data Protection Board

The European Data Protection Board establislyeRdgulation (EU)..../2012 shall
exercise the following tasks in relation to prodegswithin the scope of this
Directive:

(@) advise the Commission on any issue related to tbegtion of personal data
in the Union, including on any proposed amendmétttie Directive;

(b) examine, on request of the Commission or on its mitiative or of one of its
members, any question covering the application haf provisions adopted
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pursuant to this Directive and issue guidelinegsomemendations and best
practices addressed to the supervisory authoritieorder to encourage
consistent application of those provisions;

(c) review the practical application of guidelines, aeunendations and best
practices referred to in point (b) and report ragylto the Commission on
these;

(d) give the Commission an opinion on the level of @ctibn in third countries or
international organisations;

(e) promote the cooperation and the effective bilateral multilateral exchange of
information and practices between the supervisatigaities;

() promote common training programmes and facilitasgspnnel exchanges
between the supervisory authorities, as well asgrevlappropriate, with the
supervisory authorities of third countries or akimational organisations;

(g) promote the exchange of knowledge and documentatitin data protection
supervisory authorities worldwide, including dateotpction legislation and
practice.

Where the Commission requests advice from thhef&an Data Protection Board, it
may lay out a time limit within which the Europe&ata Protection Board shall
provide such advice, taking into account the urgexfche matter.

The European Data Protection Board shall forwésed opinions, guidelines,
recommendations, and best practices to the Cononisand to the committee
referred to in Article 62 and make them public.

The Commission shall inform the European DatateRtion Board of the action it
has taken following opinions, guidelines, recomnagiwhs and best practices issued
by the European Data Protection Board.

CHAPTER VI
REMEDIES, LIABILITY AND SANCTIONS

Article 54
Right to lodge a complaint with a supervisory authority

Without prejudice to any other administrative jodicial remedy, Member States
shall provide for the right of every data subjeotlbdge a complaint with a

supervisory authority in any Member State, if tlemnsider that the processing of
personal data relating to them does not comply witlvisions adopted pursuant to
this Directive.

Member States shall provide for the right of dmgly, organisation or association
which aims to protect data subjects’ rights andrests concerning the protection of
their personal data and is being properly constituaccording to the law of a
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Member State to lodge a complaint with a superyismthority in any Member State
on behalf of one or more data subjects, if it cdes that a data subject’s rights
under this Directive have been infringed as a testithe processing of personal
data.

Member States shall provide for the right of &gy, organisation or association
referred to in paragraph 2 to lodge a complainhwaitsupervisory authority in any
Member State also on its own behalf if it considée Articles 29 or 30 have been
infringed as a result of the processing of its peas data.

Article 55
Right to ajudicial remedy against a supervisory authority

Member States shall provide for the right focheaatural or legal person to a judicial
remedy against decisions of a supervisory authodtycerning them.

Each data subject shall have the right to acjabdiremedy for obliging the

supervisory authority to act on a complaint, in #iessence of a decision which is
necessary to protect their rights, or where theesugory authority does not inform
the data subject within three months on the pragmrsoutcome of the complaint
pursuant to Article 48(1)(b).

Proceedings against a supervisory authority beaprought either before the courts
of the Member State where the supervisory authasitgstablished or before the
courts of the Member State where the data subgethe habitual residence.

Member States shall undertake mutually to eefdirtal decisions handed down by
the courts referred to in this Article.

Article 56
Right to ajudicial remedy against a controller or processor

Without prejudice to any available administrativemedy, including the right to
lodge a complaint with a supervisory authority, Mem States shall provide for the
right of every person to a judicial remedy if thegnsider that that his or her rights
under this Directive have been infringed as a teetilthe processing of their
personal data in non-compliance with the provisi@opted pursuant to this
Directive.

Proceedings against a controller or a processor Ineaprought either before the
courts of the Member State where the controll@sisblished or before the courts of
the Member State where the data subject has theuabtesidence.

Member States shall undertake mutually to enfomeal fecisions handed down by
the courts referred to in this Article.
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Article 57
Common rules for court proceedings

1. Member States shall provide for the right of &gy, organisation or association
referred to in Article 54(2) to exercise the rightéerred to in Article 55 and 56 on
behalf of one or more data subjects.

2. Each supervisory authority shall have the righengage in legal proceedings and
bring an action to court, in order to enforce thevgsions adopted pursuant to this
Directive or to ensure consistency of the protectad personal data within the
Union.

3. Member States shall provide that, where a coempetourt of a Member State has
reasonable grounds to believe that parallel prangedare being conducted in
another Member State, that court contacts the ctanpeourt in the other Member
State to confirm the existence of such paralletgealings.

4. Where such parallel proceedings in another Menfbate concern the same
measure, decision or practice, Member States phalide for the possibility of the
court to suspend the proceedings.

5. Member States shall ensure that court actioagadle under national law allow for
the rapid adoption of measures including interimasuges, designed to terminate
any alleged infringement and to prevent any furtmpairment of the interests

involved.
Article 58
Right to compensation
1. Member States shall provide that any person hasosuffered damage as a result of

an unlawful processing operation or of an actiocompatible with the provisions
adopted pursuant to this Directive shall have tfktito receive compensation from
the controller or the processor for the damageesedt.

2. Where more than one controller or processonwlved in the processing, each
controller or processor shall be jointly and selgigable for the entire amount of
the damage.

3. The controller or the processor may be exemfrtad this liability, in whole or in

part, if the controller or processor proves thaythare not responsible for the event
giving rise to the damage.

Article 59
Penalties

Member States shall lay down the rules on penalaggplicable to infringements of the
provisions adopted pursuant to this Directive dmallgake all measures necessary to ensure
that they are implemented. The penalties providednfust be effective, proportionate and
dissuasive.
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CHAPTER IX
TRANSMISSION TO OTHER PARTIES

Article 60
Transmission to other authorities or private partiesin the European Union

Member States shall ensure that the controbeschot transmit personal data to a
natural or legal person not subject to the prowmsiadopted pursuant to this
Directive, unless

(@) the transmission is in compliance with Europeanodror Member State law;
and

(b) the receiving natural or legal person is estabtisirea Member State of the
European Union; and

(c) no legitimate specific interests of the data sciypeevent transmission; and

(d) the transmission is necessary in a specific caséhéocontroller transmitting
the personal data for:

(i) the performance of a task lawfully assignedt;tor
(i) the prevention of an immediate and seriousggario public security; or
(iif) the prevention of serious harm to the rightsndividuals.

The controller shall inform the recipient of therpose for which the personal data
may exclusively be processed.

The controller shall inform the supervisory auity of such transmissions.

The controller shall inform the recipient of pessing restrictions and ensure that
these restrictions are met.

CHAPTER X
DELEGATED ACTS AND IMPLEMENTING ACTS

Article 61
Exercise of the delegation

The power to adopt delegated acts is conferrethe Commission subject to the
conditions laid down in this Article.

The delegation of power referred to in Article®(6), 13(6), 14(3), 18(9), 20(5),
21(3), 23(4), 25(4), 29(5), 30(6), 31(6), 32(7)(B3and 35(2) shall be conferred on
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the Commission for an indeterminate period of tinoen the date of entry into force
of this Directive.

The delegation of power referred to in Articla(@), 13(6), 14(3), 18(9), 20(5),
21(3), 23(4), 25(4), 29(5), 30(6), 31(6), 32(7)(B3and 35(2) may be revoked at any
time by the European Parliament or by the Courcitiecision of revocation shall
put an end to the delegation of the power specifiethat decision. It shall take
effect the day following the publication of the d#an in theOfficial Journal of the
European Unioror at a later date specified therein. It shall aifect the validity of
any delegated acts already in force.

As soon as it adopts a delegated act, the Casianishall notify it simultaneously to
the European Parliament and to the Council.

A delegated act adopted pursuant to Article 12(8(6), 14(3), 18(9), 20(5), 21(3),
23(4), 25(4), 29(5), 30(6), 31(6), 32(7), 33(7) &@%?2) shall enter into force only if
no objection has been expressed either by the Earoparliament or the Council
within a period of 2 months of notification of thett to the European Parliament and
the Council or if, before the expiry of that peridgde European Parliament and the
Council have both informed the Commission that thé} not object. That period
shall be extended by 2 months at the initiativehaf European Parliament or the
Council.

Article 62
Committee procedure

The Commission shall be assisted by a commitideat committee shall be a
committee within the meaning of Regulation (EU) DNg2/2011.

Where reference is made to this paragraph, ArtiElef Regulation (EU) No
182/2011 shall apply.

Where reference is made to this paragraph, AriRlef Regulation (EU) No
182/2011, in conjunction with Article 5 thereof adlhapply.

CHAPTER Xl
FINAL PROVISIONS

Article 63
Repeals

Council Framework Decision 2008/977/JHA is répeéa

References to the repealed Framework Decisianreel to in paragraph 1 shall be
construed as references to this Directive.
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Article 64

Relation with previously adopted acts of the European Union for judicial co-operation in

criminal matters and police co-operation

The specific provisions for the protection of pelodata in acts adopted prior to the date of
adoption of this Directive regulating the procegsii personal data between Member States
and the access of designated authorities of Mei@taes to information systems established
pursuant to the Treaties within the scope of thie®ive remain unaffected.

EN

Article 65
Evaluation

The Commission shall evaluate the applicatiothisf Directive.

The Commission shall review withione year after theentry into force of this
Directive other Acts adopted by the European Union whichulegg the protection
and processing of personal data, in particular ghasts adopted by the Union
referred to in Article 64, in order to assess thechto align them with this Directive
and make, where appropriate, the necessary prapsamend these acts to ensure a
consistent approach on the protection of persoma#h dvithin the scope of this
Directive.

The Commission shall submit reports on the etadn and review of this Directive

pursuant to paragraphs 1 and 2 to the Europeaiaarit and the Council at regular
intervals. The first reports shall be submittedlater than four years after the entry
into force of this Directive. Subsequent reportallshe submitted every four years
thereafter. The Commission shall submit, if necgssappropriate proposals with a
view of amending this Directive and aligning otHegal instruments. The report
shall be made public.

Article 66
Implementation

Member States shall adopt and publish, by atldtest, the laws, regulations and
administrative provisions necessary to comply wikiis Directive. They shall
forthwith notify to the Commission the text of tleogrovisions.

They shall apply those provisions from .

When Member States adopt those provisions, thely sbiatain a reference to this
Directive or be accompanied by such a referencéhenoccasion of their official
publication. Member States shall determine how safdrence is to be made.

Member States shall notify to the Commissiontéhe of the provisions of national

law which they adopt pursuant to this Directive thy date specified in Article 67(2)
at the latest and, without delay, any subsequernhdment affecting them.
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Article 67
Entry into force and application

This Directive shall enter into force on the fiddy following that of its publication in the
Official Journal of the European Union

Article 68
Addressees

This Directive is addressed to the Member States.

Done at Brussels,

For the European Parliament For the Council
The President The President
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