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indication of what these retention periods are, or of whether and when data which is
extracted but found not to contain usable information is to be erased.

that EU citizens and enterprises are granted the same defence rights and procedural
guarantees and the same right of access to justice as exist in the EU and that the
legality and proportionality of the transfer requests are open to judicial review in the
Us;

The question of redress within the European Union is dealt with in Article 11(1), which
allows a data subject to request his or her data protection authority to confirm “whether
all the necessary verifications have taken place ... to ensure that his or her data
protection rights have been respected’, subject to any “necessary and proportionate
measures applicable under national law for the protection of public security or national
security” or in the interests of law enforcement.

Given the fact that most data requested is not in fact searched, it seems likely that any
problems which arise for individuals or companies in this regard would do so in respect
of action taken on foot of such a search, rather than the transfer request per se.

The Agreement does not guarantee European citizens and companies the same rights
and guarantees under United States law as they would enjoy in the territory of the
European Union, and indeed given the difference between legal systems both within the
European Union and the United States, and between the jurisdictions concerned, this
would cause significant practical problems. Instead, the Agreement guarantees
“effective administrative and judicial redress in accordance with the law ... of the
United States” (Article 11(3)). The 2007 Representations describe various forms of
independent - oversight of the activities of the Treasury Department in respect of
transferred data, and notes that the limited nature of the data concerned, the restricted
access thereto and the limits on dissemination thereof “significantly reduce the
pertinence of a redress mechanism”.>’ They also provide an illustration of the
possibilities for redress to challenge administrative action, including administrative
reconsideration and judicial review under the Administrative Procedure Act. Neither the
Agreement nor the Representations indicate under what circumstances an individual or
company outside the territory of the United States is to be informed of the fact that an
unfavourable decision has been taken in regard to him/it on the basis of extracted data.

that transferred data are subject to the same judicial redress mechanisms as would
apply to data held within the EU, including compensation in the event of unlawful
processing of personal data;

The transfer of data to the US authorities takes place within the territory of the EU, and
is therefore, as regards the actual transfer, the same judicial redress mechanisms should
apply as would in respect of a transfer from one Member State to another or within a
single Member State. The redress mechanisms in force within the United States have
been outlined in the previous paragraph.
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Cited above, page 23.
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that the agreement prohibits any use of SWIFT data by US authorities for purposes
other than those linked to terrorism financing

As noted above, Article 4(9) of the Agreement provides that "[the] data that have been
transmitted lawfully on the basis of this provision may be searched for the purpose of
other investigations concerning the types of conduct referred to in Article 2, with full
respect for Article 5 of this Agreement." This provision seeks to ensure that SWIFT data
may only be used for the investigation of terrorist conduct.

and that the transfer of such data to third parties other than the public authorities in
charge of the fight against terrorism financing is also prohibited,

The Agreement does not provide for the transfer of SWIFT data to third parties. Instead,
Article 5(2)(h) allows the sharing with “law enforcement, public security, or counter-
terrorism authorities in the United States, European Union, or third States to be used
for the purposes of the investigation, detection, prevention, or prosecution of terrorism
or its financing” of “terrorist leads”. While the term “lead” is a colloquialism not
commonly found in formal provisions of European Union law on criminal cooperation,
the sense is clear, that is, an indication intended to assist the law enforcement authorities
investigate, detect, prevent or prosecute terrorism or terrorist financing.

that a reciprocity mechanism is strictly adhered to, obliging the competent US
authorities to transfer relevant financial messaging data to the competent EU
authorities, upon request;

True reciprocity would require the United States authorities to allow the authorities of
the European Union to obtain and use financial payment messaging and related data
stored in servers in the United States. However, no such European Union authority
currently exists. If it were to be established, Article 9 of the Agreement would require
the United States Treasury Department to “actively pursue, on the basis of reciprocity
and appropriate safeguards, the cooperation of any relevant [United States] service
providers.”

In the meantime, Article 8 allows any competent Member State authority, Europol and
Eurojust to obtain information from the Treasury Department on request, while Article
7 requires the Treasury Department on its own initiative to make available to the
authorities of the Member States concerned TFTP information “that may contribute to
the investigation, prevention, detection, or prosecution in the European Union of
terrorism or its financing”.

that the agreement is expressly set up for an intermediate period by means of a sunset
clause not exceeding 12 months,

The Agreement is valid until 31 October 2010 at the latest (Article 15(3)).
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and [be] without prejudice to the procedure to be followed under the Lisbon Treaty for
the possible conclusion of a new agreement in this field;

In legal terms, the Agreement of 30 November 2009 does not prejudice the procedure
for the adoption of a definitive Agreement. Moreover, the twelfth recital in the preamble
declares that the Agreement "does not constitute a precedent for any future
arrangements between the United States and the European Union" in this area.

that the interim agreement clearly provides for the US authorities to be notified
Jorthwith after the entry into force of the Lisbon Treaty and that a possible new
agreement will be negotiated under the new EU legal framework that fully involves the
European Parliament and national parliaments;

Article 15(4) provides that "[as] soon as the Treaty of Lisbon enters into force, the
Parties shall endeavour to conclude a long-term agreement to succeed this Agreement".
In order to implement the European Union's obligations under this provision, the
Commission is under a duty to initiate the procedure for the negotiation and conclusion
of a definitive agreement.

The Agreement does not expressly provide that the "possible new agreement will be
negotiated under the new EU legal framework", as such a provision would be otiose.

Paragraph 8 of the Resolution

Requests the Council and the Commission to clarify the precise role of the ‘public
authority’ to be designated with responsibility to receive requests from the US Treasury
Department, taking into account in particular the nature of the powers vested in such
an ‘authority’ and the way in which such powers could be enforced,

Article 4(3) of the Agreement requires the United States Treasury Department to
address its requests for access to SWIFT data to "the central authority of the Member
State” concerned. As noted above, the designation of that authority is a matter for the
Member State, on which it would not be appropriate for the Agreement to lay down any
more specific provision. The Legal Service has not been informed whether or not
Parliament or the LIBE committee has received such clarification.

Paragraph 11 of the Resolution

Underlines the importance of legal certainty and immunity for citizens and private
organisations subject to data transfers under such arrangements as the proposed EU-
US agreement;

As regards legal certainty, the provisions of European Union law apart from the TFTP
Agreement itself which may be relevant to data transfers have been examined above. As
the United States Treasury Department has pledged only to request and use such data in
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75.

connection with investigations of (planned) acts of terrorism or terrorist financing, it is
somewhat difficult to see what "immunity for citizens and private organisations" is
intended.

Question 4: Article 13 of the Agreement and the intention not to derogate
The fourth question put by Mr Lépez Aguilar is as follows:

What is the exact meaning of Article 13 which underlines that 'the Agreement is not
intended to derogate from or amend the laws of the United States or the European
Union or its Member States'? Should it be understood then that the final rule applicable
as regards the transfer of data is the national legislation of the requested Member
State?

According to Article 13, "[this] Agreement is not intended to derogate from or amend
the laws of the United States or the European Union or its Member States". The
expression "intended not to derogate" does not correspond to any term of art in
European Union law. On the literal level, it could be interpreted to mean that the
Agreement sanctions any derogations which occur, but that these are to be interpreted in
such a manner as to keep their impact to a minimum. Alternatively, it could be
interpreted as meaning that the Agreement may not derogate from the laws listed.

The general principle of law is that derogations should not be assumed and in the
absence of a clear indication in the text of the Agreement that it allows any derogations,
it could be argued that none is permitted. This interpretation is supported by the sixth
recital in the preamble by which both parties to the Agreement acknowledge that the
European Union is bound to respect the fundamental rights and principles mentioned,
and the thirteenth recital, which recognises that the Agreement "does not derogate from
the existing powers of data protection authorities in the Member States to profect
individuals with regard to the processing of their personal data". This interpretation
would also be consistent with the Declaration made by the European Union at the time
of the signing of the Agreement which notes that "[the] Agreement, while not
derogating from or amending the legislation of the European Union or its Member
States" will be provisionally implemented by the Member States in accordance with
their national laws (including, presumably, any applicable provisions of European
Union law).

In any case, both the European Union and the Member States are obliged to "take all
necessary and appropriate measures within their authority to carry out the provisions
and achieve the purpose of [the] Agreement", including, as regards the transfer of data
from the territory of the European Union, the provisions of the Agreement concerning
data protection. As noted above, Article 4(5), first subparagraph, of the Agreement
provides that data transfers are to be executed "under the law of the requested Member
State".
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VIII Question 5: Access to information on the implementation of the Agreement

76.

77.

78.

The fifth question of Mr Lépez Aguilar reads as follows (emphasis in the original):

How can the European Parliament be granted access to all the relevant information,
even if of confidential nature, linked to the implementation of the interim agreement
(Article 10 Review) also bearing in mind the requirements of Article 218(10) TFEU as
regards negotiation and conclusion of agreements?

Article 10 of the Agreement provides for a procedure to review the implementation of
the Agreement, particularly as regards "the privacy, protection of personal data, and
reciprocity provisions". The review is carried out "at the request of one of the Parties
and in any case after a period of six (6) months", though Parliament is not expressly
included in the process. The Treasury Department must "ensure access to relevant
documentation, systems, and personnel, as well as precise data relating to the number
of financial payment messages accessed and the number of occasions on which leads
have been shared". The arrangements by which Parliament could have access to this
information is an internal European Union matter which it would not be appropriate to
specify in the text of the Agreement, though there is nothing in the Treaties which
would prevent the Council laying down such arrangements in the text of the Decision
by which the Agreement is concluded.

It should be noted that the requirement under Article 218(10) TFEU that Parliament be
informed "at all stages of the procedure" only refers to the procedure for the adoption
of the Agreement. That said, it is clear that the review of the implementation of the
Agreement of 30 November 2009 is directly relevant for the negotiation and conclusion
of the long-term agreement which is to succeed it, in accordance with Article 15(4). For
this reason, and because of its legislative responsibilities under the substantive legal
basis on which the Decision concluding the Agreement is to be founded, Parliament is
entitled to be kept fully informed of the review.

(signed) (signed)
Kieran BRADLEY Antonio CAIOLA
(signed)

Visa: Ezio PERILLO, Director

Annex:Letter of Mr Lépez Aguilar of 1 February 2010
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EBPONEACKYA NAPRAMEHT  PARLAMENTO EUROPEQ  EVROPSKY PARLAMENT = EUROPA-PARLAMENTET
EUROPAISCHES PARLAMENT  EUROOPA PARLAMENT  EYPONAIKO KOINOBOYAID  EURQPEAN PARLIAMENT
PARLEMENT EUROPEEN  PARLAIMINT'NA hEORPA  PARLAMENTO EUROPEQ " EIROPAS PARLAMENTS
EUROPOS PARLAMENTAS  FURGPAI PARLAMENT  IL-PARLAMENT EWROPEY  EUROPEES PARLEMENT
(USTY PARLAMENT EUROPEJSKI  PARLAMENTO EUROPEU  PARLAMENTUL EUROPEAN
EUROPSKY PARLAMENT  EVROPSKI PARLAMENT EUROOPARN PARLAMENTT! FURCPAPARLAMENTET

IPOL-COM-LIBE I (2010) 5004

Mr Christian PENNERA
Jurisconsult

KAD 06 A 007
LUXEMBOURG

Dear Jurisconsult,

Having regard to the agreement between the European Union and the United States of
America on the processing and transfer of Financial Messaging Data from the
European Union to the United States for purposes of the Terrorist Finance Tracking
Program (EU-US TFTP) as signed on 30 November 2009' and béaring in mind the .
issues already raised by the Buropean Parliament, notably in its resolution of 17

September 2009°,

I would be grateful if you could advise the Committee on Civil Liberties, J uétice and
Home Affairs (LIBE) on the following legal issues:

1. Should the legal basis of the proposal for a Council Decision on the conclusion
of the above-mentioned agreement also refer explicitly to Article 16 TFEU (data
protection) and the now binding Charter of Fundamental Righis?

2. Should the European Parliament refuse fo give its consent, under what
conditions and safeguards could the US obtain mfonnatwn covered by this EU-US

agreement from the Member States?

3. To what extent are the provisions of the EU-US TFTP interim agreement in line
with the European Parliament resolution of 17 September 2009 on the envisaged
international agreement fo make available to the Unifed States Treasury
Department financial payment messaging data to prevent and combat terrorism and
tervorist financing, notably paragraphs 2, 7, 8 and 11?

' [2010] OT L 8/11.
* Buropean Parliament resolulzon of 17 September 2009 on the envisaged international agreement to

make available to the Uniited States Treasury Department financial payment messaging data to prevent
and combat terrorism and texrorist financing (P7_TA-PROV(2009)0016).



4. What is the exact meaning of Article 13 which underlines that ' the Agreement is
not intended to derogate from or amend the laws of the United States or the
European Union or its Member States'? Should it be understood then that the final
rule applicable as regards the transfer of data is the national legislation of the

requested Member State?

5. How can the European Parliament be granted access to all the relevant
information, even if of confidential nature, linked to the implementation of the
interim agreement (Article 10 Review) also bearing in mind the requirements of
Article 218(10) TFEU as regards negotiation and conclusion of agreements?

I would be grateful if you could also comment on any other aspect that you consider
relevant.

Yours sincerely,

-

v——-”""““"’/

Juan Fernapdo LOPEZ AGUILAR

cc.  Mr Klaus Welle, Secretary-General of the European Parliament
Mr David Harley, Deputy Secretary-General Director General
Mr Riccardo Ribera d'Alcala, Directorate-General for Internal Policies

~ ¢c: LIBE VPs :Ms Kinga Giél

Ms Sophia in 't Veld
Mr Salvatore Jacolino
Ms Kinga Goncz

Coordinators : Mr Simon Busuttil
Ms Jeanine Hennis-Plasschaert
Mr Raiil Romeva i Rueda
Mr Timothy Kirkhope
Mr Rui Tavares
Mr Clande Moraes
Mario Borghezio



