


has developed a range of alternative
non-prosecution actions to protect the
public. They include control orders (which
impose restrictions on the movements and
contacts of an individual who has been
engaged in terrorist-related activity); the
exclusion of foreign nationals from entering
the UK; revocation of citizenship; and
deportation. These powers directly affect
only a very small number of individuals.

0.27 Powers are also available to
proscribe groups involved in terrorism.

0.28 Recognising our dependence

on international partners, many less
experienced than we are in counter-
terrorism work, the Government has
provided significant assistance and
capability, building to over 20 countries
in a range of counter-terrorism skills and
techniques. This includes advice on legal
structures and human rights training.

0.29 In the next three years we have the
following Pursue objectives:

¢ [ncrease detection and investigation
capability and capacity.

¢ Increase the effectiveness of our
prosecution process, from evidential
collection to post-prison supervision.

e Develop more effective non-
prosecution actions.

e |mprove our capability to disrupt
terrorist activities overseas.

e Strengthen the coherence between
our counter-terrorism work and the
UK’s counter-insurgency and capacity
building work in Afghanistan, Pakistan,
and elsewhere.

e |mprove coordination and partnership
between Pursue stakeholders.

0.30 The protection of human rights is
a key principle underpinning our counter-
terrorism work at home and overseas.

A challenge facing any government is to
balance measures intended to protect
security and the right to life, with the
impact on other rights which we cherish.
The Government has sought to find that
balance at all times.

0.31 On a number of key issues the
position of the Government will remain
uncompromising: the Government
opposes the use of torture in all its
forms; and the Government has always
and will continue to condemn the practice
of ‘extraordinary rendition’. UK agencies
and police have not and will never engage
in these practices.

Prevent — stopping people becoming
terrorists or supporting violent
extremism

0.32 To reduce the risk from terrorism —
our aim — we need not only to stop attacks
but also to stop people becoming
terrorists or supporting violent
extremism. The Government introduced
its revised Prevent strategy in October
2007. The strategy is based on a

better understanding of the causes of
radicalisation (the process by which
people become terrorists or lend support
to violent extremism), to each of which it
aims to provide a coherent response.

0.33 In the next three years this
workstream has five main objectives:

e To challenge the ideology behind
violent extremism and support
mainstream voices.

e Disrupt those who promote violent
extremism and support the places
where they operate.

e Support individuals who are vulnerable
to recruitment, or have already been
recruited by violent extremists;

* |ncrease the resilience of communities
to violent extremism.

e To address the grievances which
ideologues are exploiting.

0.34 The two supporting objectives

are to: develop supporting intelligence,
analysis, and information; and to improve
our strategic communications.

0.35 The Government has allocated new
funding to a wide range of agencies and
Departments to develop programmes
under these objectives. The cost of the
key deliverables in 2008/09 alone is over
£140 million. These programmes include:
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¢ The Preventing Violent Extremism
programme: a community-led
approach to tackling violent
extremism led by the Department for
Communities and Local Government
(CLG) in partnership with local
authorities and a range of statutory
and voluntary organisations.

e The police Prevent Strategy and
Delivery Plan with 300 new ring-
fenced staff being recruited in 24
forces to work alongside the national
and regional counter-terrorism policing
structure and with neighbourhood
policing teams.

e The Channel programme: a
community-based initiative which uses
existing partnerships between the
police, local authority and the local
community to identify those at risk
from violent extremism and to support
them, primarily through community-
based interventions. There are
currently 11 Channel sites; another
15 are planned.

0.36 The Prevent strategy depends upon
a unique and ground-breaking range of
local, national and international partners.
It needs the support of communities

and community organisations in this
country to protect vulnerable people
from radicalisation, and recruitment to
terrorism. Because the greatest threat
at present is from terrorists who claim to
act in the name of Islam, much Prevent
activity takes place in and with Muslim
communities. But the principles of our
Prevent work apply equally to other
communities who may be the focus of
attention from violent extremist groups.

0.37 The role of law enforcement
agencies is as important in Prevent as
it is in Pursue. Local government and
central Departments have a vital role to
play. And international partnerships are
essential: people in this country can be
radicalised as well as trained overseas
and messages from other countries can
significantly impact on opinions here.

0.38 As part of this strategy we will
take action against those who defend
terrorism and violent extremism. We
will also continue to challenge views

which fall short of supporting violence
and are within the law, but which reject
and undermine our shared values and
jeopardise community cohesion. Some

of these views can create a climate in
which people may be drawn into violent
activity. We have no intention of outlawing
these views or criminalising those who
hold them.

0.39 The internet presents significant
challenges for CONTEST in general and
Prevent in particular. The Government
has taken action here to explore ways of
addressing the widespread dissemination
of terrorist related material. This
material is usually hosted outside this
country. Further action is being taken
with counterparts overseas and with
multilateral organisations, including the
European Union and the United Nations.

Protect - strengthening our protection
against terrorist attack

0.40 To achieve the aim of our strategy
we also need to reduce the vulnerability
of this country and its interests overseas
to terrorist attack. This is the purpose
of Protect. A considerable amount

of progress has been made on this
workstream over the past five years.

It covers protection of critical national
infrastructure (CNI), crowded places,
the transport system, our borders, and
our interests overseas; and protection
against threats from insiders and from
the misuse of hazardous substances.

0.41 The CNI delivers essential
services to the public. Damage to that
infrastructure can have severe economic
impact or cause large scale loss of

life. Intelligence shows that terrorists
are interested in attacking national
infrastructure targets and recognise the
potential impact those attacks can have.

0.42 The Government has put in place a
comprehensive programme to protect the
national infrastructure from terrorism. The
programme is supported by the Centre for
the Protection of National Infrastructure
(CPNI), established in 2007.
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0.43 Crowded places are also a
preferred terrorist target. Through the
National Counter-terrorism Security Office
(NaCTSO) the Government has provided
security advice to crowded places
(including sporting venues and shopping
centres). Specialist programmes have
been developed for the transport
network — air, sea, and rail (including
underground systems).

0.44 Protecting our borders has been a
key part of this workstream. The new UK
Border Agency (UKBA) integrates three
previous organisations into an agency of
more than 25,000 staff, with a presence
in 135 countries. New biometric visa
and travel tracking programmes have
significantly enhanced border security.

0.45 Action has also been taken to
minimise and manage the ‘insider threat’:
the risk of staff exploiting legitimate
access to an organisation’s assets or
premises for unauthorised, malicious
purposes, ranging from theft to terrorism.

0.46 The Government protects UK
interests overseas, including British
citizens who travel or live overseas.
Programmes provide accurate advice

to travellers on the threat from terrorism
and ensure the physical protection of
British diplomatic missions and
personnel overseas.

0.47 In the next three years our
objectives for Protect will be to further
reduce the vulnerability of:

e the critical national infrastructure
e crowded places

e the transport system

e and our borders.

* New programmes will improve the
security of hazardous materials which
might now be used in terrorist attacks.

0.48 Some terrorists use false papers

to travel here and to conceal their real
identity. Others have created multiple
identities to avoid detection and hide their
activities. The National Identity Scheme
will provide a secure way to safeguard
personal identities from misuse, and will

‘lock’ a person’s biographic information
to their unique facial and fingerprint
biometrics on a National Identity Register
(NIR). This biographic and biometric
information will be stored in a chip on

an identity card. Identity cards do not
provide a single solution to terrorism and
the Government is not proposing their
introduction only for counter-terrorism
related reasons, but they do provide a
valuable tool for authenticating identity
and for that reason support counter-
terrorist investigations.

Prepare — mitigating the impact
of attacks

0.49 The Prepare workstream aims to
mitigate the impact of a terrorist attack
where it cannot be stopped. This includes
work to manage an ongoing attack and to
recover from its aftermath.

0.50 Since 2004 the Government

has put in place capabilities to deal

with a range of emergencies, of which
terrorism is one. Organisations have
been established (notably local and
regional resilience networks) and
capabilities improved. This resilience
work has absorbed important lessons
from the 2005 London bombings. These
capabilities reflect the types of terrorism
attack we judge to be most likely in this
country. These are identified in a National
Risk Assessment.

0.51 Capabilities to respond to a terrorist
attack have been enhanced by the new
Police Counter-Terrorism Network, by joint
programmes between policing and the
Armed Forces, and by exercises to ensure
all these capabilities are effective.

0.52 Specific and dedicated capabilities
have been put in place in the emergency
services to manage the terrorist use of
chemical and biological materials.

0.53 The objectives of the Prepare
workstream will be to ensure:

e capabilities are in place to
deal with a range of terrorist incidents

e there is continuity or swift recovery
in our critical national infrastructure
following a terrorist incidents
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e central, regional and local crisis
management structures are
appropriately equipped, competent
and trained.

0.54 The Government will also

conduct further planning to manage

the consequences of the UK’s highest
impact terrorism threats as set out in the
National Risk Assessment. These include
the use of unconventional techniques
including radiological as well as chemical
and biological materials.

0.55 Many of the capabilities relevant
for Prepare are also available to deal

with the consequences of other threats
and hazards. For example, the local
government resilience network is
configured to deal with the consequences
of other local emergencies as well as the
impact of an act of terrorism.

0.56 Departments and agencies are
currently considering the implications
of the recent Mumbai attacks for our
Prepare strategy.

Chemical, biological, radiological,
nuclear and explosive materials

0.57 Contemporary terrorist
organisations aspire to use chemical,
biological, radiological and even nuclear
weapons. Changing technology and

the theft and smuggling of chemical,
biological, radiological, nuclear and
explosive (CBRNE) materials make this
aspiration more realistic than it may have
been in the recent past.

0.58 Terrorists have also developed
new types of explosives and new ways
of using them. Technology has developed
in conflict areas overseas and is rapidly
shared by terrorist organisations around
the world.

0.59 Within CONTEST a multi-agency
strategy has been developed to respond
to these threats. The UK cooperates
closely in these areas with the US and
with other allies.

0.60 Our strategy is built around
programmes under each of the four main
CONTEST workstreams. The intelligence

services have a major role to play in
Pursue aspects of CBRNE work. We

will need to reflect the CBRNE threat

in our work under Prevent to challenge
the ideology behind violent extremism
and, specifically, the legitimacy it claims
for mass murder; major Protect-related
programmes include the provision of
radiological detection systems at ports
of entry to the UK, safeguarding CBRNE
materials and ensuring the security of the
civil nuclear sector. Preparing for a CBRNE
attack has been a key feature of our
broader preparedness work.

0.61 These programmes will continue,
informed by a comprehensive classified
review of cross-Government CBRNE
activity due for completion in early
2009 and by an extensive programme
of scientific research.
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Part Three: Delivering CONTEST

0.62 CONTEST is overseen at Ministerial
level by the Cabinet Committee on
National Security, International Relations
and Development (NSID), chaired by

the Prime Minister, and by the Home
Secretary as the lead Minister for counter-
terrorism, and involving the heads of

the security and intelligence agencies,
the police, and Armed Forces. Some
aspects of CONTEST are also dealt with
by subcommittees of NSID. NSID may
also receive external advice on counter-
terrorism, as on other national security
issues, from the National Security Forum,
an independent body of outside advisors
with expertise on many aspects of
national security.

0.63 Delivery of the CONTEST

Strategy requires close cooperation
between a wide range of organisations
and stakeholders: local authorities,
Government Departments, Devolved
Administrations, the police, security and
intelligence agencies, emergency services
and the Armed Forces and international
partners and multilateral organisations.
CONTEST also depends on the expertise
and knowledge held by communities,
industry and the third sector.

0.64 For the first time, counter-terrorism
work has a Public Service Agreement
(PSA) intended to set targets and monitor
progress. The aim of this PSA is the
same as CONTEST: to reduce the risk to
the UK and its interests overseas from
international terrorism. The PSA is based
around nine intended outcomes across
the four main CONTEST workstreams.

0.65 Delivery of CONTEST and the
PSA in particular is overseen by the
CONTEST Board, chaired by the Director
General OSCT in his capacity as
CONTEST Senior Responsible Owner
(SRO). Representatives from key
Departments and agencies attend

the Board; governance arrangements
are maintained by the CONTEST
Portfolio Office.

0.66 Each workstream of CONTEST

has a detailed delivery plan, identifying
responsibility for each programme,
projected timescales, benefits and costs.

0.67 The 2007 Comprehensive
Spending Review announced increased
resources for counter-terrorism and
intelligence. Security spending is planned
to reach £3.5 billion by 2011. This
includes, among other increases, an
additional £240 million in funding for
counter-terrorist policing and over £100
million to improve our ability to stop
people becoming or supporting terrorists.

0.68 The 2012 Olympic and Paralympic
Games will be a celebration of sport

and culture for London and the UK.

The Government is responsible for
ensuring that the Games are safe,
secure and resilient against all types of
risks including terrorism. Since December
2008, the Olympic Security Directorate
in OSCT has been leading work on a
multi-agency security strategy for the
2012 Games. OSCT reports to the Home
Secretary and to NSID.

Part Four: Communications

0.69 Communications to the public,
stakeholders and affected communities
are a vital part of our counter-terrorism
work. Good communications enable us
to convey the reality of the threats we
face, the principles which govern our
response, the choices we make and
the successes we achieve.

0.70 Our communications must also
respond to the propaganda directed
against us by terrorist organisations,
often using new media in a relentless and
sophisticated way. We need to challenge
the ideology and the outlook of Al Qa‘ida.

0.71 Much of this work falls to
the Research, Information and
Communications Unit, a cross-
Departmental team established
in June 2007.
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Conclusion

0.72 Terrorism is a major threat to the
security of the UK and to the ability

of British people to live their daily lives.
In recent years a new form of terrorism
has emerged, fundamentally different
in scale and kind from international

or domestic terrorist threats we

have faced before. CONTEST, the
Government’s response to this threat,
is a comprehensive and coordinated
strategy and programme of delivery,
involving many departments, agencies
and public bodies. The Government’s
counter-terrorism effort has benefited
from sustained increases in funding
since 2001.

0.73 Our response has included
changes to our laws to reflect the threat
we face, but has at all times upheld

the principles and values of the UK as

a liberal democracy. Although there

can be no guarantee of protection
against a successful terrorist attack the

Government believes that CONTEST is the

most comprehensive and wide-ranging
approach to tackling terrorism developed
by any major nation. It has achieved its
aim — to reduce the risk to the UK and to
its interests overseas from international
terrorism, so that people can go about
their lives freely and with confidence.
This revision to CONTEST is intended to
ensure that it will continue to do so.
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Part 1 International terrorism and the UK: background
Section 1

Summary

The terrorist threat to the UK is not new. In the
postwar period terrorist organisations, with a wide
range of motivations, have repeatedly attacked
UK interests; and between 1969 and 1998 over
3,500 people died in the UK itself as a result of
Irish-related terrorism.

The international terrorist threat to the UK and UK interests overseas is more recent.
In the seventies, most attacks were conducted by militant Palestinian groups. Some
attacks, notably against Pan Am 103, were state sponsored.

A new form of terrorism emerged overseas in the late seventies and early eighties,
initially with little connection to the UK, when terrorist organisations in Egypt tried to
overthrow the Egyptian Government and establish what they regarded as a genuine
Islamic state. These militant groups had an explicitly religious agenda and justified
terrorism on religious grounds.

Following the invasion of Afghanistan by the Soviet Army in 1979 groups of this kind,
from Egypt and elsewhere in the Arab world, travelled to Afghanistan to fight against
the Soviet army. The 1987 intifadah reflected the growing influence of militant religious
groups in the Occupied Territories.

After the withdrawal of Soviet forces from Afghanistan in 1989 groups and individuals
who had fought there returned to their home countries or other areas of conflict. They
caused further unrest in Egypt and also played an important part in the Algerian civil
war. From the early nineties, groups with links to Egypt and Algeria began to conduct
terrorist operations in third countries, including the US and France.

The organisation now known as Al Qa‘ida formed in Afghanistan in the late 1980s.

It developed the thinking of earlier militant terrorist groups which relied on an explicitly
religious agenda and justified terrorism on religious grounds and from 1996 onwards
called for attacks not only on some Islamic states but also on the USA and its allies,
including the UK, and specifically on civilians.

Subsequent Al Qa‘ida attacks culminated in the events of September 11, 2001.
Military action in Afghanistan by an international coalition then led to the fall of the
Taliban in late 2001, which deprived Al Qa‘ida of its training facilities and significantly
reduced its operational capability.
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International terrorism and the UK: background

1.01 Terrorism is not new. In the
immediate post-war period UK citizens
and interests were targeted and attacked
by Zionist terrorists in the British Mandate
of Palestine and by nationalist terrorists
in Cyprust. Many other countries have
suffered from attacks by domestic
terrorist organisations; in Europe, the
Red Army Faction in Germany, the Red
Brigades in Italy and November 17 in
Greece caused many civilian casualties.
The Basque terrorist organisation,
Euskadi Ta Askatasuna (ETA) continues
to operate in Spain and the Kongra

Gel (formerly known as the PKK) is still
conducting terrorist attacks in Turkey?.
Countries in every other continent have
also been affected.

Irish-related terrorism

1.02 Between 1969 and the signing
of the Belfast Agreement in April 1998,
over 3,500 people died in the UK as a
result of Irish-related terrorism?3. Since
then there have been attacks by dissident
republican terrorist groups, including
the Omagh bombing of August 1998,
and most recently the murder of two
Army personnel and a Police Service
of Northern Ireland officer in separate
incidents in March 2009.

1.03 These recent attacks show the
continued intent of dissident republicans
in the face of the political progress that
has been made in recent years and
which is supported by the overwhelming
majority of the people of Northern Ireland.
The additional investment, increased
capabilities, and improved structures we
have put in place since 2001 to counter
terrorism are available to respond to
threats as they arise. However, this
counter-terrorism strategy is specifically
addressed at the recent resurgence in
international terrorism, which remains
the greatest current threat both in this
country and to our overseas interests.

International terrorism

1.04 International terrorism is
conducted primarily by organisations with
a transnational capability, which aim to
conduct attacks in and from a number of
countries and, increasingly, claim to have
an international cause. The distinction
between international and domestic
terrorist organisations is not exact: the
terrorist threat we face now comes from
an international movement which makes
use of and is affiliated to some domestic
groups around the world.

1.05 The first part of this paper looks

at the development of the international
terrorist threat to the UK, the current
threat, the factors that drive terrorism,
and how the threat may change in future.

1.06 The first modern international
terrorist incident has been dated back
to 1968, when a faction of the Palestine
Liberation Organisation (PLO) hijacked
an Israeli commercial flight from Rome*.
Two years later the same organisation
took over a British commercial aircraft
as part of a multiple hijacking and later
destroyed it on the tarmac at an airfield
in Jordan®. Further incidents rapidly
followed, including the murder of Israeli
athletes at the Munich Olympic Games
in 1972. Over the next 20 years other
groups motivated by Palestinian issues
and principally comprising Palestinians,
conducted a range of attacks in the UK
and against UK interests as part of a
wider pattern of operational activity®.
Among the most lethal was the Abu Nidal
Organisation (ANO), led by Sabri al Banna,
which began operations in 19737 and
during the 1980s attacked Israeli and
Jewish targets in London and Europe,
as well as airports at Rome and Vienna.
In 1986, ANO took and killed three
hostages (two British and one American)
in Lebanon and hijacked and destroyed
a US airliner®.
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1.07 Some international terrorist groups
and specific terrorist attacks during this
period were state sponsored. ANO itself
was at various times supported by the
Iraqi, Syrian and Libyan Governments.

In April 1986, a Jordanian national
attempted to use an unwitting associate
to blow up an ElI Al aircraft departing from
London. The UK subsequently broke off
diplomatic relations with Syria which had
organised the operation®. In December
1988 another commercial passenger
aircraft, Pan Am 103, was destroyed by
an explosive device over Scotland killing
259 people on board and 11 in the town
of Lockerbie where it crashed®. This
operation, which caused greater loss

of life than any other terrorist incident in
the UK, before or since, was sponsored
and conducted by the Libyan authorities;
in 2001 a Libyan national was convicted
and sentenced for his role in the incident*.

Egypt and Afghanistan

1.08 From the early 1980s onwards

a quite different kind of terrorism

began to emerge in the Middle East

in conjunction with the resurgence of
militant Islamist ideology*2. In 1981 the
Egyptian President, Anwar Sadat, was
assassinated by individuals linked to

two organisations, known as Islamic Jihad
and the Islamic Group, which both aimed
to overthrow the Egyptian Government
and establish what they regarded as a
true Islamic state®®. These groups at first
had a purely domestic agenda. Though
they were acutely aware of Palestine as
a political issue their first priority was
not a Palestinian state. And they were
avowedly religious in outlook, claiming
both a religious justification for acts of
terrorism and describing their objectives
in religious terms. They drew upon a long
history of Islamist thinking in Egypt and
in particular on the work of Sayyid Qutb,
who in turn was greatly influenced by

the Indian-born Islamist thinker Abul-Ala
al Mawdudi**.

1.09 The Egyptian terrorist organisations
failed to overthrow the Egyptian
Government and many were arrested and
imprisoned®. Others however travelled
to Afghanistan to fight the Soviet army
which had invaded in 1979%. They met

and began to work alongside another
small group of Arabs, including Usama
bin Laden, who were also intent on driving
the Soviet army out of Afghanistan and
re-establishing an Islamic government.
Some of these organisations and others
in the wider Afghan and Pakistani
mujahideen movement received

funding and support from western and
Islamic states. The growing influence of
radical and militant Islamism was seen
elsewhere, notably in the first intifadah
in the Occupied Territories from

1987 onwards.

1.10 After the withdrawal of Soviet forces
in 1989 and the fall of the Soviet-backed
regime in 1992, many of the groups and
individuals who had fought in Afghanistan
returned to their countries of origin or
moved to other areas of conflict’. They
played a significant part in further terrorist
attacks in Egypt culminating in the murder
of almost 60 tourists in Luxor (including
six British nationals) in 19978, In 1992,
Afghan Arab veterans created the Armed
Islamic Group (GIA) in Algeria, which again
sought to overthrow the Government

and establish what they regarded as an
Islamic state; over the next six years the
GIA killed many civilians and members of
the security forces. Over 100,000 people
died in the Algerian civil war®®.

1.11 During this period terrorism from
Algeria and Egypt began again to spread
overseas. In 1994, the GIA hijacked

a French airliner, apparently intending

to crash it into the Eiffel Tower, and in
1995 conducted a series of bombings in
France?°. In 1993, terrorists attacked and
tried to destroy the World Trade Center in
New York?!. They had links not only with
the leader of the Egyptian Islamic Group,
but also to Khaled Sheikh Mohammed,
who planned Al Qa‘ida’s attacks in the US
eight years later?.

Al Qa‘ida and its associates

1.12 The group now known as Al Qa‘ida
formed in the late 1980s from an
organisation supporting Sunni Muslim
foreign fighters in Afghanistan, led by
Usama bin Laden?. It had close contacts
with other terrorist groups, notably from
Egypt (Ayman Zawahiri, bin Laden’s
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deputy was prominent in Egyptian Islamic
Jihad and had been imprisoned following
Sadat’s assassination)?*. In 1989, bin
Laden left Afghanistan for Saudi Arabia
where he denounced coalition action
during the first Gulf War and in particular
the presence of coalition forces in the
country?s. He subsequently moved to
Sudan where he was tolerated by the
new Islamist government and began

to establish a network comprising like-
minded groups and individuals, many of
whom had also fought in Afghanistan?®.

1.13 Bin Laden returned to Afghanistan
in 1996 and shortly after issued a
statement that called for the overthrow
of the Saudi royal family and Government
and attacks on US interests in Saudi
Arabia?’. This was followed in 1998

by a fatwa announcing the formation

of the World Islamic Front (which in
effect brought together the Al Qa‘ida
organisation and the old Egyptian Islamic
Jihad) and calling explicitly for attacks on
the US and its allies anywhere around
the world. The statement specifically
targeted civilians?®. Shortly after, Al
Qa‘ida conducted suicide bombings of the
US Embassies in Kenya and Tanzania®®.
An Al Qa‘ida operation to attack a number
of hotels in Jordan on the eve of the
Millennium was foiled by the security
authorities®. (An operation to attack

Los Angeles airport at the same time,
which was not directly linked to Al Qa‘ida,
was also disruptedst.) Later in 2000,

Al Qa‘ida attacked a US naval vessel at
harbour in Yemen32. On 11 September
2001, Al Qa‘ida attacked the World Trade
Center in New York and the Pentagon

in Washington33. In total almost 3,000
people were killed.

1.14 The subsequent military action in
Afghanistan by an international coalition,
including the UK, led to the fall of the
Taliban Government in late 200134,

This deprived Al Qa‘ida of its training
facilities and significantly reduced

its operational capability. Al Qa‘ida’s
aspirational programmes to create
chemical and biological weapons and

to develop radiological weapons (with
the help of several disaffected Pakistani
nuclear scientists, operating without
the knowledge of their government)

were disrupted. Many of the Al Qa‘ida
leadership were either killed or forced

to leave Afghanistan. Some went to
Pakistan, where they established a base
in the lawless Federally Administered
Tribal Areas (FATA) on the Pakistan/
Afghan border; some went to Iran (where
many were then detained); and others
returned to Saudi Arabia.

1.15 In 2003 Al Qa‘ida in Saudi Arabia,
operating under the title of Al Qa‘ida

in the Arabian Peninsula, began a
terrorist campaign against Saudi and
foreign targets, including expatriate
housing compounds and the oil industry
infrastructure. A number of UK citizens
living and working in Saudi Arabia

were killed or injured in these attacks®.
Al Qa‘ida-related terrorism spread
elsewhere in the Gulf. In 2005 a suicide
attack took place against a British-run
theatre in Doha, Qatarse.

1.16 Following the fall of Saddam
Hussein in 2003, radical Islamist groups
emerged in and travelled to Iraq to take
part in what they regarded as a new
Jihad against coalition forces and the
Iragi Government. The group led by the
Jordanian Abu Musab al Zargawi (who
had also fought in Afghanistan) became
particularly influential, attracting many
foreign fighters from North Africa and
the Arabian Peninsula and conducting
an intensive campaign of suicide attacks
and kidnappings®'. Al Zargawi specifically
sought out and killed many Iraqgi Shia,
creating significant sectarian conflict38.
Though concerned at his targeting of
Muslims, Al Qa‘ida established links

to al Zargawi and in October 2004 his
organisation was retitled Al Qa‘ida in
Irag®®. Al Zargawi was killed in 20064°.

1.17 After 2003 Irag was used as

a base for terrorist attacks in other
countries. In November 2003, terrorists
connected to the Al Qa‘ida infrastructure
in Iraq attacked two synagogues in
Istanbul**. Days later they attacked the
British Consulate and the branch of a
British bank?*?. Over 50 people were killed,
including the British Consul-General.
Members of al Zargawi’s organisation
conducted attacks in Jordan, including
the bombings of three hotels in
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November 2005 which killed 60 people?3.
Most were Jordanian.

1.18 Other Al Qa‘ida affiliates
subsequently emerged in North Africa,
some from existing Al Qa‘ida cells and
others from mergers with like-minded
terrorist groups. Al Qa‘ida in the Maghreb
was created in 2006 from the Salafist
Group for Preaching and Combat (GSPC),
which had been formed in 1998 as a
splinter group from the GIA**. Elements
of the Libyan Islamic Fighting Group,
founded in 1995 by Afghan veterans,
merged with Al Qa‘ida in 20075,

1.19 Al Qa‘ida also established
connections to terrorist groups in South
East Asia. Among the most important

of these was Jemaah Islamiyah (JI) in
Indonesia, a violent extremist group
established in 199346, J| was responsible
for the 2002 Bali bombings which

killed 202 people, including 24 British
nationals*’. A further Bali attack in 2005
killed 208, JI never became an Al Qa‘ida
affiliate in the same way as some other
groups, but it continues to identify with
Al Qa‘ida‘s ideology.

1.20 From the early 1990s onwards
terrorist attacks were also conducted

in Russia and against Russian interests,
in connection with the war in Chechnya.
Al Qa‘ida frequently referred to Russia
as an enemy of the order of the US*°.
Terrorists took hostages in a Moscow
theatre in 2002 and at a school in
Beslan in Ossetia in 2004 and, also

in 2004, attacked the Moscow metro
and destroyed two airliners®®. Over 500
people died in these incidents. Veterans
of the Afghan war and others from
across the Islamic and non-Islamic
world travelled to fight in Chechnya.
Some had links to Al Qa‘ida. Many saw
the war in Chechnya as a successor to
the war in Afghanistan.

Hizballah and Iran

1.21 Hizballah was established in
Lebanon in 19825, From the outset it
received significant Iranian Government
financial and logistical support and was
intended to advance Iranian interests.
Its initial objective was to attack and

remove Israeli forces then occupying
south Lebanon and try to establish an
Islamic republic in Beirut. Though a Shia
organisation, it resembled some other
modern international terrorist groups
considered here, in having an explicitly
religious agenda and objective. In 1983,
it was implicated in suicide attacks
against the US Embassy and US and
French military headquarters, Killing over
300 people®?. Hizballah subsequently
developed into a large militia force,

a Shia political party (with a major
influence in Lebanese politics), and a
security and intelligence organisation®3.
It was extensively involved in hostage
taking in Lebanon, and implicated in an
aircraft hijacking and in regular attacks
on Israel and Israeli interests (eg the
Israeli Embassy in Argentina in 1992°%4).
It has also received support from the
Syrian Government.

1.22 lIranian support for terrorism
was not confined to Hizballah. Islamist
Palestinian organisations received
financial and logistical support to
conduct operations against Israeli
targets. After 2003, Iranian agencies
began to support Shia organisations in
Iragq, sometimes using Hizballah as an
intermediary. By 2006 weaponry used
by Hizballah in southern Lebanon

was being deployed in Afghanistan by
organisations linked to the Taliban.
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Section 2

Summary

By the early nineties some propagandists for
Egyptian and other organisations had settled in
London. Some British-based extremist organisations
began to support participation by people in this
country in terrorism overseas.

Al Qa‘ida recruited people from the UK and
established a network here. By late 2000, the UK
had itself become a target: the police and Security
Service disrupted an attempt to conduct an attack
in Birmingham city centre, well before the attacks
in the US on 11 September 2001, the subsequent
conflict in Afghanistan and the 2003 Iraq war.

Since 2001 the police and Security Service have
disrupted over a dozen attempted terrorist plots

in the UK. On 7 July 2005 four British terrorists
attacked the London transport system, murdering
52 people and injuring hundreds more. A second
planned attack two weeks later was unsuccessful.
Those involved in these operations and many of
the others were working with Al Qa‘ida.
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The impact on the UK

2.01 The impact of militant Islamism on
the UK was profound. In 1989 Ayatollah
Khomeni issued a fatwa calling for the
murder of Salman Rushdie®®. Later that
year a suspected member of Hizballah
was killed by his own explosive device
while preparing an attack on Salman
Rushdie in London®®. By the early 1990s
propagandists for terrorism in Algeria
and Egypt had settled in the UK. Some
provided fatwas purporting to legitimise
the activities of terrorist organisations.
The GIA published a magazine here. In
1994 a media information centre linked
to Al Qa‘ida was established in London.

2.02 Throughout this period, emerging
British violent Islamist organisations
publicly encouraged participation in
violent jihad overseas. Some of these
organisations sought to take over the
management of prominent mosques
(notably at Finsbury Park in London) which
they used as a base for radicalisation,
propaganda activities and fundraising®’.
British nationals and others living in the
UK were recruited by Al Qa‘ida when
they travelled to Afghanistan and later
to Pakistan. Other UK-based individuals
and organisations which supported
violent jihad in Chechnya, Bosnia, and
Kashmir made contact and began to
work with Al Qa‘ida. Overseas terrorist
organisations, sympathetic to Al Qa‘ida’s
aims and ideas, began to establish a
covert presence in this country.

2.03 In November 2000, the police and
Security Service disrupted an apparent
attack being planned in the UK by
individuals here sympathetic to Al Qa‘ida:
one had trained in Afghanistan. A month
later a British-Pakistani killed himself in
a suicide attack against Indian troops

in Kashmir and two UK-based Algerians
were implicated in an attempted Al
Qa'‘ida attack in Strasbourg®®. Two others
were arrested in September 2001 for
supporting an Al Qa‘ida-related operation

to attack US military targets in France
and Belgium.

2.04 Al Qa‘ida operations against the
UK and UK interests continued after UK
military intervention in Afghanistan in late
2001. In late 2001, a British national
was arrested after trying to destroy a

US aircraft over the mid-Atlantic using
explosives concealed in his shoes®®. An
associate withdrew from carrying out a
similar attack and was later arrested in
the UK®°. By 2002, Al Qa‘ida had begun
to plan a major set piece attack on
Heathrow airport: this was subsequently
abandoned®!. A British national was

also arrested in 2003, implicated in the
planning of Al Qa‘ida attacks in Europe®?.

2.05 Attack planning unrelated to

Al Qa‘ida also continued. In January
2003, police and Security Service

action disrupted attempts by an Algerian
terrorist cell in London (some of whom
had fought in Afghanistan) to make
contact poisons; during the arrest of

one suspect in Manchester, a police
officer was killed®3. In April that year,

a British national (with a background in
the extremist organisation, Al Muhajiroun)
Killed three people in a suicide attack in
Tel Aviv; an accomplice failed to complete
his attack and was subsequently found
dead nearby®*.

2.06 By 2003, Al Qa‘ida had extended
its connections into the UK. Facilitators
here supervised the recruitment of
British nationals and residents and then
arranged for them to travel to Pakistan
for paramilitary training. In March 2004
the police working with the security and
intelligence services disrupted a major
attack planned against potential targets
in and around London by British nationals
who had been through these training
facilities®®. Another attack, led by an
experienced Al Qa‘ida operative, was
disrupted in August 200455, Together
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these two plots showed the increasing
ambition of Al Qa‘ida’s focus on the

UK: in both cases, the conspirators
considered using radiological materials
to construct and detonate a ‘dirty bomb’
in London®”.

2.07 The attack on the London transport
network on 7 July 2005, in which 52
people were killed, and the unsuccessful
attacks two weeks later were again
conducted mainly by British citizens,
some of who had training in Pakistan®®,
They were working with Al Qa‘ida and
were the first suicide attacks in the UK.
Later in the year the police and Security
Service disrupted an attempt by a
London-based terrorist cell to buy large
quantities of weapons, including machine
guns and rocket propelled grenades®®.
The intended use of these weapons

has not been established.

2.08 By 2005 the internet was enabling
international terrorist networks to be
supported from the UK. In October 2005
police arrested a Moroccan born man at
his home in London from where he had
set up websites supporting Al Qa‘ida and
published violent extremist material to
incite and recruit suicide bombers in Iraq
and elsewhere. In July 2007 he pleaded
guilty to charges including inciting
terrorism on the internet (see also

‘The Internet and Prevent’, page 94).

2.09 Since the attacks in the summer
of 2005, and despite repeated arrests
and disruption by the police and the
security and intelligence agencies, Al
Qa‘ida has continued to attempt terrorist
operations in this country. Two people
were arrested, in Manchester in August
2006 and at Heathrow in September
2007, following an investigation into
alleged planning for an attack in the

UK or the US™. They were subsequently
convicted of various offences relating to
possession and collection of information
for terrorist purposes, membership of

Al Qa‘ida and, in one case, the offence
of directing terrorism™,

2.10 In September 2006, police arrested
a number of people involved in the
recruitment and grooming of young men
to commit murder. Some of the group

members had attended military-style
terrorist training camps in the Lake
District and the New Forest, where the
participants included those involved in
the unsuccessful attacks on 21 July
2005. Seven men were jailed in total

for more than 30 years following their
conviction for offences including soliciting
murder, providing training for terrorism
and attending terrorist training.

2.11 In early 2007, the police and
Security Service stopped a plot to
kidnap and Kill a British soldier in the
UK™. On 29 June 2007 two potentially
viable car bombs were discovered in
London after a failed attack and the
following day a burning car was driven
into the terminal building at Glasgow
Airport: in December 2008, a man was
convicted of conspiracy to murder and
sentenced to life imprisonment for these
attacks’. This individual had links to
Al Qa‘ida’s affiliate in Iraq.

2.12 On 22 May 2008, an attempt

was made to detonate an improvised
explosive device (IED) at a restaurant

in Exeter. The bomber suffered minor
injuries and fled the restaurant. In
October 2008, he pleaded guilty to one
count of attempted murder and one count
of preparation of a terrorist act and was
sentenced to life imprisonment.

2.13 Between 2001/02 and 2007/08,
almost 200 people were convicted of
terrorist-related offences™.

2.14 As of 31 March 2008, there were
over 120 people in prisons in England
and Wales remanded or sentenced under
the terrorism acts or for terrorism-related
offences. As well as those people who
have already been convicted of terrorist
offences, others (about one third of those
in prison in connection with terrorism-
related offences) have been arrested

and charged and are currently held on
remand awaiting trial. The complex nature
of terrorist trials means that they can
often take many months to complete.
Discussion of cases which have yet

to come to trial or of trials which are
proceeding through the courts remains
sub judice.
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Section 3

Summary

The threat to the UK (and to many other countries)
now comes primarily from four sources: the Al Qa‘ida
leadership and their immediate associates, located
mainly on the Pakistan/Afghanistan border; terrorist
groups affiliated to Al Qa‘ida in North Africa, the
Arabian Peninsula, Iraqg, and Yemen; ‘self-starting’
networks, or even lone individuals, motivated by

an ideology similar to that of Al Qa‘ida, but with no
connection to that organisation; and terrorist groups
that follow a broadly similar ideology as Al Qa‘ida but
which have their own identity and regional agenda.

All these groups respond to local challenges and
grievances. But Al Qa‘ida have sought to aggregate
them into a single global movement.

In recent years, and we anticipate for some years
to come, the major terrorist threat to the UK will
come from these four sources and this strategy

Is structured accordingly. But our strategy contains
programmes relevant for tackling terrorist threats
from any quarter.
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The current threat to the UK

3.01 The current threat to the UK

and its interests overseas from
international terrorism comes primarily
from four interrelated sources: the Al
Qa'‘ida leadership and their immediate
associates, located mainly on the
Pakistan/Afghanistan border; terrorist
groups affiliated to Al Qa‘ida in North
Africa, the Arabian Peninsula, Iraq,

and Yemen; ‘self-starting’ networks,

or even lone individuals, motivated by
the same ideology as Al Qa‘ida, but with
no connection to that organisation; and
terrorist groups that follow a broadly
similar ideology as Al Qa‘ida but which
have their own identity and regional
agenda. All these groups respond to
local challenges and grievances but

Al Qa‘ida have sought to aggregate
them into a single global movement.

Al Qa‘ida core

3.02 Despite experiencing repeated
setbacks since September 2001, there
remains a central or ‘core’ Al Qa‘ida
organisation, led by bin Laden and al
Zawahiri, and located primarily in the
FATA of Pakistan. This core organisation
has a formal leadership structure, with
posts responsible not only for terrorist
operations in neighbouring Afghanistan
but also overseas. It probably consists
of a few hundred people.

3.03 Al Qa‘ida core has a number of
operational priorities. Survival is one:
while the Al Qa‘ida senior leadership
continue to base their operations within
the FATA, Pakistani military action and
US missile strikes have degraded their
ability to operate freely and effectively
within that area. It will be hard for both
bin Laden and al Zawahiri, and other
senior Al Qa‘ida members, to move to
and sustain another safe haven. The Al
Qa‘ida core will continue to seek to work
with other terrorist and insurgency groups
to resist Pakistani military and security

forces, destabilise the Government

in Islamabad and play a part in the
insurgency in Afghanistan. It will also
maintain contact with affiliated groups
and aspire to conduct attacks against
other countries, notably the US and UK.

3.04 The Al Qa‘ida core group maintains
contact with cells operating in the UK,

in which British-Pakistanis constitute

the single largest ethnic group. These
cells look to the Al Qa‘ida leadership

for operational guidance and to provide
training for new recruits from this country.
Al Qa‘ida also has cells operating
elsewhere in Europe, but they are
probably less numerous and capable
than cells here.

3.05 Al Qa‘ida has been and is presently
unable to achieve its key objective — to
use terrorism to inspire a mass uprising
which would overturn Islamic governments
and force western states to change their
policies towards the Islamic world. But

it continues to have the capability to
conduct significant mass casualty attacks
against its key targets.

Al Qa‘ida ‘affiliates’

3.06 Al Qa‘ida inspires and advises
affiliated terrorist groups around

the world. These affiliates have no
single format and there are significant
differences in the degree of control that
the Al Qa‘ida core can exert over them.

3.07 The fate of the affiliates has

also varied. Al Qa‘ida in the Maghreb

(ie North Africa) appears to be growing
and absorbing smaller groups across the
region. An absence of popular support
together with law enforcement and military
action have significantly reduced the size
and strength of Al Qa‘ida in the Arabian
Peninsula (ie Saudi Arabia) and Al Qa‘ida
in Iraq, but they retain some operational
capability. Al Qa‘ida in Yemen has grown
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since its formation in 2006 and aspires
to conduct operations in Saudi Arabia.

3.08 Al Qa‘ida affiliates seek to
destabilise specific governments in

the Islamic world and attack western
states or organisations which they judge
are providing those states with support.
Most affiliates have aspired or tried to
attack UK interests overseas and some
have established contact with cells

in the UK. The purpose of those cells

is not always to attack targets in the
UK. Sometimes they aspire to support
attacks in third countries.

3.09 At present, no Al Qa‘ida affiliate
has the capability and support required
to overturn a government. But like the
core of Al Qa‘ida, they have the capability
to conduct mass casualty attacks. This
capability is extending from the countries
in which they are based to neighbouring
states and Europe.

Al Qa‘ida inspired threats

3.10 Over the past few years ‘self-
starting’ groups and networks have
emerged which pose a terrorist threat
and are motivated by Al Qa‘ida related
ideology, but have no connection to the
Al Qa‘ida organisation. The names of
these groups change often, and many do
not have a name at all. They often last
only for short periods of time, perhaps to
the point where a single law enforcement
operation arrests the key members.

3.11 Such groups are capable of
conducting lethal operations. The multiple
bombings on the Madrid train system
on 11 March 2004, which killed 191
people and wounded a further 1,755,
were conducted by Moroccan, Syrian,
and Algerian nationals™ who were
inspired by Al Qa‘ida and had links

to a Moroccan terrorist group with

Al Qa‘ida connections. But no direct

Al Qa‘ida link to the Madrid attacks
has been confirmed. The leadership
Killed themselves to avoid arrest and
the group appears not to have survived.

3.12 The film maker Theo Van Gogh was
killed in November 2004 after the release
of his film about violence against women
in Islamic societies. Mohammed Bouyeri,
27, was jailed for life on 26 July 2005,
for the murder after confessing to the
killing, claiming he acted out of religious
conviction™. Bouyeri was associated with
a larger Dutch organisation known as
the Hofstad group, which seems to have
planned a range of other terrorist attacks
in the Netherlands™.

3.13 Self-starting organisations have
conducted major attacks in many other
countries, notably Morocco and Egypt.

In the UK, groups and individuals
committed to violent extremism have
been inspired by Al Qa‘ida’s ideology,
but have no connection to it. This wider
movement includes individuals who have
little or no direct contact with any existing
terrorist groups, but who have set out to
undertake attacks largely on their own
(most recently in Exeter’®).

A network of networks:
other terrorist groups

3.14 The terrorist threat to the UK and
UK interests overseas does not come
only from Al Qa‘ida. A very wide range

of groups have also sought to attack

UK interests overseas. Some of them
predate Al Qa‘ida. Many are primarily
motivated by perceived and alleged
grievances with particular countries or
ethnic groups. Some of these groups
have developed links to Al Qa‘ida and
have come to share parts of its ideology.
On occasions, these groups may facilitate
an Al Qa‘ida operation.

3.15 The groups of most concern to

the UK and to UK interests have a very
wide geographical range: the Near East
(Palestine, Israel, Lebanon); Iraq; South
Asia (Afghanistan, Pakistan, India); North
Africa (the Maghreb, Libya and Egypt)
and the Horn of Africa; and South East
Asia (primarily Indonesia).
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3.16 Many of these groups have had

or still have a presence in the UK itself.
Some members of these groups (notably
those motivated by Kashmiri-related
issues) have been implicated in Al Qa‘ida-
related operations in the UK.

3.17 Hizballah is a Shia organisation that
has little or no contact with the Al Qa‘ida
movement. It receives significant funding
from Iran. The UK proscribed the military
wing as a terrorist organisation in July
2008 but is exploring certain contacts

at an official level with Hizballah’'s

political wing, including its MPs.
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Section 4

Summary

The current international terrorist threat is quite
different from the terrorist threats we faced in

the past. Contemporary terrorist groups claim a
religious justification for their actions and have a
wide-ranging religious and political agenda; they
are no longer concerned with a single issue. Many
seek mass civilian casualties and are prepared to
use unconventional techniques (including chemical
or radiological weapons); they conduct attacks
without warning; they actively seek to recruit new
members in the UK and elsewhere around the world.
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How the terrorist threat has changed

4.01 International terrorism in the UK and
against UK interests overseas during the
1970s and 1980s was usually associated
with the single issue of Palestine. Targets
attacked or threatened in the UK were
very often Israeli and/or Jewish. The
groups responsible were predominantly
secular and did not espouse Islamist
rhetoric or objectives. They claimed no
religious justification for their actions.
They did not aim to cause mass
casualties, which they judged would

not assist in achieving their political
goals. The use of chemical, biological,
radiological, or nuclear weapons was
neither considered nor a practical option.
Those responsible for attacks here very
often came into the country from outside
for that purpose and made little or no
attempt to appeal directly to or recruit
British nationals or people living here.

4.02 Many terrorist groups during

this period had relations with states
and the most lethal attack against UK
interests, on Pan Am 103, was itself
conducted by state organisations. But
state sponsorship sometimes acted as
a constraint as well as a facilitator. Most
groups saw little purpose in attempting
to overthrow governments across the
Islamic world and therefore did not
make the transition from terrorist to
insurgency organisations’.

4.03 International terrorist activity in and
against the UK since the early 1990s
has been very different. Reflecting earlier
international trends, it draws explicitly on
the language of religion and its objectives
are linked to a religious cause. Al Qa‘ida
is not a domestic terrorist group focused
on a single political issue or geographical
area, but an international network with
an international agenda. It aspires to be
a vanguard, provoking a violent uprising
in the Islamic world which will overthrow
existing political structures and establish
a new world order®®. Al Qa‘ida and other
networks associated with it regard the
UK itself as a key target and have sought
to conduct operations here which would
cause mass casualties. Al Qa‘ida has
popularised and given spurious legitimacy
to suicide bombing and aspires to use
chemical, biological, radiological and
nuclear weapons.

4.04 Al Qa‘ida and its associated
networks also aim to recruit people

in and from this country. They have

a detailed public narrative that claims
to justify the Killing of civilians and the
means to disseminate that narrative
quickly and widely into homes in this
country. They have consciously sought
to use vulnerable institutions and
public places to provide a platform for
their propaganda. They have had some
support, both explicit and implicit, from
some domestic extremist organisations.
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4.05 At various moments Al Qa‘ida and
its associates have made the transition
from terrorism to insurgency, notably in
Iraq and Afghanistan. As insurgencies
they have posed a different and a wider
threat to the UK and its interests than
their forebears.

4.06 Contemporary international terrorist
groups pose new challenges to this
country and its interests. To date, their
modus operandi has not been directly
comparable to that of Irish-related
terrorists or to international organisations
which have threatened this country
before. Their distinctive features have
had a major impact on all our counter-
terrorism work, including our legislation,
the tactics and methods of our law
enforcement and security and intelligence
agencies, on our work with communities,
and on our international partnerships3:.
They have also had a major impact on our
military priorities. These are all described
in more detail below.
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The Joint Terrorism Analysis Centre (JTAC)
is responsible for assessing the terrorist
threat to this country and UK interests
overseas. JTAC was established in 2003
to bring together expertise in terrorism
from across Government in a multi-
agency organisation. The threat level is
set against a five-point scale:

e Low - an attack is unlikely

e Moderate — an attack is possible,
but not likely

e Substantial — an attack is a strong
possibility

e Severe — an attack is highly likely

e Critical — an attack is expected
imminently

Ministers play no part in the decision-
making process. The threat level has
been publicly available since August
2006, including on the Security Service
(MI5) website.

The current threat level from international
terrorism is severe, meaning that an
attack is ‘highly likely’. This has been the
threat level since 2006, except for two
periods — in August 2006 and in June
2007 — when it was raised to critical

in response to specific terrorist activity.

www.cabinetoffice.gov.uk/security_and_
intelligence/community/threat_levels.aspx

www.mi5.gov.uk/output/news-threat-level-
updates.htmi
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Strategic factors

Summary

While particular events or individuals are often
credited with a major role in the emergence of
contemporary international terrorist networks, we
believe it is more useful in developing our strategy
to focus on the effect and impact of four deeper
and longer term strategic factors:

e unresolved regional disputes and conflicts
(particularly Palestine, Afghanistan, Bosnia,
Chechnya, Lebanon, Kashmir and lraq) and
state failure and fragility

¢ the violent extremist ideology associated with
Al Qa‘ida, which regards most governments in
Muslim countries as ‘un-Islamic’ or apostate;
claims that these governments are sustained by
western states who are engaged in a global attack
on Islam; and considers violent action (described
as Jihad) to be a religious duty incumbent upon
all Muslims

e modern technologies, which facilitate terrorist
propaganda, communications and terrorist
operations, and

¢ radicalisation — the process by which people
come to support violent extremism and, in some
cases, join terrorist groups. Radicalisation has
a range of causes (including perceptions of our
foreign policy), varying from one country and one
organisation to another.
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Strategic factors

5.01 Four factors have led to the
emergence of the contemporary
international terrorist networks that

pose a threat to the UK and its interests
overseas: conflict and instability, ideology,
technology, and radicalisation. Each has
had important effects and these effects
have then reinforced one another. None
of these factors on their own would create
the threat we face. It is a combination of
them all which has a significant impact.

Conflict and instability

5.02 Terrorism has usually been

related to unresolved regional disputes
and conflicts. The current wave of
international terrorism is specifically
connected to disputes and conflicts which
involve Muslims and the Islamic world.

5.03 Palestine, Afghanistan, Bosnia,
Chechnya, Lebanon, Kashmir, and Iraq
have become focal points for terrorism
over the past 20 years. In each of these
areas terrorist groups have emerged
and grown, as disputes have remained
unresolved, conflict has persisted, and
people have suffered. By participating
in these conflicts, terrorist organisations
have acquired operational expertise

and experience; developed quickly the
technology of terrorism (notably IEDs)®;
and attracted local and international
support, often by claiming to provide the
only solution to long-standing grievances.

5.04 Terrorist groups can also thrive
in fragile and failed states. States
become fragile and fail for a range of
reasons of which conflict is itself one
(of the top 20 failed states in a 2008
Failed States Index, almost all are
currently experiencing violent conflict
or political violence®?). But state
fragility and failure have wider causes,
including economic collapse, poor
governance, the abuse of human rights,
the ready availability of weapons and

breakdown of law and order, and rapid
population increases.

5.05 Fragile and failed states are unable
to meet the needs of their population
and lack the capacity to effectively
tackle violent extremism. They can
provide uncontrolled spaces in which the
infrastructure of terrorism may flourish,
where terrorist organisations not only

run training facilities but also provide
material support and protection to the
local population which would normally be
provided by the state itself. Al Qa‘ida grew
under the Taliban regime in Afghanistan
and now depends on a safe haven in

the FATA of Pakistan. Al Qa‘ida affiliates
exploit ungoverned areas in Yemen, the
Sahel, and Somalia.

5.06 Failed states can also facilitate

the transition of terrorist groups into
larger and more ambitious insurgent
organisations that challenge the authority
of the government itself. The poorer the
country, the higher the percentage of
terrorist groups that reach the insurgency
stage®*. And when terrorist groups
become insurgency organisations they
become much harder to defeat. Since
1945, successful counter-insurgency
campaigns have lasted for an average

of 14 years®,

5.07 Conflict and state fragility or failure
cause significant internal population
displacement and migration. In the 1970s
and 1980s some political refugees and
others, escaping from authoritarian

and repressive governments in the
Islamic world, arrived in Europe and
established European factions of Islamist
parties®. Since the late 1980s small
numbers of people who had supported

or been actively involved in terrorism in
the Islamic world also fled to Europe,
creating an international network of
like-minded activists, providing what had
been domestic terrorist groups with an
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international network. The movement
of violent extremists from North Africa
in the late 1980s and early 1990s, in
part because of the Algerian civil war,
led directly to the development of
networks in France and then the UK.
A small percentage of refugees from
other countries (notably Somalia and
Kurdistan) have also had a significant
impact on the security of a number of
European states, including the UK.

Ideology

5.08 Violent extremist ideology,
associated with Al Qa‘ida, is the second
factor which has generated the current
phase of international terrorism.

5.09 This ideology considers most
Islamic governments to be ‘un-Islamic’

or apostate. It challenges the legitimacy
of Israel and claims that western states
sustain ‘un-Islamic’ governments and are
engaged in a global attack on Islam. It
therefore tries to turn grievances about
specific regional issues into grievances
about the West. Citing historical precedent
and religious doctrine, the ideology
states that militant jihad against the
so-called oppressors (be they Muslim

or western governments) is a religious
duty incumbent upon all Muslims and
that those who follow the call will be
rewarded in the afterlife. The ideology
calls for the overthrow (by militant jihad)
of Islamic governments and the imposition
of shari‘a under a new pan-Islamic
Caliphate. It urges attacks on western
states and civilians and seeks the
removal of any western presence from
the Islamic world®’.

5.10 Al Qa‘ida’s ideology advocates not
only martyrdom in the cause of violent
Jihad but also suicide terrorist attacks.
Al Qa‘ida has not always supported
suicide attacks (they date from 1998
but became a key theme with 9/11) and
other organisations (including the Tamil
Tigers, Hizballah and Palestinian groups)
have done so for longer. But Al Qa‘ida’s
support for suicide operations has
made them far more common than was
previously the case and some countries
(notably Afghanistan) which had rarely
suffered from suicide attacks now face

them regularly. Between 1981 and 1997
some 50 suicide attacks around the
world caused an estimated 850 fatalities;
in 2005 alone some 330 attacks caused
the death of over 3,000 people®s.

“...any of the hypocrites in Iraq, or Arab
rulers who have helped America in
their murder of Muslims in Iraq, anyone
who approved of their actions and
followed them into this Crusader war by
fighting with them or providing bases

or administrative support...should be
aware that they are apostates who are
outside the community of Islam; it is
therefore permitted to take their money
and their blood.”

Usama bin Laden, Interview,
Al-Jazeera TV, 11 February 2003
David Aaron, In Their Own Words:
Voices of Jihad (Santa Monica: RAND
Corporation, 2008), p.80

available at www.rand.org/pubs/
monographs/2008/RAND_MG602.pdf

5.11 The ideology associated with

Al Qa‘ida makes terrorism seem a test
of faith. It cynically exploits and abuses
the strong Muslim commitment to the
wellbeing of other Muslims and alludes to
a wide range of political ‘touch points’ of
great historical significance in the Islamic
world. Al Qa‘ida often appears to offer
both an explanation and a solution to
grievances which Islamic states accept,
but seemingly cannot resolve.

5.12 The ideology is not all new. It draws
selectively on many sources, including
Islamist theory from India and Egypt

and the ideology of earlier Egyptian
terrorist organisations. But Al Qa‘ida has
also issued its own fatwas, legitimising
terrorism and validating its own ideology,
and inspired others to issue fatwas on its
behalf; fatwas legitimising suicide attacks
by other terrorist organisations have also
had a major impact®°.

Technology

5.13 Rapid technical change has had
two key effects on terrorism, relating to
communications and tactics.

The United Kingdom’s Strategy for Countering International Terrorism

Page 40



Part 1
Section b

5.14 The communications revolution
has made easier the spread of violent
extremist ideology and propaganda. The
number of websites related to terrorist
groups or supporting violent extremism
has increased from as few as 12 in
1998 to over 4,000, Al Qa‘ida has

its own media organisation, Al-Sahab,
which produced just six audio and video
messages in 2002 but nearly 100

in 2007°,

5.15 Contemporary terrorist organisations
design, conduct and record their
operations with a view to publicity. On
violent extremist websites films of terrorist
attacks are routinely combined with other
pictures from conflict areas which record
the suffering of Muslim communities.

Al Qa‘ida’s ideology forces local events
into a global narrative; technology
constructs and illustrates that narrative
and conveys it to a global audience.

5.16 The communications revolution
also facilitates a two-way dialogue
between organisations and their actual
or prospective members. That dialogue
enables fundraising, recruitment and
some training and operational planning:
to a limited extent the internet has
superseded the terrorist training camp.

5.17 Technology has also enabled new
tactics. Often facilitated by web-based
communications, terrorists have learned
how to harness and share emerging
technology, making it easier to plan
operations which can have a more lethal
effect. Terrorists aspire to develop and
use chemical, biological, and radiological
weapons and look to the internet to
assist them.

“...the strongest weapon which the
mujahideen enjoy — after the help and
granting of success by God — is popular
support from the Muslim masses in
Irag and the surrounding countries...

in the absence of this popular support,
the Islamic mujahid movement would
be crushed.”

Letter from Ayman Zawahiri to Abu
Musab al Zargawi, 9 July 2005
available at www.dni.gov/press_releases/
letter_in_english.pdf

Radicalisation

5.18 Radicalisation in the context of
this strategy is the process by which
people come to support terrorism and
violent extremism and, in some cases,
then to participate in terrorist groups.
Radicalisation is the fourth key driver of
contemporary international terrorism and
in one sense the most important: none
of the other strategic factors identified
here would enable terrorism unless
people were also prepared to support
it. Radicalisation is partly the result of
conflict, ideology and technology, but
has additional causes; some of these
are described below.

Causes

5.19 There is no single cause of
radicalisation. The motivation of those who
support violent extremism and terrorism
often varies from one country and one
terrorist organisation to another. Within
terrorist networks the motivation as well
as the background of those in leadership
positions differs from those who are not.

5.20 But conflict and the failure of states
create grievances which can play a key
role in the radicalisation process. Many
Muslims as well as hon-Muslims believe
that the West (notably the US and the
UK) has either caused conflict, failure
and suffering in the Islamic world or
done too little to resolve them. Military
intervention in Iraq and Afghanistan
(and consequent civilian casualties),
perceived western inaction in Palestine
and alleged support for authoritarian
Islamic governments have all created
controversy and anger. The treatment

of detainees in Guantanamo Bay (and
previously in Abu Ghraib) is widely

felt to demonstrate an unacceptable
inconsistency in the commitment of the
West to human rights and the rule of
law. In recent polling across four Islamic
states a significant majority judged that
it was the aim of the US to ‘weaken and
divide the Islamic world’; a significant
minority thought the purpose of the ‘war
on terror’ was to achieve US political and
military domination ‘to control Middle
East resources’®?.
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5.21 Many people in the Muslim world
also believe that these policies betray

a more fundamental failure in western
states to respect or understand Islam
itself. Further evidence of that view is
often found in western media and
culture®, regarded as hostile towards
and uninformed about Islam and Muslims:
the reactions to a recent Dutch film about
aspects of Islam and to the 2005 Danish
cartoons both indicate the significance

of this issue.

5.22 Failing and fragile states can cause
additional grievances, deriving from
experiences of insecurity, the abuse

of basic rights, unfulfilled economic
expectations and the failure of the
political process.

5.23 Grievances do not always or often
lead to radicalisation and to violent
extremism. But they can make people
more open to the ideology associated
with Al Qa‘ida, support for which may
then lead to acts of terrorism. It
appears to be the intensity of political
and economic grievances that often
motivates and characterises members
of terrorist networks®*; people who
believe that the aim of western foreign
policies is to weaken and divide the
Islamic world are more likely to approve
of terrorist attacks against civilians®®. In
some fragile and failing states or areas
and for some terrorist organisations,
the experience of poverty and exclusion
can create specific grievances which
may then lead to radicalisation. In the
FATA, recent research suggests that
poverty and illiteracy as well as the
conflict in Afghanistan are key factors
leading to religious extremism?®®. Terrorist
organisations in the developing world
(notably North Africa) have specifically
and successfully sought members from
among the urban poor®’. Others have
attracted support by providing services
which in the developed world would be
expected of the state.

5.24 In many countries, including the
UK, people are not only vulnerable to
radicalisation because of political and
economic grievances. A range of social
and psychological factors are also

important. Radicalisation seems to be
related directly to a crisis in identity
and, specifically, to a feeling of not
being accepted or not belonging®®. This
is itself the result of a range of factors,
which may include the experience of
discrimination and inequalities, racism,
recent migration and more generally

a lack of affinity with and disconnect
from family, community and state. One
extremist organisation in the UK has
explicitly said that discrimination and
racism create conflicts of identity which
make recruitment possible; those drawn
to this organisation believe that lack of
social mobility has stopped them realising
their full potential®®. In this country, and
Europe more widely, there also seems
to be a link between criminality and
radicalisation (the former occurring
before as well as after the latter)'°°.

5.25 There is a further factor which
seems to be common to the radicalisation
process in many countries and across
many organisations. Radicalisation

is usually a social process, involving
extensive interaction with an influential
and a supportive peer group, often
including a charismatic role model and
ideologue. In some cases this group

is part of a wider terrorist organisation.

In other cases it is ‘self-starting’, perhaps
initially motivated by adventurism and

the lure of conspiracy as much as a
clearly defined ideological commitment
to violence. In many cases membership
of and recruitment into this peer

group precedes and then facilitates
radicalisation itself. In this country,

these supporting groups have been able
to provide young people in particular with
help and advice which may not have been
available through traditional religious
institutions and organisations®?.

5.26 It follows from this very brief review
that although many contemporary terrorist
organisations have titles which draw on
religious concepts and purport to have
explicitly religious objectives people do
not join them only or often mainly for
simply religious reasons. Indeed many
terrorists who associate with Al Qa‘ida
have little or no religious understanding
or knowledge.
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5.27 Factors leading to radicalisation in
this country and overseas are considered
further in the Part Two of this strategy
(see Section Nine, page 82 onwards)
which also outlines the Government’s
intended response to this problem.

Extent and effects of radicalisation

5.28 Polling and research across the
Islamic world suggests that support for
Al Qa‘ida, bin Laden, and suicide
bombing have all declined in the last

few years. But in Pakistan and Indonesia
over a third of respondents in 2008 still
expressed confidence in bin Laden!®?, In
late 2006/early 2007 an average of 15%
of respondents across four representative
Muslim countries supported Al Qa‘ida’s
attack on Americans — though fewer
supported attacks on civilians©3,
According to one of the largest polls
conducted in the Islamic world some

7% of respondents thought the 9/11
attacks were ‘completely justified’*%4.

5.29 Polling indicates that much
greater numbers support political goals
associated with Al Qa‘ida (74% favouring
US military withdrawal from Islamic
countries, 71% the introduction of
shari‘a, and 65% a new Caliphate'©®).

5.30 Radicalisation has three
important effects:

e Only a small proportion of those
who express support for Al Qa‘ida
or Al Qa‘ida’s attacks will be prepared
to participate in terrorism. But it is
from among those who do hold these
views that terrorist groups are able
to recruit and survive. Radicalisation
is thus vital to the success of the
terrorist enterprise.

e Support for terrorists or their wider
political agenda can also act as a
constraint on some governments in
the Islamic world who may attract
significant domestic criticism and
even cause domestic unrest if they
take law enforcement action against
terrorist groups or publicly challenge
aspects of terrorist ideology.

And radicalisation can compromise
the integrity of parts of the law
enforcement and security apparatus,
sometimes leading to complicity
between terrorists and those tasked
to disrupt them.
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Summary

Some of the factors that currently sustain

international terrorism are likely to persist:

¢ many of the conflicts and disputes exploited by contemporary terrorist
organisations show no signs of early resolution

e failing states (or areas with failing governance) are likely to remain a factor
for the foreseeable future

e evolving technology will continue to enable terrorism and in some ways
make it easier

e some people in the Islamic world are likely to continue to support the political
agenda associated with Al Qa‘ida — although fewer will support Al Qa‘ida’s
operational activities.

Other trends are likely to constrain the ability of
terrorist organisations to threaten the UK and its
interests overseas:

e they will continue to lose their more experienced members (including the
leadership of Al Qa‘ida) to multinational law enforcement, intelligence,
and military operations

e they are vulnerable to the reform and regeneration of failing states, which may
deprive them of the bases on which they depend

e they are short of money and funding

e their ideology, based upon a selective interpretation of Islam, contemporary
politics and history, is rejected by many Muslims across the Islamic world

e and they have failed. Al Qa‘ida and their affiliates have not succeeded in creating
mass movements to overthrow some governments and change the policies
of others. Their indiscriminate killing of Muslims has eroded their support and
their credibility.
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Against this background our planning assumptions
set out the likely direction of the terrorist threat over
the next three years:

Under pressure from the international community, the Al Qa‘ida organisation is
likely to fragment and may not survive in its current form. Networks and groups
associated with Al Qa‘ida will have more autonomy. They will continue to operate
in fragile and failing states.

Smaller terrorist organisations will have access to new technology and may become
capable of conducting more lethal operations.

The ideology associated witth Al Qa‘ida will outlive changes to its structure.

As the structure of Al Qa‘ida changes, the terrorist threat in and to the UK may
diversify towards smaller ‘self-starting’ organisations. Continued law enforcement,
security and intelligence work will be needed to contain the threat we face.

But the ideology which sustains terrorism will be subject to greater challenge
in and by communities in this country, notably but not only by British Muslims,
making it harder for terrorists to operate here and to recruit people to their cause.
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The future

6.01 Historically, most terrorist groups
have failed to achieve their objectives.
The most resilient terrorist groups have
a large number of members, follow an
ideology which draws upon religion,
and maintain alliances with other
terrorist organisations°®.

6.02 Al Qa‘ida, its affiliates, and
associates have all these features. There
is a risk that significant strategic factors
could continue to work in their favour.

e Conflicts and disputes exploited by
contemporary terrorist organisations
show no signs of early resolution.
Climate change, demographic and
resource pressures, ethnic conflict, and
economic crises will tend to increase
the risk of state failure. Of 27 countries
recently identified as being at risk of
conflict and state failure (against a set
of 14 indicators)'°” half have already
experienced terrorist threat or attacks.
Some fragile states are already strong
points for Al Qa‘ida and other groups.

e Regional conflicts and state failure
will continue to influence opinion
among diaspora communities living
in the developed world. In certain
circumstances this will increase the
vulnerability of some members of
these communities to radicalisation.

e Al Qa‘ida will continue to be able to
set its own theological agenda.
Western support for and at times
military intervention in failing states
will continue to be used as evidence
in support of Al Qa‘ida’s ideology.

e Technology will continue to enable
terrorism. Terrorists will have more
scope to communicate with each
other, sometimes with less chance
of detection. Online communications
may enable extremist messaging
to reach vulnerable individuals
faster than conventional media.
Technology can provide terrorists

with improved surveillance and
remote reconnaissance capability.
And technology may provide more
lethal weapons. Some may be created
from tools and techniques found

on or through the internet. Others
may be obtained via state sponsors
or by witting or unwitting release of
information from state programmes.

e Grievances and other factors will
continue to make people in the Islamic
world vulnerable to the ideology
associated with Al Qa‘ida. Smaller
numbers may be prepared to support
attacks on civilians.

e Qutside the Islamic world a very
small proportion of Muslims will also
be prepared to endorse Al Qa‘ida’s
operational agenda. Polling suggests
that there remains some support for
Al Qa‘ida and for terrorism among
Muslims living in the UK and elsewhere
in Europe!©s.

e A limited number of state sponsors
will have the capability to significantly
increase the scale of the
terrorist threat.

6.03 The very top leadership of

Al Qa‘ida (bin Laden and al Zawahiri)
may be captured or killed. This would
cause significant disruption to the
organisation in the short term and lead
to changes in its structure and command
and control. It will not necessarily make
the broader Al Qa‘ida movement less
lethal. Some influential members of

Al Qa‘ida have long favoured a more
decentralised operating model and
regarded the hierarchical centralised
organisation developed under bin Laden
and al Zawahiri as a strategic mistake!®®.

6.04 But Al Qa‘ida and its associated
groups remain vulnerable:

¢ They are likely to continue to lose their
more experienced members to law
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enforcement, intelligence, and military
operations. The experience of the
movement will be seriously depleted.

e They rely upon the conditions created

by failed and fragile states. More
effective governance in the FATA alone
would be disruptive: other fragile
states do not offer the same proximity
to Afghanistan or comparable security.

e They need money. The motivation

and loyalty of core members of Al
Qa‘ida are influenced by its ability
to pay salaries and support families
(including the families of those

who have been Killed). Disruption
of fundraising can cause Al Qa‘ida
serious difficulties.

Al Qa‘ida’s ideology is rejected by
many Muslims worldwide and by

the vast majority of Muslims in the
UK. It is based upon a selective
interpretation of Islam: Al Qa‘ida
and its associates are vulnerable to
effective theological challenge. This
has been demonstrated very clearly
by the recent refutation of Al Qa‘ida
ideology by Sayyid Imam Al Sharif,
also known as Dr Fadl, once a close
associate of al Zawahiri, member of
Egyptian Islamic Jihad and important
ideologue for Islamist mujahideen.
Fadl has not only systematically
identified the flaws in Al Qa‘ida
thinking but also exposed the harms
it has caused to Muslims around
the world**°.

Al Qa‘ida has failed to meet its
ultimate objectives: its indiscriminate
violence, often directed against
Muslims, can easily lose the popular
support on which it depends. Parts of
the wider radical Islamist movement
(in Egypt and in Libya) have already
stopped operating and sought peace.
Others (notably in Iraq and Saudi
Arabia) have lost popular support
and have ceased to be effective.

For Al Qa‘ida, communications
technology is both a strength and
a weakness. It can as quickly
communicate Al Qa‘ida’s failures,
errors and shortcomings as it can
convey its alleged success.

The next three years: planning
assumptions

6.05 Against this background, our
three-year strategy is based on the
following planning assumptions:

e Assuming continued international
pressure, the Al Qa‘ida ‘core’
organisation is likely to fragment and
may not survive in its current form. The
core group will not be able to achieve
its strategic goal (popular unrest and
uprising leading to the overthrow of
governments and the establishment
of a Caliphate), but it will still have
the capability to conduct significant
terrorist attacks.

e The stability, security and prosperity of
the FATA of Pakistan will remain critical
in determining the future of Al Qa‘ida,
of Pakistan itself and of the insurgency
in Afghanistan.

e Al Qa‘ida affiliates will develop more
autonomy. Associated networks and
‘self-starting’ groups will become
more prominent and develop
significant capabilities. They will
continue to gravitate towards and to
challenge fragile and failing states
(notably Afghanistan, Iraq, Yemen,
and Somalia). They will also have
the capability to conduct significant
terrorist attacks, including against
western states.

e [t will continue to be difficult and
at times impossible to conduct
conventional law enforcement
counter-terrorist operations in
and with fragile and failing states.

e Terrorist organisations will have access
to more lethal technology. Scientific
training and expertise will have even
greater significance for terrorist
organisations because technology
will be able to compensate for the
vulnerabilities they will have. Terrorists
will continue to aspire to develop
or steal and then to use chemical,
biological, radiological and
nuclear weapons.
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e Terrorism which threatens the UK and
its interests overseas will continue
to depend less on state sponsorship
than on state failure. But resurgent
state sponsorship could significantly
increase the threat we face.

e The ideology associated with
Al Qa‘ida will outlive any changes
to its structure. It will continue to
attract support. A small but
significant number of people
will remain committed to violent
extremism. The terrorist narrative
will continue to exploit political
events and individual grievances.

e Qur ability to reach and persuade
those who already support violent
extremism will be limited. But the
ability of the international community
to reach and persuade those who
hold grievances or are vulnerable to
other causes of radicalisation will be
much greater. The extent to which we
can collectively do so will significantly
determine the future shape of the
terrorist threat.

e As the core group of Al Qa‘ida
fragments so the threat in the UK
itself may diversify. ‘Self-starting’
organisations, old Al Qa‘ida affiliates
and other terrorist groups may all
become more important. Continued
law enforcement, security and
intelligence work will be needed to
control the changing threats we
may face.

e But the ideology behind violent
extremism will be subject to greater
challenge in and by communities in
this country. This will have an impact
on the support which terrorism can
command and the way in which
terrorists will operate.

6.06 A coherent counter-terrorism
strategy, addressing both the immediate
threat and the factors which drive it, can
make Al Qa‘ida and like-minded groups
ineffective in the UK and against UK
interests overseas. But the challenges
will continue to be considerable.
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