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For any access to an individual record, eg due to change in circumstance or response to a query, the record
holder would provide their unique code (but no other personal data) and this would also serve to imply the
consent of the record holder. To further reduce system size, vunerability and improve eYciency, thought
could be given to splitting a database into several small systems based on criteria like “Place of Birth” or
“Age band”.

All systems should have a “time out” facility built in to prevent unattended data remaining visible on
screen.

All systems should have a detailed Access Log recording every access, time, date, user and reason for
access.

A record should be made available at any time to the individual record holder of all accesses to their record
and of any requests for information from third parties.

A Code of Practice should be drafted to clearly state the responsibilities of systems users and the penalties
which will be applied for Misuse of Personal Data stored within a system. There should be a clear and simple
procedure for individuals to view and correct their records and to make a complaint if they feel their data
has been misused.

An “Opt Out” should be available to everyone for every new system, with the aim that through “best
practice” over time when a system is shown to work people may decide to “opt in”. This provides a level of
individual control and will perhaps encourage people to view new systems with less suspicion. For example,
in “private business” individuals have a choice of whether or not to apply for a loan, have a store card or
loyalty card etc.

Access by Public Agencies to Private Databases

In what circumstances would this be necessary? If an individual was suspected of involvement in fraud or
other criminal activity, the public agency or police should already have some evidence on which to base their
suspicions and if the individual under suspicion did not give consent to further investigations then an
application for a Warrant from a Court of Law should remain the appropriate procedure. It does not seem
appropriate to suggest government agencies should “fish” databases looking for inconsistencies or
suspicious activity without good cause.

Aside from criminal activity, what other purposes could exist here? Would, for example, the NHS monitor
individual’s shopping with a view to banning them from buying junk food or cigarettes? Any purposes for
this type of access should be clearly defined and debated. Where such a request for person-identifiable
information is made perhaps permission should be sought from the individual, or at the very least the
individual should be informed of the action and its purpose.

The obvious danger of this “partnership” is that it would work in two directions. For example, would a
mortgage lender or a pension provider be able to access an individual’s health record? Would a Curriculum
Vita automatically be created on-line from various databases for a potential employer to download?

The likely result of this type of “partnership” is that people will stop using “systems” as far as possible
eg: people will reject reward cards, store and credit cards, and will return to using cash.

Data–Sharing Between Government Departments and Agencies

The current system prevents the sharing of data between agencies and this privacy is protected by
legislation. Merging or splitting government agencies and departments should not be used as a way to
circumvent this system. As now, a Warrant can be applied for where reasonable evidence exists to suggest
an illegal activity has taken place.

Better and quicker communications between departments/agencies should be built-in where it is necessary
to confirm or clarify—for example—that a person’s contributions are suYcient for a claim for a state benefit.
This is not “data sharing”—this is a simpler “Yes or No” response to a query.

Existing Safeguards for Data Use and Whether They are Strong Enough

The current legislation that protects privacy and prevents data-sharing is fairly robust, and should be
further strengthened in light of the new, current and future systems under discussion. There is a need to be
open and to state exactly what data is required and for what purpose it will be used. Any links from one
database to another need to be stated and explained. Data should not be used for any other purpose without
individual consent.

The Monitoring of Abuses

No one individual or team should be given control of or access to a complete individual record. Personal
data could be managed within the system eg: to send out a letter but should not be readily available to any
system users. All access should be closely controlled and monitored, eg: only the data essential to a particular
task should appear on the screen. A full electronic log should automatically track and record each access.
An extremely robust system of penalties for unauthorised access, misuse of data, divulging information to
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a third party etc must be clearly set out and made available to system users and to members of the public.
Investigations into misuse and the issuing of penalties must be adhered to. This is a “new” crime which
should be treated very seriously. It is currently diYcult to prove a breach of confidentiality has taken place
and this process needs to be simplified and all steps taken to ensure transgressions are investigated and acted
upon where necessary.

Potential Abuse of Private Databases by Criminals

The abuse of any database system—public and private—cannot be underestimated. It may prove
impossible to protect any system from hackers or from data theft or misuse. Even “chip and pin” is not
foolproof. Iris scans, DNA and fingerprints are not feasible for a routine administrative system, and will
perhaps not prove to be accurate or cost-eVective. The larger the system the greater the risk, and therefore
it is essential to consider system design. If someone decides to “acquire” an individual’s tax records, for
example, these will be of no real use if the personal identifying information is held elsewhere on a separate
system. The task of acquiring the two separate parts of the record becomes much harder. The splitting of
the record into further parts will again make the “acquisition” harder.

The onus on system security must lie with the system owner, and this could lead to the system owner
becoming financially liable to compensate for distress or other eVects of data abuse.

The Case for Producing Privacy Impact Assessments

Advertise in the national press for case studies from people whose lives have been aVected either by the
information stored about them or by the way in which that information has been used. A large number of
“ordinary, decent” people have already been adversely aVected by this and use of real case studies should
be viewed as an essential part of system design, to minimise or remove “unfairness”. A current example is
the many people who have worked hard and lived decent lives for years but who now find their employment
activities are curtailed because of CRB disclosure of “spent” crimes.

Privacy-enhancing Technologies

The issue of privacy does not lie within “technology”. It rests with system design, safeguards, system users,
and clearly defined guidelines of acceptable use with penalties for any other use. The danger of technology
is the speed and ease with which information can be found. A person may have been reluctant to break into
a locked store room to look through thousands of paper-based files for personal information, but can now
use a PC to access the same information in seconds. The temptation to a low-pay administrator to acquire
and sell-on this information must be great therefore the solution is to limit the information an individual
administrator can access.

In what way will our privacy be enhanced or protected if we are required to give our full name, date of
birth, address etc to estate agents, banks and building societies, shops, solicitors, doctors, hospitals,
government agencies, schools, colleges, insurers, pension providers, current and future employees etc.
Currently many of these bodies take and keep a photocopy of a Passport or a Driving Licence, making it
much easier today to collect suYcient personal information to use in a criminal way than was previously
possible. An ID Card containing all our personal data seems something of a gift to someone with criminal
intent. Club membership cards and soon bank cards will be totally blank cards which can only be activated
by authorised terminals and will then only divulge relevant information about the holder. Even this is
unlikely to be “fool proof” for long.
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APPENDIX 33

Memorandum submitted by Transport for London

1. Introduction

1.1 As a major organisation and heavy user of over 10,000 CCTV cameras spread across its rail network,
stations and roads in London and the fleet of 8,000 buses all equipped with CCTV cameras, Transport for
London (TfL) welcomes the opportunity to submit written evidence to this inquiry.

1.2 TfL has a lawful obligation to provide a safe and eYcient transport system in London and as such
uses and maintains a number of data sources relating to the transport system to meet this obligation. TfL
actively works with its stakeholders, passenger groups and the Information Commissioner to ensure that it
holds, processes and discloses information in a transparent, proportionate, fair and lawful manner.
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2. Use of CCTV

2.1 CCTV systems in particular are used successfully by TfL for both transport system management and
delivering a safe and secure environment for those who travel on London’s transport system. In addition to
its own rail and bus networks, TfL has helped fund CCTV cameras on some National Rail stations and
trains serving London as well as paying the Metropolitan Police £60 million and British Transport Police
£50 million for resources to provide a safe transport network. For example, we use on-bus CCTV to deal
with crime and anti-social behaviour on buses and have worked in partnership with the Metropolitan Police
to deal with individuals perpetrating crime on the bus network. This has led to over 1,000 convictions of
individuals on the bus network and helped to deliver a more safe and secure environment for our passengers
and staV.

2.2 In addition, the CCTV coverage of TfL’s network proved invaluable to the police and Security
Services in the aftermath of the incidents of 7 and 21 July 2005. It provided valuable intelligence to the
Security Services and gave vital assistance in the investigation and prosecution of individuals involved in
the incidents. The CCTV coverage of the network remains an essential component of protecting the system
from terrorism and providing essential intelligence to the Police and security services to support this.

3. Working with Other Agencies

3.1 TfL also works with the police services in London in order to assist with the investigation of crime
and disorder on and around the network and will, where it is lawful provide data to assist the police to
investigate crime. There have been a number of recent high profile serious crimes that have been successfully
solved with the assistance of data provided by TfL. There are clear procedures in place to govern the transfer
of such data and ensure that any transfer is undertaken in a manner that is transparent, proportionate, fair
and lawful.

3.2 TfL takes its responsibilities as the Data Controller of the personal data and CCTV images of our
passengers very seriously and will not release data without careful consideration of the implications for
Londoners. However, where the release can be undertaken in a transparent, proportionate, fair and lawful
way and will benefit London—particularly by making a direct contribution to the safety and security of our
passengers—we will work with partners to ensure that this is delivered eVectively.

3.3 Our procedures are developed using legal advice, guidance from the Information Commissioner and
our approach has been ratified by TfL Board. We continue to develop these procedures and protocols and
they will be continually reviewed in line with case law, legal advice, and any updated guidance that is issued
by the Information Commissioner. The bus operators who control in excess of 50,000 on-bus cameras have
strict procedures that are agreed with TfL on handing the data and any disclosures made to the police and
law enforcement agencies is done a transparent, proportionate, fair and lawful way. These procedures are
regularly reviewed by TfL in line with our own. The operators receive regular visits to ensure compliance
with these. We strive to balance the benefits we can deliver to our passengers with regard to safety, security,
reliability and service responsiveness with the important privacy demands of our passengers.

3.4 In a TfL survey (carried out by MORI) of 1,003 respondents in December 2006, 87% of people said
they supported increasing CCTV coverage and believe it will help to improve passenger safety on trains and
in stations.

4. Conclusion

4.1 Overall, TfL believes that the use of CCTV data in a transparent, proportionate, fair and lawful
manner allows us both to eVectively protect our passengers and staV, and information about them, and
provide a more safe, reliable and eVective transport system for London.
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APPENDIX 34

Memorandum submitted by JUSTICE

Introduction

1. Founded in 1957, JUSTICE is a UK-based human rights and law reform organisation. Its mission is
to advance justice, human rights and the rule of law. It is the British section of the International Commission
of Jurists.

2. JUSTICE welcomes the Committee’s inquiry into the notion of a “surveillance society”, which we
understand to mean the use and extent of surveillance (including the gathering of personal data on
individuals) by both the public and private sector in modern Britain. Surveillance can sometimes be a
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legitimate tool (eg in the fight against crime) and few would dispute the usefulness of such developments as
search engines and databases. But such advances also have an obvious potential to interfere with personal
privacy if not properly regulated.

3. For this reason, JUSTICE has long been concerned with the impact of various kinds of surveillance209

and data-gathering activities—from the increasing use of public and private databases to the growth of
CCTV—on the protection of privacy as a fundamental right. For instance, we first pressed for data
protection controls in our 1970 report, Privacy and the Law. In 1998, we published Under Surveillance:
Covert policing and human rights standards, arguing for much closer regulation of governmental powers in
this area.

4. Sadly, the development of eVective legal and practical safeguards for individual privacy have lagged
far behind the pace of technological developments and the uptake of surveillance technologies by both the
public and private sector. Indeed, as a number of recent reports have shown,210 the UK has the dubious
reputation as a market leader among western nations in a number of surveillance-related fields, from the
scale of the national DNA database (“NDNAD”), the number of CCTV cameras per capita, to the adoption
of biometrics in passports and drivers licences. Due to constraints of space, however, this submission is not
meant to provide a comprehensive analysis of the various measures that engage personal privacy. Instead,
it deals only with the broader human rights issues arising from surveillance and data-gathering.

Privacy as a Public Good

5. In the debate over surveillance, it is often assumed that the interests at stake are those of the general
public versus the individual’s interest in maintaining his or her privacy. We think such a view is both
simplistic and mistaken, relying on a false opposition between the public interest and the individual right
to privacy.

6. In our view, privacy is best understood as a public good. By this we mean that there is a collective
interest in maintaining a society in which personal privacy is protected. There are a number of reasons for
this, not the least of which is that a free society is one that respects individual freedom to live a life without
undue interference or scrutiny. Another reason is the belief that individuals are more likely to be contribute
to the maintenance of a good society where they recognise that that society is concerned to protect their own
rights, including the right to privacy.

7. The maintenance of privacy as a collective good, however, requires not only governmental action but
also restraint. In our view, threats to privacy are likely to come as much from unnecessary and over-intrusive
governmental measures, such as the Identity Cards Act 2006, as from surveillance or data-gathering by the
private sector. Too often, the government’s enthusiasm for the administrative or forensic benefits of new
technologies appears to outstrip its respect for privacy. The importance of restraint by government is
particularly important in the context of the UK’s common law tradition.

Privacy and the common law tradition

8. Unlike the overwhelming majority of European jurisdictions,211 the UK is a common law jurisdiction.
The way in which privacy is protected under UK law therefore diVers significantly from the way in which
it is protected in continental legal systems, notwithstanding the overarching protection provided by the right
to respect for private life under Article 8 of the European Convention on Human Rights (‘ECHR’). In
particular, because the conventional approach of the common law is one of ‘negative liberty’ (i.e. whatever
is not prohibited by statute is permitted),212 privacy was traditionally protected by the absence of legislation

209 By “surveillance”, we mean not only “directed” or “intrusive” surveillance as defined in subsections 26(2) and (3) of the
Regulation of Investigatory Powers Act 2000 (ie covert surveillance by law enforcement or intelligence bodies likely to obtain
private information about an individual, including private residences), but also what might be termed “passive” or
“undirected” surveillance, eg information gathered by a CCTV camera. Whether it is analytically helpful to describe large-
scale practices of data-gathering, retention, sharing, mining and profiling as “surveillance” per se is something we do not
address. But the practices of data-mining etc have an obvious common factor with surveillance: the use of personal data for
the purpose of monitoring, policing or regulating individual conduct. Given that data gathered for one purpose (eg health
care) may readily be used for another (eg investigating criminal activity), it makes sense to consider the general establishment
of databases by the public and private sector as an aspect of the surveillance debate.

210 See eg Royal Academy of Engineering, Dilemmas of Privacy and Surveillance: Challenges of Technological Change (March
2007); Surveillance Studies Network, A Report on the Surveillance Society (September 2006).

211 The only other EU member state with a common law system is the Republic of Ireland. However, the right to privacy is there
recognised as an unenumerated constitutional right implied within the scope Article 40.3 of the 1937 Constitution: see eg
the Supreme Court decision in Kennedy v Ireland (1987) IR 587 per Hamilton P: Though not specifically guaranteed by the
Constitution, the right to privacy is one of the fundamental personal rights of the citizen which flow from the Christian and
democratic nature of the State. It is not an unqualified right. Its exercise may be restricted by the constitutional rights of
others, or by the requirements of the common good, and it is subject to the requirements of public order and morality . . .
The nature of the right to privacy is such that it must ensure the dignity and freedom of the individual in a democratic society’
[emphasis added].

212 See eg Lord Steyn, “Democracy, the Rule of Law and the Role of Judges”, Attlee Foundation Lecture, 11 April 2006: “The
spirit of liberty is the dominant theme of the common law. Whatever is not specifically forbidden, individuals and their
enterprises are free to do. By contrast the government and its agencies may only do what the law permits; what is done in the
name of the people requires constant examination and justification”.
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rather than a specific set of legal principles.213 It was therefore unnecessary for the common law to develop
such principles.

9. Even with the growth of new technologies and governmental measures impinging on privacy, however,
the courts have remained reluctant to develop a common law right of privacy, primarily because of a concern
that it would involve regulation of a kind far more detailed than common law rules are normally able to
achieve and, indeed, far beyond the democratic competence of the courts to provide.214 The data protection
principles in Schedule 1 of the Data Protection Act 1998 (‘DPA’), for example, would have been well outside
the institutional capability of the courts to develop.

10. For this reason, the common law right to privacy has remained significantly underdeveloped, by
contrast with most European jurisdictions and, indeed, even by comparison with many other common law
jurisdictions.215 Although section 6 of the Human Rights Act 1998 imposes a positive duty on public
authorities to act compatibly with Convention rights—including Article 8 ECHR—it is important to bear
in mind the limitations of Article 8. As a qualified right, it aVords significant leeway to national authorities to
interfere with personal privacy for various governmental purposes.216 Nor is the European Court of Human
Rights in a position to develop a UK law of privacy in the absence of action by the UK courts and
Parliament. Most of all, the protection to privacy aVorded by Article 8 should be seen as “a floor, not a
ceiling”.217

11. While we welcome the influence of comparative law, particularly in terms of understanding the UK’s
obligations under the ECHR and EU law, we are concerned at the government’s reliance on examples of
European practice in debates on privacy measures, e.g. the widespread use of ID cards in many continental
jurisdictions. In our view, it is unhelpful to cite the experience of European jurisdictions on such matters
without having regard to the wholly diVerent sets of checks and balances that exist in those jurisdictions to
protect personal privacy. Given the widespread lack of understanding of the diVerences between the
common law and continental legal systems, such examples can only have a deeply misleading impression.

12. Ultimately, while Article 8 ECHR and section 6 of the Human Rights Act provide an important check
against arbitrary and intrusive measures, it is a mistake to suppose that judicial supervision is enough to
maintain privacy as a public good in the UK. In particular, Parliament cannot abdicate to the courts its
responsibility to govern well, in particular by restraining the executive’s enthusiasm for the administrative
benefits of surveillance and data-gathering.

The Need for Governmental Restraint

13. In our view, the government typically fails to address in a principled manner the core elements of the
right to privacy under Article 8 ECHR: (i) whether a particular measure that interferes with personal privacy
is necessary; and, if so, (ii) whether the interference is proportionate to the particular aim that the government
seeks to pursue. In short, the government frequently seems more concerned with whether it could establish
a new database, etc, and not with the more important question of whether it should.

213 As Lord HoVman noted in Wainwright v Secretary of State for the Home Department (2004) 2 AC 406 at para 31: “There
seems to me a great diVerence between identifying privacy as a value which underlies the existence of a rule of law (and may
point the direction in which the law should develop) and privacy as a principle of law in itself. The English common law is
familiar with the notion of underlying values—principles only in the broadest sense—which direct its development. A famous
example is Derbyshire County Council v Times Newspapers Ltd [1993] AC 534, in which freedom of speech was the underlying
value which supported the decision to lay down the specific rule that a local authority could not sue for libel. But no one has
suggested that freedom of speech is in itself a legal principle which is capable of suYcient definition to enable one to deduce
specific rules to be applied in concrete cases. That is not the way the common law works” [emphasis added].

214 See eg Malone v Metropolitan Police Commissioner, [1979] 2 All ER 629 perMegarry VC at 649: ‘telephone tapping is a subject
which cries out for legislation’; Lord HoVman inWainwright, n5 above, para 33: “[the creation of a tort of invasion of privacy]
is an area which requires a detailed approach which can be achieved only by legislation rather than the broad brush of
common law principle”.

215 The more developed right to privacy in some other common law jurisdictions can be attributed to the greater constitutional
role accorded to the courts in those jurisdictions in protecting fundamental rights, see eg the development of the right to
privacy by the US Supreme Court in Roe v Wade 410 U.S. 113 (1973).

216 See Article 8(2): “There shall be no interference by a public authority with the exercise of this right except such as is in
accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the
economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the
protection of the rights and freedoms of others’. As the European Court of Human Rights noted in Peck v United Kingdom
(2003) 36 EHRR 41at para 77: ‘In cases concerning the disclosure of personal data, the Court has also recognised that a
margin of appreciation should be left to the competent national authorities in striking a fair balance between the relevant
conflicting public and private interests”.

217 Labour Party Manifesto 1997: “The incorporation of the European Convention will establish a floor, not a ceiling, for human
rights”. See also eg Lord Woolf, “Human Rights and Minorities”, 13 April 2003: “It is acknowledged that the introduction
of the [ECHR] in domestic law provides a ‘floor not a ceiling’ for the protection of human rights. It is of crucial importance
that we continue to build upwards”; Feldman, “The Impact of the Human Rights Act on English Public Law”, British
Institute for International and Comparative Law, 7 October 2005: “We also know that the [ECHR] and the transformation
of the Convention rights into municipal law are intended to operate as a floor, not a ceiling: authorities are free to adopt a
higher standard of human rights protection than that required by the Strasbourg court so long as they do not fall below the
Strasbourg standard”.
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14. A prime example of the government’s failure to take the principles of necessity and proportionality
to heart is the increasing scope of the National DNA database (“NDNAD”), to include the retention of
DNA samples of those persons arrested but either not charged or subsequently acquitted.218 The genetic
information contained in DNA represents the most intimate medical data an individual may possess. The
retention and use of an individual’s DNA sample without their informed consent, together with the
knowledge that an unspecified number of people may have access to that information over an indefinite
period via the database, surely constitutes a grave interference with personal privacy. While the legitimate
interest in the prevention and detection of crime may justify the retention of DNA profiles of those proven
guilty and charged, it cannot be used to justify the indefinite retention of DNA of individuals who are by
law presumed to be innocent.219

15. Although we predict that it is highly likely that the ultimate eVect of these provisions is that UK
government will be found in breach of Article 8 ECHR, we reiterate our view that privacy is too important
a matter to be left to the courts alone. It is the responsibility of Parliament to ensure that governmental
measures aVecting privacy are no more than are strictly necessary and that any such measures are carefully
tailored to keep any interference with privacy to a minimum.

Inadequate Coverage of Existing Privacy Legislation

16. If Article 8 ECHR by itself is insuYcient to provide wholesale protection of privacy under UK law,
it is equally a mistake to suppose that existing privacy safeguards, such as the DPA or the Regulation of
Investigatory Powers Act 2000 (“RIPA”), are capable of providing comprehensive protection. This is
particularly evident in relation to the regulation of CCTV cameras.220

17. In 2003, for instance, the European Court of Human Rights found that the lack of any legal remedy
for a person whose failed suicide attempt was captured on CCTV and then distributed to the media by the
local authority meant that the UK was in breach of Article 8 ECHR.221 Although the facts of the case show
a measure of support for the use of CCTV (the CCTV operator contacted the police), they also highlight
the manifest lack of eVective regulation for how CCTV is used. Although the DPA governs certain aspects
of CCTV usage (specifically the handling of sensitive personal data), it does not provide—and was never
intended to provide—a comprehensive legal framework governing CCTV placement and usage.222 Indeed,
it is unclear whether the DPA safeguards even extends to CCTV used for undirected or passive surveillance,
since the Court of Appeal has held that “personal data” within the DPA applies only to “information
relating to an identified or identifiable individual”.223

18. Similarly, in our recent report on intercept evidence,224 we noted that the UK is virtually alone among
common law countries in allowing the interception of telephone calls, emails, letters and faxes by
authorisation of the Home Secretary rather than by a judge. The framework for lawful interception of
communications in Part I of RIPA provides for only ex post facto judicial supervision of only the most
limited nature. It is instructive to compare the detailed, open and transparent reports produced by the
Canadian225 and US226 federal governments on the use of electronic surveillance with the paucity of
information available under the report of the UK Interception of Communications Commissioner.227 It is
equally striking to note the similarities between the UK’s system of intercepts without prior judicial
authorisation and the system of warrantless surveillance operated by the National Security Agency and

218 See Sections 63 and 64(1A) of the Police and Criminal EvidenceAct 1984, as amended by the section 82 of the Criminal Justice
and Police Act 2001 and section 10 of the Criminal Justice Act 2003.

219 We note that the view we have expressed here is at odds with the 2004 judgment of the House of Lords in R v Chief Constable
of South Yorkshire (ex parte S and Marper) [2004] UKHL 39 in which the House concluded that the retention of DNA
samples of persons arrested but not subsequently convicted did not interfere with the right to respect for personal privacy
under Article 8(1) of the European Convention on Human Rights, and—even if it did—was a legitimate restriction under
Article 8(2). With respect, however, we consider the decision of the House in Marper to be deeply flawed. We further predict
that it is unlikely to be upheld by the European Court of Human Rights on appeal. For further details, see our January 2007
response to the NuYeld Council on Bioethics consultation on the ethical issues arising from the forensic use of
bioinformation.

220 We use the term CCTV generically. As the Royal Academy of Engineering report notes, n2 above, p 33: “the term CCTV is
now for the most part a misleading label. Modern surveillance systems are no longer ‘closed-circuit’, and increasing numbers
of surveillance systems use networked, digital cameras rather than CCTV. The continued use of the term is an indicator of
a general lack of awareness of the nature of contemporary surveillance, and disguises the kinds of purposes, dangers and
possibilities of current technologies”.

221 Peck v United Kingdom (2003) 36 EHRR 41.
222 Cf the comment of Lord HoVman in Wainwright, n5 above, para 33: “Counsel for the Wainwrights relied upon Peck’s case

as demonstrating the need for a general tort of invasion of privacy. But in my opinion it shows no more than the need, in
English law, for a system of control of the use of film from CCTV cameras which shows greater sensitivity to the feelings of
people who happen to have been caught by the lens”.

223 Durant v Financial Services Authority [2003] EWCA Civ 1746.
224 Intercept Evidence: Lifting the ban (JUSTICE, October 2006).
225 See eg Public Safety Canada, Annual Report on the use of Electronic Surveillance—2005.
226 See eg Report of the Administrative Director of the United States Courts on Applications for Authorizing or Approving the

Interception of Wire, Oral or Electronic Communications, 2005.
227 See eg Report of the Interception of Communications Commissioner for 2004 (HC 549; SE/2005/203).
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recently held unconstitutional by the US federal courts.228 In our view, the power of the Home Secretary to
issue interception warrants for both intelligence and law enforcement purposes should be replaced with a
scheme for judicial authorisation of interceptions. This would bring the UK into line with the practice of
virtually every other common law country.229
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APPENDIX 35

Memorandum submitted by the Association of Chief Police OYcers

CRIME BUSINESS AREA

Summary

The Association of Chief Police OYcers welcomes the decision of the Home AVairs Select Committee to
conduct an Inquiry into “the surveillance society”. The Inquiry provides an opportunity to reflect on the
extent to which an appropriate balance has been struck between the Article 8 Rights of Citizens on the one
hand and the need to suppress criminality on the other.

The Select Committee has adopted a very broad definition of surveillance. The definition contained within
the relevant legislation is narrower, yet it still manages to be a source of great confusion within the law
enforcement community, as do several other concepts on which the legislation relies. Taken together, recent
and future technological advances, and the experience of several years of the regulation of Investigatory
Powers Act 2000, give good reason to take a fresh look at the current range of definitions used within the
legal framework for covert investigation.

Directed and Intrusive surveillance, CCTV, Automated Number Plate Readers (ANPR) and data
retrieved from a range of other sources are fundamental to eVective law enforcement. Together they have
saved many thousands of lives and have prevented thousands of citizens from becoming victims of crime.
The benefits are felt across society and help us manage threats ranging from neighbourhood anti-social
behaviour to international terrorism.

Since 2004, ACPO has participated with the Home OYce in a joint review of the Regulation of
Investigatory Powers Act 2000 (RIPA). The review has recommended changes to the primary legislation
to remove unnecessary bureaucracy, to redraft the codes of practice and to develop better mechanisms for
providing guidance to police and other law enforcement oYcials. ACPO believes that covert surveillance
and intrusive techniques should be properly authorised and accepts that this process will, of necessity, need
to be appropriately recorded. But the regime that has developed around RIPA has become unnecessarily
bureaucratic and has been characterised by a risk-averse approach that has proved wasteful and has
hampered investigations.

ACPO believes that the supervisory and inspection arrangements around the police use of covert
techniques are unnecessarily complex and could be simplified. While the use of surveillance techniques by
public authorities is highly regulated, the same is not true of their use by private individuals and businesses.
In particular, CCTV systems are operated by many businesses where no clear standards have been
established and there has been no registration, inspection, training or enforcement. The quality of much
equipment (and the subsequent evidential product) is variable. Sophisticated surveillance equipment is
readily accessible to private individuals from a range of open sources. The inquiry provides a welcome
opportunity to reassess this, although ACPO would not encourage the development of a regulatory regime
that would be costly or which would discourage use of private CCTV.

In Summary, ACPO would welcome:

— An acknowledgment of the fundamental value of surveillance, in its broadest sense, to crime
investigation and reduction.

— A reduction of unnecessary bureaucracy.

— A rebalancing of control between the highly regulated enforcement sector and other users of
surveillance.

228 See American Civil Liberties Union v National Security Agency, US District Court, 18 August 2006 (Case no 06-CV-10204).
229 See our 1998 Report, Recommendation 2, pp 19–22.
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The Association of Chief Police Officers

The Association of Chief Police OYcers (ACPO) is an independent, professionally led, strategic body.
In the public interest and, in equal and active partnership with Government and the Association of Police
Authorities, ACPO leads and co-ordinates the direction and development of the police service in England,
Wales and Northern Ireland. ACPO’s 341 members are police oYcers of Assistant Chief Constable rank
(Commanders in the Metropolitan and City of London Police) and above and senior police staV managers
in the 44 forces in England, Wales and Northern Ireland and other forces such as the British Transport
Police and States of Jersey Police.

Submission to the Home Affairs Select Committee

ACPO welcomes the Home AVairs Select Committee Inquiry into “a surveillance society”. The Inquiry
has implications for a broad range of ACPO work portfolios and working groups. This initial submission
to the Home AVairs Select Committee is intended to simply highlight several broad areas that ACPO feels
might benefit from scrutiny as part of this Inquiry. These are:

— definitions;

— CCTV;

— data retrieval and other techniques;

— the regulation of Investigatory Powers Act 2000;

— the regulatory regime; and

— the non-regulated use of surveillance.

Definitions

The Home AVairs Select Committee has adopted a very broad interpretation of “surveillance”’. It extends
beyond the conventional concept of directed surveillance which is defined within RIPA. The Review of
RIPA (see below) found that even this limited concept was open to confusion and misinterpretation. The
risk of misinterpretation grows as the scope of what we mean by “surveillance” is broadened. Technological
advances also broaden the possibilities available to law enforcement agencies and others. Taken together,
these considerations suggest that the time is right for a review of these definitions and an improvement in
our ability to articulate what we mean by each term.

RIPA has little to say about the scope of surveillance: it would be helpful to articulate a diVerentiation
between “watching” and “seeing”, for example. Similarly, there is a distinction between “live surveillance”
and the acquisition of “historic” information. A debate would be welcome on when data becomes
“historic”—what if it is retrieved from a system that recorded it a matter of seconds ago? Practitioners also
struggle with the distinction between visual surveillance and electronic surveillance, and with the concept
of “private information”—especially in public places. Technologies exist today that were scarcely envisaged
when RIPA was enacted. They provide great opportunities to criminals and the law enforcement community
should be equipped with a framework to use them appropriately, too.

CCTV

It is often suggested that there are 4.2 million surveillance cameras in the United Kingdom. This figure is
an estimate, based on the number of cameras found on Putney High Street, London and then extrapolated
to provide a figure for the United Kingdom as a whole. That was produced in 2002. The results of this study
should be treated with caution. The same study found that 84% of surveillance cameras are operated by
private businesses in shops, pubs, clubs and other commercial premises. The use of CCTV cameras in these
“private places” is common practice in most western societies and in this respect, the United Kingdom diVers
little from many other countries in terms of the number or use of cameras involved.

The remaining 16% of surveillance cameras were identified as being located in those areas which can be
described as “public space” and were operated by local authorities and other public agencies in places such
as open streets, transport systems, hospitals and schools. It is the regular surveillance of public streets by
local authority controlled cameras that sets the United Kingdom apart from many other countries in terms
of CCTV surveillance. There is little use of street cameras in many European or North American countries,
although this is beginning to change as governments begin to recognise the eVectiveness of CCTV in the
investigation of serious crime and terrorism. It is estimated that there are 30,000 street cameras in England
and Wales, the majority operated by local authorities.

The availability of CCTV images greatly assists in the investigation of crime and disorder. Although the
crime reduction capability of CCTV is sometimes disputed, the contribution to crime investigation is
significant and the recovery of available CCTV evidence is one of the first actions taken during a major
investigation. The contribution of CCTV images to crime investigation is not recorded in a systematic
manner; it is likely to equal that of fingerprints and DNA in terms of its overall contribution to the detection
of crime.
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— ACPO identifies a number of recent terrorist investigations where CCTV images have played a
substantial and significant part two recent terrorist trials, each with national prominence, which
simply would not have taken place had it not been for the availability of CCTV evidence.

— A case study from Merseyside Police reveals the use of ANPR and CCTV systems in connection
with a specific operation, currently operated by Merseyside Police in the Liverpool and Wirral
local authority areas. This operation, which is ongoing, uses the systems to locate and then track
suspicious vehicles until dedicated police teams can stop them. To date, this policing activity alone
has resulted in over 200 arrests and the seizure of 150 stolen vehicles.

— At a neighbourhood level, the following case is typical. In October 2006 a CCTV operator in
Warrington became suspicious about the behaviour of youths walking through the town centre.
For 40 minutes the operator tracked the youths because he felt they were “looking for trouble”.
One of the youths suddenly armed himself with a large piece of wood and began a totally
unprovoked attack on a young man in the street. The other youths quickly joined in. The CCTV
operator used the police radio to summon help. Police arrived and two oVenders were arrested near
the scene. The third escaped but was later arrested after his CCTV image was published in the local
press. The oVenders were jailed for an oVence of wounding with intent.

ACPO has produced a clear position paper highlighting the need for a strategy for the further
development of CCTV in the United Kingdom. This strategy identifies the need for:

— clear standards;

— guidelines on registration, inspection and enforcement;

— training;

— the police use of CCTV;

— storage /volume/archiving/retention issues;

— emerging technologies, changing threats, new and changing priorities; and

— partnership working.

The strategy has now been completed and is awaiting publication following Ministerial approval.

Directed and Intrusive Surveillance, Data Retrieval, ANPR and Other Techniques

The value of broader “surveillance” to policing extends far beyond CCTV. The acquisition, analysis and
evidential use of data produced and stored in connection with everyday modern technologies is fundamental
to crime investigation. The following examples from the Police Service of Northern Ireland are typical:

— The investigation into the Omagh bombing in which 29 people were murdered. Tracking the
movements of mobile phones as they made or received calls using historic data was an essential
part of this investigation.

— The conviction in Northern Ireland of Louis Maguire in April 2007 for murder relied heavily on
evidence gathered by sensitive and intrusive techniques authorised under RIPA. Without this
ability, there would have been insuYcient evidence to convict Maguire and a dangerous criminal
would still be at large.

— In March 2007, colleagues from the Police Service of Northern Ireland successfully traced the
mobile telephone of a seventeen year old girl who had left messages threatening suicide. She was
discovered in a hotel bedroom having taken an overdose and was saved by police. Her life was only
saved because public authorities were in a position to use data obtained under RIPA.

Without the ability to make lawful and eVective use of these techniques, the eVectiveness of the police
service would be massively compromised.

Regulation of Investigatory Powers Act 2000

RIPA was enacted in 2000 to provide the framework which would enable law enforcement bodies to
interfere with individual Article 8 Rights when there was good reason to do so. It gradually became a source
of more and more complaint to Ministers, Members of Parliament and senior police oYcers. OYcers found
the legislation, or at least the way in which it had been interpreted, to be a source of unnecessary
bureaucracy.

Responding to these concerns, a review of the legislation was launched in 2004. The Review explored a
range of intrusive techniques, including directed surveillance, the acquisition of communications data,
intrusive surveillance and covert human intelligence sources.
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The Review found that the legislation had several ambiguities and deficiencies, although many of the
problems that had been identified were linked to the way it had been implemented. There was diverse
interpretation and application of the law and the training provided within the law enforcement community
had been piecemeal. Several sources of guidance had emerged—and sadly these would regularly contradict
each other.

In particular, the Review identified a proliferation of unnecessary bureaucracy which was borne of a
generally “risk averse” approach. This risk aversion, and continues to mean to this day, that there is little
in the way of case law to guide investigators and Senior Investigating OYcers—as the prevailing “safety-
first” mindset oVers little prospect of a challenge in the courtroom.

ACPO continues to work with the Home OYce to develop a single source of advice and a reliable doctrine
or guidance document for use by investigators.

ACPO urges the Home AVairs Select Committee to consider the case for making amendments to RIPA:
amendments which acknowledge the need for appropriate levels of recording, but which would encourage
the reduction in the inappropriate bureaucratic burden that has developed since RIPA was enacted.

The Regime for Inspection and Regulation of Police Surveillance

ACPO acknowledges the need for independent scrutiny of the police use of covert techniques, and
welcomes the likely benefit in terms of public confidence. The OYce of Surveillance Commissioners
supervises some of the police surveillance referred to above. But police forces are also subject of inspection
by the Information Commissioner and the Interception of Communications Commissioner. These
supervisory arrangements sit alongside the established inspectorate function for policing—HMIC. The
Commissioners’ oYcers work entirely independently of each other and adopt diVerent methodologies, have
diVerent styles and do not co-ordinate their inspection activities.

Several police forces report bidding farewell to one inspection team a matter of days before welcoming a
team from a diVerent inspectorate’s oYce. ACPO believes that bureaucracy could be reduced and greater
cohesion and eYciency achieved by exploring the establishment of a single Commissioner for activities
governed by RIPA.

Unregulated Surveillance

Whilst the use of surveillance techniques by the police and other public authorities is very tightly
regulated, the same is not true of other users of surveillance. Advanced surveillance devices are readily
accessible on the open market and prosecutions for their misuse are very unusual.

Police colleagues are required to have a high level of authority before accumulating data that will provide
a detailed picture of a person that will provide comprehensive information about their private lives—
whereas other organisations, including large commercial organisations appear able to do so with impunity.

The Home AVairs Select Committee may well conclude that this is an appropriate moment to recommend
a rebalancing of the regulatory framework in circumstances that would reduce the burden of inappropriate
bureaucracy on public authorities and put controls in place on other, currently unregulated, users of
‘surveillance’. It would be, however, disadvantageous to introduce a regulatory regime that is costly and
which discourages the use of private CCTV.

April 2007

APPENDIX 36

Memorandum submitted by the Department of Health

The Committee has announced that the focus of its inquiry will be on Home OYce responsibilities, but
that it will also look, where relevant, at those of other departments, and has mentioned in that context
“databases being developed by the Department of Health”. We have interpreted this as a reference to the
NHS Care Records Service (NHS CRS).

The following evidence is very largely drawn from written evidence recently submitted to the Health Select
Committee in connection with its current inquiry into electronic patient records.

Executive Summary

The NHS CRS will, in due course, provide a nationally available, secure, lifelong patient record that holds
patient demographic data and, from 2007, will start to hold summary clinical information such as allergies,
adverse medical events, medication etc. Access is via secure smartcard technology, available at the point of
need by healthcare professionals who have a role based, legitimate relationship with the patient.
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We believe that holding summary care records, and doing so on a national database, will deliver very
significant benefits for safety and the eYcient management of NHS services, improving healthcare outcomes
for millions whilst preventing thousands of unnecessary deaths.

In all cases, access to records will only be permitted to the staV of organisations involved in the care of
NHS patients, working as part of a team that is providing a patient with care, and will be limited to only as
much information as is needed for the purpose of the care or other job role being performed in relation to
the patient. Where those providing care are not NHS staV then patients will be informed of this and any
objections raised respected.

The NHS CRS will incorporate stringent security controls and safeguards to prevent unrestricted or
uncontrolled access to personal information. Beyond that, patients will have the right to restrict access to
their clinical information, and clinicians responsible for treating them have a duty of care to explain to those
who choose to do so the potential impact their decisions may have on their future care. If nonetheless a
patient does not want important data to be available to other than those who have collected it, even though
absence of that information may lead to future harm, they will have the right to seal the information and
accept the consequences.

It will be open to individuals to choose not to have a summary care record at all.

Patient information that will be held on the new local and national electronic record systems, and the options
patients will have to prevent their personal data being placed on systems

Clinical Information

1. The recording of clinical information is a matter for professional regulation and will also depend in
part on policies and protocols in local NHS organisations. Doctors are required by the General Medical
Council to keep clear, accurate, legible and contemporaneous patient records which report the relevant
clinical findings, the decisions made, the information given to patients, and any drugs or other treatment
prescribed, and which serve to keep colleagues well informed when sharing the care of patients. Other health
professionals have similar obligations.

Demographic Information

2. Patients’ demographic details are already held in the Personal Demographics Service (PDS), a key
component of the NHS Care Records Service. It is estimated that in the region of 3.5 million patients per
annum change GP Practices and for an increasingly mobile population, and with an ever more diverse range
of NHS healthcare providers, the PDS provides a consistent accurate source of demographic information.
This includes items such as:

— name;

— address;

— date of birth;

— NHS number; and

— Current GP.

3. Currently, in a typical week, 6.5 million messages are processed by the demographics service which is
accessed on a typical NHS day by 50,000 authenticated unique users. The total number of queries to date
now exceeds 230 million. As a result of the central personal demographics database some three quarters of
a million letters per year are now correctly addressed. The introduction of the Personal Demographic Service
(PDS) at University Hospital Birmingham has seen a reduction from 3% of misdirected letters down to
0.44%, improving overall accuracy rates for patient correspondence to 99.56%.

4. Access to the Personal Demographics Service (PDS) will reduce clinical risks arising from a failure to
match patients with their clinical record, and help minimise cases of correspondence and documents being
misdirected. Currently, some trusts send tens of thousands of misdirected items of mail a year, and
nationally the figure runs into millions of items. Early evidence from one trust has shown a six-fold reduction
in misdirected mail addressed using data held in the Personal Demographics Service (PDS), with a saving
in postal and staV-related costs that would translate into many millions of pounds nationally per year.

5. People registered with the NHS will not be able to prevent their basic demographic and contact details
from being held within the NHS CRS. The NHS has maintained registers of its service users from the earliest
days of its existence and for a variety of reasons to support the delivery of healthcare.

6. Regulations require the NHS to keep a record of which GP practice each person is registered with and
reasons of eYciency and probity require this to be held centrally (eg to prevent multiple GPs from being
paid for the same patient and to ensure that the correct commissioning body meets the cost of care provided).
A register is also needed to enable the Secretary of State to meet legal obligations to provide healthcare, free
at the point of contact, for those patients who are ordinarily resident in England.
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7. Access to the Personal Demographics Service (PDS) by NHS staV is restricted to those issued with a
smartcard and an appropriate role. To locate a specific individual’s records it is necessary for these staV to
input suYcient information to obtain a unique match, generally only possible where the individual
concerned is present and can be asked for details. If this proves diYcult because there are too many
individuals with similar details, a list can be accessed but doing so generates an alert to other staV responsible
for ensuring and checking that the system is not being misused. Further, whilst it is not practicable to give
patients choice about whether their demographic details will be held in the system, safeguards have been
built into the PDS which allow an individual’s contact details to be hidden from NHS staV if they request
this level of protection. These safeguards, termed sensitive flagging or shielding of records, were developed
originally for witness protection and similar cases but are now available for all patients who have strong
concerns about NHS staV accessing their contact details. It is intended that all staV involved in care who
need to access demographic information, even those who are not employed directly by the NHS, will be
subject to at least the same levels of registration as NHS employees when being granted access to patient
information.

Summary Care Record

8. The Summary Care Record forms the national element of the NHS Care Record Service and will
provide authorised healthcare professionals with access to key clinical information about a patient
anywhere at any time. Piloting of the Summary Care Record, part of the NHS Care Records Service (NHS
CRS), in “early adopter sites” will begin from Spring 2007. The ready availability of information about
patients in the Summary Care Record will help prevent medication errors which cause 1,200 unnecessary
deaths a year in England and Wales. It will also help reduce unnecessary admissions to hospital particularly
of older people The Summary Care Record will be created by copying data currently held within GP systems
with the agreement of the GP Practices concerned. At first, the Summary Care Record will contain only
basic information such as known allergies, known adverse reactions to medications and other substances
(eg peanuts) acute prescriptions in the past six months and repeat prescriptions that are not more than six
months beyond their review date.

9. In due course more information will be added about current health conditions and treatment.
“Adverse drug reactions (ADRs) continue to represent a considerable burden on the NHS, accounting for 1
in 16 hospital admissions and 4% of the hospital bed capacity. Most ADRs were predictable from the known
pharmacology of the drugs and many represented known interactions and are therefore likely to be
preventable. Over 2% of patients admitted with an adverse drug reaction died, suggesting that adverse eVects
may be responsible for the death of 0.15% of all patients admitted” (Source : BMJ abstract of research at
two general hospitals in Merseyside—BMJ 2004; 329:15–19).

10. Discussions are under way with representatives of the medical professions, patients and the public
about the final scope and implementation of the Summary Care Record. Experience in the early adopter
sites will be thoroughly evaluated before wider roll-out of the Summary Care Record.

11. Individuals who have concerns can choose not to have a Summary Care Record created for them.
They will be advised to inform their GP of their views and to request that a note be made of their concerns
and the choice they have made. The GP practice may ask the patient to sign a form indicating that they
understand and accept that it may not be possible for the NHS to provide them with the same care as others
receive in circumstances where the Summary Care Record will enable improved care. They can alternatively
choose to have a Summary Care created but not accessible to anyone but themselves. They will be able to
access it anytime using a secure internet site called HealthSpace. Patients will of course be able to change
their mind and request a Summary Care Record at any point.

Detailed Care Record

12. Records containing information about a patient’s medical care exist currently in a variety of places,
for example, at their GP surgery or at hospitals where they have received treatment but at present they
cannot easily be shared. Over the next few years, as the NHS Care Records Service (NHS CRS) develops,
NHS organisations such as hospitals, clinics and GPs will be able to share their electronic records where
appropriate. This may vary from area to area depending on the physical infrastructure. A patient who has
attended NHS organisations in diVerent areas may have more than one set of shared detailed records.

13. The detailed care record component of the NHS Care Records Service (NHS CRS) will support the
care process and will typically contain:

— Name;

— address;

— date of birth and NHS Number;

— past and current health conditions, allergies;

— assessment, investigations and diagnosis including test result and digital images;

— care plans and reminders;
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— treatments including operations and medications; and

— care reviews and discharge information.

14. Individuals may ask those who are providing care for them whether or not it is possible to withhold
information from the new IT systems but in many cases this will be impracticable. Some forms of care, X-
rays, laboratory tests etc will generate records within the new systems automatically and the only way to
prevent this is to choose not to have that particular care or treatment. Where clinicians feel that they can
keep adequate records outside of the new systems there will need to be robust arrangements for clinical audit
in order to assure the quality of care and protect patient safety. The Department of Health is to conduct a
consultation on processes for managing patient requests of this sort. However, even where information has
to be held within the new systems, patients have considerable control over who may access that information
as described below. Alternatively, people can choose to have their information held electronically but not
accessible to anyone outside the organisation that created it—thereby recreating an electronic version of the
status quo.

How third-party access to locally and nationally held clinical and demographic information will be managed
and controlled

15. Only the duly authorised staV of organisations that are involved in providing care will have access to
confidential medical information held within the NHS Care Records Service (NHS CRS). Such staV will
need to have a “legitimate relationship” to access the information in an individual patient’s record and will
only have access to system functions, and hence to data, as required by their role. Organisations that are
not involved in providing or supporting the delivery of health and social care, will not have direct access to
any confidential medical data.

16. Exceptionally, disclosure of clinical information outside of a health context may be considered in
cases of serious crime or where there are significant risks to other people, but public interest rules for
disclosure to the police or other agencies are not changed by the introduction of the NHS Care Records
Service (NHS CRS). In rare circumstances, the law or the Courts require clinical information to be disclosed
and requirements such as these must necessarily be met. This is exactly the same as what happens now with
paper records and non-linked computer systems.

17. Demographic data—contact details—has not always been held under the same strict rules of
confidentiality as clinical data but some individuals provide their contact details in circumstances where
confidentiality needs to apply. To reflect this, and also to reflect the importance that the Department of
health places on sustaining the trust of patients, as a matter of policy all patient demographic data is treated
as if it were confidential for most purposes. Such data is therefore only disclosed to support health and social
care or under the same public interest rules as clinical data or where there is a statutory basis for the
disclosure.

Protecting Patient Confidentiality

18. The benefits of the NHS Care Records System (NHS CRS) for both patients and NHS staV depend
on safeguarding sensitive patient information from inappropriate disclosure. The NHS Care Record System
provides a set of technical access controls and audit facilities that, along with the professional standards of
staV in the NHS, safeguard sensitive patient information from inappropriate disclosure. They provide much
more rigorous controls than exist now for either paper records or existing electronically held records.

19. The Department of Health sets stringent standards for patient confidentiality and has taken the lead
in government in developing a comprehensive privacy statement in the form of the NHS Care Record
Guarantee, articulating in plain language precisely what NHS organisations must do to meet legal and
policy requirements. The Department is also strongly supporting the Information Commissioner in seeking
stronger penalties for breaches.

20. International security standards are applied across all system implementations. These include the use
of encryption to communication links between systems, and to user interfaces with systems. The security
of data centres is assured using both international and British standards, and all suppliers to the National
Programme are contractually bound to auditing their adherence to these.

21. The NHS Care Records Service (NHS CRS) incorporates stringent security controls and safeguards
to prevent unauthorised access to personal information and to detect potential abuse. These controls are
complex to implement and there is a trade-oV between usability and ease of access to data and questions
relating to security and patient safety. The Department is therefore proceeding cautiously and consultatively
and is providing the NHS with a set of security tools to deliver centrally determined standards.

22. The Department is aware that some patients will not be reassured by NHS security controls and is
therefore providing patients with choice about participation in many of the new developments. Uniquely,
the Department is also providing security controls that are set at the direction of patients. This provides
unprecedented confidentiality management for patients of the NHS in England.
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Security Controls Managed by the NHS

23. Users (healthcare professionals) are vetted and sponsored by their local organisations for specific
access appropriate to their job role and area of work. There is a strong registration process compliant with
the government standard eGif level 3 which means the user has to initially appear in person to prove their
identity before access is assigned by the “Registration Authority” governed by NHS Connecting for Health.
On successful completion of the registration process, a user is issued a smartcard—a secure token that,
together with a passcode, confirms the identity of a user at the time of access. The registration process assigns
them a role profile consistent with their area of work and responsibilities and establishes a unique electronic
footprint when used to access systems. These records can be analysed to identify suspect behaviours. Where
suspect behaviour is identified, local trusts will follow their procedures for investigating staV.

24. No system functionality will be available to an individual who does not possess a smartcard and know
the associated pass code. The role profile that has been assigned to an individual through the registration
process determines which system functions, and consequently which parts of a record, an individual who
has logged on to the system can access.

25. A central record is also maintained within the systems of which patients each staV team—
workgroup—are currently caring for. A GP Practice, an A&E Department or a clinic would be typical
workgroups. This relationship, termed a “legitimate relationship” (LR) is a prerequisite of access to a
specific patient’s record. Without such a relationship access is prevented.

26. Full audit trails of who has done what, made possible by the unique identity associated with each
smartcard, are maintained within systems and it is intended that these will be available to patients on
request, as well as to staV charged with checking for system misuse by authorised staV. This is a considerable
advance on what exists now with either paper or electronically held records.

27. NHS organisations must undertake to observe strict conditions to ensure the NHS CRS is used
appropriately, and users are required to sign up to a set of conditions for use of the smartcard. These
obligations and conditions are complemented by the various existing codes of conduct and professional
responsibilities by which all NHS staV are bound. Actions which do not conform to them, which includes
the sharing of smartcards, are dealt with locally. Sharing of information between members of a team has
happened routinely prior to the introduction of smartcards, but we recognise that the sharing of smartcards
could undermine the assurance that patient confidentiality will always be appropriately respected. StaV who
breach patient confidentiality are subject to professional disciplinary measures. OVending doctors and
nurses will be reported to their professional regulatory bodies and may face additional disciplinary action,
including losing their licence to practice.

Options and Controls available to Patients

28. Patients have a number of options. They were developed following extensive research and
consultation with patients/carers/citizens and the NHS.

(i) Not to have a Summary Care Record (SCR) by requesting this through the GP Practice where they
are registered. Individuals who opt-out of having a SCR may change their minds at any point in
the future. Electronic prescriptions and electronic bookings are also optional.

(ii) To direct that controls are set to prevent data sharing. In this case the SCR can only be viewed
with the individual’s express permission or in accordance with the exceptions to English common
law confidentiality obligations. Local sharing of Detailed care records across organisational
boundaries will also be prevented—essentially recreating the pre-NCRS situation.

(iii) To have their address and contact numbers hidden so that they are not available to NHS staV.
Whilst the NHS is legally required to hold non-clinical patient contact details for all patients where
these can be obtained, this option has been provided so that even the most concerned individuals
can still receive care and have joined-up records.

In time, patients will also be able to have an SCR but to designate some data items as sensitive so that
they cannot be viewed outside of the team that recorded the information without the individual’s express
permission. This type of control is referred to as a “sealed envelope”.

Disclosure Overrides: Court Orders, and the Public Interest Test

29. Whilst all information held by a doctor about a patient is subject to the requirements of the Data
Protection Act 1998, and patients’ consent to share, and ability to limit the sharing of their care record, is
covered by the NHS Care Record Guarantee, circumstances may arise requiring authorised users of the care
records database to open sealed envelopes without patients’ permission. In part this will depend upon the
type of information that patients choose to seal. For example, the law requires some forms of communicable
disease to be notified to the National Patient Safety Agency, so if a patient sealed information about this,
the information would be extracted without the patient’s permission.
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30. Where information is sealed it will be opened without specific permission only where there is an
explicit statutory requirement to disclose information, as in the above example, where a Court orders the
disclosure, or where the holder of the information determines that the public interest outweighs the patient’s
right to confidentiality, for example in cases of serious crime or where there are significant risks to other
people. By their nature, these will be very unusual circumstances.

Use of data held on the new systems for purposes other than the delivery of care eg clinical research

31. The primary purpose of the NHS Care Records Service (NHS CRS) is to support the delivery of care
to patients. However, as a by-product of collecting information for operational patient care, the
introduction of the NHS Care Records Service (NHS CRS) represents a major opportunity for supporting
the secondary analysis and reporting of information for a variety of purposes. The architecture of the NHS
Care Records Service (NHS CRS) provides the opportunity to rationalise data abstraction, data flows, data
management, analysis and reporting. This supports management and clinical purposes other than direct
patient care, such as healthcare planning, commissioning, public health, clinical audit, benchmarking,
performance improvement, research and clinical governance. The system by which this is done is called the
Secondary Uses Service (SUS).

32. Wherever possible, data will extracted automatically as a by-product of NHS services supporting
direct patient care, including the NHS Care Records Service (NHS CRS), Choose and Book and Electronic
Transmission of Prescriptions. Initial Secondary Uses Service (SUS) content will cover the NHS in England
and will be patient-specific. It will build on operational information already being shared by the NHS such
as commissioning of healthcare services (eg diagnosis and procedures), cancer waiting times, clinical audit
and supporting demographic data. Data will in due course cover all care settings (primary, community and
acute) and all NHS-commissioned activity, including services provided for the NHS by the independent
sector.

33. The aim is for this data to be made available either in aggregate form or, where detailed information
is provided, in anonymised or pseudonymised form. This process removes patient identifiable information
and allocates a consistent “pseudonym” so that individual cases can still be tracked, but only with explicit
approval.

34. Access to identifiable information is available only where patient consent has been given, or where
specific permissions apply. Permission is required from an expert group called the Patient Information
Advisory Group (PIAG), set up under the Health and Social Care Act (2001). This group assesses each
application to test that the use of patient information is justified, taking into account issues of confidentiality
and consent.

35. Access to the Secondary Uses Service requires each user to be formally registered and to use
individual smart card access, just as for other systems in the National Programme for IT in the NHS. Each
user is allocated a role which determines the functions (ie what reports they can access) and the coverage
(eg the organisation or geography of data which may be accessed). Key user activities, eg, logon and
performing an extract, are logged.

36. In January 2006, the new national health research strategy Best Research for Best Health announced
that the Department of Health would ensure the capability exists within the national NHS IT system to
facilitate, strictly within the bounds of patient confidentiality, the recruitment of patients to clinical trials
and the gathering of data to support work on the health of the population and the eVectiveness of health
interventions. The UK Clinical Research Collaboration established an expert group under Professor Ian
Diamond, Chief Executive of the Economic & Social Research Council, to advise NHS Connecting for
Health on maximising the use of the NHS Care Record for research. It has simulated how clinical trials and
large observational studies could draw on the NHS infrastructure, and will report shortly.

37. The Secondary Uses Group set up by the Care Record Development Board to advise on the ethical
use of patient data and how the potential for research, statistics and management can be realised without
compromising confidentiality or security is due to report shortly.

Conclusion

38. There is no room for complacency in a large and complex change programme that aims to achieve
major and lasting improvements in patient safety and patient care. The supporting IT systems will process
often intimate information about people and there needs to be a programme of continuous appraisal and
improvement. The Department of Health intends to establish a National Information Governance Board
(NIGB) answerable to the Secretary of State for Health, to provide a single authoritative source of
monitoring, oversight and advice on the use of information in health and social care. The NIGB will review
compliance with the NHS Care Record Guarantee and report annually to the Secretary of State. With
increased availability of patient information, it is important to safeguard access and to retain the confidence
of the public. The NIGB will prevent complacency by adopting and maintaining high standards and by
being ever watchful and in touch with public perceptions.

April 2007
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APPENDIX 37

Memorandum submitted by the Foundation for Information Policy Research

The Foundation for Information Policy Research is an independent body that studies the interaction
between information technology and society. Its goal is to identify technical developments with significant
social impact, commission and undertake research into public policy alternatives, and promote public
understanding and dialogue between technologists and policy-makers in the UK and Europe.

We were asked by the adviser to the Home AVairs Committee to submit evidence on the large strategic
issues of concern to the general public raised by the numerous public and private databases and forms of
surveillance with a direct relevance to the work of the Home OYce, including “the databases being
developed by the Department of Health and the DfES for use in the fight against crime”.

We would like to make the following points.

1. The UK does a lot more surveillance than other countries, especially when it comes to CCTV. This
raises, at the very least, the question of whether the public money invested in these systems yielded a
satisfactory return. In the case of CCTV the answer appears to be no: although CCTV is eVective at reducing
crime in car parks, where there are restricted exists, the evidence does not support its eVectiveness
elsewhere.230

2. The origins of the overinvestment appear to be as follows. The Criminal Justice and Public Order Act
1994 allowed local authorities to establish CCTV systems in order, inter alia, ‘to promote the prevention of
crime’. The current government started oV well enough in 1997 with its ‘Comunities that Care’ initiative,
under which local community leaders meet and suggest neighbourhood initiatives that would in their
opinion reduce crime—which might include anything from better street lighting to improved sports and play
areas. However, this appears to have become entangled with the CCTV initiative with the result that instead
of subsidising “initiatives that would make your neighbourhood safer”, the Home OYce has been
subsidising “initiatives that would make your neighbourhood safer using CCTV”. As a side-eVect, the
“Communities that Care” initiative appears to have languished, or at least been much less eVective than the
US pilots on which it was based. The Committee should therefore consider not just the waste of public funds
but also the opportunity costs—the better crime-reduction initiatives that were crowded out.

3. Once these lessons are learned, we may expect that in future there will be less CCTV surveillance.
However there will still be some, and the Committee should next consider the issue of access to and
processing of stored image data. In the past there have been some notorious abuses (including operators
selling images of people having sex). The Data Protection Act 1998 empowers the Secretary of State to order
“assessment” of processing operations that “appear[] to him to be particularly likely—(a) to cause
substantial damage or substantial distress to data subjects, or (b) otherwise significantly to prejudice the
rights and freedoms of data subjects” (Section 22(1) DPA98). Justice has called for data matching CCTV
cameras and facial recognition software in particular to be designated as ‘assessable processing.
Unfortunately no such order has been issued.

4. We would like to raise an important point that we believe has been overlooked. Strategic issues raised
by CCTV (and other forms of surveillance) are not limited to privacy, but extend to equality of arms in both
criminal and civil cases. It is much easier for the police to get access to CCTV images to prove guilt than it
is for a citizen to get access to establish an alibi; and in civil disputes involving (for example) disputed ATM
withdrawals, a customer in dispute with her bank will typically find it impossible to get the relevant
CCTV images.

5. We suggest that committee members read David Brin’s book The Transparent Society, which argues
that given the dramatically falling costs of data acquisition, storage and processing, we face a choice of two
futures: one in which the government knows everything about its citizens who are disempowered and
alienated as a result, and an alternative in which citizens can also observe the rulers (and each other). Brin
argues for the abolition of most forms of privacy; he suggests not only that anyone should be able to read
anyone else’s bank statements, but even that anyone should be able to tap anyone else’s phone. While Brin
takes an extreme position to make his readers think, his position contains a kernel of truth. A world in which
the spooks know everything, the police know almost everything, the banks and credit reference agencies
know an awful lot, and the citizens know very little, will not be the same as the Enlightenment vision of a
democracy of citizens equal under the law.

6. Parliament’s historic attempt at balance was the Freedom of Information Act, which made the
Information Commissioner responsible for encouraging the flow of information to the ruled about the rulers
as well as for limiting the flow to the rulers about the ruled. This is inadequate for two reasons. First, there
are constant pressures on governments in the other direction, so the balance is steadily eroded. Second, such
a dispensation is essentially a centralising one. State action displaces private action: only the state has the
information needed to act.

230 M Gill, A Spriggs, Assessing the Impact of CCTV, Home OYce Research Study 292, February 2005; see also their other
publications at www.perpetuitygroup.com
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7. For example, the Government has struggled for years to make the Child Support Agency into an
eYcient vehicle for recovering a certain kind of civil debt, namely alimony. In the process it has caused much
misery. We suspect the solution must be to give citizens better mechanisms to recover civil debts of all kinds.
Thus a divorcee seeking to enforce a court judgement should be able, by court order, to track down a fugitive
partner, identify his registered assets from bank accounts through motor vehicles to real property, and seize
what is due to her. Similarly, as technology makes it simple to keep CCTV images forever rather than just
for a week, someone wishing to establish that they did not make a disputed ATM transaction, or to establish
an alibi in a criminal matter, should be able by order to access the relevant images.

8. Transparency and equality of arms would go a long way in ensuring that public support for
surveillance is retained in the long term. The same applies to access to databases; information sharing
between public sector bodies and private agencies will be undermined if the exercise is seen as favouring big
companies against small firms or individuals, or the strong against the weak generally.

9. Matters will be even worse if large quantities of public-sector data start flowing to the private sector;
government datasets are notoriously inaccurate, and if they start being used by credit reference agencies and
banks in lending decisions, then innocent people will be harmed. If, at the same time, more and more
government departments start using credit reference agency data, there is a clear risk of positive feedback
loops whereby some wrong information on a citizen, whether entered accidentally or maliciously,
contaminates a number of public and private databases, making some poor citizen’s life a misery. In a world
of pervasive and growing “identity theft” this is not acceptable.

10. We put the term “identity theft” in parentheses because we don’t agree with it. Ten years ago, if
someone went to the Midland Bank, pretended to be me, borrowed £10,000 and vanished, that was the crime
of impersonation; it was the bank’s problem rather than mine. Now it’s called “identity theft”—supposedly
it’s not the bank’s money that’s been stolen but my identity. This suits the banks as it help them dump fraud
liability on customers, and it suits the Home OYce as they think it will help them sell identity cards.

11. But from the point of view of data protection, the problem is that credit reference agencies knowingly
pass on false information about the “victims” of “identity fraud” even although they know that the victims
have nothing to do with it. When challenged, the agencies say that they are simply holding this data on behalf
of the banks. This is untrue as in law they are the data controllers, and by passing on false information they
break the fourth data protection principle. They are also committing a civil libel. The Information
Commissioner should be ready, on application from a victim of “identity theft”, to issue an enforcement
notice against the agencies committing the defamation. Unfortunately, successive Information
Commissioners have proved reluctant to act. That must change if more public-sector use is to be made of
agency data (and indeed in any case).

12. On the topic of “identity”, a controversial bundle of issues centre on the ID card system and the
identity register that will stand behind it. FIPR gave evidence to the Committee on this topic in 2004; we
refer the Committee to that evidence and also to the LSE report warning about the project’s likely costs231—
which seems more prescient with every new cost escalation. We remain deeply sceptical about this project.
Recent research232 also strongly suggests that the obsession with identity since 9/11 has damaged the fight
against fraud and money laundering; “follow the man” and “follow the money” are not perfect substitutes,
and an overinvestment in the first has caused the neglect of the second.

13. The Committee asks about the potential abuse of private databases by criminals. Honourable
Members should also consider the abuse of public sector databases; there has been considerable concern,
from the public to senior police oYcers, about potential abuse of the proposed identity register. It is already
the case that public sector databases are unlawfully accessed on a regular basis by private detectives and
others, especially when they wish to trace people.

14. Two members of FIPR’s Advisory Council were involved with the BMA in an experiment in 1996 to
determine the extent of abusive access to NHS data. StaV at the North Yorkshire Health Authority were
trained to detect and deal with false-pretext phone calls, by logging calls requesting personal data and calling
back to a number found in a phone book rather than to the number given by the caller; this simple
authentication mechanism revealed some 30 false-pretext calls a week. The BMA asked the Department of
Health to extend these operational security measures throughout the NHS; its response was to order the
NYHA to cease and desist. No doubt many people have been traced, and/or had their personal health
information compromised, since then.

15. The new Population Demographics Service in the NHS will make it easy for any NHS staV member
to trace anyone in the country, including ex-directory numbers (although it is possible to opt out of PDS, you
then cannot use Choose and Book or electronic prescriptions). The identity register, if built, will no doubt be
used for similar purposes. The Police National Computer has long been abused by corrupt or careless
oYcers despite a substantial audit resource and frequent prosecutions; public-sector databases accessed by
staV under less discipline, who are audited less rigorously, and who work for organisations that care less
about security, will likely be abused more.

231 The Identity Project—as assessment of the UK Identity Cards Bill and its implications, LSE, June 2005; at csrc.lse.ac.uk/
IDcards/identityreport.pdf

232 Closing the Phishing Hole: Fraud, Risk and Nonbanks, Ross Anderson, Federal reserve Santa Fe Conference, 4–6 May 2007;
at www.ross-anderson.com
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16. Thus, at present, the state’s ability to trace people is made available to private individuals through
unregulated and largely unlawful means. This facilitates various sorts of harm, from the harrassment of
celebrities to intimidation of witnesses and vengeance against former partners’ lovers. We propose instead
that there should be properly regulated mechanisms for tracing individuals and assets. This should remove
much of the demand from private investigators for access to such material. Draining the swamp will surely
be better than giving a short jail sentence to the occasional crocodile.

17. The Committee asks about Home OYce use of health and education databases. FIPR wrote a report
Children’s Databases—Safety and Privacy for the Information Commissioner in 2006.233 There we
documented the government’s plans to link up databases with information on children, including NHS,
social work, police and education systems. A key driver is the Home OYce belief that future delinquents
and oVenders can be identified and targeted for early intervention. We are deeply sceptical about this; it is
extremely likely that the costs will greatly outweigh any benefits.

18. The Committee asks about ‘Profiling’; we’d suggest it consider the analysis set out in our report. It
is very hard to predict which children will oVend, and the attempt carries a serious risk of stigmatisation,
so that predictions can become self-fulfilling. Many young people successfully overcome multiple
disadvantages, such as a bad neighbourhood, a single-parent family and poor health; marking all multiply-
disadvantaged youths as “likely to oVend” is unjust. Equality activists have long talked of the “oVence” of
“driving while black”; the risk of profiling is that young people in future may be pulled over for “driving
while having more than 60 points on the ONSET system”. If vulnerable young people are repeatedly stopped
by the police, or treated like suspects rather than witnesses whenever they come to attention, then they can
easily be driven to rebellion and criminality.

19. Quite apart from the law-enforcement aspects of child surveillance, there are grave doubts about its
eVectiveness in social care. There is a shortage of eVective interventions, with Communities that Care and
Sure Start having been largely ineVective; there is a serious risk of losing the confidence of social workers,
teachers, doctors and other professionals, and of compromising public confidence in the confidentiality of
health and social services. (This trust has proven therapeutic value.)

20. In short, the costs of widespread information sharing on children appear to greatly exceed the
benefits. Even if oYcials argue that they can predict from surveillance who’ll oVend, there are much easier
ways to identify troublesome kids (just ask the teachers); but it’s not easy to do anything about them, and
it’s not Home OYce turf anyway. It’s pointless to do surveillance and not be able to act on it, and action is
the hard part. Furthermore, a number of the proposed information flows are contrary to European (and
thus UK) law.

21. Another example of police use of health data goes back to 1996, when there was a tussle between the
government and the BMA over granting the police access to the Prescription Pricing Authority database.
This was sought with the argument that the police needed to track down the small number of doctors and
nurses who abuse their ability to prescribe opiates. Eventually the BMA decided not to fight the issue, and
conceded police access. Yet Dr Shipman kept on murdering his patients for several years after that. The
Committee might care to ask ministers how this happened. This may help bring home that simply sharing
data between government departments and agencies does not by itself mean that anything useful will be done
with it. As well as the data, there must be mechanisms, systems and above all incentives; for the police, the
PPA data may have been “nice to have” but trawling it was presumably not a priority as they didn’t know
that a Shipman existed. Perhaps if the GMC had been assigned the surveillance task, Shipman would have
been caught sooner.

22. The committee asks about “Existing safeguards for data use and whether they are strong enough”.
The brutal answer is that UK data protection law has always been not only weak but defective. This is not
a party political issue; data protection acts introduced by both parties have equally failed to give eVective
force to European treaties and law. This is explored in detail in chapter 7 of our report on children’s
databases.234 The eVect in healthcare is that while everywhere else in Europe governments consider it
necessary to get patient consent for secondary uses of health records, here in the UK it is considered suYcient
to oVer some limited (ineVective) patient opt-out from some of the applications. The risk is that a future
European law challenge will undermine NHS business processes that by then might be expensive to change.
(This matter is currently being considered by the Health Committee, which is due to report in July.)

23. The Committee asks about monitoring of abuses. As we remarked above, the PNC is the one public-
sector database where a real eVort is made to catch abusers, and even that doesn’t stop abuse. In the NHS,
privacy breaches are not reported to patients but to “Caldicott Guardians”, typically senior managers who
have every incentive to cover up problems in the absence of clear evidence of actual harm. The only way to
get the incentives right is to notify patients, as is done in many other countries. Indeed FIPR believes that
the UK should have a security breach disclosure law, as exists in most US states; any organisation suVering
a breach of systems security should be compelled to notify all data subjects whose information may have
been aVected. This is desirable for many reasons other than privacy; for example, people whose credit cards

233 Available from www.ico.gov.uk and from www.fipr.org
234 See also Professor KorV’s testimony for FIPR to the Health Committee enquiry into the Electronic Patient Record.
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have been compromised should be told so that they can have them reissued.235 (There is an EU proposal for
a directive on security breach notification, but it’s limited to telecomms; this is one area in which the UK
legislator could usefully go farther and faster than Brussels.)

24. FIPR also testified to this Committee in 2006 about forensic problems caused by the growing volumes
of data seized nowadays and police inability to cope. We mentioned that Operation Ore had caused
particular problems by its extravagant resource consumption. Recent revelations about the incompetence
(to put it at its most charitable) of that operation are deeply disturbing: it appears that about two thousand
people were raided by the police during 2002–06 on suspicion of having downloaded child pornography
when in fact they had simply been victims of credit card fraud. Security breach disclosure laws will help
prevent a repetition of this (though many other things are needed too, from better police forensics through
to punishment of the culprits in that particular case).

25. Action is needed to make the Information Commissioner’s OYce more eVective and to make proper
penalties available for abuse. First, the ICO has always been lacking in technical capability, which has
undermined its credibility. Second, the proposed changes to data protection law, agreed by the ICO and the
Ministry of Justice, provide for (short) prison terms to be available for private detectives and others who
gain improper access to data, but not for the data controllers who give them this access. This is also
unsatisfactory. In fact, we think that the ICO needs a radical rethink; Parliament should consider the proper
allocation of the regulatory tasks currently performed by the ICO, the various surveillance and intelligence
commissioners, and the IPCC. What governance structures are needed to ensure that oYcial access to
information is not abused in the information age? What laws or institutions are needed to overcome or
sidestep the civil service opposition to privacy and freedom-of-information laws that has undermined the
ICO to date?

26. In summary, we’re deeply sceptical about the notion that pervasive surveillance will solve social
problems. It’s been tried for over a dozen years, and we have yet to see the evidence that Britain has gained,
say by comparison with Germany where privacy laws are better enforced. The huge investment in CCTV
looks like a mistake, and spending billions more on identity registers, children’s databases, ANPR, and
other mass surveillance systems, is foolish. The vendors of these systems have mostly failed to make a case
on costs and benefits.

27. There is also a deep political question about the relationship between the citizen and the state. A
frequent objection to the ID card project has been that many people prefer the “British way”, whereby the
policeman shows his warrant card to the citizen, rather than the “German way” in which the policeman
imperiously demands the citizen’s Ausweis. Other mechanisms of surveillance and control will carry similar
side-eVects. We won’t be able to predict them all in advance, but legislators should still have some guiding
principles.

28. We’d therefore suggest that the Committee try to develop a vision of how citizens relate to the state,
and to each other, in an information society. How should society regulate access to the masses of public and
private sector data that are gathered, or that can be used for, surveillance? If there is going to be a “British
way”, what should it be?

May 2007

APPENDIX 38

Memorandum submitted by Experian

About Experian

Experian is a global leader in providing analytical and information services to organisations and
consumers to help manage the risk and reward of commercial and financial decisions. Combining its unique
information tools and deep understanding of individuals, markets and economies, Experian partners with
organisations around the world to establish and strengthen customer relationships and provide their
businesses with competitive advantage. For consumers, Experian delivers critical information that enables
them to make financial and purchasing decisions with greater control and confidence. Clients include
organisations from financial services, retail and catalogue, telecommunications, utilities, media, insurance,
automotive, leisure, e-commerce, manufacturing, property and government sectors.

Experian Group Limited is listed on the London Stock Exchange (EXPN) and is a constituent of the
FTSE-100 index. It has corporate headquarters in Dublin, Ireland, and operational headquarters in Costa
Mesa, California and Nottingham, UK. Experian employs more than 12,500 people in 34 countries
worldwide, supporting clients in more than 60 countries. Annual sales are $3.1 billion (£1.7 billion/ƒ2.5
billion).

235 See Professor Anderson’s testimony for FIPR on this topic to the Lords’ Science and Technology Committee enquiry into
Personal Internet Security.
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1. Executive Summary

1.1 The purpose of the paper is to provide the Home AVairs Committee with background to what a credit
reference agency does to assist with its inquiry.

1.2 A credit reference agency (otherwise known as a credit bureau) does not make any lending decisions
in its own right nor does it express any opinion as to an individual’s ability to repay a loan. Rather it provides
factual data and tools to lenders for this purpose. Lenders will make their decision based on information
provided by the consumer, information obtained from a credit reference agency (which is obtained with the
consumer’s consent), information from other sources and most importantly, against that particular lender’s
underwriting criteria.

1.3 Information held by a credit reference agency largely consists of publicly available records, such as
the electoral register, county court judgments and bankruptcies. Alongside this it holds information relating
to credit applications and credit accounts provided by lenders, with the consent of the consumer. By bringing
this objective information together lenders can make accurate, responsible decisions about an individual’s
ability to repay a loan.

2. Data Protection within Experian

2.1 It is a key strategy for Experian to position itself with consumers and its clients as a trusted custodian
of personal data and an acknowledged leader in the field of compliance, data protection and data sharing.
Its dedicated Regulatory and Consumer AVairs team is charged with this responsibility across Experian.

2.2 Experian facilitates the sharing of data through a secure database repository where data are obtained,
stored and accessed strictly in accordance with relevant legislation and codes of practice governing the use
of shared data.

2.3 Experian operates in a highly complex and regulated environment. The Data Protection Act 1998
governs the processing of personal data both by Experian clients and by Experian itself. There is other
legislation governing the use of specific datasets—The Representation of The People Act controls the use
of electoral register data.

2.4 As a Credit Reference Agency Experian is also licensed by the OYce of Fair Trading under the
Consumer Credit Acts 1974 and 2006. Consumer complaints can be directed to both the Information
Commissioner’s OYce and Financial Ombudsman Service.

2.5 Experian is committed to achieving the highest possible levels of data accuracy, security and integrity.
Its Regulatory and Consumer AVairs function works closely with regulators, including the OYce of Fair
Trading and the Information Commissioner, to ensure that all procedures, products and systems are carried
out and developed to their satisfaction and within the appropriate legal framework.

2.6 Commitment to compliance and data protection is further demonstrated through Experian’s active
participation on government consultative groups, industry trade bodies and associations, together with
direct client involvement to increase compliance and data protection awareness.

2.7 Equally Experian is committed to its consumer-facing obligations as a Credit Reference Agency. Its
Consumer Operations department of over 200 people is dedicated to working with consumers and suppliers
of their data to ensure its accuracy. In tandem with this service, Experian liaises with the media, government,
money advisors and consumer organisations to promote transparency in terms of what personal
information is held and why and how it is used.

2.8 This submission expands on the role Experian plays as a credit reference agency.

3. Credit Referencing in the UK—The Use of Personal Information

3.1 The UK has three consumer credit reference agencies. Their databases bring together data from many
diVerent sources—public, proprietary and self-reported by consumers—to provide the basis for informed
and timely business decisions by their clients. These decisions are primarily around credit applications, but
increasingly relate to authentication checking—confirming the consumer is who they claim they are, which
is critical for lending decisions and indeed is required by Money Laundering regulations.

3.2 The credit reference agencies provide comprehensive information on the credit status of individuals
by combining publicly available records with credit account details received from many hundreds of credit
grantors.

3.3 When consumers seek financial services, they provide the financial service provider with information
on their financial position. As part of the process of underwriting a consumer’s application, the majority of
providers, with the consent of the applicant, utilise the facilities of one or more of the UK credit reference
agencies. These supply the financial service provider with reliable credit performance data from other
financial institutions, relating to the consumer. The credit reference agency does not disclose the origin of
such information to the provider.
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3.4 The consumer benefits from choice and competition across a wide range of financial services, which
has been made possible by the innovative and technologically advanced collection, use and delivery of
information. The credit reference bureaus provide up-to-date and comprehensive information to a wide
range of consumer facing organisations, enabling them to oVer swift and discrete decisions in shops, banks
and a range of other organisations, face-to-face and on the telephone or via the internet.

3.5 Consumers benefit from the knowledge that their information is provided and assessed in an
understandable and controlled format and that they have the right to access their records at any time, and
ensure the information is correct. They also have confidence that their data may not be accessed by
unauthorised persons and that it is protected by law under the provisions of the Data Protection Act 1998.

3.6 Data sharing in the UK is governed by the Principles of Reciprocity—as agreed and policed by the
Steering Committee on Reciprocity (SCOR)—as well as being subject to all the legislative requirements
relating to the processing of personal data.

3.7 SCOR is an industry body consisting of representatives from the British Bankers Association,
Finance and Leasing Association, Council of Mortgage Lenders, Consumer Credit Trade Association, Mail
Order Traders Association, APACS, Consumer Services Association and Consumer Credit Association,
together with representatives from the three UK credit reference agencies. Credit reference agencies are not
therefore able to determine unilaterally how shared personal data may be used.

4. The UK Credit Market

4.1 The UK credit market is the second largest in the world after the USA, with the majority of the adult
population holding a range of financial products, from a wide variety of organisations, as a matter of course.

4.2 Competition to satisfy the demand in the UK is increasingly fierce. Many consumers move from
lender to lender, taking advantage of opening oVers and moving on to the next attractive deal when the
oVer expires.

4.3 At a time of record levels of UK debt, lenders are more reliant than ever on full bureau information
to ensure that the new-to-organisation applicant can be identified and their financial position and stability
understood in order to make credit or financial service decisions. Legitimate and transparent access to data
has been fundamental to the development of this competition.

4.4 Lenders use credit bureau data, inter alia, for risk assessment and aVordability decisions to ensure
consumers are oVered the most appropriate product for their specific requirements.

5. Data Protection, Privacy and Data Security

5.1 Lenders search the databases at credit reference agencies with the full knowledge of the applicant. A
standard notification and consent wording agreed with the Information Commissioner is now being widely
used by banks, credit card issuers and similar organisations.

5.2 Other clauses advise the customer whether records of applications and information on the
performance of credit accounts are lodged with credit reference agencies and made available for the purpose
of the prevention of over-commitment and fraud.

5.2 Only those consumer records on which consent to share the data is given are held on the credit bureau.

5.3 Extensive client veracity checks are conducted before a financial services provider is permitted access
to a credit bureau’s records. Ongoing monitoring is also carried out to ensure patterns of client usage are
consistent.

5.4 Physical data security is critical to Experian, with a multi million pound investment having been made
in a purpose built data centre. This is backed up by strict data access controls and protocols overseen by a
dedicated Information Security function. All Experian employees and clients who require access to Experian
systems and information are individually authenticated before any information is provided. Rigorous access
controls ensure that information is only provided to authenticated users based on their authorised job
function/responsibilities.

5.5 In addition to compliance with the Data Protection Act, credit reference agencies work to a number
of other regulatory requirements, codes of conduct and guidance notes such as the industry-backed Guide to
Credit Scoring and the Information Commissioner’s Guidance Notes on Credit Referencing and Defaults.

6. Benefits of Data Sharing

6.1 The UK financial services market is highly sophisticated, competitive and delivers real choice and
benefit to both the consumer and the economy. It has grown and developed as UK financial services
companies have developed through competition. That competition has been possible because of the open
nature of the UK market and the increasing sophistication of UK consumers.
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6.2 Barriers to entry for financial services providers are low and the availability of information from
shared databases at credit reference agencies enables real competition to thrive. It also makes it possible for
lenders to lend more responsibly and monitor account behaviour on an ongoing basis.

6.3 The benefits and value of the UK model are acknowledged in the work undertaken annually by the
World Bank in its “Doing Business” survey, see http://www.doingbusiness.org/, which identifies the UK as
the top-ranking country in which to obtain credit based on the balance between legislative protection for
consumers and lenders together with the breadth of information in the credit reference agencies. It considers
that a functioning and eVective credit industry is a vital contributor to economic stability and growth in
GDP.

6.4 The Competition Commission has also recognised the pro-competitive impact of the provision of
shared access to consumers’ payment data in its recent report on home collected credit.

7. Working with Consumers—General

7.1 As a credit reference agency Experian has statutory obligations under both the Data Protection Act
and Consumer Credit Act to provide a consumer with a copy of their credit report and to help them deal
with any queries on this report, if necessary liaising with lenders and other third parties on their behalf.

7.2 Over the past 12 months Experian has provided over 1.5 million new credit reports to consumers and
a further three million repeat reports through its on-line credit report membership and monitoring service.
Its Consumer Services team helped over 900k consumers with questions on their credit reports.

7.3 Experian takes its consumer obligations much further than this and works closely with consumer
groups, such as Citizens Advice, Which? and the National Consumer Council, and with money advice
organisations like the Consumer Credit Counselling Service and National Debtline, providing free credit
reports to people who are receiving free debt counselling.

7.4 Similarly Experian’s clients are encouraged to be as forthcoming as possible about the role credit
reference information plays in their decisions to make sure consumers get accurate and helpful information
when they need it. Experian also works very closely with all the relevant lending trade associations on a
variety of issues and initiatives.

7.5 Its Consumer AVairs team regularly provide material for publications and contribute extensively to
all forms of media, including television and radio, to ensure that consumers are aware of their rights in
this area.

7.6 Experian’s free booklet, The Credit Reference Agency Explained provides an overview of the credit
reference agency’s role and its “Credit Crossroads” leaflets provide advice and guidance around financial
issues and “life events”. These are distributed through citizens advice bureaux and other consumer advice
centres.

7.7 Each year, the Consumer AVairs team spend considerable time talking directly to consumers at
exhibitions such as the conferences of Citizens Advice, The Institute of Money Advisers, Money Advice
Scotland, the Trading Standards Institute as well as at consumer events like the Ideal Home Show and BBC
Good Homes Show.

7.8 At a policy level Experian is involved in several consumer education and financial capability projects,
including those led by the Financial Services Authority, the OYce of Fair Trading and the Personal Finance
Education Group.

7.9 Most recently in 2006, Experian launched a resource pack for teachers, Getting Credit: A Beginner’s
Guide, to help them deliver numeracy and literacy lessons around the theme of applying for, getting and
managing credit. Additionally support is provided to the Young Consumers of the Year competition, giving
the schools that take part information about consumer credit and helping set questions about the process
for granting credit.

8. Working with Consumers—Victims of Fraud Service

8.1 Since 2003 Experian has provided a dedicated support service to consumers who have been victims
of identity fraud. During this time, assistance has been given to over 15,000 identity fraud victims. There
are now on average 100 victims of fraud contacting Experian’s Victims of Fraud team each week.

8.2 This free service was introduced to oVer consumers a single point of contact and to act as intermediary
in the restoration of a consumer’s accurate credit history. By acting on a consumer’s behalf and by co-
ordinating any necessary activity the Experian service significantly reduces the amount of time it would
normally take an individual to restore his or her credit history.

8.3 Once Experian has established that an individual is a true victim of fraud and their identity has been
fully authenticated, they are provided with the following:

— A dedicated case worker (with a freephone number), who will give general and ongoing advice on
identity fraud as well as dealing with the specific problems being experienced by that individual
and helping to liaise with lenders on their behalf.
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— A free copy of their credit report along with copies of Experian’s consumer advice leaflets—Your
Credit Report Explained and Identity Fraud Explained.

— A discrete password which is added to their credit report which ensures lenders are alerted to the
fact that an individual has been an ID fraud victim and should therefore request the password prior
to proceeding with an application for credit.

— Information about and referral to CIFAS (the UK’s fraud prevention service) for Protective
Registration.

— Free 12 month membership Experian’s credit report monitoring service, CreditExpert.

9. Conclusion

9.1 The UK model enables the consumer to shop around for the best deal secure in the knowledge that
lenders are able to see the most up to date information about them and make the best possible decision.
Consumers are no longer limited to taking products from the organisation with which they already have a
relationship because other do not know enough about them. As a result, healthy competition has driven
down the cost of credit to consumers and resulted in wider choice.

9.2 The macro and micro economic benefits of this are acknowledged in the DTI White Paper in 2003—
Fair, Clear and Competitive—The Consumer Credit Market in the 21st Century, which opens with the
statement:

“Consumer credit is central to the UK economy. Economic stability based on sound fundamentals
is bringing rising prosperity, record employment and low interest rates, all underpinning increased
demand for credit. For most, credit cards and other secured and unsecured lending provide people
with greater control and flexibility when managing their finances—collectively benefiting the
economy A competitive and eYcient financial sector, of which the consumer credit market is an
important part, is essential to raise the level of economic growth in the UK economy.”

9.3 The World Bank makes it clear that central to the success of the UK consumer credit market is the
eVective and competitive credit bureau regime in the UK.

9.4 At the same time, the consumer’s rights under the Data Protection Act to obtain a copy of the
information held about them (and to get it queried and/or corrected if it is incorrect) gives them the security
of knowing what information was used to make that decision and critically, who has been looking at it. This
is because every access is required to leave a footprint visible to that consumer showing when and by whom
their credit report was searched.

9.5 Credit referencing in the UK is transparent. A credit reference agency provides a central and highly
controlled repository of information that may be made available only with the consent of the data subject
for purposes that benefit them, typically in accessing goods or services.

May 2007

APPENDIX 39

Memorandum submitted by the Loyalty Management Group

BACKGROUND SUMMARY OF NECTAR

Introduction

1. The Home AVairs Select Committee has invited Loyalty Management Group (LMG), the company
that owns and operates the Nectar Card, to provide oral evidence to its inquiry into “A Surveillance
Society?” on 7 June 2007. To assist the Committee in terms of background information and what we
understand the Committee may be interested in; this written summary provides a detailed overview of how
Nectar collects, uses and protects data on the individuals that participate in the Nectar loyalty programme.

The Nectar Programme and How it Operates

2. Nectar is a coalition loyalty programme. It consists of retailers and service companies that sign up to
Nectar and oVer Nectar Points to consumers. Currently there are 15 Nectar partners, each with sector
exclusivity in the area in which they operate. This means, for example, that there is only one grocery
supermarket, one petrol retailer, one department store, or one car-hire company in each sector participating
in Nectar at any one time.

3. Nectar is an entirely voluntary scheme which consumers actively decide to join. These consumers are
called “Collectors”. Collectors earn Nectar points from the retailers and service companies. Collectors
normally earn two Nectar Points for every £1 spent, although this diVers in a limited number of cases (eg
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the rate is one Nectar Point for every one litre of fuel from the petrol retailer). At the lowest level, 500 points
is equivalent to a reward worth £2.50 to collectors. This equates to 1% of the money spent by Collectors on
collecting their points. This benefit level can rise to 5% depending on where Collectors redeem their points.
Collectors have a variety of options when they want to redeem points, which range from money-oV shopping
through to booking flights, days out at theme parks and free cinema tickets.

4. Since the launch of Nectar in September 2002 to May 2007, Collectors have redeemed over £800
million worth of rewards.

Collecting Data

5. Nectar collects information for two basic purposes:

(i) Operational ie to have Collectors’ contact details and to operate their Nectar account by adding and
deducting Nectar Points from Collectors’ accounts as they collect and redeem their points.

(ii) Marketing ie to identify the shopping behaviour of Collectors so that Nectar and the partners in
the programme can send Collectors oVers that will be of interest to them. Information may also
be analysed for internal purposes eg to validate the benefits a partner has gained from participating
in Nectar.

Nectar Collects

6. Basic registration information for all Collectors collecting points on the account (name, address,
phone number, e-mail address) and security information (date of birth and mother’s maiden name or other
memorable word); and basic lifestyle information (how many people live in the household, how many are
under 18, number of cars in the household).

7. Shopping transaction information: where the Collector has shopped, on what date, total value of
goods purchased. Nectar does not know the individual details of goods which are purchased. (For example:
the data collected only tells Nectar Joe Bloggs shopped in the Westminster branch of Sainsbury’s at 10 am
on 4 June 2007, spent a total of £50 and is to be issued 100 points).

8. LMG would like Collectors to be engaged fully with Nectar by collecting and redeeming points and,
if they choose to, by benefiting from the rewards and oVers provided by Nectar. In order for Nectar to
achieve this aim, it is paramount that it develops and maintains a high level of trust with Collectors, and a
fundamental element of that relationship is that Nectar is openly transparent with how that data is used.

9. Partners in Nectar are only able to access data on their own customers and Nectar will carry out
analysis on those customers for partners who wish to carry out marketing targeted at a particular set of their
own customers eg BP may wish to make a particular oVer to its customers who live within a certain radius
of a petrol station. Nectar undertakes regular direct marketing communications with Collectors (eg its
quarterly points update mailing) and partners can indirectly access Collectors who are not their customers
by including an oVer in those communications; if a Collector takes up that oVer, he or she will then, of
course, become a customer of that retailer or service company.

10. Nectar has established an internal code that applies for the benefit of the Nectar “coalition”—what
we call our “database principles”. These are included in all Nectar’s contracts with companies which issue
Nectar Points and set out the access that they are permitted to Nectar’s data and also include some
important safeguards for Collectors (eg Nectar has the right to refuse access to stop excessive
communications). Nectar’s success depends on gaining and maintaining the trust of Collectors and these
principles are an important element of this.

11. Nectar also carries out specific marketing campaigns e.g. one that is very popular with Collectors is
the oVer sent when a collector has moved house, including a map of their new neighbourhood showing the
nearest places they can collect Nectar Points and with bonus Points oVers that can be used there.

Privacy and Data Protection

12. It is a requirement of the Data Protection Act that everyone from whom data is collected is made
aware of the information on them that is collected, what it will be used for, and to whom it will be disclosed.
This must be done at the time the data is first collected. Nectar’s “Policy on Privacy and Data Protection”
appears prominently wherever Nectar collects data eg from registration forms and the website.

13. Safeguarding Collectors’ data is essential to Nectar’s business and to Nectar partners. Unless
Collectors have the confidence of knowing that their data is secure with Nectar, they will stop engaging with
the programme or “de-register”. Even if there were no legal requirements, this is the most powerful
underlying reason for Nectar to ensure that its data is kept as secure as possible.

14. However, there is another important element, which is a requirement of Nectar’s partners. It is
equally integral to their customer service, business model and wholesale reputation that any personal data
is kept secure. In short, if they did not have confidence that Nectar could protect this information, they
would not participate in the Nectar scheme.
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Conclusion

15. Nectar’s primary business asset is data. It therefore has a fundamental business need to ensure that
its data is collected, held, used and disclosed in a way that complies not only with legal requirements but
meets and exceeds best practice. Nectar relies on the continuing trust of Collectors and an important element
of this is that they are confident that their data is secure with Nectar and that Nectar will handle their data
properly.

16. The underlying aim for Nectar and its partners is to understand the needs and wishes of Collectors
when they go shopping. Through the collection of data Nectar is able to provide a more detailed oVering
to suit the tastes of individual Collectors. The Collectors and their interests are at the heart of our
business model.

17. In summary, it is Nectar’s number one priority to safeguard any data that Collectors voluntarily
choose to share with us. To fall short of providing a high level of security would damage the reputation of
Nectar and would result in Collectors signalling their disapproval of Nectar through ceasing to participate
in the Programme. To avoid this, we ensure, and will continue to ensure, that Nectar data is safeguarded
by stringent security.

June 2007

APPENDIX 40

Memorandum submitted by Randal Gainer, Partner, Davis Wright Tremaine LLP

Executive Summary

1. The personal information and payment card data of millions of individuals in the United States have
been obtained by thieves who have electronically penetrated commercial and government databases and
have stolen laptops and other computer hardware. In the one-year period ending September 2006, criminals
used such stolen data to commit fraud against more that eight million individuals in the US Data breach
notice laws in the US have exposed the breadth of this problem but have not motivated data controllers to
implement adequate data security measures. New laws that are currently being proposed and adopted in the
US will shift costs incurred due to data thefts from banks and individuals that currently bear those costs to
organizations from which data are stolen if the organizations fail to implement certain data security
measures. Mr Gainer advises businesses in the US regarding their legal duties to implement data security
measures and to respond to data thefts. His testimony addresses the positive features and shortcomings of
current US data breach notice laws and the new cost-shifting laws.

2. Mr Gainer is also co-counsel with lawyers from the American Civil Liberties Union in a lawsuit against
the US National Security Agency regarding the NSA’s interception of phone calls and emails of US persons
and the NSA’s data mining of telephone call records. He will testify about some of the issues raised by that
case and will recommend certain restrictions on governments’ use of data mining.

Testimony

3. Thank you, Chairman Denham and members of the Committee for this opportunity to address some
of the issues raised by the “Surveillance Society” report drafted for Commissioner Thomas. The report
highlights serious threats to the privacy of residents of the U.K and of other countries, including the US I
address here two issues raised by the report with which I have experience in the US: protecting the security
of computerized consumer data and regulating government anti-terrorism surveillance. My testimony
reflects my own views and not necessarily those of my firm, our clients, or my co-counsel at the ACLU.

The Positive EVects and Limitations of U.S. Data Breach Notice Laws

4. I represent businesses in matters that involve computer technology. In the last few years, I have assisted
many businesses regarding thefts of electronic data. I would like to address some of the lessons we have
learned in the US about statutes intended to protect consumer data from such thefts.

5. Theft of personal information is a serious problem in the US, as I understand it is in the UK In the
one-year period ending September 2006, the last one-year period for which complete statistics have been
reported, electronic data regarding more than 73 million individuals were stolen or lost in the US The
information of at least 8.3 million of those 73 million persons was misused for fraud. Thirty-seven states in
the US have enacted statutes that require entities that own or license computerized personal information
about individuals to notify those individuals if unencrypted data about them is disclosed to an unauthorized
person. The US Congress is considering proposed statutes that would apply across the US that would
preempt these state laws and would require notice to consumers in all parts of the US in similar
circumstances.
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6. I understand that the UK has no similar data breach notice law, though some commentators have
suggested that such a law should be adopted. A data breach notice law would be an important component
of an eVort to reduce the theft of consumer data. It would undoubtedly expose the extent of such thefts, just
as such laws have done in the US Before California adopted the first US data breach law in 2003, reports
of the theft of consumer data in the US were extremely rare. Now such thefts are reported daily. While there
has likely been some increase in the number of such thefts between 2003 and today, it is not likely that such
thefts began only after the notice laws were adopted. More likely is that organizations did not publicly
disclose similar thefts that occurred before 2003.

7. Bringing the extent of data thefts into public view is important but it is not enough. One purpose of
data breach notice laws is to expose companies and government agencies that fail to take available steps to
protect data to negative publicity—with the hope that such exposure will cause them to improve their
security measures. Another, important purpose is to permit potentially aVected individuals and businesses
to take defensive measures when individuals’ data have been stolen. While the second purpose of data breach
notice laws has been served by the statutes—individuals can monitor their accounts and banks and payment
card companies can cancel accounts or change account numbers—the first purpose, improving security, has
not been well-served by these statutes.

8. As part of my practice, I attempt to persuade business oYcials that they should take additional steps
to protect consumer data. I regularly advise them that such preventive measures will be much less expensive
than the costs of litigation, payment card association fines, or government penalties, all of which are possible
if a data theft occurs. Very few businesses take adequate preventative steps to protect consumer data until
after thieves have stolen such information. Business managers state that tight budgets generally do not
permit expenditures for preventative security assessments and corrective measures.

9. Further, the deluge of data theft notices that have been issued since notice laws became eVective in the
US in 2003–04 has caused some consumers to ignore them. Something additional must be done.

10. I am aware that serious criminal penalties have recently been authorized in the UK for persons who
steal private data. States in the US have even harsher criminal penalties available—and they impose serious
penalties on data thieves when they police catch them. For example, a contractor’s employee was recently
convicted of stealing data from one of my clients. He was sentenced to four years in jail. Such potential
criminal penalties have not, however, prevented the widespread theft of consumer data in the US.

11. A new approach is beginning to be adopted in the US. Last month, Minnesota became the first state
in the US to adopt a law that permits financial institutions to recover costs related to data breaches from
retailers that retain consumers’ payment card data longer than necessary if the card data are later stolen.
Financial institutions often have to replace payment cards when card data are stolen, which can cost up to
$25 per card. In the past, US courts have held that banks may not recover those costs from retailers whose
poor security contributed to a data theft. Five other US states are considering proposed statutes similar to
the Minnesota law. AB 779, pending in California, would permit any owner or licensor of personal data to
recover costs to send notices to aVected individuals that are incurred after data are stolen from a business
covered by California’s data breach notice law.

12. Even these proposed new laws do not address a huge component of the financial costs of data thefts:
pursuant to payment card association rules and standard payment card contracts, if a merchant accepts a
fraudulent card for a transaction, the merchant will have to absorb the cost of the fraud. The cardholder is
protected from having to pay such fraudulent charges by federal law in the US and by card issuers’ policies.
Card issuing banks are permitted to chargeback the losses to the merchant; therefore, unless the merchant
has gone out of business, the issuer is protected as well. Merchants who get stuck with fraudulent charges
typically pass those charges on to consumers by raising prices, ie, merchants adjust their prices to
compensate for fraud losses. As is too often the case, it is the public that is penalized in the end.

13. If the best features of the recently enacted Minnesota statute and the other pending bills were
combined, this outcome could be avoided. Any individual or business that incurs costs of any kind due to
a data breach that was caused, in part, by another business’s poor security measures should be able to
recover those costs from the negligent business. Adequate security standards exist to determine whether a
business has deployed adequate security, including the Payment Card Industry Data Security Standards and
ISO 17799. Standards are not the problem. Failure to implement recommended security measures is the
problem.

14. If such cost-shifting were authorized, negligent business would pay rather than consumers. Perhaps
the risk of incurring such potential costs would motivate businesses to take additional steps to protect
consumer data. Experience in the US shows that, until businesses (and perhaps government agencies) are
threatened with paying for the costs of lax data security, many will fail to implement security measures that
could prevent data thefts. Data controllers know that if a thief steals consumer data, others will bear most
of the costs.

15. Some businesses do implement state of the art data security measures and they should be applauded.
But the epidemic of thefts shows that data security is not the priority it should be.

16. Shifting the costs of data breaches has two additional benefits: it is fair—the negligent party pays—
and it harnesses the power of economic incentives. Relying on mere shaming of data controllers has proven
inadequate.
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17. Cost-shifting could be adapted to the UKs regulatory approach to protecting data. The Information
Commissioner could be authorized to order such cost-shifting if his investigation determines it is warranted.

The ACLU Litigation Against the National Security Agency

18. As you know, The New York Times disclosed the NSA’s domestic surveillance program in December
2005. Two aspects of the NSA program were disclosed by the Times and by other media. One part of the
surveillance program was the interception of emails and phone calls between US persons and non-US
persons without either a criminal warrant or an order from the Foreign Intelligence Surveillance Court. The
FIS Court is a specialized US court that considers government requests to authorize surveillance of foreign
governments and terrorists. President Bush publicly admitted that he had authorized the phone call and
email interception parts of the NSA program. The second aspect of the NSA program was the data mining
of US persons’ telephone call records to try to identify terrorists, which was also done without a warrant or
FIS Court order.

19. The ACLU challenged the NSA program because the US Foreign Intelligence Surveillance Act,
adopted in 1978 after politically motivated spying on US citizens by US intelligence agencies was exposed,
requires domestic foreign intelligence surveillance to be conducted only as authorized by the FIS Court. The
ACLU also claims that the NSA program violates US persons’ free speech and due process rights. The
ACLU challenged both aspects of the NSA program in federal court in Detroit.

20. I volunteered to help the ACLU and asked for help from other lawyers in our firm. More than a dozen
attorneys in our oYces have helped the very capable lawyers of the ACLU’s national oYce with the
litigation. We are doing that work pro bono. Such work by US attorneys is not unique. Others of my partners
are representing prisoners at the Guantanamo Bay detention center. Lawyers from many other US law firms
are similarly representing clients challenging US government actions that violate US and international law.

21. In addition to the ACLU lawsuit, more than 20 cases were filed in numerous cities across the US that
challenged telephone companies’ disclosure of call records to the NSA. Such disclosures are prohibited by
US statutes in most circumstances and the statutes provide substantial financial penalties for each instance
of unauthorized disclosure of call record data. The lawsuits against the phone companies were consolidated
before a federal judge in San Francisco.

22. In the ACLU case, we obtained declarations from the plaintiVs—criminal defense lawyers, reporters,
and scholars—that showed they could no longer communicate with confidential non-US sources without
putting those sources at risk. The government did not dispute that evidence but sought to have the case
dismissed on the grounds that it endangered state secrets. The government also claimed we could not show
that the plaintiVs were actually targets of the program. Finally, the government argued that, if the court
reached the merits, it should hold that Congress authorized President Bush to conduct the surveillance as
part of the Authorization for Use of Military Force in Afghanistan or that the President has inherent
authority, as Commander in Chief, to conduct the program.

23. In August 2006, Judge Anna Diggs Taylor held that the NSA had violated FISA and the First and
Fourth Amendments to the US Constitution by intercepting US emails and phone calls without FIS Court
approval. She rejected the government’s state secrets claim about those aspects of the program because the
government had publicly admitted them. She rejected the government’s remaining arguments and ordered
such surveillance to be stopped. Judge Taylor dismissed our data mining claims, holding that those claims
were barred by the state secrets privilege.

24. Each side appealed. The Court of Appeals in Cincinnati suspended the injunction until it decides the
case. Just before oral argument regarding the appeal on 30 January 2007, and just before Congress began
hearings about the NSA program, the government announced that the FIS Court had approved the NSA
program but that the government reserved the right to re-commence it at any time without FIS Court
approval.

25. Judge Walker also refused to dismiss the lawsuits against the phone companies, which challenged the
companies’ disclosure of call records to the NSA. His decision is being reviewed by an appellate court in
San Francisco.

26. A few weeks ago, former Deputy Attorney General James Comey testified to a Senate Committee
that he and former Attorney General Ashcroft concluded in 2004 that the NSA program was illegal in its
then-current form and that they had refused to sign a certification as to its legality. Mr Comey described an
episode during which then Whitehouse counsel and now Attorney General Gonzalez sought to get Ashcroft
to sign the certification while he was hospitalized for an acute illness. Mr Comey testified that President Bush
agreed that unspecified changes should be made to the NSA program after numerous Department of Justice
oYcials, including Mr Comey, Attorney General Ashcroft, and FBI Director Mueller, threatened to resign
if the illegal program continued.

27. The cases regarding the NSA program are important for several reasons. First, it is critical that US
courts reiterate the principle that even the President must abide by statutes enacted by Congress. The rule
of law requires no less.



Processed: 28-05-2008 22:23:02 Page Layout: COENEW [O] PPSysB Job: 378100 Unit: PAG6

Home Affairs Committee: Evidence Ev 235

28. Second, it is important that the courts reject the President’s misuse of the state secrets privilege. The
rule of law cannot survive if the President can break the law, admit it publicly, and then invoke the state
secrets privilege to prevent judicial review of his actions.

29. Finally, it is important that the courts limit the government’s computerized searching of billions of
telephone call records of millions of individuals, whom the government does not allege have done anything
wrong. If such surveillance is to be conducted, court review and supervision should be required.

Data Mining of Government and Commercial Transaction Data

30. The “Surveillance Society” report discusses at pages 38–48 some of the reasons that unregulated
government mining of personal data about ordinary citizens is objectionable. Other authors have described
additional reasons that such government data mining should be strictly regulated.

31. There are at least six types of potential errors and abuses that may result from governments’ counter-
terrorism data mining eVorts:

— Mistaken identity—a person with a similar name or other characteristics shared with a terrorist
or criminal suspect may be misidentified as the target. This arises frequently with use of “watch
lists” used to screen airline passengers.

— Faulty inference—information may be misinterpreted to draw an erroneous inference that
someone is associated with terrorists when he is not.

— Intentional abuse—agents authorized to access data have performed checks for fees for private
investigators.

— Security breaches—government data developed through data mining may be stolen or carelessly
disclosed.

— Mission creep—systems justified to fight terrorists may be used for additional purposes, including
law enforcement or increasing government control over individuals.

— Diminished trust—citizens may feel that they are under generalized surveillance, which will
diminish their trust in government and inhibit their willingness to participate in lawful activities
that may be misinterpreted, such as enrolling in pilot training.236

32. The last problem with data mining of consumer records, that it will heighten public distrust of
government, is more ephemeral that the other potential abuses. It may, however, be the most important
because it draws on individuals’ unease about dramatic technological changes that have occurred in the last
few years. Growing computer power and the declining cost of storing data make it practical for governments
to store and search vast quantities of data. This, in turn, has decreased the “practical obscurity” that gave
some comfort to individuals when it was impractical to collect scattered paper records and review them all.
While there is still some potential obscurity that results from the massive volume of data available to
governments, both from their own records and from commercial data aggregators, software search tools are
rapidly improving, which is decreasing that obscurity as well.237

33. The threat to public safety has also changed. Threats are no longer posed primarily by hostile nation
states. Terrorists, both those who are homegrown and those who infiltrate our borders, now threaten mass
murder. Governments and individuals expect technology to be used to create actionable intelligence to
identify terrorists and to prevent them from harming innocent people. US intelligence agencies’ past failures
to “connect the dots” have been universally criticized.

34. The ability to store vast amounts of data, the increasing ability to eVectively search large databases,
and the need to use all lawful means to prevent terrorists from carrying out their plans challenges policy
makers to determine how to protect both privacy and security. Several technological tools can help and
should be required:

— Anonymization—personally identifiable data in databases that are mined as part of counter-
terrorism eVorts should be anonymized. If a search produces a “hit,” the specifically identified
dataset can be de-anonymized. Anonymization should decrease individuals’ concerns that every
aspect of their lives is scrutinized.

— Access to data must be limited—permissioning rules for accessing the huge troves of government
and commercial data that are aggregated for data mining should be built into system architecture
and should be enforced.

— Immutable audit trails—each access to a database that contains personally identifiable data should
create a log entry that cannot be changed. Such logs should be monitored to guard against
intentional misuse of the data.

236 Jack X Dempsey and Paul Rosensweig, Technologies that Can Protect Privacy as Information Is Shared to Combat Terrorism,
3–4, May 26, 2004, Center for Democracy and Technology.

237 K . Taipale, Designing Technical Systems to Support Policy: Enterprise Architecture, Policy Appliances, and Civil Liberties,
in Emergent Information Technologies and Enabling Policies for Counter-Terrorism, Robert L Popp and John Yen, editors
(Wiley Interscience 2006), 444–45.
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35. Requiring privacy impact statements or “surveillance impact statements” for government
surveillance programs, as recommended by Commissioner Thomas, may also help if a proposed surveillance
project will be stopped or revised if an impact statement shows that the project will compromise individuals’
privacy without producing results adequate to justify the eVect on privacy rights.

Conclusion

36. Public debate about data security and about the privacy implications of governments’ use of data
mining for counter-terrorism eVorts is important. Commissioner Thomas’s report and these hearings are
valuable parts of that debate. Thank you for the opportunity to contribute.

June 2007

APPENDIX 41

Memorandum submitted by Tesco

1. About Tesco

1.1 Tesco is one of the world’s leading international retailers, employing over 450,000 people around the
world. Our aim is to deliver a consistently strong customer oVer on every visit and every transaction, in order
to create value for customers to earn their lifetime loyalty.

1.2 We achieve this aim through two Tesco values; no one tries harder for customers, and treat people
how we like to be treated.

1.3 Our customers have told us that trust is important to them; they trust us because they understand our
values. In order to maintain this trust, it is important to ensure we are as open as possible. We try to apply
the same principles of openness and honesty to our relations with all our stakeholders.

1.4 In order for Clubcard to be popular with customers and useful to us, it is paramount to maintain trust
at all stages. Therefore, there is a strong commercial incentive for us to ensure that the privacy of our
customer information is maintained at all times.

2. Understanding Clubcard

2.1 Tesco Clubcard enables us to thank our customers for shopping with us. It is a world-leading loyalty
programme which allows us to better understand what our customers want and is an integral part of how
we run our business as it helps us to listen to our customers and try and respond to their changing needs.
Customers can collect an application form in-store, and register by freepost, by telephone or online.

2.2 Analysis of all Tesco Clubcard data is managed by Dunnhumby, a specialised provider of database
management and analytical services. Tesco is the majority shareholder in Dunnhumby and controls all
Clubcard data held by them. All personal information received by Dunnhumby is kept in a secure manner
and processed in accordance with the laws relating to data protection.

2.3 In its role as our “data agency”, Dunnhumby manage our requests for Clubcard data. This enables
them to provide us with information on customer groupings for a specific campaign or project as well as
enabling us to collate information in a manner that enhances our understanding of customer behaviour by
segmentation or spend levels.

2.4 At no stage do we ask Dunnhumby to analyse information on individuals. This information is only
accessed at the request of the Home OYce or the individual customer.

2.5 Tesco is extremely proud of its Clubcard loyalty scheme, which rewards customers for continuing to
shop with us. It enables consumers to get more from their shopping experience at Tesco by providing points
that can be redeemed in-store or with a number of our partners.

2.6 The Clubcard scheme also enables us to utilise customer information to understand customer habits
and improve the service that we can oVer.

2.7 Every time that a Clubcard holder makes a purchase of over £1 in a Tesco store, online at Tesco.com,
or on Tesco petrol, they can receive points on their purchase. In addition, points can also be collected by
paying with a Tesco credit card, or paying for a Tesco mobile phone, a Tesco home phone, Tesco broadband
at Tesco.net, on selected Tesco Personal Finance products and through Clubcard issuing partners such as
Powergen and Avis.

2.8 For every £1 that is spent, customers usually receive one point. In certain circumstances, such as when
allocating “green” points, we award two points for every £1 spent, and we also oVer triple promotions on
specific products.
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2.9 At the end of every quarter, a Clubcard statement is sent out to all customers providing them vouchers
reflective of the number of points they have collected and for other Tesco oVers. One point is worth one
penny, and vouchers will be sent out to all people that have collected over 150 points.

2.10 Points redeemed in-store are worth their cash value, meaning that £2.50 worth of points can be
redeemed for £2.50 in money-oV vouchers for Tesco stores.

2.11 Alternatively, Clubcard points can be redeemed against a range of products oVered by our partners.
Through our partners Clubcard points can be worth four times their in-store value. Our most popular deals
are days out at attractions such as Alton Towers and Legoland, and we are now partnering up with theme
parks in France and Germany.

2.12 Each Clubcard has its own unique 12 digit alphanumeric code to enable customers to log-in online
where they can access their information and special oVers.

2.13 Clubcard members are also able to join any of our clubs for free, including the Food Club, the Wine
Club, the Baby and Toddler Club, and the Healthy Living Club. Members of these clubs receive a
complimentary magazine relating to their chosen club, and a range of other benefits including money oV
vouchers and, in the case of the Baby and Toddler Club members, a free permit to park nearer to the front
of the store.

2.14 In February 2007, we launched a partnership with the Open University so customers can now use
their Clubcard vouchers to fund their learning, from a beginners course in writing family history to a
humanities degree.

2.15 Last year nearly one million new customers signed up to Tesco Clubcard, and we gave away over
£340 million in Clubcard vouchers to thank our customers for shopping with us.

3. Green Clubcard

3.1 We have recently begun to use Clubcard as a tool to encourage and reward green behaviour.

3.2 In August 2006, Tesco became the first supermarket in the UK to financially reward people for not
using carrier bags. This means that customers receive a point for every Tesco bag that they do not use—and
we do not restrict them to re-using our bags; shoppers can bring along carrier bags from any other retailer
and still receive their points reward.

3.3 When Clubcard customers receive the quarterly statement, their total points tally includes a separate
column dedicated to the number of “green” points collected. These are redeemable in exactly the same way
as all other Clubcard points.

3.4 So far the bag reuse scheme has helped us save over 500 million carrier bags over the last six months.

3.5 Following the success of green Clubcard points in reducing carrier bag use, we have also tried to use
it in other areas. For an eight week period, starting on 15 February, we gave away double green Clubcard
points on products in our green and organic ranges, such as organic fruit and vegetables, energy eYcient
light bulbs and environment-friendly brands like Tesco Naturally and Ecover.

3.6 We also now oVer Clubcard customers the chance to earn up to 500 points by recycling old mobile
phones and printer ink cartridges. In return for recycling a mobile phone that will turn on, Clubcard
customers will receive 500 green Clubcard points, or can choose for Tesco to donate £5 to the British Red
Cross. For a mobile phone that does not turn on, or for a recycled ink cartridge, customers can receive 100
points or a £1 donation to the British Red Cross.

4. Customer Charter

4.1 Tesco recognises the importance of customer privacy and as such has created the “Customer Charter”
to explain exactly what we do with stored information.

4.2 Personal details held by Tesco are never released to organisations outside of Tesco for their marketing
purposes.

4.3 Customer details are used to send oVers and discounts on products that we believe may be of interest
to them. For instance, should a customer choose to tell us that they are a vegetarian, we will ensure that they
only receive oVers for non-meat products.

4.4 For those customers who tell us that they would rather not receive oVers and other information, we
only send a Clubcard statement every quarter. In addition, if a customer chooses not to be contacted for
research, we promise them that they will not be bothered by us.

4.5 Should any customer wish to stop receiving our mailings and oVers, all they have to do is to contact
us to inform us of their decision.
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5. Data Protection

5.1 Tesco has a clear “Data Protection Statement” in order to inform Clubcard customers of what we
wish to use their information for.

5.2 This statement outlines our desire to utilise customer information to improve the Clubcard system
and to understand customer habits in order to improve the service that we can oVer.

5.3 At the point of sign up, customers choose from clear marketing options on the application form.
Tesco does not contact those people who choose to opt out of receiving correspondence from us. Customers
choose separately whether or not they wish to receive Tesco marketing material, third party marketing
material and market research. All customers receive a quarterly points statement.

5.4 We comply with the terms of the Data Protection Act (1998) and all other relevant legislation and
guidelines.

June 2007

APPENDIX 42

Memorandum submitted by J Trevor Hughes, International Association of Privacy Professionals

Executive Summary

1. The profession of privacy—meaning individuals skilled in counseling and managing the myriad issues
related to privacy compliance and data protection—has grown significantly in the past ten years. The public
and private sectors have now recognized that privacy professionals must be engaged in any discussion of
new privacy standards, any development of privacy-sensitive technologies, or any initiative in which
personal data is involved. Privacy professionals, in a very real way, bring to life the privacy protections
promulgated by legislative and regulatory bodies around the world.

2. Enabling and empowering privacy professionals within the public and private sectors are eVective ways
to ensure that existing and emerging data protection standards are met. The opposite is also true: creating
data protection standards without concurrently promoting the development of the privacy profession will
undoubtedly ensure that standards are not met—and that the expectations of citizens with regards to the
use of personal data are unfulfilled.

3. Privacy professionals have developed sophisticated tool kits to accomplish their jobs. Privacy impact
assessments (PIAs) are one such tool. However, the profession of privacy has developed many other tools
to respond to the challenges of maintaining trust and compliance in the information economy, including:
privacy-sensitive product development, auditing, and privacy-enhancing technologies.

The Profession of Privacy

4. On behalf of the International Association of Privacy Professionals (IAPP), I am happy to provide
these comments to the Home AVairs Committee’s inquiry into the recent report commissioned by the
Information Commissioner’s OYce, “A Surveillance Society?” The IAPP is a rapidly growing professional
association that represents individual members working in the field of privacy and data protection. The
organization works to define and promote this nascent profession through education, networking, and
certification.

5. The IAPP currently has approximately 4,000 members in 23 countries around the world. We are based
in the United States, however a sizable number of our members come from the UK and, more broadly, the
European Union. One of our largest and most active chapters is located in London—with members
gathering regularly to discuss issues related to the regulatory and operational challenges in today’s
information economy.

6. It is important to note that the IAPP is not an advocacy organization, and does not take policy
positions on substantive matters related to data protection. We endeavour to provide our members with a
great breadth of educational oVerings in the field of privacy, but we do not take any position on the merits
or faults of particular privacy laws, regulations, or programs.

7. There is one large exception to our rule against taking advocacy positions: we feel strongly that privacy
professionals are a critical component to any of the responses to privacy concerns in the public or private
sectors. Put simply, you cannot have eVective privacy practices without skilled practitioners to define, create
and maintain them. We feel that any discussion of appropriate responses to data protection challenges must
necessarily include recognition of the need for privacy professionals.
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8. The IAPP was founded six short years ago when an emerging network of privacy professionals
recognized the need for a professional association. The organization has grown rapidly since those early
days and now boasts over 4,000 members in 23 countries. Our recent annual conference here in Washington
was, to our knowledge, one of the largest privacy conferences ever held, with over 1200 attendees. Clearly,
the market has placed a very high value on privacy and the robust, but responsible use of data.

9. When the IAPP was initially formed, the majority of our members shared a similar title: chief privacy
oYcer, or CPO. Indeed, many—if not most—multinational companies have now appointed a chief privacy
oYcer. But the majority of IAPP members are not CPOs. Rather, we have seen a robust hierarchy of
professional roles in privacy emerge. These privacy professionals cover issues of compliance, product
development, marketing, security, human resources, customer relations, and more. The management of
privacy issues in large organizations now requires a broad and deep team of professionals with increasingly
sophisticated skills.

10. It should also be noted that the United States, while not having a privacy commissioner, has required
all federal agencies to appoint a representative to be responsible for privacy issues within that agency.
Through this requirement, many governmental chief privacy oYcers have been appointed. Further, we are
beginning to see the appointment of chief privacy oYcers at the state level—with California and Ohio both
having privacy functions created within state government. These federal and state privacy professionals
have a distinctly diVerent function than, for example, the UK Information Commissioner. Governmental
privacy professionals in the United States are not regulators. Rather, they are responsible for overseeing
and, in some cases, managing an agency’s use of data.

11. The job of a privacy professional demands mastery of a complex set of laws, technology, security
standards, and program management techniques. Many privacy professionals are also legal professionals,
but other fields—such as accounting, technology, marketing, and security—are well represented within our
membership.

12. In 2004, the IAPP introduced the first broad-based privacy certification to the US marketplace, the
Certified Information Privacy Professional (CIPP). This credential is meant to serve as a demonstration of
a candidate’s mastery over a range fundamental privacy concepts. The CIPP program covers: law and
policy; online privacy; information security; operations (managing a privacy program); and data transfers.
To date, roughly 2000 people have taken the exam and over 1500 CIPPs have been granted worldwide. We
feel strongly that the CIPP program is a crucial component to the continued professionalization of this field.

13. In 2005, the IAPP extended the CIPP program to include issues of governmental privacy. The CIPP/
G program covers issues specific to the US public sector: such as the Privacy Act, the eGovernment Act, the
Patriot Act, and more. Included in this designation is a significant focus on privacy impact assessments
(PIAs), which are required of many government programs in the United States under the eGovernment Act.

Privacy Impact Assessments

14. Again, the IAPP does not take a position on whether a legislative requirement such as the PIA is good
or bad. However, I can say that PIAs have become a very commonly used tool for privacy professionals to
assess the potential data protection implications of a program prior to launch. Our members actively use
such tools on a daily basis. In general, it appears that PIAs have provided an important mechanism for
privacy professionals to assess and provide commentary on new programs within federal agencies.

15. Generally, the Department of Homeland Security describes a PIA as an analysis of how personal
information is collected, used, disseminated and maintained by a US federal agency. The PIA examines how
the agency has incorporated privacy concerns throughout the development, design and deployment of a
program or technology.

16. A recent assessment by the US OYce of Management and Budget (an oversight body for US
governmental agency operations) found that the US Department of Homeland Security (DHS) conducted
25 assessments in 2006, up from only 11 such assessments in 2004. However, this was against a backlog of
143 DHS programs which required PIAs in 2006. In total, the DHS has completed 70 PIAs since the
inception of the eGovernment Act requirements.

17. Commentators have applauded PIAs as a good mechanism for providing substantive feedback on the
development of new programs. Further, the transparency aVorded to citizens as to the uses of their data by
the government can only be seen as a positive factor.

Other Tools Used by Privacy Professionals

18. There are other tools used by privacy professionals to eVectively manage privacy within an
organization. Certainly, PIAs are one such tool. However, PIAs should not represent an assessment of data
protection issues after a program or technology has been conceptualized. Many privacy professionals,
particularly in the private sector, are actively involved in the actual development of products and services
for their organization. This is particularly true in the technology industry. Indeed, the assessment of privacy
concerns often occurs during the development of a product or service—as opposed to after, when the product
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or service may be ready for release to the marketplace. Organizations that engage in this type of privacy-
sensitive development may find that there are fewer delays and smoother paths forward for the release of
new oVerings. Ideally, PIAs should be seen as an iterative process—one that involves an ongoing
involvement by privacy professionals through the design, development and deployment stages.

19. Privacy professionals also actively manage audit and accountability programs to ensure that any
privacy protections built into programs are actually working in the manner intended. We have certainly
found that privacy issues cannot be managed eVectively from a distance. Privacy professionals must become
actively involved in overseeing the use of data (through audits and other controls) to ensure that
expectations regarding privacy are indeed met. In fact, a substantial industry of external privacy auditors
has emerged around the world to help to review and assess compliance with both privacy laws and internal
privacy policies.

20. We have also witnessed the development of privacy enhancing technologies in the marketplace
(PETs). Some PETs are available to the marketplace as responses to concerns associated with disruptive or
troubling privacy practices. Anti-spyware programs, spam filters, and pop-up blockers are good examples
of such “after-market” solutions. Other PETs are built into the technology itself. Within many internet
browsers, controls exist to manage and block privacy-sensitive technologies such as cookies. Indeed,
Microsoft’s Internet Explorer browser includes a sophisticated tool which requires certain cookies to be
associated with a condensed privacy statement. Failure to associate some cookies with a privacy policy may
result in them being blocked outright by the browser.

21. It must be said again that any of the tools described above are useless without trained and skilled
professionals to use them eVectively. My personal experience is that the addition of privacy professional
to an organization’s staV can only improve that organization’s respect for personal information. Privacy
professionals are, quite simply, good for privacy.

Conclusion

22. Clearly, the profession of privacy has cemented its position as a critical resource in any organization
that deals with data—whether in the public or private sectors, or both. I encourage members of the
committee to visit the IAPP’s website, www.privacyassociation.org, to learn more about the profession of
privacy. And, as a CIPP myself, I strongly recommend that the committee consider the value of such privacy
certifications as a tool to ensure privacy issues are properly identified and addressed in the public and private
sectors. I thank you for this opportunity to testify before your Committee today.

June 2007

APPENDIX 43

Memorandum submitted by Dr Ian Forbes

This submission is intended to complement the evidence submitted to the Committee by the Royal
Academy of Engineering. Dr Ian Forbes was a member of the Royal Academy’s Working Party on Privacy
and Surveillance, and contributor to the Academy’s Report, Dilemmas of Privacy and Surveillance:
Challenges of Technological Change. His submission includes additional reflections, in response to the
specific concerns of the Committee’s Inquiry.

Principles and Themes

The organising principle of the Report of the Royal Academy of Engineering is that protecting privacy,
achieving greater levels of security and maximising utility will always generate dilemmas for individuals,
government and organisations. The development and use of technologies leading to a so-called surveillance
society are associated with a wide range of dilemmas. Nevertheless, eVorts to strike satisfactory balances are
essential, and can be successful. The costs of not recognizing and addressing these dilemmas include a decline
of public trust, ineYcient allocation of resources, and avoidable failures.

Upstream Actions

— The design of any system that collects and processes personal data must have a primary focus
on privacy.

— IT projects that include the collection and processing of large amounts of data must have thorough
risk assessment procedures and eVective implementation mechanisms.

— Accepting that failures will occur, incorporate appropriate procedures.

— Make reciprocity a design feature.
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Principles in Practice

— People occupy many roles, so it should always be possible for an individual to keep these roles
separate, and to preserve the distinction between identification and authentication.

— Data sharing should only carried out when there is an explicit need and reason.

— Personal data should only be used for the purposes for which consent has been given.

— In general, public agencies should not be allowed access to private databases.

— Public record databases should be under the control of autonomous agencies, not government.

— Penalties for misuse and abuse of personal data should reflect the damage and distress that the
system failure or crime causes.

CCTV, Social Goods and the Citizen

New and emerging technologies which explore and exploit the capacity to collect, store and manipulate
data about citizens and their behaviour are much deployed by industry and the police and security services.
Much of the debate, and much policy, focuses on the security aspects of the way that organisations use these
technologies for profit and convenience. In relation to crime and security, the emphasis is almost entirely
on public safety.

This is especially true for surveillance technologies involving cameras. There are serious concerns about
the proliferation of this technology, and the quickly-evolving capacity digitally to store, interpret and
transmit human images. At present, these technologies are largely restricted to users who want to prevent,
monitor and sometimes punish certain behaviours, despite the lack of evidence that surveillance alone is
eVective. Apart from the problems associated with general invasions of privacy, specific problems of
predictive profiling of some sectors of the community arises with the increased capacity to identify
individuals, and target apparently “deviant” or “unusual” behaviour. The design assumptions that are built
into these technologies are as important as the assumptions of the human operators of these systems.
Failures in any of these systems expose the fragility of public trust, and can contribute to a lack of trust not
just in the systems, but government and its agencies.

Hardly any attention has been paid to the positive uses of this technology. Communities have long had
a justifiable interest in their public spaces, in who uses them and how. However, local communities and
citizens under surveillance have few if any opportunities to see and learn from what the vast number of
cameras see. The uses and benefits of this technology are currently under the control of the operators, who
eVectively own the images and data of citizens without having gained their consent. Unless and until
ordinary citizens are given an active stake and a determining say in the processes and practices of camera
surveillance, new and socially beneficial uses of these surveillance technologies will emerge only very slowly,
or not at all. A new approach is needed, which introduces a climate of candour and a requirement of
reciprocity, so facilitating creative input from communities and citizens. Finally, creating opportunities for
citizens to contribute to the design and use of these systems will help broaden the basis for trust.

Recommendations

— The right to conduct surveillance should generate reciprocal rights for those under surveillance.

— Purposes, placement, conditions of use operating practices and personnel should, by law, be
subject to consultation, agreement and challenge by those under surveillance.

Public Policies and Privacy

The full range of policy tools should be employed:

— improve privacy law;

— initiate new legislation to set high design standards, require best practice implementation and
make compensation for system failures routine and costly to operators—in other words construct
an eVective incentive structure;

— increase the powers for the IC, including audit power and greater penalties;

— establish a new body to oversee the collection, retention and use of bioinformation (including
DNA profiles, fingerprints, facial images and so on);

— encourage and reward industry initiatives;

— government and its agencies need to set the highest standards;

— introduce reciprocal rights for those who supply personal data in any form;

— facilitate debate on privacy and security dilemmas; and

— inform and consult widely on policy options.
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The Case of Privacy Impact Statements

PIAs are not a proven mechanism for producing eVective change or reliable information.

They may have the unintended consequence of diverting energies into a new bureaucratic procedure—
and a new wave of consultants—that fails to lead to productive change. (The experience of EIS is
instructive.) PIAs, in other words, could work against privacy.

Many PIAs would quickly gravitate toward being a standard, defensive document, containing:

— Predominantly obvious conclusions, with similar findings reproduced in almost all PIAs.

— Disclaimers about important aspects of privacy impact which are characterised by uncertainty.

— An assessment that will never identify an unintended and unforeseeable consequence.

— Assumptions that all other things remain constant. Changes of circumstance, technology,
legislation and practice could vitiate any PIA at any point after its completion.

Recommendation

Monitor the introduction of PIAs in Canada in order to assess their eYciency in protecting privacy, their
bureaucratic eYcacy and opportunity costs.

Information on Databases

Recommendations

— Personal data should never be scored in unencrypted form.

— The minimum amount of data should be kept for the minimum amount of time.

— Personal data in large databases should be checked regularly with data subjects to ensure that they
are accurate.

— If a database contains personal data about many people, or vulnerable people, the database access
software should be developed to very high standards of security engineering.

— If data are lost, individuals aVected must be informed and compensated swiftly.

— Systems should be designed to keep an automatic audit of when the data are accessed and by whom
and especially when data are changed.

— Profile-based decision systems should be open, accountable, contestable and non-discriminatory.

— The national DNA database should be used only to store the DNA profiles of those individuals
involved in criminal proceedings.
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APPENDIX 44

Supplementary memorandum submitted by the Loyalty Management Group

We refer to the Evidence heard in public by the above Committee on 7 June 2007 and, in particular, the
Chairman’s comment in Q161 (page 45) of the uncorrected transcript of oral evidence.

The Chairman has requested further information on how loyalty card data is used and whether the
customer has any control over it in the context of the preceding questions relating to use for supermarkets’
strategic planning purposes.

As explained in our oral evidence, Nectar does not use data for strategic planning purposes for
Sainsbury’s (as the company issuing Nectar points in the supermarket sector) and, under Nectar’s Policy on
Privacy and Data Protection, information provided to Nectar is to be used for marketing purposes.
Sainsbury’s, of course, also obtains information itself when consumers buy products in its shops and, as we
also explained in our oral evidence, can access data held by Nectar on Sainsbury’s customers.

As to whether consumers can control the use of their data for such purposes, participation by consumers
in Nectar is entirely voluntary and the purposes for which their data will be used is clearly disclosed to
consumers before they join the programme as part of the registration process. Consumers are able to opt
out of the purposes for which Nectar holds data at any time, whether in writing, over the phone or by using
the My Account facility on the Nectar website. However, as these purposes do not include strategic planning
purposes, such an opt out is irrelevant and so does not appear.
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As noted above, Sainsbury’s does have access to Nectar customer records to the extent that they are
Sainsbury’s customers but only Sainsbury’s customers. We would expect that Sainsbury’s, like many other
businesses, would use all the resources and information at its disposal in making important decisions,
including quite possibly the location of its shops. We believe that consumers would be aware that
Sainsbury’s might use the information it has available on its customers’ shopping behaviour, as well as other
information available to it, for any legitimate purpose. Such other information in this context might also
include, amongst other sources, electoral roll data, generally available lifestyle data (e.g. Acorn), market
research data and demographic studies.

The specific point made by the Chairman at the hearing on 7 June was whether shopping patterns could
be used to have a district shopping centre put out of business by a new superstore. With respect, we consider
that such matters are of limited relevance to the issue of “A Surveillance Society?” and are already governed
by other legislation (e.g. planning legislation, competition law) and other enquiries, such as the current
market investigation into the supply of groceries by supermarkets being undertaken by the Competition
Commission after referral by the OYce of Fair Trading in May 2006.

June 2007

APPENDIX 45

Supplementary memorandum submitted by Dr C N M Pounder

At the end of the oral evidence (26 June), the questioning turned to what could be done to improve the
supervision of surveillance. As we had run out of time, I thought it useful to produce a list of improvements
that are, in my view, essential to help maintain public trust if surveillance is to occur.

10 Standards of Trust to Safeguard the Individual

It is my belief that safeguards have to meet 10 “standards of trust” that demonstrate to the public that
their privacy interests are safeguarded and that they can trust the complete process: from law-making to
dealing with law-breaking. It will be useful to identify these standards so that any Bill of Rights can
accommodate them. They apply to any activity which involves the processing of personal data, surveillance
or interference by a public body and the standards can be listed as:

1. Any processing/surveillance/interference is limited to lawful purposes approved by Parliament.

2. Widely drafted powers or laws are not used to legitimise extensive function creep without detailed
scrutiny by Parliament.

3. Procedures which authorise processing/surveillance/interference are followed scrupulously.

4. Procedures which authorise processing/surveillance/interference are separate from procedures related
to the doing of the processing/surveillance/interference itself.

5. A complete record of the processing/surveillance/interference and its authorisation is retained to
ensure transparency and accountability to the system of supervision.

6. StaV involved in the processing/surveillance/interference activity are fully trained to follow the rules.

7. Any malfeasance can be identified and individuals concerned suitably punished.

8. The system of supervision is independent of Government, well financed, and has eVective powers of
investigation and can delve into operational matters.

9. The regulator in charge of the supervision reports to Parliament and can refer matters to Parliament.

10. Full compensation for aggrieved individuals when things have clearly gone awry.

The thrust of my other written evidence was that reliance on data protection and human rights law is
insuYcient. However, meeting these trust standards in turn requires changes to Parliamentary procedure,
to the Commissioner’s powers and to the individual’s level of protection. These additional safeguards are
outlined below.

Safeguards Involving Parliamentary Procedure

Parliament has traditionally balanced the public interest by scrutinising the executive. To assist this:

— Parliament should have a mechanism which allows it to demand any information that relates to
the processing of personal data/surveillance/interference (eg publication of details or legal advice
that explains why there is no breach of the Article 8; why the European Commission considers the
UK’s Data Protection Act to be defective and why the UK Government says it is not).

— Parliament should become involved in the details of the processing of personal data/surveillance/
interference when matters are referred to it. For example, there are several Codes of Practice (or
parts of Codes) that concern these issues that the Secretary of State currently lays before
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Parliament. These could be subject to consultation with a Commissioner. If consultation results
in agreement the Code can come into eVect without Parliamentary involvement. If agreement is
not forthcoming, Parliament should have to approve the Secretary of State’s Code by positive
aYrmation. This means that Parliament can explore the reasons for the disagreement.

— Parliament should separate privacy and security responsibilities. All warrants that concern
surveillance or interference, currently signed by a Secretary of State, should seek judicial approval.
This step would automatically separate the power to authorise interference from the mechanisms
that protect an individual from unnecessary interference.

— Parliament should permit a Select Committee to take privacy under its remit. Currently such issues
have only been discussed in the narrow context of a Committee’s specialist remit (e.g. child
protection and privacy, science and privacy in relation to the DNA database; Home AVairs and
privacy, etc) with the result that the big picture of how all Government initiatives impact on
privacy has yet to be reviewed.

— Select Committees of Parliament should allow, if they decide, experts in the field to ask questions.
In cases which relate to the scrutiny of public policy towards privacy, often the devil is in the
complex detail of how surveillance occurs and not on the broad principle of whether surveillance
should occur.

— Parliament should insist that the various Commissioners who have a role to ensure that any
surveillance/interference is proportionate should report to Parliament and not to the Government
Minister that is responsible for the interference. The Commissioners should also be able to employ
security cleared experts to investigate operational matters where this is needed and a single
Commissioner should deal with all national security issues.

Safeguards Involving the Powers of a Commissioner

— A Commissioner should be able to insert into any relevant Code of Practice that relates to an
activity concerning the processing of personal data or surveillance or interference:

(a) any procedure that establishes proportionality before any activity is commenced;

(b) the criteria which measures the success of the activity; the compilation of records that show
that the activity was properly authorised including the statistical data which can used to
demonstrate transparency or that the interference was justifiable in terms of outcomes from
performing the activity; or

(c) require a Privacy Impact Assessment or audit to be undertaken.

— A Commissioner should be able to test Article 8 in the Courts (eg he could be provided an “Article
8 (Incompatibility) Notice” which can test whether a particular Statutory Instrument or primary
legislation is compatible with Article 8 of the Human Rights Act.

— A Commissioner should have eVective powers of investigation, intervention, audit and
prosecution that can extend into operational matters.

— A Commissioner should have the duty to ask for changes to Codes of Practice or Ministerial
powers that, in his view, would rectify a pressing privacy problem. Such a mechanism could
provide, in cases where the Minister disputed the Commissioner’s view for Parliament to refresh
its approval of Ministerial powers or Code of Practice by an aYrmative Statutory Instrument
procedure.

Safeguards Improving the Individual’s Level of Protection

— Individuals should be granted a right to privacy of personal data, via the Sixth Data Protection
Principle, which can be enforced by the Information Commissioner.

— Individuals should be informed when their personal data have been lost by an organisation in
circumstances where the data could be used for ID theft. This obligation could arise by the
introduction of a variety of USA security breach legislation where individuals are informed when
unencrypted personal data are lost. Alternatively the legislation could specify that when a certain
kind of security breach arises, the organisation has to notify the Commissioner of a security
breach, and then the Commissioner decides whether individuals should be notified that their
personal data have been compromised.

July 2007
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APPENDIX 46

Memorandum submitted by the Department for Children, Schools and Families

DATA GATHERING AND DATA SHARING WITHIN THE DEPARTMENT

Introduction

1. EVective sharing of data and information is central to the Department for Children, Schools and
Families (DCFS) ability to deliver better outcomes for children and learners. Better information sharing is
crucial to safeguarding children and supporting the drive to personalise learning and to improve service
delivery; it also contributes to improvements in eYciency and eVectiveness, in reducing burdens on the front
line, and in ensuring eVective accountability. It is a cornerstone of the Every Child Matters (ECM) strategy
to improve outcomes for all children and for delivery of many of our reform programmes such as specialised
diplomas and vocational qualifications reform.

2. While better information sharing brings many benefits, the Department is determined to ensure that
the benefits are balanced against the need for privacy and the safety and security of personal data and
information. This is reflected in the design and delivery of programmes and the systems that support them.
This includes legislation when appropriate, guidance and training for practitioners, authorisation and
authentication of users, and secure systems.

The Benefits of Data Sharing

3. Much of DCFS activity depends on eVective information sharing, both at the level of Government
databases, and between individual practitioners. Every Child Matters is a cross-Government programme,
led by DCFS, of system-wide reform of children’s services that supports working across professional
boundaries to co-ordinate services around the needs of individual children and young people. Similarly the
devolved nature of the education and skills sector and large number of public bodies and institutions within
it make eVective sharing of data and information particularly important. This is increasingly the case as
services are organised around the needs of customers.

4. DCFS has many major programmes that depend on eVective sharing of data. While all aim to improve
services to children, families and learners , some are an essential force for protecting children and young
people—ContactPoint and the Common Assessment Framework, and the new Vetting and Barring scheme,
which is a cross-Departmental programme with the Home OYce in the overall lead and DCFS and DH
sharing the policy lead for children and for vulnerable adults respectively. Other DCFS programmes are
about enabling eYciency, and improving educational attainment. For example, the Managing Information
Across Partners (MIAP) programme will enable information about post-14 learners to be shared more
eYciently between bodies such as schools, colleges and exam boards.

5. We are currently working with a group of Local Authorities piloting Electronic Common Assessment
Framework systems (e-CAF systems). They are ensuring access is controlled by one individual in the Local
Authority. This work is at an early stage and we are already working with the Information Commissioner
to ensure we take his views into account.

6. Sharing of data is central to the introduction of major reform programmes such as the Specialist
Diplomas for 14 to 19 year olds. For example, this programme may result in a learner completing courses
with a number of learning providers and qualification awarding bodies. Students may have a personal
portfolio of evidence drawn from diVerent sources. This portfolio (probably web-based) would be portable
and owned by the student. It would be capable of being updated from diVerent sources (learning providers,
employer assignments) and shared by the student with others including universities, colleges and employers.
In this instance the sharing of data brings real benefits to the learner through greater transparency, choice
and ownership and supports greater eYciency and eVectiveness in the system.

7. The Integrated Children’s System (ICS) is a framework for working with children in need (as defined
under the Children Act 1989) and their families. ICS provides a conceptual framework, a method of practice,
and a business process to support practitioners and managers in undertaking the key tasks of assessment,
planning, intervention and review, for looked after children and other children in need. It is based on an
understanding of children’s developmental needs in the context of parental capacity and wider family and
environmental factors. It has full regard to current legislation. Because the work with children in need
requires skilled use of detailed and complex information, ICS is designed to be supported by an electronic
case record system.

8. A key aim of ICS is to provide frontline staV and their managers with the necessary help, through
information communication technology (ICT), to record, collate, analyse and output the information
required. There is no “ICS database”. Each of the 150 top-tier local authorities has been required to adopt
the best practice principles enshrined in ICS, of assessment, planning, intervention and review. Authorities
are required to ensure that the information needed for each of these key processes for responding to children
in need in their own area is held electronically according to appropriate exemplars. This has meant that each
authority has been developing it own existing IT systems to meet this challenge.
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9. ICS users are not exempt from the legal requirements governing either the sharing of personal data or
social care practice. The Children Act 1989 is clear that, whenever an assessment of a child’s needs, either for
services, accommodation, or protection, is made, the child’s wishes and feelings must be taken into account.

10. The New Deal for Skills (NDfS) programme is currently at pilot stage but also demonstrates some
of the advantages that come to both citizens and society at large from eVective data sharing, NDfS provides
tailored support to help unemployed people develop the skills necessary to sustain and progress in
employment by enabling those with low skills or a lack of qualifications to access training provided by the
Learning and Skills Council. NDfS also helps to ensure that the training provided is appropriately targeted
at those who need it by evaluating the eVect of training on job retention and career prospects. Information
is shared in two key ways. Firstly, information about unemployed people and their skills is shared between
advisers to help them identify suitable training. Secondly, information is shared to evaluate the programmes
and see how eVective it has been in terms of helping people into work. Data sharing also benefits the taxpayer
and wider society by ensuring that benefit claimants attend their specified training courses, increase their
skills, come oV benefits and enter the workforce. Responsibility for the NDfS programme has been
transferred to the Department for Innovation, Universities and Skills following the recent Machinery of
Government changes.

11. In contrast to NDfS, the CCIS (Client Caseload Information System) is a well established operational
system. It is currently managed by Connexions and is capable of monitoring the activities of young people
at local authority and even ward level. CCIS was primarily designed as a tool for Connexions personal
advisers and lead professionals to support eVective intervention and identify the most vulnerable young
people and their needs. It provides a framework for the consistent recording of information, which is used
for performance management and measuring progress towards local targets for supporting those not in
education, employment or training.

Privacy and Security of Data

12. While these examples demonstrate some of the benefits of data sharing to both the citizen and
administrative systems, the DCFS aims to balance these benefits with the need to maintain privacy and
security of data. We are very aware that if citizens are to take up the education, skills and children’s services
to which they are entitled they must have confidence in the way their personal data is handled and shared.
While all services are subject to the appropriate legislation on privacy and security of data we have also put
in place a range of measures that aim to provide this confidence and accountability. This is achieved through
a range of measures including appropriate legislation, guidance to practitioners, access control through
authorisation and accreditation of practitioners and building security into system design.

13. We have recently led on work with partners across government, and more widely (including the
Information Commissioner’s OYce (ICO)), to develop a practitioner guide on information sharing. The
guidance is published as part of the Every Child Matters strategy and is proving a valuable tool for
practitioners to enable them to know when and how they can share information legally and professionally,
in compliance with the Data Protection Act, the Human Rights Act and the Common Law Duty of
Confidentiality. It addresses sharing information as part of preventative services and enables practitioners
to reach an informed and appropriate decision about whether information should be shared.

14. Additionally the British Educational Communications and Technology Agency (Becta) is producing
guidance on our behalf, and in consultation with the ICO, on the use of biometric systems in schools. This
is in response to the growing numbers of schools that are using biometric systems to improve school
management; mainly to register attendance, pay for meals or access the library. The use of biometric systems
can bring benefits to schools including reductions in bullying and better attendance, along with
administrative eYciency and can have other advantages in this regard over other systems such as smart
cards. The guidance advises School governing bodies and head teachers (although parents and carers will
also find the information useful) on the practical and legal steps they need to follow should they decide to
introduce biometric systems. The guidance aims to ensure parents are fully informed about what the school
is planning, that appropriate data security measures are in place and that parents and children have
alternative access should that be necessary.

15. Becta has also published a technical specification for school infrastructure which sets out the security
steps for ensuring that electronic data is kept secure, and safeguarded against a range of potential theats,
including identity theft. These steps include establishing ICT security policies and procedures, and
implementing appropriate physical security, data security, network security and Internet and remote
access security.

16. Data security is being built into the design and implementation of all the major DCFS programmes.
A prime example is ContactPoint which will be the quick way for authorised professionals working with
children to find out who else is working with the same child or young person, making it easier to deliver
more coordinated support. This basic online directory will be available to authorised staV who need it to
do their jobs. It is a key part of the Every Child Matters programme to improve outcomes for children.
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17. ContactPoint will not hold assessments, record statements of need, academic performance,
attendance, diet any subjective material or clinical observations about a child, nor will it hold opinions or
views about a child’s parents or carers. It will hold only the contact details of the child’s carers, general
practitioner surgery, school and other professionals working with the child. Authorised users will have to
have had relevant training and to have undergone appropriate checks, including enhanced Criminal
Records Bureau (CRB) certification and ContactPoint operators will be subject to the requirements of the
new Vetting and Barring Scheme, established following the Bichard Inquiry to avoid harm, or risk of harm,
to children and vulnerable adults.

See Annex for more details of ContactPoint

18. The National Pupil Database (NPD) is another example of the way in which data security is central
to DCFS systems. The NPD has been recording information on pupils’ attainment in education over a
number of years. This information can be used eVectively to see how pupils have progressed and whether
particular initiatives—such as the Aim Higher programme, which aimed to increase participation in higher
education—have had an impact. Crucially, this information is held securely and researchers have to apply
for access. Any data provided is anonymous: it shows comparative attainment levels, not the details of the
pupils and can help researchers identify trends and evaluate policy initiatives.

Vetting and Barring Scheme

19. As a final example the Vetting and Barring Scheme to be introduced under the Safeguarding
Vulnerable Groups Act 2006 and following the Bichard Inquiry aims to help avoid harm, or risk of harm,
to children and vulnerable adults. It aims to do this by preventing those who are deemed unsuitable to work
with children and vulnerable adults from gaining access to them through their work. This will be done by:

— Providing employers with a more eVective and streamlined vetting service for potential employees.

— Barring unsuitable individuals from working, or seeking to work, with children and vulnerable
adults at the earliest opportunity.

20. The responsibility for taking barring decisions will lie with a new Independent Safeguarding
Authority which will be an independent statutory body. The application processes for vetting and barring
decisions will be run by the Criminal Records Bureau (CRB).

In Conclusion

21. The Department takes very seriously issues around security and confidentiality of data to ensure that
it is only used for purposes for which it is intended. In particular data sharing enables the delivery of better
outcomes for children and learners, and helps to protect them from harm by preventing those who are barred
from working with children having contact with them or data about them. The measures we are putting in
place are designed to provide eVective services while also addressing both the legislative requirements on
privacy and security and building the confidence of citizens about the education, skills and children’s services
to which they are entitled.

July 2007

Annex

ContactPoint

The intention is that ContactPoint will be available in all Local Authority areas by the end of 2008.
ContactPoint will be a basic online directory containing a record for each child up to the age of 18 in
England. With their consent, the records of young people leaving care or with learning diYculties can be
retained up to the age of 25. The record will contain basic demographic information about the child, details
of the parent/carer(s) and the name and contact details of practitioners working with the child. It will not
contain case information. The purpose of ContactPoint is to save time and support early intervention by
allowing authorised practitioners to see who else is working with the same child.

ContactPoint is being established under section 12 of the Children Act 2004. Draft regulations made
under this section are currently being finalised and are due to be laid before parliament before the summer
recess. These regulations are subject to aYrmative resolution.

ContactPoint will be populated with data from a range of existing national and local systems. Section 12
and the draft regulations set out what data is to be held and lists the persons and bodies who are permitted
or required to supply this data. It is anticipated that these data sources will include case management systems
used by Youth OVending Teams and in the future the e-Borders system currently being established by the
Home OYce.
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The purpose of ContactPoint is to support Children’s Services Authorities and their partners in their
duties to co-operate to promote the well-being of children, and to safeguard them and promote their welfare,
as set down in Sections 10 and 11 of the Children Act 2004 and in the safeguarding duty on school and
colleges in Section 175 of the Education Act 2002. The purpose of ContactPoint is not to support the fight
against crime.

ContactPoint will not be used to profile children or young people. No support for profiling is being
designed into the system. Through extensive work with practitioners ContactPoint has been designed to help
practitioners to find out who else is working with the same child or young person, making it easier to deliver
more co-ordinated support.

Access to ContactPoint will be restricted to authorised staV who need it as part of their work. The
regulations detail the categories of practitioner who are eligible to be granted access to ContactPoint, these
include police oYcers, members of youth oVending teams and staV at secure training centres. An individual
will only be granted access if it is clear that they need access to support their work on safeguarding or
improving wellbeing for children. It will not be acceptable for users to access the system to support
enforcement activities. This is made clear in the draft ContactPoint guidance, currently available for public
consultation (closes 27 July 2007).

Before being granted access, individuals will also have to attend training and have received an enhanced
disclosure from the Criminal Records Bureau (or equivalent vetting for police). All users will be
authenticated to ContactPoint using strong (2-factor) authentication techniques in line with the e-
Government Unit (eGU) guidance. Every access will be monitored and audited. Potential misuse will be
subject to investigation and if necessary disciplinary and criminal proceedings.

There are no plans for data sharing between ContactPoint and the National Identity Register. The bulk
disclosure of data from ContactPoint will only occur in anonymised or psuedonymised form. This is to
support statistical analysis and for research purposes.

The draft regulations provide for the Secretary of State or a local authority to disclose information from
ContactPoint where this is required by a court order or where this disclosure is necessary for the prevention
or detection of crime of the prosecution of oVenders. These provisions are intended only for limited
circumstances are will be subject to a judgement on a case by case basis. As stated previously, ContactPoint
is not intended to provide a tool for use in the fight against crime.

July 2007

APPENDIX 47

Memorandum submitted by Dr Andy Phippen,238 Dr Hazel Lacohee,239 and Professor Steven Furnell240

In this response to the call for evidence for the Home AVairs Committee’s inquiry into “A Surveillance
Society”, we present a response that considers the citizen’s perspective, examining their perceptions toward
monitoring via various ICTs, before considering their awareness of protection mechanisms. The evidence
presented is drawn from a major study in collaboration with BT Group Chief Technology OYce and
Hewlett Packard, supported by a number of further studies carried out by the University of Plymouth’s
Information Security and Network Research Group.241

The Trustguide project242 was concerned with exploring issues of trust, security and privacy in ICT based
applications and services with the general public through direct dialogue, facilitated via 29 discussion groups
between September 2005 and October 2006. In total approximately 400 citizens took part in discussions.
Our findings suggest that UK citizens are technology-aware and have belief systems informed by a mix of
mass media communication, personal, and peer experiences. This has significant implications for service
providers and policy makers—the age of the naı̈ve ICT user is over, replaced by a population who may not
have experienced specific technologies first hand, but have confidence in their understanding based upon
numerous information sources (albeit from sources that one might consider to be unreliable or subjective
sources). We are faced with a population who believed they are well-informed regarding their understanding
of ICTs, and are cynical when “sold” a technology for reasons that conflict with their own belief systems.

In considering surveillance technologies, and citizen’s attitude toward such, one of our more interesting
initial findings was the tolerance of UK citizens toward CCTV monitoring. We felt, through our initial
discussion, that citizens would be intolerant of such systems. However, in-depth discussion provides two key
reasons why such tolerance exists. Firstly, CCTV exists in public spaces—people do not mind monitoring

238 Information Security and Network Research Group, School of Computing, Communications and Electronics, University of
Plymouth, Drake Circus, Plymouth, UK.

239 BT Group Chief Technology OYce, Adastral Park, Martlesham Heath, Ipswich, UK.
240 Information Security and Network Research Group, School of Computing, Communications and Electronics, University of

Plymouth, Drake Circus, Plymouth, UK.
241 http://www.network-research-group.org/
242 http://www.trustguide.org.uk/
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when it is open and not invasive of their private space (their homes, workplace, etc). In addition, media
coverage of crime and terrorist attacks had demonstrated the value of CCTV in protecting society. The
power of the media as a persuasive mechanism for the general public should not be underestimated, and it
is something that we will return to later in this piece.

However, this attitude should not lead to Government complacency related to further monitoring. We
found high levels of concern regarding what is perceived as increasingly heavy surveillance of day-to-day
movements and activities. State claims and justification for current and increased levels of surveillance (eg
control of terrorist activities, reducing crime, road user monitoring) were greeted with scepticism both in
terms of a genuine need for such high levels of surveillance and any evidence that it serves the stated purpose.
Many citizens feel that their constitutional rights are being eroded in the name of security, yet few feel under
the degree of threat that might warrant such measures.

We have found this opinion results from a number of diVerent beliefs. Firstly, as we have stated above,
CCTV is tolerated because its benefits are clear to see via the media. Technologies such as ID cards,
biometrics and DNA databases have less of an “evidence base” from which citizens can draw to inform their
opinions. An important key finding from our work is that technological engagement with the general public
has little to do with technical elegance, guarantees of security, and reliability. It does, however, have a lot
to do with convenience for the citizen. If the citizen can see a clear benefit for either themselves or their
community (whether their concept of community might be) they will be far more accepting of a technology
than one where they cannot see such.

So if we consider the issue of ID cards, we can see diYculties in being able to demonstrate the benefit to
the individual. Indeed, what is the benefit for the individual in carrying an ID card? Clearly there are benefits
for Government, security services and industry, but the individual can see little benefit to having one in their
possession. Therefore, with an unreliable foundation upon which to build trust in ID cards, there is little
wonder that further opposition is met with the proposals to have mandatory ID cards paid for by the citizen.

Another key factor in the public’s mistrust of surveillance systems is again something drawn from media
influence. Numerous participants in our discussions stated that the Government were not eVective at “doing
IT”. High profile public sector failures, or predicted failures, such as the Child Support Agency system, have
resulted in a public who do not feel that the Government are capable of eVectively managing the systems
required to ensure the eYcient operation of such surveillance system. Therefore, guarantees of 100% secure
technologies are met with scepticism by citizens who, even if having no personal IT expertise, have been
exposed to increasing reports in the media demonstrating this to be untrue. Compounded with this
mismanagement is another factor that has eroded the public’s trust of the Government looking after “their”
data (individuals clearly believe that data held about them still belongs to them). There were subsections
within many groups that were uncomfortable, not from the privacy issues but because they felt if the
Government had physical ownership of that data, there might be temptations to sell such information to
interested bodies, as has occurred with DVLA data.

We believe that the Government’s key issue with the acceptance of a reasonable “Surveillance Society”
is not one of technology but education and informing the population. We have discussed at length the
information sources that citizens draw upon when forming opinions regarding ICT—the main influencers
are the media and peers. While those citizens that have access to professional advice will take it, the majority
of their awareness comes from what they see in the newspapers, what they watch on television, and what
they discuss with their peers.

A key issue Government faces is that these information sources do not have an objective viewpoint.
Arguably, the World Wide Web is a major threat to the media industry—therefore, where is the incentive
for a media outlet to report “citizen uses ICT successfully to enrich life”? Previous attempts to use the media
to disseminate objective material about Internet awareness and protection have only had limited impact.
We discussed the Get Safe Online campaign243 within both the Trustguide and subsequent survey work
(surveying approximately 500 citizens regarding their ICT security practices and their sources of education),
and in each case, impact had been minimal. In the survey responses, 12% of the population was aware of
the campaign and only a third of those felt the information was useful.

However, there is a belief among citizens that, while they have opinions regarding ICT and its threats, they
do not have the confidence or concrete knowledge to protect themselves. In our survey work, the majority of
respondents felt that they did not do enough to protect themselves from online threats for a variety of
reasons, including lack of understanding, cost of products, or that they simply did not feel it was their
responsibility. This was reflected in our Trustguide discussions, where many participants stated that either
they did not feel equipped to protect themselves, or it was someone else’s job to do so. When discussed in
more detail, the responsibility for protection, in the eyes of the citizen, normally lies with either Government
or manufacturers and service providers. There were many comparisons with motor vehicle safety, where
citizens would not expect to purchase a car without it being roadworthy.

243 http://www.getsafeonline.org/
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However, some of our recent research would suggest that while IT providers are doing more, citizens are
still failing to take any responsibility for protection. In carrying out a survey of unprotected wireless network
access in cities and towns in the South West, we discovered on average around 25% of networks were not
encrypted. This is a significant change from previous years, where generally around 60% were found to be
unprotected. This change corresponds with a period in which the wireless hardware provided by vendors is
now encrypted “out of the box”. This means that the individual does not have to set up the encryption
themselves, it is there by default. This represents a significant shift for IT vendors in taking steps to protect
the citizen.

Around the same time, a complementary experiment scanned for unsecured Bluetooth devices and, when
discovered, the devices were sent a harmless, but unsolicited, image file. In over 50% of cases, the recipient
was happy accepted the file without querying what it was or where it came from.

These experiments show that while manufacturers taking greater responsibility to protect the public, some
of the responsibility ultimately has to rest with the citizen. To take the motor vehicle analogy once more,
someone purchasing a car and driving it home is not faced with an ever-evolving environment with new
threats emerging on an hourly basis. However, this is exactly the environment facing IT users. Therefore,
we feel we should stress the importance of reaching the public with accurate, objective information regarding
ICTs so they can make informed decisions, rather than the current climate of building belief systems on very
weak, ill constructed, foundations.

Of more immediate concern is the protection of young people. Within our discussion with young people,
it became very apparent that while they were technically capable, they had little awareness of the threats
that exist in going online, and only had a veneer of knowledge regarding protection mechanisms. On three
separate occasions in discussions with young people, we encountered experiences of stalking attempts via
messenger services. While in all three cases, the perpetrator was blocked by the intended victim, there was
no reporting of the incident to an authority figure. When asked why not, the responses ranged from “what’s
the point?” to “I didn’t know how to”. The majority of young people we spoke to felt that authority figures
(such as parents and teachers) had less knowledge about online threats than they did, and as such would
not know what to do either.

This discovery led to further investigation into the exposure young people get to Internet awareness and
protection through school curricula. Certainly GCSE and A-level curricula for ICT and Computing that we
examined had virtually no mention of protection mechanisms, aside from those to deal with business ICT.
However, we found that young people are receptive to the idea of classes in such an area, some suggesting
Citizenship classes could cover such things. Certainly, the work of the Child Exploitation and Online
Protection Centre,244 with their schools programmes, is having an eVect, but this is a small Government
department reaching out the approximately 25,000 schools in the UK. Young people also felt the media
could play a part, but were more likely to be engaged through drama than direct information presentations.

In considering the safeguards for data use, and abuse, we finally consider legislative measures. While our
studies with citizens have shown some awareness of measures such as the Data Protection Act and other
legal mechanisms to ensure adequate protection, we also, unsurprisingly, discovered that the majority of
citizens will not consider things such as Terms and Conditions in depth when registering with an online
service, particularly if such a service is oVering them some sort of material or social benefit. Obviously this
can potentially leave the citizen open to all manner of data abuse, but the general opinions were that while
they knew they should read such things, they lose interest in the legal syntax of such. Therefore, stronger
legislation to ensure more eVective privacy policies would have little impact.

However, we believe there is one area that could potentially have more significant impact is more eVective
regulation of the service providers. At present, there is little professional liability within the IT industry.
Hence the number of breaches and information thefts that occur online, the majority of which are down to
poor security practices, design and implementation, rather than issues with the technology itself. The IT
industry is one driven by the sort of remunerative rewards that one might expect from any professional
discipline, but without the legislative controls that apply to, for example, the legal or medical professions.
Therefore, service providers are happy to commit to service delivery without actually considering the
feasibility of such approaches. Certainly, our own experiences acting as intermediaries between clients and
service providers when troubleshooting what went wrong in projects would suggest the lack of legislative
control results in a highly unregulated industry without some extremely unethical practice. While the British
Computer Society is making great strides forward with its professionalism agenda, its membership is still
only a small part of the IT industry, and complimentary to their reward-based incentives to become an “IT
professional” could be stronger legislation. A service provider may become far more likely to carry out
eVective risk analysis, and penetration and boundary testing, on their services if they were to be held
accountable for any avoidable breaches, in the same way that society would expect a surgeon behaving in
an unethical manner would be held to account. Currently, we exist in a culture of “well, you signed-oV the
specification” where the responsibility is placed back with the procurer, rather than provider, of a service.

244 http://www.ceop.gov.uk/
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In conclusion, we believe that while technology has a part to play in the public attitudes toward whether
we exist in a “surveillance society”, the major issue lies within the public perception of such approaches—
whether they consider them to be acceptable and good for the private citizen. We believe education and
information are key drivers in ensuring a society that is more aware, and accepting, of realistic surveillance
measures in place to protect them. Our work also suggests that understanding of public perception still
requires far more work, as our discoveries about the public’s attitudes toward ICTs is in conflict with
conventional wisdom. Finally, we believe that dividing responsibility between citizens and service providers
is necessary to ensure more eVective safeguards, and feel that stronger legislation of the ICT industry, with
greater awareness of professional liability, is an important step forward in achieving such protection from
data theft and abuse.

July 2007

APPENDIX 48

Supplementary memorandum submitted by Tesco

Thank you for the recent opportunity to give oral evidence on Tesco’s behalf to the Home AVairs Select
Committee inquiry on A Surveillance Society?

In response to Mr Denham’s questions relating to the strategic use of Clubcard data, I would firstly like
to challenge the suggestion that Clubcard is used to put local shops out of business. This is simply not true.
The primary role of Clubcard is to enable us to thank our customers for shopping with us and enable us to
better understand what they want and try and respond to their changing needs.

I understand Mr Denham’s concerns about the future of local shopping centres but would like to
emphasise that investment by Tesco can really benefit a local area. Not only do our stores bring improved
choice and a greater range to customers, but the popularity of our stores can be a rejuvenating force in a
local area, increasing footfall and custom for all local shops, and improving the vitality of the
neighbourhood around the store. Academic studies have shown such positive eVects in a number of areas
where we have developed new stores, such as in Beverley, Glasgow, the Seacroft area of Leeds and in
Hampshire. I would be more than happy to provide more detail on these studies should this be of interest.

To turn to the specific question of the use of Clubcard data, aggregated data can help us understand the
demographics and trading patterns of a local area. This can in turn help inform our planning for new stores
and enable us to oVer customers the best possible new shopping environment. However, all analysis of
Clubcard data for this purpose is based on aggregated and anonymised data and confined to spending
patterns and postcode data, rather than individual customer information.

It is also worth making the point that whilst Clubcard data can be used to understand local demographics,
this sort of information is also available through Experian or the National Survey of Local Shopping
Patterns.

Finally, as I explained during the oral evidence session, we have worked with our customers to ensure our
Clubcard application form gives them suYcient information about how we use their data and enables them
to opt-out of marketing where they wish to, which customers have indicated is most important to them. We
recognise how important privacy is to our customers and ensure that we comply with all relevant legislation
and good practice guidelines in the way we process and use their personal information.

I hope that I have been able to address your concerns.

July 2007

APPENDIX 49

Memorandum submitted by Mr Malcolm Hurlston

Founder and Chairman of Consumer Credit Counselling Service (CCCS), Britain’s largest debt-advice
charity. It currently manages around a 10th of UK problem debt. CCCS maintains an industry leading
database on people in debt.

Chairman of Registry Trust Ltd, a not-for-profit organisation which maintains the register of Judgments
Orders and Fines on behalf of the Lord Chancellor. Chairman of Hurlstons, which devised the original
principles of reciprocity for the sharing of data among lenders.
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Data

1. Most of these comments relate to the credit industry where I have a large amount of experience and
knowledge.

2. Despite calls from the banking/credit industry for more data to be shared no amount of data sharing
will help in at least half of the cases seen at CCCS. Debt is mainly caused by life problems.

3. Some banks currently do not share across their total portfolios, let alone among themselves. Recently
merged banking groups can still operate as completely separate entities with little communication between
them. If there were a convincing case for data sharing they would have taken speedy steps to share internally.

4. Previously my consultancy provided some of the expertise which came up with the principles of
SCOR.245 Representing SCOR I argued to the government at the time that the industry would not need more
data in the future. Work on predictiveness would mean that ineYciencies could be avoided and that the data
would in eVect be better used than in the past.

5. In the United States data is routinely shared among lenders. The absence of a paper about this from
the protagonists of data sharing in the UK indicates the case for its eVectiveness in the world’s largest credit
market may be weak.

6. Data sharing is promoted by the credit industry more generally as the cure for over-indebtedness.
However, as I have attempted to prove above, the case has not been made.

7. This paper is submitted in a personal capacity.

August 2007

APPENDIX 50

Memorandum submitted by Her Majesty’s Government Chief Information OYcer

1. Introduction

1.1 The Ministry of Justice (MoJ) is responsible for the Government’s domestic policy on data protection
and data sharing and represents the UK at European and international level.

1.2 This memorandum sets out to cover the roles of the CIO Council, Her Majesty’s Government Chief
Information OYce and the Transformational Government Strategy.

1.3 It does not provide detail of specific examples of public and private databases in existence as this is
the accountability of the Departments, who “own”, collect or process this data.

1.4 The Transformational Government Strategy enabled by Information technology was approved by
Ministers and published in November 2005. It set out three core themes. The first theme firmly positions the
Citizen at the heart of the Public Services and ensures that products and services which are implemented
meet the needs of the consumer not the product or service provider. The second theme sets out to ensure
that the Public Sector moves to a shared culture—in the front oYce, the middle oYce and the back oYce.
And finally the third theme focuses on the professionalism and capability of the Public Sector to deliver IT
enabled business change.

1.5 The Transformational Government strategy is underpinned by 13 strands of work, several of which
are relevant to this committee. They are:

1.5.1 Identity Management—Before you can share Citizen Data you must be sure that you have
identified the correct Citizen before data is shared.

1.5.2 Data Sharing—How do we share data appropriately across the Public and Private sector to
aid the eYciency and eVectiveness of Public Services. What policies and procedures need to
be designed, or updated/clarified, and then implemented.

1.5.3 Information Assurance—How do we ensure that as Citizen Data is shared it is accurate, safe
and secure and only those with a legitimate need to know know it exists or sees it.

1.5.4 Shared Services Common Infrastructure—As we share data and we connect Public Sector
organizations together to fulfil the Citizen request how do we ensure that the technology is
safe, secure and not prone to “prying electronic eyes”.

245 Steering Committee on Reciprocity.
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2. Roles and Accountabilities

2.1 The Accounting OYcer for Public Sector bodies however defined are accountable for ensuring that
Citizen data is used for the purposes that it was intended for under the various elements of legislation. The
Ministry of Justice submission to this Committee sets this out in more detail.

2.2 Accounting OYcers are also accountable for ensuring that the appropriate policies, procedures,
people and technology are deployed to ensure that at all times Citizen data is protected from rendering it
from becoming inaccurate; ensuring that appropriate security policies surrounding the employment of
people, the protection of physical access to building and the safety and security of the technology holding
Citizen data is at all times maintained to the appropriate standards.

2.3 Accounting OYcers are also accountable for ensuring that defined roles and responsibilities exist
within their organisations to ensure that necessary risk identification and mitigation strategies are executed
to ensure that the safe operational use of Citizen Data is maintained.

2.4 The Ministry of Justice has the accountability for the development and gaining approval, of the Data
Sharing Vision, the Data Sharing Strategy and any supporting guidance. The Ministry works closely with
the rest of Government and with other relevant parties to ensure that the correct balance is maintained
between the rights of the individual to privacy and protection of individuals from terrorism and other crime.
Policies and practices are monitored continually by the Government, the Ministry and the Information
Commissioner to ensure the balance is in the right place and to prevent abuse.

2.5 The CIO Council’s remit is improve the public service delivery by ensuring that the strategic use of
technology and computer systems are aligned to the overall government strategy as detailed in the
Transformational Government Strategy. Specifically it is:

2.5.1 To act as a focus for partnership between IT professionals across government, agreeing and
implementing best practice methods, tools and techniques of undertaking IT enabled
business change.

2.5.2 To bring the Public Sector together by drawing a membership from the wider public sector—
central government, local government, and agencies in fields such as health and policing.

2.5.3 Charged with creating and delivering a government-wide CIO agenda to support the
transformation of government and to build capacity and capability in IT-enabled business
change.

2.5.4 To balance government-wide agendas with accountabilities in line organisations.

2.5.5 Take a holistic approach to the IT enabled change portfolio ensuring where appropriate and
possible the Public Sector does not duplicate the creation of technology based systems.

2.6 The Central Sponsor for Information Assurance within the Cabinet OYce is accountable for the
development of strategy, policy and guidance appertaining to the protection of data including Citizen Data.
They are also accountable for ensuring the accreditation of Departmental computer systems and networks
has occurred and that they conform to the agreed minimum standards of security, availability and quality.

2.7 Her Majesty’s Government Chief Information OYcer chairs the CIO Council. His role is to work
with departmental CIO’s and those undertaking IT enabled change to ensure they are aligned and support
the Transformational Government Strategy. In this role, the Government CIO provides leadership to the
IT Profession across the wider public sector, enables public service transformation through the strategic
deployment of technology, drives the development of shared services and act as the “face” of UK
Government IT both home and abroad.

3. The Transformational Government Strategy

3.1 The Transformational Government Strategy set out 13 strands of work that are intertwined and need
to be completed if the personalisation of Citizen based services which are convenient to the Citizen are to
be delivered. The strategy is not a menu of items that can be picked from that suits the budget, resource or
whim of individuals.

For instance:

There is no point in suggesting that we can personalise Citizen based services if we cannot identify
who the Citizen is without any degree of certainty. The Identity Management Strand.

If we can identify who the Citizen is, then this is not much use if this basic Citizen Data—that is
enough data to execute a Citizen request within another public sector body—cannot be shared.
The Data Sharing Strand.
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An organisation would be foolish to accept Citizen Data unless they were certain of its quality and
provenance. It would be equally foolish for an organisation to share Citizen Data with another
organisation unless it had some certainty that the Data would be protected in line with best
practice. The Information Assurance Strand.

And finally to enable greater certainty over the quality of the computer systems and networks that
store and process Citizen Data it is logical to reduce these to a smaller number and share them so
that greater investment and protection can be applied to the few rather than spread over the many.
The Shared Services and Common Infrastructure Strands.

3.2 The CIO Council is the body that looks to ensure that in their departments and in the wider Public
Sector the strands of the Transformational Government Strategy are executed.

October 2007

APPENDIX 51

Memorandum submitted by the Department for Transport

1. Executive Summary

Current Activities

1.1 The Department for Transport holds data on drivers, vehicles and vehicle movements.

1.2 The Driver and Vehicle Licensing Agency’s (DVLA) has a register containing more than 42 million
driver licence records. The drivers’ database has personal details—such as name, address, date of birth and
driving convictions—for the majority of the adult population in GB. This information is required to check
that a person has an entitlement to drive. They also have a register with active records for some 35.5 million
vehicles. This holds vehicle keeper information for the UK which is used to collect and enforce vehicle excise
duty (VED), and to ensure that vehicles on or oV the road are traceable to an individual or organisation.

1.3 Both DVLA and the Vehicle and Operator Services Agency (VOSA) use ANPR Cameras to support
their business objectives. DVLA has 15 camera vehicles to identify and take action against those who evade
VED. VOSA currently have 8 camera vehicles which are used to identify, stop and investigate commercial
vehicles suspected of being used illegally.

1.4 The Highways Agency (HA) operates cameras on England’s Strategic Road Network in support of
traYc management, eg managing congestion. The cameras fall into two functional categories: Automatic
Number Plate Recognition (ANPR) and Closed Circuit Television (CCTV). There are 1,133 ANPR cameras
and 1,300 CCTV cameras deployed though precise numbers can vary, for instance because of disruption
during roadworks. All data from ANPR cameras operated by the HA is anonymised and the standard feed
from CCTV cameras does not produce a picture which is strong enough to identify individuals.

Safeguards

1.4 The Department for Transport takes issues surrounding privacy very seriously. Sharing data to
deliver public policy objectives needs to be balanced with protecting privacy and maintaining public
confidence that their personal data is adequately protected against misuse.

1.5 It is departmental policy that data sharing should only be undertaken pursuant to specific statutory
authorisation, or in other circumstances where a reasonable legal justification has been established (for
example implied or ancillary rights pursuant to other statutory functions in combination with residual
common law powers). All data sharing must also comply with the European Convention on Human Rights,
the Data Protection Act 1998 and the common law duty of confidence.

1.6 A review of data release from the vehicle register to the police and local authorities, and to anyone
else that can show “reasonable cause” for requiring it, was undertaken in 2006. This resulted in 14 new
measures being implemented to safeguard and protect data from misuse.

2. Data

2.1 The main DfT databases are those held by DVLA which maintains a register of some 42 million driver
licence records and a separate register containing active records of 35.5 million vehicles. The information
on drivers and vehicles is vital for road safety, and is an essential part of eVective enforcement strategies.

2.2 DfT and its Agencies share data with a number of public and private sector organisations, with the
necessary controls to safeguard the use of the data and to prevent mis-use. These include:

— police;

— local authorities;
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— other Government Departments; and

— private sector.

2.3 Data may be shared for various reasons, including improved customer service and more eVective road
traYc enforcement. For example:

— the online vehicle licensing system is only possible by linking insurance data, MOT data and
DVLA data;

— since 2004, people applying for a new or replacement driving licence no longer need to send in a
photograph if they have recently applied for a passport. With the consent of the individual, the
passport photo and signature can be used for the driving licence; and

— DVLA data is shared with the police for road traYc purposes, criminal law enforcement and to
help identify individuals and the families of those involved in road traYc accidents. Drivers’ data
is also shared on a case-by-case basis for the prevention, investigation and prosecution of
serious crime.

2.4 DVLA is working with North Wales Police to pilot a new scheme which provides direct access to the
drivers’ register through handheld devices for road traYc purposes. Police are able to confirm the
information provided by the driver is consistent with their record on the drivers’ register. This initiative will
also benefit motorists who do not carry their driving licence as their entitlement to drive can be checked at
the roadside, rather than producing their driving licence at their nearest police station.

2.5 It also shares vehicle data with other public sector enforcement agencies, for instance local authorities
and Transport for London (TfL) for enforcement of traYc, parking, and London congestion charge
oVences.

2.6 Data may also be released to other Government Departments. An example of this sharing is with Her
Majesty’s Revenue and Customs, which is entitled to information under the Taxes Management Act 1970.

2.7 In the private sector the Department shares data with parking enforcement companies and others that
can show “reasonable cause” to receive the data, and with car rental companies where the individual gives
their consent to the data being shared.

3. Cameras

3.1 The Department and its Agencies utilise ANPR technology to enforce the law against those who
evade VED and non-compliant hauliers and bus and coach operators. The great majority of its ANPR and
CCTV cameras are used to manage traYc on the strategic road network of motorways and principal trunk
roads in England.

3.2 DfT supports the use of police ANPR cameras in their drive to deny criminals the use of the road. In
order to help the police target their on-road enforcement against non-compliant vehicles and their keepers,
DVLA provides “hotlists” of those vehicles with no VED and also those with no currently registered keeper.
Helping the police to target law breakers in this way ensures that the vast majority of law abiding motorists
are not troubled.

3.3 DfT is also responsible for policy on safety cameras, though the cameras are owned and operated by
Safety Camera Partnerships which are made up of local authorities, police and HM Courts Service in
England and Wales.

DVLA ANPR

3.4 DVLA has 15 ANPR camera vehicles in use throughout the UK. These are used either static at the
roadside or whilst patrolling on roads to detect unlicensed vehicles. The system is Type Approved by the
Home OYce and provides photographic evidence of unlicensed vehicles being used on the road. The images
are downloaded and used by DVLA to prosecute oVenders. The information is used only by DVLA, and if
the vehicle is licensed, the information is dropped after 24 hours with no record kept. The on-board
computer is updated every 14 days with a new database of unlicensed vehicles. This database is also shared
with those Local Authorities and police forces with devolved powers to clamp and impound unlicensed
vehicles on behalf of the Secretary of State. It is also shared with VOSA for use with their ANPR vehicles.

VOSA ANPR

3.5 VOSA currently has 8 ANPR camera vehicles in GB. This is due to increase to 21 vehicles shortly.
They are used to identify, stop and investigate non-compliant commercial vehicles and those suspected of
operating illegally. Their ANPR systems utilise their own intelligence databases and the database of
unlicensed vehicles from DVLA.
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3.6 VOSA also operate ANPR systems at a number of locations on the motorway network which are
linked to weigh-in-motion sensors embedded in the carriageway. The sensors identify overweight
commercial vehicles and those suspected of being loaded incorrectly. The ANPR image identifies the suspect
vehicle and VOSA oYcers stop and investigate the vehicle at a safe place on the motorway.

Highways Agency ANPR and CCTV Cameras

3.7 The HA uses ANPR and CCTV cameras to monitor traYc flows and collect anonymised data for
traYc management purposes. Currently there are 1,133 ANPR cameras and 1,300 CCTV cameras deployed
on the strategic road network, though precise numbers can vary, for instance because of disruption during
roadworks.

3.8 As well as monitoring traYc flow, information from the cameras is used to respond to incidents on
the network to ensure that travellers have safe, reliable and informed journeys.

3.9 The HA operates two principal ANPR systems—the National TraYc Control Centre (currently 1,033
cameras) and the “Birmingham Box” network of 100 cameras in total including 42 which are operated by
the HA. The NTCC cameras are owned and operated by TraYc Information Services Ltd/Serco on behalf
of HA through a PFI contract. These will be handed over to HA during 2011. The “Birmingham Box” is
split into a network of 42 cameras installed for the M42 Active TraYc Management Project, and of 58
cameras (HA “TAME” project), which have been transferred to the Central Motorway Police Group in the
Midlands. The HA do not collect information from these and are no longer responsible for their operation.

3.10 The HA operates 1,300 CCTV cameras, typically at key strategic locations, at regular intervals along
the motorway, and at a few locations on the trunk road network, providing real time traYc information to
the NTCC and seven Regional Control Centres (RCCs).

3.11 These cameras enable the HA and emergency services to be aware of road conditions and help them
deal with real-time traYc flow and incident information quickly and eYciently. As well as management of
major incidents and congestion, CCTV cameras also provide a rapid overview of network conditions
providing up-to-the-minute information for traYc management services and the media.

3.12 RCCs currently only record CCTV imagery for a variety of pre-determined purposes that could
include network asset protection; operational procedures & protocols; incidents occurring on the network;
and Health and Safety compliance.

Safety Cameras

3.13 Although DfT is responsible for policy on safety cameras, they are owned and operated by Safety
Camera Partnerships in England and Wales. These are made up of local authorities, police and HM Courts
Service. From 1 April 2007 local partnerships have greater freedom and flexibility to deploy safety cameras
where they are felt to be the appropriate solution to particular road safety problems. The police use their
access to DVLA vehicles data to identify the keeper of a vehicle found to be speeding at safety camera sites.

4. Safeguards for Sharing Data

4.1 The Department takes the safeguarding of personal data extremely seriously. Clarity about the legal
authority under which data may be shared, including under the Data Protection Act, is critical. The
Department also consults closely with the Information Commissioners’ OYce.

4.2 Where there is regular sharing of data in bulk with other Government Departments and Agencies,
for example by DVLA, a Memorandum of Understanding is put in place detailing the principles and
responsibilities surrounding the data release. An example of such an arrangement is that with TfL to allow
that body to enforce the London congestion charge.

4.3 Other ad-hoc requests for data from other areas of Government are dealt with on a case-by-case basis.
These are considered very carefully to ensure the release is lawful and in accordance with DfT policy.

4.4 Following a review of the release of vehicles register information 14 new measures, announced by the
Minister for Transport in July 2006, have been implemented. These are designed to protect vehicle keepers
from misuse of their information and provide clear and robust complaint procedures where misuse is
alleged, while allowing those who do have reasonable cause to get the data they need. Individuals who apply
must provide detailed information and evidence to justify their enquiry.

4.5 DfT and its Agencies also have internal controls in place to safeguard the use of data, to ensure that
audit trails exist to identify users of data, and to guard against mis-use of data. Breaches of data security
are treated very seriously, and where applicable are reported to the Information Commissioner’s OYce and
the police for investigation and action.

November 2007
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APPENDIX 52

Supplementary Memorandum submitted by the Information Commissioner

1. The Information Commissioner has responsibility for promoting and enforcing the Data Protection
Act 1998 and the Freedom of Information Act 2000. He is independent from government and promotes
access to oYcial information and the protection of personal information. The Commissioner does this by
providing guidance to individuals and organisations, solving problems where he can, and taking appropriate
action where the law is broken. The comments in this additional evidence are primarily from the data
protection perspective.

2. The Commissioner is grateful for the opportunity to provide additional written evidence as the
Committee reaches the final stages of the inquiry. In this evidence he sets out the progress made on initiatives
he referred to in his earlier evidence and included in his “Surveillance Society Action Plan”, reports on other
developments taken forward by his oYce and addresses relevant points raised by other witnesses in their
oral evidence sessions.

Privacy Impact Assessments

3. In May the Commissioner issued an invitation to tender, inviting bids from those interested in carrying
out research into the experience of using Privacy Impact Assessments (PIA) in other countries, the lessons
to be learned from their experiences and the development of a PIA methodology, including a handbook to
be used by those wishing to undertake a privacy impact assessment in the UK. The research contract was
awarded to a consortium led by Loughborough University and the results of the research project were
received on the 31 October 2007. The project deliverables are now being examined and will be published at
the Commissioner’s planned conference entitled “Surveillance Society: Turning Debate into Action”.
Further details of this are set out below.

4. In the oral evidence session of Tuesday 12 June a call was made for tougher regulation of IT suppliers
and providers.246 As a similarly useful measure, the Commissioner would welcome a commitment to use
privacy impact assessments as part of the OGC Gateway Review Process, thus embedding data protection
and wider privacy considerations into the process of setting up any new and substantial government IT
system. Not only would this help to ensure that adequate and relevant consideration is given to privacy from
the outset, it would also help achieve compliance with the data protection legislation and would go some
way towards fostering public trust in the use of their personal information. This approach has been adopted
in other jurisdictions overseas and the Commissioner feels there is much merit in adopting a similar
approach in the UK.

5. The Commissioner will send a copy of the final PIA research, including an assessment of international
experience and the PIA handbook for use in the UK to the Committee as soon as a final version is settled
ready for publication and in advance of the general launch in December.

Public Perceptions of the Surveillance Society

6. Another research project currently being undertaken and its results published at the Conference in
December is into “Public Perceptions of the Surveillance Society”. This research was commissioned in
September and the final report is being drawn up by researchers at the present time. Research into public
attitudes forms an important aspect of informing our future work in this area. The nature of our work is
such that we spend a large amount of time speaking to and meeting with public and private sector
organisations about the potential impact of the surveillance society but it is much more diYcult to engage
with the general public about their perceptions and experiences of it. The research we have commissioned
is therefore to explore how aware people are of the diVerent forms of surveillance that intrude into their
everyday lives, what their concerns are, what they find acceptable and unacceptable, what they expect and
don’t expect and what safeguards they think are in place to protect them from unwarranted collection and
use of their personal information.

7. Whilst initial findings point towards a general lack of awareness and concern about surveillance society
issues amongst the general public, we are keen to try to discover where people feel that the boundaries should
be drawn. We are also trying to find out whether they are content with the amount of surveillance taking
place in the UK and, if so, whether this is because they feel that the regulations and safeguards surrounding
the collection and use of personal information are suYciently robust to negate any risks to them as
individuals.

8. The Commissioner will send a copy of the final report to the Committee as soon as one is available
and in advance of the general launch in December.

246 Q222 Response of Dr Phippen, Lecturer, School of Computing, Communications and Electronics, University of Plymouth.
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Surveillance Society: Turning Debate into Action Conference

9. On 11 December 2007 the Commissioner will be hosting a conference following up on the 2006
International Data Protection and Privacy Conference at which he set out to raise awareness about and
provoke discussion on the advance of the surveillance society. The December conference—Surveillance
Society: Turning Debate into Action will be held at the Bridgewater Hall in Manchester. The Commissioner
will use the conference to launch the results of his research projects into privacy impact assessments and
public perceptions of the surveillance society. The conference will also look at the technology available to
help protect privacy and any necessary changes to the legal and policy framework from a privacy protection
point of view. The conference will also examine the practical experience of a government department as it
tries to address privacy concerns arising from a major initiative with the Department for Transport outlining
its eVorts to develop a privacy friendly road pricing scheme.

10. As the title suggests the intention of the conference is to show some practical examples of where action
can be or has been taken to address some of the privacy and data protection concerns that the surveillance
society raises. Those attending will be provided with information on the privacy impact assessment
handbook and will hear how privacy impact assessments operate in other countries.

Information Sharing

11. On 10 October 2007, the Commissioner published his Framework Code of Practice for Sharing
Personal Information. The Framework explains how organisations can set up their own arrangements to
ensure that where personal information is shared, good practice is adopted. It helps organisations decide
when to share information and what information to share, highlights the consequences of sharing and deals
with the issue of consent. It is designed to be flexible, enabling organisations to adopt it wholesale or to
extract some of its content and integrate this into existing policies and systems. The Commissioner will also
be able to endorse the codes of practice created by those using the Framework, subject to him being able to
audit and inspect the arrangements.

12. The final version was produced after extensive liaison with relevant stakeholders, both before and
during the oYcial consultation period.

13. This is the first time that the Commissioner has produced such a “framework” code, to be adapted
and used to suit the needs of those involved in a particular information sharing operation. It reflects the fact
that the range of situations in which information sharing can take place is so broad that trying to develop
a single prescriptive code, written by the Information Commissioner to be used in all situations, would be
unworkable.

14. A copy of the code is attached at Annex A (not printed).

15. The issue of information sharing still continues to provoke wider interest and the Prime Minister has
recently announced that the Commissioner and Dr Mark Walport of the Wellcome Trust have been asked
to conduct a review of information sharing.

16. The review will look at how information sharing policy should be developed in the future. As part of
this, the review may make recommendations on potential changes to the way the Data Protection Act
operates as well as setting out recommendations on the powers and sanctions that the Commissioner has
available. The final report is due to be published in the first half of 2008.

17. The review terms of reference are attached at Annex B (not printed).

The Revised CCTV Code of Practice

18. The Commissioner first published his CCTV Code of Practice in 2000 and it has proved to be a
popular and useful piece of guidance. However, advances in the use of CCTV, both in terms of the number
and prevalence of CCTV cameras and the technology available, have meant that some of the references were
beginning to become out of date. In order to remain useful, the code needed to be revised to take into account
those advances and also to take into account the needs of those operating the systems.

19. Workshops were held with the most relevant stakeholders in this field which helped to determine
where they felt revised and/or additional guidance would be of use. The revised code was drawn up and went
out for consultation in August. The consultation period ended on October 31 and the Commissioner expects
the updated version to be launched in January 2008.

20. Apart from addressing the advances in technology made since the CCTV code was first launched, the
new code also amplifies the Commissioner’s position with regard to the use of CCTV in particular situations
such as recording conversations. It also requires those considering introducing a system to consider the
other, less privacy intrusive options before committing to the use of cameras.

21. A copy of the consultation draft is attached at Annex C (not printed) and the final revised version of
the CCTV Code of Practice will be sent to the Committee as soon as consultation responses are analysed
and a final version agreed.
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22. The Home OYce and the Association of Chief Police OYcers, who were consulted during the revision
of the Code have recently published a “National CCTV Strategy” which also reinforces the need for data
protection compliance by CCTV operators and suggests greater supervisory powers for the
Commissioner.247 The Commissioner has agreed to participate in a Programme Board set up to take the
Strategy recommendations forward.

Commitments Made in the Commissioner’s Oral Evidence Session

23. During his oral evidence session, the Commissioner called for a penalty to be introduced into the data
protection legislation for situations where there is a flagrant, negligent or repeated disregard of the
requirements of the law. He oVered to provide further information about this penalty to the Committee.

24. Since the oral evidence session the Commissioner has submitted a draft proposal for changes to data
protection powers and penalties to the Ministry of Justice. Once the Commissioner’s proposal is finalised a
copy will be sent to the Committee.

25. The Commissioner would like to see the creation of a criminal oVence of knowingly or recklessly
failing to comply with the data protection principles so as to create a substantial risk that damage or distress
will be caused to any person. He is also seeking a power to inspect personal data to assess whether or not
it is being processed in compliance with the Data Protection Act. He believes that the introduction of such
penalties and powers would significantly increase the ability of his oYce to fulfil its commitment to
strengthen public confidence in data protection and to take a risk-based approach to regulation.

26. The penalty would be linked to a failure, knowingly or recklessly to discharge the duty imposed on
data controllers under section 4(4) of the Data Protection Act which states that “ . . . it shall be the duty of
a data controller to comply with the data protection principles in relation to all personal data with respect
to which he is the data controller”. The Commissioner is suggesting an unlimited fine for such oVences, not
a custodial sentence and a defence that the data controller concerned exercised “all due diligence”.

27. In terms of powers of inspection, the Commissioner would like to see a broadening of section 54A of
the Data Protection Act which relates to the inspection of overseas information systems in which the UK
participates such as Europol. He is suggesting that this inspection power should apply to any information
system in which personal data are recorded falling within his jurisdiction.

28. Allied to the call for a penalty to be introduced for breaches of the data protection principles, the
Commissioner believes that consideration should be given to security breach notification obligations in the
UK. These are used in other jurisdictions and involve the organisation which is the subject of a breach being
obliged to tell those individuals aVected by it such as those whose personal information is involved, as well
as, in some cases, the regulator. Such obligatory notifications could, if applied sensibly, not only provide
protection for individuals but would also help the Information Commissioner to take appropriate action
where necessary.

Points Raised in Other Oral Evidence Sessions

29. In the oral evidence session of Tuesday 12 June 2007 it was suggested that data protection oYcers in
government departments should report to the Information Commissioner rather than to the departmental
Parliamentary Secretary.248 It was felt that this would then ensure that they see their job as enforcing the
legislation within the department rather than trying to ensure that the department does not fall foul of the
Information Commissioner.

30. Whilst the Commissioner is not in a position to comment in detail on how government data
protection oYcers currently carry out their roles, it is correct that Directive 95/46/EC from which the UK
Data Protection legislation is transposed recognises a role for “in-house” data protection oYcials
particularly in relation to notification arrangements (Articles 18 and 20). Such oYcials are a feature of other
countries’ data protection regimes such as Germany. Section 23 of the Data Protection Act implements this
provision of the Directive by providing for the appointment of “data protection supervisors”. The necessary
order to bring this section into eVect has never been made but this could provide an opportunity to put in
place data protection supervisors in government departments and create obligations and duties as additional
safeguards, including duties in relation to the Commissioner.

Other Points for Consideration

31. Individuals are increasingly sharing information about themselves with others. The growth of social
network sites and online blogs raises the prospect of individuals leaving themselves open to increased
surveillance. This not only has an impact on privacy, it also increases that individual’s risk of becoming a
victim of identity fraud in the future. The Commissioner has already taken some steps to try to help

247 http://www.crimereduction.homeoYce.gov.uk/cctv/cctv048.pdf
248 Q222 Response of Professor Anderson, Professor of Security Engineering, University of Cambridge and Chair of the

Foundation for Information Policy Research.
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individuals reduce the risk of identity fraud through the publication of his well-received personal
information toolkit earlier this year. The Commissioner is also in the process of drafting guidance for
individuals who are using or thinking of using social networking sites. This guidance will be published in
the coming months, once comments have been received from the social networking sites involved.

32. The Commissioner’s Surveillance Society Action plan does not only concentrate on his own
initiatives, it also includes his work responding to the initiatives of others which have surveillance society
implications. A significant area of increased state information gathering and analysis is in relation to
international travel. The Government now has a well established e-Borders programme and central to this
are the information provision and sharing powers in the Immigration, Asylum and Nationality Act 2006.
This includes extensive information acquisition and sharing powers for all the UK border control
authorities. One of the safeguards put in place to ensure a proper use of these powers is a code of practice
on information sharing as required by section 37. The Commissioner has been consulted by the Border and
Immigration Agency on a draft and he has made comments that he hopes can be taken into account in the
final version before it is laid before parliament.

33. The European Commission has also recently announced the intention to establish a framework
decision that will lead to all EU member states acquiring passenger name record details of all airline
passengers arriving in the EU. This engages substantial privacy concerns and the Commissioner is working
with his EU data protection commissioner colleagues to ensure that this proposal is necessary and if so
includes the essential data protection safeguards.

Future Action

34. The Commissioner continues to place great emphasis on work aimed to address surveillance society
issues involving the use of personal information. He has recently been consulting on his new data protection
strategy and a consultation draft is at Annex D.249 This makes clear the continued commitment towards
dealing with the emergence of a surveillance society. This consultation closed on the 28 September 2007 and
the largely positive responses are being analysed in detail.

35. The Commissioner is focussing work on the practical steps that can be taken to deal with the
undesirable consequences of a surveillance society and he has a dedicated stream of activities that continue
to be managed through his surveillance society action plan. This work has already made substantial progress
and he is committed to forging ahead with initiatives to ensure that individuals enjoy a proper level of
privacy and data protection and that their personal information is handled in a way that inspires their trust.

November 2007

APPENDIX 53

Memorandum submitted by the Ministry of Justice

Summary

1. The Ministry of Justice (MoJ) is responsible for the Government’s domestic, European and
international policy on data protection and data sharing. This memorandum covers the issues relating to
the collection and sharing of personal information and the safeguards provided by the Data Protection Act
1998 (DPA) and other legislation. It also covers the duties and powers of the Information Commissioner to
regulate the processing of personal data under the DPA.

2. The Government published its “Information Sharing Vision Statement”250 in September 2006. This
highlighted some of the ways information is already being shared eVectively within the public sector and
stated the Government’s intention to continue to share information to deliver better services, fight crime
and protect public security. The vision recognises that the sharing of personal information must be carried
out transparently and with proper safeguards. Within that context the MoJ works with departments to
develop policies and deal with data sharing and data protection issues.

Introduction

3. The social and technological advancements of recent years have given citizens greater expectations and
opportunities than ever before. They can expect tailored services from the private sector as well as
personalised services from government agencies. In order to achieve this the eVective and proper use of
personal information is needed.

249 Not printed.
250 “Information Sharing Vision Statement. http://www.justice.gov.uk/docs/information-sharing.pdf
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4. Citizens rightly expect that when providing personal information to facilitate the delivery of modern
public services and to ensure public safety, that their personal data is secured properly and used
appropriately. For example they should expect to see greater individual security through the reduction in
crime without unnecessary impingements on their individual privacy or freedoms. The Government’s aim
is to make sure that information is only shared when there is a benefit to the public and that any information
sharing is lawful.

5. Responsible information sharing ensures that citizens have a say in how their personal information is
shared among service providers. EYcient use of this information will, for example, avoid citizens having to
give repeatedly the same information to a range of service providers.

Collection and Sharing of Personal Information

6. There is a general recognition across the public sector of the potential to deliver more eYcient and
eVective public services, and bring benefits to society as a whole, through better use and sharing of
information, within appropriate legal constraints. A MORI survey251 conducted in March this year
indicated that the public is willing to give out personal information to Government and allow it to be shared
if there is a clear benefit to be gained by information sharing.

7. For example, earlier this year, the Department for Work and Pensions (DWP), Her Majesty’s Revenue
and Customs (HMRC) and local authorities in North Tyneside worked jointly in a trial to speed up the
processing of benefits and tax credits to customers in North Tyneside. During the trial the time taken to get
all benefits into payment when someone lost their job was halved. The payment of tax credit was stopped
more quickly, reducing the possibility of overpayments. Additionally, when customers started work and
were entitled to tax credits, the information sharing exercise meant that claimants were switched into the
tax credit system promptly. In July this year, the trial was extended to a further six local authorities.

8. Furthermore, in order to prevent and detect crime eVectively, including terrorism, the police and other
public services can often benefit from access to a variety of sources of data held by the private sector, public
authorities and organisations that deliver public functions.

9. Advances in technology have been taken up by the private sector to change the way that commercial
services are delivered. As a result, citizens also expect public services to be better tailored to their needs, more
joined up, and for their personal information to be better protected. New technologies have made possible
innovative developments in the public sector such as the Police National Database which, with proper use,
will help tackle crime and build public confidence.

10. In Sir David Varney’s report252 on service transformation, he identified that citizens currently have
to report a single change of circumstances to Government many times over. In one instance, bereavement,
he identified some 44 diVerent public sector agencies that had to be informed. Sir David recommended a
service be developed that would enable members of the public to report changes of circumstances such as
births, deaths, and changes of address to Government just once. This information would then be stored in
and shared between IT systems designed with inbuilt security and with security of physical access, including
specialist training and security checks for staV access.

11. Research253 suggests that the public is willing to give out personal information to Government and
allow it to be shared if there is a clear benefit to be gained. Improved services are seen as providing a clear
benefit but public concerns still remain about the way that information can and should be shared across
Government, the wider public sector and with private organisations.

12. Society is rightly concerned that these new developments are being used lawfully and appropriately,
with due regard for individual privacy, freedoms and rights. The challenge is to achieve the balance between
delivering improved services through better information sharing and protecting the privacy of the citizen
from unnecessary intrusion.

13. The Government is therefore committed to ensuring that information sharing is undertaken in a
transparent and controlled manner, with legal and process controls in place to ensure that information is
not shared inappropriately or disproportionately. Once information has been collected, the Government is
very careful in ensuring that sharing can only take place when it is not incompatible with the original purpose
of collection. It is important that the data is adequate, relevant and not excessive for the purposes of sharing
and that it is kept only for as long as is necessary for the sharing. These are important protections within
the DPA and the European Directive which the DPA implements. The public needs to be satisfied that a
proper balance is maintained between the benefits of sharing information and the right to privacy.

251 See Public Services Policy Review: The Public View, IPSOS MORI, 27 March 2007
www.ipsos-mori.com/citizensforum/finalreport.pdf

252 Sir David Varney’s review into service transformation Service Transformation: a Better Service for Citizens and Businesses,
a Better Deal for Taxpayers.

253 See Public Services Policy Review; The Public View, IPSOS MORI, 27 March 2007
http://www.ipsos-mori/citizensforum/finalreport.pdf
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14. The Government consults widely on its policy and legislative proposals, aVording the public and
stakeholders the opportunity to voice their opinions and concerns in response. The Government also ensures
that frontline practitioners and the public are aware of legislative eVects through guidance, public awareness
campaigns, and oYcial website postings.

15. The Government announced on 25 October that it had invited Richard Thomas, the Information
Commissioner and Dr Mark Walport, the Director of the Wellcome Trust to undertake an independent
review of the way personal information is shared and protected in the public and private sectors. The review
will assess whether in today’s society it strikes the right balance between giving people the protection they
are entitled to, while allowing them to make the most of the opportunities which are being opened up the
by the new information age. The report is expected to be published in the first half of 2008.

The Legal Framework

16. The current legal framework for information sharing is in our view responsive and robust enough to
meet both current and future needs. There is no single source of law that regulates the powers that a public
body has to use and share personal information. The collection, use and disclosure of personal information
are governed by a number of diVerent areas of law. In domestic law, these include:

— the law that governs the actions of public bodies (administrative law);

— the Human Rights Act 1998 (HRA) and the European Convention on Human Rights (ECHR);

— the common law tort of breach of confidence; and

— the DPA.

17. The DPA regulates the processing of personal data, which is defined widely and includes the
collection, use, storage and distribution of personal data. The DPA implements the Directive 95/46/EC on
the protection of individuals with regard to the processing of personal data and on the free movement of
such data and it is underpinned by the ECHR, particularly the right to respect for a private and family life
under Article 8, which has been given direct eVect in the UK by the Human Rights Act (HRA). Neither the
HRA nor the ECHR prevents the lawful and proportionate sharing of data. Confidentiality is also not an
absolute bar to disclosure. At common law, or where there is a statutory discretion to disclose, it may be
possible to share confidential information, for example where it is in the public interest to do so.

18. Statutory bodies have to rely on express or implied powers to share information while Ministers of
the Crown may also be able to rely on common law or prerogative powers. However, where there is a
relevant statutory provision occupying the same ground, this may operate so as to exclude these common
law or prerogative powers.

19. Under the DPA, organisations and individuals must comply with the data protection principles in
order to process personal data unless an exemption applies.254 These principles include ensuring that data
processing is fair and lawful, that data are processed only for specified and lawful purposes and that data
are accurate.255 Additionally the processing has to meet certain statutory conditions. In many of these
conditions it is a requirement that processing be “necessary” for a particular function or purpose, eg for the
performance of a contract or to protect the vital interests of the subject.256

20. Where sensitive personal data is involved, such as data related to political opinions or health, the
processing must also meet a further set of conditions, eg that the processing is necessary for the
administration of justice or for medical purposes.257

21. Under the DPA, the Information Commissioner is the UK’s independent regulator.

Role of the Information Commissioner

22. The Commissioner promotes compliance and good practice, and manages the data protection register
and notification by data controllers of details to be held on the register, including the general purposes for
which they will be processing personal data. He enforces the DPA and other legislation under which he has
powers to act.

23. The Government always keeps under review the mechanisms which regulate and protect the use of
personal information to ensure that they continue to protect the citizen and help achieve the balance between
sharing and protecting. The MoJ and other Government Departments work closely with and consult the
Commissioner and have due regard for his views when developing policy and legislative proposals.

24. The Commissioner’s powers under the DPA allow him to serve enforcement, information and special
information notices, and obtain warrants to enter premises to inspect, operate and test equipment used for
processing personal information. He can also seize and inspect evidence of oVences.

254 DPA. s 4(4).
255 DPA Sched 1, Pt 1, paras 1, 2 and 4.
256 DPA, Sched 2.
257 DPA, Sched 3.
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25. Under the DPA, the Commissioner presents Parliament with an Annual Report on the exercise of
his functions under this Act. The powers of the Commissioner are kept under continuous review and the
Government will consider legislative change wherever the case for additional regulatory control is
established.

26. The Commissioner has other specific or general powers that he can use under other legislation. For
example, in some circumstances he can use the “stop now” powers under the Enterprise Act 2002.

A Case-by-case Approach

27. EVective and appropriate information sharing is not an end in itself. It is one of the foundations for
improving services across the public sector and increasing public safety. Responsibility for developing and
delivering individual policies across the whole spectrum of government activity rests with lead departments.
The Ministry of Justice has a central role in providing advice on policy and legislative proposals which have
an impact upon data protection and data sharing, and to help ensure that all parts of government apply the
legal framework consistently.

28. The Government considers and introduces new data sharing provisions on a case-by-case basis. The
data sharing arrangements, including safeguards to protect the privacy of individuals and their personal
information, are designed specifically around each policy, taking into account technological and social
issues relevant to that policy.

29. An example of these are the data sharing provisions of the Serious Crime Act. The Home OYce, in
close liaison with MoJ, formulated the data sharing provisions of the Act to create a legal gateway through
which public authorities can share data for the purpose of preventing fraud, within a framework of
appropriate protections. The sharing enabled by the Act must be compliant with the DPA and the Secretary
of State is required to produce a code of practice to cover this sharing of information. The provisions also
include criminal penalties for the willful misuse of specified data. The eVect of the data sharing provisions
will be to allow the public and private sector to share information on those attempting to defraud them and
prevent further frauds from taking place.

30. Another example is the Order made under the DPA258 in July 2006. In response to concerns raised,
the Secretary of State for the then Department for Constitutional AVairs (now the MoJ) made this Order
to facilitate the processing of sensitive personal data provided by law enforcement agencies by payment card
issuers in relation to customers who have received convictions or cautions for crimes relating to child abuse
images, where their payment card was used to commit the oVence.

31. This enables credit card companies to exercise their contractual rights to administer the account
relating to that payment card or cancel the card. The MoJ consulted the Information Commissioner before
making the order, as required by the DPA. In Parliamentary debate, the Government assured both Houses
that the action was fair and balanced; the order was justified and that there would be no prejudice to the
innocent party in the case of joint accounts.

32. The Select Committee on the Merits of Statutory Instruments described the Order as “a good example
of an appropriate balance between the rights of the state and the rights of the individual”.

33. Following the Commissioner’s special report What Price Privacy?,259 the Government is seeking to
use the Criminal Justice and Immigration Bill, which was introduced in the House of Commons on 26 June
2007, to amend the DPA to allow custodial sentences where access to personal information has been wilfully
or deliberately misused.

34. The Ministry is also working with the Information Commissioner’s OYce and other Government
Departments to assess the need, value and potential use of Privacy Impact Assessments.

Conclusion

35. The Ministry works closely with the rest of Government and with other relevant parties to ensure that
the correct balance is maintained between the rights of the individual to privacy and their freedoms and the
protection of individuals from terrorism and other crime. Policies and practices are monitored continually
by the Government, the Ministry and the Information Commissioner to ensure the balance is in the right
place and to prevent abuse. The Ministry welcomes the Committee’s inquiry and will respond to issues
arising in due course.

November 2007

258 Link to: The Data Protection (Processing of Sensitive Personal Data) Order 2006
259 Information Commissioner Special Report to Parliament What Price Privacy? published in May 2006

www.ico.gov.uk/upload/documents/library/corporate/research—and—reports/what—price—privacy.pdf
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APPENDIX 54

Memorandum submitted by the National Policing Improvement Agency (NPIA)

Executive Summary

1. The National Policing Improvement Agency (NPIA) was established by the Police and Justice Act
2006 and is a Non Departmental Public Body (NDPB) which reports to the Home Secretary. The Agency
is owned and governed through the tripartite NPIA Board which includes representatives of the Association
of Chief Police OYcers (ACPO), Association of Police Authorities (APA), the Metropolitan Police Service
and the Home OYce.

2. NPIA vested on 1 April 2007. It is sponsored and funded by the Home OYce, but its executive
leadership is drawn from the Police Service. NPIA replaced the Police Information Technology
Organisation (PITO) and the Central Police Training and Development Authority (Centrex) taking over
responsibility for all their functions. It has also taken over policy and/or operational responsibility for some
activities for which the Home OYce was previously responsible, as well as a number of national projects
working directly to ACPO.

3. The NPIA is a policing organisation which will support forces in improving the way they work across
a range of policing activities and policy areas for policing in England and Wales. It will act as a central
resource to ACPO and police forces, working closely with Police Authorities and the Home OYce to help
improve the way policing works. The NPIA’s approach to improvement is centred on ensuring that people,
process and technology change is managed coherently and forces provided with support and expertise to
assist the implementation of national programmes of change.

4. NPIA’s mission is to support the police service in reducing crime, maintaining order, bringing
criminals to justice and protecting and reassuring the public by providing expertise in areas as diverse as
information and communications technology, support to information and intelligence sharing, core police
processes, managing change and recruiting, developing and deploying people.

5. The NPIA operates within a strategic framework shaped by the National Policing Board, on which
the Agency is represented. Preserving the integrity and probity of these relationships is fundamental to the
mission. NPIA aims to be both an enabler of development within the policing community as well as the
developer of links beyond policing. These links will support the adoption of proven ideas from research and
policing (including internationally). For the Police Service at a national level, NPIA’s role is to be the
delivery agency.

6. This Memorandum sets out the key areas of NPIA’s work considered to be of most relevance to the
Committee’s Terms of Reference. In order to support the police service in reducing crime, maintaining
order, bringing criminals to justice and protecting and reassuring the public, the NPIA will improve the way
in which the service exploits information and intelligence so that it is used eYciently and eVectively across
policing and the wider criminal justice system. The NPIA will manage such data in accordance with relevant
legislation (including the Data Protection Act 1998 and the Freedom of Information Act 2000) and
established policies and guidelines on data management and data sharing (supporting the Transformational
Government agenda).

Police National Computer (PNC)

7. NPIA’s PNC Services is the service provider of the PNC, ViSOR (Violent or Sexual OVenders
Register), NFLMS (National Firearms Licensing Systems) and shortly NABIS (National Ballistics
Information System). ViSOR and NFLMS are accessed directly by forces/ enforcement agencies, and this
will also apply to NABIS, but they are also linked directly to the PNC via an electronic interface.

8. NPIA’s Data Centre is based in North London. A Disaster Recovery Site is provided within 20 miles
and is used operationally to support PNC’s 24 hour availability throughout the year. Both sites meet or
exceed current security requirements.

9. The PNC came into existence in 1974 and has continually evolved since then. It comprises of four main
databases:

— Names (the nominal details) of which there are over 8.6 million. Of these, approximately six
million have a criminal conviction and two million are either CJ Arrestees (ie arrested after the
2003 Criminal Justice Act such that the record of the arrest is held but no charges were brought)
or, more recently, with the introduction of the National Firearms Licensing Management System
(NFLMS) there will also be Firearms Certificate Holders. The PNC is used to make that
information readily available and shared across all Police Forces.

— Drivers, 51 million, where the PNC holds a copy of all driver information held by DVLA, again
to make it readily accessible to all Police Forces.
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— Vehicles, 57.5 million where PNC holds a copy of all vehicle information for police purposes which
is supplemented by operational information eg vehicles of interest or stolen.

— Property, 96,000, where lost property that has a unique serial number is held on PNC so that the
information can be shared across all Police Forces.

10. The use of PNC is controlled by three key documents:

— A statutory code of practice, The Police National Computer, eVective from 1 January 2005.

— PNC Code of Connection.

— PNC Manual.

11. Access to PNC is available to all Police Forces of England, Wales and Scotland, together with the
Police Service of Northern Ireland (PSNI). In addition it is accessed by a number of other authorised
Agencies for specific purposes relating to law enforcement. Such access is controlled by ACPO’s PNC
Information Access Panel (PIAP).

12. The NPIA Board recently approved the creation of a new tripartite governance body, the Police
National Database Operational Committee, to have overall responsibility for strategy and governance of
Information Management in respect of the police national databases that are supported by NPIA’s PNC
Services. The terms of reference for the Committee provide clear accountability and responsibility for a
single governing body to oversee these national databases. The Committee will have an Ethics group with
independent members.

National DNA Database

13. The National DNA Database (NDNAD) is a key intelligence tool which has revolutionised the way
the police can protect the public through identifying oVenders and securing more convictions. The benefits
of the NDNAD lie not only in detecting the guilty but in eliminating the innocent from inquiries, focusing
the direction of inquiries resulting in savings in police time and in building public confidence that elusive
oVenders may be detected and brought to justice. Inclusion on the DNA Database does not signify a
criminal record and there is no personal cost or material disadvantage to the individual simply by being on it.

14. The NDNAD Strategy Board provides governance and oversight of the operation of the NDNAD.
Similar to the new Police National Database Operational Committee mentioned above (paragraph 12), it
has tripartite governance involving ACPO, APA and the NPIA. The Strategy Board is chaired by the ACPO
lead on forensic science.

15. The NPIA in conjunction with ACPO and the Home OYce is responsible for policy on DNA and for
assisting the police service in using it in the most eVective and eYcient way. The Agency also has
responsibility for the delivery of National DNA Database (NDNAD) services and has a key role in
maintaining and ensuring the integrity of the data entered and the use of the data in the investigation of
crime. The NPIA understands there are improvements to be made in the management and delivery of the
NDNAD and are working with the police to improve the processes. These include the reduction of duplicate
entries on the database through the national roll-out of Livescan—a system of automatic fingerprinting
terminals in every Police Force’s custody unit. Another key development is the use of consent forms when
taking samples from volunteers and witnesses for elimination purposes and the subsequent use of the data.

16. The Police and Criminal Evidence Act (PACE)1984, which sets out the rules under which DNA
information can be collected is currently being reviewed by the Home OYce. This review is designed to
ensure that the law is fair, and that it maintains the crucial balance between the usefulness of evidence in
police investigations, and the protection of individuals’ rights. Proposals will be put out for consultation in
Spring 2008.

IMPACT: Information Sharing Between Police Forces

17. The IMPACT Programme, launched as part of the Government’s response to the Bichard Inquiry
and which is being led by NPIA, is helping to make communities safer by improving the ability of the Police
Service to manage and share operational information to prevent and detect crime more eYciently. In doing
so, it is delivering seven of the 31 Recommendations made by Sir Michael Bichard following his Independent
Inquiry into the events surrounding the Soham murders.

18. The Programme is introducing new technologies, and helping the Service to implement the necessary
business change, to exploit the benefits of improved quality and access to information across previously
restrictive geographic and organisational boundaries.
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19. The Programme has already delivered the IMPACT Nominal Index (which enables investigating
oYcers in one force quickly to identify the existence of information relating to an individual (suspect) which
may be held in a database by another police force in one of their key force databases). This has been rolled
out to all UK forces and a number of key enforcement agencies. The Programme will ultimately deliver a
Police National Database (PND); a single source of detailed information relating to people, objects (cars
etc), locations and events that will link data currently held on local systems with that held on national
systems such as the Police National Computer (PNC) and will address Recommendations 1 and 4 of the
Bichard Inquiry.

20. The IMPACT Programme is also helping the Police Service to implement the requirements of the
statutory Code of Practice on the Management of Police Information (MoPI) and the accompanying ACPO
operational guidance.

21. The development of the PND does not create new operational databases and creates new information
only in the sense that undiscovered links will be revealed and local force information will be visible to other
authorised users of the system. The Programme is ensuring that the provisions of the Data Protection and
Human Rights Acts, and other legislation, are observed and addressed; and that the impact on individual
privacy is appropriate and minimised. NPIA is working closely with the Police Service, the Home OYce,
the Ministry of Justice and the Information Commissioner.

Automatic Number Plate Recognition (ANPR)

22. ANPR technology has been available for over 30 years, although its use in policing was largely
restricted to counter-terrorism work until the late 1990’s. Since 2002, the Association of Chief Police OYcers
(ACPO) has promoted development of ANPR as a core policing tool, in conjunction with key partner
agencies. ANPR is now overseen nationally by a multi-agency Programme Board, chaired by ACPO, with
NPIA, HMIC, SOCA and the Security Service, amongst others, as members.

23. ANPR has proven to be a very successful operational tool, enhancing the ability of the police to
intercept, and arrest, a wide range of criminals using the roads. In the last three years it has delivered two
to three times more “oVences brought to justice” when compared to conventional policing methods.

24. In April 2007, the national work on ANPR was incorporated into NPIA which, under continued
ACPO leadership, is responsible for operational ANPR services at a national level; a programme of Assisted
Implementation in Forces beginning in autumn 2007; and co-ordination of the wider ANPR development
programme. Currently, the Home OYce has retained responsibility for development of the proposals for
the wider sharing of bulk ANPR data between third party agencies and the police, and also the process to
facilitate of the transfer of bulk Transport for London (TfL) ANPR data to the Metropolitan Police Service
(MPS) for the purpose of national security, including terrorism.

Facial Images (Referred to as Facial Mapping in Home Office Memorandum of April 2007)

25. “Facial Mapping” and “Automated Face Recognition” are terms that are frequently used
interchangeably but have slightly diVerent meanings. We have assumed that in the context of a “surveillance
society” it is really automated Face Recognition (FR) that is primarily of interest here.

26. The police have long been interested in the use of facial images to prevent, detect and solve crime.
The proliferation of CCTV cameras in the UK (approx one for every 14 people) means that we are now
accustomed to our movements being monitored in this way and for most people this is not an issue. Indeed,
if a crime is committed the general public now expect there to be CCTV footage related to the event and
concern is expressed on those occasions when it turns out that none is available.

27. The creation of a national facial images database, NPIA’s FIND (Facial Images National Database)
project, will for the first time enable UK police forces to retrieve and display facial images regardless of
which Force Custody Suite originally captured the images. Inevitably FIND also raises the possibility of
using automated FR to search this and other databases in conjunction with CCTV or surveillance images
(both still and moving images) in an attempt to identify known oVenders, terrorist suspects, etc. Recent trials
of FR around the world have shown that there is still a long way to go before FR systems will work reliably
in such circumstances. Whilst the use of FR is outside the scope of FIND, the NPIA’s biometrics team has,
for some time, been investigating this area to better understand if, and how, such technology could best be
deployed in support of policing.

December 2007
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APPENDIX 55

Supplementary memorandum submitted by Department of Health

At the hearing on Tuesday 20 November 2007, I undertook to provide a note about the way in which
Health Authorities were handling correspondence from Members of Parliament about their constituents’
health aVairs. In particular, the Chair asked why Health Authorities had, in his experience, recently begun
to seek written confirmation before replying that patients had given their consent to information being
provided in response to letters from Members of Parliament.

I have reviewed the guidance currently in issue to the NHS and can confirm that the document
“Confidentiality—NHS Code of Practice” advises that—

“There is a balance to be drawn between ensuring that a patient has understood and properly
consented to a disclosure of information and needlessly obstructing an investigation. Careful
consideration of any written authorisation and prompt action are key, eg where an MP states, in
writing, that s/he has a patient’s consent for disclosure this may be accepted without further resort
to the patient.”

The guidance is designed to ensure that patient confidentiality is protected. Inclusion in correspondence
of a reference to the fact that the constituent had given their consent to the matter in question being raised
by their Member of Parliament, would help avoid the need for further checks to be made.

November 2007

APPENDIX 56

Supplementary memorandum submitted by the Home OYce

At the Committee meeting on 20 November you asked Stephen Hickey, a Department for Transport
(DfT) witness, about new proposals that passengers on domestic flights between Northern Ireland and Great
Britain will be subject to identity checks. I am replying as this is a matter for the Home OYce.

Section 14 of the Police and Justice Act 2006 introduced a new power that will allow the police to capture
passenger, crew and service information on air and sea journeys within the United Kingdom. The intention
is that the power will be brought into force by secondary legislation in 2008. The specific police requirements
under this power, which will include details of the routes aVected and data required, are still under discussion
within Government. Once the proposals have been finalised they will be subject to a 12 week public
consultation.

It is expected that this police power will only apply to air and sea routes between Great Britain and
Northern Ireland. People will not be required to use passports, but may be required to produce on of several
types of documentation when travelling to enable the carrier to meet the requirements of a police request.
Some airlines already request photographic ID under their own conditions of travel to prevent ticket fraud.
However all airlines must ensure that it is the same passenger who checks in hold luggage who then boards
the aircraft. The police power is designed to be proportionate and reasonable.

We are working very closely with the Republic of Ireland to address the vulnerability in the UK borders
from terrorists exploiting the Common Travel Area by attempting to enter the UK via the Irish Republic.
The intention is to focus eVorts on terrorists and people involved in serious and organised crime. The police
will use this data collected under this power to support intelligence led interventions to counter terrorism
and tackle serious and organised crime.

The police do use their powers under Schedule 7 of the Terrorism Act 2000 to examine travellers between
Northern Ireland and Great Britain. Schedule 7 allows an examining oYcer to examine and/or detain a
person who is at a port or in the border area and (where) the examining oYcer believes that the persons
presence at the port or in the area is connected with entering or leaving Great Britain or Northern Ireland,
or their travelling by air within Great Britain or Northern Ireland, to determine whether they are someone
who is or has been concerned in the commission, preparation or instigation of acts of terrorism. This power
is, however, limited to counter-terrorism issues.

December 2007
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APPENDIX 57

Memorandum submitted by Orange UK

1. Introduction

1.1 Orange welcomes the House of Commons Home AVairs Select Committee inquiry into “a
surveillance society”. With mobile phone penetration at over 80% of the UK population and broadband
penetration continuing to grow, the role of electronic communications has become an important factor in
building a case of evidence in the fight against crime and terrorism.

1.2 Despite the value of such data, it is vital that government and its agencies meet the right balance
between protecting individuals’ privacy and accessing data in an appropriate way to help them in their
investigations. It is also important that commercial organisations have processes in place to ensure that
privacy is protected in meeting the requirements of the Data Protection Act 1998.

1.3 Orange is a key brand of the France Telecom Group, providing mobile, broadband, fixed, business
and entertainment services across Europe. It is one of the world’s leading telecommunications operators
with more than 168 million customers on five continents. In June 2006, Orange merged with Wanadoo, a
leading Internet Service Provider (ISP) and now, under a single brand, oVers mobile, broadband and multi-
play oVers, including digital television and home phone services.

1.4 We recognise that, as a leading UK communications provider with over 16 million customers, and
as part of the Critical National Infrastructure (CNI), we need to co-operate and assist government and its
agencies in their work. Orange has a dedicated Government Liaison, Disclosures & Abuse Management
Team that works with both government and law enforcement agencies to provide the necessary information
needed to aid an investigation.

2. Data Retention: Civil Liberties v Security

2.1 In line with the Data Protection Act, Orange holds data for as long as is required for business
purposes. We have strict processes to protect this data and the privacy of our customers (see below). We are
also required to hold specific data as defined and required under the Data Retention (EC Directive)
Regulations 2007 (which entered into force on 1 October 2007).for a period of 12 months.

2.2 Orange provides data to law enforcement and government agencies in accordance with the
Regulation of Investigatory Powers Act 2000 (RIPA). RIPA creates a legal and fully regulated basis for the
demand by Law Enforcement and Government agencies for the disclosure of subscriber information,
itemised billing and other communications data. However, in cases such as dropped 999 calls, we may
respond to requests for subscriber details under data protection legislation in order to speed up this process.
RIPA also allows for requests to be prioritised in line with the ACPO DCG (Association of Chief Police
OYcers Data Communications Group) National Prioritisation Grading system. In “life at risk” situations,
a request can be made verbally under RIPA, and we will provide real time location information to the
requesting agency 24-hours a day. The information is not an exact location but provides a good starting
point for the police in their search for a missing or abducted person.

2.3 RIPA places an obligation on the authority requesting the information (and not the organisation
which holds the data ie Orange) to prove the proportionality and justification for the request and the
subsequent disclosure of the data. Orange is fully supportive of the Single Point of Contact (SPOC)
procedure which facilitates the acquisition and disclosure of communications data between service providers
and law enforcement agencies. However, we believe SPOCs could be given a higher profile within all law
enforcement agencies as communications data becomes more important in criminal and terrorist
investigations. We are working with ACPO DCG to address this issue.

2.4 The oversight of these powers is provided by the Interception Commissioner. Orange believes RIPA
provides an appropriate balance between civil liberties and security. However, this is an issue that needs to
be kept under constant review as technology changes. A careful balance needs to be met between
maintaining the privacy of our customers and providing essential data for criminal and terrorist
investigations. Orange works within the regulatory framework (see above) to maintain this balance and,
whilst we regularly discuss this with government and law enforcement agencies, we believe it is the
Government’s, rather than a commercial operator’s, decision to ascertain whether it adequately meets the
balance between security and privacy.
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3. Data Protection: Customer Privacy

3.1 Orange takes its responsibility to protect the confidentiality of customer’s personal data very
seriously. Oversight of this is regulated and enforced by the Information Commissioner and the Government
is committed to strengthening its powers to give it access to inspect our processes to ensure we are doing this.

3.2 Orange employs a number of techniques to ensure customers are safeguarded from attempts to
fraudulently access account information. We also use a number of processes to monitor our staV’s access
of customer accounts to ensure such access is warranted. We regularly review and adapt our information
security procedures to ensure they are eVective.

3.3 Orange is certified to the International Standard for Information Security (ISO27001), and audits are
run against this every six months to ensure we are compliant. We therefore continuously monitor, evaluate
and improve our controls across the full scope of our business and we have a focus on customer data ahead
of any other type of information.

3.4 Orange does not send large amounts of sensitive customer data by internal or external mail. In cases
where we have to send data by these methods, the data is generally less sensitive in its nature or composition,
or we protect it by encryption techniques for electronic media and by other physical methods for other media
types. Most of our data is moved internally by automated transfers between machines and systems, and these
transfers are within our corporate perimeter with its security measures. Such flows are protected where
appropriate, depending on the type of data and the aggregation of data we need to send, and where such
protection can be applied within system limitations.

February 2008

Supplementary memorandum submitted by the Ministry of Justice

Thank you for inviting me to give evidence on 20 November. I hope the Committee found it informative.

In the light of the loss of personal data by Her Majesty’s Revenue and Customs, we thought it would be
helpful to provide the Committee with written evidence to update the evidence provided in November last.
I enclose a further memorandum which I hope the Committee finds helpful.

I also promised during the evidence session in November to look into two matters raised respectively by
Mr Davies and Ms Moran. I am sorry for the delay in reporting back to you.

Mr Davies asked what arrangements are in place, if any, for Ministry of Justice and the Department for
Work and Pensions to share data about prisoners, in order to ensure that prisoners who abscond from prison
do not receive state benefits to which they are not entitled.

The Ministry of Justice and the Department for Work and Pensions (DWP) do indeed share information
about prisoners, and do so in compliance with the Data Protection Act, to enable the DWP to check
individuals’ status to prevent payment of benefits for those serving a custodial sentence. This exchange
includes information about people that escape from prison, who are treated as if they are still serving a
custodial sentence. I understand that it is rare for absconders from open prisons to attempt to claim social
security benefits, as doing so could make their whereabouts known.

An electronic transfer is also sent monthly to the DWP of a further three categories of people:

(i) absconders who are sentenced to custody in their absence;

(ii) those who fail to attend court where they have appealed against a custodial sentence; and

(iii) escapees.

Since July 2007, the Ministry of Justice has provided a total of five names to DWP in the first two
categories. None were in receipt of any state benefits. The third category is quite specific, and concerns
people who have escaped in transit from the court to prison. There have been four occurrences since July
2007 and none were in receipt of benefit.

Ms Moran mentioned that earlier last year CCTV footage of an incident in Luton town centre had been
posted on the Internet. I reported to the Committee that any breaches of the Data Protection Act are for
the Information Commissioner to investigate and prosecute where necessary. I have therefore referred the
matter to Richard Thomas and he has assured me that he will investigate.

The Commissioner’s investigation will probably take quite some time to conclude and he may not be able
to report the outcome publicly. However I hope my letter reassures the Committee that the matter will be
thoroughly investigated.

1. On 25 October 2007 the Prime Minister asked the Information Commissioner, Richard Thomas, and
Dr Mark Walport, Director of the Wellcome Trust, to undertake a review into the use of personal data in
the public and private sectors. The review is considering whether there should be any changes to the way
the Data Protection Act 1998 operates in the UK and the options for implementing any such changes. It will
include recommendations on the powers and sanctions available to the regulator and courts in the legislation
governing data sharing and data protection. It will also make recommendations how data sharing policy
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should be developed in a way that ensures proper transparency, scrutiny and accountability. Public
consultation on these issues was opened on 12 December 2007 and closed on 15 February 2008. The report
and recommendations will be submitted to the Justice Secretary in the first half of 2008.

2. On 22 November 2007, following the loss of data by HMRC, the Prime Minister invited the
Information Commissioner to undertake spot checks of Central Government Departments’ compliance
with the Data Protection Act and the data protection principles. These spot checks are expected to
commence in Spring 2008. The ICO anticipates undertaking inspections of three or four Departments over
the coming months. A report containing recommendations to improve its data handling procedures will be
provided to each Department at the end of each assessment.

3. Also on 22 November, the Prime Minister asked the Cabinet Secretary, Sir Gus O’Donnell, to
undertake a review of the data handling procedures of Departments and agencies. The first stage, which
concluded on 10 December, involved Departments undertaking an analysis of their systems and procedures
for complying with policies and standards on data protection, including making recommendations for
practical improvements. An interim progress report, Data Handling Procedures in Government: Interim
Progress Report, was published on 17 December 2007. This report made several recommendations for data
security and protection going forward including:

— ensuring that Departments are clear about roles, responsibilities and minimum standards that they
must apply,

— reinforcing the culture across the public service that values and protects information and people’s
privacy, and

— ensuring that performance is transparent and the right external scrutiny mechanisms are in place
to promote improvements into the future.

Initial cross-Government recommendations relating to the framework within which data is handled
included:

— enhanced transparency with Parliament and the public about action to safeguard information and
the results of that action, through Departmental annual reports and an annual report to
Parliament,

— increased monitoring of information assurance through, for example, Accounting OYcers’
Statements on Internal Control,

— improved guidance to those involved in data handling, that is simplified and better tailored, setting
clear common standards and procedures for departments on data security,

— legislative steps to enhance the ability of the Information Commissioner to provide external
scrutiny of arrangements across the entire public sector through “spot checks”, and

— commitment in principle to provide for new sanctions under the Data Protection Act for the most
serious breaches of its principles.

Government will be issuing a consultation document on the last two recommendations shortly.

4. A further review commissioned by the Prime Minister on 22 November 2007 was that of HMRC’s data
handling procedures undertaken by Kieran Poynter of PricewaterhouseCoopers. The interim report, which
was published in December 2007, set out the work Kieran Poynter had already undertaken and made
recommendations for immediate steps for HMRC to take to protect data security. They included: the
imposition of a complete ban on the transfer of bulk data without adequate security protection, such as
encryption; measures to prevent the downloading of data without adequate security safeguards, and
disabling personal and laptop computers to prevent downloading of data on to removable media. A full
report is expected in Spring 2008.

26 March 2008

Supplementary memorandum submitted by the National Policing Improvement Agency

I undertook at the Home AVairs Select Committee on Tuesday 18 March 2008 to write to you about the
number of people on the National DNA Database (NDNAD), the reasons for retaining DNA samples and
profiles from persons who have been arrested and sampled, but not charged or convicted, and about the
number of matches between crime scene profiles and profiles retained from people who have been arrested,
but not convicted.

2. On 31 December 2007, there were 4,920,703 subject profiles on the NDNAD from all forces (England,
Wales, Scotland and Northern Ireland). The number of profiles held on the database is not the same as the
number of individuals. As it is possible for a profile to be loaded onto the NDNAD on more than one
occasion, some profiles held on the NDNAD are replicates. This can occur, for example, if the person
provided diVerent names, or diVerent versions of their name, on separate arrests, or because profiles are
upgraded. Therefore this number of profiles represents an estimated 4,264,251 individuals from all forces.
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3. Information on whether persons with a DNA profile on NDNAD have been convicted/not convicted
of an oVence is not held on the DNA database, but is available from the Police National Computer (PNC).
It is not possible to give a precise figure for the number of persons with a DNA profile on the NDNAD who
have committed no oVence as some relevant conviction and caution records have been weeded from the
PNC. However, on 31 October 2007, there were an estimated 3,938,000 persons on the NDNAD who had
been sampled by police forces in England and Wales, of whom 3,637,163 persons had a record retained on
PNC. Of these, 3,117,942 persons had a conviction, caution, formal warning or reprimand recorded on the
PNC (79% of persons on the NDNAD sampled by forces in England and Wales); and 519,221 persons (13%
of persons on the NDNAD sampled by forces in England and Wales) had no current conviction, caution,
formal warning or reprimand recorded on PNC.

4. The 519,221 figure includes some persons who may have had a caution or conviction record removed
from PNC after five to 10 years in accordance with the Rules for Criminal Record Weeding (which applied
prior to April 2006); persons who have been charged and acquitted or proceedings discontinued; persons
who have been charged with a recordable oVence and proceedings are on-going; and persons who have been
arrested but no further action was taken against them. The PNC records for the other 300,993 persons (8%
of persons on the NDNAD) had been removed from the PNC for various reasons, for example, their
conviction and caution records had been weeded after five to 10 years, the person had been acquitted or
proceedings were discontinued.

5. Prior to 2001, the police could take a DNA sample from anyone charged with a recordable oVence,
but it had to be destroyed if charges were dropped or the person was found not guilty. The Criminal Justice
and Police Act 2001 changed this so that DNA could be kept from those who had been charged even if they
were acquitted. These provisions have been challenged in, and fully considered by, the UK courts. In 2002,
two persons (S, a juvenile, and Marper) challenged whether the retention of fingerprints, DNA samples and
profiles under the Criminal Justice and Police Act 2001 of persons charged with, but not convicted of, a
criminal oVence, constituted an interference with their rights under Articles 8 (right to privacy in private
life) and 14 (prohibition of discrimination on any grounds eg sex, race) of the European Convention on
Human Rights. In July 2004 the House of Lords found that the retention provisions were proportionate and
justifiable and not in breach of the European Convention on Human Rights.

6. The UK courts recognised that the retention of samples and DNA profiles involves a triangulation of
interests. Lord Steyn commented that the privacy of those subject to the DNA data is not the only issue at
stake. The purpose of the criminal law is to permit everyone to go about their daily lives without fear of
harm to person or property. And it is in the interests of everyone that serious crime should be eVectively
investigated and prosecuted. There must be fairness to all sides, which involves taking into account the
position of the accused, the victim and his or her family, and the public.

7. The applicants subsequently appealed to the European Court of Human Rights. The case was heard
in the ECHR Grand Chamber at a public hearing on 27 February 2008. The Judgment will be available later
this year, possibly in the summer.

8. The retention of samples, DNA profiles and fingerprints has demonstrable benefits for policing but
does not have any practical consequences for individuals, unless their DNA profile matches with a DNA
crime scene profile. The retention of DNA records is no diVerent to holding other forms of identification
information. There is no personal cost or material disadvantage to the individual simply by being on the
DNA database. It is an information database and not a criminal database. Inclusion on the DNA Database
does not signify a criminal record and does not imply that a person is an oVender. It does not hold any
information about criminal records and does not aVect applications for jobs or visas for foreign travel.

9. The Police and Criminal Evidence Act 1984 provides safeguards governing the use of retained samples
and profiles. This specifies that DNA samples and profiles may only be used for the purposes of the
prevention and detection of crime; the investigation of an oVence; the conduct of a prosecution; or the
identification of a dead person. As a result of these provisions, the use of retained material is strictly
controlled, and there have been no cases of misuse of data retained on the DNA database to date.

10. A DNA profile is simply a sequence of numbers and is obtained by analysing some of the non-coding
or “junk parts” of the DNA sample. These parts do not contain genetic information. DNA profiles therefore
contain very little, if any, material information about an individual’s medical history or disease liabilities.
It is the sequence of numbers which is held on the National DNA Database. The use of the retained profile
only occurs when an automated search of the database occurs. If a match occurs, the matched record is
identified and the details for that record revealed: the name of the individual and a limited amount of
personal information attached to that record (gender, date of birth, sampling force etc). The identifying
details may then be used in the criminal investigation of the crime, either to rule out innocent parties, or
potentially identify the real perpetrator of a crime. In the absence of a match, the storage of their records
has no practical consequence for the individual.

11. The power to retain DNA from persons arrested and not convicted therefore maintains an
appropriate balance between the rights of the citizen and their freedom from arbitrary interference and
ensuring that the police have suYcient powers to tackle crime and deal with oVenders on behalf of the wider
community.



Processed: 28-05-2008 22:23:03 Page Layout: COENEW [E] PPSysB Job: 378100 Unit: PAG6

Ev 272 Home Affairs Committee: Evidence

12. Research shows that in the period May 2001 to December 2005, an estimated 200,000 DNA samples
taken from people charged with oVences were retained on the National DNA Database, which would
previously have had to be removed because of the absence of a conviction. From these, approximately 8,500
profiles of individuals were matched with crime scene profiles during that period, involving nearly 14,000
oVences. These oVences included 114 murders, 55 attempted murders, 116 rapes, 68 sexual oVences, 119
aggravated burglaries and 127 of the supply of controlled drugs.

13. The Criminal Justice Act 2003 (which came into force in 2004) extended police powers further so that
DNA could be taken and retained from anyone arrested for a recordable oVence and held in a police station.
Research carried out in the period April 2004 to December 2005, shows that the retention of DNA profiles
of arrested persons who had not been charged or proceeded against had resulted in matches with crime scene
profiles from over 3,000 oVences including 37 murders, 16 attempted murders and 90 rapes.

14. These are real cases where the police have been provided with a lead in serious crimes, and future
crimes no doubt prevented, because of the retention of DNA evidence on the database which would
previously have been destroyed. To give a real case example:—“AA” was arrested in February 2005 for
alleged violent disorder at his home. He had a DNA sample taken and added to the DNA database and was
later released without charge. In July 2005, a stranger rape occurred 25 miles away from “AA”s home. The
only clue was a DNA crime scene profile obtained from skin beneath the victim’s fingernails. The profile
was searched against the NDNAD and generated a match with “AA”s DNA profile. There were no other
leads to solve the crime; the DNA evidence proved vital in detecting “AA” as the oVender. He was jailed
for six years for sexual assault.

15. “Matching” means DNA taken from a crime scene matches that from a person whose profile is on
the NDNAD—in other words, a match is information pointing to a person’s presence at a crime scene, and
does not necessarily indicate guilt as a person may have had legitimate access to the scene. “Detections” are
crimes with a DNA match which were cleared up by the police. In 2006–07, there were 41,717 crimes with
DNA matches. Of these, 19,949 were classified by police forces as detections. However, there were a further
21,199 indirect detections in that year—that is, crimes detected as a result of further investigation linked to
the original oVence, for example because an oVender on being presented with DNA evidence of his
involvement in an oVence also confesses to other oVences.

1 April 2008

Further supplementary memorandum submitted by the Home OYce

Mr Salter asked a question about the debate on the retention and use of DNA data in relation to the
current review of the Police and Criminal Evidence Act (PACE). I thought that I should clarify the position
in relation to the timescales involved. As I indicated, we are aiming to launch the final public consultation
in relation to the PACE Review in the Spring. However, I should add that, as you may know, there is a case
currently under consideration by the ECtHR (S and Marper v United Kingdom) in which the applicants are
challenging the policy of retaining fingerprints and DNA from those acquitted or where no further action
was taken. The hearing took place in February. While timing of the Judgement is a matter for the court, I
understand that it is not expected before the Summer. We will need to consider future policy in this area in
the light of that Judgement, so we will not be putting forward proposals in this area when we consult on the
PACE Review in the Spring. Instead, we will be setting out proposals on retention of biometric data in a
separate consultation exercise in the light of the ECtHR Judgement and comments received on this issue in
response to the PACE Review process.

4 April 2008

Memorandum submitted by Caspar Bowden

Privacy Enhancing Technologies (PETs) span disparate fields of computer science research263 (eg the
cryptography of “private credentials”, untraceable and unlinkable data transport mechanisms, biometric
encryption, human-computer interaction and usability, policy control languages, database/statistical
privacy) which in combination can create complete “privacy systems”. PETs should not be considered to
be a “toolbox” which can rectify specific privacy problems in isolation.

Industry and academia are able and willing to develop eVective PETs and privacy systems, but there is a
chronic lack of awareness and interest from both data controllers and most regulators. Since data protection
compliance obligations fall on data controllers, in the absence of clear incentives (regulatory or economic)
to deploy PETs, it is unreasonable to expect them to become widespread through market forces or regulator

263 Digital Privacy: Theory, Technologies, and Practices: Alessandro Acquisti, Stefanos Gritzalis, Costos Lambrinoudakis,
Sabrina di Vimercati eds, Auerbach 2007.
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exhortation alone. Sanctions suYcient to deter organisations from treating breaches of information privacy
as an acceptable business contingency, and greater public awareness of privacy risk are probably necessary
to generate market demand.

Design issues in identity systems and privacy systems are really complementary and inseparable—and
they require “threat modelling” of risks both to the individual and organisations—which are not necessarily
similar or symmetrical. However the DP principle that processing should not be “excessive” in relation to
specified and legitimate purposes is crucial for reconciling conflicting interests, but the policy of the ICO to
date has generally eschewed major interventions to halt disproportionate processing,264 in contrast to some
other European DPAs. The policy climate for discussion of enterprise information security in the US has
been profoundly aVected by the broad scale of security breaches that have come to light, since the passage
of security breach disclosure laws, however the ICO remains ambivalent whether individuals have a right
to be informed.

Privacy is often fatally compromised in designs for large scale identity systems through preconceptions
that all transactions need ultimately to be traceable or (re-) identifiable, extreme hypothetical cases used to
justify overbroad processing of personal information, and reliance on procedural rather than technical
safeguards. Sophisticated PETs can provide much more robust bulwarks against function-creep than policy
controls alone, but it must be understood that the purpose of these technologies is expressly to minimize the
disclosure of personal information to the absolute minimum required.

Advanced PETs for identity management have some very curious properties, which have been
painstakingly designed by a small number of world-class cryptographers over the past twenty years, to try
and achieve better outcomes for both security and privacy. However the subtlety of the problems these
techniques are designed to solve can seem very abstruse to non-specialists, and the techniques themselves
can accomplish things which might seem logically impossible, or contrary to the intuition of the layperson.

For example, it is possible to authenticate a transaction in such a way that if a cryptographic token (which
proves entitlement to some service) is used only once (ie honestly and as intended), it can be mathematically
guaranteed that the individual cannot be identified. However if an attempt is made to forge or copy a token,
or use it more than once, then only in that contingency does it become possible to trace and identify the
person to whom it was issued.

The above idea was essentially conceived as a way of implementing online payment services with the
privacy properties of cash. A more recent and much more widely applicable technique is the ability to revoke
the validity of long-lived untraceable tokens with service providers other than those that issued the tokens,
without the necessity to identify the owner of the token.

There is now a family of such innovative cryptographic techniques which together constitute a very
powerful new paradigm for combating fraud and abuse, whilst strongly preserving the privacy of honest
users. It means that privacy is compromised if and only if dishonesty is detected, and thus potentially forms
the basis of a new kind of social contract with citizens. The potential applications include:

— road-pricing and congestion charging;

— welfare benefits, healthcare, and social services entitlement;

— private sector use of data from the National Identity Register; and

— use of a national identity card in over-the-counter transactions.

The fundamental legal and policy issue this raises is that if one takes the Human Rights Act (and Art.8.1
of ECHR) seriously, the state has a duty to limit intrusions into privacy to that which is necessary, not in
a general sense, but case-by-case according to the circumstances of the individual. Therefore the use of these
advanced PET techniques is mandated by the HRA (subject to reasonable feasibility), because it infringes
privacy only to an extent that is individually proportionate. This is in stark contrast to schemes (such as the
Oyster card) which rely on blanket collection of identifiable transaction data, and thus are highly vulnerable
to “function creep”.

As things stand, in systems which collect all transactional data identifiably (on the basis that it cannot be
predicted in advance which transactions may need to be retrospectively traced for fraud investigation), a
“side-eVect” is that a database of all transactions is retained (for some period), but because the database
exists, it is a temptation to use it for general surveillance or other purposes unrelated to its primary function.

However, to see the connection between human rights and these advanced technologies, one has to
appreciate both the counter-intuitive possibility of such “conditional identifiability”, and the implications
of existing ECHR jurisprudence. So far, no parliamentary inquiry in any ECHR jurisdiction has spanned
this legal and technical gulf. Policy makers are simply unaware these technical possibilities exist. Thus the
legality of blanket retention of identifiable transaction data is never fundamentally questioned, because
there seems to be no logical alternative to providing a realistic capability for audit and fraud control.

This is the main point I would wish the Committee to consider in this inquiry. However I would also make
the following recommendations for specific reform of the Data Protection Act 1998.

264 The aVair of fingerprinting at Heathrow Terminal 5 is a rare exception.
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— The right of the data subject to access their personal data should in general be exercisable online
and without charge. I have more detailed proposals for the necessary technical and policy reforms.

— The definition of personal data in S1, which presently might exclude data which is only “indirectly”
identifiable from being personal, should be altered to implement fully Recital 26 of the Directive
(“or by any other person”).

— There should be a presumption that the consent of the data subject is required for processing
personal data, with the onus on the controller to specify why derogation from obtaining consent
is justified. Essentially the emergence of user-centric identity management technologies makes this
feasible. In previous pre-Internet decades of data protection policy it would not have been feasible.

Disclosure: although I am submitting this memo as a private individual, and not to represent the views of
my employer, I feel it is proper to disclose that between the time this note was initially drafted and later
finished, Microsoft has (partially in consequence of my recommendations) acquired the intellectual property
of Credentica Inc, and hired Dr Stefan Brands, one of the leading cryptographers in the field of advanced
PETs.

8 April 2008

Further supplementary memorandum submitted by the Home OYce

Thank you for inviting me to give evidence to the committee on 18 March. During my evidence session
I was asked to provide you with a note to clarify the timescales for the revision of the RIPA codes and the
two reviews which I mentioned during the course of my evidence.

Timeline for Delivery of Revised RIPA Codes of Practice

The Home Secretary in her statement to Parliament on 21 February gave an undertaking to deliver a
revised Covert Surveillance and Covert Human Intelligence Sources Code of Practice by December 2008.

The review of the Codes has already started. A number of issues have been identified on which we will
need to consult with our stakeholder community to ensure both that they have the powers that they require,
and that appropriate oversight mechanisms are in place without adding unnecessary bureaucracy. The
stakeholder community with an interest in surveillance activity is wide ranging and includes law
enforcement, intelligence agencies, public authorities, the OYce of Surveillance Commissioners, the
Information Commissioner, Law Society, Bar Council, prosecutors, community groups and Human Right
organisations. We intend to publish the draft codes for consultation over the summer.

Both Codes are subject to the aYrmative resolution in both Houses, so we will be seeking to lay the revised
codes before Parliament in the Autumn.

Internal Home Office Review

In the first Home OYce corporate strategy for information, systems and technology published in
February 2007 as part of the Reform Programme, Information Assurance was recognised as one of the top
cross-cutting thernes It will continue to feature prominently in the updated strategy currently being
developed.

A review was initiated in August 2007 to assess the current situation, establish any requirements for
change and identify any actions to be taken. This review was not initiated in response to an incident or
problem, but reflects the Home OYce’s proactive approach to protecting information. The review is led by
a Government independent Reviewer, Nick Coleman, who recently undertook a review of information
assurance across government for the Cabinet OYce.

The first phase of the Home OYce Information Assurance Review has now been completed and resources
have been put in place within the OYce of the CIO to implement the recommendations. The next phase of
the review is under way and it is estimated that the full review and implementation will be completed by
March 2009.

Hannigan Review

The Home OYce, along with all other departments, took part in the Cabinet OYce review of Data
Handling Procedures in Government, announced by the Prime Minister on 22 November and led by Robert
Hannigan. This review has now produced a set of mandatory standards and the Home OYce is using the
same Implementation Programme to implement the requirements of both this and the Coleman review.
Early work on the implementation of the mandatory standards has already begun and all implementation
work is due to be completed by the end of the 2008–09 Financial Year.

18 April 2008
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Supplementary memorandum submitted by the Law Society

We are writing to you in the light of the announcement that the Committee will be considering the
implications of the Rose Report dealing with surveillance issues at HM Woodhill prison as part of your
Surveillance Society Inquiry.

The Government inquiry by Sir Christopher Rose will deal with the issue of the bugging of MPs. As you
know, since the announcement of this inquiry there have been allegations of systematic bugging of solicitors
and their clients at Woodhill. These latter allegations would appear to be outside the terms of reference of
Sir Christopher’s inquiry as announced by the Lord Chancellor and Secretary of State for Justice, the Rt.
Hon Jack Straw MP, in the House on 4 February. They are, in our view, equally serious.

The President of the Law Society, Andrew Holroyd, has now written to Jack Straw (with copies to the
Home Secretary and the Attorney General) to explain that if these allegations prove to be true the practice
is completely unacceptable and an aVront to the rule of law. We have asked for assurance that such
monitoring has not taken place or that if it has, it has now ceased. Should it have occurred, we have asked
for information about its prevalence.

We have also raised a wider issue that we believe will be of concern to the Committee in its inquiry into
the Surveillance Society—the unsatisfactory nature of the current legislative framework. Our concern is not
only the absence of explicit statutory safeguards for legal professional privilege under the Regulation of
Investigatory Powers Act 2000 but the overall complexity of the Act and its interaction with other
legislation, including the Anti-Terrorism Crime and Security Act 2001. This latter point was the subject of
our Memorandum of Evidence to the Privy Council in 2003. As well as enlarging the scope for deliberate
abuse it may well be that such complexity creates operational diYculties and could lead to genuine but
serious mistakes. The consequences of deliberate abuse or serious mistake can be severe. In 2005 for
example, the Court of Appeal overturned a conviction for murder on the grounds that bugging privileged
conversations between a solicitor and their client undermined the rule of law.

Our view is that a confused and complex legislative framework for surveillance, along with equally
complex and overlapping oversight arrangements, are significant and dangerous components of a
Surveillance Society. Clear laws and the right to unmonitored and privileged legal advice are fundamental
to any free society.

20 February 2008
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