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Use and sharing of personal information in the public and private sectors 
Consultation 

 

Introduction 

On 25 October the Prime Minister asked Richard Thomas, the Information 
Commissioner, and Dr Mark Walport, Director of the Wellcome Trust, to carry out an 
independent review of the use and sharing of personal information in the public and 
private sectors.  

This review will consider whether there should be any changes to the way the Data 
Protection Act 1998 operates and the options for implementing any such changes. It 
will include recommendations on the powers and sanctions available to the regulator 
and courts in the legislation governing data sharing and data protection. It will also 
make recommendations on how data sharing policy should be developed in a way 
that ensures proper transparency, scrutiny and accountability. 

The recommendations will seek to take account of technological advances and strike 
a balance that ensures appropriate privacy and other safeguards for individuals and 
society, whilst enabling the sharing of information to protect the public, increasing 
transparency, enhancing public service delivery and reducing the burden on 
business. 

This paper sets out a series of questions relating to the use of personal information 
by the public and private sectors. Not all of these questions will be of relevance to all 
respondents. However, we would be grateful if you could answer those questions 
that are most relevant to you.  

Personal information is shared and used every day by both public authorities and 
private organisations. The scope and methods of information sharing varies greatly – 
ranging from an individual piece of personal information being shared once between 
two public authorities to the regular and wholesale sharing of personal information 
between two or more databases. Across this spectrum, the key question that arises – 
in terms of the public good (such as law enforcement, child protection or improved 
public services) – is what is the rationale for the sharing of personal information that 
is being sought. This then leads to such questions as whether the personal 
information being shared is being used for the purpose for which it was collected and 
not for incompatible purposes, and whether the amount of information being shared 
(and access to it) is proportionate. The safeguards needed in such situations need to 
be sufficient to command public trust and confidence. This consultation paper, 
therefore, seeks views on the scope of personal information sharing – i.e. what 
personal information is shared – and on the spectrum of information sharing – i.e. in 
what way is personal information shared.  
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We would also be grateful for any additional suggestions or observations you may 
have – from both the public and private sector – that you believe to be relevant to the 
review. We would welcome case studies of information-sharing initiatives that have 
been successful in delivering benefits to individuals and to society. We would also 
welcome frank appraisals of examples where information sharing has either not been 
successful or has failed to materialise – for example due to funding problems or the 
legal framework; due to a lack of political, institutional or cultural will; or because of 
public objections. We would further welcome case studies where problems were 
encountered in the sharing of personal information or where the sharing of such 
information generated unacceptable risks. 

The consultation is aimed primarily at experts and practitioners in the field of data 
sharing and data protection in the public and private sectors; government 
departments and agencies with an interest in data sharing and privacy; the devolved 
administrations; the European Commission; the general public; and relevant 
organisations in the UK. 

We would be grateful for responses by Friday, 15 February 2008. 

 

  

Richard Thomas Dr Mark Walport 
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Copies of the consultation paper are being sent to: 

Academic and Legal Experts 

APACS 

Association of British Insurers 

Association of Chief Police Officers 

Association of Electoral Administrators 

Borders and Immigration Agency 

British Bankers Association 

Business, Enterprise and Regulatory Reform 

Chief Information Officer’s Council 

Citizens Advice 

Communities and Local Government  

Council for Healthcare Regulatory Excellence 

Credit Reference Agencies 

Department for Children, Schools and Families  

Department for Works and Pension 

Drivers and Vehicles Licensing Agency 

Electoral Commission 

Equality and Human Rights Commission 

Financial Services Authority 

General Medical Council 

Her Majesty’s Revenue Customs 

Identity and Passport Service 

Improvement and Development Agency 

Information Commissioner’s Office 

Justice 

Liberty 

Medical Research Council 

Ministry of Justice 

National Consumer Council 

National Health Service 

National Policing Improvement Agency 

No2ID 

Office of National Statistics 
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Patient Information Advisory Group 

Privacy International  

Serious and Organised Crime Agency 

The Cabinet Office 

The Department for Health  

The Department for Transport  

The Devolved Administrations 

The Home Office  

The Local Government Association  

The Ministry of Justice 

The National Archives 

Newspaper Society 

The Newspaper Society 

Society of Editors 

The Confederation of British Industry 

Which? 

National Consumer Federation 

Charter88 

Article 29 Working Party 

National press and wider media community 

Other organisations and individuals are also being sent a copy of the paper. 

This list is not meant to be exhaustive or exclusive and responses are welcomed 
from anyone with an interest in or views on the subject covered by this paper. 
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Questionnaire 

This document assumes a working knowledge of the Data Protection Act and other 
relevant legislation. 

Section 1: Background 

Question 1 

Please explain what your interest in information sharing is. 

If you have an active involvement in personal information sharing, we would be 
grateful for the following information: 

• What kinds of personal information do you collect, hold and share? 

• How do you collect, hold and share such personal information? 

• For what purposes do you collect, hold and share such personal information? 

Section 2: Scope of personal information sharing, including benefits, barriers 
and risks of data sharing and data protection 

Question 2 

What in your view are the key benefits of sharing personal information to  
a) individuals and b) society? Please provide examples. 

Question 3 

What in your view are the key risks of sharing personal information to a) individuals 
and b) society? Please provide examples. 

Question 4 

As mentioned in the introduction, there are wide variations in the scope and methods 
of personal information sharing. What scope and what methods, in your view, pose 
the greatest opportunities or risks? Please explain the reasoning behind your 
response. 

Question 5 

Please provide examples of where, in your view, the public authorities hold too much 
data or not enough personal information, and the reasoning behind your response. 

Question 6 

Please provide examples of where, in your view, private sector organisations hold too 
much personal information or not enough personal information, and the reasoning 
behind your response.  
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Question 7 

Please provide examples of cases where you believe the sharing of personal 
information between two or more bodies would be beneficial, but where it is not 
currently taking place.  

Please explain as fully as possible why information is not being shared, detailing 
what the barriers to the sharing of personal information are – e.g. legal, cultural, 
financial, institutional – and how these barriers can be overcome. 

Question 8 

Please provide examples of cases where you believe that personal information is 
being shared between two or more bodies, but where this should not be taking place.  

Please describe the information-sharing concerned and why you believe it should not 
be talking place, including the risks involved in such information-sharing. 

Section 3: The legal framework 

The Data Protection Act (DPA) regulates the processing of information, including its 
obtaining, holding, use and disclosure. 

The second principle of the DPA is as follows: 

“Personal data shall be obtained only for one or more specified and lawful purposes 
and shall not be further processed in any manner incompatible with that purpose or 
those purposes.” 

Question 9 

In your view, how well does the DPA work? Please outline the DPA’s main strengths 
and weaknesses and any proposals for changes you would like to see made, 
including suggestions for their implementation.  

Question 10 

In your view, how well do public authorities and private organisations adhere to the 
second principle of the DPA? How valuable do you believe the second principle is? 
Please provide examples and the reasoning behind your response. 

Question 11 

What technical, institutional or societal barriers stand in the way of the effectiveness 
of the DPA? Please provide examples. 

Question 12 

What further powers, safeguards, sanctions or provisions do you believe should be 
included in the DPA.  
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Question 13 

Are there any other aspects of UK or EU law (such as EU Directive 95/46/EC) that 
impact positively or negatively on data sharing or data protection? Please provide 
examples. 

Question 14 

Are there any statutory powers unavailable that would enable better and more secure 
sharing of personal information– for example for identity authentication purposes – 
between a) public authorities and b) public authorities and private organisations? If 
so, what are they?  

Please provide examples and any steps you believe could be taken to improve 
matters. 

Question 15 

Are there any parts of the legal framework that place an unreasonable burden on 
business? Please provide examples. 

Please outline your proposals for streamlining the legislation to ensure that such 
burdens are minimised.  

Section 4: Consent and transparency 

Question 16 

Is it clear whether and when you need individuals’ consent to share information about 
them? Are you clear about the form that consent should take? Please provide 
examples. 

Please provide details of any initiative you have been involved in that has been 
based on consent. 

Question 17 

What, if any, barriers would a requirement for gaining consent create to the sharing 
of personal information? Please explain your reasoning. 

Question 18 

Do you have any suggestions on how to make the sharing of information more 
transparent?  

For example, should individuals be given strengthened access rights? And if so, 
how? Should organisations be expected to do more to explain their use and sharing 
of personal information to the public? And if so, how? 
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Question 19 

How can we best ensure that information sharing policy is developed in a way that 
ensures proper transparency, scrutiny and accountability? 

For example:  

In your view, how valuable is the Information Commissioner’s recently published 
Framework code of practice for sharing personal information (http://www.ico.gov.uk/ 
upload/documents/library/data_protection/detailed_specialist_guides/pinfo-
framework.pdf)? 

In your view, how valuable are privacy impact assessments along the lines 
announced by the Information Commissioner on 11 December (www.ico.gov.uk)? 

Section 5: Technology 

Question 20 

What impact in your view have technological advances had on the sharing and 
protection of personal information? Please provide examples. 

Question 21 

Should the law mandate specific technical safeguards for protecting personal 
information? 

For example, should there be an explicit requirement that all personal information 
held on portable devices be encrypted to a particular standard?  

Question 22 

How, in your view, could ‘privacy enhancing techniques’, such as the anonymisation 
or pseudonymisation of personal information, help safeguard personal privacy, whilst 
facilitating activities such as performing medical research? 

Is sufficient advice about the deployment of such techniques available? Are you 
confident about using them? What are the barriers to using them? 

Section 6: International comparisons 

Question 23 

Are you aware of any jurisdictions whose legal framework for sharing and protecting 
personal information contains features that could be useful in a UK context? Please 
provide examples. 
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Question 24 

Do you have any international examples of good practice in the sharing of personal 
information that could or should be adopted by the UK? 

Question 25 

Do you have any knowledge of jurisdictions that have adopted a particularly 
permissive or restrictive approach to sharing personal information? What have the 
consequences of this been?  

Question 26 

Are you aware of significant differences in public attitudes to the sharing of personal 
information in other countries? Please provide examples and an explanation for why 
you believe this to be the case. 

Section 7: Additional questions 

Question 27 

Are there any additional issues on the sharing of personal information and protection 
of personal information that this review should be considering? 

Do any of these issues apply specifically to your sector? 

Question 28 

Please set out any additional suggestions or observations you have that you believe 
will be of assistance to the review.  

 

Thank you for participating in this consultation exercise. 
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How to respond 

Please use the response form for this consultation, which can be accessed via 
http://www.justice.gov.uk/reviews/datasharing-intro.htm. Please send your response 
by 15 February 2008 to: 

Email: contact@datasharingreview.gsi.gov.uk

Alternatively you can send a hard copy response to: 

Data Sharing Review Secretariat  
5.26 Steel House 
11 Tothill Street 
London 
SW1H 9LH 

For further information on the Review or consultation, please call the information line 
on 020 7210 0538. 

Extra copies 

Further paper copies of this consultation can be obtained from the address above 
and it is also available on-line at http://justice.gov.uk/reviews/datasharing-intro.htm. 

Alternative format versions of this consultation are available on request on  
020 7210 0538 or contact@datasharingreview.gsi.gov.uk. 

Publication of summary of responses 

Following the end of the consultation we will publish a paper summarising the 
responses. The response paper will also be available on-line.  

Information provided in response to this consultation, including personal information, 
may be published or disclosed in accordance with the access to information regimes 
(these are primarily the Freedom of Information Act 2000 (FOIA), the Data Protection 
Act 1998 (DPA) and the Environmental Information Regulations 2004). Although 
information held by the Review Team is not covered by the Freedom of Information 
Act we intend to operate a voluntary access scheme in keeping with the FOIA, and 
please be aware that the majority of the Review's information will be handed over to 
the Ministry of Justice for long-term preservation at the close of the Review, and the 
Ministry is covered by the FOIA. 
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If you want the information that you provide to be treated as confidential, please be 
aware that, under the FOIA, there is a statutory Code of Practice with which public 
authorities must comply and which deals, amongst other things, with obligations of 
confidence. In view of this it would be helpful if you could explain to us why you 
regard the information you have provided as confidential. If we receive a request for 
disclosure of the information we will take full account of your explanation, but we 
cannot give an assurance that confidentiality can be maintained in all circumstances. 
An automatic confidentiality disclaimer generated by your IT system will not, of itself, 
be regarded as binding on the Ministry.  

The Ministry and the Review will process your personal data in accordance with the 
DPA. 
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