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Delegations find attached the opinion of the Conference of Europa Data Protection authorities on 

the proposal for a Council Framework Decision on the protection of personal data processed in the 

framework of police and judicial cooperation in criminal matters. 
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According to the explanatory memorandum, this Recommendation has been taken into account in 

order to transpose its main principles into legally binding provisions at EU level. The importance of 

this Recommendation justifies that reference is made to that Recommendation in the preamble of 

the proposed framework decision. 

 

It should be stressed that personal data processed for law enforcement purposes are particularly 

delicate. Apart from the character of the data and the impact on the data subject when his data are 

processed by law enforcement authorities, the nature of the processing and the fact that this happens 

in most cases without the knowledge of the person concerned, forces the introduction of a high level 

of protection. It should also be stressed that any use of these data may have serious and sometimes 

irreversible consequences. 

 

The present proposal provides for a good instrument to enhance the safeguards of the data subject 

and at the same time will introduce a platform for harmonized processing of law enforcement data.  

 

III. General remarks 

In the Krakow Declaration the Conference stated that ����������	��
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The Conference welcomes the approach to follow existing and proven principles and definitions, 

notably those laid down in Directive 95/46/EC. This is undoubtedly in the interests of guaranteeing 

consistency in data protection in the EU and shall at the same time provide for specific rules in the 

area of law enforcement. The specific task of law enforcement authorities, the different 

developments in this area and the character of personal data involved make it necessary to develop 

common standards and to set up effective safeguards.  

 

The Conference considers that we are on the eve of a major development for fundamental rights and 

freedoms, which has been preceded by preparatory work that has been developing over several 

years and has now been taken up by the Commission with a view to creating an area of freedom, 

security and justice. 

 

The Data Protection Authorities welcome the proposal introducing principles to safeguard citizens. 

An innovative approach such as the one envisaged in The Hague Programme on judicial and police 

co-operation requires corresponding innovations in terms of safeguards. These Authorities consider 

that the introduction of new, systematic, well-balanced safeguards will contribute to effectively 

enhancing the prevention of and fight against crime. These Authorities call for the adoption of the 

present draft as supplemented by their opinion with a view to achieving a comprehensive data 

protection framework. In this manner, a system of safeguards would be set up and applied not only 

to the data transmitted to and/or received from other Member States, but to the whole of processing 

operations concerning personal data in the law enforcement sector, including the use of non-

automated data. Consistent solutions might be devised in order to also apply the new principles to 

Europol, Eurojust, and the Customs Information System. The Authorities encourage the 

approximation of the laws and regulations of Member States; to that end, they advocate that the 

final wording of the new principles be based on indications as clear-cut and precise as possible in 

order to prevent interpretive issues and excessively divergent applications. In this respect, the 

Authorities request that some provisions in the draft be clarified, supplemented or amended, and 

confirm their readiness to contribute further to the launch of this important instrument. 
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Connected with this subject is the third paragraph of Article 4, calling for a “clear distinction to be 

made between personal data” of the categories of persons mentioned in that paragraph. 

The Conference understands that Article 4(3) provides for an extra safeguard, distinguishing 

categories of persons, based on the reason for processing their data. However, the proposed 

framework decision gives no further indication of the purpose for making that distinction. 

Such a distinction could for example be used to create limitations in the further use of these data, 

limitations based on the category of person and/or the kind of data processed. It should be clear that 

data considered as not reliable may not always be used for all law enforcement purposes. The same 

applies for the categories of persons. Data concerning non-suspects, collected and used for a 

specific investigation, may not be used for any other law enforcement activity. 

 

The Conference advocates the introduction of a system limiting the further use of personal data 

pursuant to Articles 11-15 of the proposed framework decision. The limitations should also be 

based on the categories of persons and the classification of data. 

 

Chapter II does not contain specific rules on the further processing of exchanged data by the 

recipient that has been collected using special investigation methods, especially covert or 

mandatory collection of personal data without the knowledge of the citizen concerned.  

For example, data collected by interference with the secrecy of telecommunications ought to be 

classified as such and the recipient ought to be obliged to respect special limitations for further use 

in compliance with the classification of the Member State where they have been collected.  

 

The Conference advocates a new paragraph in Article 4 introducing an obligation for the recipient 

to act in conformity with any limitation of use to which the controller of the data is subject.  

 

The Conference further wonders what is meant with the sentence in the last indent of Article 4(3). 

The processing of data on persons who are not suspected of having committed any crime (other than 

victims and witnesses) should only be allowed under certain specific conditions and when 

absolutely necessary for a legitimate, well-defined and specific purpose. 

The processing of data on non-suspects, such as when making speculative enquiries or for the 

purpose of establishing whether or not a suspicion relating to a serious criminal activity might be 

justified, should be restricted to a limited period, and the further use of these data for other purposes 

should be prohibited. 

 

Paragraph 4, first indent, contains a specification of the term “necessary” in the context of 

processing data for the purposes of the present draft. The Conference notes that this specification is 

too wide and in contradiction with the restrictive notion of the word "necessary". Paragraph 4 for 

example includes terms such as "making possible" and "facilitating or accelerating" which in fact 

indicate unlimited processing of personal data.   

The Conference strongly suggests redrafting this text, taking into account existing case law of the 

European Court of Human Rights relating to Article 8 ECHR. 

Since this subject is closely related to the criteria for making data processing legitimate, the 

Conference further suggests moving this paragraph to Article 5. 














