Opinion adopted-from the Artlcle 29 Working Party on the Erotection of Individuals with
regard to the Processing of Personal Data
Brussels, 14 June 2006 i

The ruling by the European COurt of Justice of May 30, 2006 annuls th the Commission
decision on the adequacy finding and the Council decisiop on the C(p lusion of the PNR
agreement. The ruling obligesg the Community Institutions tg terminate lih iagreement with the
United States on the transfer E0f passcnger data at the latest by 30 Sep" nber 2006. For that
reason any transfer of passenger data to the US would be without a 1& lf_basw in European
law after the termination of the agreement. National leglz';tlon may:requxre actions to be

taken such as the complete suspension of data flowsto 15 authorities .
: ¥

In the hght of this situation, the Artlcle 29 Working Party
urges the competent European Institutions to take due note ozf the followimg

e Inorderto avoid a legia.l gap as from | October 2006ifor the t’rﬁﬂ: ﬁer-of passenger data,
And to ensure that the nght of passengers continues to be protected
the Article 29 Workmg Party considers a timely adoﬂmon ofa ne 'E(i'agreernent with the ‘
US on EU level crucxal In order to achieve a harmogised and Cd. tentf EU approach,
bilateral agreements between the US and the EU Member States. .shf)uld be avoided.

¢ Such an agreement must at least preserve and integrate the current level of data
protection as laid down in the US undertakings so as to make them binding and, in

addition, should take into account the critical considerations voucéd by:the Arﬁcle 29

Working Party in 1ts previous Opinions on PNRuncludmg the reductlon f data
~ elemenls. : :

¢ Such an agreement should be based on a push systeﬁn since all teéhmcal reqm}ements
are in place. : :

e A strict purpose lumtatmn is necessary for the trarﬁsfer of PNR ﬂata compnshng the
onward transfer of these data. ‘

e The Working Party expects that the mechanism of an annual cmt revxew Will be
maintained in line wnh the currenl agreement.
e A new agreéement should not have a longer duration than thje.:;:ti'ermiﬁated ox%e, e
November 2007. o
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The Working Party assumes that the national data protection authonties and’ the EDPS are
heard and consulted. It offers: ‘any possible assistance to come to a new agreement that meets

the above-mentioned reqmrements . _
For the middle-long term the Working Party considers it necessary; .develop a more
obal level both air

traffic security and the respect of human rights. Finally the €ourt rulmé shows ‘once more the

coherent approach towards the exchange of passenger data tb ensure on; §

difficulties arising from the artificial division between the pf-llars and the mced for a consistent
crosspilar data protect1on framework decision. S ‘




Considerations
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The ruling by the European Court of Justice of May 30, 2006 annuls boih the Commission
decision on the adequacy ﬁnding and the Council decisiorj on the cohclusxon of the PNR

agreement. For that reason any transfer of passenger data to

the US WOl.'lld be without a legal

basis after the abrogation of the agreement at the latest on Se}iatember 30, 2006

The PNR subgroup after havihg extensivcly discussed the fuling by thie:-?{:European Court of

Justice comes to the following conclusions:

The current scenarnio. requireé apart from an urgent short
perspective in order to resolve the outstanding questions

proposes, therefore, a two-tier approach:

I Short-term Perspective:

A. Anew IPNR apreement in ri)lace on October 1, 2006

The Art. 29 WP should actively support the rapid ¢
agreement with the US ﬁrhich is considered crucial in
transfer of passenger déta and remove any legal un
carriers ;
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- Particular attention should be paid to the mode of tranafemng PN %data to CBP since
the questlons rcga:dmg thc change from pull to-push aze still not yct:'fesolved and need
further attention by the Art. 29 WP. Any new agreement must not..pqgltaln. a pull option.
The subgroup recalls 'thét the Canadian PNR agreemgnt runs smbcthly wi‘ch the push

system.

- Any new agreement should also foresee an annual "eVlBW in 1 S W1th the current

agreement. Such a rcviéxw would assure the public ig gnal to the outside

world that both the Commission and national DPAs are still engagedf'and taking carc of
t would alBo how that the US
Govermment remains serious about the need for appropri

the fundamental rights f_oi-‘ citizens living in the EU.

safeguards.

- For the same reason the I:U Parljament should be engdged and rem n inﬁrolved even if
it didn’t have any longer an official say in shaping 4 '

informed and consulted m the best possible way.

B. No new agreement in nlé.ce.% on October 1, 2006

- The Art. 29 WP prcférs a EU-wide solution to Bilateral agje ments and should
discourage MS from concludmg such bilateral agreomients with the US. Not all MS do
have direct flights to. the US which means that there will be a PNR‘reglme with some
MS and other M§ will be left out. Such a situation wotld divide EU ations and weaken
the bargammg posmon ‘of individual states. In case bilateral agres

ents..are concluded
the MS could face the situation where one contfacting counnry h.i;s a different

application of the’ data protcuuon rules than other countrics. This'

pild fun contrary to
the spint of the EU Dll’eCIIVC secking to harmonize data proteclmn es. All passengers
travelling from the EU must enjoy the same level ofidata protedtwn rcgardless of the
point of departure when leaving for the US. Bilaterg ' ould not remove
legal uncertairities for the airlines and passengers. The DPAs sh uld speak with one
voice to make‘sure'thai they will have a say even when they ar ._";_no longer formaily

engaged as Art. 29 WP in giving an opinion on the level of protec{ié%i‘in the US.

- The Art. 29 WP shdhlci make it very clear that in-cdase no agreememls in place on
October 1, 2006, that naﬁonal DPAs have to decide of the basis thhelr respective data
protection law on how 10 proceed with the transfer 4f PNR data io thc US. National
legislation may reqmre .actions to be taken such as the compldte'”" uspensxon of data

or fcasnble DPAs

could consider to reduce the amount of data ficlds to 19 elementé’iié!, oposed in opmion
no 78 dated June 13, 2003 (see annex). Such a redugtion of dan%a f;?lcments would also

flows to CBP which ‘rrom a political point of view is n¢ither reali




1I mid-term perspective
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Annex

In its Opinion 78 dated June 13, 2003, the Art. 20 WP consi(.ercd the foillééi:vingidata elements
adequate for the transfer to CBP: : L

1
2)
3)
4)
5)
0)
7)
8)
9)
10)
1)
12)
13)
14)

15)
16)
17)
18)
19)

PNR record locator code

date of reservation

date(s) of intended travel

passenger name '

other names on PNR

all travel itincrary :

identifiers for free tickets

one-way tickets

ticketing field information

ATFQ (Automatic Ticket Fare Quote) data
ticket number ' '
date of tickel issuance -

no show history

number of bags

bag tag numbers

go show mformation

number of bags on each segment

voluntary/involuntary upgrades

}
i
3

historical changes to PNR data with regafd to the aforementionecj mcms




