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A PUBLIC CONSULTATION 
 

Summary 
 
This consultation paper seeks views on the contents of a draft statutory code of 
practice on investigation of protected electronic data, which relates to the exercise 
and performance of the powers and duties that will arise from the implementation of 
Part III of the Regulation of Investigatory Powers Act 2000. 
 
The Government welcomes comments on the draft before the code is laid before 
Parliament for approval later this year. 
 
You are invited to provide a response by 30th August 2006: 
 
• by e-mail to: encryption@homeoffice.gsi.gov.uk 
 

or 
 
• by post to: Graeme McGowan, Covert Investigation Policy Team, Home Office, 

5th Floor, Peel Building, 2 Marsham Street, London SW1P 4DF  
 
 

Introduction 
 
The development of technologies that use, store and protect electronic data has had a 
profound effect on all of our lives over the last ten years.  Those technologies are 
providing ever more new and diverse opportunities to communicate and share 
information, to learn, to be entertained and to do business. 
 
2. For electronic business transactions in particular, whether it is providers in a 

supply chain or individuals buying services online, the need to be able to protect 
electronic data in order to communicate orders securely and to store customers 
and clients data securely is integral to the continuing development of electronic 
business – and to making the UK the best place in the world to do electronic 
business. 

 
3. However the same technologies that are enabling electronic business to 

flourish, and enabling individuals to secure the increasing amounts of data they 
hold about their own daily lives, are also being used by terrorists and criminals 
to facilitate and conceal evidence of their unlawful conduct so as to evade 
detection or prosecution. 

 
4. Terrorists and criminals have always sought to conceal evidence of their 

conduct and communications, but technology is offering new ways to do so.  
Where documents were once stored in a safe or a secure cabinet, which could 
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be broken into without a key by law enforcement officers, they can now be 
stored electronically and their contents made unintelligible without a key which 
gives access to the data and, if not the same one, a different key which makes 
sense of the data.  Electronic communications can equally be made 
unintelligible to anyone other than those communicating with each other. 

 
5. Protected electronic data has the effect of frustrating enquiries in the 

immediate period following the arrest of suspects and the seizure of computer 
equipment and data storage media.  Where information or evidence cannot be 
readily derived from protected electronic data that delay can put pressure upon 
charging decisions against custody time limits and can, potentially, lead to 
individuals who pose a threat to the public being released without charge. 

 
6. Part III (‘Part III’) of the Regulation of Investigatory Powers Act 2000 (‘the Act’) 

established powers to impose a requirement upon a person to put protected 
electronic information into an intelligible form or to disclose a key which will 
enable the data to be put into an intelligible form.  Those provisions have not 
yet been implemented because the development and adoption of encryption 
and other information protection technologies has been slower than was 
anticipated when the Act was passed.  The Government has, however, kept 
under review the need to implement the provisions in Part III, by taking account 
of the extent to which protection of electronic data has frustrated law 
enforcement and obstructed the delivery of justice to victims. 

 
7. Over the last two to three years, investigators have begun encountering 

encrypted and protected data with increasing frequency.  This, and the rapidly 
growing availability of encryption products including the advent of encryption 
products as integrated security features in standard operating systems, has led 
the Government to judge that it is now timely to implement the provisions of 
Part III. 

 
8. Section 71 of the Act provides that the Secretary of State shall prepare and 

publish a draft code of practice, and consider representations made to him 
about the draft.  The purpose of this consultation is to invite comments on the 
draft code of practice for Part III. 

 
9. Some reading this consultation paper will recall an illustrative draft of the code 

which was made available to Parliament and the public when the (then) 
Regulation of Investigatory Powers Bill was before Parliament.  We are grateful 
for the comments received at that time, and subsequently.  So far as possible, 
those earlier comments have been taken into account in this revised draft of the 
code, which has been substantially rewritten. 

 
10. This formal consultation provides an opportunity to tell the Government if 

there is anything more or anything different that should be included in the code 
before it is put to Parliament for approval.   
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Consultation Questions 
 
11. Your comments and views are invited on the following questions: 
 

1. Does the draft code contain the guidance that you would expect to see in 
a statutory code of practice for Part III of RIPA? 

2. Is there anything that should be added to or removed from the draft 
code? 

3. Is the code clearly written and easy to understand?  If not, please indicate 
where it might be made clearer. 

4. Are there any other comments you would like the Government to 
consider in relation to the draft code? 

 
 

Additional Consultation Questions 
 
12. Although not part of the code itself, the Government has undertaken to 

Parliament, in the context of consulting on the code, to invite views on whether 
the penalty of two years imprisonment, in section 53 of RIPA, for knowingly 
failing to comply with a requirement to disclose protected electronic 
information in an intelligible form or to disclose a key to that information 
should be extended in cases related directly or indirectly to offences involving 
the possession of indecent images or pseudo-indecent images of children. 

 
13. There are a number of cases where protected electronic information has 

frustrated investigations of offenders convicted of possession of indecent 
images or prevented the prosecution of suspects or identification of victims. 

.  
 

  Suspect charged with possession of a collection of images including extreme 
level 4 images (penetrative adult abuse) of babies and some level 5 images 
(sadism and bestiality).  Encrypted files were seized that the police cannot 
access, giving rise to concern they may contain worse material.  

 
  Suspect charged with possession of a huge amount of level 1 images (erotic 

posing with no sexual activity).  These images were protected insecurely and 
were made intelligible.  Other data remains encrypted and unintelligible. 

 
  Three individuals were convicted for possession and making of indecent 

images.  All were in possession of encrypted data to which they claimed to have 
forgotten their passwords.  That protected data and the imagery contained in it 
remains unintelligible. 
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  Mr A was convicted of attempting to procure a child aged 10 for sex and 
sentenced to three years imprisonment. He was in possession of encrypted files 
that remain unintelligible. 

 
  Mr B was suspected of possession of indecent images.  He was found to be in 

possession of 27 encrypted disks, none of which could be opened. 
 

  Two individuals possessed a set of encrypted disks. Only a few of these could be 
accessed.  They were sentenced on the basis of these. The rest remain 
unopened. 

 
 
14. In cases such as these, implementation of Part III will provide an ability to 

prosecute offenders who fail to comply with a lawful disclosure requirement in 
relation to their protected information. 

 
15. However an offender who may face up to ten years imprisonment for 

possession of indecent images or pseudo-images, if their protected information 
is rendered intelligible, may readily accept a sentence of two years 
imprisonment for failing to disclose protected information or the key to that 
information. 

 
16. Recognising the seriousness of knowingly failing to comply with a disclosure 

required in the interests of national security, where a terrorist or terrorist 
suspect might accept up to two years imprisonment rather than disclose their 
protected information, section 15 of the Terrorism Act 2006 has amended 
section 53 to make the appropriate maximum penalty five years in that 
instance.     
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17. The Government would therefore welcome views on whether a person found 
guilty of an offence under section 53 should be liable to an appropriate 
maximum term of more than two years where:  

 
(i) that person has been previously convicted of an offence contrary to 

section 1 of the Protection of Children Act 1978 or section 160 of the 
Criminal Justice Act 1978, or 

 
(ii) the apparatus or device containing the protected information contains an 

indecent photograph or pseudo-photograph of a child, or 
 
(iii) the apparatus or device containing the protected information has come 

into possession of any person together with other apparatus or a device 
which contains an indecent photograph or pseudo-photograph of a child, 
or 

 
(iv) the court is satisfied that the protected information is likely to contain an 

indecent photograph or pseudo-photograph of a child (on the basis, for 
example, of evidence from a witness);  

 
18. Where, in those specific circumstances, the person found guilty of the section 

53 offence could show that the protected information did not contain an 
indecent photograph or pseudo-photograph of a child they could be liable to no 
more than a maximum term of two years. 

 
19. Your comments and views are therefore invited on the following questions: 
 

(v). Do you consider that a person guilty of an offence under section 53 of 
RIPA should be liable to an appropriate maximum sentence of more than 
two years in the circumstances described in paragraph 17?  If not, please 
say why? 

 
(vi). What maximum sentence in excess of two years imprisonment would 

you consider to be appropriate in those circumstances, if you think it 
would be, and why? 
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The Consultation Process 
 
20. This consultation process is being conducted in line with the Cabinet Office 

Code of Practice on consultation, and will last twelve weeks.  Comments are 
invited by 30th August 2006; it may not be possible to take account of response 
received after that date as the Government will want to finalise the code for the 
approval of Parliament as soon as possible. 

 
21. It is intended to publish a summary of responses to this consultation on the 

Home Office web site and information provided in response to this 
consultation, including personal information, may be published or disclosed in 
accordance with the access to information regimes (these are primarily the 
Freedom of Information Act 2000 (FOIA), the Data Protection Act 1998 (DPA) 
and the Environmental Information Regulations 2004).  

 
22. The information you send us may be passed to colleagues within the Home 

Office, the Government or related agencies.  Please ensure that your response is 
marked clearly if you wish your response and name to be kept confidential.  If 
you want the information that you provide to be treated as confidential, please 
be aware that, under the FOIA, there is a statutory Code of Practice with which 
public authorities must comply and which deals, amongst other things, with 
obligations of confidence. In view of this it would be helpful if you could explain 
to us why you regard the information you have provided as confidential. If we 
receive a request for disclosure of the information we will take full account of 
your explanation, but we cannot give an assurance that confidentiality can be 
maintained in all circumstances. An automatic confidentiality disclaimer 
generated by your IT system will not, of itself, be regarded as binding on the 
Department.  

 
23. Confidential responses will be included in any statistical summary of numbers 

of comments received and views expressed.  
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The Consultation Criteria 
 
24. This consultation follows the Cabinet Office Code of Practice on Consultation, 

the criteria for which are: 
  

1. Consult widely throughout the process, allowing a minimum of 12 weeks 
for written consultation at least once during the development of the 
policy. 

2. Be clear about what your proposals are, who may be affected, what 
questions are being asked and the timescale for responses.  

3. Ensure that your consultation is clear, concise and widely accessible.  
4. Give feedback regarding the responses received and how the consultation 

process influenced the policy.  
5. Monitor your department’s effectiveness at consultation, including 

through the use of a designated consultation co-ordinator. 
6. Ensure your consultation follows better regulation best practice, including 

carrying out a Regulatory Impact Assessment if appropriate.  
 

25. The full Code of Practice is available at:  
 

www.cabinetoffice.gov.uk/regulation/consultation/code 
 
 

Consultation Coordinator  
 
26. If you have any complaints or comments about the process of this consultation, 

you should contact the Home Office consultation co-ordinator Christopher 
Brain:   

  
• by e-mail to: christopher.brain2@homeoffice.gsi.gov.uk 

 
or 

 
• by post to: Christopher Brain, Consultation Co-ordinator, Performance 

and Delivery Unit, Home Office, 3rd Floor Seacole, 2 Marsham Street, 
London, SW1P 4DF  

 
 
HOME OFFICE 
June 2006 
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INTRODUCTION 
 
1.1 This code of practice relates to the powers and duties conferred or imposed 

under Part III of the Regulation of Investigatory Powers Act 2000 (‘the Act’).  It 
provides guidance to be followed when exercising powers under Part III of the 
Act (‘Part III’) to require disclosure of protected electronic data in an intelligible 
form or to acquire the means by which protected electronic data may be 
accessed or put in an intelligible form.  

 
1.2 This code applies to the exercise and performance by any person (other than a 

judicial authority or a person holding judicial office) of the powers and duties 
conferred or imposed by or under Part III. 

 
1.3 The code should be readily available, in written or electronic form, to members 

of any public authority involved in the investigation of protected electronic data 
and to persons upon whom any duty is imposed under Part III of the Act. 

 
1.4 The Act provides that the code is admissible in evidence in criminal and civil 

proceedings.  If any provision of the code appears relevant to a question before 
any court or tribunal hearing any such proceedings, or to the Tribunal 
established under the Act (‘the Investigatory Powers Tribunal’), or to one of the 
Commissioners responsible for overseeing the powers conferred by the Act, it 
must be taken into account. 

 
1.5 The exercise of powers and duties under Part III is kept under review by the 

Commissioners appointed under sections 57, 59 and 62 of the Act (‘the 
Commissioners’). 

 
1.6 This code extends to the United Kingdom. 
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BACKGROUND 
 
2.1 Information security technologies have allowed electronic commerce to 

flourish, enabling businesses and individuals to secure and protect their 
electronic data and to maintain the privacy of their electronic communications.  
Individuals going about their lawful business, both openly and privately, use 
these technologies every day. 

 
2.2 Terrorists and criminals use the same technologies that afford businesses and 

individuals’ legitimate security and privacy to protect their electronic data and 
the privacy of their electronic communications, to conceal evidence of their 
unlawful conduct and to evade detection or prosecution.    

 
2.3 At its simplest the protection of electronic data is undertaken using a password 

which, if correct, gives access to the data in an intelligible form.  More complex 
applications use cryptography both to protect access to the data and to put the 
data itself into a form that is unintelligible without the correct password or key.  

 
2.4 Cryptographic technologies, which have been essential to the success of e-

commerce and online businesses, have various uses:  
 

• Authentication - guaranteeing that the originator or recipient of data is 
the person they claim to be; 

 
• Availability - assurance that the systems responsible for delivering, 

storing and processing data are accessible when needed, by those who 
need them 

 
• Confidentiality - protecting data to ensure that its contents cannot be 

read by anyone other than an intended recipient;   
 

• Integrity - guaranteeing that data has not been accidentally or 
deliberately corrupted; 

 
• Non-repudiation - preventing the denial of previous commitments or 

actions 
 
2.5 Primarily it is application of cryptography to the confidentiality of data which is 

exploited by terrorists and criminals to protect their data, whether it is stored 
data, on a disk or other storage device, or data being communicated from one 
to another or from one to many others.  The measures in Part III are intended to 
ensure that the ability of public authorities to protect the public and the 
effectiveness of their other statutory powers are not undermined by the use of 
technologies to protect electronic information. 
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SCOPE OF THE POWERS 
 
3.1 Part III provides a statutory framework which enables public authorities to 

require protected information which they have obtained or are likely to obtain 
be put into an intelligible form; to acquire the means to gain access to 
protected information and to acquire the means to put protected information 
into an intelligible form. 

 
3.2 The specific provisions are: 
 

• power to require disclosure of protected information in an intelligible 
form (section 49); 

 
• power to require disclosure of the means to access protected electronic 

information (section 50(3)(c); 
 

• power to require disclosure of the means of putting protected 
information into an intelligible form (section 50(3)(c)), and 

 
• power to attach a secrecy provision to any disclosure requirement 

(section 54). 
 
3.3 Failure to comply with a disclosure requirement or a secrecy requirement is a 

criminal offence. 
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Protected Information 
 
3.4 Protected information means any electronic data, which, without the key to the 

data cannot, or cannot readily: 
 

• be accessed, or 
 

• be put into an intelligible form. 
 
3.5 Section 49(1) of the Act describes various means by which protected 

information has come into, or may come into, the possession of any person 
within a public authority. This includes information that has been, or is likely to 
be:   

 
Within the scope of section 49(1)(a) of the Act: 

 
• acquired by exercising a statutory power to seize, detain, inspect, search 

for property or to interfere with documents or other property; 
 

– for example, seized under a judicial search warrant under section 8 
of the Police and Criminal Evidence Act 1984; 

 
– for example, disclosed in compliance with a judicial production 

order under Schedule 1 of the Police and Criminal Evidence Act 
1984; 

 
 

Within the scope of section 49(1)(b) of the Act: 
 

• acquired by the exercise of a statutory power to intercept 
communications, for example under a warrant issued personally or 
expressly authorised by the Secretary of State under Chapter I of Part I of 
the Act; 

 
Within the scope of section 49(1)(c) of the Act: 

 
• acquired by undertaking conduct authorised under section 22(3) of the 

Act (authorised conduct to obtain communications data); 
 
• disclosed as a result of the giving of a notice under section 22(4) of the 

Act (notice requiring disclosure of communications data);  
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• acquired by undertaking conduct authorised under Part II of the Act 
(whether an authorisation for carrying out directed surveillance under 
section 28, for carrying out intrusive surveillance under section 32, or for 
the conduct or the use of a covert human intelligence source under 
section 29); 

 
 
Within the scope of section 49(1)(d) of the Act: 

 
• provided to, or disclosed to, a public authority in the exercise of any 

statutory duty whether or not the provision or disclosure of information 
was requested;  

 
 

Within the scope of section 49(1)(e) of the Act: 
 

• acquired lawfully by any of the intelligence services1, the police, Serious 
Organised Crime Agency (SOCA) or HM Revenue and Customs (HMRC) 
without using statutory powers, including information voluntarily 
disclosed to a public authority by a member of the public.  

 
3.6  Section 49(1) provides by the words “has come in to the possession of any 

person .... or is likely to do so” that a public authority can seek permission to 
give a section 49 notice (‘a notice’) at the same time as seeking to exercise a 
statutory power to obtain the information or in anticipation of such action. This 
will occur in circumstances where there is an expectation that the information 
being sought is protected.  For example an application for, and the issue of, a 
search warrant, production order or interception warrant may include reference 
to protected information likely to be seized, produced or intercepted. 

 
3.7 A notice shall be given where a person has appropriate permission2 and 

reasonably believes that:  
 

• a key3 to the protected material is in possession of any person; 
 

• a disclosure requirement in respect of the protected information is 
necessary: 

 

                                                            
1  The Security Service, the Secret Intelligence Service and GCHQ. 
2  See Section 9 of this code. 
3  Examples of the sorts of material that can constitute “a key” are described in paragraph 3.9. 
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– in the interests of national security;4 
 
– for the purpose of preventing or detecting crime;5 

 
– in the interests of the economic well being of the United Kingdom;6 

 
– necessary for the purpose of securing the effective exercise or proper 

performance by any public authority of any statutory power or 
statutory duty; 

 
• the imposition of such a requirement is proportionate to what is sought 

to be achieved by its imposition, and 
 
• that it is not reasonably practicable for the person with the appropriate 

permission to obtain possession of the protected information in an 
intelligible form without the giving of a notice. 

 
 

Protected information in an intelligible form 
 
3.8 In the Act and throughout this code references to protected information being 

‘intelligible’ or ‘put into an intelligible form’ mean restoring the protected 
information to the condition it was in before being protected, whether by 
encryption or other process. This will be the condition in which the information 
or data was originally generated or processed before being protected or any 
condition it was in before being protected. In other words putting information 
into an intelligible form can include restoring it to a previously protected form 
to which further decryption or similar process needs to be applied to the 
information or data in order to comprehend it fully. 

 
3.9 Information put into its original condition means that it must remain stable in 

that condition. Information is not put into an intelligible form if it is put into its 

                                                            
4  One of the functions of the Security Service is the protection of national security and in particular the 
protection against threats from terrorism.  These functions extend throughout the United Kingdom, except 
in Northern Ireland where the lead responsibility for investigating the threat from terrorism related to the 
affairs of Northern Ireland lies with the Police Service of Northern Ireland.  Where a disclosure requirement 
is considered necessary in the interests of national security a person in another public authority should not 
give a notice under the Act where the operation or investigation falls within the responsibilities of the 
Security Service, as set out above, except where that person is a member of a Special Branch or the 
Metropolitan Police Counter Terrorism Command, or where the Security Service has agreed a notice may 
be given by a member of another public authority in relation to an operation or investigation which would 
fall within the responsibilities of the Security Service.  
 
5  Detecting crime includes establishing by whom, for what purpose, by what means and generally in what 
circumstances any crime was committed, the gathering of evidence for use in any legal proceedings and 
the apprehension of the person (or persons) by whom any crime was committed. See section 81(5) of the 
Act. 
 
6  Where, on the facts of the specific case, there is a connection with national security. 
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original condition, or restored to a previously protected form, only momentarily 
or for a finite period of time.      
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Description of a key 
 
3.10 The key to the data means any key, code, password, algorithm or other data the 

use of which, by itself or with another key or keys: 
 

• allows protected electronic data to be accessed, or 
 
• facilitates putting protected electronic data into an intelligible form. 

 
3.11 All manner of material can constitute a key. It can include, for example, words, 

phrases or numbers written on any form of paper, plastic cards bearing 
numbers, electronic chips or magnetic strips and all forms of removable or fixed 
media for storing electronic data. Equally key material can be retained in the 
memory of an individual. 

 
3.12  A key can be a plain language password or pass-phrase. It can be proprietary 

software that will render intelligible otherwise unintelligible data.  A key can 
comprise more complex material such as algorithms for either or both 
encryption and decryption of data, and take the form of computer code (in 
written, source or executable form) or a functional description of the algorithm 
or code.  

 
3.13  Reference to any key includes split-keys which, when used in combination, form 

a single key. Circumstances can arise where it is necessary to combine several 
split-keys before protected information can be made accessible or put into an 
intelligible form. This may require separate notices to be given to those persons 
holding the split-keys (either all of them or sufficient number of them) to 
require them, acting together, to access the protected information or disclose it 
in an intelligible form. Equally a notice may be served on a holder of a split-key 
who undertakes to seek the assistance of such other persons holding other parts 
of the key or holding any other part of the key in order to fulfil a requirement to 
provide access to the protected information or disclose it in an intelligible form. 
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Electronic signature keys 
 
3.14 Any key intended to be used for the purpose only of generating electronic 

signatures and which has not in fact been used for any other purpose can never 
be the subject of a disclosure requirement.7  

 
3.15 An electronic signature means anything in electronic form which is incorporated 

into or logically associated with any electronic communication or other 
electronic data, generated by the signatory or other source of the data, and 
which establishes the authenticity of the data, its integrity, or both by providing 
a link between the signatory or other source and the communication or data.   

 
3.16 Where there are reasonable grounds to believe that a key used as an electronic 

signature has also been used for confidentiality purposes, that key may be 
required to be disclosed under the terms of the Act. 

 
 

Multi-use keys 
 
3.17 Multi-use keys are keys that can be used to protect more than one item of 

information, or have been used for signature purposes as well as for putting 
information into an intelligible form or for protecting all the communications 
sent to a person only some of which may be the subject of a disclosure notice. 
Particular care should be taken when a multi-use key is required to access 
protected information or to disclose it in an intelligible form. The notice must 
explain explicitly what is required and that it is proportionate to what is sought 
to be achieved.8  

 
 

                                                            
7 See Section 49(9) of the Act. 
8 See also paragraph 8.4 
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Session keys 
 
3.18 A session key is an encryption and decryption key that can be randomly 

generated to ensure the security of a single item of data, for example a file or a 
communication. Session keys are sometimes called symmetric keys, because the 
same key is used for both encryption and decryption. 

 
 

Possession of a key 
 
3.19 Possession of a key by a person (‘the person’) can include circumstances where 

the key is in the possession of: 
 

• an employee or other individual under their control, or 
 
• a trusted third party or other service provider and the person has an 

immediate right of access to it or to have it transmitted or otherwise 
supplied to him. 

 
3.20 Where the key is, or is contained in, anything which the person, an employee or 

other individual under their control is entitled, in exercise of any statutory 
power and without otherwise taking possession of it, to detain, inspect or 
search that key is in the possession of the person. This means the key is, or is in, 
something to which the person or anyone under their control has lawful access. 

 
3.21 Where more than one person is in possession of the key to protected 

information, and at least one of those is in possession of that key in his capacity 
as an officer or employee of a corporate body or firm and another is also an 
officer or employee of the body, or a partner of the firm (or is the corporate 
body or firm itself), a notice imposing a disclosure requirement shall not be 
given to any officer or employee of the body or employee of the firm who is in 
possession of the key unless that person is a senior officer of the body or a 
partner of the firm. In this context senior officer means a director, manager, 
secretary or other similar officer of the corporate body (and where the body is 
managed by its members a director means one of its members).  

 
3.22 In practice this means notices should be served upon a person holding a 

position such as company secretary, legal director, chief information officer, 
information disclosure manager or other post designated for the purpose of 
receiving notices served upon the company or firm.   
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3.23 Where it appears to a person giving a notice that there is no senior officer of the 
company, or partner of the firm, or a more senior employee to whom it would 
be reasonably practicable to give the notice, the notice shall be given to an 
officer or employee in possession of the key. This means an investigator giving a 
notice must always seek to give that notice to the most senior officer or 
employee in possession of the key whether or not any less senior officer or 
employee of the body, or employee of the firm, would be capable of complying 
with the disclosure notice. 

 
3.24 The requirements for giving a notice to corporate bodies or firms do not apply 

where the special circumstances of the case mean that the purpose or purposes 
for which the notice is to be given would be defeated, in whole or in part, if the 
notice were required to be given to a senior officer of the company or a partner 
of the firm or a senior employee to whom it would otherwise be reasonably 
practicable to give the notice. This can include circumstances where a senior 
officer of the company or a partner of the firm is the subject of, or connected 
to, the investigation or operation.                   

 
 

Necessity and proportionality 
 
3.25 Exercise of the powers to require disclosure of protected information; disclosure 

of the means to access such information or to put it into an intelligible form 
may amount to interference with an individual’s right to respect for their 
private and family life. 

 
3.26 Such interference will be justifiable under Article 8 of the European Convention 

on Human Rights and in accordance with the Human Rights Act 1998 only if 
the conduct being required or taking place is both necessary and proportionate 
and in accordance with the law. The provisions in Part III are designed to meet 
the requirements that such activities are in accordance with law and to provide 
guidance to ensure that the activities are, in fact, both necessary and take place 
in a proportionate manner. 

 
3.27 The person giving appropriate permission and, if different, the person with that 

permission must believe that the imposition of a disclosure requirement by a 
notice is necessary. They should consider whether other means to obtain the 
protected information in an intelligible form have failed, or would be bound to 
fail, for example that the person in possession of the key has not provided 
voluntarily the protected information in an intelligible form or would not do so.  
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3.28 He or she must also believe the imposition of that requirement to be 
proportionate to what is sought to be achieved by obtaining the disclosure of 
the protected information in an intelligible form or the disclosure of the means 
to gain access to the protected information or to put it in an intelligible form - 
that the disclosure requirement is no more than is required in the 
circumstances.  This involves balancing the extent of the intrusiveness of the 
interference with an individual’s right of respect for their private life against the 
benefit to the investigation or operation being undertaken by a relevant public 
authority in the public interest.   

 
3.29 Consideration must also be given to any actual or potential infringement of the 

privacy of individuals who are not the subject of the investigation or operation.  
An application for appropriate permission to give a notice should draw 
attention to any circumstances which give rise to a meaningful degree of 
collateral intrusion. 

 
3.30 Taking all these considerations into account in a particular case, an interference 

with the right to respect of individual privacy may still not be justified because 
the adverse impact on the privacy of an individual or group of individuals is too 
severe. 

 
3.31 Any conduct that is excessive in the circumstances of both the interference and 

the aim of the investigation or operation, or is in any way arbitrary will not be 
proportionate. 
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RULES ON GIVING OF NOTICES 
 
4.1 There are a number of statutory requirements that must be met before any 

disclosure requirement is imposed. Primarily only a person with appropriate 
permission  may impose a disclosure requirement upon a person in respect of 
specific protected information. Schedule 2 to the Act defines persons able to 
grant appropriate permission, persons capable of having appropriate permission 
and describes the circumstances in which appropriate permission can be 
obtained.9  

 
 

Who may give notices?     
 
4.2 Public authorities may seek permission to serve a notice in relation to protected 

information that has already been obtained lawfully or in relation to protected 
information which is not yet in their lawful possession.   

 
 

Who may notices be served upon? 
 
4.3 Section 49 notices may potentially be served on a wide variety of individuals, 

bodies or organisations.  Individuals using products or services to protect data 
under their control, and businesses involved in producing or supplying such 
products or services, or using such technologies themselves could, conceivably, 
be in a position to disclose protected information in an intelligible form or to 
disclose a key required to put such information into an intelligible form. 

 
4.4 Disclosure requirements are most likely to be imposed on individuals who have 

protected information directly relevant to an investigation or operation and are 
themselves a subject of, or are connected to, the investigation or operation. As 
a consequence of the way that information protection or cryptographic and 
other information technologies work, disclosure requirements may also be 
imposed on a person who will have a relevant key to protected information by 
virtue of a personal or business relationship with an individual subject of, or 
connected to, an investigation or operation.  

 

                                                            
9   See section 9 of this code. 
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4.5  It is important in all circumstances where a notice is being contemplated that 
careful consideration is given to whether a notice should be given, and if so, 
who should be given the notice.  Where the imposition of a disclosure 
requirement upon a corporate body or firm is being considered, the person 
intending to seek appropriate permission must determine that body or firm 
would be able to comply with the proposed disclosure requirement. The 
imposition of a disclosure requirement upon a corporate body or firm without 
any prior consultation should be undertaken rarely and only in special 
circumstances. 

 
 

Application for appropriate permission 
 
4.6 Applications for appropriate permission must be made in writing or 

electronically to a person able to give appropriate permission. The person 
making the application will be a person involved in conducting an investigation 
or operation for a public authority. The applicant may be an individual who is 
seeking appropriate permission or is seeking the grant of appropriate permission 
on behalf of another person. 

 
4.7 Applications may be made orally in exceptional circumstances but a record of 

that application must be made in writing or electronically as soon as possible.  
 
4.8 Applications – the original or a copy of which must be retained by the person 

with the appropriate permission – must: 
 

• include the name (or designation)10 and the office, rank or position held 
by the person making the application; 

 
• where it is different from the applicant, the name (or designation) and 

the office, rank or position held by the person for whom appropriate 
permission is being sought; 

 
• include the operation name (if applicable) to which the application 

relates; 
 

• specify the grounds on which the imposition of a disclosure requirement 
is necessary whether: 

 
– in the interests of national security; 

 
– for the purpose of preventing or detecting crime;  

 
                                                            
10  The use of a designation rather than a name will be appropriate only for persons in one of the 
Intelligence services. 
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– in the interests of the economic well-being of the United Kingdom; 
or  

 
– for the purpose of securing the effective exercise or proper 

performance by any public authority of any statutory power or 
statutory duty (and must identify that power or duty); 

 
• describe the protected information which has been, or is likely to be, 

lawfully obtained; 
 

• confirm the statutory power or other lawful means in which the 
protected information has been, or is likely to be, lawfully obtained; 

 
• explain why it is reasonably believed that the person on whom it is 

intended to serve a section 49 notice has possession of a key or keys to 
the protected information described in the application; 

 
• explain why the imposition of a disclosure requirement is considered 

necessary and proportionate to what is sought to be achieved by its 
imposition; 

 
• consider and, where appropriate, describe any meaningful collateral 

intrusion - the extent to which the privacy of any individual not under 
investigation may be infringed and why that intrusion is justified in the 
circumstances; 

 
• explain why it is not reasonably practicable to acquire or obtain access to 

the protected information in an intelligible form by some other method 
without serving a section 49 notice; 

 
• identify and explain any urgency with which the proposed disclosure 

requirement is necessary.  
 
 

Obtaining appropriate permission 
 
4.9 The decision to grant appropriate permission by a person able to do so shall be 

based upon information presented to them in an application. The grant of 
appropriate permission to any person must be in writing or, if not, in a manner 
that produces a record of it being granted. 

 
4.10 The record of the grant of appropriate permission may take the form of a 

countersignature to the application, may be separate from that or be included 
in any warrant or order being given at the same time.    
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Format of notices 
 
4.11 The statutory requirements of the Act11 mean that any notice imposing a 

disclosure requirement in respect of any protected information:  
 

a) must be given in writing or in a manner that produces a record; 
 
b) must describe the protected information to which the notice relates and, 

where known and where appropriate, identify any key to the protected 
information;  

 
c) must specify the grounds on which the notice is necessary including where 

appropriate the statutory power or duty within the meaning of section 49 
(2) (b) (ii) of the Act;  

 
d) must specify the office, rank or position of the individual giving the notice, 

and where appropriate and helpful to do so, their name (or designation); 
 
e) must specify the office, rank or position of the person who granted 

permission for the notice to be given and where appropriate, which will be 
ordinarily in most cases the name of that person. If the person giving the 
notice does so without another persons’ permission, the notice must set 
out the circumstances in which the person giving the notice is entitled to 
do so; 

 
f) must specify the time by which the notice is to be complied with, which 

must be reasonable in all the circumstances; and 
 
g) must set out clearly the extent of the disclosure required - whether a 

disclosure of the protected information in an intelligible form, or a 
disclosure of the means to either or both access the protected information 
and put it in an intelligible form - and must set out clearly how the 
disclosure is to be made.  

 
4.12 A notice cannot require any person to make a disclosure to someone other than 

the person giving the notice or such other person as is specified or identified in 
the notice where disclosure to another person is in accordance with the notice. 
For example, an investigator giving the notice may require disclosure to be 
made to a technical facility or to a named technician.  

 

                                                            
11 See section 49(4) 
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4.13 Section 49 notices must describe the form and manner in which the required 
disclosure of information is to be made (as described in paragraph 4.11 above).  
Notwithstanding this, it is best practice that the person giving the notice seeks, 
so far as possible, to agree with the person given the notice or with their 
professional legal adviser the manner in which the required disclosure should 
take place. The conditions under which compliance with the disclosure 
requirement takes place must be reasonable and practicable in all 
circumstances.    

 
4.14 Notices should explain clearly that it is an offence to knowingly fail to make the 

required disclosure (section 53 of the Act) and, where a secrecy requirement is 
being imposed explain the “tipping off” offence (section 54 of the Act).  

 
4.15 Section 49 notices should clarify that if the recipient has any doubt what they 

are required to do in response to the notice, they should contact a professional 
legal adviser.  

 
 

Description of the protected information 
 
4.16 Persons applying for appropriate permission must ensure that their application 

describes the protected information which has been, or is likely to be, lawfully 
obtained and in relation to which a disclosure requirement is sought to be 
imposed as precisely as possible. Where appropriate permission is granted or 
where a person has appropriate permission without another person’s permission 
the consequent notice must similarly describe the protected information.  

 
4.17 Any notice must be in sufficient detail to enable the person given notice to be 

clear about the protected information to which it relates. The information can 
be described by reference to file names, usernames, dates and times or by any 
other identifiers of data, storage media, software or hardware. Where a key to 
the protected information can be identified the identity of the key should be 
included in the notice.  

 
4.18 In some cases, it may be appropriate in order to identify or to confirm the 

identification of the protected data to include in, attach to or accompany the 
notice some or all of the protected information or a copy of some or all of it.   

 
4.19 In respect of protected information likely to be obtained it may not always be 

practicable to describe the information in the same detail or as precisely as 
information that has been obtained – although a fuller description may be 
provided subsequently in the form of a schedule to the original notice.  
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Time to comply with a notice 
 
4.20 The time by which any notice has to be complied with must be reasonable and 

realistic in all the circumstances and must take into account the practical and 
technical requirements of undertaking the disclosure. It will vary depending on 
the type and extent of the disclosure required. 

 
4.21 Any person given a notice or to be given a notice should be afforded a 

reasonable period of time to seek legal or technical advice before complying 
with it. Equally where appropriate to do so any person who will or may be given 
a notice should have time to take such advice before the notice is served. 

 
4.22 Where appropriate the time period will be related to the duration of the 

underlying statutory power whereby the protected information has come into 
the possession of the public authority or is likely to do so.   

 
4.23 In exceptional urgent circumstances it is possible that the time by which the 

notice is to be complied with must be curtailed. Examples of circumstances in 
which immediate compliance with a notice may be appropriate are: 

 
• an immediate threat to life such that a person’s life might be endangered 

if the period of time for compliance were not curtailed; 
 

• an exceptionally urgent operational requirement where, within no more 
than 48 hours of the notice being given compliance with that notice will 
directly assist the prevention or detection of the commission of a serious 
crime12  and the making of arrests or the seizure of illicit material, and 
where that operational opportunity will be lost if the period for 
compliance with the notice were not curtailed, or 

 
• a credible and immediate threat to national security or a time critical or 

unique opportunity to secure, or prevent the loss of, information of vital 
importance to national security where that threat might be realised, or 
that opportunity lost, if the period for compliance with the notice were 
not curtailed.  

 

                                                            
12 See Section 81(2) of the Act. 
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Authenticity of section 49 notices  
 
4.24 It is essential that any person who is given a notice is able to confirm its 

authenticity should they need to do so. In practice the giving of a notice will be 
a stage in the progress of an investigation or operation and the person given the 
notice will usually have been involved earlier in that process, either as a 
consequence of their arrest or having been identified as being in possession of a 
key to the relevant information. 

 
4.25 In addition to the statutory requirements13 all written notices must include a 

unique reference number, must identify the public authority and must provide 
the address of an office and a published contact telephone number using which 
the recipient of a notice may check its authenticity. 

 
4.26 Public authorities must provide a means for authenticating any notice they give 

at whatever time the notice is given.  In addition, the person giving the notice 
should, when doing so, carry sufficient identification to confirm their office, 
rank or position and, if requested to do so, should produce that identification to 
the person being given the notice.  

 
 

Explaining the notice 
 
4.27 The person giving the notice should take steps to explain, as far practicable and 

necessary (and to the extent such an explanation has not been offered before 
the notice is given), the contents of the notice and what is required to be done 
to comply with it. In particular the person giving the notice should be prepared 
to explain: 

 
• on what grounds the disclosure requirement is being imposed; 

 
• what is the relevant protected information; 

 
• what is required to be disclosed, by when and to whom; 

 
• any requirement to disclose a key (if appropriate) with clarification that 

the choice of which key to disclose is open to the recipient of the notice 
if that key, including any relevant session key, gives access to the 
information or puts it into an intelligible form;  

 
• any secrecy provision (if appropriate); 

 
• the consequences of not complying with the notice; 

                                                            
13 See paragraph 4.12. 
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• that the person given the notice is entitled to seek legal advice about the 
effect of the notice and the provisions of the Act, and  

 
• how the authenticity of the notice may be confirmed. 

 
4.28 The person given notice must be provided with a copy of the notice which they 

may retain. 
 
4.29 The person who had the appropriate permission to give the notice or the person 

who gave the notice shall withdraw it if, at any time after giving the notice, it is 
no longer necessary for the person given notice to comply with it or the 
disclosure required by the notice is no longer proportionate to what was sought 
to be achieved. Withdrawal of a notice must: 

 
• be undertaken in writing to the person given the notice or, if not, in a 

manner that produces a record of the notice having been withdrawn; 
 

• identify, by reference to its unique reference number, the notice being 
withdrawn;  

 
• record the date and, when appropriate to do so, the time when the notice 

was withdrawn; and 
 

• record the name and the office, rank or position held by the person 
withdrawing the notice.  

 
 

Amending a notice 
 
4.30 There may be circumstances when amendment to the notice may be required.  

In these cases, the amendment to the notice must: 
 

• be undertaken in writing to the person given the notice or, if not, in a 
manner that produces a record of the amendment which the person 
given the notice may retain; 

 
• cross reference the original unique reference number; 

 
• record the date and time of the amendment; and 

 
• record the name and the office, rank or position held by the person 

amending the notice. 
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Contributions to Costs 
 
4.31 Should any person or persons incur costs in complying with a notice an 

appropriate contribution towards those costs may be made by the public 
authority that has imposed the disclosure requirement or obtained appropriate 
permission to impose that requirement.  

 
 

Confirmation of compliance with a notice 
 
4.32 Where a notice has been complied with, in full or as fully as practicable in all 

the circumstances, the person with appropriate permission for giving the notice 
or the person who gave the notice shall provide written confirmation of that 
fact to the person given the notice.  
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RULES ON THE EFFECT OF IMPOSING 
DISCLOSURE REQUIREMENTS 
 
5.1 The effect of giving a notice to a person who, at the time the notice is served, is 

in possession of both the protected information14 and a means of obtaining 
access to the information and of disclosing it in intelligible form (using a key or 
keys) is that he (or she): 

 
• may use any key or keys in his (or her) possession to gain access to the 

information or to put it into an intelligible form, and 
  
• is required to disclose the information described in the notice in an 

intelligible form, and 
 

• is required to make that disclosure in accordance with the notice. 
 
5.2 The person given notice to disclose the information in an intelligible form can 

nonetheless choose to disclose any key or keys (including any session key or 
keys) giving access to the information in an intelligible form, together with any 
relevant details of the cryptographic or other process used to protect the 
information. 

 
5.3 Voluntary disclosure of the key or keys providing access to the protected 

information in an intelligible form, to the person to whom disclosure of the 
intelligible information was required, and by the time that disclosure was 
required, will mean that the person given notice to disclose the information in 
an intelligible form shall have complied with the requirement imposed on him 
(or her) to do so. 

 
5.4 Where a disclosure requirement is to be imposed upon a business or service 

provider in order to assist an investigation or operation, appropriate 
consideration must be given to minimising any actual or possible disruption to 
the business or service, or any actual or possible inconvenience or unfairness to 
the customers of the business or users of the service.  

 
 
 

                                                            
14 Possession of the protected information includes being provided with protected information or a copy of it 
that has come into the possession of any person.  
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SPECIAL RULES ON THE EFFECT OF IMPOSING 
DISCLOSURE REQUIREMENTS 
 
6.1 This section concerns the circumstances in which a notice can be complied with 

only by the disclosure of a key, in other words: 
 

• requiring disclosure of the means to access protected information, or 
 
• requiring disclosure of the means to put protected information into an 

intelligible form.  
 
6.2 No section 49 notice shall require the disclosure of a key unless the person 

granting permission for the notice to be given has directed that the disclosure 
requirement can only be complied with by disclosure of a key, or the person 
giving such a notice has appropriate permission to do so or has express 
permission for giving such a direction. 

 
 

Special circumstances requiring disclosure of a key  
 
6.3 The Act imposes extra conditions upon requiring disclosure of a key, in addition 

to those for requiring the disclosure of protected information in an intelligible 
form.  

 
6.4 No person able to do so shall give a direction that a disclosure requirement can 

be met only by disclosure of a key unless that person believes:  
 

• that there are special circumstances of the case which mean that the 
purposes for which the disclosure notice is necessary would be defeated, 
in whole or in part, if a key was not required to be disclosed;  

 
and  

 
• that the requirement for disclosure of a key is proportionate to what is 

sought to be achieved by preventing compliance with the disclosure 
requirement other than by disclosure of a key. 

 
6.5 Matters to be considered in determining such proportionality include the extent 

and nature of any protected information (other than that to which the 
disclosure requirement relates) which is protected by the same key and any 
adverse effect that a disclosure requirement might have on a business carried 
on by the person on whom the requirement is imposed. 
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6.6 This means that the person giving a direction that a key is required to be 
disclosed must consider the actual or potential collateral intrusion that will or 
may arise from disclosure of the key and its application to any protected 
information that has come into the possession of any person or is likely to do so 
or might do so    

 
6.7 Although the special circumstances for giving direction to require the disclosure 

of a key will vary with each case as will the proportionality of doing so, such a 
requirement may be appropriate where: 

 
• trust is an issue – where there is doubt about the integrity of the person 

or organisation being asked to comply with a disclosure requirement, for 
example the person or organisation concerned is suspected of 
involvement in criminality or of protecting another person or persons 
involved in criminality; 

 
• credibility is an issue – where a prior disclosure of protected information 

in an intelligible form, whether undertaken voluntarily or in supposed 
compliance with a notice, is demonstrably incomplete;   

 
• timeliness is an issue – if a person or organisation has the key to 

protected information but cannot, for whatever reason and having been 
given the opportunity to do so, provide the information in an intelligible 
form in a time critical situation15; 

 
• the content of the intelligible information is an issue – where the person 

required to make the disclosure might find the intelligible form of the 
material offensive, obscene or otherwise distressing or it is important in 
the interests of justice that they do not view or be reminded of the 
material;  

 
• the key itself has evidential value – where there is reasonable belief that 

the key may provide evidence linking a person or persons to an offence or 
offences, for example where a person seeks to deny responsibility for 
protected information in their possession but a password or pass-phrase 
for the key is personal to the person being served the notice or is 
indicative of the material it protects; 

 
• practicality is an issue – where the key is divided into split-keys and it is 

not practicable or possible for the holders of the split-keys, or sufficient 
number of them, to act together to provide access to protected 
information or to disclose it in an intelligible form it may be necessary to 
require disclosure of one or more split-keys.      

 
                                                            
15    See paragraph 4.23 
 



Investigation of Protected Electronic Information 
A public consultation 

Page 36 

6.8 Particular care must be taken when considering the imposition of a requirement 
to disclose a key upon a provider of financial services in view of the crucial role 
that protected information has in the financial services sector. No such 
requirement should be imposed upon any company or firm regulated by the 
Financial Services Authority without prior notification to the Chairman of the 
Authority. The period of notification will be reasonable in all the circumstances 
of any instance.       

 
 

Notices requiring disclosure of a key 
 
6.9 Where a direction has been given that a notice can be complied with only by 

disclosure of a key, the notice must clearly state that the person on whom the 
notice is served may choose which key to disclose.  The only requirement is that 
the key is capable of rendering the protected information intelligible.  

 
6.10 Where a disclosure requirement is imposed on any person by a section 49 

notice and: 
 

• that person is not in possession of the information (either because they 
do not have the information, have not acquired the information or 
cannot be given possession); 

 
• that person is incapable, without the use of a key that is not in his (or 

her) possession, of obtaining access to the information and of disclosing 
it in an intelligible form (or so disclosing it), or 

 
• the notice states that it can only be complied with by the disclosure of a 

key to the information 
 

the effect of imposing that disclosure requirement is that the person given the 
notice shall be required, in accordance with the notice imposing the 
requirement, to disclose any key to the protected information that is in his (or 
her) possession at a relevant time, that is the time when the notice is given or 
any subsequent time before the time by which the disclosure requirement has 
to be complied with. 

 
6.11 Where a person has been given notice requiring that a key be disclosed, he (or 

she) may choose which key or keys to disclose together with any other 
requested relevant details of the cryptographic methods in use, including the 
relevant algorithm. The information given should be sufficient to allow the 
person giving the notice or the person to whom disclosure is required to be 
made to put the protected information described in the notice into intelligible 
form. 
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6.12 The recipient of a notice may disclose an alternative key such as a ‘session key’ 
if it enables the same access or functionality as an underlying true key would 
have enabled 

 
6.13 No person shall be required to disclose any key or keys other than those which 

are sufficient to enable the person giving the notice or the person to whom 
disclosure is required to be made to put the protected information described in 
the notice into intelligible form - even if the person given notice to disclose a 
key is in possession of more than one key to that information. 

 
6.14 The person given notice is able to comply with a requirement to disclose a key 

without disclosing all of the keys in his (or her) possession and where there are 
different keys, or combinations of keys, that would enable compliance with the 
notice, the person given notice may choose which key or combination of keys 
to disclose.  

 
6.15 Where a person is required by a section 49 notice to make a disclosure in 

respect of any protected information and that person: 
 

• has had possession of the key to the protected information but no longer 
has possession of it; 

 
• would have been required by the notice to disclose the key if it had 

continued to be in his (or her) possession, and 
 

• when given the notice, or within the time by which the notice must be 
complied with, is in possession of any information that would facilitate 
the obtaining or discovery of the key or the putting of the protected 
information into an intelligible form; 

 
the effect of the disclosure requirement is that he (or she) shall be required to 
disclose all such information to the person to whom he (or she) would have 
been required to disclose the protected information in an intelligible form or 
the key.  In other words to disclose anything they have that assists putting the 
protected information into an intelligible form. 
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KEEPING OF RECORDS 
 
7.1 Public authorities must retain copies of all written applications for permission 

to give a section 49 notice. Such applications must be available for scrutiny by 
the relevant independent Commissioner with a statutory oversight role.16  
Public authorities may be required to justify to the Commissioner the content 
of a particular application, or their general approach to, and handling of 
applications and giving of notices. 

 
7.2 All public authorities must maintain a central record of all applications for 

appropriate permission to give notices, of the grant of appropriate permission, 
of the giving of all notices and of compliance with each notice. These records 
must be available for inspection by the relevant Commissioner and retained to 
allow the Investigatory Powers Tribunal, established under Part IV of the Act, to 
carry out its functions.17 

 
7.3 This Code of Practice does not affect any other statutory obligations placed on 

public records to keep records under any other enactment. For example, where 
applicable in England and Wales, the relevant test given in the Criminal 
Procedure and Investigations Act 1996 as amended and the Code of Practice 
under that Act. This requires that material which is obtained in the course of an 
investigation and which may be relevant to the investigation must be recorded, 
retained and revealed to the prosecutor. 

 
 

                                                            
16   See Section 11 of this Code.  
17   The Tribunal will consider complaints made up to one year after the conduct to which the complaint 
relates and, where it is satisfied it is equitable to do so, may consider complaints made more than one year 
after the conduct to which the complaint relates. See section 67(5) of the Act. 
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PROCEDURES FOR DEALING WITH DISCLOSED 
MATERIAL 
 

Procedures for dealing with disclosed key material 
 
8.1 The Act clearly indicates18 that it is the duty of every person19 whose officers or 

employees include persons with duties that involve the giving of section 49 
notices to ensure that arrangements are in force to safeguard keys and key 
material obtained by the imposition of disclosure requirements. 

 
8.2 Such persons should ensure necessary arrangements are in force:  
 

• that any disclosed key is used only for obtaining access to, or putting into 
intelligible form, protected information described in the notice as a result 
of which the key was disclosed (or could have been described in such a 
notice had the key not already been disclosed); 

 
• that the use of any disclosed key is reasonable with regard both to the 

uses to which the person with the key is entitled to put any protected 
information to which the key relates and to the other circumstances of 
the case (in other words only reasonable use may be made of any 
disclosed key); 

 
• that the use of and retention of any disclosed key is proportionate to 

what is sought by its use or retention, and where any key is retained, its 
retention must be reviewed at appropriate intervals to confirm that the 
justification for its retention remains valid (otherwise it should be 
destroyed); 

 
• that the number of persons to whom any disclosed key is made available 

and the number of copies made of the key, if any, are each limited to the 
minimum necessary for the purpose of putting the protected information 
in an intelligible form;  

 
• that any disclosed key is stored, for as long as it is retained, in a secure 

manner.  The appropriate level of security for any disclosed key should be 
proportionate to intrinsic or financial value or to the sensitivity of the 
information protected by the key;  

 

                                                            
18  Section 55 of the Act. 
19  In particular the Secretary of State and every other Minister of the Crown in charge of a government 
department, every chief officer of police, the Director General of the Serious Organised Crime Agency and 
the Commissioners of Revenue and Customs. 
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• that all records of any disclosed key are destroyed as soon as the key is 
no longer required for the purpose of enabling protected information to 
be put into an intelligible form.20 

 
8.3 Such arrangements shall be recorded in writing setting out provision for the 

disclosure, copying, storage and destruction of any disclosed key material, and 
shall be agreed with the appropriate Commissioner. 

 
8.4 Extra care and security should be afforded to a key (a ‘multi-use key’) that has 

been used to protect information in addition to the protected information in 
the possession of the public authority or likely to come into its possession. Even 
though a person given notice is able to choose which key to disclose, they may 
disclose a multi-use key. The person to whom disclosure is made should so far 
as is practicable ensure that if a multi-use key is disclosed he is aware of that 
and can protect the key appropriately.    

 
8.5 Key material must be stored in a physically secure way such that it cannot be 

accessed through any means other than physically. For example the use of a 
floppy disk or USB stick may be appropriate but a laptop would not as it could 
theoretically be accessed remotely.  

 
8.6 Data should be secured behind an appropriate number of security zones using, 

where possible, different methods of security. For example material requiring 
the highest level of security should be stored in a combination safe, inside a 
locked store in an access controlled office which itself is within a 24 hour 
guarded building. Access to the data should not be possible by one person 
acting alone, requiring at least two people to have to conspire to unlawfully use 
any key. For example the combination to a safe in a locked store should not be 
known by a key holder of the store. 

 
8.7 Where keys or copies of keys are made available to a person other than the 

person to whom the key was disclosed a full audit trail must be maintained and 
be available for inspection by the appropriate Commissioner. 

 
8.8 The number of persons to whom the detail of any key or the fact of possession 

of a disclosed key is made available must be limited to the absolute minimum 
necessary to allow protected information to be made intelligible.  

 
8.9 Neither the key, the detail of any key, nor the fact of possession of a key may 

be disclosed to any person unless that person’s duties are such that he (or she) 
needs to know the information to carry out his (or her) duties. This obligation 
applies equally to disclosure to additional persons within an agency or public 
authority, to disclosure outside the agency or public authority and to any data 
processing facility.   

                                                            
20  See paragraph 8.10 
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8.10 Under normal circumstances where protected information is put into an 
intelligible form using a disclosed key, and that intelligible information is used 
in evidence or is disclosed in criminal proceedings, copies of the key will 
similarly be required for evidential or disclosure purposes.  

 
8.11 Where a requirement for disclosure of a key is necessary in relation to protected 

information obtained in exercise of a statutory power, that key will be handled 
with the due care and attention required for any sensitive or valuable evidential 
material. It shall be the duty of the person to whom the key is disclosed or the 
official in charge of any processing facility to afford it a higher level of security if 
that is necessary in the particular circumstances of the case and to protect the 
key material from unauthorised disclosure. 

 
 

Procedures for dealing with disclosed intelligible 
material 
 
8.12 Intelligible information which is disclosed in compliance with a notice should be 

handled with the same care and attention as other material that has been 
obtained by means of a statutory power to seize or otherwise require the 
production of documents or other property.  

 
 

Damages 
 
8.13 Should any person who has made a disclosure having been given a section 49 

notice or whose own protected information or whose own key has been 
disclosed as a consequence of a notice incur any loss or damage in consequence 
of: 

 
• any breach by a person on whom the duties to safeguard disclosed keys 

apply, or 
 

• any contravention of the arrangements for those safeguards made by any 
person who is under the control of a person to whom section 55 of the 
Act applies; 

 
the injured person may take civil action in relation to such a breach or 
contravention against the person on whom the duties to safeguard disclosed 
keys apply. 

 
8.14 Any court hearing such proceedings shall have regard to any opinion with 

respect to which the proceedings relate that is or has been given by a relevant 
Commissioner. 
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APPROPRIATE PERMISSION FOR THE GIVING OF 
NOTICES 
 
9.1 Any person using the powers in Part III, and specifically any person giving a 

section 49 notice, must have appropriate permission to do so.  Circumstances in 
which appropriate permission may be granted or persons have the appropriate 
permission are described in Schedule 2 to the Act. 

 
9.2 In general the permission to give a notice must be given by a person with at 

least the same level of authority as that required for the exercise of any power 
to obtain the protected information.  With certain exceptions, the appropriate 
permission to give a notice should, so far as is practical, be given by the same 
person authorising, or who authorised, the use of any power to obtain the 
protected information.    

 
9.3 Appropriate permission can never be given for a notice in respect of protected 

information that has been obtained unlawfully by a public authority. 
 
 

Appropriate permission granted by a judicial authority  
 
9.4 Public authorities may always seek appropriate permission for giving a section 

49 notice from a judicial authority.  Any member of a public authority will have 
appropriate permission if, and only if, written permission for giving the notice 
has been granted by: 

 
• a Circuit judge, in England and Wales; 

 
• a sheriff, in Scotland; or 

 
• a county court judge, in Northern Ireland 

 
9.5 Where such a judicial authority has granted appropriate permission to give a 

section 49 notice, no further permission from any other person is required. 
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Appropriate permission granted by a person holding 
judicial office 
 
9.6 Public authorities may obtain appropriate permission for giving a section 49 

notice from persons holding judicial office where protected information is likely 
to be, or has been, obtained under a warrant issued by such a person holding 
judicial office, that is to say:  

 
• any judge of the Crown Court or of the High Court of Justice; 

 
• any sheriff; 

 
• any justice of the peace; 

 
• any resident magistrate in Northern Ireland; or 

 
• any person holding any such judicial office as entitles him to exercise the 

jurisdiction of a judge of the Crown Court or of a justice of the peace. 
 
9.7 Appropriate permission may be given by the person who issues or issued the 

warrant or by a person holding judicial office who would have been entitled to 
issue the warrant.  Such permission might be granted, for example, in relation 
to a search warrant or production order under the Police and Criminal Evidence 
Act 1984 as amended or the Drug Trafficking Act 1994 as amended.   

 
9.8 Any person will have appropriate permission if: 
 

• before protected information is obtained, the warrant contained explicit 
permission for giving section 49 notices in relation to protected 
information to be obtained under the warrant or, 

 
• subsequent to the issue of the warrant, written permission is granted for 

giving section 49 notices in relation to protected information obtained 
under the warrant.   

 
9.9 Only a person who was entitled to exercise the power conferred by the warrant 

or who is a person on whom the power conferred by the warrant was, or could 
have been, conferred may have appropriate permission in relation to protected 
information obtained, or to be obtained, under a warrant issued by a person 
holding judicial office. 
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9.10 Where protected information is obtained under a statutory power without a 
warrant in the course of, or in connection with, the execution of a warrant 
containing appropriate permission, or where material unconnected with a 
search warrant is lawfully seized, for example under section 19 of the Police and 
Criminal Evidence Act 1984 (‘PACE’), appropriate permission for giving a notice 
in respect of that additional information will be required. 

 
 

Appropriate permission granted by the Secretary of 
State 
 
9.11 Where protected information is likely to be, or has been, obtained under a 

warrant issued by the Secretary of State (for example an interception warrant 
under section 8 of the Act, or a warrant for interference with wireless 
telegraphy, entry or interference with property under section 5 of the 
Intelligence Services Act 1994) appropriate permission for giving a section 49 
notice in respect of that information may be obtained from the Secretary of 
State. 

 
9.12 Only persons holding office under the Crown, the police, a member of staff of 

the SOCA or HMRC may have the appropriate permission in relation to 
protected information obtained, or to be obtained, under a warrant issued by 
the Secretary of State. 

 
9.13 Such persons have appropriate permission if the warrant issued by the Secretary 

of State contains permission for giving section 49 notices in relation to 
protected information to be obtained under the warrant or, subsequent to the 
issue of the warrant, the Secretary of State grants written permission for giving 
section 49 notices in relation to protected information obtained under the 
warrant.   

 
9.14 The Secretary of State may also grant written permission for giving section 49 

notices where protected information has come, or is likely to come, into the 
possession of any of the intelligence services without a warrant or where 
protected information has been, or is likely to be, obtained lawfully by any of 
the intelligence services using a statutory power but without the exercise of a 
warrant21 or where protected information is in the possession of any of the 
intelligence services, or is likely to come into their possession, for example 
material voluntarily disclosed or provided to any of the intelligence services.22   

 

                                                            
21  See paragraph 3 of Schedule 2 to the Act. 
22  See paragraph 5(2) of Schedule 2 to the Act. 



Investigation of Protected Electronic Information 
A public consultation 

Page 45 

9.15 Where the Secretary of State’s permission is sought he must grant the 
permission personally in writing or, in an urgent case,23 expressly authorise the 
grant of permission in which case a senior official may sign it.24 

 
 

Appropriate permission granted by an authorising 
officer  
 
9.16 Where protected information is likely to be, or has been, obtained in 

consequence of an authorisation under Part III of the Police Act 1997 
(authorisation of otherwise unlawful action in respect of property) appropriate 
permission for giving a section 49 notice may be obtained from an authorising 
officer within the meaning of section 93 of the 1997 Act or, in urgent cases, 
section 94 of that Act. 

 
9.17 Any person will have appropriate permission if, before protected information is 

obtained, the authorisation contained permission for giving notices in relation 
to protected information to be obtained under the authorisation or, subsequent 
to the issue of the authorisation, written permission is granted for giving notices 
in relation to protected information obtained under the authorisation.   

 
9.18 Only the police, SOCA and HM Revenue and Customs may have the 

appropriate permission in relation to protected information obtained, or to be 
obtained, under an authorisation under Part III of the Police Act 1997. 

 
 

                                                            
23  See paragraph 4.23 
24  See paragraph 8 of Schedule 2 to the Act. 
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Appropriate permission granted by a person exercising 
a statutory function  
 
9.19 The police, SOCA, HMRC and members of HM Forces have appropriate 

permission, without requirement for permission to be granted by a judicial 
authority, in relation to protected information: 

 
• that is likely to be, or has been, obtained by the exercise of a statutory 

power (and is not information obtained under a warrant issued by the 
Secretary of State or a person holding judicial office, or an authorisation 
under Part III of the Police Act 1997, or information obtained by the 
intelligence services), for example material obtained by the police under 
section 19 of PACE; 

 
• that is likely to be provided or disclosed, or has been provided or 

disclosed, in pursuance of a statutory duty; 
 

• that is likely to come into possession of, or is in the possession of, the 
police, SOCA, HMRC or a member of HM Forces under statute.   

 
9.20 In these circumstances, if a section 49 notice is to require disclosure, such 

permission may be given in line with the general requirements relating to 
appropriate permission. 

 
9.21 Otherwise a person shall not have the appropriate permission unless he is the 

person: 
 

• who exercised the statutory power (or is a person who could have 
exercised it); or 

 
• to whom the protected information was provided or disclosed (or is a 

person to whom provision or disclosure of the information would have 
discharged the statutory duty); or 

 
• is such a person when the power is exercised or the protected 

information provided or disclosed.  
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General requirements relating to appropriate 
permission 
 
9.22 Paragraph 6 of Schedule 2 to the Act sets out general requirements relating to 

persons having appropriate permission in the police, SOCA, HMRC and who are 
members of HM Forces.  A person has appropriate permission in relation to any 
protected information if he has possession of the protected information, or is 
likely to have possession of it, or is authorised to act on behalf of such a person. 

 
9.23 Where protected information has come into the possession of the police by 

means of the exercise of powers conferred by section 44 of the Terrorism Act 
2000 (power to stop and search), the appropriate permission to give a section 
49 notice in relation to that information must be granted by an officer holding 
at least the rank of Assistant Chief Constable of a police force or the rank of 
Commander in the Metropolitan Police Service or the City of London Police. 

 
9.24 Where protected information has come into the possession of the police, 

SOCA, HMRC or a member of HM Forces, a person shall not have appropriate 
permission unless that person holds certain rank or designation: 

 
• Police – superintendent or above; 

  
• SOCA – Director General or a member of staff of the SOCA of or above 

such level as the Director General may designate for this purpose; 
 

• HMRC – the Commissioners for Revenue and Customs themselves or an 
officer of their department of or above such level as they may designate 
for this purpose;  

 
• HM Forces – Lieutenant Colonel or its equivalent or above  
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Appropriate additional permission for giving directions 
for the disclosure of keys 
 
9.25 Where a disclosure requirement can only be met by disclosure of a key, 

appropriate additional permission for giving such a direction is required in the 
following circumstances: 

 
• for a direction by any constable (except a constable who is a member of 

the staff of the SOCA), and a member of Her Majesty’s forces who is a 
member of the police, by or with the permission of a chief officer of 
police; 

 
• for a direction by SOCA, by or with the permission of the Director 

General of the SOCA; 
 

• for a direction by HMRC, by or with the permission of the Commissioners 
for Her Majesty’s Revenue and Customs; 

 
• for a direction by a member of Her Majesty’s forces who is not a member 

of the police force, by or with the permission of, or above, the rank of 
Brigadier (or equivalent). 

 
9.26 Any permission granted for giving a direction that a disclosure requirement can 

only be met by disclosure of a key must be given expressly in relation to the 
specific direction.  

 
9.27 Any direction to disclose a key given by or with the permission of a chief officer 

of police, the Director General of the SOCA or the Commissioners for Her 
Majesty’s Revenue and Customs shall be notified to the Chief Surveillance 
Commissioner  

 
9.28 Any direction to disclose a key given by a member of Her Majesty’s forces shall 

also be notified to the Chief Surveillance Commissioner except where the 
direction is given by a member of Her Majesty’s forces who is not a member of 
a police force and is in connection with Her Majesty’s forces other than those in 
Northern Ireland in which case notification must be given to the Intelligence 
Services Commissioner. 

 
9.29 Notification to the appropriate Commissioner of any direction to disclose a key 

must be given in writing or electronically as soon as practicable and within no 
more than 7 days of the direction being given. 
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Duration of appropriate permission 
 
9.30 Permission granted to any person to give a section 49 notice can cease to have 

effect. 
 
9.31 Permission, once granted, has effect – regardless of the cancellation, expiry or 

discharge of any warrant or authorisation in which that permission is contained 
or to which it relates – until such time, if any, as that permission: 

 
• expires in accordance with any limitation on its duration that was 

contained in the terms of the permission, or 
 

• is withdrawn by the person who granted the permission or by a person 
holding any office or other position that would have entitled that person 
to grant the permission. 

 
9.32 All persons who grant permission for the giving of notices must attach an 

appropriate duration to all such permissions. Permission lasting for a lengthy 
period will always need careful consideration particularly with regard to 
whether in the specific circumstances the notice remains necessary and 
appropriate. 
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OFFENCES 
 
10.1 The Act provides for two criminal offences: failure to comply with a notice 

(Section 53) and making an unauthorised disclosure (tipping-off) (Section 54).  
 
 

Failure to comply with a notice 
 
10.2 Where a person given a section 49 notice knowingly fails to make the disclosure 

required they commit an offence. If the disclosure required is necessary in the 
interests of national security they may be convicted on indictment to a 
maximum of 5 years imprisonment25 or in any other case 2 years. On summary 
conviction they may be liable to a maximum six-month term of imprisonment 
or a fine not exceeding the statutory maximum or both. 

 
10.3 In proceedings against any person for failing to comply with a notice, if it is 

shown that he (or she) was in possession of a key to the protected information 
at any time before the notice was given, that person shall be considered to be in 
possession of that key at all subsequent times unless it is shown that the key 
was not in his possession after the giving of the notice and before the time that 
he (or she) was required to disclose it. 

 
10.4 If the person fails to raise some doubt as to whether he (or she) had the key 

when the notice was given or before any subsequent time by which he (or she) 
was required to make the disclosure, that person shall be taken to have 
continued to be in possession of that key. 

 
10.5 A person shall be taken to have shown they were not in possession of a key to 

protected information at a particular time if sufficient evidence of that fact is 
adduced to raise an issue with respect to their not having had possession of the 
key. The prosecutor has to prove the contrary beyond reasonable doubt. 

 
10.6 It is a defence for a person to show it was not reasonably practicable to make 

the disclosure required within the time limit given in the notice but that the 
disclosure was made as soon afterwards as was reasonably practicable.     

 
 

                                                            
25  Section 53 as amended by Section 15, Terrorism Act 2006 
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Tipping off    
 
10.7 Section 49 notices may contain a provision requiring the person to whom the 

notice is given and every other person who is permitted to or who necessarily   
becomes aware of it or of its contents to keep secret the giving of the notice, its 
contents and the things done to comply with it. The inclusion of a secrecy 
requirement in a notice requires the consent of the person granting permission 
for the notice to be given or for the person giving the notice to have that 
permission. 

 
10.8 This secrecy requirement is designed to preserve – but only where necessary – 

the covert nature of an investigation and to deter deliberate and intentional 
behaviour designed to frustrate statutory procedures and assist others to evade 
detection.  

 
10.9 The circumstances in which a secrecy requirement may be imposed are 

restricted in section 54 of the Act. There are two conditions; 
 

• the first condition is that the protected information has come, or is likely 
to come, into the possession of the police, SOCA, HMRC or the 
intelligence services; 

 
• the second condition is that the means by which the information was 

obtained needs to be kept secret in order to maintain the effectiveness of 
an investigation or operation or of investigative techniques generally, or 
in the interests of the safety or well being of any person.  

 
10.10 Any public authorities other than those specified in section 54 may not include 

a secrecy requirement in their disclosure notices  
 
10.11 In imposing any secrecy requirement it is enough for any person giving consent 

for that requirement or giving a notice including such a requirement to have 
considered that there is a particular person from whom it is reasonable to 
withhold the information.  

 
10.12 Where a secrecy requirement is imposed, the notice must make this clear and 

the person given notice and any other person who needs to know about the 
notice should be made aware explicitly of that requirement. The notice should 
also inform the recipient that he (or she) may nonetheless approach a 
professional legal adviser for advice about the effect of the provisions of Part III 
of the Act and that he (or she) may revoke any key that is disclosed provided 
the underlying reason for its revocation is not disclosed.   

 
10.13 The tipping-off offence is committed by a person who makes a disclosure to any 

other person of anything that he (or she) is required by the section 49 notice to 
keep secret. 
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Automatic tipping-off 
 
10.14 For security purposes, certain software has been designed to give an automatic 

warning when a key has been disclosed or has ceased to be secure. This can 
conflict with a secrecy requirement, although the person seeking permission to 
give the notice should, so far as is practicable, establish whether the intended 
recipient of the notice uses such software and if so what reasonable steps they 
can take to prevent or defer such disclosure.   

 
10.15  Where a disclosure occurs contrary to a secrecy requirement it is a defence for 

a person to show that the disclosure was automatic and effected entirely by the 
operational software designed to indicate that a key to protected information 
ceases to be secure and they could not reasonably have prevented that taking 
place, whether after being given the notice or becoming aware of it or its 
contents. 

 
10.16 It is also a defence for a person to show that the disclosure was made by or to a 

professional legal adviser as part of giving advice to a client of his about the 
effect of the provisions of Part III of the Act and that the person to whom or by 
whom the disclosure was made was the client or a representative of the client; 
or where a disclosure was made by a legal adviser in connection with any 
proceedings before a court or tribunal. 

 
10.17 If a disclosure is made by or to a legal professional adviser with a view to 

furthering any criminal purpose that disclosure shall not be a defence in 
proceedings for a Section 54 offence. 

 
 

Authorised disclosure 
 
10.18 It is not the intention of the Act to penalise individuals within organisations 

who, for example, have been given a notice imposing a disclosure requirement 
but need the assistance of another colleague in order to comply with the notice.      

 
10.19 In section 54(9) the Act provides a statutory defence to unauthorised disclosure 

where the disclosure was made to a relevant Commissioner or was authorised 
by a Commissioner; by the terms of the notice; by, or on behalf of, the person 
who gave the notice or by, or on behalf of, a person in lawful possession of the 
protected information to which the notice relates.    
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OVERSIGHT 
 
11.1  The Act provides for Commissioners whose remit is to provide independent 

oversight of the exercise and performance of the powers and duties contained 
in Part III - except where those powers and duties are being exercised by a 
judicial authority. 

 
11.2 There are three independent Commissioners with relevant oversight 

responsibilities: 
 

• the Interception of Communications Commissioner who keeps under 
review: 

 
– the exercise and performance by the Secretary of State of the powers 

and duties conferred or imposed on him by or under Part III, 
particularly the grant of appropriate permission for the giving of a 
section 49 notice in relation to information obtained under Part I 
(intercepted material and other related communications data), and 

 
– the adequacy of the arrangements for complying with the safeguards 

in section 55 in relation to key material for protected information 
obtained under Part I. 

 
• the Intelligence Services Commissioner who keeps under review (so far as 

they are not required to be kept under review by the Interception of 
Communications Commissioner): 

 
– the exercise and performance by the Secretary of State of the powers 

and duties conferred or imposed on him by Part III particularly the 
grant of appropriate permission for the giving of a section 49 notice in 
connection with, or in relation to, the activities of the intelligence 
services and the activities (other than activities in Northern Ireland) 
of the Ministry of Defence (‘MOD’) and members of HM Forces; 
 

– the exercise and performance by members of the intelligence services 
of the powers and duties conferred or imposed on them by or under 
Part III; 

 
– the exercise and performance, in places other than Northern Ireland, 

by officials of the MOD and members of HM Forces of the powers 
and duties conferred or imposed on such officials or members of HM 
Forces by or under Part III, and 
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– the adequacy of the arrangements for complying with the safeguards 
in section 55 in relation to members of the intelligence services and, 
in connection with any of their activities in places other than 
Northern Ireland, in relation to officials of the MOD and members of 
HM Forces. 

 
• the Chief Surveillance Commissioner who keeps under review, so far as 

they are not kept under review by the other Commissioners: 
 

– the exercise and performance, by any person (other than a judicial 
authority) of the powers and duties conferred or imposed, otherwise 
than with the permission of a judicial authority, by or under Part III, 
and 

 
– the adequacy of the arrangements for complying with the safeguards 

in section 55 by those persons whose conduct is subject to review by 
the Chief Surveillance Commissioner. 

 
11.3 This code does not cover the exercise of the Commissioners’ functions.  It is the 

duty of any person who uses the powers conferred by Part III, or on whom 
duties are conferred, to comply with any request made by a Commissioner to 
provide any information he requires for the purposes of enabling him to 
discharge his functions. 

 
11.4 Should any Commissioner establish that an individual has been adversely 

affected by any wilful or reckless failure by any person within a public authority 
exercising or complying with the powers and duties under Part III of the Act he 
shall inform the affected individual of the existence of the Tribunal and its role.  
The Commissioner should disclose sufficient information to the affected 
individual to enable him or her to effectively engage the Tribunal.   
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COMPLAINTS 
   
12.1 The Act established an independent Tribunal (‘the Investigatory Powers 

Tribunal’).  The Tribunal is made up of senior members of the judiciary and the 
legal profession and is independent of the Government.  The Tribunal has full 
powers to investigate and decide any case within its jurisdiction, which includes 
the giving of a notice under section 49 or any disclosure or use of a key to 
protected information. 

 
12.2 This code does not cover the exercise of the Tribunal’s functions.  Details of the 

relevant complaints procedures can be obtained from the following address: 
  
 
 

The Investigatory Powers Tribunal, 
PO Box 33220 

London 
SW1H 9ZQ 

 
  020 7035 3711



Investigation of Protected Electronic Information 
A public consultation 

Page 56 

 
 



 

ISBN - 1-84473-916-3  HO_00472_G 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


