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FOREWORD—What this Report is about

Home Office Ministers hold regular meetings with the ministers of the interior of
the other five largest EU States: Germany, France, Italy, Spain and Poland. At the
last such meeting in Heiligendamm in March 2006 the G6 ministers discussed
their joint response to terrorism, illegal immigration and organised crime. The
United Kingdom was represented by the then Home Secretary.

Decisions were reached at that meeting which, if taken forward, would involve
important changes to current EU thinking and to declared Government policy.
The Home Office releases no information about these meetings, which receive
minimal publicity. Ministers should report back to Parliament routinely after such
meetings.

Europe has experienced a rise of terrorism; the (36 ministers represent some of the
countries which consider themselves most vulnerable. The exchange of
information between law enforcement agencies is a major weapon in the fight
against terrorism and other serious crime. The response of the ministers has been
to reconsider the constraints which data protection rules place on the sharing of
such data. The Committee has considered the decisions taken at the
Heiligendamm meeting, and in particular the tensions between law enforcement
and data protection.

We do not understand why the former Home Secretary should have apparently
agreed with other G6 ministers to press forward with the “availability” principle
and disregard data protection issues. This is contrary to the decision of the
Member States in the Hague Programme, contrary to the advice of independent
data protection authorities, inconsistent with what the Home Office Ministers had
told us, and against the views of the Finnish Presidency. The exchange of
information between the law enforcement authorities is important, but not so
important that civil rights can be eroded.
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e The rotating chair was part of the original concept and the order came
about as different members volunteered. The order is now set but
precisely where Poland will fit into the cycle has yet to be agreed. As it
stands the cycle runs Germany-UK-Italy-Spain-France. The exact
timing of meetings depends on the chair. There are no set time intervals
between meetings but they tend to occur at 3—-6 monthly intervals. For
the UK meeting no venue has been finalised but we are provisionally
looking to hold it in or around Stratford-upon-Avon at the end of
October.

e The agenda for each meeting is decided by the host State. There is
usually a degree of informal discussion about the agenda before each
meeting, as well as preparatory meetings of senior officials. The
expectation is that the agenda should reflect at least in part any work
that has been ongoing since the last meeting but there are no fixed
rules.

In a letter of 6 June the Home Secretary pointed out that there are other
groupings of countries which meet regularly.” An example he gave was the
Visegrad group. This is a grouping of ministers from the Czech and Slovak
Republics, Poland and Hungary which was set up in 1991. One of their
common aims was accession to the EU. Now that they have achieved this,
they will have common interests as EU Member States, but these are mainly
the interests of a regional group. We note that they have a website giving
details of past and future meetings;* the G6 group does not. Other regional
groups mentioned were the Benelux, the Baltic Sea taskforce, and the Nordic
Cooperation Group.’

In oral evidence to us, Baroness Ashton drew an analogy between the G6
and the Common Law club, the members of which are the United Kingdom,
Ireland, Cyprus and Malta.® Again, although all four are EU Member States,
their common interest lies outside their EU membership. We think all of
these are very imperfect analogies; the countries of the G6 have nothing in
common except their size, and hence the weight they can bring to bear in
negotiations.

We see nothing objectionable in ministers from different Member
States meeting informally for exchanges of views on any topics they
wish. On the contrary, we believe such meetings are valuable in
promoting dialogue and facilitating decision-making. As the Union
becomes ever larger, the need for discussions in smaller groups will grow.
The danger comes when such meetings assume such a degree of formality,
and the decisions reached such a degree of immovability, that they appear to
take over from meetings of the Community institutions. We appreciate that
these institutions are sometimes criticised, and in particular that with
enlargement they have grown cumbersome and unwieldy. This problem will
not be resolved in the short term now that the fate of the Constitutional
Treaty is in doubt; but nor can it be resolved by some only of the Member
States creating alternative fora.

Letter of 6 June to Lord Grenfell: see Appendix 4.

www.visegradgroup.org

Evidence of Peter Storr, Q 100.
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information by law enforcement authorities.”’ Access under this proposal
would be subject to important safeguards. Only designated national
authorities would have access to the information; access would be limited to
specific categories of serious crime; access must be necessary in a specific
case; the information which can be accessed is limited; and further onward
transfer of information would be restricted. Crucially, Article 8 of the
proposed Decision provides for the DPFD to apply, and the Decision on
access to VIS could not apply until the DPFD has entered into force.

In an explanatory memorandum of 19 December 2005 the Government
welcomed this proposal, and stated that “it attaches importance to ensuring
that an important mechanism exists to protect personal data processed under
this proposal. The Government welcomes the provisions under Article 8 of
the draft proposal and in particular notes the provision that the [DPFD] will
apply to personal data processed under this instrument.” The application of
the DPFD was also welcomed by the European Data Protection Supervisor
in his Opinion of 20 January 2006. But both he and the United Kingdom
Information Commissioner thought that the position of those countries
which (like the United Kingdom) do not have direct access to VIS should be
clarified, so that the DPFD applies to them too in relation to information
from VIS sent to them by a participating State.

The proposal for access to VIS by law enforcement authorities is a document
we continue to keep under scrutiny. We have had correspondence with
Home Office ministers about it, and some of our questions have been
answered, most recently in a letter from Tony McNulty MP of 20 February
2006. Mr McNulty wrote again on 2 March 2006 to provide us with the
views of the Information Commissioner on this proposal. These raised a
number of concerns which we were told would be taken into account during
negotiations. We hope therefore that the “full and effective access” which the
G6 ministers consider desirable continues to be subject to the rigorous
safeguards contained in the Commission proposal, and to the application of
the DPFD which the Government welcomed three months earlier.

The Government should ensure that access to data in the Visa
Information System for the purposes of crime control is subject to
safeguards no less rigorous than those in the current Commission
proposal, including those suggested by the data protection
authorities.

31 The Council Decision of 8 June 2004 establishing the Visa Information System (2004/512/EC) is a first
pillar measure based on Article 66 TEC. However the Proposal for a Council Decision concerning access
for consultation of the Visa Information Service (VIS) by the authorities of Member States responsible for
internal security and by Europol for the purposes of the prevention, detection and investigation of terrorist
offences and other serious criminal offences (Document 15142/05, 25 November 2005) is a third pillar
measure: the legal base is Article 30(1)(b) and Article 34(2)(c) of the TEU.
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under our system, and subject to relatively stringent safeguards, to countries
which might offer a much lower degree of protection. Mr Peter Hustinx, the
European Data Protection Supervisor (EDPS), made the same point in oral
evidence: “I noticed Baroness Ashton referring to ‘robust legislation’ in the
UK—but this involves all Member States. You never know which data you
are going to get; you never know which data you are going to share with
other countries.”?®

37. In the Hague Programme the European Council invited the Commission to
bring forward proposals for implementing the principle of availability in
which “key conditions should be strictly observed”. These conditions
included a guarantee of the integrity of the data; confidentiality of the data;
common standards for access to the data; respect for data protection;
protection of the individual from abuse of data; and the right to seek
correction of incorrect data. And all this was to be without prejudice to the
work in progress on the draft Data Protection Framework Decision
(DPFD).”” The importance of the two Framework Decisions, on the
Principle of Availability and on Data Protection, going forward together was
thus emphasised.

38. The Commission brought forward proposals for both Framework Decisions
in October 2005. The Framework Decision on the principle of availability
deals with six categories of information (DNA profiles, fingerprints, ballistics,
vehicle registration, telephone numbers and other communications data, and
data in civil registers for identifying persons) which are expected to be
available (either directly online, or on request) for exchange between
equivalent law enforcement agencies in Member States.?®

39. The DPFD is intended to assist police and judicial cooperation in criminal
matters. It will provide a regulatory framework for the exchange and
processing of personal data between competent authorities of Member
States, and for the transmission of such data to third parties. It has two main
purposes: to ensure that any information that may be exchanged has been
processed legitimately and in accordance with privacy rights and
fundamental principles relating to data quality; and to see that the exchange
of information between competent authorities is not prejudiced by different
levels of data protection.

40. In an explanatory memorandum of 1 November 2005 Paul Goggins MP,
then a Parliamentary Under-Secretary of State at the Home Office, told us
that “the [United Kingdom] Presidency attaches importance to ensuring
coherence” between the two Framework Decisions. In a letter of 9 January
2006 he said: “It is intended that the processing of personal data under this
Framework Decision [on the principle of availability] should be in
accordance with the provisions of [the DPFD]”.

41. Mr Hustinx, the EDPS, issued on 28 February 2006 a closely argued formal
Opinion on the Framework Decision on the Principle of Availability. He
concluded:

36 Q 28.
37 The Hague Programme, paragraph 2.1, agreed by the European Council on 4-5 November 2004.

38 Draft Framework Decision on the exchange of information under the principle of availability (Document
13413/05).
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Baroness Ashton added that she did not believe the principle of availability
should have to wait for the DPFD “providing (a) you are conscious that you
will have to sign up to the DPFD at a Council of Ministers at some point,
and therefore you need to be alive to the discussions and deliberations and to
be sure it is working in that sense in tandem, and (b) therefore that you do
not do something that would be outside that.”**

In oral evidence, Ms Ryan elaborated on the view expressed by the Home
Secretary in his letter. She told us that the joint view of the Home Office and
DCA, and indeed of the Government, was that the principle of availability
and the DPFD were both priorities, and they would like to see both move
forward quickly. But if negotiations on the DPFD were going slowly, they
would not want the principle of availability slowed down in any way. This
was the reason for the Heiligendamm statement. If this was what transpired,
the principle of availability would have to be brought into force with interim
data protection measures which would come under the DPFD umbrella once
negotiations on this had been completed.®

One reason why the Home Secretary was not concerned about the two
Framework Decisions proceeding at different paces was that “existing data
protection rules will continue to apply until the DPFD negotiations have
finished”. These rules are the “domestic data protection regimes for law
enforcement and judicial processing that comply, at a minimum, with the
Council of Europe Convention*® on processing of personal data.”*” Baroness
Ashton seemed to be of the same view.*® But the view of Mr Hustinx was
that when the principle of availability was put into practice “all the problems
will emerge which normally emerge”: a few countries had adequate
safeguards and some did not, so that when the same data was shared it would
be dealt with under different standards. This was bound to raise problems in
criminal procedure investigations.*

At their conference in Budapest on 24 and 25 April this year the European
Data Protection Authorities “remind[ed] Member States that sharing
personal information between their law enforcement authorities is
permissible only on the basis of data protection rules ensuring a high and
harmonised data protection standard at European level in all participating
states”. They also stressed that “existing legal instruments applicable in the
EU on data protection are too general to provide effective data protection in
the field of law enforcement.”

For all these reasons we believe that reliance on national data protection laws
is insufficient.

44 Q8.

45 Q118.

46 Council of Europe Convention No. 108 for the Protection of Individuals with regard to Automatic
Processing of Personal Data (1981). Another relevant Council of Europe instrument is Recommendation
R(87)15 of 1987 regulating the use of personal data in the police sector. Convention No. 108 is considered
too general effectively to safeguard data protection in the area of law enforcement. The Recommendation is
of more specific relevance but, unlike the Convention, is not binding. Furthermore, neither of these
instruments applies to direct automated access, nor are there clear binding rules about the further
processing of transmitted data.

47 Letter to Lord Grenfell of 6 June 2006, Appendix 4.

8 Q8.
19 Q28.
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Informal groupings of Member States such as the G6 are not unique in the EU;
there are a number of such that meet outside the structures of the EU to discuss
issues of mutual interest. For example, the Schengen Convention had its origin in
an informal grouping of Member States and other current groupings include the
Benelux and Visegrad countries as well as the Salzburg Group. These are not just
regional groupings, for example, the Prim group has brought together countries
interested in taking forward the information sharing agenda.

The main aim of the G6 is to discuss issues of mutual interest in the areas of
migration, organised crime and terrorism with a view to sharing ideas and best
practice while identifying concrete actions that can be taken forward by all six or
any number of them. Recent topics of discussion have included the integration of
migrants and improving the exchange of information. But as the G6 is made up of
EU Member States this is also a useful forum for discussing whether any of the
ideas raised at G6 meetings might also be explored at EU level, or even be used as
the basis of formal EU proposals. For example, G6 expert discussions on ID cards
helped inform the EU conclusions reached under the UK Presidency of the EU,
and G6 expert views on the implementation of the Principle of Availability were
helpful in taking forward discussions in the “Friends of the Presidency” expert

group.

As an informal group, without any decision making powers or secretariat, the G6
cannot and does not seek to impose the outcome of its discussions on the rest of
the EU. Conclusions are made public at the end of each meeting to signal the
political commitment of the six to the agreements reached during discussion but
are not binding on anyone, certainly not other Member States or EU institutions.
It is a forum where ideas can be frankly discussed, relations with important EU
peers strengthened and practical co-operation improved.

In preparations for G6 meetings as with any other informal meetings it is the
practice of the Home Office to consult other government departments and ensure
that policy positions are agreed.

To answer the first of the specific points raised in your letter, there are times when
G6 proposals will go further than current EU policy. Innovation and informal
political discussion are part of the benefit of small informal groups (such as the
(G6). But there is certainly no intention to bypass or undermine EU measures that
are either in place or in the process of being negotiated.

To the extent that G6 action affects only G6 members there is no need or
requirement for other Member States to be involved. This would be the same for
other bi-lateral and multilateral arrangements between EU Member States.
However, by de-briefing colleagues from other Member States the G6 is open with

non-members and does not preclude their involvement in action stemming from
the G6.

Any G6 suggestions that EU bodies, such as Frontex and Europol, should be given
additional duties are simply suggestions and reflect ongoing EU level discussions
on the future of Europol, its relationship with other bodies and the sort of
methodology that might be best to help prioritise their work. Any formal changes
to EU bodies would need to go through the normal EU channels.

On the implementation of the Principle of Availability, the G6 view that work
should not be delayed by negotiations on the Data Protection Framework
Decision (DPFD) does not differ from those of many other Member States. It is
also the shared position of the Home Office and DCA, who have worked closely
together on a range of EU measures to improve information sharing, including the
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—G@G6 countries have sent a clear message on illegal migration by organizing joint
flights to return illegal immigrants, subject to individual removal orders. The
sound cooperation mechanism established on the basis of a consolidated network
of contact points has proved its worth. The G6 will increase the number of flights
and intensify involvement of FRONTEX and the other Member States.

—The ministers’ calls for including biometrics in national identity documents were
incorporated in the decision of the EU Council of Ministers of Justice and Home
Affairs on 1-2 December 2005.

The decision of the Council of Ministers for Justice and Home Affairs of 12 July
2005 designated EUROPOL as the central agency for euro counterfeiting, laying
the groundwork for an even more efficient fight against euro counterfeiting and
successfully implementing the initiative launched at the meeting of interior
ministers in Garmisch-Partenkirchen.






