
HOUSE OF LORDS 
 
 

European Union Committee 
 
 

40th Report of Session 2005–06 
 
 

Behind Closed Doors: 
the meeting of the G6 
Interior Ministers at 

Heiligendamm 
 
 
 

Report with Evidence 
 
 

 
Ordered to be printed 11 July 2006 and published 19 July 2006 

 
 

Published by the Authority of the House of Lords 
 

London : The Stationery Office Limited 
£price 

 
 
 

HL Paper 221 



 

The European Union Committee 
The European Union Committee is appointed by the House of Lords “to consider European 
Union documents and other matters relating to the European Union”. The Committee has seven 
Sub-Committees which are: 
Economic and Financial Affairs, and International Trade (Sub-Committee A) 
Internal Market (Sub-Committee B) 
Foreign Affairs, Defence and Development Policy (Sub-Committee C) 
Environment and Agriculture (Sub-Committee D) 
Law and Institutions (Sub-Committee E) 
Home Affairs (Sub-Committee F) 
Social and Consumer Affairs (Sub-Committee G) 

Our Membership 
The Members of the European Union Committee are: 
Lord Blackwell     Lord Maclennan of Rogart 
Lord Bowness     Lord Marlesford 
Lord Brown of Eaton-under-Heywood  Lord Neill of Bladen 
Lord Dubs     Lord Radice 
Lord Geddes     Lord Renton of Mount Harry 
Lord Goodhart     Baroness Thomas of Walliswood 
Lord Grenfell (Chairman)   Lord Tomlinson 
Lord Hannay of Chiswick   Lord Woolmer of Leeds 
Lord Harrison     Lord Wright of Richmond 
 
The Members of the Sub-Committee which carried out this inquiry (Sub-Committee F (Home 
Affairs)) are: 
 Lord Avebury 
 Baroness Bonham-Carter of Yarnbury 
 Earl of Caithness 
 Lord Corbett of Castle Vale 
 Lord Dubs 
 Baroness Henig 
 Earl of Listowel 
 Lord Marlesford 
 Viscount Ullswater 
 Lord Wright of Richmond (Chairman) 

Information about the Committee 
The reports and evidence of the Committee are published by and available from The Stationery 
Office. For information freely available on the web, our homepage is: 
http://www.parliament.uk/parliamentary_committees/lords_eu_select_committee.cfm 
There you will find many of our publications, along with press notices, details of membership and 
forthcoming meetings, and other information about the ongoing work of the Committee and its 
Sub-Committees, each of which has its own homepage. 

General Information 
General information about the House of Lords and its Committees, including guidance to 
witnesses, details of current inquiries and forthcoming meetings is on the internet at 
http://www.parliament.uk/about_lords/about_lords.cfm 

Contacts for the European Union Committee 
Contact details for individual Sub-Committees are given on the website. 
General correspondence should be addressed to the Clerk of the European Union Committee, 
Committee Office, House of Lords, London, SW1A OPW 
The telephone number for general enquiries is 020 7219 5791. 
The Committee’s email address is euclords@parliament.uk 



 

CONTENTS 

 Paragraph Page 

Foreword—What this Report is about  4 

Chapter 1: Introduction 1 5 
Background 1 5 
Transparency and accountability 8 7 
The position of the other nineteen Member States 14 8 
Matters discussed at Heiligendamm 17 9 

Chapter 2: Police access to Eurodac and VIS 19 10 
Eurodac 20 10 
The Visa Information System (VIS) 26 11 

Chapter 3: Data Protection  32 13 
The Principle of  Availability 32 13 
Volte-face at Heiligendamm 42 15 
Negotiation of the Data Protection Framework Decision 52 17 

Chapter 4: Conclusions and recommendations 59 18 
Transparency and accountability 59 18 
Police access to Eurodac and VIS 61 18 
Principle of Availability and Data Protection 64 18 

Appendix 1: Sub-Committee F (Home Affairs)  19 

Appendix 2: Minutes of Proceedings on the Report  20 

Appendix 3: List of Witnesses  21 

Appendix 4: Correspondence with the Home Secretary  22 

Appendix 5: Conclusions of the Heiligendamm meeting  25 

Appendix 6: Other reports  29 
 
Oral Evidence 
Department for Constitutional Affairs, Baroness Ashton of Upholland, 
Parliamentary Under-Secretary of State   1 
Mr Peter Hustinx, European Data Protection Supervisor 
Oral Evidence (7 June 2006)  6 

Statewatch, Mr Tony Bunyan 
Written Evidence  13 
Oral Evidence (14 June 2006)  14 

Home Office, Ms Joan Ryan MP, Parliamentary Under-Secretary of State  
and Mr Peter Storr, Director, International Directorate 
Oral Evidence (28 June 2006)  26 
 
Written Evidence 
JUSTICE  35 

 
Note: References in the text of the Report are as follows: 
(Q) refers to a question in oral evidence 
(p) refers to a page of written evidence 



 

 

FOREWORD—What this Report is about 
___________________________________________________________________________________________________________________________________________________________________________________________________________________  

 
Home Office Ministers hold regular meetings with the ministers of the interior of 
the other five largest EU States: Germany, France, Italy, Spain and Poland. At the 
last such meeting in Heiligendamm in March 2006 the G6 ministers discussed 
their joint response to terrorism, illegal immigration and organised crime. The 
United Kingdom was represented by the then Home Secretary. 
 
Decisions were reached at that meeting which, if taken forward, would involve 
important changes to current EU thinking and to declared Government policy. 
The Home Office releases no information about these meetings, which receive 
minimal publicity. Ministers should report back to Parliament routinely after such 
meetings. 
 
Europe has experienced a rise of terrorism; the G6 ministers represent some of the 
countries which consider themselves most vulnerable. The exchange of 
information between law enforcement agencies is a major weapon in the fight 
against terrorism and other serious crime. The response of the ministers has been 
to reconsider the constraints which data protection rules place on the sharing of 
such data. The Committee has considered the decisions taken at the 
Heiligendamm meeting, and in particular the tensions between law enforcement 
and data protection. 
 
We do not understand why the former Home Secretary should have apparently 
agreed with other G6 ministers to press forward with the “availability” principle 
and disregard data protection issues. This is contrary to the decision of the 
Member States in the Hague Programme, contrary to the advice of independent 
data protection authorities, inconsistent with what the Home Office Ministers had 
told us, and against the views of the Finnish Presidency. The exchange of 
information between the law enforcement authorities is important, but not so 
important that civil rights can be eroded. 



Behind Closed Doors: the meeting 
of the G6 Interior Ministers at 
Heiligendamm 

CHAPTER 1: INTRODUCTION 

Background 

1. Of the twenty-five Member States of the EU, the six largest account for three 
quarters of its population.1 Collective decisions of their ministers on major 
aspects of EU policy in the field of justice and home affairs, while not 
necessarily conclusive, will inevitably have a major impact on the future 
direction of that policy. One would therefore expect that meetings of those 
ministers, and decisions taken at their meetings, would attract wide interest 
from the media, from the European Parliament and national parliaments, from 
interested non-governmental organisations, and from academics and others. 

2. This was not the case when the ministers of the interior of those Member 
States—the G6—met at the German Baltic resort of Heiligendamm on 
22 and 23 March 2006. They discussed almost every aspect of EU policy of 
interest to them, and in many cases reached firm conclusions on the action 
which should be taken, and the timetable for it. However in the United 
Kingdom the meetings went almost entirely unnoticed. The Home Office did 
not issue a press notice, and the then Home Secretary, the Rt Hon 
Charles Clarke MP, who had attended the meeting on behalf of the United 
Kingdom, did not make an oral or written statement to Parliament. So far as 
we have been able to discover there was no contemporaneous comment in 
the broadcast media, and only minimal comment in any of the broadsheets.2 

3. The German Ministry of the Interior published the Conclusions of the 
Heiligendamm meeting shortly afterwards. An English translation was made 
available to us, and it was this that aroused our interest. We set it out in full 
in Appendix 5. 

4. The Heiligendamm meeting was the first at which Poland had been invited 
to join the ministers from the other five States, but it was not the first such 
meeting. The Home Office supplied us with the following background 
information: 

• The G6 meetings originated in 2003 out of discussions between former 
Home Secretary David Blunkett and French Interior Minister Nicolas 
Sarkozy. Until the Heiligendamm meeting and the addition of Poland 
this group went under the name of “G5” rather than “G6”. The format 
has stayed fairly constant, with the emphasis on informal ad hoc 
meetings, and meetings tend to take place (as at Heiligendamm) over a 
24 hour period involving an overnight stay in the host country.  

                                                                                                                                     
1 According to figures for 2004 supplied by Eurostat, of the 456.8 million inhabitants of the EU, 340.4m  

(74.5%) lived in Germany (82.5m), France (59.9m), the United Kingdom (59.6m), Italy (57.9m), Spain 
(42.3m) and Poland (38.2m). 

2 There were articles in the Financial Times and Daily Telegraph on Friday 24 March. 
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• The rotating chair was part of the original concept and the order came 
about as different members volunteered. The order is now set but 
precisely where Poland will fit into the cycle has yet to be agreed. As it 
stands the cycle runs Germany-UK-Italy-Spain-France. The exact 
timing of meetings depends on the chair. There are no set time intervals 
between meetings but they tend to occur at 3–6 monthly intervals. For 
the UK meeting no venue has been finalised but we are provisionally 
looking to hold it in or around Stratford-upon-Avon at the end of 
October. 

• The agenda for each meeting is decided by the host State. There is 
usually a degree of informal discussion about the agenda before each 
meeting, as well as preparatory meetings of senior officials. The 
expectation is that the agenda should reflect at least in part any work 
that has been ongoing since the last meeting but there are no fixed 
rules. 

 5. In a letter of 6 June the Home Secretary pointed out that there are other 
groupings of countries which meet regularly.3 An example he gave was the 
Visegrád group. This is a grouping of ministers from the Czech and Slovak 
Republics, Poland and Hungary which was set up in 1991. One of their 
common aims was accession to the EU. Now that they have achieved this, 
they will have common interests as EU Member States, but these are mainly 
the interests of a regional group. We note that they have a website giving 
details of past and future meetings;4 the G6 group does not. Other regional 
groups mentioned were the Benelux, the Baltic Sea taskforce, and the Nordic 
Cooperation Group.5 

6. In oral evidence to us, Baroness Ashton drew an analogy between the G6 
and the Common Law club, the members of which are the United Kingdom, 
Ireland, Cyprus and Malta.6 Again, although all four are EU Member States, 
their common interest lies outside their EU membership. We think all of 
these are very imperfect analogies; the countries of the G6 have nothing in 
common except their size, and hence the weight they can bring to bear in 
negotiations. 

7. We see nothing objectionable in ministers from different Member 
States meeting informally for exchanges of views on any topics they 
wish. On the contrary, we believe such meetings are valuable in 
promoting dialogue and facilitating decision-making. As the Union 
becomes ever larger, the need for discussions in smaller groups will grow. 
The danger comes when such meetings assume such a degree of formality, 
and the decisions reached such a degree of immovability, that they appear to 
take over from meetings of the Community institutions. We appreciate that 
these institutions are sometimes criticised, and in particular that with 
enlargement they have grown cumbersome and unwieldy. This problem will 
not be resolved in the short term now that the fate of the Constitutional 
Treaty is in doubt; but nor can it be resolved by some only of the Member 
States creating alternative fora. 

                                                                                                                                     
3 Letter of 6 June to Lord Grenfell: see Appendix 4. 
4 www.visegradgroup.org   
5 Evidence of Peter Storr, Q 100. 
6 Q 7. 
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Transparency and accountability 

8. From what we have said in paragraph 2 above, it will be clear that 
transparency was not among the attributes of this meeting. Statewatch 
pointed out that “there is no formal requirement to publish an agenda or 
minutes, there is no system of access to documents, there is no process of 
public consultation or impact assessment, and the existence or activity of any 
working groups…is unclear.”7 Tony Bunyan, the director of Statewatch, 
elaborated on this in his oral evidence.8 

9. These are meetings arranged not just weeks but months in advance, and it 
would no doubt be feasible to publish in advance the agenda, and any papers 
to be considered. While this would certainly be desirable, we are not 
ourselves inclined to be too critical of the failure to do so. The G6 group, 
though it has a degree of formality, has no formal constitution or position in 
the EU system. We can see that ministers wish to keep their agenda flexible 
until shortly before the meeting, and would not wish to hamper frank 
exchanges of views in advance of the meeting. 

10. The position after the meeting is different. Statewatch has described these 
meetings as “utterly lacking in the rudiments of accountability as understood 
at national or EU level.”9 Mr Bunyan spoke to the same effect in his oral 
evidence.10 In our view it is desirable that, once the meetings have taken 
place and the ministers have reached decisions, these should be given the 
fullest publicity. The Home Office seems on the contrary to have gone out of 
its way to disclose little or nothing about the meeting.  

11. We asked the Home Secretary to allow a minister to give oral evidence to us. 
He was initially reluctant to do so,11 but on 27 June he agreed that Joan Ryan 
MP, a Parliamentary Under-Secretary of State at the Home Office, should 
give oral evidence to us the following day. She was accompanied by 
Peter Storr, the Director of the International Directorate at the Home Office, 
who was with the former Home Secretary at Heiligendamm. We put to 
Ms Ryan the failure of the Home Office to disclose anything about the 
meeting. She told us that the usual practice was to put the conclusions of G6 
meetings on the website of the Ministry of the host State, as had been done 
in March. She offered to place the Conclusions of the October meeting on 
the Home Office website. She did not think access by English-speaking 
people to a German website, or indeed by Polish-speaking people to an 
English website, would cause any problems; there was no attempt to prevent 
anybody knowing what the Conclusions were.12 

12. At a time when the European Council has agreed a new Policy on 
Transparency, with many of its debates open to the public and broadcast in 
all Community languages,13 there is every reason why Parliament and the 
public should be given the fullest information about a meeting of this 
potential significance. Ministers returning from Council meetings are 

                                                                                                                                     
7 Written evidence, p 14. 
8 Q 49. 
9 p 14.  
10 Q 58. 
11 See the correspondence between Lord Grenfell and the Home Secretary set out in Appendix 4. 
12 QQ 82, 88, 89, 93. 
13 Annex I to the Presidency Conclusions of the European Council, 15–16 June 2006, document 10633/06. 
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expected to report back by written ministerial statement; the same should 
apply to meetings of the G6. The Home Office should publish the 
Conclusions of all G6 meetings—in English. 

13. We recommend that the results of subsequent G6 meetings should be 
fully publicised by the Home Office. A written ministerial statement 
should be made to Parliament. The papers should be sent to this 
Committee, and to the Commons European Scrutiny Committee and 
Home Affairs Committee. 

The position of the other nineteen Member States 

14. A G6 meeting is not a forum in which ministers of some only of the Member 
States can purport to change EU policy, or even to make formal proposals 
for changes to EU policy (as opposed to expressing a hope or expectation 
that such policy will change). It is not clear that the ministers recognise this. 
The Conclusions record that other Member States “will be fully informed 
about proposals made by the G6 countries and can participate in their 
implementation”. This is an extraordinarily patronising way of referring to 
the interests of three quarters of the Member States. There is no suggestion 
that those States might have views of their own about the desirability of these 
proposals, and so far from being grateful for being allowed to participate in 
their implementation, might even be opposed to them. Ms Ryan told us that 
there was not “any desire or wish among the G6 to ride roughshod over small 
Member States”;14 but that in our view is the result. The G6 should 
recognise that they are not the Europe des Six.   

15. Inter-governmental groupings of this type, which lack the basic democratic 
requirements of accountability and transparency, have in the past led to the 
Schengen agreement and the Schengen Convention. Neither EU citizens, 
nor their representatives, nor indeed those Member States that were not 
originally part of the Schengen group, had any say on these policies of 
fundamental importance. They were presented with a fait accompli.15  

16. A more recent example is the Prüm group. This group, initially of five 
Member States (Belgium, Netherlands, Luxembourg, Germany and 
Austria), was joined by France and Spain for the signature of a Convention 
on the exchange of DNA profiles, fingerprints and vehicle registration data.16 
This to our mind is a perfect illustration of the dangers of a small group of 

                                                                                                                                     
14 Q 96. 
15 On 14 June 1985 Belgium, France, Germany, Luxembourg and the Netherlands—five of the (then) ten 

Member States—signed an Agreement gradually to abolish all controls at their internal borders. On 
19 June 1990 they signed a Convention providing for the abolition of all internal border controls, together 
with a number of compensating measures on policing and immigration. Article 140 of the Convention 
provided that any Member State might become a party to the Convention, and between 1990 and 1996 all 
of the remaining (by then 15) Member States except the United Kingdom and Ireland signed Agreements 
to accede to the Convention. None of these Agreements made amendments to the Convention. On the 
entry into force of the Treaty of Amsterdam on 1 May 1999 the Convention and all these Agreements, 
together with a large body of implementing measures (the “Schengen acquis”), were integrated into the 
European Union. 

16 The Convention was signed at Prüm, Germany, on 27 May 2005. Ratification was approved by the 
Austrian Bundesrat on 21 April 2006, by the Spanish Senado on 6 June 2006, and by the German 
Bundesrat on 16 June 2006. It will enter into force between these three States ninety days after the deposit 
of the instruments of ratification. The ratification is less advanced in the other four States party. It will 
enter into force for each of these ninety days after the deposit of the individual instruments of ratification. 
On 4 July 2006 the Italian and German Ministers of the Interior signed a Joint Declaration recording the 
intention of Italy to accede to the Convention. 
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Member States taking steps which pre-empt negotiations already taking place 
within the EU institutions. Article 1(2) of the Prüm Convention provides 
that any Member State may accede to it, and Article 1(4) sets out the aim 
“of incorporating the provisions of the Convention into the legal framework 
of the European Union”. But those provisions are now set in stone, and are 
being treated as if they were already part of EU policy. Any Member State 
wishing to join the Convention must take it as it finds it.17 If the Convention 
does become part of the legal framework of the EU, that framework will for 
practical purposes have been imposed by seven Member States on the other 
eighteen; and those eighteen include the United Kingdom.18 

Matters discussed at Heiligendamm 

17. The matters discussed at Heiligendamm are recorded in the Conclusions 
under the following headings: 

• Promoting integration and combating illegal immigration;19 

• Fighting terrorism; 

• Fighting drugs and organised crime; 

• Principle of availability; 

• Schengen Convention; and 

• SIS II / VIS.20 

This is followed by a brief summary of “the positive results of cooperation 
achieved so far”.  

18. The Conclusions on two of these issues raised questions which we thought 
should be investigated. The first was the suggestion that law enforcement 
agencies should have access to Eurodac and to the VIS database. We deal 
with this in the following chapter. The second issue, dealt with in Chapter 3, 
is the relationship between the principle of availability and data protection. 

                                                                                                                                     
17 Oral evidence of Tony Bunyan, QQ 56, 61.  
18 The United Kingdom would be bound only if it opted in. On 14 March 2006 Baroness Scotland of Asthal, 

in reply to a starred question asking whether the Government proposed that the United Kingdom should 
become a party to the Convention, told the House: “The Government are looking closely at the Prüm 
Convention. No decision has yet been taken. We expect to come to a preliminary view in the next few 
months.” On 22 June an official of the Commission told us that the United Kingdom was “in 
negotiations”. However in evidence to us on 28 June, Ms Ryan told us that nothing had changed since 
March (Q 129). 

19 We were interested to see that “With regard to returning illegal residents, the ministers agreed to 
coordinate their actions in dealing with countries of origin and transit particularly in the Mediterranean and 
Eastern Europe, to take coordinated action encouraging greater cooperation with third countries and to 
actively support the Commission in negotiating and concluding readmission agreements…” These are all 
matters on which we commented in our recent report Illegal Migrants: proposals for a common EU returns 
policy (32nd Report, Session 2005-06, HL Paper 166).  

20 Respectively the Second Generation Schengen Information System, which is the subject of a separate 
inquiry by Sub-Committee F of this Committee, and the Visa Information System. 
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CHAPTER 2: POLICE ACCESS TO EURODAC AND VIS 

19. The issue of police cooperation arises in a number of contexts. Under the 
heading of combating illegal immigration, the Heiligendamm Conclusions 
state that “the ministers are committed to rapidly introducing the Visa 
Information System (VIS), including a sponsor’s database in VIS and police 
access to Eurodac, as well as full access of authorities responsible for internal 
security to VIS”. 

Eurodac 

20. Eurodac is a fingerprint database established under the first pillar solely to 
assist in the determination of the country responsible for considering asylum 
applications. It requires all Member States to take the fingerprints of asylum 
applicants and of others apprehended for the irregular crossing of external 
borders. The fingerprints are transmitted to a central database which the 
immigration authorities of other Member States can access, allowing them to 
check the identity of asylum applicants, and to check whether an alien found 
illegally present in one Member State has applied for asylum in another 
Member State. Importantly, fingerprints are erased after ten years; earlier if a 
person has meanwhile been granted citizenship of a Member State. 

21. The Regulation establishing Eurodac21 does not contemplate police access to 
Eurodac, nor is there any reason why it should; the fingerprints are collected 
for the very specific purpose prescribed in Article 1(1) of the Regulation.22 
There is not at present any legislative proposal on the table to widen the 
scope of Eurodac. Police access to the database held by the Commission 
would be an entirely new departure.23 The sole legal basis of the Regulation 
is Article 63(1)(a) of the EC Treaty,24 and that alone would be insufficient to 
allow access for purposes other than those in Article 1(1), whose wording is 
taken directly from the Treaty. 

22. In their Conclusions the ministers state that they “intend to intensify 
cooperation in fighting illegal immigration and link national centres. Experts 
from all authorities concerned (border police, police, immigration 
authorities) should work together to ensure information is shared at the 
necessary levels.” There are certainly arguments for a degree of 
interoperability between the databases of SIS, VIS and Eurodac to assist in 
combating crime;25 if fingerprints are found at the scene of a serious crime, 

                                                                                                                                     
21 Council Regulation (EC) No 2725/2000 of 11 December 2000 concerning the establishment of “Eurodac” 

for the comparison of fingerprints for the effective application of the Dublin Convention, OJ L 316 of 
1.12.2000. This is a first pillar measure, but any instrument allowing access for general law enforcement 
purposes would be a third pillar measure. 

22 Article 1(1) reads: “A system known as “Eurodac” is hereby established, the purpose of which shall be to 
assist in determining which Member State is to be responsible pursuant to the Dublin Convention for 
examining an application for asylum lodged in a Member State, and otherwise to facilitate the application 
of the Dublin Convention under the conditions set out in this Regulation.” 

23 Written evidence of Statewatch, p 13. 
24 So far as relevant, this reads: “The Council…shall…adopt (1) measures on asylum…within the following 

areas: (a) criteria and mechanisms for determining which Member State is responsible for considering an 
application for asylum submitted by a national of a third country in one of the Member States”. 

25 See the Communication from the Commission to the Council and the European Parliament on improved 
effectiveness, enhanced interoperability and synergies among European databases in the area of justice and 
home affairs (Document 15122/05) (the Communication on Interoperability).  
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and there is evidence that an asylum-seeker may be involved, access to 
Eurodac might reveal valuable information about the person whose prints 
had been found.26 Routine access is different. As the Commission put it, 
“neither claiming asylum nor a visa application indicates in any way that a 
hitherto innocent individual will commit a crime or a terrorist act”.27  

23. If Eurodac is to be used for purposes other than those for which it was set 
up, a number of matters must first be addressed. Foremost among them are 
the issues of data protection, and whether law enforcement authorities will 
destroy fingerprints taken from Eurodac when they are erased from that 
database. As to the first of these, Ms Ryan agreed in oral evidence that the 
Data Protection Framework Decision (DPFD)28 would need to be in place 
before there could be police access to Eurodac.29 We are not aware that the 
second problem has yet been considered. 

24. We have doubts about the legality of police access to Eurodac under 
existing EU law, and recommend that the Government should 
examine the legality of what is proposed. 

25. While a case can be made for allowing police access to data collected 
for a different purpose, we believe that the Data Protection 
Framework Decision should first be in place. We are concerned that 
the requirement to delete the data could be overridden if it is 
transferred onto police databases. 

The Visa Information System (VIS) 

26. The database of the Visa Information System contains the data on visa 
applicants needed for the exchange of information between those Member 
States which have abolished checks at their internal borders. VIS is not a law 
enforcement tool, but is being developed for the application of the Common 
Visa Policy. 

27. Under point 6, the Heiligendamm Conclusions state: 

“[The ministers] also emphasized that the authorities responsible for internal 
security of participating States must have full and effective access to both SIS 
and VIS to satisfy the interest of all EU Member States in efficient crime 
control.” 

The “participating States” do not include the United Kingdom; the Council 
Legal Service regards VIS as part of the Schengen acquis, so that United 
Kingdom access to information on VIS is denied. Nevertheless Mr Storr 
emphasised the desirability of law enforcement authorities throughout 
Europe having access to the system.30  

28. The position is not entirely analogous to Eurodac, since in the case of VIS 
there is already a Commission proposal on the table for access to the 

                                                                                                                                     
26 House of Commons European Scrutiny, Session 2005–06, 15th Report. 
27 Communication on interoperability. 
28 Proposal for a Council Framework Decision on the protection of personal data processed in the framework 

of police and judicial cooperation in criminal matters (Document 13019/05). 
29 Q 101. 
30 Q 108. 
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information by law enforcement authorities.31 Access under this proposal 
would be subject to important safeguards. Only designated national 
authorities would have access to the information; access would be limited to 
specific categories of serious crime; access must be necessary in a specific 
case; the information which can be accessed is limited; and further onward 
transfer of information would be restricted. Crucially, Article 8 of the 
proposed Decision provides for the DPFD to apply, and the Decision on 
access to VIS could not apply until the DPFD has entered into force. 

29. In an explanatory memorandum of 19 December 2005 the Government 
welcomed this proposal, and stated that “it attaches importance to ensuring 
that an important mechanism exists to protect personal data processed under 
this proposal. The Government welcomes the provisions under Article 8 of 
the draft proposal and in particular notes the provision that the [DPFD] will 
apply to personal data processed under this instrument.” The application of 
the DPFD was also welcomed by the European Data Protection Supervisor 
in his Opinion of 20 January 2006. But both he and the United Kingdom 
Information Commissioner thought that the position of those countries 
which (like the United Kingdom) do not have direct access to VIS should be 
clarified, so that the DPFD applies to them too in relation to information 
from VIS sent to them by a participating State. 

30. The proposal for access to VIS by law enforcement authorities is a document 
we continue to keep under scrutiny. We have had correspondence with 
Home Office ministers about it, and some of our questions have been 
answered, most recently in a letter from Tony McNulty MP of 20 February 
2006. Mr McNulty wrote again on 2 March 2006 to provide us with the 
views of the Information Commissioner on this proposal. These raised a 
number of concerns which we were told would be taken into account during 
negotiations. We hope therefore that the “full and effective access” which the 
G6 ministers consider desirable continues to be subject to the rigorous 
safeguards contained in the Commission proposal, and to the application of 
the DPFD which the Government welcomed three months earlier. 

31. The Government should ensure that access to data in the Visa 
Information System for the purposes of crime control is subject to 
safeguards no less rigorous than those in the current Commission 
proposal, including those suggested by the data protection 
authorities. 

                                                                                                                                     
31 The Council Decision of 8 June 2004 establishing the Visa Information System (2004/512/EC) is a first 

pillar measure based on Article 66 TEC. However the Proposal for a Council Decision concerning access 
for consultation of the Visa Information Service (VIS) by the authorities of Member States responsible for 
internal security and by Europol for the purposes of the prevention, detection and investigation of terrorist 
offences and other serious criminal offences (Document 15142/05, 25 November 2005) is a third pillar 
measure: the legal base is Article 30(1)(b) and Article 34(2)(c) of the TEU. 
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CHAPTER 3: DATA PROTECTION  

The Principle of Availability 

32. The principle of availability means that “throughout the Union, a law 
enforcement officer in one Member State who needs information in order to 
perform his duties can obtain this from another Member State, and that the 
law enforcement agency in the other Member State which holds this 
information will make it available for the stated purpose…”.32 If the 
information is available, it must be provided; the grounds for declining to do 
so are extremely limited. 

33. All Member States have law enforcement agencies which collect information 
about individuals for use in the fight against crime. If that information is not 
accurate, not only is it of little or no use for that purpose, but it can be 
damaging to the individual concerned. As the recent problems with 
information stored by the Criminal Records Bureau (CRB) showed, it can be 
even more damaging where information is recorded against the wrong 
individuals. Between March 2002 and March 2006 there were 2,273 cases of 
individuals being wrongly listed by the CRB as having criminal records.33 To 
someone who, because of being wrongly listed, has lost the opportunity of 
being offered a job it can be of little comfort to be told that this represented 
only 0.025% of the disclosures issued.  

34. The importance of having procedures for checking the accuracy of 
information stored is clear. Every State has mechanisms for challenging that 
accuracy, but the data subject cannot challenge it unless he is aware that it is 
being held. Whether, when and how he is so informed, how and at what 
stage he can challenge it, and with what likelihood of success, are all matters 
left to national laws. It is equally important that the information should not 
be abused; access to it must be limited strictly to those who need it and it 
must be used only for the purpose for which it was supplied. These 
limitations too are at present subject to national law. 

35. Terrorism and other serious crimes do not respect national boundaries, and 
it is therefore essential that the national law enforcement agencies of Member 
States should have access to information collected by the agencies of other 
States. Europol may also need it. But safeguards must be in place before this 
pooling of information can take place. If information collected under the law 
of one Member State and subject to the safeguards provided under that law 
is transmitted to another Member State, it immediately becomes subject to 
different and possibly lesser safeguards.  

36. In oral evidence Baroness Ashton of Upholland, the Parliamentary 
Under-Secretary of State at the Department for Constitutional Affairs 
(DCA) responsible for data protection, told us that the United Kingdom had 
“a very strong and solid data protection framework”.34 The Home Secretary 
compared it favourably with that of other Member States.35 This emphasises 
our point: we would be under an obligation to send information collected 

                                                                                                                                     
32 The Hague Programme, paragraph 2.1, agreed by the European Council on 4–5 November 2004. 
33 Written Answer by Joan Ryan MP, 5 June 2006, (HC) col. 270W. 
34 Q 14. 
35 Letter of 6 June to Lord Grenfell, Appendix 4. 
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under our system, and subject to relatively stringent safeguards, to countries 
which might offer a much lower degree of protection. Mr Peter Hustinx, the 
European Data Protection Supervisor (EDPS), made the same point in oral 
evidence: “I noticed Baroness Ashton referring to ‘robust legislation’ in the 
UK—but this involves all Member States. You never know which data you 
are going to get; you never know which data you are going to share with 
other countries.”36 

37. In the Hague Programme the European Council invited the Commission to 
bring forward proposals for implementing the principle of availability in 
which “key conditions should be strictly observed”. These conditions 
included a guarantee of the integrity of the data; confidentiality of the data; 
common standards for access to the data; respect for data protection; 
protection of the individual from abuse of data; and the right to seek 
correction of incorrect data. And all this was to be without prejudice to the 
work in progress on the draft Data Protection Framework Decision 
(DPFD).37  The importance of the two Framework Decisions, on the 
Principle of Availability and on Data Protection, going forward together was 
thus emphasised.  

38. The Commission brought forward proposals for both Framework Decisions 
in October 2005. The Framework Decision on the principle of availability 
deals with six categories of information (DNA profiles, fingerprints, ballistics, 
vehicle registration, telephone numbers and other communications data, and 
data in civil registers for identifying persons) which are expected to be 
available (either directly online, or on request) for exchange between 
equivalent law enforcement agencies in Member States.38  

39. The DPFD is intended to assist police and judicial cooperation in criminal 
matters. It will provide a regulatory framework for the exchange and 
processing of personal data between competent authorities of Member 
States, and for the transmission of such data to third parties. It has two main 
purposes: to ensure that any information that may be exchanged has been 
processed legitimately and in accordance with privacy rights and 
fundamental principles relating to data quality; and to see that the exchange 
of information between competent authorities is not prejudiced by different 
levels of data protection. 

40. In an explanatory memorandum of 1 November 2005 Paul Goggins MP, 
then a Parliamentary Under-Secretary of State at the Home Office, told us 
that “the [United Kingdom] Presidency attaches importance to ensuring 
coherence” between the two Framework Decisions. In a letter of 9 January 
2006 he said: “It is intended that the processing of personal data under this 
Framework Decision [on the principle of availability] should be in 
accordance with the provisions of [the DPFD]”. 

41. Mr Hustinx, the EDPS, issued on 28 February 2006 a closely argued formal 
Opinion on the Framework Decision on the Principle of Availability. He 
concluded: 

                                                                                                                                     
36 Q 28. 
37 The Hague Programme, paragraph 2.1, agreed by the European Council on 4–5 November 2004. 
38 Draft Framework Decision on the exchange of information under the principle of availability (Document 

13413/05). 
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“Any legal instrument implementing the principle of availability should not 
be adopted without the prior adoption of essential guarantees on data 
protection as included in the proposal for a Framework Decision on the 
protection of personal data.”39 

Volte-face at Heiligendamm 

42. The G6 ministers at Heiligendamm “highlighted the importance of 
improving cross-border information exchange between law enforcement 
authorities”, and suggested focusing on DNA, fingerprints and vehicle 
registration data. The Conclusions continue: 

“The ministers underscored that rapid implementation of the availability 
principle must not depend on the adoption of a framework decision on data 
protection in the third pillar.” 

43. This statement, described by JUSTICE in their written evidence40 as “a 
remark…merely en passant”, was seen by them as “a cause for grave 
concern”. We agree. To divorce the progress of the two Framework 
Decisions in this cavalier fashion goes against the instructions of the 
European Council in the Hague Programme, against the Commission 
proposals, and against the views of the EDPS published barely three weeks 
previously. It is moreover inconsistent with what was said to us less than 
three months earlier by a Home Office minister. 

44. We asked the present Home Secretary the reason for this abrupt reversal of 
policy. Dr Reid wrote:  

“The Government believes that for the fight against ever-more sophisticated 
crime, it is important to ensure any potentially drawn-out negotiations on the 
DPFD do not block progress on the Principle of Availability.”41 

45. Until 2001 data protection was the responsibility of the Home Office, but 
responsibility was then transferred to the DCA. We questioned the extent to 
which DCA ministers and officials had been consulted about this change of 
policy, and whether they agreed with it. In his letter the Home Secretary told 
us that the G6 view that the principle of availability should not be delayed by 
negotiations on the DPFD was “the shared position of the Home Office and 
DCA”.42  

46. While we do not doubt that, by the date of the Home Secretary’s letter, DCA 
had come to share the Home Office view that a policy change was desirable, 
we wondered at what stage DCA had reached this view, and in particular 
whether this was before the Heiligendamm meeting, or perhaps afterwards 
when they might have been presented with a fait accompli. Baroness Ashton 
assured us that the briefing carried by the former Home Secretary at the 
Heiligendamm meeting included a briefing provided by DCA and agreed by 
her “on issues particularly around data protection that were relevant at that 
meeting”.43 We were not told to what extent, if at all, that briefing emphasised 
the importance of the two Framework Decisions proceeding together. 

                                                                                                                                     
39 Opinion of the European Data Protection Supervisor on the Proposal for a Council Framework Decision 

on the exchange of information under the principle of availability (COM (2005) 490 final), OJ C 116 of 
17.5.06.  

40 p 37. 
41 Letter of 6 June 2006 to Lord Grenfell, Appendix 4.  
42 Letter of 6 June 2006 to Lord Grenfell, Appendix 4. 
43 Q 2. 
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47. Baroness Ashton added that she did not believe the principle of availability 
should have to wait for the DPFD “providing (a) you are conscious that you 
will have to sign up to the DPFD at a Council of Ministers at some point, 
and therefore you need to be alive to the discussions and deliberations and to 
be sure it is working in that sense in tandem, and (b) therefore that you do 
not do something that would be outside that.”44  

48. In oral evidence, Ms Ryan elaborated on the view expressed by the Home 
Secretary in his letter. She told us that the joint view of the Home Office and 
DCA, and indeed of the Government, was that the principle of availability 
and the DPFD were both priorities, and they would like to see both move 
forward quickly. But if negotiations on the DPFD were going slowly, they 
would not want the principle of availability slowed down in any way. This 
was the reason for the Heiligendamm statement. If this was what transpired, 
the principle of availability would have to be brought into force with interim 
data protection measures which would come under the DPFD umbrella once 
negotiations on this had been completed.45 

49. One reason why the Home Secretary was not concerned about the two 
Framework Decisions proceeding at different paces was that “existing data 
protection rules will continue to apply until the DPFD negotiations have 
finished”. These rules are the “domestic data protection regimes for law 
enforcement and judicial processing that comply, at a minimum, with the 
Council of Europe Convention46 on processing of personal data.”47 Baroness 
Ashton seemed to be of the same view.48 But the view of Mr Hustinx was 
that when the principle of availability was put into practice “all the problems 
will emerge which normally emerge”: a few countries had adequate 
safeguards and some did not, so that when the same data was shared it would 
be dealt with under different standards. This was bound to raise problems in 
criminal procedure investigations.49 

50. At their conference in Budapest on 24 and 25 April this year the European 
Data Protection Authorities “remind[ed] Member States that sharing 
personal information between their law enforcement authorities is 
permissible only on the basis of data protection rules ensuring a high and 
harmonised data protection standard at European level in all participating 
states”. They also stressed that “existing legal instruments applicable in the 
EU on data protection are too general to provide effective data protection in 
the field of law enforcement.”  

51. For all these reasons we believe that reliance on national data protection laws 
is insufficient. 

                                                                                                                                     
44 Q 8. 
45 Q 118. 
46 Council of Europe Convention No. 108 for the Protection of Individuals with regard to Automatic 

Processing of Personal Data (1981). Another relevant Council of Europe instrument is Recommendation 
R(87)15 of 1987 regulating the use of personal data in the police sector. Convention No. 108 is considered 
too general effectively to safeguard data protection in the area of law enforcement. The Recommendation is 
of more specific relevance but, unlike the Convention, is not binding. Furthermore, neither of these 
instruments applies to direct automated access, nor are there clear binding rules about the further 
processing of transmitted data. 

47 Letter to Lord Grenfell of 6 June 2006, Appendix 4. 
48 Q 8. 
49 Q 28. 
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Negotiation of the Data Protection Framework Decision 

52. We asked Mr Hustinx whether he thought the DPFD was likely to be in 
force in time to provide safeguards for all the instruments on exchange of law 
enforcement information. He replied that discussions were progressing very 
slowly, partly because “national delegations tend to come from law 
enforcement areas which, up to now, largely prefer to ignore data 
protection”. He added: “I wish that the energy that the Heiligendamm 
Declaration seems to invest in pushing availability [was] equally invested in 
ensuring that this link is respected”.50 We agree. 

53. Finland now has the Presidency. In its preliminary agenda for its Presidency, 
issued on 24 May, it stated: 

“The principle of availability should be established as the cornerstone for 
information exchange from the beginning of 2008. Finland will take this 
project forward, paying particular attention to the data protection issues that 
have to be addressed in relation to police and judicial cooperation in criminal 
matters, before the principle of availability can be applied.” 

In oral evidence to us the Finnish Ambassador confirmed the importance of 
“comprehensive and uniform data protection provisions affecting individuals 
[being] created to counterbalance the principle of availability”.51  

54. This in our view is the right combination of priorities. We were glad to hear 
from Ms Ryan that the Government strongly support the Finnish Presidency 
in pressing ahead with the DPFD.52 Baroness Ashton has written to say that 
Finland hopes that negotiations will be concluded under its Presidency; it 
intends to hold monthly meetings from September, “and the UK has made 
clear its full support for this desire to quicken the pace of progress on the 
proposal”.53 

55. It is entirely understandable that ministers who are primarily responsible for 
security and for the fight against terrorism and serious crime should want to 
have at their disposal all available weapons. Among such weapons is the 
pooling of all relevant information. But it is the sign of a mature democracy 
that it can proceed with law enforcement measures without disregarding the 
rights of individuals.   

56. Notwithstanding the pressing need to share data among the  
twenty-five Member States for the purposes of fighting terrorism and 
other serious crime, we urge the G6 ministers not to take forward the 
principle of availability without ensuring adequate data protection 
safeguards. 

57. If the G6 ministers are unhappy about the progress of the principle of 
availability, the solution is for ministers to invest equal energy in 
negotiations to take forward the Data Protection Framework 
Decision. This should be treated as a matter of high priority.  

58. We urge the Government to support the Finnish Presidency in 
reaching agreement on data protection before the principle of 
availability can be applied. 

                                                                                                                                     
50 Q 40. 
51 His Excellency Mr Jaakklo Laajava, in evidence to the Select Committee on 4 July (Q 11). 
52 Q 119. 
53 Letter to Lord Grenfell of 27 June 2006. 
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CHAPTER 4: CONCLUSIONS AND RECOMMENDATIONS 

Transparency and accountability 

59. We see nothing objectionable in ministers from different Member States 
meeting informally for exchanges of views on any topics they wish. On the 
contrary, we believe such meetings are valuable in promoting dialogue and 
facilitating decision-making. (paragraph 7) 

60. We recommend that the results of subsequent G6 meetings should be fully 
publicised by the Home Office. A written ministerial statement should be 
made to Parliament. The papers should be sent to this Committee, and to 
the Commons European Scrutiny Committee and Home Affairs Committee. 
(paragraph 13) 

Police access to Eurodac and VIS 

61. We have doubts about the legality of police access to the Eurodac database 
under existing EU law, and recommend that the Government should 
examine the legality of what is proposed. (paragraph 24) 

62. While a case can be made for allowing police access to data collected for a 
different purpose, we believe that the Data Protection Framework Decision 
should first be in place. We are concerned that the requirement to delete the 
data could be overridden if it is transferred onto police databases. 
(paragraph 25) 

63. The Government should ensure that access to data in the Visa Information 
System for the purposes of crime control is subject to safeguards no less 
rigorous than those in the current Commission proposal, including those 
suggested by the data protection authorities. (paragraph 31) 

Principle of Availability and Data Protection 

64. Notwithstanding the pressing need to share data among the twenty-five 
Member States for the purposes of fighting terrorism and other serious 
crime, we urge the G6 ministers not to take forward the principle of 
availability without ensuring adequate data protection safeguards. 
(paragraph 56) 

65. If the G6 ministers are unhappy about the progress of the principle of 
availability, the solution is for ministers to invest equal energy in negotiations 
to take forward the Data Protection Framework Decision. This should be 
treated as a matter of high priority. (paragraph 57) 

66. We urge the Government to support the Finnish Presidency in reaching 
agreement on data protection before the principle of availability can be 
applied. (paragraph 58) 

67. We make this Report to the House for information. 



 THE MEETING OF THE G6 INTERIOR MINISTERS AT HEILIGENDAMM 19 

APPENDIX 1: SUB-COMMITTEE F (HOME AFFAIRS) 

 

The members of the Sub-Committee which conducted this inquiry were: 

 
Lord Avebury 
Baroness Bonham-Carter of Yarnbury 
Earl of Caithness 
Lord Corbett of Castle Vale 
Lord Dubs 
Baroness Henig 
Lord Marlesford 
Earl of Listowel 
Viscount Ullswater 
Lord Wright of Richmond (Chairman) 
 
 
 

Declarations of Interests: 

A full list of Members’ interests can be found in the Register of Lords Interests: 

http://www.publications.parliament.uk/pa/ld/ldreg.htm 

Members declared no interests relevant to this inquiry. 



20 THE MEETING OF THE G6 INTERIOR MINISTERS AT HEILIGENDAMM 

APPENDIX 2: MINUTES OF PROCEEDINGS ON THE REPORT 

 
Wednesday 5 July 2006 

Present 
 Lord Avebury 
 Baroness Bonham-Carter of Yarnbury 
 Lord Dubs 
 Baroness Henig 
 Earl of Listowel 
 Lord Marlesford 
 Viscount Ullswater 
 Lord Wright of Richmond (Chairman) 

 
The Committee considered the draft Report. 

Paragraphs 1 to 24 (now 23) were agreed to, with amendments. 

It was moved by the Lord Marlesford to leave out paragraphs 25 and 26 (now  
24 and 25), and to substitute: 

The collection and use of biometrics to establish a reliable record of personal 
identity is expanding in many countries. This identification data should be 
available for any legitimate government purpose. It therefore makes sense for 
the police to have access to the Eurodac fingerprint database. It is important 
that the legality of this police access should be clearly established under EU 
and domestic law. 

The Committee divided: 

Contents    Not-contents 

Lord Marlesford   Lord Avebury 
     Baroness Bonham-Carter of Yarnbury 
     Lord Dubs 
     Lord Wright of Richmond 

The amendment was disagreed to accordingly. 

Paragraphs 27 (now 26) to 67 were agreed to, with amendments. 

The Appendices were agreed to. 
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APPENDIX 3: LIST OF WITNESSES 

 

The following witnesses gave evidence. Those marked * gave oral evidence. 

 

*  Department for Constitutional Affairs 

* Home Office  

* Mr Peter Hustinx, European Data Protection Supervisor 

 JUSTICE 

* Statewatch 
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APPENDIX 4: CORRESPONDENCE WITH THE HOME SECRETARY 

Letter of 10 May 2006 from the Chairman to the Rt Hon Dr John Reid MP, 
Secretary of State for the Home Department 

Sub-Committee F (Home Affairs) of the House of Lords Select Committee on the 
European Union have considered the Conclusions issued by the German Federal 
Ministry of the Interior of the meeting of the Interior Ministers of France, 
Germany, Italy, Poland, Spain and the United Kingdom at Heiligendamm on  
22-23 March 2006. As you will know, your predecessor attended that meeting. 
The Committee believe that the matters discussed at this meeting, and the 
conclusions reached, raise issues of importance, and they have decided to conduct 
an inquiry into these matters. 

We fully support the purposes of the meeting: the promotion of integration, and 
the fight against terrorism and organised crime. There are however a number of 
points which we would like to examine further. We wonder to what extent the G6 
proposals (such as exchange of best practice in the field of integration) go beyond 
current EU policy. To the extent that the G6 proposals do go further, they may 
appear to bypass some important measures currently being negotiated. 

We note that the other 19 Member States “will be fully informed about the 
proposals of the G6 States and can take part in their implementation”, but we 
wonder whether other Member States will be sufficiently involved.  

The Conclusions refer to a number of EU bodies such as FRONTEX and 
Europol. There are suggestions that they should have additional duties and 
priorities. We would be interested to know to what extent they, and other Member 
States, were consulted about this, and whether their existing constitutions allow 
for such an expansion of their mandate. 

Lastly, we note the conclusion of the ministers that rapid implementation of the 
principle of availability should not depend on the adoption of a third pillar Data 
Protection Framework Decision (DPFD). Since the Commission proposal for the 
DPFD is already under consideration, we wonder whether it is sensible for the two 
proposals to be considered independently. 

The Committee would like to invite you, or a Home Office Minister nominated by 
you, to write to the Committee giving the Government’s views on the significance 
of the Heiligendamm meeting, with particular reference to the points above, and 
subsequently to give oral evidence to them. 

Letter of 6 June 2006 from the Home Secretary to the Chairman 

I am writing in response to your letter of 10 May in which you asked me to set out 
the Government’s views on the significance of the Heiligendamm meeting. As you 
will know that meeting was attended by my predecessor so I did not think it right 
for me to give oral evidence at this time. But I would be happy to brief your 
committee after the next G6 meeting, which I will be chairing and is provisionally 
booked for 26-27 October. 

It may be helpful if I provide some context to the Heiligendamm meeting before 
answering your specific questions. The G6 (the G5 until the addition of Poland at 
Heiligendamm) is an informal grouping of Interior Ministers from six EU Member 
States. It meets on an ad hoc basis two or three times a year in the country holding 
the rotating chair. The current chair is Germany and the next one will be the UK.  
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Informal groupings of Member States such as the G6 are not unique in the EU; 
there are a number of such that meet outside the structures of the EU to discuss 
issues of mutual interest. For example, the Schengen Convention had its origin in 
an informal grouping of Member States and other current groupings include the 
Benelux and Visegrad countries as well as the Salzburg Group. These are not just 
regional groupings, for example, the Prüm group has brought together countries 
interested in taking forward the information sharing agenda. 

The main aim of the G6 is to discuss issues of mutual interest in the areas of 
migration, organised crime and terrorism with a view to sharing ideas and best 
practice while identifying concrete actions that can be taken forward by all six or 
any number of them. Recent topics of discussion have included the integration of 
migrants and improving the exchange of information. But as the G6 is made up of 
EU Member States this is also a useful forum for discussing whether any of the 
ideas raised at G6 meetings might also be explored at EU level, or even be used as 
the basis of formal EU proposals. For example, G6 expert discussions on ID cards 
helped inform the EU conclusions reached under the UK Presidency of the EU, 
and G6 expert views on the implementation of the Principle of Availability were 
helpful in taking forward discussions in the “Friends of the Presidency” expert 
group.  

As an informal group, without any decision making powers or secretariat, the G6 
cannot and does not seek to impose the outcome of its discussions on the rest of 
the EU. Conclusions are made public at the end of each meeting to signal the 
political commitment of the six to the agreements reached during discussion but 
are not binding on anyone, certainly not other Member States or EU institutions. 
It is a forum where ideas can be frankly discussed, relations with important EU 
peers strengthened and practical co-operation improved. 

In preparations for G6 meetings as with any other informal meetings it is the 
practice of the Home Office to consult other government departments and ensure 
that policy positions are agreed. 

To answer the first of the specific points raised in your letter, there are times when 
G6 proposals will go further than current EU policy. Innovation and informal 
political discussion are part of the benefit of small informal groups (such as the 
G6). But there is certainly no intention to bypass or undermine EU measures that 
are either in place or in the process of being negotiated.  

To the extent that G6 action affects only G6 members there is no need or 
requirement for other Member States to be involved. This would be the same for 
other bi-lateral and multilateral arrangements between EU Member States. 
However, by de-briefing colleagues from other Member States the G6 is open with 
non-members and does not preclude their involvement in action stemming from 
the G6. 

Any G6 suggestions that EU bodies, such as Frontex and Europol, should be given 
additional duties are simply suggestions and reflect ongoing EU level discussions 
on the future of Europol, its relationship with other bodies and the sort of 
methodology that might be best to help prioritise their work. Any formal changes 
to EU bodies would need to go through the normal EU channels. 

On the implementation of the Principle of Availability, the G6 view that work 
should not be delayed by negotiations on the Data Protection Framework 
Decision (DPFD) does not differ from those of many other Member States. It is 
also the shared position of the Home Office and DCA, who have worked closely 
together on a range of EU measures to improve information sharing, including the 
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DPFD. Securing a third pillar framework on data protection that adds value to 
existing arrangements remains the aim of both departments. If there are elements 
of the Principle of Availability that are ready to be implemented before 
negotiations on the DPFD are complete it is the view of both Home office and 
DCA that these should come into effect as and when they are ready. It is of course 
the case that existing data protection rules will continue to apply until the DPFD 
negotiations have finished. All Member States have domestic data protection 
regimes for law enforcement and judicial processing that comply, at a minimum, 
with the Council of Europe Convention on processing of personal data (the UK, 
amongst others, goes further than this and broadly replicates the provisions of the 
existing first pillar EU Directive), so a high level of data protection is already in 
place.  

The Government believes that for the fight against ever-more sophisticated crime, 
it is important to ensure any potentially drawn-out negotiations on the DPFD do 
not block progress on the Principle of Availability. However, we are hopeful that 
this need not be the case and our aim is to make as rapid progress as possible on 
achieving a successful outcome to discussions on the DPFD.  

I hope this provides a helpful assessment of the Heiligendamm meeting. 

Letter of 7 June 2006 from the Chairman to the Home Secretary 

Thank you for your letter of 6 June in reply to mine of 10 May. Sub-Committee F 
(Home Affairs) of the House of Lords Select Committee on the European Union 
considered it at a meeting on 7 June. 

We are grateful for the factual information you have given about G6 meetings in 
general, and in particular about the topics discussed at Heiligendamm. 

That information is useful as far as it goes, but of course the members of the 
Committee would have wished to elicit further information on a number of fronts. 
This was why I invited you to nominate a Home Office Minister, and officials, to 
give oral evidence. 

We appreciate your offer to give evidence yourself after the next G6 meeting. 
However, as my letter made plain, our inquiry is not into G6 meetings in general, 
but specifically into the meeting at Heiligendamm, and the conclusions reached at 
that meeting. As your officials have been told, the inquiry is a short one, and will 
lead to a report to be published before the Summer recess. Evidence in November 
about a meeting which took place in March will not therefore be relevant to the 
inquiry. 

We understand your preference to give evidence in person, and hence your 
reluctance to ask one of your Ministers, or your officials, to give evidence to this 
inquiry. We strongly urge you to reconsider this. The officials who accompanied 
your predecessor to the meeting would at the very least be able to give us factual 
information as to what took place. The Sub-Committee will be meeting on 
Wednesday 14 June and Wednesday 21 June, and will be very willing on either of 
those dates to hear evidence on behalf of the Home Office. But thereafter, with or 
without that evidence, it will have to begin considering its report. 
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APPENDIX 5: CONCLUSIONS OF THE HEILIGENDAMM MEETING 

Meeting of the Interior Ministers of France, Germany, Italy, Poland, Spain 
and the United Kingdom, Heiligendamm, 22 and 23 March 2006 

The interior ministers of France, Germany, Italy, Poland, Spain and the United 
Kingdom met in Heiligendamm, Germany, on 22 and 23 March 2006. They 
welcomed the interior minister of Poland as a new addition to their group founded 
in 2003. 

The cooperation between the six countries is intended to provide an additional 
impetus to strengthening the area of freedom, security and justice. Similar to a 
“laboratory” this small circle will draw up concrete proposals to intensify co-
operation in European home affairs. Other EU Member States will be fully 
informed about proposals made by the G6 countries and can participate in their 
implementation. 

In order to promote integration and fight illegal immigration and terrorism, the 
ministers have agreed on the following specific measures. 

1. Promoting integration and combating illegal immigration 

The ministers emphasized the major importance of successful integration for the 
stability of society. Against this background, they agreed on an intensive exchange 
of information about their integration programmes and prerequisites, particularly 
information on types and methods of related tests, if in place. The ministers 
decided to set up an expert working group to analyze the possibility and main 
contents of an integration contract with immigrants or comparable instruments. 

With a view to the dialogue with the Muslim Community, they agreed to inform 
each other about the consultation mechanisms and structures of dialogue in place 
in their countries as well as the inter-cultural and inter-faith dialogue and 
cooperation with countries of origin. 

The ministers are convinced that for integration efforts to have lasting success 
European partners need to have a common understanding of the basis for 
migration into Europe and effective strategies for combating illegal immigration.  

The ministers therefore intend to intensify co-operation in fighting illegal 
immigration and link national centres. Experts from all authorities concerned 
(border police, police, immigration authorities) should work together to ensure 
information is shared at the necessary levels. With the support of EUROPOL, 
joint investigative teams are to be deployed to combat smuggling and trafficking of 
human beings or related crimes. 

The ministers are committed to working towards adopting a common list of safe 
countries of origin and support the Commission’s and the Presidency’s efforts to 
this effect. 

In addition, the ministers are committed to rapidly introducing the Visa 
Information System (VIS), including a sponsor’s database in VIS and police access 
to EURODAC, as well as full access of authorities responsible for internal security 
to VIS. They welcomed the fact that based on the French BIODEV II initiative, 
diplomatic missions abroad and selected border checkpoints will make greater use 
of biometrics prior to the introduction of VIS. 
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With regard to returning illegal residents, the ministers agreed to coordinate their 
action in dealing with countries of origin and transit particularly in the 
Mediterranean and Eastern Europe, to take coordinated action encouraging 
greater cooperation with third countries and to actively support the Commission in 
negotiating and concluding readmission agreements as emphasized in their 
common letter to vice-president Frattini. The ministers have decided to take 
concerted action with the foreign ministers in order that the countries concerned 
significantly improve their rates of delivery of travel documents. They will assess 
the actions taken and results obtained with regard to the issuance of travel 
documents, and develop a common strategy for dealing with countries that still do 
not cooperate sufficiently. 

The ministers agree that effective and long-term protection of the EU’s external 
borders is a prerequisite for fighting illegal immigration including deployment of 
national joint support teams of experts in times of crisis; the latter should closely 
cooperate at operational level with the competent national authorities or centres. 

Therefore, they agreed on intensive involvement in joint operations organized by 
FRONTEX. To improve the information basis, EUROPOL and FRONTEX 
should draw up joint situation reports and analyses on illegal immigration. This 
should be a high priority for Europol`s Organised Crime Threat Assessment. 

Ministers confirm that increased attention should be devoted to migratory flows 
from Africa, particularly insofar as they concern illegal immigration, and have 
agreed to intensify operational cooperation among EU members and improve 
dialogue and cooperation with African countries of origin and transit. This 
approach will contribute to implementing the activities foreseen by the “Global 
Approach on Migration” as set out in the Council Conclusions of 15 and 16 
December 2005. The ministers will task an expert working group coordinated 
from the Canary Islands to establish a regional immigration network in the coastal 
area of Western Africa, comprising the officers already deployed in this region, in 
order to enhance operational cooperation and coordination. The same approach 
should be applied to other parts of Africa, Asia, Eastern and South-Eastern 
Europe. 

2. Fighting terrorism 

In view of the continued threat posed by terrorism, the ministers will maintain the 
intensity of their counter-terrorism efforts. By taking the following specific 
measures they intend to enhance their cooperation even further:  

—Sharing the task of drawing up joint analyses of Internet use by terrorist 
organizations (“check the Web”), with the participation of EUROPOL. This will 
allow the focused use of resources and will lead to notably better results.  

—Developing joint support teams that will offer operational assistance in case of 
serious terrorist attacks: These expert teams or liaison officers will provide on-site 
support to an attacked country on its request.  

—Institutionalizing mutual information visits to the national counter-terrorism 
centres to further improve the sharing of information and best practices and 
enhance cooperation. 

—Mutually and systematically exchanging information on people expelled by G6 
countries for preaching racial or religious hatred, or related activity. 
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3. Fighting drugs and organized crime 

The ministers stressed that fighting drug trafficking and organized crime is a 
continuing high priority. In this context, the ministers placed special emphasis on 
South America and the Caribbean as well as on Afghanistan, the Balkan Route, 
Turkey and West Africa. In order to fight drugs more effectively, they agreed that 
experts would look into best ways of cooperation between the relevant authorities 
of the six countries, including the possibility of setting up regional centres in the 
main countries of origin and transit. Therefore they have welcomed the initiative 
to make joint use of existing liaison networks in the Western Balkans should 
cooperate more closely in order to tackle any criminal activity. EUROPOL plays 
an important role as an information clearing house within the EU.  

4. Principle of availability 

The ministers again highlighted the importance of significantly improving cross-
border information exchange between law enforcement authorities, as already set 
out in the Hague Programme. To rapidly achieve this objective, they advocate 
focusing on DNA, fingerprints and motor vehicle registration data. At the same 
time they stressed that the promising model offered by the Prüm Treaty, including 
online requests and hit/no hit access, should be considered at EU level as soon as 
possible. 

The ministers underscored that rapid implementation of the availability principle 
must not depend on the adoption of a framework decision on data protection in 
the third pillar. 

5. Schengen Convention 

In order to achieve a tangible improvement of cross-border police cooperation in 
particular through the Convention Implementing the Schengen Agreement (CIS), 
the ministers seek to revise the CIS based on the standards of the Prüm Treaty. 
This includes, for example, allowing Member States to request assistance from 
other Member States in the case of major events, large-scale disasters and serious 
emergencies.  

6. SIS II / VIS 

The ministers stressed that the planned introduction of the second-generation 
Schengen Information System (SIS II) and the Visa Information System (VIS) has 
high priority. They also emphasized that authorities responsible for internal 
security of participating states must have full and effective access to both SIS and 
VIS to satisfy the interest of all EU Member States in efficient crime control. In 
order to ensure a smooth transition to SIS II, the ministers agreed that the existing 
distribution of system operation responsibilities should remain unchanged. 

7. Progress made so far 

The ministers welcomed the positive results of cooperation achieved so far and 
declared that they intend to continue their work in these areas unabated: 

—The sharing of information in the field of counter-terrorism has been expanded 
significantly and will be intensified even further in the future (exchange of data 
concerning persons suspected of terrorist activity; setting up a joint email early 
warning system in case of theft of explosives, arms, etc; establishing a monitoring 
regime for primary substances used in the production of explosives). 
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—G6 countries have sent a clear message on illegal migration by organizing joint 
flights to return illegal immigrants, subject to individual removal orders. The 
sound cooperation mechanism established on the basis of a consolidated network 
of contact points has proved its worth. The G6 will increase the number of flights 
and intensify involvement of FRONTEX and the other Member States. 

—The ministers’ calls for including biometrics in national identity documents were 
incorporated in the decision of the EU Council of Ministers of Justice and Home 
Affairs on 1–2 December 2005. 

The decision of the Council of Ministers for Justice and Home Affairs of 12 July 
2005 designated EUROPOL as the central agency for euro counterfeiting, laying 
the groundwork for an even more efficient fight against euro counterfeiting and 
successfully implementing the initiative launched at the meeting of interior 
ministers in Garmisch-Partenkirchen.  
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APPENDIX 6: OTHER REPORTS  

Recent Reports from the Select Committee 

Session 2005–06 

Annual Report of the EU Select Committee 2005 (25th Report, HL Paper 123) 

 

Relevant Reports prepared by Sub-Committee F 

Session 2000–01 

A Community Immigration Policy (13th Report, HL Paper 64) 

Session 2001–02 

A Common Policy on Illegal Immigration (37th Report, HL Paper 187) 

Session 2003–04 

Handling EU asylum claims: new approaches examined (11th Report, HL Paper 
74) 

Session 2004–05 

After Madrid: the EU’s response to terrorism (5th Report, HL Paper 53) 

The Hague Programme: a five year agenda for EU justice and home affairs 
(10th Report, HL Paper 84) 

Session 2005–06 

Economic Migration to the EU (14th Report, HL Paper 58) 

Illegal Migrants: proposals for a common EU returns policy (32nd Report, 
HL Paper 166) 
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Minutes of Evidence
TAKEN BEFORE THE EUROPEAN UNION COMMITTEE

(SUB-COMMITTEE F)
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Present Bonham-Carter of Yarnbury, B Listowel, E
Corbett of Castle Vale, L Marlesford, L
Dubs, L Wright of Richmond, L (Chairman)
Henig, B

Examination of Witness

Witness: Baroness Ashton of Upholland, a Member of the House of Lords, Parliamentary Under-Secretary
of State, Department for Constitutional Affairs, examined.

Q1 Chairman: Minister, welcome and thank you for during the course of our presidency, I always carried
coming today. This meeting is on the record. There with me a Home OYce brief and spoke on behalf
will be a transcript of it produced, which you will be of the Home OYce. Any international engagement
sent if you want to check it. We are also broadcasting between the two departments needs to be considered
on the internet. For the record, this is part of an in that context, and the G6 is no diVerent. The
inquiry which this committee has decided to conduct briefing that the then Home Secretary, Charles
into the meeting of the G6 under the previous Home Clarke, carried with him, which I have read,
Secretary, Charles Clarke, in Heiligendamm. Our contained within it a briefing that was provided by
hope and intention is to have a good look at this with my department and agreed by me on issues
other witnesses—we will be hearing further witnesses particularly around data protection that were
this morning—and to produce a report by the end of relevant at that meeting. If I might describe in that
July, the recess. We are very grateful to you for particular context, the ways the two departments
coming to help us with this. My first question is operate is that DCA carries an overarching
whether you could describe the relative responsibility for data protection issues, including
responsibilities for the subjects discussed at being in the lead on the Data Protection Framework
Heiligendamm between your department and the Decision, which I know we may come on to. Within
Home OYce. I should say that we are hoping to get that, the particular responsibilities of the Home
evidence from the Home OYce. We do not yet have OYce and the agencies working with the Home
an appointment with a minister or oYcial but we OYce are of course extraordinarily relevant in the
have seen, and I hope you may have seen, a letter fields of looking at anti-crime, anti-terrorism and so
from the Home Secretary which Lord Grenfell on. Therefore, the Home Secretary in his work in
received very recently. G6 is operating of course as Home Secretary with
Baroness Ashton of Upholland: Indeed I have. those responsibilities, but in the context of a very

joined-up approach to data protection.

Q2 Chairman: That talks, quite encouragingly,
about the consultation between your department and

Q3 Chairman: That is very good to hear because Ithe Home OYce. Against that background, what
must tell you that I think this committee had somewould you like to say to us about the relative
concern that there might not have been adequateresponsibilities?
consultation before the Heiligendamm meeting. IBaroness Ashton of Upholland: Might I put this in
am grateful to you for the reassurance that you havecontext as well, because in the context of our
given us.international work, as you will know, Chairman—
Baroness Ashton of Upholland: Indeed, just to add toand the committee will be very familiar with this,—
that and why I was very keen to come to thewe work as Justice and Home AVairs, civil and
committee and was delighted to accept yourcriminal justice bound together as one unit, in a
invitation, the conversations about these issuessense, in our work in the EU. It is very common,
occurred, certainly under the previous Homeand certainly during the presidency happened
Secretary and the new Home Secretary is yet tofrequently, that Home OYce ministers and oYcials
decide, at a monthly meeting on internationalwill represent DCA and vice versa. In all of my

deliberations, and I think I visited 15 countries relations, which we held jointly.
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formally or informally, as being a diYculty or aQ4 Lord Corbett of Castle Vale: The conclusions of
the G6 meeting were drawn up by the German problem, more a recognition of the need to keep
Ministry of the Interior and designed to reflect of information flowing appropriately.
course the views of the six Member States represented
there. They record ministers as believing that “rapid

Q6 Chairman: Was your department specificallyimplementation of the availability principle must not
consulted on that paragraph, which says that “thedepend on the adoption of a framework decision on
rapid implementation of the availability principledata protection in the third pillar”. Does the
must not depend on the adoption of a frameworkGovernment go along with that view?
decision on data protection”?Baroness Ashton of Upholland: We have always
Baroness Ashton of Upholland: The German Interiorthought the principle of availability is a very
Minister obviously did not consult with myimportant part of our agencies being able to tackle
department as to whether they should write that in.information deficits between them; in other words
That was what the interior ministers discussed andgetting information from each other. Even within
what they concluded. I have no diYculty with it.that, there are basic data protection principles that
Certainly before the meeting took place, our regularapply, not least the domestic ones that apply here. We
contacts at oYcial and ministerial level with theregard ourselves as having a very high standard of
Home OYce led me to know absolutely that the thendata protection. We regard ourselves in our work
Home Secretary and the oYcials were completelywith the European Parliament and with the Council
alive to the position that we take on data protectionof Ministers on data protection as in a sense being a
as a nation and a government, and therefore that fitsstandard bearer for the kind of data protection
entirely with their desire to make sure thatprinciples one would have. So we operate within that
information is shared, but there is no attempt withindomestic procedure. What is also clear, and members
that, and nor should it be read to be, to usurp or goof this committee I would argue know very well, is
against the data protection framework discussionsthat the detail of working through a dossier in the
and decisions, but rather to recognise that it will takeEuropean Union, particularly one combining the
longer and the need to get on with things for theCouncil of Ministers and the Parliament, takes time.
future.There is a lot of goodwill around this dossier, a lot of

desire on our part to make sure it is expedited quite
quickly, but nonetheless it will take much longer. So

Q7 Chairman: Are you in your internationalthere is no contradiction between this particular
contacts, particularly contacts with other Membersinformal group of nation states wanting to start
of the European Union, aware of any unease amongworking more closely together and not waiting, as
them, particularly of course on their exclusion fromthey could do, for what could be up to six or twelve
G6 meetings, but, apart from that, are you consciousmonths for that to come in, but doing so within the
of any unease about this apparent downgrading offramework of their own domestic legislation.
the importance of data protection?
Baroness Ashton of Upholland: Nobody has suggested

Q5 Chairman: A reading of the communiqué from that to me, either in the Council or in the European
the G6 might lead one to suppose that this was, to a Parliament. As for membership of the G6, I am sure
certain extent, downgrading the importance of a there are nations that would like to participate in lots
framework decision on data protection. Does your of informal groupings. We have a number of
department not have concerns about that? informal groupings within the European Union. For
Baroness Ashton of Upholland: I do not have any example, within DCA we have just instituted a
concerns about that because it is not the reading that Common Law Club, which are the four nations
I put on it, partly, of course, Chairman, because I (Malta, Cyprus, Ireland and ourselves) that have a
deal with the German Interior and Justice ministers common law tradition. We will be meeting for the
all the time and I know the ministers, particularly the first time next week formally. That is not a threat to
Justice ministers, very well for the G6 countries and the European Union; it is merely a recognition that
because I attend the Council of Ministers on a regular on particular issues discussions of 25 nations are
basis as a representative, in a sense my interpretation diYcult and there are useful and ongoing discussions
would be based on what I know to be the way in that need to be had around particular areas where we
which these nations are operating, both at the share, in this particular case, a common law.
Council level and of course the way they are
operating in the European Parliament. I interpreted

Q8 Baroness Bonham-Carter of Yarnbury: Are youit, I believe correctly, to be that we need to get on with
saying that you do not think that an instrument ofmaking sure that this can happen. There has been no
regulation needs necessarily to be working in tandemripple eVect from the Council of Ministers. It was not

discussed at the Council of Ministers last week, with availability?
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is so complicated that the individual trying to decideBaroness Ashton of Upholland: I think they have to fit
together and they have to interlock. The two how to share that information is put oV sharing it

beyond the safeguards that you would want to see.questions have to be, firstly: do you have to wait, in
terms of the principle of availability, for the We are trying to work with our colleagues in the

European Parliament in particular at the moment,framework decision to be agreed? My answer to that
would be: no, providing: (a) you are conscious that but also we will do so in the Council, to have a very

good standard of data protection, which I think isyou will have to sign up to the DPFD as a Council of
Ministers at some point, and you therefore need to be inherent in the proposals, but one that fits well with

our domestic regime so that we do not end up withalive to the discussions and deliberations and to be
sure it is working in that sense in tandem; and (b) results we do not want to have in terms of the sharing

of information.therefore that you do not do something that would be
outside that. The nations concerned, all of whom
have implemented data protection legislation, are all Q11 Baroness Henig: I think you have already
operating within their own domestic framework. covered my first question which was going to be
What is being proposed within the data protection whether you think that these negotiations will result
framework is not hugely diVerent to what is already in a satisfactory instrument. You have already
on the table. We are confident that the domestic implied that you think that will happen. Will it be in
arrangements we have, which will operate on the force in time to provide safeguards for all the third
principle of availability, are very good and very pillar instruments on exchange of information?
secure and have no diYculty. In a sense, we would Baroness Ashton of Upholland: There is quite a lot of
like that be the adoption that happens right across impetus to try to get this moving along quite quickly.
the European Union It has not gone as quickly during the current

presidency as some would have liked. It is quite a
complicated dossier, and it is quite diYcult as youQ9 Lord Dubs: You may feel that you have already

dealt with this question but let me put it anyway. You work through each of the diVerent articles. So what
we have been working with the presidency on isreferred to the principle of availability. The Hague

Programme states that the Commission must strictly trying to regroup that so that we deal with the big
issues, the first of which is how to tackle this questionobserve the integrity and confidentiality of data, and

must ensure respect for data protection. Do you of the third pillar of ensuring that the agencies can
use it properly and eVectively and it does not cutthink the Commission’s proposals achieve this? I

think you have already said the priority the across domestic arrangements early on, so that we
can then, in a sense, speed up when we deal with theGovernment gives to these safeguards.

Baroness Ashton of Upholland: Do you mean the Data other articles that are perhaps less significant.
Certainly the Finns will take this forward in theirProtection Framework Decision?
presidency. My hope would be that we will see some
serious steps forward. In my department, we haveQ10 Lord Dubs: Yes.
extremely good oYcials working on this andBaroness Ashton of Upholland: I think the proposals go
spending quite a lot of their time in Brussels tooquite a long way to that. At the moment, we are in
working with the Parliament. I cannot put a date ondiscussions, particularly with Martine Roure from
it yet but I think and hope it will be very soon.the European Parliament who is leading on this and

who I got to know well during the presidency. One of
the commitments that you will be aware of during the Q12 Baroness Henig: Would it be fair to say that in

a sense what nations are trying to achieve here is topresidency when we spent quite a lot of energy
dealing with issues of data sharing and data retention expedite the process and get it moving quicker, and

then try to set that agenda so that everybody will thenwas that we would also be very mindful of the data
protection concerns that went alongside that. So the move to the where we want to be more quickly than

might otherwise be the case? Do I take it this is theUK, though not presidency, has an enormous part to
play in this and we intend to play that. What we are sort of nature of the process?

Baroness Ashton of Upholland: The nature of the issueslooking to do is make sure that we have a robust
framework that is very workable. I have met that a lot of our colleagues in Member States are

dealing with, which we are dealing with too, meanpersonally with some of the agencies from police
services, the security services and others, who have that sharing of information is absolutely critical to

conviction, to dealing with threats and so on.concerns. Might I express very simply what those are?
Firstly, that they do not end up trying to operate Therefore, it has to be at the heart of what we do in

terms of crime prevention and so on. Doing thatdomestically two systems that are diVerent because of
our fear that confusion could lead to people within the right context in terms of data protection is

also critical. As I said, because we have goodaccidentally not sharing information that could be
very important; and, secondly, having anything that domestic arrangements, particularly in the G6
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Baroness Ashton of Upholland: I do not think so. Thecountries but indeed across the EU, there is not a
need to slow down in that, but there is a need to think way that the EU works is both of 25 nations coming

together and of a whole series of diVerent smallerabout the overarching framework we are going to
have eventually. I think you are right, if I might say, groupings that meet formally, less formally and

informally to tackle issues of particular concern. Ithat it is about keeping the impetus going for nations
that feel passionately that we need to get this right. quite often will spend time with two or three other

nation justice ministers talking about particularCertainly ministers of the interior are at the forefront
of that for very good reason and making sure that on issues that we are concerned with. Last week I had

bilaterals with five other states specifically because Ithe back of that we have a good, overarching
framework that comes in as well so that they wanted to talk about issues to do with human rights,

and I felt that they would have something oVer andinterlock. That is the critical part of it.
we would have a good exchange on those issues. I
have mentioned the Common Law Club. The G6 isQ13 Baroness Henig: I am trying to suggest that the
another example. This is not unusual. For someimperative might be positive rather than negative.
Member States, you will see diVerent groupings ariseThat was really where I was coming from.
over time and then disappear. I do not think we see itBaroness Ashton of Upholland: And I am agreeing
as adding another layer to this. What Baroness Henigwith you.
said is true about the impetus to get some nations
together to move things forward. If I use the analogyQ14 Chairman: Minister, I am probably asking you
of the Common Law Club, our ambition with that isto repeat something you have already said, but my
to get the Commission to take common law moreattention has just been drawn to the declaration
seriously by having four countries getting at them, ifadopted at the Conference of European Data
I put it like that, rather than just one. There are oftenProtection Authorities in Budapest in April, which
groupings that come together for very particularrepeated the implied criticism in the Krakow
purposes, but they do not in a sense get in the waydeclaration that the existing legal instruments
or overlap.applicable in the EU on data protection were too

general to provide eVective data protection in the
field of law enforcement. Is that an implied criticism Q16 Lord Marlesford: Minister, I suppose that in the
that you would go along with under this plan? whole of this subject there are three separate
Baroness Ashton of Upholland: I certainly know the dimensions to it. First of all, there is the data
people who are most involved and I know the protection which is necessary for the maintenance of
declaration that you describe. When we look at the privacy, preventing abuse, unnecessary intrusion,
framework decision, that is one of the questions that and that sort of thing. Secondly, there is the integrity
we have to take into account, and certainly they are of the information which you collect or which
playing their part as our own Information governments collect or the state apparatus collects.
Commissioner will be, in terms of what needs to Thirdly, there is the need for eVective and eYcient
happen to make sure the framework is fit for purpose, records to be available for the purposes of fighting
and tackle these issues. My own view is, and the UK crimes of every sort, including obviously, particularly
position, is that we have a very strong and solid data nowadays, terrorism. I do not want, at this moment,
protection framework. We have issues about making to focus so much on the data protection because my
sure that people understand it eVectively, and in colleagues have mainly been talking about this but on
particular the general public perhaps do not know the integrity of information, this is clearly pretty
what it is meant to do, and to understand that it is an inadequate at the moment. There was a
enabling process as much as anything within the right parliamentary answer on 11 May which said that
context. Whether I think that criticism is valid or not, since March 2004 there were 1,472 occasions when
I am not sure I do think it is valid but I do think it is the Criminal Records Bureau details sent to the
a good point to make and a reasonable starting point police on convictions led to mismatches with
for those involved in data protection control to be applicants for particular posts requiring clearance.
putting forward as we begin to deliberate how we That is obviously unsatisfactory. It may be a small
make sure the framework decision works eVectively percentage of error but it is still a lot of cases. Thirdly

is this whole point of how eVective is the system. On
that particular one, one method of ensuring there areQ15 Baroness Bonham-Carter of Yarnbury:
fewer mismatches is obviously always to have moreReturning to Baroness Henig’s point that this is a
crosses of information; you have date of birth at thepositive initiative for moving things forward, is there
simplest, finger prints and all the rest of it. There wasalso a possible problem that the G6 adds another
a decision made by the Government not to uselayer of security cooperation measures that risks
fingerprints for applicants for jobs for the purposesconfusing and fragmenting police cooperation at the

general EU level? of matching. A decision not to do so, seems to me to



3429101001 Page Type [O] 12-07-06 22:40:07 Pag Table: LOENEW PPSysB Unit: PAG1

5the meeting of the g6 ministers in heiligendamm: evidence

7 June 2006 Baroness Ashton of Upholland

information held responsibly by diVerent agencies.be a mistake, but it is of course a matter of balance.
One of the ongoing debates within the Council, ledI wonder if you would like to talk about these three
largely by interior ministers but certainly I havethings. I suppose, in a sense, each is paramount, but
participated in this joined-up way between our twoI suppose there will sometimes be conflicts. If in fact
departments, is to make sure that we do haveinformation is needed for crime fighting, which is
information held eVectively and that diVerentseen as intrusive and dangerous or risky to
agencies and diVerent ministries take that veryindividuals, then you have to be all the more careful,
seriously. I am pleased to say that across thefirst of all to see there is appropriate data protection
European Union, though some have got further to goand, secondly, to make sure that the integrity of the
in terms of perhaps the quality of the information indata is good.
terms of computer records and so on and the speed ofBaroness Ashton of Upholland: I agree very much with
their ability to share it, nonetheless, I think we areyour last comment, Lord Marlesford, about the need
moving in absolutely the right direction and thatto make sure that the information we have is secure,
there is a general understanding of the importance ofthat we respect privacy and, in the context of data
both data protection and data sharing.protection, make sure that we are able to share

information appropriately, particularly when it is to
do with criminal activity, or in the case of many of the Q17 Lord Marlesford: You said that on the question
examples from the Criminal Records Bureau, to deal of fingerprints there was no support for it and that
with working with children and vulnerable adults as there was resistance to it. Of course we know that
well. Might I deal with the last point first, and you there is always controversy about using fingerprints
described the number of cases, something like 2,200, or collecting fingerprints and much of the
where there had been a problem with the information controversy about identity cards comes into that, but
that was given, but that is in the context of nearly nine do you not see that overall it is really for the
million records that have been dealt with, so it is a Government to make the decision? There are groups
very small percentage. I am not good at percentages that will legitimately—they are pressure groups and
but it is a terribly small percentage. Having said that, a pressure group overstates its case to make it, and
it is not a good outcome for the people concerned but that is almost the definition of it—always argue
nonetheless, in terms of looking systematically at the against the collection of personal data because their
system, I would argue that the system is working concern is the protection of individuals from
pretty well. In those cases, 90 per cent were dealt with intrusion by the state. It is a laudatory objective.
within 21 days and were put right. They were case Ultimately, the judgement has to be made as to
where people had, unfortunately, the same date of whether the criminal justice system in this country
birth and the same name and very similar and now particularly pan-Europe and pan-EU is
information, so it as not the system failing; the system working as eVectively as possible and that should be
was throwing up particular problems, and of course the ultimate criterion as to whether or not particular
we have to err on the side caution. If it looks like it is data is collected. The response to people who are
the same person, it is better to do that and then worried about it being collected must of course be,
correct it. Again, I am not suggesting for those one, the integrity and, two, methods of data
individuals it was a happy or welcome outcome, protection. Would you accept that in general?
though in the end it was sorted out for 90 per cent Baroness Ashton of Upholland: I do accept that and a lot
within 21 days. On the fingerprinting, a consultation of what you have said, Lord Marlesford, is relevant to
did take place and there was no support for it. the many and fascinating debates we had in the House
Although you might be right, Lord Marlesford, in of Lords on ID cards. The Government made a very
many ways in saying government should do it clear case in all sorts of ways about the need to protect
anyway, actually it is very diYcult to introduce a people’s identity. If you take out the issues of crime and
system when there is a very strong resistance and terrorism and left it simply with the ability to protect
particularly when. as I have indicated, the system is one’s own identity, I thought the case was very well
working very well. We do need to do more at all levels made. You will know how strong the resistance was to
to minimise errors, but I would not want the taking those issues forward and how diYcult it was for
committee to feel that the Criminal Records Bureau the Government, in the end, to achieve what I believe is
was not working eVectively, because those statistics the right decision to have been taken for the protection
do show that we have a problem but it is a very minor of people’s identity. When you look at something that
one. On data protection more generally, it is a critical is believed to be intrusive in terms of fingerprinting for
part of everything we do that we make sure that data these particular purposes, one has to look at the benefit
protection principles work eVectively within the that one would have for the cost of actually doing it. At
legislation we have domestically and within what we the moment, it seems to me that we have a very small
do within the European Union. Part of that is indeed problem, and I agree it is a problem, in terms of the

errors that were made about people’s identity. Lookingmaking sure that all of us have good, proper
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Q20 Chairman: I am rather banging on with this pointat them, and I have not studied them in detail because
because the Home Secretary’s letter did not appear tothis is absolutely nothing to do with me except as a
have been copied to your department, which seems togovernment minister appearing before this committee,
me a rather odd omission but these things happen.but I have looked in enough detail so I could answer
Baroness Ashton of Upholland: I have it here. I think thatyour questions, it does seem to me that to be able to
is purely because it was sent to me in draft and then senttackle it requires what actually happened in 90 per cent
to me in final version. It was just that somebody did notof the cases, which is to be able to review them very
write “cc Cathy” on it.quickly and sort out the identity of the individual. I am

not entirely sure that fingerprinting would have added
Q21 Earl of Listowel: Please forgive me if this liesa huge amount to that. It might have prevented those
beyond your remit but some concern has beencases, but there could have been other factors that
expressed about the degree of transparency of suchwould have been involved too. I accept the point in
formal meetings such as Heiligendamm. Do you thinkgeneral and I think you have made a very good case for more could be done to meet those concerns?

what we have done on ID cards, but I do not accept in Baroness Ashton of Upholland: There is a general debate
this particular case it would make a huge diVerence, and happening across the European Union, and we heard
it would be very costly to implement. about it in the House of Lords a little bit yesterday,

about the whole question of transparency for Council
meetings and for meetings between ministers. We areQ18 Chairman: Minister you have been very helpful,
into that balancing act, I am afraid, because my ownand thank you very much indeed. Can I revert to the
experience of the Council of Ministers (and we do havefirst subject we covered and that is the question of
part of our meeting actually on camera) is that a lot ofjoined-up government? Are you able to tell us when you
discussion goes on where people are trying to negotiate

saw the Home Secretary’s letter and, secondly, are you various positions. My only concern would be that in
able to tell us whether your oYcials were consulted in order to get to an agreement sometimes people have to
the drafting of it? move beyond their national positions and to be able to
Baroness Ashton of Upholland: I saw a draft of the Home open themselves up for negotiation. I am always
Secretary’s letter. I may get this wrong because I forget worried that when you have meetings where everybody
what day I am on. is watching, though I am generally in favour of

transparency, you sometimes prevent people from
being able to do that so easily. Certainly in terms of theQ19 Chairman: It was dated yesterday G6, I think it is absolutely vital, just as I believe at our

Baroness Ashton of Upholland: I saw it either at the end of Cabinet meetings, that ministers can sit down and talk
last week or on Monday morning, I cannot remember to each other about issues of concern and debate and
which and I was sent a draft of it. My oYcials certainly discuss what they might do about them in a way that
were involved with that. The Home OYce is entitled to enables them to trust and build confidence in each
send out letters from the Home Secretary itself without other, as nations and as ministers, and we should not
having to consult me, but they certainly shared it with lose that. In fact, we lose it at our peril. It is a
me, which is what they would traditionally always do. balancing act.
The two departments are very joined up on the issues of Chairman: Minister, thank you very much indeed. We

are most grateful to you. We wish you good luck.justice and home aVairs.

Examination of Witness

Witness: Mr Peter Hustinx, European Data Protection Supervisor, examined.

Q22 Chairman: Mr Hustinx, thank you very much particular, what responsibilities you have for Third
Pillar matters?indeed for coming today, it is very helpful. And I am
Mr Hustinx: Thank you. Let me first say that I veryglad that you were able to hear our previous evidence.
much appreciate the invitation to come here and IMr Hustinx: Yes, it was very interesting indeed.
have gladly accepted the invitation because you are
looking into a subject which is very interesting and it
has some issues which have a clear bearing on my

Q23 Chairman: I probably do not need to repeat, but task. As to my oYce, you will be aware that my oYce
I will, that this is an inquiry into the Heiligendamm was established under the First Pillar as basically a
meeting of six Interior Ministers and we very much new institution, independent from Council, from
welcome your attendance as the European Data Parliament, from the Commission with three tasks.
Protection Supervisor. Can I ask you to start by First, a supervisory task, secondly a consultative
giving us a brief description of exactly what your task, and thirdly a task which is referred to as

cooperation. The supervision deals with ensuringresponsibilities are, what your job is and, in
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account when they are developing policy? And arethat the Community institutions and bodies comply
with data protection regulation on European levels; you involved at an early enough stage?
that is the supervisory task and it is on a European Mr Hustinx: The question has procedural aspects and
level only, there is no European overall supervision in substantive aspects, and let me deal with the
that sense. In the supervision task I have only indirect procedure first. The procedure is not very explicit in
connections with Third Pillar tasks; that is, when the regulation which applies to my task, but it is very
there is a task which is partly Community, partly clear on one thing: the Commission should present a
Third Pillar then I might be involved. More relevant proposal whenever it has adopted it, and then I issue
is the consultative task. The Commission is under the an opinion. I have established a methodology in this
obligation to ask my advice on proposals for policy paper, which is on my website—and I share
legislation which have an impact on data protection this widely with all institutions—of availability—and
regardless of whether it is First or Third Pillar. I took we will come to this in another context—for
that position in a policy paper last year, which is on consultation in an earlier phase, and this is
my website, and it was supported, recognised and developing very positively. So I am involved
acted upon by the Commission and also, I must say, practically from the point of inter-service
by the Parliament and the Council. My opinions on consultation and sometimes earlier, just to give input
new legislation over the last year—I have recently and my staV gives input on the thinking process, and
published my annual report—reflect that due to the I observe that quite often informal comments are
Commission’s agenda the majority of opinions taken on board. The formal opinion is published in
presently deal with Third Pillar related issues, like the the OYcial Journal and taken on board both in
Third Pillar data protection framework, the principle Council and Parliament. Increasingly I am also
of availability, access to the visa information system invited to make presentations of this opinion and be
and others. In terms of cooperation, which is framed part of a dialogue, and the practice is that as the
as a task to cooperate with national authorities— discussions proceed quite often I am asked to give
national DPAs that is—and Third Pillar joint supplementary advice, mostly from Parliament, but
supervisory bodies like Europol, Eurojust, Customs, also from the side of the Council. So from the
Schengen information system, it is cooperation with procedural point I think I am very satisfied if we
a view to promoting consistent data protection in the consider that this is an operation that is two and a
European Union. So that is the long range approach half years old, barely. So this is developing well and
but it is very specific on cooperating with Third Pillar I understand that everything needs to develop, so it is
bodies, so both under consultation and cooperation. moving right. On the point of substance I am also
I am closely involved in Third Pillar matters, quite satisfied in the sense that these opinions are
certainly the policy dimension of the Third Pillar; and looked at very, very seriously and elements of these
that is what you are looking at too, I guess. opinions are also integrated. The Parliament uses the

opinions to prepare amendments but I do observe
that they play an important role in discussion in theQ24 Chairman: Thank you very much indeed. Is
Council as well. But there is of course a furtherthere anything you want to say about your
perspective. Data protection, particularly in Council,relationship with our Information Commissioner?
is very often not first on the list of their worries—inMr Hustinx: Our relations are excellent and I do not
fact it is something which needs to be done—so theymake any exception because I have very good
come to it when it needs to be done. My perspectiverelations with all colleagues.
is—and I understand that this is an aspect of it—and
my approach is—and I refer to this often in theQ25 Chairman: I am sure.
opinions—that it is also a facilitator. ExchangingMr Hustinx: The UK Information Commissioner
data in the Third Pillar among Member States is veryand myself are members of the so-called Article 29
much related to building trust, to say the least—it isWorking Party, which meets on First Pillar matters.
also of course the protection to interests—so dataIn the Third Pillar we also meet quite often and I
protection should be looked at more, I think, in termsheard a brief reference to the conference in Budapest,
of a facilitator for good cooperation, and that isin Krakow, all occasions on which we meet and I
something which could be improved. So I keephave quite a lot of contact outside of the meetings
making the message and I keep measuring thewith him personally. So they are excellent.
progress, but that is something which I want to shareChairman: Thank you very much. Lord Corbett.
with you.

Q26 Lord Corbett of Castle Vale: Mr Hustinx, are
Q27 Baroness Bonham-Carter of Yarnbury: Turningyou satisfied that the procedure for your giving
to the G6 meeting at Heiligendamm, combatingadvisory opinions is adequate for making your views
terrorism and crime is obviously extremelyknown? Do you feel the Commission, the Parliament

and Member States take your views suYciently into important, but we have the impression and concern
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more phased approach, a more gradual approachthat the Interior Ministers focused on this to the
exclusion of individual liberties and, in particular, and I would welcome that approach because indeed
rights of privacy, which I think picks up on what you availability as developed in the draft framework
were just saying, that data protection is not their decision does raise an enormous amount of
priority. Would you like to comment on that? substantive and technical issues. So Member States
Mr Hustinx: I agree with you that particularly the would like to adopt the Prüm Convention approach,
conclusions published afterwards could have been which has some pros and cons but some of the pros
stronger on that particular aspect, especially on two are that it is more focused. But I would consider
subjects: the subject of availability and then the availability, at whatever scale, as a general principle
famous sentence, “Availability, yes, but not waiting that information cannot be refused, and this does not
for the Data Protection Framework”, and that is only apply to the UK and Germany or any other
language which has raised eyebrows. But also a little country—I noticed Baroness Ashton referring to
further, language like “unlimited, unrestricted access “robust legislation” in the UK—but this involves all
should be provided at all times”. Things like this Member States. You never know which data you are
should be subject to safeguards, therefore, I think, it going to get; you never know which data you are
is unfortunate language. Of course I did not attend all going to share with other countries. So I have made
the discussions, but it sent a message which in fact the point in the availability opinion and other
triggered the declaration at Budapest which, to some opinions, that respecting the inherent linkage which
extent, repeats things which had been said the year was visible in The Hague Programme is indeed
before, but exactly emphasised that it should be a crucial, and then we need safeguards which are of the
close link for reasons we can expand on later. But it same level as the Directive 95/46 which applies in the
was widely seen as a matter of putting the priorities First Pillar. For one thing the borderline between
in a diVerent way than before very, very clearly in a First and Third Pillar is getting increasingly
programme. complicated, so it is much better to have the same

safeguard. My answer is that adequate and
harmonised safeguards of the similar kind as alreadyQ28 Baroness Henig: That is very interesting
available in the First Pillar would be crucial inbecause you have actually answered my second
whatever context the availability is going to work. Ifquestion. So therefore in a sense following on from
there is a small scale targeted or a large scalewhat you have just said, what then do you feel are the
approach, we would need similar safeguards. Theyessential safeguards which need to be in place before
do not exist yet. In the European framework there isthe rapid implementation of the principle of
a Convention of the Council of Europe which isavailability?
general, and this is why the Directive was adopted inMr Hustinx: I would like to respond on diVerent
the First Pillar. All existing Third Pillar documentslevels and to share with you the state of play and how
on Europol or on Schengen referred to thisI evaluate this. A very important moment was the
Convention and said that the Member States shouldHague Programme, which emphasises very strongly
have legislation at least of the same level as thethe crucial role of information exchange being at this
Convention, but it is very general, and then takingtime in development crucial to improve law
into account some further provisions of aenforcement. Therefore, there was a need for
recommendation. But it is accepted that there is nointroducing the availability principle subject to strict
detailed specific legislation yet. So when I read thesafeguards, and they are listed. Availability is a
signal in the Heiligendamm Declaration, it wassomewhat confusing term because it does not mean
understandable, in a sense, that, yes, discussion onthat everything should be available for everyone
the data protection framework takes some time—andalways, but it certainly meant that whatever is
some Member States seem to be doing a lot ofavailable for law enforcement authorities in one
discussion on this—but there seems to be morecountry should also be made available to others. So
urgency to make progress with the availabilityit is a general sharing obligation. Sending that
principle; and I am afraid that is going to fail becausemessage on non-discrimination but subject to
when availability is put into practice all the problemssafeguards, that link was very clear. The link is also
will emerge which normally emerge. A few countriesvery clear if one analyses the Commission proposals
have adequate safeguards and some others do not,dealing with the Data Protection Framework and the
and certainly it is not harmonised, so the same dataavailability framework—they practically refer to
will be shared and it will be dealt with under diVerenteach other in many provisions. The discussion on the
standards, and they are bound to raise problems inData Protection Framework is taking place,
criminal procedure investigations and so forth and soalthough very slowly. Discussion on the availability
on. So a minimum harmonisation, and an adequateframework is practically not taking place; it is
level of protection of the same nature as provided bygenerally assumed that that will not be adopted, it is

too complicated. So Member States are looking for a Directive 95/46, would be essential and that is what
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framework, be it First, be it Third Pillar, and I wouldthe draft framework decision is aiming at, plus some
extras to deal with the specifics of law enforcement. be involved in the process as it proceeds. If that is

successful the problem is fixed but then we still haveBaroness Henig: That is very helpful.
Chairman: I think Mr Hustinx has probably an agreement which is, according to many in the

European Parliament, and also in my view, not wellanswered your second question.
Baroness Henig: Absolutely. Thank you, that is very balanced, not including the adequate safeguards

which are needed. The fact that the EU and the UShelpful.
could not make further progress on the agreement
does not make it an adequate agreement in a legalQ29 Earl of Listowel: To follow briefly on to that, I
substantive sense. It was probably the best availablesuppose a key problem concern might be the integrity
and I think it could be improved on substance.of the information gathered, that if there are not

good data protection measures throughout the
European Union then one might get poor Q31 Lord Dubs: I am trying to detect whether you

are sounding optimistic or not in what you haveinformation being retained and operations being
undertaken on the wrong footing because of it. So it just said.

Mr Hustinx: It is very important to make sure thatserves the interests of public protection very strongly,
perhaps, to have good data protection. this does not develop into a chaotic situation which

leads to problems with the airlines, with travellersMr Hustinx: I agree with that and I would like to
emphasise that integrity has diVerent dimensions. It and so forth, so I think there is a great interest in

finding a solution within probably a decision or anis of course the accuracy of the information—
sometimes that is a problem because information is agreement requiring unanimity, and the first signs are

that Member States are willing to cooperate on this,not fully dependable, and it should be indicated how
dependable it is—but there is also a problem under but, again on the substance I have some serious

doubts as to what is happening. If you will allow me,powers of the investigation, which have not been
harmonised yet. So certain data has been collected or the Canadians developed a PNR system, which is

fully adequate; the Australians have a PNR systempieces of information have been collected, and the
question is whether they can then be used and trusted which is also quite adequate and they take diVerent

approaches—they are not known for being carelessin other countries. So we need common standards to
apply—that is the approach of the framework on with their own national interests. So from that

general angle there are some questions, but perhapsdata protection. It does not concentrate on the
sharing itself, it concentrates on setting common in the process one additional problem could be fixed

and that is the discussion on pull and push. The USstandards with a view to exchange of information,
and that is very much needed from the data authorities have the possibility to access European

reservation systems and pull the data, but theprotection privacy point of view, and it is also crucial
from an eVective law enforcement view. agreement said that as soon as possible this should be

replaced by a push system, which is more targeted.
The push system could be developed technically, andQ30 Lord Dubs: Could I ask a slightly diVerent
if we manage to make this part of the agreement thenquestion? It looks as if there is going to be a problem
I consider that an improvement.between the EU and the United States as regards

passenger data, passenger information following the
decision of the Luxembourg Court. Can you Q32 Lord Marlesford: Something that you said a

moment ago which struck me as very important is thecomment on that? Is it within your responsibility for
resolving this diYculty? diVerence of standards on data protection within the

diVerent countries. One knows that there areMr Hustinx: It would be within the scope of the
advisory role to give advice, but I want to mention occasions when people deliberately, from within the

information systems, access information for whollythat I was one of the interveners in the case in support
of the Parliament. I did not support all the grounds illegitimate purposes, and of course there has been a

lot of publicity recently on the New York police caseput forward by the Parliament but I was very keen to
have a decision of the court on the merits of the where the two detectives were found to have been

convicted not only of committing terrible crimesagreement. Unfortunately the court has not reached
that point. It annulled the Commission and Council themselves but regularly accessing data for the Mafia,

and they have been sent to prison for life. What is thedecisions on what is now seen as a technicality, that
is the legal basis, but it did not deal with the merits. It system that you can feel most comfortable with for

ensuring that the weakest link in the chain does notalso set a timeframe for solving the problem basically
until the end of September, and the Commission— actually become the strength of the chain in terms of

the diVerence between diVerent countries? Becauseand I am aware of these activities as we speak—is
trying to come to a solution which basically presumably in theory the most eYcient and practical

system would be that everybody’s databank shouldintegrates the existing agreement in a diVerent legal
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there is a tendency to start using biometrics as abe accessible by anyone who authorised it from any
other databank using it. In other words, you can have search key, the single key as a connecting factor, and

that is not very wise. When it comes to DNA—yousomebody from Lithuania accessing a British
computer, et cetera. But there are great diYculties in mentioned DNA also—there are of course many

more specific problems. DNA is mentioned as a highthat for the reasons I have suggested. What is the sort
of framework that you would see emerging to try and potential in the availability discussions and is

specifically mentioned in the Prüm Convention,deal with this problem of the weakest link in the
chain? which is of course part of this discussion. A

distinction not made in the Prüm Convention, whichMr Hustinx: It is a problem in diVerent areas. First of
is vital, I would think, is a distinction between DNAall you speak to security standards, and that is the
samples and DNA profiles. The samples have the fullcrucial building block—but there are preliminary
width of all genetic information in them and youquestions about how the system should be structured
retain them. They could be isolated at various pointsand so forth and so on—but as to security there are
in time. The profiles are more like bar codes, but it isinternational standards, state of the art in the law
also a dynamic technology. Profiles show more andenforcement field which should be applied. The
more information—they can predict race, et cetera.problem is that in a European document there should
That distinction is not at all made in the Prümbe suYcient detail to make sure what is the standard
Convention, so when the Prüm Convention provideswhich applies in all these countries; and then there is
for the establishment of DNA databases for analysisof course the practice under these standards which
it is not clear to me what it is exactly providing for,can only work on the basis of very close cooperation
and that would be a crucial point for furtherof supervisory authorities, sometimes waiting for
specification. Prüm is a good example of datamutual monitoring, visits and so forth and so on, but
protection and availability going hand in hand—that is probably not suYcient for the kind of robust
there is a rather strong Chapter 7 on datasystems we need for law enforcement, accessing each
protection—but it is also weak in many aspectsother’s systems. So a decision on availability, small
because it subscribes to the classic approach ofscale or large scale, would have to go in the details of
referring to Convention 108 and Recommendationwhat exactly are the standards which need to be
87/15 of the Council of Europe and it does not giveprovided in order to make this successful. Let us not
all the specifics which would be needed. It is strong inbe mistaken, the availability principle is, first of all, to
terms of imposing logging and specific securitymake available what is already there, so the authority
safeguards but it is quite selective and it would set upin charge of the database would be in charge of the
among the Member States of the Prüm Convention asecurity applying to its own information, but once it
separate system; and it is entirely outside of the EUis shared with others then the problem could emerge
framework, so there is an institutional problem—thewhich you describe. The experience in the field of
European Parliament is not involved, the Court ofSchengen, particularly, is quite positive. There are
Justice is not involved. Maybe there is, of course,regular visits of DPAs from other countries to
parliamentary control on a national level but that ismeasure, for instance, the level of protection in the
piece by piece; it is not the full picture. So on thenew Member States, and they are quite positive. The
issues which are the crucial issues the PrümJoint Supervisory Authority of Schengen organises
Convention does not give the full answer. So thethese visits and it is quite eVective, so a similar model
Commission is presently contemplating thecould be applied in this context as well.
introduction of more limited framework decisions to
deal with availability sector by sector, possibly a

Q33 Lord Marlesford: Could I go on slightly to the proposal to deal with DNA and fingerprints on a
specifics on the biometrics? DNA, fingerprints and European scale, and I would certainly see to it that
vehicle registration data are meant to have early these decisions, these proposals that is, will have
implementation on the principle of availability. Are better safeguards. But they would have to be
there specific safeguards being put in place against considered, in my view, as further specifications of
misuse of them and are there any particular problems the general framework for the Third Pillar, and that
at the moment over biometric data? is proceeding at a slow pace, and I am worried
Mr Hustinx: Let me deal with biometrics in general about that.
first. I have dealt with biometrics in a number of Chairman: Can I just interrupt before Lord
opinions and highlighted some of the new aspects Marlesford asks his next question? I think Lord Dubs
which make biometrics sensitive and somewhat might want to ask a rather more specific question
problematic. One of the problems is that it is not 100 about Prüm, which would be very helpful.
per cent reliable, and that is unavoidable, that is in
the nature of the biometric—even the best biometrics Q34 Lord Dubs: Thank you. You have referred to
have a certain sense that it is based on probabilities. the Prüm Convention. I just wonder whether you can

comment on this? What are your views on the PrümThis is often overlooked and then it is used and then
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as the primary search key. So do not use fingerprintsConvention’s information exchange provisions and
what lessons can be learned from the provisions of and facial scans to do “one too many” investigations,

as they are called, just large scale because you end upChapter 7 on data protection, in particular those
dealing with the accuracy and integrity of the data? with too many unreliable hits.
Mr Hustinx: On accuracy it is a little weak. It is strong
on logging and security but on accuracy it takes the Q39 Lord Marlesford: Can you give us some
position that the Member States have to guarantee estimate of the error rate for biometric data, the
the accuracy and reliability and whenever they come region of error in the use of biometrics?
across a problem they have to share this. The Mr Hustinx: That depends on the biometrics.
framework decision, which deals with the practice of Fingerprints are considered very reliable; reliability is
law enforcement, faces the problem of degrees of high in the 90s with 98, 99 and perhaps even higher.
reliability, especially in intelligence—soft But considering the size of the databases that would
information can be unreliable and only reliable still mean that if there is a refusal of a visa for refugees
“provided that”. So the indication of the dimension then this could still lead to considerable numbers and
of the nature of the information is crucial and that is considerable inaccuracies. But for other biometrics,
totally ignored in the Prüm context. The lessons of error rates are considerably higher. If the answer
Prüm are positive lessons that the gradual approach would be in a specific case of doubt to combine
is positive, that it is practical, but it is weak on other fingerprints and iris and facial scan that would be
aspects, and I have mentioned them before; and on better. Of course it would take much more time and
integrity and accuracy the provisions are quite it could not be used in routine processes with large
limited. numbers, so there is a logistics problem; but, yes, that

would be a good example.
Q35 Lord Marlesford: It all ties in with what Lord
Dubs was saying and what your response was. You Q40 Chairman: Can I ask you this rather general
have referred several times to the unreliability of question—and to some extent you have covered the
biometric data. answer to this—are you satisfied with the progress of
Mr Hustinx: They are not totally reliable. negotiations on the Data Protection Framework

Decision, and do you think it will result in a
Q36 Lord Marlesford: Not totally reliable, exactly. satisfactory instrument? Will it be in force in time to
The unreliability factor within them. provide safeguards for all the instruments on
Mr Hustinx: Yes. exchange of law enforcement information,

particularly the time tabling of those instruments?
Mr Hustinx: There is room for considerable progressQ37 Lord Marlesford: But presumably this is best
in that context. The Austrian Presidency started oVdealt with by having more than one, certainly two
actively but, due to factors not caused by them,and maybe to have nearly three diVerent biometrics
discussions are progressing very slowly—after half aso that you get a linkage and that is confirming the
year maybe they came up with eight or nine articles,accuracy or not. Does the Convention take that
something like that. This is partly due to a problemapproach at all, saying that it is desirable that there
that national delegations tend to come from lawshould always be multiple biometric information?
enforcement areas which, up to now, largely prefer toMr Hustinx: No, it is not, nor is it referring to, again
ignore data protection, possibly. So I am worriedon DNA, a European decision around 2000 on the
about the substance, what will come out at the end,so-called markers, the quality criteria for DNA. So it
and I am certainly worried about the timescale, and Iis not going to these specifics, which I would consider
wish that the energy that the Heiligendammas very important. So, yes, I think it is weak on that.
Declaration seems to invest in pushing availability
was equally invested in making sure that this link isQ38 Lord Marlesford: So therefore one way of
respected.moving forward in terms of integrity of data would

be to require, certainly in the case of biometrics, more
than one biometric always in order to try and get Q41 Chairman: I think you heard Baroness Ashton

give us the impression that the meeting of the six atacross that?
Mr Hustinx: That might be a solution depending on Heiligendamm had not raised any particular worries

with those who were not there. Is that yourwhat context we are dealing with. I am presently
involved in the development of the visa information impression or are you conscious of a worry about

exclusion of other Members from Heiligendamm?system and there I take the approach, which is also
supported by the Rapporteur in Parliament, that Mr Hustinx: I am not in the position to comment on

what other Member States would feel about this, butbiometrics could be used in cases where there is a
problem for a targeted verification but could not be I do know that the Budapest Declaration was

designed to be an answer to what was seen as a signal,used, exactly for the reasons which were mentioned,
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integrated in the Parliament’s advice; but again, it isa clear switch in the policy, and that it would have
been much better had the Declaration clearly said not acted on so far in Council.
there was no switch; but it is suggested there was a
switch and so this is why it caused concern. My Q42 Chairman: Thank you very much indeed, you

have been extremely helpful to us and I am verycomments on the slow progress on the framework
decision support this. I have issued a very substantive grateful to you for coming today. Is there any last

point that you want to make? We have had a very fullopinion, which was very supportive of the initiative,
and I have lined up a number of specific suggestions discussion.

Mr Hustinx: I think I have used your time.for improvement, and much of this has been
Chairman: No, we have used yours and we are very
grateful to you sparing it.
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WEDNESDAY 14 JUNE 2006

Present Avebury, L Dubs, L
Bonham-Carter of Yarnbury, B Henig, B
Caithness, E Listowel, E
Corbett of Castle Vale, L Marlesford, L

(Chairman) Ullswater, V

Memorandum by Statewatch

1. Statewatch welcomes this chance to respond to the Committee as regards the meeting of the G6 ministers
of the interior in March 2006. The questions raised by the committee will be addressed in turn.

To what extent do the G6 proposals on intensified police cooperation for the prevention of crime and illegal immigration
go beyond current EU policy? To the extent that the G6 proposals do go further, in what way do they depart from some
important measures currently being negotiated in the field of exchange of law enforcement information and data
protection?

2. The reference to linking national centres and the call for experts from diVerent agencies to work together
are ambiguous, but appear to go beyond any legally binding measures already agreed at EU level. The extent
to which these proposals go beyond measures being negotiated is unclear, but the wide scope of the conclusions
appear to go beyond access to information on specific items (as provided for in the proposed Framework
Decision on the principle of availability) and there is no specific reference to data protection rights.

3. The call for joint investigation teams reflects existing EU policies, but Europol cannot participate in such
teams without the entry into force of a Protocol to the Europol Convention (which is still being ratified).

4. Police access to Eurodac is entirely new; there is no such access at present as the Eurodac database was
established solely to assist the determination of the country responsible for considering asylum applications.
Nor there is any legislative proposal on the table considering the extension of access to Eurodac.

5. A proposal for internal security authorities’ access to the VIS is already under discussion. However, the
idea of a “sponsor’s database” in the VIS probably goes beyond the Commission’s proposal to include the
sponsor’s name and address in connection with a visa application (or the name of a corporate sponsor with a
contact’s name: see Art 6(4)(f), COM (2004) 835, 28 Dec 2004).

6. The counter-terrorism measures referred to appear to be new.

7. The idea of renegotiating the Schengen Convention provisions on police cooperation in the manner
referred to in the conclusions is new.

8. We would also like to draw the Committee’s attention to the idea of “rapidly introducing the Visa
Information System (VIS)” in the light of the French BIODEV test (EU doc no 7791/06) and confusion how
the checks are going to be made when visa-holders enter and travel around the EU.

The Conclusions refer to a number of EU bodies such as FRONTEX and Europol. There are suggestions that they
should have additional duties and priorities. Do their existing constitutions allow for such an expansion of their mandate?

9. As noted above, Europol cannot presently participate in the operations of joint investigation teams. The
other measures referred to in the conclusions appear to fall within the scope of Europol’s tasks as described
in Art. 3 of the Europol Convention.

10. Frontex can already participate in “joint operations” (Art 3 of Reg 2007/2004 establishing the agency, OJ
2004 L 349/1). It also has the power to assist joint expulsion flights (Art 9 of the Regulation). The agency can
conduct “risk analysis” (Art 4 of the Regulation), although it is not clear whether the G6 conclusions restrict
themselves to this form of analysis by Frontex. Also, there is nothing in the Regulation that permits the
Agency to draw up “situation reports”. The agency can cooperate with Europol in accordance with the EC
Treaty and the Europol Convention (Art 13 of the Regulation). This would seem to require some sort of
formal agreement between the two bodies, but no such agreement exists.
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Lastly, the conclusions state that rapid implementation of the principle of availability should not depend on the adoption
of a third pillar Data Protection Framework Decision (DPFD). Since the Commission proposal for the DPFD is also
under consideration, and the two issues were initially linked, is it sensible for the two proposals to be considered
independently?

11. It is clearly entirely unjustifiable to consider these two issues separately. Since the purpose of the
Framework Decision on availability is to make available to other Member States’ police forces the entirety of
personal data regarding certain categories of data which is stored by each Member State’s law enforcement
authorities, there needs to be a comprehensive instrument regulating the processing of personal data falling
within the scope of the principle of availability in parallel with the application of that principle in practice.

Additional Points

12. We would draw attention to the implications of (a) tackling the use of the Internet by terrorist
organisations (“Check the Web”, EU doc no 9496/06); (b) systematically “exchanging information on people
expelled by G6 countries for preaching racial or religious hatred or related activity”; (c) the reference to
biometrics in national identity cards.

Accountability of G6 Meetings

13. As a further point, Statewatch wishes to raise the question of the accountability of G6 ministers’ meetings.
The ministers themselves point out that at their initiative, the EU decided to require all Member States’ citizens
to be fingerprinted if they wished to obtain a passport. It could be added that other measures (the idea of a
common list of “safe countries of origin”, for instance) can be traced back to agreement of the G6 (formerly
the G5) ministers.

14. This obviously raises fundamental questions about the accountability of these ministers’ meetings, as
there is no formal requirement to publish an agenda or minutes, there is no system for access to documents,
there is no process of public consultation or impact assessment, and the existence and activity of any working
groups, et al, is unclear. There is no system of control by national parliaments and/or the European
Parliament.

15. In short, the G6 ministers’ meetings are utterly lacking in the rudiments of accountability as understood
at national or EU level, and should be terminated forthwith unless the issue of accountability is immediately
and fully addressed.

Statewatch
(prepared by Steve Peers, Tony Bunyan and Ben Hayes)

30 May 2006

Examination of Witness

Witness: Mr Tony Bunyan, Statewatch, examined.

Q43 Chairman: Good morning, Mr Bunyan. Thank constellation is the five original Schengen member
governments plus Austria and Spain and then we haveyou very much indeed for coming to us. This meeting

is on the record, there will be a transcript produced three of those also involved in the G6. The G6, of
course, does represent three-quarters of the EUwhich will be sent to you if you wish to check it. We

are also broadcasting on the internet. For the record, population, they are six of the biggest states. They
started meeting firstly in Spain in 2003 and the secondthis part of the inquiry which this Committee has

decided to conduct is into the meeting of the G6 at meeting in France in October 2003. Even at that
meeting in October 2003 it was interesting that theyHeiligendamm under the previous Home Secretary,

Charles Clarke. Perhaps I can open the bowling, Mr were discussing and agreeing on things like
establishing a list of safe third countries which, ofBunyan, by asking with 25 Member States now in the

European Union it must be sensible, surely, that small course, found its way into the EU discussion in the
Council and now for the Commission. Also theygroups of ministers meet to discuss matters of

common interest. Indeed, last week, Baroness Ashton discussed the creation of an EU passenger name
record system which is often forgotten because of thesaid she regarded meetings of the G6 interior ministers

as an example of this. Do you agree with that view? row with the United States, which was of course
agreed the following year, 2004. They also discussedMr Bunyan: No, I do not, not surprisingly. I think we

have got to look at these groupings we have got. We biometric passports. We have here a concept when we
work with the ACLU in the States and internationallyhave got the G6 and the Prüm governments. The Prüm
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Mr Bunyan: In the real world Member States withinon what we call “policy laundering”. How policies are
discussed in small groups like G6, Prüm, G8 and the the EU—which we are talking about here—or G8—

the G8 is a global planning strategic body as distinctprinciples are sorted out and then those broad
strategic decisions are presented in diVerent fora and from the EU—are reality, they are happening. The

question is do we know what they are discussing,? Dopushed to the top of the agenda because they would
have been sorted out amongst key Member States. If we know what they are accepting and rejecting? Do

we know what the debate is on the table? This is theone was to look at G8, for example, some of the issues
we are discussing here are ones we will be familiar problem, the G8 utterly lacks democratic process.

Put it like this, when our ministers go away, whetherwith: the concept of apologia and glorification which
there has been discussion in this country about. That to G8 or to G6, they are eVectively discussing new

policies and new directions, then agreeing them withidea originated in G8 with the Roma and Lyon groups
as did, and we will come on to this later, the principle their other Member States, whether it is G8 or G6,

and then that is set in stone without any priorof availability where they discussed at great length the
obstacles of the free movement of information discussion about what are priorities, what should be

on that agenda, what options should be on thatamongst law enforcement agencies and where they
very clearly stated that judicial authorisation, which is agenda. They are set in stone in a way that any other

Member State in the case of G6 or Prüm that wantsa big issue we might come on to later, in a number of
Member States was seen as an obstacle to the free to sign up to it in a sense has got to accept every dot

and comma, certainly through the Prüm Treatymovement of information and intelligence. I think
what we have got to say here is that one is not saying which is very like the Schengen Convention

agreement. In other words, we have a situation wherethey should not meet—and again we will come on to
this later—it is a question of the way in which they a small group of Member States go away and create

an infrastructure with working parties and expertsmeet, the secrecy in which they meet and how much
information we have about what they are discussing over a period of time in the case of Schengen and in

the case of Prüm. They come up with their treaty orwhen they meet. I think we do have to be concerned
with these diVerent groupings which are, in a sense, an their agreement or their convention and they say to

other Member States, “You can either agree this orexternal pressure group of strong Member States
amongst the 25. not agree it”. There is a problem here because those

Member States do not have the option at that point
of saying, “We do not agree with this point or thatQ44 Chairman: In many ways this particular group,
point”. You cannot change a dot or a comma atthe G6 group, is an extension of the principle of
that stage.bilateral talks and discussions between Member States

who think they have a common interest. I think you
said you are not objecting to the principle of that? If it Q46 Baroness Henig: I am struggling a bit here. You
is going to get into EU law it has to trundle its way used a phrase earlier on which I found quite
through that machine. interesting, you used the phrase “policy laundering”.
Mr Bunyan: There are two critical questions. One is Now policy laundering, I assume, fairly obviously
the way in which they do it and how much do we has shades of money laundering which sounds really
know. By “we” I mean civil society, I mean national awful, yet what you have just been describing to me
parliaments, the European Parliament, the public at is normal diplomatic practice as has been carried out
large. How much chance do we have to know what has in the last 200 years. I cannot reconcile on the one
been discussed before they come to the conclusions hand your phrase policy laundering and, on the other
which they then go on and work on within the EU hand, something which I would have thought all
formal environment. I do think this is a real problem states would have done at diVerent points in the
about how much we know about what is going on. The League of Nations, the United Nations and every
other is the problem it obviously creates with the organisation which I can think about, which is to get
countries which are excluded, the other 19 countries together and say what they will or will not accept and
which are not part of these discussions. give strategic steers. Can you reconcile the two for me

because I am having diYculty?
Mr Bunyan: I understand what you are saying aboutQ45 Viscount Ullswater: I want to try and get
diplomatic negotiation but there we are dealing insomething clear in my mind. It seems that your
terms of the way things used to work. Now we areobjection is to the individual nation states meeting
meant to have a democratic European Union, we aretogether in small groups, whether it is the G6, the
meant to have a situation where we know what is onPrüm or the G8, which is instigating policy or policy
the table. We are meant to have a situation where weto be discussed. You are objecting to that rather than
know the options. We are meant to have a situationsaying that the Commission has to initiate all policy
in which national parliaments, the Europeanfor the 25 Member States. That is the distinction, is

it not? Parliament and, indeed, civil society can be informed
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Q49 Lord Dubs: Surely, even Britain as a nation,and have a chance to put their views forward. Their
views may not be accepted but there is a public British policy, will be subject to the same criticism

that you are making of the EU system?debate. It is a classic case of the democratic deficit
with the European Union, that people do not know Mr Bunyan: To a degree. I am trying to think if I can

give you an example. I think part of this is that we dowhat has been discussed, they do not know where the
ideas have come from, they do not know their origin, not have access to the documentation. We only get

conclusions out of G8, we get conclusions out of G6,they do not know the options which were rejected
and accepted. This is the problem. we do not see the original documents. We do not see

what the debate was within. Even after the decision
was taken we do not get to see the documents whichQ47 Baroness Henig: You are assuming that Europe
are discussed on which the conclusions were reached.marks a new departure, a new level of negotiation.
In the EU we are in a diVerent situation, which theMr Bunyan: No, I have always believed in liberal
UK is part of, where discussions are taking place anddemocracy, and I still do, and I would like to see the
only after the decision is taken, at the moment theEuropean Union also adopt liberal democratic
way the Regulation on access tends to work, you arestandards, that is all one is basically asking for.
allowed to see what the discussion and the optionsBaroness Henig: I understand that.
were. We fight against that because we need to know
what has been discussed before the decision is taken.

Q48 Lord Dubs: May I pursue that point, just to be
quite clear. You used the expression “set in stone”, is

Q50 Chairman: Can you tell me, Mr Bunyan, youyour criticism that Prüm or these things once they
say that generally we do not have access to some ofhave made a decision nobody can change it, none of
these important background documents, was thethe other countries has any influence and if they had
English version of the German conclusion onyou would not object?
Heiligendamm an oYcial version or an unoYcialMr Bunyan: They are slightly diVerent. The Prüm
version?Treaty is of that character as is the Schengen
Mr Bunyan: I do not know. I received theseagreement/Schengen Convention. Take, for example:
conclusions from a very reliable source in thewhen the applicant countries, the 10 new states,
European Parliament the day after they were agreed.joined they had to adopt the Schengen acquis which

by then became part of the Amsterdam Treaty,
Q51 Chairman: Do you know whether they arebrought inside, they were not allowed to change a dot
generally available or have you got a pal who looksor a comma. Ten countries were told “You have to
after you?sign up to this”, without being able to say, “Hang
Mr Bunyan: I knew the meeting was taking place, aabout, where are the checks and balances here?”
very reliable contact in the European Parliament sentThey were not allowed to do that. G6 is diVerent. G6
me the conclusions the next day, a copy of which Iis more similar to G8. This is where you get
have supplied to this Committee in its original form. Igovernments going away and on the advice of their
immediately thought “This is interesting” and, as weoYcials coming up with ideas about what we should
have done on previous occasions when a conclusiondo. The idea of biometric passports, fingerprinting,
is published, we have made them public so everyonethe idea of the International Civil Aviation
can see them. We followed our normal procedure. IOrganisation having what is called a facial image on
knew the source was reliable and we made it publiclyit, all originated in G8 in this particular case. We have
available.got examples where you get decisions taken in G8,

then the United States meets with the EU troika, the
presidency troika—that is the current, past and next Q52 Lord Marlesford: I am still, I am afraid,

mystified by your general approach to the wholepresidency—in documents which of course we are
not meant to have, but we do have them, so we see an thing. Policies which need implementation through

legislation—let us take that first—proposals foridea originating in G8, the US meeting with the EU
presidency troika and pushing ideas on safe country legislation are put in the European dimension, they

normally emerge from the Commission which, aslists, mandatory data retention. Then, of course, that
troika is influenced and comes back into EU circles to Lord Ullswater points out, normally has the

monopoly of putting forward proposals but, ofpush issues up the agenda in the EU presidency. It is
an unseen influence, it is an undemocratic unseen course, there have always been negotiations behind

the scenes, and always will be, as to what comes outinfluence. If we can see it, if we can know where the
ideas have come from and where they have as a proposal. Those proposals are then legislated for

in a joint way, the Council of Ministers has to agreeoriginated, then we can have an open, democratic
discussion. As I say, we may often lose those in one form or another and the European Parliament

has a say and, of course, through the scrutiny processarguments, as we do, but that is not the point at
issue here. of the committees, for example, of this House all
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technical measures over which the Parliament mightproposals for European legislation are subject to
scrutiny by national parliaments, more or less not want to waste its time. Instead we are seeing fast

tracking being used for substantive controversialeVectively depending which country is doing it. That
strikes me as a pretty open process. The proposals measures and, indeed, I have seen a document and

negotiations have already started so that on SIS IIthat are put forward may have emerged from private
discussions but nothing can be done with those they want to fast track that procedure as well. We are

not meant to know that, I consider that to beproposals if they need legislation until they have been
considered by the wider forum, is that not correct? outrageous. On the substantial issues like mandatory

data protection and SIS II, you are dealing with aMr Bunyan: You are right at one level but that is a
hidden level. If we take issues like biometric problem about the way it is working and also you

have got a problem with the European Parliament inpassports, mandatory data retention—
this sense, that they are prepared to enter into secret
“trilogues” on controversial issues. One canQ53 Lord Marlesford: You have mentioned several
understand it in terms of long technical proposals. Itimes biometric passports, tell us what is bugging you
know it is complex but when you get inside the systemabout biometric passports?
the democracy is not quite as obvious.Mr Bunyan: What bugs me about them?

Q54 Lord Marlesford: In the process by which they Q56 Lord Avebury: Could I take you back to your
have been agreed. remark about these matters being set in stone. I am
Mr Bunyan: The idea was first put forward by George thinking particularly about the Prüm Convention
Bush in a letter to the European Union on 16 October which you could not argue was set in stone because
2001, and then it became part of the G8 discussions. people could either accede to it or not as they saw fit.
Then we had the idea that the Commission puts Since the Prüm Convention itself contains provisions
forward a proposal in the general sense. The problem for its incorporation in European law, and this is to
then is, like on data protection, which is another issue happen within three years of the Convention being
we are discussing, the Commission puts forward a entered into force, this process will have to be aligned
proposal which is then taken up by the Council’s with the broader discussions on the third pillar and
working parties. This is the critical stage. The data protection under the third pillar. Would you not
Commission has the right to initiate, it puts the assume that whatever data protection there is
proposal on the table, like it does on data retention ultimately in the third pillar it has to be at least as
and like it did on biometric passports. great as that which is provided in the Prüm

Convention which itself, in Article 34, relies on the
Council of Europe Convention. I know you do notQ55 Lord Marlesford: Let us stick with biometric
think the Council of Europe Convention providespassports.
adequate data protection but that is the minimum.Mr Bunyan: The problem is the real discussion is
Will not all these other Member States which did nothappening in the Council’s working parties. Those
take part in the discussions on the Prüm Conventiondocuments are not publicly accessible until after the
have an opportunity at that point of widening thedecision is made usually, not all but most of the key
data protection provisions that it provides?ones are not available. Now if you look at the thing
Mr Bunyan: Not as I understand this Treaty. Theon biometric passports, you look back at what is
problem with the Prüm Treaty is that it has, first ofhappening on data protection, they are going
all, to be ratified in the Member States that signed it.through it clause by clause making substantive
That is procedure one. They have then got tochanges. I know this is getting complicated. You then
implement it. Because they have agreed it, and theirget this bizarre process, to use another issue, which
national parliaments have to ratify it in its presenthappened on data retention just before last
form, once they have agreed it, it is not open to anyChristmas where the UK presidency decided data
other Member State joining in to change it. This isretention, that is the retention of all our emails,
exactly the way that the whole Schengen acquis wasphone calls, and everything, was so urgent four years
incorporated. When it came within the Europeanafter 2001 that it had to go through by “fast track”.
Union, it was the original Member States’ versionYou get this bizarre proposal where you get a
that was brought in and adopted. This is a diYculty,proposal, the Council amends it, the Council then
that it cannot be changed. The second point yougoes into secret “trilogues” with the European
made about the Council of Europe is interesting, ofParliament and agrees a set of amendments which
course, because the 1981 Council of Europeeven the Parliament Committee is not allowed to
Convention does include certain safeguards whichchange. So it is steamrollered through the
the UK has always derogated from. It has alwaysCommittee, steamrollered through the plenary
derogated from the provision on “You should notsession. Fast tracking of the European Parliament

was introduced in order to deal with detailed record information on racial or political views”. It
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meetings. We need to have a system of access to thehas always derogated from the provision which
says—and this is an important issue we might come documents considered at those meetings, and we

need to have them in a way that we can have someto—that the subject of police information in a
particular case had a right to know the information consultation over what is going to be decided

informally or formally agreed in an informal meetingheld, not just a right to know if they ask, a right to be
told it had been collected even if it was not used. This on our behalf. We have a right to know those things.

We need to say, therefore, before our Governmentis something which may be covered by other
questions. There is a very important distinction here. goes away and agrees with five other Member States

what are the priorities and what is the precise natureIn fact, the Council of Europe 1981 is possibly ahead
of what is currently proposed. of the proposals to be supported. That should be

presented to committees like this and you can say
“Ah, you are going to G6 in three months’ time, canQ57 Viscount Ullswater: I am sorry to go back to a
we please have the agenda? Can we please have thequestion which really was asked by Lord Marlesford
documents you are going to discuss so that we canbecause your answers, as far as I could understand
take a view on this? Then we can call you in herethem, were criticisms of the working of the European
before you go away and agree things which once youUnion in its decision-making process rather than
have agreed are then your priorities within thecriticism of the G6 and the results of G6. All the
European Union.” I cannot see any reason why theybusiness that you were talking about—co-decision,
can object to that.working groups—has to be taken through the

Council of Ministers and agreed by all the nation
states and that is the process that laws eventually Q59 Earl of Caithness: Can I move on from your

dislike of the current system of how the UK structurereach our statute book having been agreed by the
European Union. A lot of what you were saying, if I works, how the EU structure works and how the US

structure works, and get back to the conclusions ofgot it right, was saying this is very opaque and it is
something going into closed conventions and you do Heiligendamm. Given that the system operates in the

way it does and decisions were made, are you happynot see the papers. That is the structure of the
European Union and you seem to be criticising that. that the G6 said that all the other Member States

could participate in what they agreed?You may have that criticism, I do not say that you
should not have it but you seem to be criticising that. Mr Bunyan: I think their attitude is that the other

Member States be informed of what they haveIf I could draw anything from what you are saying,
you would be objecting to the Prüm Convention decided and when those ideas obviously progress—
because you are saying that was agreed outside the
auspices of the European Union and if states sign up Q60 Earl of Caithness: No, no, could you just
to that they cannot change it. answer my question, please, and that is do you think
Mr Bunyan: Yes. it is right that the G6 Members said all the other

Member States can come in with their conclusions?
Mr Bunyan: We can see their conclusions. There areQ58 Viscount Ullswater: I would agree that is

another process, and I can see that you might object two elements to this. One element is what I have just
answered in terms of having all the information onto that, but I cannot see how you could object to the

conclusions because you say very clearly in your the agendas and minutes so we can see what has
happened. The next level is the other Member Stateswritten evidence: “In short, the G6 ministers’

meetings are utterly lacking in the rudiments . . . and clearly once it enters the Council arena can have an
equal say but you are talking about a bloc here, a blocshould be terminated”.

Mr Bunyan: I think some confusion has arisen of powerful Member States who are likely to defend
what they have agreed amongst the six of them, arebecause I was trying to answer a direct question I was

asked just now. In relation to G6, it is obvious when likely to push those priorities to the top of the
agenda. In other words, it is likely to exclude theyou read some of the other evidence you have

received that G6 is not just this three times a year influence of the other 19 Member States. It may be
that the other 19 are happy with this, I suspect theymeeting of ministers, they have also got meetings of

experts. In other words, there is an infrastructure are not happy with this, they can often see unseen
influences come into what is appearing on the agendabuilding up here very similar to G8. I would say, and

I know it is an old argument, we have had it over the of Council working parties. I am not saying that the
other Member States cannot participate in the EUyears over access to documents, that governments

and ministers and the Commission want the “space to decision, clearly they can, but if you have got a
committed bloc of six strong powerful and, in votingthink” so that we cannot see what is going on. There

is a certain minimum standard and what I think we terms strong, Member States who are committed to a
certain position or a certain path, it is quite diYcultwould say is we need to have copies of the agendas of

those meetings, copies of the minutes of those for those other Member States who may not have a
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national purposes under one set of rules and thenunified position to actually put an alternative point of
view. In other words, it is biasing what become being exchanged under another set of rules. There is

a battle going on. You are right to say that if thatpriorities and what the outcome should be. Why can
these discussions not take place within the proper happens, we have one set of rules which would

supersede anything which is in the Prüm Treaty. Iformal side of the European Union? Why is it
necessary to have them outside? We have Justice and think there is a connected issue, if I might take some

liberty to explain how this does get complicated overHome AVairs Council meetings, we have informal
Justice and Home AVairs Council meetings, we have the principle of availability, how this gets really

complicated and one of the problems with Prüm.working parties, why do these initiatives take place
outside the great plethora of opportunities which Now we know, in fact, that the discussion on the

principle of availability is now being “postponed” atexist within the European Union?
one level while the discussion on the data protection
directory is continuing. In other words, they are not

Q61 Lord Avebury: Could I return to the point I was going to decide in the Commission on the principle of
seeking to make earlier about the Prüm Convention. availability. On the other hand, what they are doing
First of all, would you agree that there is a distinction is they are saying, “Ah, but we want to get on with
between, say, Heiligendamm or other meetings of bits of it without agreeing the principle so we will
that sort and actual conventions which are agreed by create the ad hoc group on information exchange”.
a certain number of Member States of the European When you get onto that document, which you are not
Union? In the latter case surely you are not arguing meant to have, when we get down to the protection of
that under international law it is not open to a set of DNA data, which is a crucial part of the principle of
Member States of the European Union to arrive at availability report, it says “as provided for in the
agreements and to incorporate them in conventions Prüm Treaty”. This Treaty agreed by these Member
which they then open for signature by the other States, which has not yet been ratified by the national
Member States, as has been done with Prüm. A point parliaments, is already being treated within the
I was trying to make earlier about Prüm was that it working party of the European Union as if it has been
could be subsumed in the wider discussions about the agreed and is already part of the ethos of the
data protection standards which are to be applied to European Union. This is what we call policy
the EU third pillar and that was underlined in the laundering, that ideas are creeping in when they are
declaration of the European data protection not even part of the EU policy as a whole. Then it gets
authorities at Budapest when they said that there was even worse, because then you get a Friends of
no alternative to creating a harmonised data Presidency Report, you might ask who the Friends of
protection standard through the third pillar. If and the Presidency are, on the principle of availability
when that does happen, would you not agree that the which then says “. . . and we took into consideration
standards will at least be higher than those which the proposals contained in the Prüm Treaty”. It is
have been adopted in Prüm and, therefore, it is not this which mystifies people. When you do get all the
really necessary to worry about the development of documents you are meant to have, I mean I am not
those standards by a minority of members of the against the Prüm Treaty having a status if the
European Union because they are a building block Member States want to do it and to ratify it and
towards the wider third pillar arrangements? clearly that would influence policy but it is very
Mr Bunyan: Yes. Of course data protection is only in worrying when the provisions in the Prüm Treaty are
one element in the Prüm Treaty. The second point is already being discussed in Council circles as if it is a
not all Member States are agreed at the moment that factor which is influencing where the EU is going. We
we are going to harmonise data protection. The put oV agreeing the principle of availability but we
Commission proposal is double-edged, at one level it get on with discussing EU-wide DNA database and
is saying what is a European wide standard when you an EU-wide fingerprint database and access to all
are exchanging between law enforcement agencies, vehicle registration systems without any need for
and what may be exchanged, and at another level it is data protection, this is where they are going in the
saying we cannot have two standards. We cannot Council. I think we have to understand this role of
have one standard data protection when we are the Council as distinct from the proposal by the
exchanging between Member States and another Commission is a very critical distinction. The
standard at national level. The data protection Council in their working parties get into the detail,
commissioners are quite rightly saying we should not just the policy of how they want it to work in
have the same standard which the Council’s legal practice.
service also says is possible but there are some
Member States who do not want that to happen. Q62 Lord Avebury: Did you not just say that they
They do not want that imposition on the national would apply at least the Prüm data protection rules
data protection rules from what is an EU decision. if they adopt this more limited set of agreements on

matters such as DNA and the fingerprint database?Logically you cannot have data being collected for
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you have the Commission proposal, you have theMr Bunyan: This is the complex thing. If the debate
carries that we get one level, one standard for data Presidency proposal and then it has been described to

me as a trolley is wheeled into the room and on thisprotection for transfers and also for national level,
that will clearly be in place and Prüm cannot trolley there are Notes or SN documents1 from

Member States and these are distributed around theovertake that.
room. We have had a big fight to get access to those
documents and the European Ombudsman decidedQ63 Lord Avebury: Whatever the status of
in a case we took to them that those documents wereratification of Prüm it will be quite open to the
part of the decision-making process and we had aCouncil of Ministers to extract from the Prüm
right of access at least to a list of the documents if notConvention the data protection rules?
to the documents themselves. When we see thatMr Bunyan: Of course.
Commission proposal, the conduct of it, and the
Council proposal, remember in the actual meetingsQ64 Lord Avebury: And incorporate them in
themselves there were lots of other documentswhatever they do for DNA.
floating around and, quite frankly, we have had aMr Bunyan: Of course, yes.
battle—I have used that example—because the
Ombudsman made a special report to Parliament, the

Q65 Baroness Bonham-Carter of Yarnbury: I think Parliament agreed with it, the Council, Mr
you have answered my question already which is that Brunmayr, sent a letter saying they have all been
you clearly do not think there are adequate degrees of instructed now to list all these Notes, SN documents
transparency as to how the G6 goes about its being circulated. I met with Mr Brunmayr last
business. One of the things the Minister pointed out December and I said, “What is happening?” He said,
to us last week was when you are dealing with “Well, Tony, we put out a letter, the instructions are
ministers from diVerent countries and trying to come there, but quite frankly most of them are not doing
to resolutions and conclusions, there often needs to it”. So you do have a battle. The influences which
be a process whereby they can be persuaded to shift happen within a meeting are quite extraordinary.
their position in private and if everything was open to
minutes and so on no conclusions would come about.

Q66 Baroness Bonham-Carter of Yarnbury: You doI just wondered what your reaction to that was.
not accept that the conclusion of the meeting isMr Bunyan: I understand, it is the old argument
enough information?about the “space to think”. Of course you are going
Mr Bunyan: No. When you talk about conclusionsto have emails, you are going to have proposals going
actually with any Council conclusions a bit of PRaround before any meeting. You are going to have
creeps into the language used. It is only in some casesmeetings in Brussels between the permanent
those of us who have studied the lexicon of therepresentatives and the JHA Councils at another
European Union can understand what lies behind alevel. When we come to the level of the meeting itself,
particular phrase and what the implication is of athis is the argument, we need to see the agenda, the
particular phrase because we have actually seen theminutes, the documents on the table as well as the
other background document and say, “Ah, that isconclusions. Of course there are going to be
what that means”.negotiations and discussions before you get to the full

meeting, but when you get into the actual meeting
Q67 Baroness Henig: I would like to explore youritself and what is on the table then we are saying,
understanding of accountability because in a sense“Yes, we must know what is on the agenda, minutes,
you have answered the question I might have put,the documents and a system of access to those
you are clearly unhappy about accountability issues.documents” which can apply and the regulations say
That is really where you are coming from. I was“You cannot see this” for whatever reason. Of course
wondering, therefore, whether you were locating thisyou are going to have negotiation before an actual
in the context of the European Parliament being toomeeting, before even the agenda is agreed you will
weak. You did refer earlier to a democratic deficithave a negotiation of the agenda because you
and, of course, we know there has been this longcirculate a draft agenda and another Member State
running discussion about the powers of the Europeansays, “No, we want to put this on”. Of course
Parliament and it needing to be stronger. Is that whatsomething happens before and there are meetings
you want to see, a stronger European Parliament?before and discussions. When you get in that formal
Mr Bunyan: I would certainly like to see a Europeanprocess then we are saying, “We need to know what
Parliament which had the same normal powers as ais on the table. What are the options on the table?
national parliament. I would like to see a parliamentWhat are the documents on the table?” To give an
which had the power to initiate legislation, whichexample which can often happen, and it is not often
does not seem to be an extraordinary idea, and arealised, when you are in a Council working party—
1 sans numero (unnumbered oYcial documents)I have not been in one but I know people who have—
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because that will happen in a meeting, we canparliament which also had the power instead of this
fuzzy co-decision where, quite frankly, some co- understand that, but we must have a way in which it

is not just this Committee because it is not justdecisions are good decisions but some co-decisions at
the end of the day are the lowest common parliaments that are important, it is also important

that civil society is involved, that civil society has andenominator, I think the Parliament although it does
have a power does not use it to actually say, “Take opportunity to make its views known to this

Committee and to the other committees, so that whenthis back to the drawing board and come back with
another proposal”. We had this situation on the you get the ministers here with their agenda, you can

not only have your own views but you can take intoRegulation on access to documents. I remember in
2000 we called a meeting, the civil society groups account civil society’s views.
called a meeting, of all the parties and said, “Hang
about, the Council has got one position . . . .” this is Q70 Baroness Henig: I see where you are coming
six months into it “ . . . the Commission has got from.
another position, the Parliament has got another Mr Bunyan: In a democratic system I do not see why
position . . .” and all of the civil society groups were this is such an extraordinary demand.
saying this, they were all in the room, the Court of Baroness Henig: When you elect MPs that is not
Justice was there, the Ombudsman was there, and the normally how the system operates, I accept, and I can
Council . . . surely the Commission should be told to see where you are coming from. The Chartists, again,
go back, having had six months of this, and come up would be very happy with what you have said.
with a new draft. The Parliament does not have those
powers. It should have been saying, “Look this is a Q71 Lord Marlesford: Let us go back to this
mess. Even the Council and the Commission could principle of availability and the data protection
not agree in this particular case. Go back to the framework decision and the conflict between them. I
drawing board.” I do not think it would be so terrible can see that in deciding on availability, i.e. exchange
if they had to do that. of information, it is very important to take into

account the data protection dimension.
Q68 Baroness Henig: That is one issue, in a sense, Mr Bunyan: Sure, sure.
from where you are coming from.
Mr Bunyan: That is a general point. Q72 Lord Marlesford: Sometimes, I imagine, there

will be conflicts, where people are not too happy
about the data protection provisions and yet they seeQ69 Baroness Henig: Yes. Your position actually

does have a long and illustrious history and Viscount an urgent need for crime or terrorism fighting for
exchange of information. How do you think thatCecil would be proud of you; this whole idea of open

diplomacy and putting things on the table, and this should be resolved?
Mr Bunyan: I will perhaps use an example. There is aidea of seeing agendas in advance, he was arguing 70

or 80 years ago and the Foreign OYce was going proposal, originally from the Council and now from
the Commission, saying that information onberserk when he was arguing for it. It struck me when

you were saying that, that for the next meeting what terrorism should be exchanged in the country where
the terrorism investigation is happening withyou would like is for an agenda, say, to be scrutinised

by this body here and we would then say to ministers Europol and other Member States. That proposal is
interesting because I have no objection that if youwhen you go away, take heed of what we say here,

here and here, but Parliamentary democracy does not suspect somebody or a group of people are planning
something, a terrorist event to kill or maim people,work that way, that is not my concept of

Parliamentary democracy. I am not saying that there you should send that information around Europe to
find out if anything else is known about them, at theare not forms of democracy where that might be

appropriate, but surely in terms of the way we investigative stage. If you take the example a couple
of years ago now—and there have been manynormally work ministers go away and do things and

we scrutinise them afterwards. examples since—of the 10 Muslim men who were
arrested in Manchester and held for a week andMr Bunyan: That is one of the more recent problems

we have had, the way democracy is working. Of released without charge, the point about the way
security and intelligence works here—and I am notcourse ministers have ideas and of course some ideas

will come from meetings, but if they know what is on talking so much about the police here, I am talking
about security agencies, MI5 and Special Branch—the agenda I see no problem with this Committee

making its views known before the meeting; that is when you look at 10 men you look at 10 men and 10
men’s families, 10 men’s friends, 10 men’snot to say that at the meeting an agenda item will not

be interpreted in a particular way, and then we will workmates. The circle of people that could be
involved with 10 men could be between 300 and 400hear about it after. In the conclusions there may be

one item which is not exactly what was on the table people. The names of 300 or 400 people could be
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their own information and to change it. In that lastpassed around Europe, which may be legitimate, we
do not know, because it could be a bomb on a Tube example that you gave if somebody feels that their
or whatever. The problem with the proposal is this: name has been passed from agency to agency and
there is nothing in the proposal that says that if those from country to country they should be able to look
10 men were not charged or those 10 men were not at that and see what is being held on them. Would
convicted, that that data has to be erased. That to me you agree that that is a way forward?
is utterly wrong. I am all in favour of circulating to Mr Bunyan: It is. You have asked a number of
find out if anybody in these men’s circles has related questions and that is fine, but if we take the
anything to do and to follow it up because you want example of the 5,346 Pakistani people in Greece,
to stop an outrage, but if in fact you release the men only 1100 of those were actually brought in for
and you review it afterwards and you realise it was questioning; that means that some 4,000 odd do not
not true, or like the recent information—we do not even know they were on a list, so there is one
know the full story yet—it was the wrong diYculty, you have to know that you were on the
information, then that data, unless there is an list to ask the question. We do not have a very good
exceptionally good reason, should be erased, all data record, for example, in this country, if you look at
inside Europe. In the United States they now have the appeals made to our Security Service Tribunal
one list of people to check, the passenger name and our Telecommunications Tribunal; not a single
record, for example, and there are about 130,000 complaint has ever been upheld and on
people, terrorist organisations or whatever, but the telecommunications that is since 1985, to get
trouble with the European Union is that every information out or find out what is going on. In this
Member State has its own watch list, and this is a country, therefore, we do not have a good record
problem because it means that these people, if they for finding out. One of the problems is that if an
were on this list, could be on the Austrian and individual knows they are under surveillance it is
German watch list. Where is the control over this? one thing. You usually know it because you get
Where is the control over the 5,346 names supplied to arrested and brought in for questioning, and then
the Greek Government by MI6 in July last year? post hoc you can say what are you holding on me,
Where did they come from? What happened when can you take me oV the list? Of course, there are
1,100 men were taken in and questioned? Six were many cases where you do not know you have been
removed for immigration reasons but not a single under surveillance, you are just on a watch list, and
terrorist was found. Where did those names come this is a problem. You may have read an article last
from? Was there another 5,000 names because they week about a case in the European Court of Human
were all basically agreed that the Pakistani Rights, the case of four people resident in Sweden
community was only 25,000 strong? What was the and one resident in Denmark, where the court was
length of the list given to Germany and France and coming down very, very firmly on a great stack of
are the names of those people being kept on record by records of political activity being held by SAPO the
Greece? This is the problem. It is not the problem that Swedish security service on people, going back 20 or
we do not all want to tackle terrorism, we are agreed 30 years, and the court came down very firmly in
on that, the problem is the control and the use of that terms of the right to keep that, the right of that
information when the person is shown not to have person to see it and correct it. It is a decision that
been involved, because otherwise you are ending up maybe we need to look at in more detail, because it
in a nightmare society. does establish certain rights of people to see what

is being held by the security services, not about an
immediate terrorist threat, but is being held onQ73 Viscount Ullswater: Thank you. You have
record about their political or trade union activityanswered probably most of my question, but I might
over a number of years and their employmentjust repeat it. The European Data Protection
record. There are a number of issues here, and ISupervisor said that it was not enough for each
notice that Mr Hustinx, in his report on this, doesMember State to have its own data protection
say that where data has not been obtained from thelegislation, the legislation must be harmonised
subject or has been obtained without theirthroughout the EU before data could be exchanged.
knowledge, information shall be provided to themYou have already said that you would agree with that
no later than the time when the data was firstand you have previously given examples of why you
disclosed. I agree with that, but that is not whatthought it ought to be done, but could I suggest that
Article 20 of the draft says. This says if you suspectwhen we look at all the available material that is now
they have information on it, then you have gotbeing discussed for data protection and the
certain rights, but if you do not know there is noframework agreement, some things are probably
obligation to tell you that we investigated you, weuseful to discuss as source documents, for instance
passed this information all around Europe andthe Prüm Convention which, in Article VII, has a

long, long list of opportunities for people to access perhaps the United States where it was further
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too general to provide eVective data protection in theprocessed, but you have no right to know who has
collected information on you, who it has been field of law enforcement. You have given two
passed to, what it says, is it accurate. Asylum examples so far but can you give further examples or
seekers, of course, come under the current data amplify the ones you have given on cases that you are
protection 1995 directive, but how many asylum aware of where these protections have already been
seekers, most of whom are out of the country if they shown to be insuYcient?
have been rejected and have cause to complain, ever Mr Bunyan: I should say that we are not into
use data protection to find out? They do not know. collecting cases but one can give some examples.
There is a real problem here when you look at this There is the classic case of the two Welsh football
data protection proposal; it is all about the security fans, the Boare brothers, going back some way and
of the information being held, control over the there are also related cases—I have met the people—
transfer within the European Union, but it is about in which people were arrested in Gothenburg in 2001,
the self-regulation of state oYcials and state people arrested in Genoa in 2001, people were
agencies between themselves. What I do not see here arrested in Davos. These are cases from Italy, Sweden
are equal rights for the individual to know what and Finland where people who were arrested but not
information has been gathered on them when it is charged with anything have established that their
disclosed to somebody else or passed the point names were on a Schengen watch list. We had the
where it was part of an investigation. With this famous case of the Greenpeace activist, Stephanie
information floating around, there is a real danger. Mills, who tried to come into Belgium and then was
In 2003 the Council looked at EU databases to refused access to the Schengen area because of a
determine the number of access points there were to French objection over the Rainbow Warrior. There
the Schengen Information System—I am not sure I are other worrying examples and it is certainly an
have the figure right, but it was very close to this— area where, although we have not seen the report, the
and the figure that was produced in the Council data protection communities themselves were
report, it even had exclamation marks after it, was concerned about keeping the names of protesters on
that there were at least 123,000 access points in the watch lists so they could just be stopped at the border.
European Union to the system. That becomes There have been worrying examples in Denmark in
worrying, because at least under the Schengen the last year where they were asked to check on
Information System you had a system whereby if the information passed outside Denmark under the
immigration authorities input information only the SIRENE system—in other words was the
immigration authorities had the right of access to it; information accurate under the SIS? There was a
now of course they are talking about everybody— worrying number of cases when they looked back on
immigration, customs, police, security services— them where they found the information was
having the right to this information, so the number inaccurate, in some cases up to five or 10 per cent was
of access points to this data is going to increase inaccurate—the address had not been changed, the
exponentially. The worrying thing is how are you person had died, all kinds of things had happened. It
going to control it because with even the best of is on our website and I thought it was a great example
systems you are going to have leaks if you do not where a small country with a small number of
have proper controls. I am concerned; I do not think exchanges showed a worrying level of inaccuracy in
we know exactly how many people are going to have the data actually being held, especially if we can
access. The United States could not tell us how access data automatically as it were, without it being
many agencies are going to have access to data on checked. Somebody wants this piece of information;
passenger name lists because they do not know how we had better check its accuracy before we pass it
many agencies do have access to it, or they could over. This study shows that in fact in Denmark in a
not give us a figure. I start to get worried if small number of cases there was an unacceptable
governments do not even know, so it is the scale of degree of inaccuracy in the data being held, and this
this thing which is concerning. The fundamental

was even without the individuals themselves beingthing is that we cannot just have self-regulation of
consulted about whether the data was accurate, ithow data is passed from agency to agency, there has
was clearly inaccurate. Of course, you can get thingsto be a right of an individual, providing it does not
that are disproportionate; another thing that we didinterfere with an ongoing criminal investigation, to
was to show people who were excluded from theknow what is being held and the right to correct that
European Union because they had been rejected, andinformation.
this is used by some countries to a high degree and
some countries to a low degree, so you can get Italy
putting 180,000 and another country ten. Then weQ74 Earl of Listowel: The Budapest Declaration,
have the case still to be resolved—I expect it will befollowing the G6, of the European Data Protection
resolved now, and Switzerland was the worstauthorities states that existing legal instruments

applicable in the EU on data protection are indeed oVender, we suspect because of Davros—of putting



3429101002 Page Type [E] 12-07-06 22:40:07 Pag Table: LOENEW PPSysB Unit: PAG1

24 the meeting of the g6 ministers in heiligendamm: evidence

14 June 2006 Mr Tony Bunyan

Q76 Lord Dubs: The only issue that I was actuallyEU citizens onto the SIS to be put under surveillance,
which of course is utterly against EU law. That I concerned about was the part that the national

Parliament should play in this decision-makingthink has been recognised now and will be resolved in
the discussions. The real problem, as I say, is if you process, I do appreciate the other points, but I think

you said the answer is yes.do not know, but when you are stopped at a border
and somebody looks up a list then you know, but you Mr Bunyan: I think the answer is yes. The direction
do not know sometimes where it is from. The Boare that some Member States seem to be taking is that if
brothers had the extraordinary case where they knew there is going to be a decision on it, it should be taken
they were on the Belgian list and it turned out that at national level and should not be decided at EU
they were on the NCIS as it was then here. They were level. Obviously, that is right, that is absolutely right.
on the Belgian list and Belgium refused to remove
them, so the Commission had to intervene, and then

Q77 Lord Marlesford: This is really a co-ordinationthey discovered they were on a Foreign OYce list of
question: do you think the police should have accessfootball hooligans which was held in Belgium, so they
to information on Eurodac and VIS given that theyhad to follow a whole track of where the information
have made an input to both data banks, one beinghad passed to get themselves removed from each list,
responsible for visa information and the other beingwhich took them two or three years.
responsible for asylum decisions?Earl of Listowel: That is helpful, thank you.
Mr Bunyan: I have thought about this and they areChairman: Lord Dubs, you may feel that the next
diVerent. Eurodac and VIS have diVerent bases;question has been answered.
Eurodac is there for the collection of fingerprints
from asylum applicants, it comes through the

Q75 Lord Dubs: If I may just ask a bit of it, the issue Immigration Service which collects them and then
of biometrics on ID cards is a very contentious one, puts them on Eurodac. The people who run Eurodac
as we saw when the Identity Cards Bill was passing up until now have always been very proud that they
through Parliament here. On the other hand, if you are running a very eYcient system, in other words
take the European situation that we have been they have always been very proud that the data is
talking about you have the Heiligendamm being properly stored, is only accessible for the
Conclusions, you have the JHA Council and the G6 purpose for which it was collected, ie in relation to
ministers all supporting the idea of biometric data on judging whether people have a right to asylum, and I
identity cards. The thing I am interested in is what am not at all sure that they are very happy at the
involvement should there be by national Parliaments moment that the Eurodac system which they wrote
in such decisions because we have not talked about the proposal for, set up and run is now to be, under
that, we have talked about the European situation. the principle of availability, available for all

purposes. In that case it is collected by theMr Bunyan: One has to put this in context. The idea
Immigration Service; it does not come from theof there being biometrics on EU identity cards was a
police. The Visa Information System is slightly moreproposal by this Government at the start of its
complex because, obviously, that data is collected inPresidency, which one might think was a slight
the third country the person who applies for the visacoincidence given the problems it was having here
might have been, fingerprints will be taken at thatgetting through the ID Cards Bill with biometrics on
point and put on a central database and before theit; in other words, they were saying we are doing it, we
visa is issued, two things theoretically will happen.think everybody in Europe should do it. I am sorry to
They will be checked with the police and securitysay this, but this was the timing, it was dated in June
services within the European Union and also with theof last year just before they came into the Presidency.
police and security services in the country of origin toIt has of course run into trouble because there are
say can they come in or can they not come in—we areobjections to this, some because they do remember
talking about watch lists in a sense. It is therefore aArticle 18.3 of the Nice Treaty which said that this
little more complicated, I do not think you should putkind of thing could not be decided at EU level and
the two in the same bracket and all the samepartly because they said this is a national decision and
questions arise over the control of that data and whonot a European decision. At the moment the
should have access for what purpose. We could allproposal is actually on hold, although there is a nice
agree that we want to exclude terrorists and reallylittle note in one of the minutes I saw recently: “As it
heavy, mafia-organised criminals, but are we actuallyis on hold the UK has oVered to keep a record of
saying that if a person has committed a minor crimewhat each country is doing in order to help the
in the third country that should also be grounds forproposal at national level,” but the proposal does not
saying they should not get a visa? In other words, welook like it is a runner at the moment. That does give
have got to have some standards here about how youa problem and the problem is that of course within
apply that and that would, in terms, define whothe Schengen area the ID card is used to travel

around, the passport is something which we use. should have access to it and for what purpose. If
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back to what standards you set for who should havesomebody has got a spent sentence 10 years ago,
should that be grounds for saying they could not visit access to it for what purpose. We must remember that

not even Europol is not exempt—a little while ago anthe European Union, and I think we have to have
some standards there so that we are being very strict oYcial in Europol was discovered to have been

taking out files and passing over information toand very narrow and say that of course if people are
going to come and endanger the lives and the well- organised criminal groups, so even in the most

perfect organisation there have been exceptions,being of people in the European Union they should
not be allowed to come in, but 99.9 per cent of people worrying exceptions. There are exceptions in relation

to organised crime and terrorism, therefore, but thereshould be allowed to come in.
are the more general questions which are not just
going to aVect the organised criminals and theQ78 Lord Marlesford: My Lord Chairman, may I

ask a question which deeply concerns me which has terrorists but are going to aVect all of us if we do not
watch out and set limits on how this information isbeen referred to, and that is that all of what we have

been talking about—data protection and availability gathered and who should have access to it. The real
question again is if you collect the information forof data for fighting crime, terrorism and all the rest of

it—is based on assuming some homogeneity between one purpose under data protection you should not be
using it for another purpose, but that principle seemsmember countries. Some of us believe, and I believe,

that there is a huge diVerence in the integrity of the to have disappeared and having collected it for one
purpose you should not only not use it for anotherjudicial systems of certain countries and the sort of

use or misuse which might be made for their own data purpose, you should not pass it on to a third party,
whether in the European Union or outside, to berecords. I am very worried at the idea of this

universal, pan-EU use being allowed because I just reprocessed and added to for yet another purpose. It
seems that the principle of data protection is reallyworry that it could be subject to abuse at a later point.

Mr Bunyan: I do not feel competent to answer a suVering at the hands of the principle of availability
and I do not personally think they can be reconciled,question about the diVerence or the reliability or the

corruption or whatever of other judicial authorities. not the way they are currently being discussed.
Chairman: Thank you very much indeed, you haveEarlier I signalled that the real problem is how you

control access when you have 150,000 or 200,000 been very robust in the way you have answered our
questions and you have given us a lot to think about.access points when you have collected all the

fingerprints of everybody in the European Union, If anything occurs to you in the next 10 days that is
burning you and you think you should have told us,when you have collected all the data on their

telephone communications and when, under the EU do please let us have it. As I said earlier, we will show
you a transcript of the morning’s proceedings andPassenger Name Record (PNR) you collect the data

of all their movements and you have this mountain of you can make any alterations that you feel necessary.
Thank you very much again for your help thisinformation. I am very concerned that you cannot

control the use of that properly, but of course it goes morning.
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Henig, B Wright of Richmond, L (Chairman)
Listowel, E

Examination of Witnesses

Witnesses: Joan Ryan, a Member of the House of Commons, Parliamentary Under-Secretary of State, Home
Office and Mr Peter Storr, Director, International Directorate, Home Office, examined

Q79 Chairman: Minister, thank you very much for discussions, but they do not have decision-making
authority and therefore allow the sort of opennesscoming. As you know, this is part of an inquiry into

the Heiligendamm meeting and I am very grateful to and flexibility where members of the G6 can
exchange views and form opinions and receive expertyou for bringing Peter Storr with you; I hope you will

feel free whenever you want to ask him to take our advice where they feel they need it, and to pursue
issues of common interest. We see it as an importantquestions, if that is what you want to do. We are

particularly glad to welcome you; as you know, the way of relating to the five other members of the G6
and an important way of expressing and developingHome Secretary was rather reluctant to give evidence

until after the next G6 meeting, but that would not our own views. However, it is informal, it is entirely
on the basis of co-operation and, as I have said, ithave suited our timetable at all, so it is very good to

have you here, and I hope you have had time to does not have a decision-making ability in relation to
the rest of the EU or in relation to individualmaster some of the answers to the questions. The

meeting is on the record and is being broadcast on the Member States.
web. You will be, in due course, sent a transcript to
check or have checked if you want. I wonder if we

Q81 Chairman: Do you think that reflects the viewcould start with the first question on the hymn sheet,
of the other members of the G6, because the Germanwhich is that we understand that the G6 meetings
statement that came out of the meeting rather implied(previously called G5 meetings before Poland joined)
that you had taken decisions and it was up to otherswere an initiative of the British and French
to join in them if they wanted. I do not know if youGovernments. How much significance or importance
want Peter Storr to comment on that.does the British Government attach to the G6
Joan Ryan: I will ask Peter to come in in a moment,meetings or meetings of this sort? Can you give us any
but what I would say is that G6 can take a view onexamples of current EU policy that originated in a
behalf of itself but it cannot take a decision that is inmeeting of either the G6 or the G5? Perhaps I could
any way binding on the European Union. It is able tocouple that with the second question which is could
take a view where all six members agree, and if ityou tell us a little about the process by which G6
reaches a conclusion we would expect it to make thatministers reach conclusions; are these adopted by
conclusion clear to us in public, which has been itsunanimity or by any other method?
practice, that its conclusions are made public. YouJoan Ryan: Thank you, My Lord Chairman, and
asked about unanimity, and what happens with thethank you for welcoming me to this Committee. I am
G6 is that where they have agreement then they willvery pleased to be here and I will endeavour to do my
have a conclusion, but I do not think it has thisvery best to answer your questions with some clarity.
formal notion that perhaps decision-making at the
EU has where unanimity or not is reached and then
there is an outcome because it is much more informalQ80 Chairman: Can I just interrupt you to say that

the acoustics in this room are terrible; please can I ask than that. Peter, do you want to comment?
you and everybody else wishing to speak to speak up? Mr Storr: If I may just make a couple of points, the

first point I would want to make is that the G6 dealsJoan Ryan: Can I just reiterate that the Home
Secretary sends his apologies and is very keen to meet with quite a few issues other than what is on the

future agenda of JHA councils or European Unionwith the Committee when he has participated in a G6
meeting; however, I am very pleased to be here. The issues that might be coming up in the future. It

involves discussions between ministers aboutsignificance of G6 is where we started, it was
previously G5 and now with Poland joining it things like better co-operation between law

enforcement authorities, whether that is at the levelbecomes the G6. It is a group that, from the
Government’s point of view, is a very welcome of all six Member States or two or three within the

G6 grouping; better co-operation betweenopportunity to meet with a smaller number of our
European Union partners to have informal immigration authorities, so the point is that it is not
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Joan Ryan: Yes.just or maybe not even primarily a meeting shaped
around the EU agenda, it is more shaped around a
bilateral co-operation agenda than it is an EU

Q86 Lord Marlesford: Really?agenda.
Joan Ryan: Yes.

Q82 Viscount Ullswater: I was interested in what
Q87 Lord Marlesford: When were these initiated?you said that the conclusions should be made
Joan Ryan: It was the UK and France and it was

public because that would indicate to me that when David Blunkett was Home Secretary and Mr
perhaps the Home OYce should publish the Sarkozy, so France and the UK in 2003 decided
conclusions or even at least a press notice, but I that this would be a useful initiative and then other
note from the written evidence we had from the countries decided that they too would be interested
Home OYce that the conclusions were not in that initiative. Initially, therefore, it was the five
published and therefore no press notice was issued. countries—France, UK, Italy, Spain and
I query the amount of openness that there is about Germany—and then in 2005 Poland joined. It is
reaching these conclusions in these small groups. entirely a matter of their choice that they come
Joan Ryan: After the last meeting the normal together in that way and it is entirely about home
practice was followed and the conclusions were aVairs issues.
published. It was the German Presidency and they
published the conclusions as is the norm, so there

Q88 Lord Avebury: You said it was important thatwas no deviation from the normal practice. It
the conclusions be made public and then in answerwould be a matter for the country in the chair so to
to another question you said that the Germans hadspeak to publish the conclusions, they did so and
released a statement. Where does the ordinarythey are available.
citizen in the non-host G6 countries find out about
these meetings; does he have to look on a German

Q83 Lord Marlesford: If I may ask a website, does he have to read German?
supplementary really following up on the law and Joan Ryan: I might ask Peter to come in on that in
order point. I really would like to get a better feel a moment, but I was going to suggest to the
for the mechanics of these things; the G6 meetings Committee that we could oVer to publish our own
do not necessarily cover Home OYce aVairs, they G6 conclusions after our October meeting on the
presumably do not necessarily, as you said, cover Home OYce website, if that might be a useful thing
just EU aVairs. Can you give us some feel as to how to do.
many G6 meetings there are in a year and how
many are on Home OYce things, and also are these

Q89 Lord Avebury: Then the same thing goes theministerial meetings of the G6 normally preceded
other way about, does it not? How do the Polesby a meeting of the same countries at oYcial level?
know about it?

Joan Ryan: Yes, they are normally preceded by a Joan Ryan: They have their own websites and each
meeting of oYcials which would be to facilitate the ministerial department in each country can make a
point at which the ministers come together so that decision, if they want to, that they will publish
the meeting has a start place and some direction. these minutes.
They would happen usually about every six
months.

Q90 Lord Avebury: You do not think that it would
be a good idea, for example, for the G6, since they

Q84 Lord Marlesford: When you say they happen are having these meetings at regular intervals, to
every six months that is two a year, but would those have their own website, so that it could appear in
necessarily be concerned with Home OYce matters every language of the G6?
or might they have an agenda which was wider Joan Ryan: These are informal meetings and the use
than that? of them is that they are—
Joan Ryan: My understanding is that it is to do with
issues for ministers of the interior so it is home

Q91 Lord Avebury: It was you who said the publicaVairs.
are entitled to know about them.
Joan Ryan: It is possible for them to know about

Q85 Lord Marlesford: Are you saying that the G6 them because the conclusions are published, but as
countries only meet, as it were, as a ministerial to what language they are in and how accessible
meeting of interior ministers and not, for example, they are, perhaps Peter could help us there. I am

not entirely sure how accessible they are.in other areas of government?
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Q95 Lord Avebury: They know the conclusions butQ92 Chairman: Minister, I ought to let you know
that I think it was entirely through the agency of they do not know beforehand and it will be too late,
Statewatch that we actually learned what the once you have reached a conclusion, for another
conclusions of the meeting were. They put that on Member State who is not in the G6 to start objecting
the record. because you have already made the decision.
Joan Ryan: The fact that you have come across them Joan Ryan: We could be making the mistake of
by accident does not mean that they are being in some thinking that a conclusion by this group is in some
way secreted away. It is important that they are not way binding or a decision; it is not. When the
in some way being withheld from people or hidden conclusion is published you will find that other home
away, but because it is an informal group and it does aVairs interior ministers from other Member States
not have a decision-making ability, it is important, know very well that these conclusions are there and
just like bilaterals and multilaterals that ministers can will, I am sure, be interested and will and do make
meet and talk to each other and develop their representations. It is a conclusion therefore and not a
thinking, without it being constrained by a formal decision, and it is a very open process. There are other
decision-making process. It is important that they groups that I know your Lordships are aware of such
have that opportunity, and that is why, with no as Benelux, the Salzburg group, and one that has
decision-making ability, the G6 is not therefore recently formed that Baroness Ashton talked about,
accountable to a scrutiny committee in this way. the Common Law Club, which we are a member of.
Obviously, anything with a decision-making ability is So it is not at all unusual for these groups to exist and
and should be, but there is a need for both they are running alongside all the normal multilateral
opportunities for ministers to develop relationships and bilateral talks that we would have, that ministers
that lead to a better understanding and exploration would have, that are not subject to the kind of
of common positions in an informal way, but also we accountability procedures that the committee is
have the formal decision-making process. talking about.

Chairman: Minister, I should make it clear that it is
Q93 Baroness Henig: I hear exactly what you are not any part of our agenda to criticise the formation
saying, and the issue that was put to us three weeks of small groups; they are becoming increasingly
ago was the issue of accountability, that the public common in the European Union and in fact before
has a right for these meetings to be accountable. your arrival Lord Marlesford was telling us that at
Therefore, the question I wanted to put perhaps to the European Select Committee, which is considering
the director was ought not the Home OYce really to the question of enlargement, the point was made last
think in terms of a communication strategy around night—do you want to add to this, Lord
these meetings? In other words, what is he trying to Marlesford?—that with enlargement and further
achieve with them and what should the enlargement there is likely to be even more of these
communication strategy be to bridge that gap, small groups. We are not criticising the formation of
because there are people out there who feel that this small groups, what we want to scrutinise is exactly
is actually lacking in accountability. There is a what happened at this small group. Perhaps we
perception that that needs addressing; how would should move on to Baroness Henig’s other question.
you answer that?
Joan Ryan: What I have just said really, that I do not

Q96 Baroness Henig: I am not objecting; I think thatthink there is an accountability issue, but that is not
to say either that there is any attempt to prevent the way that Europe is going it is likely to get more
anybody knowing what the conclusions are. It is an and more of these things, but I do think the Home
informal grouping and there are many others, this is OYce needs to think about, in terms of a
not unusual, there are many others that the UK is not communication strategy, what needs to be
a part of, and if any other Member State was communicated to whom and where, that was really
interested in the conclusions, or felt that it was what I was trying to raise with my question. I will go
leading to an issue that would aVect them, or was on to the other one which is linked, because the
concerned in any way and wanted to participate, conclusions of the Heiligendamm meeting state that
there would be no attempt by the G6 to exclude them, other Member States would be fully informed, and in
they would be invited to have discussions. It is an fact you just said this, that other States could see the
entirely open and fluid arrangement. things that had been reached and could join at that

point. How do you meet the criticism that the way the
G6 operates actually rides roughshod over theQ94 Lord Avebury: How on earth can they make
interests of the smaller or medium-sized Memberrepresentations if they do not know what your
States and the issue is really then what opportunitiesagenda is?
do these Member States have to diVer if they do notJoan Ryan: They do know the conclusions, you will

find— like what has been decided? What is the process by
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EU decision-making processes which are establishedwhich they are then drawn into G6 proposals and can
join in these wider policy developments? for inclusion as opposed to exclusion.
Joan Ryan: First of all, I do not think there would be
any desire or wish amongst the G6 to ride roughshod Q99 Chairman: To go back to Lord Avebury’s
over small Member States, that is certainly not the point, it is a little diYcult for the other States to know
purpose of the G6, which is entirely to exchange what the G6 are actually going to discuss.
views, develop views and share information and find Joan Ryan: Yes, but they would not necessarily know
consent just amongst themselves, so to create a lack what was going to be discussed in a bilateral or a
of consensus or a problem for other Member States multilateral because these are informal groupings,
would be very much against the grain of the whole and it is an opportunity for these States to explore
initiative. If work or initiatives that originate in the together areas of common interest in relation to what
G6 evolve into EU policy, then EU Member States can be sensitive matters. As I say, they cannot take
will have exactly the same level of participation as the that any further with it going through the whole of
G6 States. the EU way of making decisions, which would

include all other States, and there is nothing to stop
any other group of States forming a grouping and itQ97 Baroness Henig: Is that realistic? If the six
may be one that we might want to join.largest States come together and they all actually

agree on something, and they say we have agreed on
this, this and this, what leverage then have the other Q100 Chairman: If you would not mind, I wonder

whether I could ask Peter Storr, are you aware of anyStates to come and try and change them?
questions from other Member States to us aboutJoan Ryan: It would then have to go through the
what went on at the meeting? Have you ever detectednormal decision-making process if that was going to
any interest on the part of other Member States?happen, and this would be no diVerent than EU
Mr Storr: There is a fair amount of interest on theMember States meeting in bilaterals or multilaterals,
part of one or two other Member States and it is fairthis is how ministers meet and how they decide the
to say that one or two of them are looking at the G6agenda that they wish to take forward. It has no
to see what it is that it is doing, but equally we wouldgreater significance than that, we would say.
say to those Member States that we do not, for
example, see the agenda for the Benelux meetings or

Q98 Baroness Henig: But it is not, is it, if six get the Baltic Sea taskforce or the Nordic Co-operation
together that is a bit diVerent from a bilateral Group in advance of meetings, nor indeed do we see
relationship, that is quite a significant number of their conclusions. For our part we accept that as
States getting together to discuss a set of proposals or being a reflection of the fact that those groupings are
an agenda. informal get-togethers, quite diVerent in character
Joan Ryan: I accept that there are six members who from the formal meetings of the European Union.
wish to talk to each other in that group of six, but I Perhaps I could just expand on that by saying that I
would say that it was a strength rather than it being do think that the point that was referred to earlier
entirely bilaterals or multilaterals to have the six in an about the eVect of enlargement on the way in which
on-going situation where they can talk informally. It the EU does business, not only around the
has proven to be a strength with some of the issues negotiating table but in the margins of the meetings
that they have been able to discuss and bring is a very valid point. Enlargement has changed the
forward, especially in relation to law enforcement dynamics of negotiation and the dynamics of
which has such an international flavour to it now and consultation, so you do find countries getting
a need for international and certainly European-wide together, either in groupings or consulting bilaterally
measures in terms of organised crime. It is a strength, or in groups before meetings. For example, during
but if any smaller State had a particular interest they our presidency, far more so than in previous UK
would not be excluded; I do not think a G6 member presidencies, we visited other countries, big and
would exclude a smaller State from participation small, we covered practically every country in the
and, of course, they do have bilaterals and European Union to explain what we were trying to
multilaterals with smaller States. The G6 members do. We consulted with the European Parliament on a
talk with smaller States and the smaller States have basis that probably we would not have done in a
some of their own organisations as well and there are Europe of 12 or 15, simply because that process of
regional groupings. Although this is six members consultation is an extremely important way of
coming together, we could be in danger of elevating introducing what you want to achieve during your
it to a kind of decision-making level of influence that presidency early, and influencing and persuading in
might be beyond what it is because it has to have advance of the meetings. Groupings like the ones that
agreement amongst itself, and then any decision it we are talking about perhaps have to be seen in that

context.wished to make would be subject to all the normal
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transparent and agreed. If we take this within the UKQ101 Viscount Ullswater: Minister, perhaps I could
get down to one specific point, which was that in the itself, what are the conditions under which any

authority can have access to fingerprint or biometricconclusions the ministers decided that police access to
Eurodac was important. I would like to ask you data of another authority and are such data held

centrally?whether there were some pressing reasons why they
felt that police access to Eurodac was important and Joan Ryan: The fingerprints are held centrally on

IDENT11 and DNA profiles are held centrally in thewhat would be the legal basis under EU law for access
to Eurodac. If there is none—which I suggest indeed DNA database. Individual police forces can access the

fingerprint database through their own terminals butthere is not currently—would there be a proposal
coming forward to the Commission for a change in in terms of the DNA database they have to access it

through the DNA database custodian, there is notEU law in order to make it possible for the law
enforcement agencies to have access to Eurodac? automatic access in that sense. They can access

fingerprints, IDENT1, in that sense.Joan Ryan: The Eurodac database is essentially a
database around immigration and asylum issues and
therefore sits within the first pillar, whereas law Q104 Lord Dubs: That is the police; are there any
enforcement issues, joint home aVairs issues as well, sit other bodies within the UK that can access this data
within the third pillar. You are absolutely right that at or are you simply saying it is only the police?
the present time the Eurodac database is not accessible Joan Ryan: Thinking about IDENT1 and fingerprints,
for law enforcement issues; however, we do think that if there was a request from abroad for instance, that
information held on that database would be very would be channelled through Interpol. Access is
useful for law enforcement issues and we know that sometimes the wrong word, other bodies who may
organised crime issues and various law enforcement have a purpose for accessing a database can apply to
issues may well benefit in terms of our ability to bring do so, but obviously that would be subject to the Data
people to justice and protect our population, if the Protection Act which would apply, plus the
police had such access. However, to have that access regulations around any particular database that are in
we need the Data Protection Framework Decision to force. However, access implies somehow that
allow issues that come under pillar three, i.e. law somebody could access and browse through the
enforcement, to access the database that is related to information, but there is no unfettered access in that
issues that are dealt with under pillar one. way.

Q105 Lord Marlesford: Can you describe a little bit ofQ102 Lord Dubs: Still with Eurodac, how would the
the way in which you are going to seek full and10-year maximum conservation period of personal
eVective access to the Visa Information System? Howdata in Eurodac be complied with if the police were
is it actually going to work, what exactly do you wantalso to have access to this data?
to know and who will have access?Joan Ryan: That is an important question in terms of
Joan Ryan: We do not have any access to the Visadata protection and as the Data Protection
Information System because we are not a SchengenFramework Decision is being formulated that would
state. It would potentially be very useful to havehave to include consideration of how that compliance
access, but we do not actually have that access. We areis achieved, because under Eurodac as you state there
seeking access to SIS II, the Schengen Informationis the ten-year maximum conservation period of
System 2, and we have negotiated that. We are notpersonal data and there might be a situation where the
connected at the moment, we will be connected, Ipolice have accessed the information, and whilst they
hope, in 2009 and that will give us an ability to sharehave got the information and are seeking to prosecute
information around law enforcement issues throughor whatever the ten-year period could come to an end;
the Schengen Information System, but we do not havenobody would then think it was sensible that if that
access to the Visa Information System and will notwould provide evidence for a prosecution it would
have.have to be destroyed. All these things would therefore

have to be considered so that such information was
Q106 Chairman: It was one of the conclusions of theusable and the decision as to whether such
meeting, was it not?information could continue beyond that ten-year life
Joan Ryan: We would like access, yes.span in certain circumstances would have to be

something that is considered within that Data
Q107 Chairman: “Authorities responsible forProtection Framework Decision. It is a very
internal security of participating states must have fullimportant point within that.
and eVective access.”
Joan Ryan: Yes, and we would very much like that toQ103 Lord Dubs: We are concerned that information
take place.collected for one purpose is then used for another
1 UK Police Fingerprint Database.without any explicit purpose for making that open,
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Joan Ryan: No, we would very much like to have that;Q108 Lord Marlesford: Who is objecting to you
having access, which countries are objecting? however, we are not going to become a full Schengen

state because of the implications in terms of borderMr Storr: As far as the Visa Information System is
controls, for instance.concerned the opinion of the Council Legal Service is

that that is a Schengen building measure and by
virtue of that legal opinion, as the United Kingdom Q113 Lord Marlesford: I totally understand that,
is not a full member of Schengen the opinion as it but that is not really the point, if I may say so. The
stands at the moment has the eVect of denying access new revision of Schengen which is being called
of the UK to the Visa Information System. As a Schengen 2, that seems the obvious moment to make
principle reflected in the G6 conclusions we take the available to countries which do not wish to be full
view that it would be a desirable thing for law members of Schengen this information. What is the
enforcement authorities generally throughout problem in achieving that objective?
Europe to have access to this system, because of the Joan Ryan: We want to achieve that objective, I do
benefits which access to that information would have not think we have a diYculty with that.
in tackling organised crime, including organised
crime of a trans-national nature. Q114 Lord Marlesford: Are you trying to achieve

that?
Joan Ryan: We certainly are putting forward ourQ109 Lord Marlesford: What needs to be done to get
view, as we noted in the conclusions, that we wouldthe access and what is the timescale to do it?
like access to the Visa Information System.Joan Ryan: In order to have access obviously there

are discussions that we will continue to take forward
Q115 Lord Marlesford: To get back to my question,and we would need to change the opinion of the
which countries are objecting?Council Legal Service and convince all of the
Mr Storr: May I just say that the revision of theMember States who are part of that Schengen
Schengen Information System is, by nature, aagreement that we should have that access. The other
technological update and that technological update isoption is to join Schengen, so there are a number of
still governed by the same rules that apply to theways in which we could take it forward but we are not
Schengen Information System 1, so I do not thinkproposing to join Schengen at this stage.
there is a case of the UK Government, or indeed the
Irish Government, being able to say to the European

Q110 Lord Marlesford: Schengen 2 presumably, Commission or the European Union as a whole, now
when it takes over from the current Schengen, could that you are updating the system can we join, but we
provide for that access, am I correct? are not going to be full members of Schengen. They
Mr Storr: To answer that question I would say that would see that as somebody being outside the club
we will join Schengen 2 on the basis of having access and trying to change the rules, so I do not think there
only to those bits of the Schengen Information is a realistic prospect of joining the Schengen
System which relate to law enforcement issues, not to Information System 2 on a diVerent basis than we
the full Schengen Information System, because to would have joined Schengen Information System 1
join on that basis is consistent with the Government’s had there been a possibility to do,
overall policy towards Schengen, which is not one of Chairman: This is a general subject to which this
full membership because of the implications that full Committee will want to return in a subsequent
membership would have for control of borders. inquiry, but I think we ought to get back to

Heiligendamm.

Q111 Chairman: It would not give us access to either
Q116 Lord Avebury: I do not fully understand thatvisa information or asylum information?
reply because if you have got the unanimous supportMr Storr: The situation at present, as I understand it,
of the G6 what you are implying is that somebody,is that the Council Legal Service has opined on the
not a G6 member, would object to a change in theVisa Information System that it is Schengen
rules that would allow us access to this informationinformation, and therefore the UK and Ireland,
while not becoming full members of the Schengenbecause of the nature of their relationship to
system. Within your knowledge are there otherSchengen, are not permitted to participate in the Visa
Member States amongst the non-G6 who wouldInformation System.
formally object to such a change in the rules of the
Schengen system?

Q112 Chairman: This would in a sense be a self- Joan Ryan: I do not think that is where we are in the
denying ordinance, would it? Are you saying that the discussions. The situation is that other Member
British Government does not want to have Schengen States can understand our desire to participate and

have access to the Visa Information System, but if theinformation on the visa system or the asylum system?



3429101003 Page Type [E] 12-07-06 22:40:07 Pag Table: LOENEW PPSysB Unit: PAG1

32 the meeting of the g6 ministers in heiligendamm: evidence

28 June 2006 Joan Ryan MP and Mr Peter Storr

Framework Decision are priorities as far as we andview is that this is a Schengen building measure we
are excluded from that. Where we are is that others the Government are concerned; we wish to see both

move forward quickly. In terms of the principle ofunderstand our desire to participate in the VIS and
we are in an on-going discussion situation, as availability, that obviously is a Home OYce lead and

is directly about law enforcement, and if we oropposed to having some kind of stand-oV with any
particular other Member States. Obviously, Member another Member State had information that would

assist an investigation or prosecution in anotherStates who are full Schengen States have regard to
what the Council Legal Services says about Schengen Member State we firmly believe that that information

should be able to be made available in the interests ofbuilding measures, and they would no doubt prefer
that we would sign up to the whole Schengen State justice and being able to deal with more important

issues eVectively and quickly. If that were to moveagreement. I do not think there is a secret that some
countries feel that more strongly than others, but I do ahead quickly, or if the Data Protection Framework

Decision was going at a very, very slow pace, and wasnot think it would be fair to say this State or that
State, it is not a completely polarised position. It is therefore going to prove quite a hold-up for the

principle of availability and, therefore, current lawmore fluid and it is open to discussion and it is evident
that the G6 is very helpful and important in us being issues as I have mentioned, we would not want to

have the principle of availability issue slowed down,able to put our case on issues like this that clearly are
very significant in terms of movement of people, law for obvious reasons—I think we probably all agree

that justice and bringing people to justice is veryenforcement issues and protection issues, and argue
our case. We will continue to do that and, hopefully, important in terms of the protection that aVords our

community, so we would not want to see that slowedreach a situation where there is very strong support
and we can perhaps also persuade the Council Legal in any way. That is why that statement was made;

what we have said is, should the principle ofServices of our view of that.
availability move forward at a faster pace we would
want to have within that interim data protectionQ117 Lord Marlesford: It is really on the Data
regulations that would, once the Data ProtectionProtection Framework Decision; do you still believe
Framework Decision was completed, then comethat to be important in terms of covering the
under that umbrella. That is the way in which we viewavailability of data faster for law enforcement
it, it is not that in some ways we do not think the Datapurposes?
Protection Framework Decision is as important orJoan Ryan: You will obviously be aware from
that they are inter-connected—one would be anprevious evidence that this is not something that the
overarching strategy within which the other wouldHome OYce leads on, but yes it is a very important
operate. We think both of those things, but we do notissue and we have very good national legislation in
want one to slow down the other and for criminals orterms of data protection and we would be supportive
others to get away with it.of an overarching data protection strategy for

European Union members; we feel that that would be
a good thing, it would be advantageous, it would Q119 Chairman: This may be a question for the

DCA rather than the Home OYce but is the BritishoVer protection across the European Union for
individuals, would oVer common standards, it would Government doing anything so far as you know to

speed up the data protection decision?enhance the position in a general sense and it is
something where we already have a very high Joan Ryan: The fact that it was an issue for the G6 is

quite important, it is an issue which we know thatstandard of protection and it would not in any way be
problematic for us. Finland, which is in the chair next, is very keen to

press ahead with and we are strongly supporting their
wish to press ahead.Q118 Chairman: Minister, I do not suppose I need to
Mr Storr: From my own and my colleagues’quote this to you, but it is one paragraph of the
consultations with the DCA at oYcials level, they areHeiligendamm conclusions: “The ministers
doing quite a lot of lobbying in the margins of the EUunderscored that the rapid implementation of the
negotiations to put forward the UK’s view to try toavailability principle must not depend on the
seek ways through any obstacles to reaching aadoption of a framework decision on data protection
conclusion, with a view to reaching a conclusion asin the third pillar.” That is actually very remarkably
quickly as possible.diVerent from what Mr Goggins told us in January,
Chairman: Thank you very much. Earl of Listowel.and I just wondered how this change came about?

Joan Ryan: I can give you the view that I think is very
much the Home OYce view, the Department of Q120 Earl of Listowel: Thank you, My Lord

Chairman. Minister, it was helpful to hear howConstitutional AVairs view and the Government
view, and fortunately all three are in agreement. Both closely the DCA, your department and the other

departments involved are working in this area; couldthe principle of availability and the Data Protection
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certain that that protection is in place. The reason Iyou clarify a little bit further that process? Baroness
Ashton, in her evidence to us, told us that the Home have referred to our own legislation is because that

demonstrates in practice the strength of our feelings.Secretary’s brief at Heiligendamm included, as you
say, the DCA’s views on data protection which is
their responsibility. Was the decision not to proceed

Q123 Lord Avebury: You have already said in eVectwith the two framework decisions together consistent
that if the Data Protection Framework Decision iswith the DCA briefing prior to the meeting?
not ready by the time you are set to implement theJoan Ryan: I do not think there is any diVerence
principle of availability, you will incorporate thebetween the DCA view and the Home OYce view
necessary data protection provisions within thefrom my understanding of what has happened
instrument regarding availability, so that means youpreviously and where we are now. I say that from a
do not agree with Mr Hustinx that the Dataposition of six weeks in post, but that is my very clear
Protection Framework Decision has to beunderstanding from all that I have read and the
implemented in advance of any decisions onbriefings I have had, that we are in agreement on
availability. The answer is you do not agree with that,these issues, on one of which as you say the DCA
and although you gave Lord Listowel a fairlyleads and on the other home aVairs leads. We have
comprehensive answer, you did not make thatthe same approach on that and we have our oYcials
absolutely plain.meet regularly to discuss that and other issues of joint
Joan Ryan: As I said, we would like both the principleinterest and common concern.
of availability and the Data Protection Framework
Decision, both are priorities as far as we are

Q121 Earl of Listowel: Thank you. In his evidence to concerned.
us Mr Hustinx, the European Data Protection
Supervisor, said that it was not enough for each

Q124 Lord Avebury: But if you cannot get them bothMember State to have its own data protection
then you will have a fallback position oflegislation—and you have said how very good in
incorporating the equivalent data protectionyour view ours is, and that is recognised generally—
measures within the availability directive.the legislation must be harmonised through the
Joan Ryan: As an interim measure in the interests ofEuropean Union before data could be exchanged,
prosecuting those engaged in criminal activities.and you have talked about an overarching strategy

for the European Union. What he is saying is that it
is more than a strategy, it actually needs to be Q125 Lord Avebury: Even though that may get you
legislation to assure us all of sharing this information into trouble because ultimately the Data Protection
confidently. Would you agree with his view of the Framework Decision may be more comprehensive
matter? and may contain further measures and protections
Joan Ryan: The Data Protection Framework which are not in those that you have incorporated in
Decision as it comes forward would cover those the availability decision.
points of both strategy and for more detail within Joan Ryan: I understand the point but what I would
that for the way in which Member States would say is more important for me and for the Government
operate together in relation to access to each other’s is that whilst the European Union works its way
data protection. towards agreement, which I think it will, on the Data

Protection Framework Decision, that should not be
a means by which those engaged in criminal activityQ122 Earl of Listowel: He was just emphasising the

need for them to be absolutely moving together at the evade detection and prosecution, or the way in which
that would oVer also no comfort to the victims ofsame time, rather than for one to precede the other,

but you have indicated the diYculties already in what such crime, and we are talking about some very
serious crimes, not least human traYcking.you said about achieving that aim.

Joan Ryan: We hope that obviously that will move Lord Avebury: I am sure you will consider very
carefully all the advice you have been given by theforward and, as I said, we will be giving very strong

support to Finland in its attempt to move things European Data Protection Supervisor before you
decide to reject that particular piece of advice, butforward. We do already exchange information, as I

have said, through Europol and Interpol, but can I also ask you whether you have reflected on his
comment that the reason why the Data Protectionobviously there is scope for far more and as there are

more of these databases and they are more Framework Decision is moving along so slowly is
because national delegations tend to come from lawcomprehensive as technology moves on apace—there

are more biometrics—the scope is greater. All these enforcement areas which largely prefer to ignore data
protection. I am asking you from the hymn sheetthings mean that the Data Protection Framework

Decision is very important and we would not disagree whether you think that criticism is fair, but I would
also like to ask you in addition to that what dataat all with what Mr Hustinx said about the need to be
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Q127 Chairman: Minister, can I just put one veryprotection experts you take with you to the
discussions of the G6? last question to you, and I am not sure that you have

had notice of this, just to ask you about the Prüm
Convention? I do not know whether either of you isQ126 Chairman: Minister, it may be unfair of me as

chairman to ask you to reply very briefly to this ready to answer this, but we really wanted to know
whether the Government has given any furtherquestion, but I am afraid we are running up against

time problems. thought to opening negotiations with the States party
to the Prüm Convention about possible accession.Joan Ryan: National delegations in the working

group are mixed, some are from ministries for the The last statement of government policy on this was
from Baroness Scotland on 14 March, but is anythinginterior and some are from ministries for justice, but

all Member States are bound by the data protection changing?
Joan Ryan: It has not changed at present.directive and the European Convention on Human

Rights, so no oYcials, including those from law
enforcement areas, can ignore data protection at Q128 Chairman: It is an open question, is it?
their own will. At the EU level negotiations Joan Ryan: The Home Secretary I am sure will
necessarily take time, because we have diVerent consider it in due course.
police and judicial organisational structures and
diVerent views within Member States. Inevitably, as

Q129 Chairman: He has probably got rather a fullwith many things, when a large number of states are
in tray.trying to work together, although that is laudable, it
Joan Ryan: He too is newly in post, as I know you areis diYcult and will take time. Like ourselves there are
aware, but nothing has changed at this point innational delegations who have got very good
time, no.domestic legislation on data protection; I am not sure

that I think there are those who wish to ignore data
protection, there are some diYculties that are Q130 Chairman: Minister, thank you very much

indeed for coming, and I would be grateful, please, ifunderstandable in getting to the point where we can
reach agreement, and it is not just people being a bit you would pass my thanks to the Home Secretary for

allowing you or encouraging you to come. It has beenbloody-minded or not willing to sign up, it is to do
with the diVerences perhaps in their own police and a very interesting session and we wish you all the best.

Joan Ryan: Thank you very much.judicial structures as much as a diVerence in view.
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Written Evidence

Memorandum by Justice

Introduction

1. JUSTICE is an independent all-party law reform and human rights organisation, which aims to improve
British justice through law reform and policy work, publications and training. It is the UK section of the
International Commission of Jurists. JUSTICE has been strongly involved in monitoring the development of
a European area of freedom, security and justice. It is part of a research network on the European Arrest
Warrant, headed by the T.M.C. Asser Instituut in The Hague.

2. We are grateful for the opportunity to submit further comments on the conclusions of the meeting of the
Interior Ministers of France, Germany, Italy, Poland, Spain and the UK at Heiligendamm on 22–23 March
2006. These comments will not explore in depth the Third and First Pillar instruments discussed or hinted at
in the conclusions, but will rather address the relationship between the conclusions and the said instruments
with a focus on police co-operation in criminal matters.

Key Observations

3. JUSTICE considers the Heiligendamm conclusions to add little in terms of specific measures to those
measures and legal instruments adopted or currently negotiated in the Council of the European Union or
agreed on by the signatories of the Prüm Convention.

4. We are concerned, however, that increased police co-operation in immigration, asylum and criminal
matters between the G6 countries may lead to yet another set of rules and measures adding to the plethora of
police co-operation and information exchange measures currently negotiated in the Council or adopted by a
partly identical group of EU member states in the Prüm Convention.

5. Concrete proposals for measures to be taken by the G6 states under the heading of “Fighting terrorism”
will entail an increase in data exchange between the G6 law enforcement authorities. JUSTICE is adamant
that these measures have to comply with strict data protection standards.

6. JUSTICE is alarmed at the ministers’ statement that implementation of the information exchange under
the principle of availability must not depend on the adoption of the proposed Third Pillar data protection
Framework Decision. Adoption and implementation of data exchange measures at EU level presupposes the
existence of an EU data protection instrument ensuring adequate standards for data protection in the course
of information exchange under the Third Pillar.

The Conclusions—a Call for EU Action

7. While the conclusions refer to “specific measures” having been agreed on by the G6 interior ministers, the
document itself actually contains only very few proposals for concrete action meriting this term. Moreover,
the largest part of the conclusions consist of ministers’ declarations of intent to press for the adoption of police
co-operation and information exchange measures already discussed at EU level or agreed upon in the Prüm
Convention.

8. The conclusions, appropriately, speak of the intention of the G6 “to provide an additional impetus to
strengthening the area of freedom, security and justice”. In light of the apparent diYculties to reach agreement
in the Council on the draft “Council Decision of 18 July 2005 on the improvement of police co-operation
between the member states of the European Union, especially at the internal borders and amending the
Convention implementing the Schengen Agreement” of 19 July 2005 (COM(2005) 317 final) and on the draft
“Council Framework Decision on the exchange of information under the principle of availability” of 12
October 2005 (COM(2005) 490 final), the G6 ministers’ issuing of a rallying call to swiftly reach a consensus
on the said instruments in the Council is hardly surprising.

9. In a similar vein, the G6 ministers urge all EU member states to adapt existing procedures for police co-
operation and information exchange to the model provided in the Prüm Convention. The ministers in eVect
press for an integration of the Prüm measures into the Schengen acquis prior to the initial three year “trial
period” envisaged by the signatories in Art 1(3) of the convention. In respect of information exchange
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mechanisms, this convention, while more limited in scope, is not dissimilar from the provisions contained in
the draft availability principle Framework Decision.

10. On the issue of access of law enforcement and other internal security agencies to the envisaged VIS
database, the ministers in eVect only reiterate calls for the adoption of the draft “Council Decision concerning
access for consultation of the Visa Information Systems (VIS) by the authorities of member states responsible
for internal security and by Europol for the purposes of the prevention, detection and investigation of terrorist
oVences and of other serious criminal oVences” of 24 November 2005 (COM(2005) 600 final).

11. The use of joint investigative teams, referred to in the G6 conclusions, is also not a novelty at EU level as
it is provided for in Art 13 of the Convention on mutual assistance in criminal matters between the members
of the European Union of 29 May 2000 (which came into force on 23 August 2005) and, albeit limited to cases
of terrorism, in the “Council Decision 2005/671/JHA of 20 September 2005 on the exchange of information
and cooperation concerning terrorist oVences”. A protocol to the Europol Convention introducing joint
investigative teams is yet to enter into force. Other forms of operational police co-operation hinted at by the
G6 ministers is contained in the aforementioned draft “Council Decision on the improvement of police
cooperation between the member states of the European Union, especially at the internal borders and
amending the Convention implementing the Schengen Agreement” of 19 July 2005 (COM(2005) 317 final),
which is currently negotiated—apparently rather half-heartedly—in the Council. A greater role of Frontex,
which the G6 ministers are advocating (eg by drawing up of joint situation reports with Europol), is already
provided for in Arts 2, 3 and 13 of the Frontex Council Regulation (EC) 2007–04 of 26 October 2004.

Another Set of Law Enforcement and Security Co-operation Measures?

12. As is readily apparent from the above comments, co-operation between law enforcement and internal
security agencies in asylum, immigration and criminal matters is the subject of a plethora of Third and First
Pillar instruments (already adopted or currently being negotiated), the Europol Convention and, applicable
to its signatory member states, the Prüm Convention.

13. While some of these instruments contain largely similar provisions, particularly in the field of information
exchange, they are likely to cause confusion and unnecessary overlaps. With two separate sets of police co-
operation instruments in place (viz the Third Pillar instruments and the Prüm Convention), already leading
to diVerences in the level and intensity of police co-operation between diVerent groups of EU member states,
adding yet a third category of measures agreed on by the G6 countries may have the eVect of fragmentising
further police co-operation at EU level.

Proposals for Fighting Terrorism

14. The most concrete proposals for measures the G6 member states intend to take are set out under the
heading of “Fighting terrorism”. While these measures can, as such, be cautiously welcomed, they will entail
considerable information exchange between the services and authorities involved. This is especially the case
in the process of both the contemplated drawing up of joint analyses of internet use by terrorist organisations
and the systematic exchange of information on people expelled by G6 countries for preaching racial or
religious hatred. These measures would arguably fall within the scope of the Prüm Convention and both the
draft enhanced police co-operation Council Decision and the availability principle Framework Decision, were
they in force and applicable to all G6 countries.

15. Prior to the adoption and implementation of a Third Pillar data protection Framework Decision,
however, it is not ensured that such measures will be subject to adequate data protection standards under
national law. Nor will the data protection rules of the Prüm Convention (which would cover most of the
information exchange envisaged in the conclusions) apply to the non-signatory G6 countries (Italy, Poland
and the UK).

16. It is therefore essential that a strong Third Pillar data protection Framework Decision is adopted and
implemented as a matter of urgency to guarantee adequate data protection standards.
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A Cause for Concern—Data Exchange Without EU Data Protection?

17. A cause for grave concern is the remark in the G6 conclusions—merely en passant—that “rapid
implementation of the availability principle must not depend on the adoption of a Framework Decision on
data protection in the Third Pillar”.

18. Doubtlessly, the European Commission considers the projects of the availability principle Framework
Decision and a data protection Framework Decision to be inextricably linked. This is clear from the very
wording of the availability Framework Decision, in particular from the manifold references to the data
protection Framework Decision throughout the its provisions. Time and again, the European Data Protection
Supervisor, Mr Peter Hustinx, has emphasised that there can be no enhanced data exchange mechanism
between member states’ law enforcement agencies in the absence of an EU instrument laying down minimum
data protection standards. In his most recent opinion of 28 February 2006 on the draft availability Framework
Decision, he stated unequivocally that “[a]ny legal instrument implementing the principle of availability should
not be adopted without the prior adoption of essential guarantees on data protection included in the proposal for
a framework decision on the protection of personal data.”.

19. This call has been repeated by the rapporteur of the European Parliament’s Committee on Civil Liberties,
Justice and Home AVairs in her draft report on the proposal for the proposed data protection Framework
Decision of 6 March 2006, where Ms Roure described the adoption of the said Framework Decision as a sine
qua non for establishing the availability principle.

20. JUSTICE wholeheartedly subscribes to this position and calls for an adoption and implementation of a
data protection framework decision prior to the implementation of a availability Framework Decision. Both
instruments can only sensibly be considered in tandem, as the width and breadth of the data access powers of
member states’ law enforcement authorities must reflect the level of safeguards and data protection standards
applicable to that information exchange.

Maik Martin

19 May 2006
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