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London — Statewatch, with partner organisations the American Civil
Liberties Union (ACLU), Focus on the Global South, Friends Committee (US)
and International Civil Liberties Monitoring Group (Canada) today publishes
an in-depth report on “The emergence of a global infrastructure for
registration and surveillance”.

Today, with the support of around 100 civil liberties groups and NGOs from
across the world, the report is backed by the launch of the International
Campaign Against Mass Surveillance (ICAMS), calling on all national
governments and intergovernmental organizations to turn away from anti-
terrorism efforts that are oriented around mass surveillance.

“Policies like the incorporation of biometrics into all identity and travel
documents, the obligations on service providers to retain all
telecommunications data, and the surveillance of air travel are being
agreed in intergovernmental forums like the EU, G8 and ICAO” said Tony
Bunyan, Director of Statewatch. “They are now global surveillance issues.
We are pleased to be joining with so many civil liberties groups from
around the world to oppose these developments.”

“Our message is that mandatory registration and mass surveillance are not
the answers to the problem of terrorism, and not a road that any nation
should be heading down.

What is needed is good intelligence on specific threats - not the so-called
“risk-profiling” of entire populations and the generation of more
information than can possibly be usefully analysed.

There is a real danger that in trying to watch everyone you are actually
watching no-one.”



The coalition endorsing the campaign is a wide variety of about one hundred
NGOs from around the world, with civil liberties groups joined by lawyers,
peace organizations, anti-racists, trade unions and academics from Europe,
Latin America, Asia and North America.

For list of supporting groups see:
http://www.statewatch.org/news/2005/apr/ICAMS_supporters.htm

The initial goal of the campaign is to build connections among concerned
groups and individuals around the world and make a firm statement of
opposition to global surveillance and registration.

For ICAMS declaration see: http://www.i-cams.org/Declaration_Eng.html
also available in French and Spanish (forthcoming in German and Italian)

NGOs and members of the public can sign-up to endorse the campaign on
the ICAMS website: http://www.i-cams.org.

The ICAMS “signposts”

The ICAMS report sets out ten “signposts” that show the emergence of an
infrastructure for global surveillance and the alarming context of this
development. The highlights the mechanisms and policies that underpin this
infrastructure and how it is being implemented across the world.

The ICAMS signposts:

1. The Registration of Populations - for example under the US VISIT
programme, the EU Visa Information System and the construction of
national databases.

2. The Creation of a Global Identification System - though the
introduction of biometrics into ID cards and travel documents and
the creation of databases; the EU has agreed that everyone will have
be fingerprinted to get a passport by 2007

3. The Creation of an Infrastructure for the Global Surveillance of
Movement - through the collection and exchange of passenger data
(“PNR”) and the creation of profiles on travelers; the EU has signed a
PNR Treaty with the US that abandons data protection rules

4. The Creation of an Infrastructure for the Global Surveillance of
Electronic Communications and Financial Transactions - through
mandatory “data retention” regimes and new laws on police access to
private sector information; for example in the draft EU framework
decision on mandatory data retention

5. The Convergence of National and International Databases - in the EU
the second-generation “Schengen Information System” (SIS 1) will
incorporate data from a range of national and international law


http://www.statewatch.org/news/2005/apr/ICAMS_supporters.htm
http://www.i-cams.org/Declaration_Eng.html
http://www.i-cams.org

enforcement databases

6. The Spread of the “Risk Assessment” Model - through “risk profiling”,
“terrorist profiling” and “data mining” everyone is a suspect - but it
is increasingly difficult for innocent people to who maybe labeled as a
“security risk” to challenge this

7. Security-Force Integration and the Loss of Sovereign Checks and
Balances - international mutual legal assistance (MLA) agreements,
joint investigation teams and the exchange of data across national
borders are not subject to adequate safeguards; the EU has entered
into three such treaties with the US (MLA, Europol and PNR)

8. The Corporate Security Complex - technological advance and the
climate of fear engendered by “September 11” is putting profit and
security above civil liberties and privacy concerns

9. The Erosion of Democratic Values - in developing global surveillance
policies governments are removing judicial oversight of law
enforcement agents and public officials, circumvented democratic
oversight and debate by “policy laundering” and disregarded privacy
and data protection law; this is part of a broader assault on due
process in the criminal justice system

10. Rendition, Torture, Death - the loss of moral compass on the part of
the United States and other countries that hold themselves out as
defenders of human rights as they have begun to embrace inhumane
and exceptional practices of social control.

See: Report of the International Campaign Against Mass Surveillance:
THE EMERGENCE OF A GLOBAL INFRASTRUCTURE FOR MASS
REGISTRATION AND SURVEILLANCE

Executive summary:
http://www.statewatch.org/news/2005/apr/icams-exec-summary.pdf

Full report: http://www.statewatch.org/news/2005/apr/icams-report.pdf

For more information contact Ben Hayes on +44(0)-20-8802-1882 or
ben@statewatch.org

The launch of the international surveillance campaign comes a week after
Statewatch announced the formation of a “Policy Laundering Project,”
which will focus on countering the adoption of policies in international
forums like the EU and G8 that affect the civil liberties of people in Europe.
See http://www.policylaundering.org

Note: the updated list of endorsements will be held on
http://www.i-cams.org/SupportingOrgs.html
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