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Council General Approach

Comments / compromise

COM (2012)0011 EP Position / First Reading (15/06/2015) e

Proposal for a Proposal for a Proposal for a

REGULATION OF THE REGULATION OF THE REGULATION OF THE

EUROPEAN PARLIAMENT AND | EUROPEAN PARLIAMENT AND | EUROPEAN PARLIAMENT AND

OF THE COUNCIL OF THE COUNCIL OF THE COUNCIL

Having regard to the Treaty on the | Having regard to the Treaty on the | Having regard to the Treaty on the

Functioning of the European Union, Functioning of the European Union, | Functioning of the European Union,

and in particular Article 16(2) and and in particular Article 16(2) and | and in particular Article 16(2) and

Article 114(1) thereof, Article 114(1) thereof, Artiele-H4(H thereof,

Having regard to the proposal from | Having regard to the proposal from | Having regard to the proposal from

the European Commission, the European Commission, the European Commission,

After transmission of the draft After transmission of the draft After transmission of the draft

legislative act to the national legislative act to the national legislative act to the national

Parliaments parliaments, Parliaments,
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Having regard to the opinion of the
European Economic and Social
Committeel,

Having regard to the opinion of the
European Economic and Social
Committeel,

Having regard to the opinion of the
European Economic and Social
Committee"

: oIC,,p..

! 0J C 229,31.7.2012, p. 90.

! oIC,,p..

After consulting the Committee of
the Regions,

After consulting the European Data
Protection Supervisor?,

> o0I1C,,)p.

Afterconstlting-Having regard to
the opinion of the European Data
Protection Supervisor’

? 0J C 192, 30.6.2012, p. 7.

After consulting the European Data
Protection Supervisor?,

2 oIcC,,p.

Acting in accordance with the
ordinary legislative procedure

Acting in accordance with the
ordinary legislative procedure’

3 Position of the European

Parliament of 12 March 2014.

Acting in accordance with the
ordinary legislative procedure,
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Whereas:

Whereas:

Whereas:

(1) The protection of natural
persons in relation to the
processing of personal data is a
fundamental right. Article 8(1) of
the Charter of Fundamental Rights
of the European Union and Article
16(1) of the Treaty lay down that
everyone has the right to the
protection of personal data
concerning him or her.

(1) The protection of natural
persons in relation to the processing
of personal data is a fundamental
right. Article 8(1) of the Charter of
Fundamental Rights of the
European Union ('Charter') and
Article 16(1) of the Treaty lay
down that everyone has the right to
the protection of personal data
concerning him or her.

(1)  The protection of natural
persons in relation to the
processing of personal data is a
fundamental right. Article 8(1) of
the Charter of Fundamental Rights
of the European Union and Article
16(1) of the Treaty lay down that
everyone has the right to the
protection of personal data
concerning him or her.

(2) The processing of personal data
is designed to serve man; the
principles and rules on the
protection of individuals with
regard to the processing of their
personal data should, whatever the
nationality or residence of natural
persons, respect their fundamental
rights and freedoms, notably their
right to the protection of personal
data. It should contribute to the
accomplishment of an area of
freedom, security and justice and of
an economic union, to economic
and social progress, the
strengthening and the convergence
of the economies within the
internal market, and the well-being
of individuals.

(2) The processing of personal dat
is designed to serve man; the
principles and rules on the
protection of individuals wit

regard to the processing of their
personal data should, whatever the
nationality or residence/of natural
persons, respect their fundamental
rights and freedoms/ notably their
right to the protection of personal
data. It should ¢oOntribute to the
accomplishment of an area of
freedom, security and justice and of
an econordic union, to economic
and socjal progress, the
strengthening and the convergence
of the economies within the internal
market, and the well-being of
idividuals.

(2) The precessing-ofpersonal-data
< desicned 4
principles and rules on the
protection of individuals with
regard to the processing of their
personal data should, whatever the
nationality or residence of natural
persons, respect their fundamental
rights and freedoms, notably their
right to the protection of personal
data. It should contribute to the
accomplishment of an area of
freedom, security and justice and of
an economic union, to economic
and social progress, the
strengthening and the convergence
of the economies within the internal
market, and the well-being of
individuals.
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(3) Directive 95/46/EC of the
European Parliament and of the
Council of 24 October 1995 on the
protection of individuals with
regard to the processing of personal
data and on the free movement of
such data' seeks to harmonise the
protection of fundamental rights
and freedoms of natural persons in
respect of processing activities and
to guarantee the free flow of
personal data between Member
States.

(3) Directive 95/46/EC of the
European Parliament and of the
Council® e£24-October 1995 on-the

protection of individuals with
regard to the processing of personal
data and on the free movement of
sueh-data” seeks to harmonise the
protection of fundamental rights
and freedoms of natural persons in
respect of processing activities and
to guarantee the free flow of
personal data between Member
States.

! Directive 95/46/EC of the

European Parliament and of the Council
of 24 October 1995 on the protection of
individuals with regard to the processing
of personal data and on the free
movement of such data (OJ L 281,
23.11.1995, p. 31).

(3) Directive 95/46/EC of the
European Parliament and of the
Council of 24 October 1995 on the
protection of individuals with
regard to the processing of personal
data and on the free movement of
such data® seeks to harmonise the
protection of fundamental rights
and freedoms of natural persons in
respect of processing activities and
to guarantee the free flow of
personal data between Member
States.

(3a) The right to the protection of
personal data is not an absolute
right; it must be considered in
relation to its function in society
and be balanced with other
fundamental rights, in accordance
with the principle of
proportionality. This Regulation
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respects all fundamental rights
and observes the principles
recognised in the Charter of
Fundamental Rights of the
European Union as enshrined in
the Treaties, notably the right to
respect for private and family life,
home and communications, the
right to the protection of personal
data, the freedom of thought,
conscience and religion, the
freedom of expression and
information, the freedom to
conduct a business, the right to an
effective remedy and to a fair trial
as well as cultural, religious and
linguistic diversity.
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(4) The economic and social
integration resulting from the
functioning of the internal market
has led to a substantial increase in
cross-border flows. The exchange
of data between economic and
social, public and private actors
across the Union increased.
National authorities in the Member
States are being called upon by
Union law to co-operate and
exchange personal data so as to be
able to perform their duties or carry
out tasks on behalf of an authority
in another Member State.

(4) The economic and social
integration resulting from the
functioning of the internal mayket
has led to a substantial incrgdse in
cross-border flows. The exchange
of data between economic and
social, public and pri¥ate actors
across the Union inCreased.
National authorities in the Member
States are being called upon by
Union law td co-operate and
exchange personal data so as to be
able to perform their duties or carry
out tasks on behalf of an authority
in another Member State.

(4) The economic and social
integration resulting from the
functioning of the internal market
has led to a substantial increase in
cross-border flows. The exchange
of data between econemic-and
seetal-public and private actors,
including individuals and
undertakings across the Union has
increased. National authorities in
the Member States are being called
upon by Union law to co-operate
and exchange personal data so as to
be able to perform their duties or
carry out tasks on behalf of an
authority in another Member State.
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(5) Rapid technological
developments and globalisation
have brought new challenges for
the protection of personal data. The
scale of data sharing and collecting
has increased spectacularly.
Technology allows both private
companies and public authorities to
make use of personal data on an
unprecedented scale in order to
pursue their activities. Individuals
increasingly make personal
information available publicly and
globally. Technology has
transformed both the economy and
social life, and requires to further
facilitate the free flow of data
within the Union and the transfer to
third countries and international
organisations, while ensuring an
high level of the protection of
personal data.

(5) Rapid technological
developments and globalisation
have brought new challenges fo
the protection of personal datg/ The
scale of data sharing and collecting
has increased spectacularly/
Technology allows both private
companies and public adthorities to
make use of personal data on an
unprecedented scale/in order to
pursue their activifies. Individuals
increasingly make personal
information avgilable publicly and
globally. Teclinology has
transformed/both the economy and
social life/and requires to further
facilitate/the free flow of data
within the Union and the transfer to
third Countries and international
organisations, while ensuring an
hjgh level of the protection of
ersonal data.

(5) Rapid technological
developments and globalisation
have brought new challenges for
the protection of personal data. The
scale of data sharing and collecting
has increased spectacularly.
Technology allows both private
companies and public authorities to
make use of personal data on an
unprecedented scale in order to
pursue their activities. Individuals
increasingly make personal
information available publicly and
globally. Technology has
transformed both the economy and
social life, and requireste should
further facilitate the free flow of
data within the Union and the
transfer to third countries and
international organisations, while
ensuring a high level of the
protection of personal data.
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(6) These developments require
building a strong and more coherent
data protection framework in the
Union, backed by strong
enforcement, given the importance
to create the trust that will allow the
digital economy to develop across
the internal market. Individuals
should have control of their own
personal data and legal and
practical certainty for individuals,
economic operators and public
authorities should be reinforced.

(6) These developments require
building a strong and more cohefent
data protection framework inthe
Union, backed by strong
enforcement, given the ihportance
to create the trust thagwill allow the
digital economy todevelop across
the internal market. Individuals
should have ¢éntrol of their own
personal data and legal and
practica)Certainty for individuals,
econorhic operators and public
authorities should be reinforced.

(6) These developments require
building a strong and more coherent
data protection framework in the
Union, backed by strong
enforcement, given the importance
to of ereate creating the trust that
will allow the digital economy to
develop across the internal market.
Individuals should have control of
their own personal data and legal
and practical certainty for
individuals, economic operators and
public authorities should be
reinforced.

(6a) Where this Regulation
provides for specifications or
restrictions of its rules by Member
State law, Member States may, as
far as necessary for the coherence
and for making the national
provisions comprehensible to the
persons to whom they apply,
incorporate elements of the
Regulation in their respective
national law.
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(7) The objectives and principles of
Directive 95/46/EC remain sound,
but it has not prevented
fragmentation in the way data
protection is implemented across
the Union, legal uncertainty and a
widespread public perception that
there are significant risks for the
protection of individuals associated
notably with online activity.
Differences in the level of
protection of the rights and
freedoms of individuals, notably to
the right to the protection of
personal data, with regard to the
processing of personal data
afforded in the Member States may
prevent the free flow of personal
data throughout the Union. These
differences may therefore constitute
an obstacle to the pursuit of
economic activities at the level of
the Union, distort competition and
impede authorities in the discharge
of their responsibilities under Union
law. This difference in levels of
protection is due to the existence of
differences in the implementation
and application of Directive
95/46/EC.

(7) The objectives and principles of
Directive 95/46/EC remain sound,
but it has not prevented
fragmentation in the way data
protection is implemented across
the Union, legal uncertainty and a
widespread public perception that
there are significant risks for the
protection of individuals associated
notably with online activity.
Differences in the level of
protection of the rights and
freedoms of individuals, notably to
the right to the protection of
personal data, with regard to the
processing of personal data
afforded in the Member States may
prevent the free flow of personal
data throughout the Union. These
differences may therefore constitute
an obstacle to the pursuit of
economic activities at the level of
the Union, distort competition and
impede authorities in the discharge
of their responsibilities under Union
law. This difference in levels of
protection is due to the existence of
differences in the implementation
and application of Directive
95/46/EC.

(7) The objectives and principles of
Directive 95/46/EC remain sound,
but it has not prevented
fragmentation in the way data
protection is implemented across
the Union, legal uncertainty and a
widespread public perception that
there are significant risks for the
protection of individuals associated
notably with online activity.
Differences in the level of
protection of the rights and
freedoms of individuals, notably to
the right to the protection of
personal data, with regard to the
processing of personal data
afforded in the Member States may
prevent the free flow of personal
data throughout the Union. These
differences may therefore constitute
an obstacle to the pursuit of
economic activities at the level of
the Union, distort competition and
impede authorities in the discharge
of their responsibilities under Union
law. This difference in levels of
protection is due to the existence of
differences in the implementation
and application of Directive
95/46/EC.
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(8) In order to ensure consistent and
high level of protection of
individuals and to remove the
obstacles to flows of personal data,
the level of protection of the rights
and freedoms of individuals with
regard to the processing of such
data should be equivalent in all
Member States. Consistent and
homogenous application of the
rules for the protection of the
fundamental rights and freedoms of
natural persons with regard to the
processing of personal data should
be ensured throughout the Union.

(8) In order to ensure consistent an
high level of protection of
individuals and to remove the
obstacles to flows of personal data,
the level of protection of the rights
and freedoms of individuals with
regard to the processing of such
data should be equivalent in/ all
Member States. Consistent and
homogenous application of the
rules for the protection ¢f the
fundamental rights and/freedoms of
natural persons with regard to the
processing of personal data should
be ensured throughout the Union.

(8) In order to ensure consistent and
high level of protection of
individuals and to remove the
obstacles to flows of personal data
within the Union, the level of
protection of the rights and
freedoms of individuals with regard
to the processing of such data
should be equivalent in all Member
States. Consistent and homogenous
application of the rules for the
protection of the fundamental rights
and freedoms of natural persons
with regard to the processing of
personal data should be ensured
throughout the Union. Regarding
the processing of personal data for
compliance with a legal obligation,
for the performance of a task
carried out in the public interest or
in the exercise of official authority
vested in the controller, Member
States should be allowed to
maintain or introduce national
provisions to further specify the
application of the rules of this
Regulation. In conjunction with
the general and horizontal law on
data protection implementing
Directive 95/46/EC Member States
have several sector specific laws in
areas that need more specific
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provisions. This Regulation also
provides a margin of manoeuvre
Jor Member States to specify its
rules. Within this margin of
manoeuvre sector-specific laws
that Member States have issued
implementing Directive 95/46/EC
should be able to be upheld.

(9) Effective protection of personal
data throughout the Union requires
strengthening and detailing the
rights of data subjects and the
obligations of those who process
and determine the processing of
personal data, but also equivalent
powers for monitoring and ensuring
compliance with the rules for the
protection of personal data and
equivalent sanctions for offenders
in the Member States.

(9) Effective protection of personal
data throughout the Union requires
strengthening and detailing the
rights of data subjects and the
obligations of those who process
and determine the processing of
personal data, but also equivalent
powers for monitoring and ensuring
compliance with the rules for the
protection of personal data and
equivalent sanctions for offenders
in the Member States.

(9) Effective protection of personal
data throughout the Union requires
strengthening and detailing the
rights of data subjects and the
obligations of those who process
and determine the processing of
personal data, but also equivalent
powers for monitoring and ensuring
compliance with the rules for the
protection of personal data and
equivalent sanctions for offenders
in the Member States.

(10) Article 16(2) of the Treaty
mandates the European Parliament
and the Council to lay down the
rules relating to the protection of
individuals with regard to the
processing of personal data and the
rules relating to the free movement
of personal data.

(10) Article 16(2) of the Treaty
mandates the European Parliament
and the Council to lay down the
rules relating to the protection of
individuals with regard to the
processing of personal data and the
rules relating to the free movement
of personal data.

(10) Article 16(2) of the Treaty
mandates the European Parliament
and the Council to lay down the
rules relating to the protection of
individuals with regard to the
processing of personal data and the
rules relating to the free movement
of personal data
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(11) In order to ensure a consistent
level of protection for individuals
throughout the Union and to
prevent divergences hampering the
free movement of data within the
internal market, a Regulation is
necessary to provide legal certainty
and transparency for economic
operators, including micro, small
and medium-sized enterprises, and
to provide individuals in all
Member States with the same level
of legally enforceable rights and
obligations and responsibilities for
controllers and processors, to
ensure consistent monitoring of the
processing of personal data, and
equivalent sanctions in all Member
States as well as effective co-
operation by the supervisory
authorities of different Member
States. To take account of the
specific situation of micro, small
and medium-sized enterprises, this
Regulation includes a number of
derogations. In addition, the Union
institutions and bodies, Member
States and their supervisory
authorities are encouraged to take
account of the specific needs of
micro, small and medium-sized
enterprises in the application of this

(11) In order to ensure a consistent
level of protection for individuals
throughout the Union and to
prevent divergences hampering the
free movement of data within the
internal market, a Regulation is
necessary to provide legal certainty
and transparency for economic
operators, including micro, small
and medium-sized enterprises, and
to provide individuals in all
Member States with the same level
of legally enforceable rights and
obligations and responsibilities for
controllers and processors, to
ensure consistent monitoring of the
processing of personal data, and
equivalent sanctions in all Member
States as well as effective co-
operation by the supervisory
authorities of different Member
States. To take account of the
specific situation of micro, small
and medium-sized enterprises, this
Regulation includes a number of
derogations. In addition, the Union
institutions and bodies, Member
States and their supervisory
authorities are encouraged to take
account of the specific needs of
micro, small and medium-sized
enterprises in the application of this

(11) In order to ensure a consistent
level of protection for individuals
throughout the Union and to
prevent divergences hampering the
free movement of data within the
internal market, a Regulation is
necessary to provide legal certainty
and transparency for economic
operators, including micro, small
and medium-sized enterprises, and
to provide individuals in all
Member States with the same level
of legally enforceable rights and
obligations and responsibilities for
controllers and processors, to
ensure consistent monitoring of the
processing of personal data, and
equivalent sanctions in all Member
States as well as effective co-
operation by the supervisory
authorities of different Member
States. The proper functioning of
the internal market requires that
the free movement of personal
data within the Union should not
be restricted or prohibited for
reasons connected with the
protection of individuals with
regard to the processing of
personal data.

To take account of the specific
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Regulation. The notion of micro,
small and medium-sized enterprises
should draw upon Commission
Recommendation 2003/361/EC of 6
May 2003 concerning the definition
of micro, small and medium-sized
enterprises.

Regulation. The notion of micro,
small and medium-sized enterprises
should draw upon Commission
Recommendation 2003/361/EC’ of
O May 2003 concerning the
lofinit ¢ miero, L and

5 od ces.

1 . . .
Commission Recommendation

2003/361/EC of 6 May 2003 concerning
the definition of micro, small and
medium-sized enterprises (OJ L 124,
20.5.2003, p. 36).

situation of micro, small and
medium-sized enterprises, this
Regulation includes a number of
derogations. In addition, the Union
institutions and bodies, Member
States and their supervisory
authorities are encouraged to take
account of the specific needs of
micro, small and medium-sized
enterprises in the application of this
Regulation. The notion of micro,
small and medium-sized enterprises
should draw upon Commission
Recommendation 2003/361/EC of 6
May 2003 concerning the definition
of micro, small and medium-sized
enterprises.
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(12) The protection afforded by this
Regulation concerns natural
persons, whatever their nationality
or place of residence, in relation to
the processing of personal data.
With regard to the processing of
data which concern legal persons
and in particular undertakings
established as legal persons,
including the name and the form of
the legal person and the contact
details of the legal person, the
protection of this Regulation should
not be claimed by any person. This
should also apply where the name

(12) The protection afforded by thi
Regulation concerns natural
persons, whatever their nationglity
or place of residence, in relajfon to
the processing of personal data.
With regard to the procegsing of
data which concern legal persons
and in particular undértakings
established as legal persons,
including the napie and the form of
the legal person and the contact
details of th¢/legal person, the
protection Of this Regulation should
not be cldimed by any person. This
should/also apply where the name

(12) The protection afforded by this
Regulation concerns natural
persons, whatever their nationality
or place of residence, in relation to
the processing of personal data.
With regard to the processing of
data which concern legal persons
and in particular undertakings
established as legal persons,
including the name and the form of
the legal person and the contact
details of the legal person, the
protection of this Regulation should
not be claimed by any person. Fhis

of the legal person contains the of th¢ legal person contains the of the legal person contains the

names of one or more natural narhes of one or more natural names-of-one-ormore-nataral

persons. ersons. persons.
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(13) The protection of individuals
should be technologically neutral
and not depend on the techniques
used; otherwise this would create a
serious risk of circumvention. The
protection of individuals should
apply to processing of personal data
by automated means as well as to
manual processing, if the data are
contained or are intended to be
contained in a filing system. Files
or sets of files as well as their cover
pages, which are not structured
according to specific criteria,
should not fall within the scope of
this Regulation.

(13) The protection of individuals
should be technologically neutral
and not depend on the techniques
used; otherwise this would create a
serious risk of circumvention. The
protection of individuals should
apply to processing of personal data
by automated means as well as to
manual processing, if the data are
contained or are intended to be
contained in a filing system. Files
or sets of files as well as their cover
pages, which are not structured
according to specific criteria,
should not fall within the scope of
this Regulation.

(13) The protection of individuals
should be technologically neutral
and not depend on the techniques
used; otherwise this would create a
serious risk of circumvention. The
protection of individuals should
apply to processing of personal data
by automated means as well as to
manual processing, if the data are
contained or are intended to be
contained in a filing system. Files
or sets of files as well as their cover
pages, which are not structured
according to specific criteria,
should not fall within the scope of
this Regulation.
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Amendment 1

(14) This Regulation does not
address issues of protection of
fundamental rights and freedoms or
the free flow of data related to
activities which fall outside the
scope of Union law, nor does it
cover the processing of personal
data by the Union institutions,
bodies, offices and agencies, which
are subject to Regulation (EC) No
45/2001*, or the processing of
personal data by the Member States
when carrying out activities in
relation to the common foreign and
security policy of the Union.

(14) This Regulation does not This
Regulation does not address issues
of protection of fundamental rights
and freedoms or the free flow of
data related to activities which fall
outside the scope of Union law;ner

doesteovertheprocesstheof
personal-data-by-the Unton
Regulation (EC) No 45/2001;-e+the
!

f £t T3

ities in relati | yHE
corei | ) i el
Ynien of the European Parliament
and of the Council' should be
brought in line with this
Regulation and applied in
accordance with this Regulation.

! Regulation (EC) No 45/2001 of
the European Parliament and of
the Council of 18 December 2000
on the protection of individuals
with regard to the processing of

(14) This Regulation does not
address issues of protection of
fundamental rights and freedoms or
the free flow of data related to
activities which fall outside the
scope of Union law, such as
activities concerning national
security, nor does it cover the
processing of personal data by the

| ies whicl b
the processing of personal data by
the Member States when carrying
out activities in relation to the
common foreign and security policy
of the Union.

1T 12 12001 1
Cas = Tz 991, P 1=

OJ L8, 12.1.2001, p. 1.
OIL S,

’T
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personal data by the Community
institutions and bodies and on the
free movement of such data (OJ L
8,12.1.2001, p. 1).

(14a) Regulation (EC) No 45/2001
applies to the processing of
personal data by the Union
institutions, bodies, offices and
agencies. Regulation (EC) No
45/2001° and other Union legal
instruments applicable to such
processing of personal data should
be adapted to the principles and
rules of this Regulation.

6 OJLS§,12.1.2001,p. 1.
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Amendment 2

(15) This Regulation should not
apply to processing of personal
data by a natural person, which are
exclusively personal or domestic,
such as correspondence and the
holding of addresses, and without
any gainful interest and thus
without any connection with a
professional or commercial
activity. The exemption should also
not apply to controllers or
processors which provide the
means for processing personal data
for such personal or domestic
activities.

(15) This Regulation should not
apply to processing of personal data
by a natural person, which are
exclusively personal, family-
related, or domestic, such as
correspondence and the holding of
addresses or a private sale; and

” o fal |
thus without any connection with a
professional or commercial activity.

The exemption should also not
applyto-controlers-orproeessers
bicl e il ;
proeessing-personal-dataforsuch
However, this Regulation should
apply to controllers and processors
which provide the means for
processing personal data for such
personal or domestic activities.

(15) This Regulation should not
apply to processing of personal data
by a natural person in the course of
a—which-are-exelustvely personal or
demestichousehold activity;suehas
correspondence-and-the-holdingof

1 and wid e ful
nterest and thus without any a

connection with a professional or
commercial activity. Personal and
household activities include social
networking and on-line activity
undertaken within the context of
such personal and household
activities. However, this
Regulation The-exemption-should
alse-net-apply to controllers or
processors which provide the means
for processing personal data for
such personal or domestic
activities.
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(16) The protection of individuals
with regard to the processing of
personal data by competent
authorities for the purposes of
prevention, investigation, detection
or prosecution of criminal offences
or the execution of criminal
penalties, and the free movement of
such data, is subject of a specific
legal instrument at Union level.
Therefore, this Regulation should
not apply to the processing
activities for those purposes.
However, data processed by public
authorities under this Regulation
when used for the purposes of
prevention, investigation, detection
or prosecution of criminal offences
or the execution of criminal
penalties should be governed by the
more specific legal instrument at
Union level (Directive XX/YYY).

(16) The protection of individuals
with regard to the processing of
personal data by competent
authorities for the purposes of
prevention, investigation, detection
or prosecution of criminal offences
or the execution of criminal
penalties, and the free movement of
such data, is subject of a specific
legal instrument at Union level.
Therefore, this Regulation should
not apply to the processing
activities for those purposes.
However, data processed by public
authorities under this Regulation
when used for the purposes of
prevention, investigation, detection
or prosecution of criminal offences
or the execution of criminal
penalties should be governed by the
more specific legal instrument at
Union level (Directive
XXAXYX-(Directive 2014/.../EU of
the European Parliament and of
the Council on the protection of
individuals with regard to the
processing of personal data by
competent authorities for the
purposes of prevention,
investigation, detection or
prosecution of criminal offences or
the execution of criminal

(16) The protection of individuals
with regard to the processing of
personal data by competent
authorities for the purposes of
prevention, investigation, detection
or prosecution of criminal offences
er-the execution of criminal
penalties or the safeguarding
against and the prevention of
threats to public security, and the
free movement of such data, is
subject of a specific legal
instrument at Union level.

Therefore, this Regulation should
not apply to the processing
activities for those purposes.
However, data processed by public
authorities under this Regulation
when used for the purposes of
prevention, investigation, detection
or prosecution of criminal offences
or the execution of criminal
penalties should be governed by the
more specific legal instrument at
Union level (Directive XX/YYY).

Member States may entrust
competent authorities within the
meaning of Directive XX/YYY with
other tasks which are not
necessarily carried out for the
purposes of the prevention,
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penalties, and the free movement
of such data).

investigation, detection or
prosecution of criminal offences or
the safeguarding against and
prevention of threats to public
security, so that the processing of
personal data for those other
purposes, in so far as it is within
the scope of Union law, fallw
within the scope of this

Regulation.

With regard to the processing of
personal data by those competent
authorities for purposes falling
within scope of the General Data
Protection Regulation, Member
States may maintain or introduce
more specific provisions to adapt
the application of the rules of the
General Data Protection
Regulation. Such provisions may
determine more precisely specific
requirements for processing of
personal data by those competent
authorities for those other
purposes, taking into account the
constitutional, organisational and
administrative structure of the
respective Member State.

When processing of personal data
by private bodies falls within the
scope of this Regulation, this
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Regulation should provide for the
possibility for Member States
under specific conditions to restrict
by law certain obligations and
rights when such a restriction
constitutes a necessary and
proportionate measure in a
democratic society to safeguard
specific important interests
including public security and the
prevention, investigation, detection
and prosecution of criminal
offences. This is relevant for
instance in the framework of anti-
money laundering or the activities
of forensic laboratories.
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(16a) While this Regulation
applies also to the activities of
courts and other judicial
authorities, Union or Member
State law could specify the
processing operations and
processing procedures in relation
to the processing of personal data
by courts and other judicial
authorities. The competence of
the supervisory authorities
should not cover the processing of
personal data when courts are
acting in their judicial capacity,
in order to safeguard the
independence of the judiciary in
the performance of its judicial
tasks, including its decision-
making. Supervision of such data
processing operations may be
entrusted to specific bodies within
the judicial system of the Member
State, which should in particular
control compliance with the rules
of this Regulation, promote the
awareness of the judiciary of their
obligations under this Regulation
and deal with complaints in
relation to such processing.
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(17) This Regulation should be
without prejudice to the application
of Directive 2000/31/EC, in
particular of the liability rules of
intermediary service providers in
Articles 12 to 15 of that Directive.

(17) This Regulation should be
without prejudice to the application
of Directive 2000/31/EC of the
European Parliament and of the
Council', in particular of the
liability rules of intermediary
service providers in Articles 12 to
15 of that Directive.

I Directive 2000/31/EC of the European
Parliament and of the Council of 8 June
2000 on certain legal aspects of
information society services, in particular
electronic commerce, in the Internal

Market (Directive on electronic
commerce) (OJ L 178, 17.7.2000, p. 1).

(17) Directive 2000/31/EC does not
apply to questions relating to
information society services
covered by this Regulation. That
Directive seeks to contribute to the
proper functioning of the internal
market by ensuring the free
movement of information society
services between Member States.
Its application should not be
affected by this Regulation. This
Regulation should therefore be
without prejudice to the application
of Directive 2000/31/EC, in
particular of the liability rules of
intermediary service providers in
Articles 12 to 15 of that Directive.
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Amendment 3

(18) This Regulation allows the
principle of public access to official
documents to be taken into account
when applying the provisions set
out in this Regulation.

(18) This Regulation allows the
principle of public access to official
documents to be taken into account
when applying the provisions set
out in this Regulation. Personal
data in documents held by a public
authority or public body may be
disclosed by that authority or body
in accordance with Union or
Member State law regarding
public access to official
documents, which reconciles the
right to data protection with the
right of public access to official
documents and constitutes a fair
balance of the various interests
involved.

(18) deleted
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(19) Any processing of personal
data in the context of the activities
of an establishment of a controller
or a processor in the Union should
be carried out in accordance with
this Regulation, regardless of
whether the processing itself takes
place within the Union or not.
Establishment implies the effective
and real exercise of activity
through stable arrangements. The
legal form of such arrangements,
whether through a branch or a
subsidiary with a legal personality,
is not the determining factor in this
respect.

(19) Any processing of personal
data in the context of the activities
of an establishment of a controller
or a processor in the Union should
be carried out in accordance with
this Regulation, regardless of
whether the processing itself takes
place within the Union or not.
Establishment implies the effective
and real exercise of activity
through stable arrangements. The
legal form of such arrangements,
whether through a branch or a
subsidiary with a legal personality,
is not the determining factor in this
respect.

(19) Any processing of personal
data in the context of the activities
of an establishment of a controller
or a processor in the Union should
be carried out in accordance with
this Regulation, regardless of
whether the processing itself takes
place within the Union or not.
Establishment implies the effective
and real exercise of activity through
stable arrangements. The legal form
of such arrangements, whether
through a branch or a subsidiary
with a legal personality, is not the
determining factor in this respect.
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Amendment 4

(20) In order to ensure that
individuals are not deprived of the
protection to which they are
entitled under this Regulation, the
processing of personal data of data
subjects residing in the Union by a
controller not established in the
Union should be subject to this
Regulation where the processing
activities are related to the offering
of goods or services to such data
subjects, or to the monitoring of the
behaviour of such data subjects.

(20) In order to ensure that
individuals are not deprived of the
protection to which they are
entitled under this Regulation, the
processing of personal data of data
subjects residing in the Union by a
controller not established in the
Union should be subject to this
Regulation where the processing
activities are related to the offering
of goods or services, irrespective of
whether connected to a payment or
not, to such data subjects, or to the
monitoring efthe-behaviour of such
data subjects. In order to determine
whether such a controller is
offering goods or services to such
data subjects in the Union, it
should be ascertained whether it is
apparent that the controller is
envisaging the offering of services
to data subjects in one or more
Member States in the Union.

(20) In order to ensure that
individuals are not deprived of the
protection to which they are entitled
under this Regulation, the
processing of personal data of data
subjects residing in the Union by a
controller not established in the
Union should be subject to this
Regulation where the processing
activities are related to the offering
of goods or services to such data
subjects. or to the monttoring of the
behavtowrolsuch-datsabieets
irrespective of whether connected
to a payment or not, which takes
place in the Union. In order to
determine whether such a
controller is offering goods or
services to such data subjects in
the Union, it should be ascertained
whether it is apparent that the
controller is envisaging doing
business with data subjects
residing in one or more Member
States in the Union. Whereas the
mere accessibility of the
controller’s or an intermediary’s
website in the Union or of an
email address and of other contact
details or the use of a language
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generally used in the third country
where the controller is established,
is insufficient to ascertain such
intention, factors such as the use
of a language or a currency
generally used in one or more
Member States with the possibility
of ordering goods and services in
that other language, and/or the
mentioning of customers or users
residing in the Union, may make it
apparent that the controller
envisages offering goods or
services to such data subjects in
the Union.
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Amendment 5

(21) In order to determine whether
a processing activity can be
considered to ‘monitor the
behaviour’ of data subjects, it
should be ascertained whether
individuals are tracked on the
internet with data processing
techniques which consist of
applying a ‘profile’ to an
individual, particularly in order to
take decisions concerning her or
him or for analysing or predicting
her or his personal preferences,
behaviours and attitudes.

(21) In order to determine whether
a processing activity can be
considered to ‘monitor the
behaviour’ of data subjects, it
should be ascertained whether
individuals are tracked en-the
internet-with, regardless of the
origins of the data, or if other data
about them are collected,
including from public registers
and announcements in the Union
that are accessible from outside of
the Union, including with the
intention to use, or potential of
subsequent use of data processing
techniques which consist of
applying a ‘profile’ te-an
individual, particularly in order to
take decisions concerning her or
him or for analysing or predicting
her or his personal preferences,
behaviours and attitudes.

(21) The processing of personal
data of data subjects residing in
the Union by a controller not
established in the Union should
also be subject to this Regulation
when it is related to the
monitoring of their behaviour
taking place within the European
Union. In order to determine
whether a processing activity can
be considered to ‘monitor the
behaviour’ of data subjects, it
should be ascertained whether
individuals are tracked on the
internet with data processing
techniques which consist of
applying-a—prefilete profiling an
individual, particularly in order to
take decisions concerning her or
him or for analysing or predicting
her or his personal preferences,
behaviours and attitudes.
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(22) Where the national law of a
Member State applies by virtue of
public international law, this
Regulation should also apply to a
controller not established in the
Union, such as in a Member State's
diplomatic mission or consular
post.

(22) Where the national law of a
Member State applies by virtue of
public international law, this
Regulation should also apply to a
controller not established in the
Union, such as in a Member State's
diplomatic mission or consular
post.

(22) Where the national law of a
Member State applies by virtue of
public international law, this
Regulation should also apply to a
controller not established in the
Union, such as in a Member State's
diplomatic mission or consular
post.

Amendment 6

(23) The principles of protection
should apply to any information
concerning an identified or
identifiable person. To determine
whether a person is identifiable,
account should be taken of all the
means likely reasonably to be used
either by the controller or by any
other person to identify the
individual. The principles of data
protection should not apply to data
rendered anonymous in such a way
that the data subject is no longer
identifiable.

(23) The principles of data
protection should apply to any
information concerning an
identified or identifiable natural
person. To determine whether a
person is identifiable, account
should be taken of all the means
hkelyreasonably likely to be used
either by the controller or by any
other person to identify or single
out the individual directly or
indirectly. To ascertain whether
means are reasonably likely to be
used to identify the individual,
account should be taken of all
objective factors, such as the costs
of and the amount of time
required for identification, taking

(23) The principles of data
protection should apply to any
information concerning an
identified or identifiable natural
person. Data including
pseudonymised data, which could
be attributed to a natural person by
the use of additional information,
should be considered as
information on an identifiable
natural person. To determine
whether a person is identifiable,
account should be taken of all the
means likely reasonably to be used
either by the controller or by any
other person to identify the
individual directly or indirectly. To
ascertain whether means are

into consideration both available
technology at the time of the
processing and technological

reasonable likely to be used to
identify the individual, account
should be taken of all objective
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development. The principles of
data protection should therefore
not apply to anonymous data

rendered anonymous in such a way
batthed bieet i |
identifiable, which is information
that does not relate to an
identified or identifiable natural
person. This Regulation does
therefore not concern the
processing of such anonymous
data, including for statistical and
research purposes.

factors, such as the costs of and
the amount of time required for
identification, taking into
consideration both available
technology at the time of the
processing and technological
development. The principles of data
protection should therefore not
apply to anonymous information,
that is information which does not
relate to an identified or
identifiable natural person or to
data rendered anonymous in such a
way that the data subject is not or
no longer identifiable. This
Regulation does therefore not
concern the processing of such
anonymous information, including
for statistical and research
purposes.

(23aa) The principles of data
protection should not apply to data
of deceased persons. The national
law of a Member State may
provide for rules regarding the
processing of data of deceased
persons.
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(23a) The application of
pseudonymisation to personal data
can reduce the risks for the data
subjects concerned and help
controllers and processors meet
their data protection obligations.
The explicit introduction of
‘pseudonymisation’ through the
articles of this Regulation is thus
not intended to preclude any other
measures of data protection.

23b) (...

(23c) In order to create incentives
for applying pseudonymisation
when processing personal data,
measures of pseudonymisation
whilst allowing general analysis
should be possible within the same
controller when the controller has
taken technical and organisational
measures necessary to ensure that
the provisions of this Regulation
are implemented, taking into
account the respective data
processing and ensuring that
additional information for
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attributing the personal data to a
specific data subject is kept
separately. The controller who
processes the data shall also refer
to authorised persons within the
same controller. In such case
however the controller shall make
sure that the individual(s)
performing the pseudonymisation
are not referenced in the meta-
data.

Amendment 7

(24) When using online services,
individuals may be associated with
online identifiers provided by their
devices, applications, tools and
protocols, such as Internet Protocol
addresses or cookie identifiers.
This may leave traces which,
combined with unique identifiers
and other information received by
the servers, may be used to create
profiles of the individuals and
identify them. It follows that

(24) Whenusing-online-serviees;
online This Regulation should be
applicable to processing involving
identifiers provided by the#
devices, applications, tools and
protocols, such as Internet Protocol
addresses or cookie identifiers and
Radio Frequency Identification
tags, unless those identifiers do not
relate to an identified or
identifiable natural person. This

(24) When using online services,
individuals may be associated with
online identifiers provided by their
devices, applications, tools and
protocols, such as Internet Protocol
addresses or cookie identifiers. This
may leave traces which, when
combined with unique identifiers
and other information received by
the servers, may be used to create

profiles of the individuals and
identify them. Hfollows-that

identification numbers, location mayleave-traces-which;combined | #ldentification numbers, location

data, online identifiers or other with-tiquetdentHiersand-other data, online identifiers or other

specific factors as such need not informationrecerved-by-theservers; | specific factors as such need should

necessarily be considered as may be used to create profiles of not neeessarty be considered as

personal data in all circumstances. | the-individuals-and-identifi-them—tt | personal datainall-eircumstanees if
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they do not identify an individual
or make an individual identifiable.

Amendment 8

(25) Consent should be given
explicitly by any appropriate
method enabling a freely given
specific and informed indication of
the data subject's wishes, either by
a statement or by a clear
affirmative action by the data
subject, ensuring that individuals
are aware that they give their
consent to the processing of
personal data, including by ticking
a box when visiting an Internet
website or by any other statement
or conduct which clearly indicates
in this context the data subject's
acceptance of the proposed
processing of their personal data.
Silence or inactivity should
therefore not constitute consent.
Consent should cover all
processing activities carried out for

(25) Consent should be given
explicitly by any appropriate
method enabling a freely given
specific and informed indication of
the data subject's wishes, either by a
statement or by a clear affirmative
action that is the result of choice
by the data subject, ensuring that
individuals are aware that they give
their consent to the processing of
personal data;ineladingby. Clear
affirmative action could include
ticking a box when visiting an
Internet website or by any other
statement or conduct which clearly
indicates in this context the data
subject's acceptance of the
proposed processing of his or her
personal data. Silence, mere use of
a service or inactivity should
therefore not constitute consent.

(25) Consent should be given
exphetthy-unambiguously by any
appropriate method enabling a
freely given specific and informed
indication of the data subject's
wishes, either by a written,
including electronic, oral er-other
statement or, if required by specific
circumstances, by any other clear
affirmative action by the data
subject, signifying his or her
agreement to ensuring-that

hei | OYE
efpersonal data relating to him or
her being processed.; This could
inehading include by ticking a box
when visiting an Internet website or
by any other statement or conduct
which clearly indicates in this
context the data subject's
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the same purpose or purposes. If
the data subject's consent is to be
given following an electronic
request, the request must be clear,
concise and not unnecessarily
disruptive to the use of the service
for which it is provided.

Consent should cover all processing
activities carried out for the same
purpose or purposes. If the data
subject's consent is to be given
following an electronic request, the
request must be clear, concise and
not unnecessarily disruptive to the
use of the service for which it is
provided.

acceptance of the proposed
processing of their personal data.
Silence or inactivity should
therefore not constitute consent.
Where it is technically feasible and
effective, the data subject's consent
to processing may be given by
using the appropriate settings of a
browser or other application. In
such cases it is sufficient that the
data subject receives the
information needed to give freely
specific and informed consent
when starting to use the service.
Consent should cover all processing
activities carried out for the same
purpose or purposes. When the
processing has multiple purposes,
unambiguous consent should be
granted for all of the processing
purposes. If the data subject's
consent is to be given following an
electronic request, the request must
be clear, concise and not
unnecessarily disruptive to the use
of the service for which it is
provided.
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(25a) Genetic data should be
defined as personal data relating
to the genetic characteristics of an
individual which have been
inherited or acquired as they result
from an analysis of a biological
sample from the individual in
question, in particular by
chromosomal, deoxyribonucleic
acid (DNA) or ribonucleic acid
(RNA) analysis or analysis of any
other element enabling equivalent
information to be obtained.

(25aa) It is often not possible to
Sfully identify the purpose of data
processing for scientific purposes
at the time of data collection.
Therefore data subjects can give
their consent to certain areas of
scientific research when in
keeping with recognised ethical
standards for scientific research.
Data subjects should have the
opportunity to give their consent
only to certain areas of research or
parts of research projects to the
extent allowed by the intended
purpose and provided that this
does not involve disproportionate
efforts in view of the protective
purpose.
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(26) Personal data relating to health
should include in particular all data
pertaining to the health status of a
data subject; information about the
registration of the individual for the
provision of health services;
information about payments or
eligibility for healthcare with
respect to the individual; a number,
symbol or particular assigned to an
individual to uniquely identify the
individual for health purposes; any
information about the individual
collected in the course of the
provision of health services to the
individual; information derived
from the testing or examination of
a body part or bodily substance,
including biological samples;
identification of a person as
provider of healthcare to the
individual; or any information on
e.g. a disease, disability, disease
risk, medical history, clinical
treatment, or the actual
physiological or biomedical state of
the data subject independent of its
source, such as e.g. from a

(26) Personal data relating to healt
should include in particular all dat,
pertaining to the health status of
data subject; information about the
registration of the individual fgr the
provision of health services;
information about paymentg or
eligibility for healthcare with
respect to the individual; /A number,
symbol or particular assigned to an
individual to uniquely Adentify the
individual for health purposes; any
information about thie individual
collected in the course of the
provision of health services to the
individual; infoymation derived
from the testing or examination of a
body part or podily substance,
including bjological samples;
identificatyon of a person as
provider o0f healthcare to the
individyal; or any information on
e.g. a disease, disability, disease
risk, medical history, clinical
treatment, or the actual
physiological or biomedical state of
tiie data subject independent of its
ource, such as e.g. from a

(26) Personal data relatingte

concerning health should include in
partienlar-all data pertaining to the
health status of a data subject which
reveal information relating to the
past, current or future physical or
mental health of the data subject,
including information about the
registration of the individual for the
provision of health services;

information about pavments or
Lioibilitv for heald L
respeet-to-the-individual:-a number,

symbol or particular assigned to an
individual to uniquely identify the
individual for health purposes; any
collected in the course of the
ndividuak-information derived
from the testing or examination of a
body part or bodily substance,
including genetic data and
biological samples; identification-of
a person as provider of healtheare
to-the-individual: or any
information on e-g- for example a
disease, disability, disease risk,
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physician or other health
professional, a hospital, a medical
device, or an in vitro diagnostic
test.

physician or other health
professional, a hospital, a ical
device, or an in vitro diagnostic
test.

medical history, clinical treatment,
or the actual physiological or
biomedical state of the data subject
independent of its source, such as
e-g- for example from a physician
or other health professional, a
hospital, a medical device, or an in
vitro diagnostic test.

(27) The main establishment of a
controller in the Union should be
determined according to objective
criteria and should imply the
effective and real exercise of
management activities determining
the main decisions as to the
purposes, conditions and means of
processing through stable
arrangements. This criterion should
not depend whether the processing
of personal data is actually carried
out at that location; the presence
and use of technical means and
technologies for processing
personal data or processing
activities do not, in themselves,
constitute such main establishment
and are therefore no determining
criteria for a main establishment.

(27) The main establishment of a
controller in the Union should be
determined according to objectjte
criteria and should imply the
effective and real exercise
management activities deférmining
the main decisions as to/the
purposes, eonditions gnd means of
processing through stable
arrangements. Thig criterion should
not depend whetHer the processing
of personal datd is actually carried
out at that logation; the presence
and use of technical means and
technologies for processing
persony! data or processing
activities do not, in themselves,
congtitute such main establishment
ard are therefore no determining
riteria for a main establishment.

(27) The main establishment of a
controller in the Union should be
the place of its central
administration in the Union,
witless deterntined-aecordingto

| J cfocti ! real . i? )

ities d ..

the main decisions as-te on the
purposes;eonditions and means of
processing of personal data are
taken in another establishment of
the controller in the Union. In this
case the latter should be
considered as the main

establishment. threugh-stable
arrargements:
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The main establishment of the
processor should be the place of its
central administration in the Union.

The main establishment of the
processor should be the place of it
central administration in the Unigh.

The main establishment of a
controller in the Union should be
determined according to objective
criteria and should imply the
effective and real exercise of
management activities determining
the main decisions as to the
purposes and means of processing
through stable arrangements. This
criterion should not depend on
whether the processing of personal
data is actually carried out at that
location; the presence and use of
technical means and technologies
for processing personal data or
processing activities do not, in
themselves, constitute such main
establishment and are therefore not
determining criteria for a main
establishment. The main
establishment of the processor
should be the place of its central
administration in the Union and, if
it has no central administration in
the Union, the place where the
main processing activities take
place in the Union. In cases
involving both the controller and
the processor, the competent lead
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supervisory authority should
remain the supervisory authority
of the Member State where the
controller has its main
establishment but the supervisory
authority of the processor should
be considered as a concerned
supervisory authority and
participate to the cooperation
procedure provided for by this
Regulation. In any case, the
supervisory authorities of the
Member State or Member States
where the processor has one or
more establishments should not be
considered as concerned
supervisory authorities when the
draft decision concerns only the
controller.

Where the processing is carried
out by a group of undertakings,
the main establishment of the
controlling undertaking should be
considered as the main
establishment of the group of
undertakings, except where the
purposes and means of processing
are determined by another
undertaking.
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(28) A group of undertakings
should cover a controlling
undertaking and its controlled
undertakings, whereby the
controlling undertaking should be
the undertaking which can exercise
a dominant influence over the other
undertakings by virtue, for
example, of ownership, financial
participation or the rules which
govern it or the power to have
personal data protection rules
implemented.

(28) A group of undertakings
should cover a controlling
undertaking and its controlled
undertakings, whereby the
controlling undertaking shotild be
the undertaking which can exercise
a dominant influence oyer the other
undertakings by virtug, for
example, of ownership, financial
participation or th¢ rules which
govern it or the power to have
personal data protection rules
implemented.

(28) A group of undertakings
should cover a controlling
undertaking and its controlled
undertakings, whereby the
controlling undertaking should be
the undertaking which can exercise
a dominant influence over the other
undertakings by virtue, for
example, of ownership, financial
participation or the rules which
govern it or the power to have
personal data protection rules
implemented. 4 central
undertaking which controls the
processing of personal data in
undertakings affiliated to it forms
together with these undertakings
an entity which may be treated as
“group of undertakings”.
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Amendment 9

(29) Children deserve specific
protection of their personal data, as
they may be less aware of risks,
consequences, safeguards and their
rights in relation to the processing
of personal data. To determine
when an individual is a child, this
Regulation should take over the
definition laid down by the UN
Convention on the Rights of the
Child.

(29) Children deserve specific
protection of their personal data, as
they may be less aware of risks,
consequences, safeguards and their
rights in relation to the processing
of personal data. Fe-determine

] o dividuali hild ¢hi

.
gua .

- : he Ri 31 el
Child-Where data processing is
based on the data subject’s consent
in relation to the offering of goods
or services directly to a child,
consent should be given or
authorised by the child’s parent or
legal guardian in cases where the
child is below the age of 13. Age-
appropriate language should be
used where the intended audience
is children. Other grounds of
lawful processing such as grounds
of public interest should remain
applicable, such as for processing
in the context of preventive or
counselling services offered
directly to a child.

(29) Children deserve specific
protection of their personal data, as
they may be less aware of risks,
consequences, safeguards and their
rights in relation to the processing
of personal data. Fe-determine

] o dividuali hild¢hi

.
gua .

- : he Ri 31 el
Child- This concerns especially the
use of personal data of children
for the purposes of marketing or
creating personality or user
profiles and the collection of child
data when using services offered
directly to a child.
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(30) Any processing of personal
data should be lawful, fair and
transparent in relation to the
individuals concerned. In
particular, the specific purposes for
which the data are processed
should be explicit and legitimate
and determined at the time of the
collection of the data. The data
should be adequate, relevant and
limited to the minimum necessary
for the purposes for which the data
are processed; this requires in
particular ensuring that the data
collected are not excessive and that
the period for which the data are
stored is limited to a strict
minimum. Personal data should
only be processed if the purpose of
the processing could not be
fulfilled by other means. Every
reasonable step should be taken to
ensure that personal data which are
inaccurate are rectified or deleted.
In order to ensure that the data are
not kept longer than necessary,
time limits should be established
by the controller for erasure or for a
periodic review.

(30) Any processing of personal
data should be lawful, fair and
transparent in relation to the
individuals concerned. In particylar,
the specific purposes for whicly the
data are processed should be
explicit and legitimate and
determined at the time of thie
collection of the data. The/data
should be adequate, releyant and
limited to the minimuny necessary
for the purposes for which the data
are processed; this requires in
particular ensuring that the data
collected are not excessive and that
the period for which the data are
stored is limited/to a strict
minimum. Pergonal data should
only be processed if the purpose of
the processipg could not be fulfilled
by other m¢ans. Every reasonable
step should be taken to ensure that
personal/data which are inaccurate
are rectified or deleted. In order to
ensur¢ that the data are not kept
longgr than necessary, time limits
should be established by the
coftroller for erasure or for a
riodic review.

(30) Any processing of personal
data should be lawful and-fair. and
It should be transparent in-relation
te for the individuals eeneerned—In
icular 4 G ;

the processing could not be fulfilled
by-othermeans: that personal data
concerning them are collected,
used, consulted or otherwise
processed and to which extent the
data are processed or will be
processed. The principle of
transparency requires that any
information and communication
relating to the processing of those
data should be easily accessible

10391/15

VH/np

DGD 2C

LIMITE



and easy to understand, and that
clear and plain language is used.
This concerns in particular the
information of the data subjects on
the identity of the controller and
the purposes of the processing and
Sfurther information to ensure fair
and transparent processing in
respect of the individuals
concerned and their right to get
confirmation and communication
of personal data being processed
concerning them.

Individuals should be made aware
on risks, rules, safeguards and
rights in relation to the processing
of personal data and how to
exercise his or her rights in
relation to the processing. In
particular, the specific purposes
for which the data are processed
should be explicit and legitimate
and determined at the time of the
collection of the data. The data
should be adequate and relevant
for the purposes for which the data
are processed; this requires in
particular ensuring that the data
collected are not excessive and that
the period for which the data are
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stored is limited to a strict
minimum. Personal data should
only be processed if the purpose of
the processing could not
reasonably be fulfilled by other
means. In order to ensure that the
data are not kept longer than
necessary, time limits should be
established by the controller for
erasure or for a periodic review.

Every reasonable step should be
taken to ensure that personal data
which are inaccurate are rectified or
deleted. In order to ensure that the

data-are-notkeptlongerthan
established-byv-the-controHertor
Personal data should be processed
in a manner that ensures
appropriate security and
confidentiality of the personal
data, including for preventing
unauthorised access to or the use
of personal data and the
equipment used for the processing.
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Amendment 10

(31) In order for processing to be
lawful, personal data should be
processed on the basis of the
consent of the person concerned or
some other legitimate basis, laid
down by law, either in this
Regulation or in other Union or
Member State law as referred to in
this Regulation.

(31) In order for processing to be
lawful, personal data should be
processed on the basis of the
consent of the person concerned or
some other legitimate basis, laid
down by law, either in this
Regulation or in other Union or
Member State law as referred to in
this Regulation. In case of a child
or a person lacking legal capacity,
relevant Union or Member State
law should determine the
conditions under which consent is

given or authorised by that person.

(31) In order for processing to be
lawful, personal data should be
processed on the basis of the
consent of the person concerned or
some other legitimate basis, laid
down by law, either in this
Regulation or in other Union or
Member State law as referred to in
this Regulation, including the
necessity for compliance with the
legal obligation to which the
controller is subject or the
necessity for the performance of a
contract to which the data subject
is party or in order to take steps at
the request of the data subject
prior to entering into a contract.
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(31a) Wherever this Regulation
refers to a legal basis or a
legislative measure, this does not
necessarily require a legislative act
adopted by a parliament, without
prejudice to requirements
pursuant the constitutional order
of the Member State concerned,
however such legal basis or
legislative measure should be clear
and precise and its application
foreseeable for those subject to it
as required by the case law of the
Court of Justice of the European
Union and the European Court of
Human Rights.
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Amendment 11

(32) Where processing is based on
the data subject's consent, the
controller should have the burden
of proving that the data subject has
given the consent to the processing
operation. In particular in the
context of a written declaration on
another matter, safeguards should
ensure that the data subject is
aware that and to what extent
consent is given.

(32) Where processing is based on
the data subject’s consent, the
controller should have the burden
of proving that the data subject has
given the consent to the processing
operation. In particular in the
context of a written declaration on
another matter, safeguards should
ensure that the data subject is aware
that and to what extent consent is
given. To comply with the principle
of data minimisation, the burden
of proof should not be understood
as requiring the positive
identification of data subjects
unless necessary. Similar to civil
law terms (e.g. Council Directive
93/13/EEC"), data protection
policies should be as clear and
transparent as possible. They
should not contain hidden or
disadvantageous clauses. Consent
cannot be given for the processing
of personal data of third persons.

! Council Directive 93/13/EEC of 5
April 1993 on unfair terms in
consumer contracts (OJ L 95,
21.4.1993, p. 29).

(32) Where processing is based on
the data subject's consent, the
controller should have-the-burden
ofproving-be able to demonstrate
that the data subject has given the
consent to the processing operation.
In particular in the context of a
written declaration on another
matter, safeguards should ensure
that the data subject is aware that
and te-what the extent to which
consent is given. A declaration of
consent pre-formulated by the
controller should be provided in an
intelligible and easily accessible
form, using clear and plain
language and its content should
not be unusual within the overall
context. For consent to be
informed, the data subject should
be aware at least of the identity of
the controller and the purposes of
the processing for which the
personal data are intended;
consent should not be regarded as
freely-given if the data subject has
no genuine and free choice and is
unable to refuse or withdraw
consent without detriment.

10391/15

VH/np

DGD 2C

LIMITE

47
EN




Amendment 12

(33) In order to ensure free consent,
it should be clarified that consent
does not provide a valid legal
ground where the individual has no
genuine and free choice and is
subsequently not able to refuse or
withdraw consent without
detriment.

(33) In order to ensure free consent,
it should be clarified that consent
does not provide a valid legal
ground where the individual has no
genuine and free choice and is
subsequently not able to refuse or
withdraw consent without
detriment. This is especially the
case if the controller is a public
authority that can impose an
obligation by virtue of its relevant
public powers and the consent
cannot be deemed as freely given.
The use of default options which
the data subject is required to
modify to object to the processing,
such as pre-ticked boxes, does not
express free consent. Consent for
the processing of additional
personal data that are not
necessary for the provision of a
service should not be required for
using the service. When consent is
withdrawn, this may allow the

(33) deleted
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termination or non-execution of a
service which is dependent on the
data. Where the conclusion of the
intended purpose is unclear, the
controller should in regular
intervals provide the data subject
with information about the
processing and request a re-
affirmation of their his or her
consent.

Amendment 13

(34) Consent should not provide a
valid legal ground for the
processing of personal data, where
there is a clear imbalance between
the data subject and the controller.
This is especially the case where
the data subject is in a situation of
dependence from the controller,

deleted

(34) In order to safeguard that
Consent consent has been freely-
given, consent should not provide a
valid legal ground for the
processing of personal data in a
specific case; where there is a clear
imbalance between the data subject
and the controller and Fhis this is

among others, where personal data espeetally-the-ease-where-the-data
are processed by the employer of subjeetisina-situation-of
employees' personal data in the dependenectromthecontrollers
employment context. Where the among-others;-where-personal-data
controller is a public authority, are-processed-by-the-emploverof
there would be an imbalance only employees-personal-datain-the
in the specific data processing employmentcontext—Where the
10391/15 VH/np
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operations where the public
authority can impose an obligation
by virtue of its relevant public
powers and the consent cannot be
deemed as freely given, taking into
account the interest of the data
subject.

Hor bli hority
there-would-be-an imbalance enly
o f S

i . . f .
vy ) Yy i] ] ]g‘
powers-and makes it unlikely that
the consent eannotbe-deemed was
given as freely—given;takinginto
account the interest of the data
subjeet in all the circumstances of
that specific situation. Consent is
presumed not to be freely given, if
it does not allow separate consent
to be given to different data
processing operations despite it is
appropriate in the individual case,
or if the performance of a contract
is made dependent on the consent
despite this is not necessary for
such performance and the data
subject cannot reasonably obtain
equivalent services from another
source without consent.

(35) Processing should be lawful
where it is necessary in the context
of a contract or the intended
entering into a contract.

(35) Processing should be lawful
where it is necessary in the context
of a contract or the intended
entering into a contract.

(35) Processing should be lawful
where it is necessary in the context
of a contract or the intended
entering into a contract.
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(35a) This Regulation provides for
general rules on data protection
and that in specific cases Member
States are also empowered to lay
down national rules on data
protection. The Regulation does
therefore not exclude Member
State law that defines the
circumstances of specific
processing situations, including
determining more precisely the
conditions under which processing
of personal data is lawful.
National law may also provide for
special processing conditions for
specific sectors and for the
processing of special categories of
data.
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Amendment 14

(36) Where processing is carried
out in compliance with a legal
obligation to which the controller is
subject or where processing is
necessary for the performance of a
task carried out in the public
interest or in the exercise of an
official authority, the processing
should have a legal basis in Union
law, or in a Member State law
which meets the requirements of
the Charter of Fundamental Rights
of the European Union for any
limitation of the rights and
freedoms. It is also for Union or
national law to determine whether
the controller performing a task
carried out in the public interest or
in the exercise of official authority
should be a public administration
or another natural or legal person
governed by public law, or by
private law such as a professional
association.

(36) Where processing is carried
out in compliance with a legal
obligation to which the controller is
subject or where processing is
necessary for the performance of a
task carried out in the public
interest or in the exercise of an
official authority, the processing
should have a legal basis in Union
law, or in a Member State law
which meets the requirements of
the Charter of Fundamental Rights
of the European Union for any
limitation of the rights and
freedoms. This should include also
collective agreements that could be
recognised under national law as
having general validity. 1t is also
for Union or national law to
determine whether the controller
performing a task carried out in the
public interest or in the exercise of
official authority should be a public
administration or another natural or
legal person governed by public
law, or by private law such as a
professional association.

(36) Where processing is carried
out in compliance with a legal
obligation to which the controller is
subject or where processing is
necessary for the performance of a
task carried out in the public
interest or in the exercise of an
official authority, the processing
should have a legal-basis in Union
law, or in the national law of a
Member State law—which-meets-the

reguirements of the Charter of
Fundamental Rights of the
E Union & Lismitati
i tis

should be also for Union or
national law to determine the
purpose of processing. whether-the

I e | od

assoctation. Furthermore, this
basis could specify the general
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conditions of the Regulation
governing the lawfulness of data
processing, determine
specifications for determining the
controller, the type of data which
are subject to the processing, the
data subjects concerned, the
entities to which the data may be
disclosed, the purpose limitations,
the storage period and other
measures to ensure lawful and fair
processing.

It should also be for Union or
national law to determine whether
the controller performing a task
carried out in the public interest or
in the exercise of official authority
should be a public authority or
another natural or legal person
governed by public law, or by
private law such as a professional
association, where grounds of
public interest so justify including
for health purposes, such as public
health and social protection and
the management of health care
services.
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(37) The processing of personal
data should equally be regarded as
lawful where it is necessary to
protect an interest which is
essential for the data subject's life.

(37) The processing of personal
data should equally be regarded 4s
lawful where it is necessary t
protect an interest which is
essential for the data subject's life.

(37) The processing of personal
data should equally be regarded as
lawful where it is necessary to
protect an interest which is essential
for the data subject's life or that of
another person. Some types of data
processing may serve both
important grounds of public
interest and the vital interests of
the data subject as, for instance
when processing is necessary for
humanitarian purposes, including
for monitoring epidemic and its
spread or in situations of
humanitarian emergencies, in
particular in situations of natural
disasters.
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Amendment 15

(38) The legitimate interests of a
controller may provide a legal basis
for processing, provided that the
interests or the fundamental rights
and freedoms of the data subject
are not overriding. This would need
careful assessment in particular
where the data subject is a child,
given that children deserve specific
protection. The data subject should
have the right to object the
processing, on grounds relating to
their particular situation and free of
charge. To ensure transparency, the
controller should be obliged to
explicitly inform the data subject
on the legitimate interests pursued
and on the right to object, and also
be obliged to document these
legitimate interests. Given that it is
for the legislator to provide by law
the legal basis for public authorities
to process data, this legal ground
should not apply for the processing
by public authorities in the
performance of their tasks.

(38) The legitimate interests of a
the controller, or in case of
disclosure, of the third party to
whom the data is-are disclosed,
may provide a legal basis for
processing, provided that they meet
the reasonable expectations of the
data subject based on his or her
relationship with the controller
and that the interests or the
fundamental rights and freedoms of
the data subject are not overriding.
This would need careful assessment
in particular where the data subject
is a child, given that children
deserve specific protection.
Provided that the interests or the
Jfundamental rights and freedoms
of the data subject are not
overriding, processing limited to
pseudonymous data should be
presumed to meet the reasonable
expectations of the data subject
based on his or her relationship
with the controller. The data
subject should have the right to

object the processing;-ongrounds

(38) The legitimate interests of a
controller including of a controller
to which the data may be disclosed
or of a third party may provide a
legal basis for processing, provided
that the interests or the fundamental
rights and freedoms of the data
subject are not overriding. Fhis
would-need-careful-assessment

s cliedli b ot : bi

Lo ti Lin th
eontext-of the-eolleetion-ofthe
data-thatproeessingfor-this
purpose-may-takeplace:
Legitimate interest could exist for
example when there is a relevant
and appropriate connection
between the data subject and the
controller in situations such as the
data subject being a client or in
the service of the controller. At
any rate the existence of a
legitimate interest would need
careful assessment including
whether a data subject can expect
at the time and in the context of
the collection of the data that
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lass eie particular situats

and free of charge. To ensure
transparency, the controller should
be obliged to explicitly inform the
data subject on the legitimate
interests pursued and on the right to
object, and also be obliged to
document these legitimate interests.
The interests and fundamental
rights of the data subject could in
particular override the interest of
the data controller where personal
data are processed in
circumstances where data subjects
do not reasonably expect further
processing. Given that it is for the
legislator to provide by law the

processing for this purpose may
take place. +In particular where
such assessment must take into
account whether the data subject is
a child, given that children deserve
specific protection. The data
subject should have the right to
object to the processing, on
grounds relating to their particular
situation and free of charge. To
ensure transparency, the controller
should be obliged to explicitly
inform the data subject on the
legitimate interests pursued and on
the right to object, and also be
obliged to document these
legitimate interests. Given-thatitis

legal basis for public authorities to | ferUnion-ornationallaw-the
process data, this legal ground tegishtorto-providebyv-taw—the
should not apply for the processing | legal-basisforpublic-autheritiesto
by public authorities in the proeess-datar-thistegal-sround
performance of their tasks. should not apply for the processing
i horities in .
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(38a) Controllers that are part of a
group of undertakings or
institution affiliated to a central
body may have a legitimate
interest to transmit personal data
within the group of undertakings
for internal administrative
purposes, including the processing
of clients' or employees' personal
data. The general principles for
the transfer of personal data,
within a group of undertakings, to
an undertaking located in a third
country remain unaffected.

Amendment 16

(39) The processing of data to the | (39) The processing of data to the (39) The processing of data to the
extent strictly necessary for the extent strictly necessary and extent strictly necessary for the
purposes of ensuring network and | proportionate for the purposes of purposes of ensuring network and
information security, i.e. the ability | ensuring network and information information security, i.e. the ability

of a network or an information security, i.e. the ability of a network | of a network or an information

system to resist, at a given level of | or an information system to resist; | system to resist, at a given level of

confidence, accidental events or at a given level ol confidence. confidence, accidental events or

unlawful or malicious actions that | accidental events or unlawful-er unlawful or malicious actions that

compromise the availability, malicious actions that compromise | compromise the availability,

authenticity, integrity and the availability, authenticity, authenticity, integrity and

confidentiality of stored or integrity and confidentiality of confidentiality of stored or

transmitted data, and the security of | stored or transmitted data, and the transmitted data, and the security of

the related services offered by, or security of the related services the related services offered by, or
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accessible via, these networks and
systems, by public authorities,
Computer Emergency Response
Teams — CERTs, Computer
Security Incident Response Teams
— CSIRTs, providers of electronic
communications networks and
services and by providers of
security technologies and services,
constitutes a legitimate interest of
the concerned data controller. This
could, for example, include
preventing unauthorised access to
electronic communications
networks and malicious code
distribution and stopping ‘denial of
service’ attacks and damage to
computer and electronic
communication systems.

offered by;-er-aeeessible-via; these
networks and systems, by public
authorities, Computer Emergency
Response Teams — CERTs,
Computer Security Incident
Response Teams — CSIRTs,
providers of electronic
communications networks and
services and by providers of
security technologies and services
constitutes a legitimate interest of
the concerned data controller. This
could, for example, include
preventing unauthorised access to
electronic communications
networks and malicious code
distribution and stopping ‘denial of
service’ attacks and damage to
computer and electronic
communication systems. This
principle also applies to processing
of personal data to restrict abusive
access to and use of publicly
available network or information
systems, such as the blacklisting of
electronic identifiers.

accessible via, these networks and
systems, by public authorities,
Computer Emergency Response
Teams — CERTs, Computer
Security Incident Response Teams -
— CSIRTs, providers of electronic
communications networks and
services and by providers of
security technologies and services,
constitutes a legitimate interest of
the eeneerned data controller
concerned. This could, for
example, include preventing
unauthorised access to electronic
communications networks and
malicious code distribution and
stopping ‘denial of service’ attacks
and damage to computer and
electronic communication systems.
The processing of personal data
strictly necessary for the purposes
of preventing fraud also
constitutes a legitimate interest of
the data controller concerned. The
processing of personal data for
direct marketing purposes may be
regarded as carried out for a
legitimate interest.
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Amendment 17

(39a) Provided that the interests or
the fundamental rights and
freedoms of the data subject are
not overriding, the prevention or
limitation of damages on the side
of the data controller should be
presumed as carried out for the
legitimate interest of the data
controller or, in case of disclosure,
of the third party to whom the data
is-are disclosed, and as meeting the
reasonable expectations of the data
subject based on his or her
relationship with the controller.
The same principle also applies to
the enforcement of legal claims
against a data subject, such as debt
collection or civil damages and
remedies.
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Amendment 18

(39b) Provided that the interests or
the fundamental rights and
freedoms of the data subject are
not overriding, the processing of
personal data for the purpose of
direct marketing for own or
similar products and services or
for the purpose of postal direct
marketing should be presumed as
carried out for the legitimate
interest of the controller, or in case
of disclosure, of the third party to
whom the data are disclosed, and
as meeting the reasonable
expectations of the data subject
based on his or her relationship
with the controller if highly visible
information on the right to object
and on the source of the personal
data is given. The processing of
business contact details should be
generally regarded as carried out
for the legitimate interest of the
controller, or in case of disclosure,
of the third party to whom the data
are disclosed, and as meeting the
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reasonable expectations of the data
subject based on his or her
relationship with the controller.
The same should apply to the
processing of personal data made
manifestly public by the data
subject.

Amendment 19

(40) The processing of personal
data for other purposes should be
only allowed where the processing
is compatible with those purposes
for which the data have been
initially collected, in particular
where the processing is necessary
for historical, statistical or
scientific research purposes. Where
the other purpose is not compatible
with the initial one for which the
data are collected, the controller
should obtain the consent of the
data subject for this other purpose
or should base the processing on
another legitimate ground for
lawful processing, in particular
where provided by Union law or
the law of the Member State to
which the controller is subject.

deleted

(40) The processing of personal
data for other purposes than the
purposes for which the data have
been initially collected should be
only allowed where the processing
is compatible with those purposes
for which the data have been
initially collecteds-. #-In such case
no separate legal basis is required
other than the one which allowed
the collection of the data. If
partieular-where the processing is
necessary for the performance of a
task carried out in the public
interest or in the exercise of
official authority vested in the
controller, Union law or Member
State law may determine and
specify the tasks and purposes for
which the further processing shall

10391/15

VH/np

DGD 2C

LIMITE

61
EN




In any case, the application of the
principles set out by this
Regulation and in particular the
information of the data subject on
those other purposes should be
ensured.

be regarded as lawful. The further
processing for archiving purposes
in the public interest, or historieal,
statistical, er scientific researeh or
historical purposes or in view of
future dispute resolution should be
considered as compatible lawful
processing operations. The legal
basis provided by Union or
Member State law for the
collection and processing of
personal data may also provide a
legal basis for further processing
for other purposes if these
purposes are in line with the
assigned task and the controller is
entitled legally to collect the data
for these other purposes.

In order to ascertain whether a
purpose of further processing is
compatible with the purpose for
which the data are initially
collected, the controller, after
having met all the requirements
for the lawfulness of the original
processing, should take into
account inter alia any link between
those purposes and the purposes of
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the intended further processing,
the context in which the data have
been collected, including the
reasonable expectations of the data
subject as to their further use, the
nature of the personal data, the
consequences of the intended
further processing for data
subjects, and the existence of
appropriate safeguards in both the
original and intended processing
operations. Where the intended
other purpose is not compatible
with the initial one for which the
data are collected, the controller
should obtain the consent of the
data subject for this other purpose
or should base the processing on
another legitimate ground for
lawful processing, in particular
where provided by Union law or the
law of the Member State to which
the controller is subject.
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In any case, the application of the
principles set out by this Regulation
and in particular the information of
the data subject on those other
purposes and on his or her rights
including the right to object,
should be ensured. Indicating
possible criminal acts or threats to
public security by the controller
and transmitting these data to a
competent authority should be
regarded as being in the legitimate
interest pursued by the controller.
However such transmission in the
legitimate interest of the controller
or further processing of personal
data should be prohibited if the
processing is not compatible with a
legal, professional or other
binding obligation of secrecy.
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Amendment 20

(41) Personal data which are, by
their nature, particularly sensitive
and vulnerable in relation to
fundamental rights or privacy,
deserve specific protection. Such
data should not be processed,
unless the data subject gives his
explicit consent. However,
derogations from this prohibition
should be explicitly provided for in
respect of specific needs, in
particular where the processing is
carried out in the course of
legitimate activities by certain
associations or foundations the
purpose of which is to permit the
exercise of fundamental freedoms.

deleted

(41) Personal data which are, by
their nature, particularly sensitive
and-vulnerable-in relation to
fundamental rights and freedomsex
privaey, deserve specific protection
as the context of their processing
may create important risks for the
fundamental rights and freedoms.
These data should also include
personal data revealing racial or
ethnic origin, whereby the use of
the term ‘racial origin’ in this
Regulation does not imply an
acceptance by the European Union
of theories which attempt to
determine the existence of separate
human races. Such data should not
be processed, unless processing is
allowed in specific cases set out in
this Regulation, taking into
account that Member States law
may lay down specific provisions
on data protection in order to
adapt the application of the rules
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of this Regulation for compliance
with a legal obligation or for the
performance of a task carried out
in the public interest or in the
exercise of official authority vested
in the controller. In addition to the
specific requirements for such
processing, the general principles
and other rules of this Regulation
should apply, in particular as
regards the conditions for lawful
processing. Derogations from the
general prohibition for processing
such special categories of personal
data should be explicitly provided
inter alia where the data subject
gives his or her explicit consent.
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bibic lg]H Lieit]
provided-for-or in respect of
specific needs, in particular where
the processing is carried out in the
course of legitimate activities by
certain associations or foundations
the purpose of which is to permit
the exercise of fundamental
freedoms.

Special categories of personal data
may also be processed where the
data have manifestly been made
public or voluntarily and at the
request of the data subject
transferred to the controller for a
specific purpose specified by the
data subject, where the processing
is done in the interest of the data
subject.

Member State and Union Law may
provide that the general
prohibition for processing such
special categories of personal data
in certain cases may not be lifted
by the data subject’s explicit
consent.

10391/15

VH/np
DGD 2C

LIMITE

67
EN




Amendment 21

(42) Derogating from the
prohibition on processing sensitive
categories of data should also be
allowed if done by a law, and
subject to suitable safeguards, so as
to protect personal data and other
fundamental rights, where grounds
of public interest so justify and in
particular for health purposes,
including public health and social
protection and the management of
health-care services, especially in
order to ensure the quality and
cost-effectiveness of the procedures
used for settling claims for benefits
and services in the health insurance
system, or for historical, statistical
and scientific research purposes.

(42) Derogating from the
prohibition on processing sensitive
categories of data should also be
allowed if done by a law, and
subject to suitable safeguards, so as
to protect personal data and other
fundamental rights, where grounds
of public interest so justify and in
particular for health purposes,
including public health and social
protection and the management of
health-care services, especially in
order to ensure the quality and cost-
effectiveness of the procedures used
for settling claims for benefits and
services in the health insurance
system, for historical, statistical and
scientific research purposes, or for
archive services.

(42) Derogating from the
prohibition on processing sensitive
categories of data should also be
allowed #-dene-by-a when
provided for in Union or Member
State law, and subject to suitable
safeguards, so as to protect
personal data and other
fundamental rights, where grounds
of public interest so justify, in
particular processing data in the
field of employment law, social
security and social protection law,
including pensions and for health
security, monitoring and alert
purposes, the prevention or
control of communicable diseases
and other serious threats to
health or ensuring high
standards of quality and safety of
health care and services and of
medicinal products or medical
devices or assessing public
policies adopted in the field of
health, also by producing quality
and activity indicators. and in
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partiewlar This may be done for
health purposes, including public

health and-seetal-proteetion and the
management of health-care
services, especially in order to
ensure the quality and cost-
effectiveness of the procedures
used for settling claims for benefits
and services in the health insurance
system, or for archiving in the
public interest or historical,
statistical and scientific research
purposes.

A derogation should also allow
processing of such data where
necessary for the establishment,
exercise or defence of legal
claims, regardless of whether in a
judicial procedure or whether in
an administrative or any out-of-
court procedure.

10391/15

VH/np
DGD 2C

LIMITE

69
EN




(42a) Special categories of
personal data which deserve
higher protection, may only be
processed for health-related
purposes where necessary to
achieve those purposes for the
benefit of individuals and society
as a whole, in particular in the
context of the management of
health or social care services and
systems including the processing
by the management and central
national health authorities of such
data for the purpose of quality
control, management information
and the general national and local
supervision of the health or social
care system, and ensuring
continuity of health or social care
and cross-border healthcare or
health security, monitoring and
alert purposes or for archiving
purposes in the public interest,
for historical, statistical or
scientific purposes as well as for
studies conducted in the public
interest in the area of public
health. Therefore this Regulation
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should provide for harmonised
conditions for the processing of
special categories of personal
data concerning health, in respect
of specific needs, in particular
where the processing of these
data is carried out for certain
health-related purposes by
persons subject to a legal
obligation of professional secrecy.
Union or Member State law
should provide for specific and
suitable measures so as to protect
the fundamental rights and the
personal data of individuals.

(42b) The processing of special
categories of personal data may be
necessary for reasons of public
interest in the areas of public
health without consent of the data
subject. This processing is subject
to suitable and specific measures
so as to protect the rights and
freedoms of individuals. In that
context, ‘public health’ should be
interpreted as defined in

Regulation (EC) No 1338/2008 of
the European Parliament and of

the Council of 16 December 2008
on Community statistics on public
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health and health and safety at
work, meaning all elements related
to health, namely health status,
including morbidity and disability,
the determinants having an effect
on that health status, health care
needs, resources allocated to
health care, the provision of, and
universal access to, health care as
well as health care expenditure
and financing, and the causes of
mortality. Such processing of
personal data concerning health
for reasons of public interest
should not result in personal data
being processed for other purposes
by third parties such as employers,
insurance and banking companies.

(43) Moreover, the processing of
personal data by official authorities
for achieving aims, laid down in
constitutional law or international
public law, of officially recognised
religious associations is carried out
on grounds of public interest.

(43) Moreover, the processing of
personal data by official authorities
for achieving aims, laid down in
constitutional law or international
public law, of officially recognised
religious associations is carried out
on grounds of public interest.

(43) Moreover, the processing of
personal data by official authorities
for achieving aims, laid down in
constitutional law or international
public law, of officially recognised
religious associations is carried out
on grounds of public interest.
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(44) Where in the course of
electoral activities, the operation of
the democratic system requires in a
Member State that political parties
compile data on people's political
opinions, the processing of such
data may be permitted for reasons
of public interest, provided that
appropriate safeguards are
established.

(44) Where in the course of
electoral activities, the operation of
the democratic system requires in a
Member State that political parties
compile data on people's political
opinions, the processing of such
data may be permitted for reasons
of public interest, provided that
appropriate safeguards are
established.

(44) Where in the course of
electoral activities, the operation of
the democratic system requires in a
Member State that political parties
compile data on people's political
opinions, the processing of such
data may be permitted for reasons
of public interest, provided that
appropriate safeguards are
established.

Amendment 22

(45) If the data processed by a
controller do not permit the
controller to identify a natural
person, the data controller should
not be obliged to acquire additional
information in order to identify the
data subject for the sole purpose of
complying with any provision of

(45) If the data processed by a
controller do not permit the
controller to identify a natural
person, the data controller should
not be obliged to acquire additional
information in order to identify the
data subject for the sole purpose of
complying with any provision of

(45) If the data processed by a
controller do not permit the
controller to identify a natural
person, the data controller should
not be obliged to acquire additional
information in order to identify the
data subject for the sole purpose of
complying with any provision of

this Regulation. In case of a request | this Regulation. In case of a request | this Regulation-—tn-ease-ofarequest

for access, the controller should be | for access, the controller should be | feraceess;-the-controlershould-be

entitled to ask the data subject for entitled to ask the data subject for entitled to ask the data subjecet for

further information to enable the further information to enable the further-information-to-enable-the

data controller to locate the data controller to locate the data-controllerto-locate-the

personal data which that person personal data which that person personal-data-whichthat person

seeks.
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seeks. If it is possible for the data
subject to provide such data,
controllers should not be able to
invoke a lack of information to
refuse an access request.

seeks However, the controller
should not refuse to take
additional information provided by
the data subject in order to
support the exercise of his or her
rights.

(46) The principle of transparency
requires that any information
addressed to the public or to the
data subject should be easily
accessible and easy to understand,
and that clear and plain language is
used. This is in particular relevant
where in situations, such as online
advertising, the proliferation of
actors and the technological
complexity of practice makes it
difficult for the data subject to
know and understand if personal
data relating to them are being
collected, by whom and for what
purpose. Given that children
deserve specific protection, any
information and communication,
where processing is addressed
specifically to a child, should be in
such a clear and plain language that
the child can easily understand.

(46) The principle of transparency
requires that any information
addressed to the public or to the
data subject should be easily
accessible and easy to understand,
and that clear and plain language is
used. This is in particular relevant
where in situations, such as online
advertising, the proliferation of
actors and the technological
complexity of practice makes it
difficult for the data subject to
know and understand if personal
data relating to him or her are
being collected, by whom and for
what purpose. Given that children
deserve specific protection, any
information and communication,
where processing is addressed
specifically to a child, should be in
such a clear and plain language that
the child can easily understand.

(46) The principle of transparency
requires that any information
addressed to the public or to the
data subject should be easily
accessible and easy to understand,
and that clear and plain language
and, additionally, where
appropriate, visualisation 1is used.
This information could be
provided in electronic form, for
example, when addressed to the
public, through a website. This is
in particular relevant where in
situations, such as online
advertising, the proliferation of
actors and the technological
complexity of practice makes it
difficult for the data subject to
know and understand if personal
data relating to them are being
collected, by whom and for what
purpose. Given that children
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deserve specific protection, any
information and communication,
where processing is addressed
speetfieally-to a child, should be in
such a clear and plain language that
the child can easily understand.

Amendment 23

(47) Modalities should be provided
for facilitating the data subject’s
exercise of their rights provided by
this Regulation, including
mechanisms to request, free of
charge, in particular access to data,
rectification, erasure and to exercise
the right to object. The controller
should be obliged to respond to
requests of the data subject within a
fixed deadline and give reasons, in
case he does not comply with the
data subject's request.

(47) Modalities should be provided
for facilitating the data subject’s
exercise of his or her rights
provided by this Regulation,
including mechanisms to request
obtain, free of charge, in particular
access to data, rectification, erasure
and to exercise the right to object.
The controller should be obliged to
respond to requests of the data
subject within a fixed-reasonable
deadline and give reasons, in case
he does not comply with the data
subject’s request.

(47) Modalities should be provided
for facilitating the data subject’s
exercise of their rights provided by
this Regulation, including
mechanisms to request, free-of
eharge; in particular access to data,
rectification, erasure and to exercise
the right to object. Thus the
controller should also provide
means for requests to be made
electronically, especially where
personal data are processed by
electronic means. The controller
should be obliged to respond to
requests of the data subject without
undue delay and at the latest
within a fixed deadline of one
month and give reasons where the
controller -n-case-he does not
intend to comply with the data
subject's request.
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Amendment 24

(48) The principles of fair and
transparent processing require that
the data subject should be informed
in particular of the existence of the
processing operation and its
purposes, how long the data will be
stored, on the existence of the right
of access, rectification or erasure
and on the right to lodge a
complaint. Where the data are
collected from the data subject, the
data subject should also be
informed whether they are obliged
to provide the data and of the
consequences, in cases they do not
provide such data.

(48) The principles of fair and
transparent processing require that
the data subject should be informed
in particular of the existence of the
processing operation and its
purposes, how long the data will be
likely stored for each purpose, if
the data are to be transferred to
third parties or third countries, on
the existence of measures to object
and of the right of access,
rectification or erasure and on the
right to lodge a complaint. Where
the data are collected from the data
subject, the data subject should also
be informed whether they are
obliged to provide the data and of
the consequences, in cases they do
not provide such data. This
information should be provided,
which can also mean made readily
available, to the data subject after
the provision of simplified
information in the form of
standardised icons. This should
also mean that personal data are
processed in a way that effectively
allows the data subject to exercise
his or her rights.

(48) The principles of fair and

transparent processing require that

the data subject should be informed

n-partienlar of the existence of the

processing operation and its

purposes;-hewlong-the-data-will-be
’ : .

c ’ Geati &
and on the right to lodge a
complaint: The controller should
provide the data subject with any
Sfurther information necessary to
guarantee fair and transparent
processing. Furthermore the data
subject should be informed about
the existence of profiling, and the
consequences of such profiling.
Where the data are collected from
the data subject, the data subject
should also be informed whether
they are obliged to provide the data
and of the consequences, in cases
they do not provide such data.
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(49) The information in relation to
the processing of personal data
relating to the data subject should
be given to them at the time of
collection, or, where the data are
not collected from the data subject,
within a reasonable period,
depending on the circumstances of
the case. Where data can be
legitimately disclosed to another
recipient, the data subject should be
informed when the data are first
disclosed to the recipient.

(49) The information in relation to
the processing of personal data
relating to the data subject shou

be given to them at the time of,
collection, or, where the data are
not collected from the data stibject,
within a reasonable period
depending on the circumgtances of
the case. Where data cagd be
legitimately disclosed to another
recipient, the data supject should be
informed when the data are first
disclosed to the recipient.

(49) The information in relation to
the processing of personal data
relating to the data subject should
be given to them at the time of
collection, or, where the data are
not collected from the data subject,
within a reasonable period,
depending on the circumstances of
the case. Where data can be
legitimately disclosed to another
recipient, the data subject should be
informed when the data are first
disclosed to the recipient. Where
the controller intends to process
the data for a purpose other than
the one for which the data were
collected the controller should
provide the data subject prior to
that further processing with
information on that other purpose
and other necessary information.
Where the origin of the data could
not be provided to the data subject
because various sources have been
used, the information should be
provided in a general manner.
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Amendment 25

(50) However, it is not necessary to
impose this obligation where the
data subject already disposes of this
information, or where the recording
or disclosure of the data is
expressly laid down by law, or
where the provision of information
to the data subject proves
impossible or would involve
disproportionate efforts. The latter

(50) However, it is not necessary to
impose this obligation where the
data subject already dispeses-of
knows this information, or where
the recording or disclosure of the
data is expressly laid down by law,
or where the provision of
information to the data subject
proves impossible or would involve
disproportionate efforts. FThelatter

(50) However, it is not necessary to
impose this obligation where the
data subject already dispeses
possesses efthis information, or
where the recording or disclosure of
the data is expressly laid down by
law, or where the provision of
information to the data subject
proves impossible or would involve
disproportionate efforts. The latter

could be particularly the case where | eeuld-be-particularly-the-case-where | could be particularly the case where
processing is for historical, processtigistor-stortend: processing is for archiving purpose
statistical or scientific research statistical or scientific rescarch in the public interest, for historical,
purposes; in this regard, the number | purpeses—in-thisregard;the-number | statistical or scientific
of data subjects, the age of the data, | efdatasubjeets;the-age-ofthe-data; | researehpurposes; in this regard, the
and any compensatory measures and any compensatory meastres number of data subjects, the age of
adopted may be taken into adopted may be taken into the data, and any eempensatory
consideration. cotstderation: reasures-appropriate safeguards
adopted may be taken into
consideration.
10391/15 VH/np 78
DGD 2€C LIMITE EN




Amendment 26

(51) Any person should have the
right of access to data which has
been collected concerning them,
and to exercise this right easily, in
order to be aware and verify the
lawfulness of the processing. Every
data subject should therefore have
the right to know and obtain
communication in particular for
what purposes the data are
processed, for what period, which
recipients receive the data, what is
the logic of the data that are
undergoing the processing and what
might be, at least when based on
profiling, the consequences of such
processing. This right should not
adversely affect the rights and
freedoms of others, including trade
secrets or intellectual property and
in particular the copyright
protecting the software. However,
the result of these considerations
should not be that all information is
refused to the data subject.

(51) Any person should have the
right of access to data which have
been collected concerning them,
and to exercise this right easily, in
order to be aware and verify the
lawfulness of the processing. Every
data subject should therefore have
the right to know and obtain
communication in particular for
what purposes the data are
processed, for what estimated
period, which recipients receive the
data, what is the general logic of
the data that are undergoing the
processing and what might be;-at
feastwhen-based-onprofibng the
consequences of such processing.
This right should not adversely
affect the rights and freedoms of
others, including trade secrets or
intellectual property and-in
partiewlar, such as in relation to the
copyright protecting the software.
However, the result of these
considerations should not be that all
information is refused to the data
subject.

(51) Any-A natural person should
have the right of access to data
which has been collected
concerning themthim or her, and to
exercise this right easily and at
reasonable intervals, in order to be
aware of and verify the lawfulness
of the processing. This includes
the right for individuals to have
access to their personal data
concerning their health, for
example the data in their medical
records containing such
information as diagnosis,
examination results, assessments
by treating physicians and any
treatment or interventions
provided. Every data subject
should therefore have the right to
know and obtain communication in
particular for what purposes the
data are processed, where possible
for what period, which recipients
receive the data, what is the logic
involved in any automatic ofthe
data thatare-undergoing the
processing and what might be, at
least when based on profiling, the
consequences of such processing.
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This right should not adversely
affect the rights and freedoms of
others, including trade secrets or
intellectual property and in
particular the copyright protecting
the software. However, the result of
these considerations should not be
that all information is refused to the
data subject. Where the controller
processes a large quantity of
information concerning the data
subject, the controller may request
that before the information is
delivered the data subject specify
to which information or to which
processing activities the request
relates.
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(52) The controller should use all
reasonable measures to verify the
identity of a data subject that
requests access, in particular in the
context of online services and
online identifiers. A controller
should not retain personal data for
the unique purpose of being able to
react to potential requests.

(52) The controller should use all
reasonable measures to verify th
identity of a data subject that
requests access, in particulay/in the
context of online services 4nd
online identifiers. A controller
should not retain persgnal data for
the unique purpose gf being able to
react to potential yequests.

(52) The controller should use all
reasonable measures to verify the
identity of a data subject thatwho
requests access, in particular in the
context of online services and
online identifiers. Identification
should include the digital
identification of a data subject, for
example through authentication
mechanism such as the same
credentials, used by the data
subject to log-into the on-line
service offered by the data
controller. A controller should not
retain personal data for the unique
sole purpose of being able to react
to potential requests.
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Amendment 27

(53) Any person should have the
right to have personal data
concerning them rectified and a
'right to be forgotten' where the
retention of such data is not in
compliance with this Regulation. In
particular, data subjects should
have the right that their personal
data are erased and no longer
processed, where the data are no
longer necessary in relation to the
purposes for which the data are
collected or otherwise processed,
where data subjects have withdrawn
their consent for processing or
where they object to the processing
of personal data concerning them or
where the processing of their
personal data otherwise does not
comply with this Regulation. This

(53) Any person should have the
right to have personal data
concerning them rectified and a
'right to beforgotten-erasure' where
the retention of such data is not in
compliance with this Regulation. In
particular, data subjects should
have the right that their personal
data are erased and no longer
processed, where the data are no
longer necessary in relation to the
purposes for which the data are
collected or otherwise processed,
where data subjects have withdrawn
their consent for processing or
where they object to the processing
of personal data concerning them or
where the processing of their
personal data otherwise does not
comply with this Regulation. Fhis

(53) Any A natural person should
have the right to have personal data
concerning them rectified and a
'right to be forgotten' where the
retention of such data is not in
compliance with this Regulation or
with Union or Member State law to
which the controller is subject. In
particular, data subjects should
have the right that their personal
data are erased and no longer
processed, where the data are no
longer necessary in relation to the
purposes for which the data are
collected or otherwise processed,
where data subjects have withdrawn
their consent for processing or
where they object to the processing
of personal data concerning them or
where the processing of their

right is particularly relevant, when | rightispartienlarlyrelevant—when | personal data otherwise does not
the data subject has given their the-datasabieethas-oiven-their comply with this Regulation. This
consent as a child, when not being | censent-as-a-child,whennetbeing | right is partietlarly in particular
fully aware of the risks involved by | fallyaware-oftherisksinvelvedby | relevant, when the data subject has
the processing, and later wants to the processing, and later wants to given their consent as a child, when
remove such personal data remove such personal data not being fully aware of the risks
especially on the Internet. especially on the Internet. involved by the processing, and

later wants to remove such personal

data especially on the Internet.
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However, the further retention of
the data should be allowed where it
is necessary for historical, statistical
and scientific research purposes, for
reasons of public interest in the area
of public health, for exercising the
right of freedom of expression,
when required by law or where
there is a reason to restrict the
processing of the data instead of
erasing them.

However, the further retention of
the data should be allowed where it
is necessary for historical, statistical
and scientific research purposes, for
reasons of public interest in the area
of public health, for exercising the
right of freedom of expression,
when required by law or where
there is a reason to restrict the
processing of the data instead of
erasing them. Also, the right to
erasure should not apply when the
retention of personal data is
necessary for the performance of a
contract with the data subject, or
when there is a legal obligation to
retain this data.

The data subject should be able to
exercise this right notwithstanding
the fact that he or she is no longer
a child. However, the further
retention of the data should be
alloewed lawful where it is
necessary for-historiealstatistical

| sciontifi | s

i ; for exercising the

right of freedom of expression and
information, for compliance with a
legal obligation, for the
performance of a task carried out
in the public interest or in the
exercise of official authority vested
in the controller, for reasons of
public interest in the area of
public health, for archiving
purposes in the public interest, for
historical, statistical and scientific
purposes or for the establishment,
exercise or defence of legal claims

whenrequired-by-law-or-where
| . et 4l
.  the data i L of
crasing thent.
10391/15 VH/np 83
DGD 2C LIMITE EN




Amendment 28
(54) To strengthen the 'right to be (54) To strengthen the 'right to be (54) To strengthen the 'right to be
forgotten' in the online forgotten-erasure' in the online forgotten' in the online
environment, the right to erasure environment, the right to erasure environment, the right to erasure
should also be extended in such a should also be extended in such a should also be extended in such a
way that a controller who has made | way that a controller who has made | way that a controller who has made
the personal data public should be | the personal data public without the personal data public should be
obliged to inform third parties legal justification should be obliged to inform third-parties the
which are processing such data that | obliged to informthird-parties controllers which are processing
a data subject requests them to which arc processing such data that | such data that a data subject
erase any links to, or copies or wdeatastbjectreguests-thenito requests-them to erase any links to,
replications of that personal data. crasc any links to, or copics or or copies or replications of that
To ensure this information, the replications of that personal data. personal data. To ensure this the
controller should take all reasonable | Fo-ensure-this-information;-the above mentioned information, the
steps, including technical measures, | eentroHershould-take-all-reasonable | controller should take alreasonable
in relation to data for the steps;-ineluding technical-measures; | steps, taking into account available
publication of which the controller | inrelationto-dataforthe technology and the means
is responsible. In relation to a third | publication-ef-which-the-controller | available to the controller,
party publication of personal data, | is-respensibleInrelationto-athird | including technical measures, in
the controller should be considered | party-publicationofpersonal-data; | relation to data for the publication
responsible for the publication, the-controlershould-be-considered | of which the controller is
where the controller has authorised | respensiblefor-the publication; responsible. lnrelationto-a-third
the publication by the third party. where-the-controlerhasaathorised  part-publication-of personal-datar
take all necessary steps to have the | respensibleforthe-publication;
data erased, including by third where the controller has authoriscd
parties, without prejudice to the the-publicatton-by-the-third-party-
right of the data subject to claim
compensation.
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Amendment 29

(54a) Data which are contested by
the data subject and whose
accuracy or inaccuracy cannot be
determined should be blocked until
the issue is cleared.

54a) Methods to restrict processing
of personal data could include,
inter alia, temporarily moving the
selected data to another processing
system or making the selected data
unavailable to users or temporarily
removing published data from a
website. In automated filing
systems the restriction of
processing of personal data should
in principle be ensured by
technical means; the fact that the
processing of personal data is
restricted should be indicated in
the system in such a way that it is
clear that the processing of the
personal data is restricted.
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Amendment 30

(55) To further strengthen the
control over their own data and
their right of access, data subjects
should have the right, where
personal data are processed by
electronic means and in a structured
and commonly used format, to
obtain a copy of the data
concerning them also in commonly
used electronic format. The data
subject should also be allowed to
transmit those data, which they
have provided, from one automated
application, such as a social
network, into another one. This
should apply where the data subject
provided the data to the automated
processing system, based on their
consent or in the performance of a
contract.

(55) To further strengthen the
control over their own data and
their right of access, data subjects
should have the right, where
personal data are processed by
electronic means and in a structured
and commonly used format, to
obtain a copy of the data
concerning them also in commonly
used electronic format. The data
subject should also be allowed to
transmit those data, which they
have provided, from one automated
application, such as a social
network, into another one. Data
controllers should be encouraged
to develop interoperable formats
that enable data portability. This
should apply where the data subject
provided the data to the automated
processing system, based on
theirhis or her consent or in the
performance of a contract.
Providers of information society
services should not make the
transfer of those data mandatory
for the provision of their services.

(55) To further strengthen the
control over their own data and
heir right of L b
isht-where the
processing of personal data are
proecessed-is carried out by
eleetronie automated means and-in
astructured-and-commenhyused
format, to obtain a copy of the data
] o |
used-electronieformat—The the data
subject should also be allowed to
transmit-receivethose-the personal
data concerning him or her, which

they-have he or she has provided 5
fromroneatormated-apphention:
such-as-asocialnetwork—nto fo a
controller, in a structured and
commonly used and machine-
readable format and transmit to
another enecontroller.
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This right should apply where the
data subject provided the personal
data to the automated processing
system;-based on their-his or her
consent or in the performance of a
contract. It should not apply where
processing is based on another
legal ground other than consent or
contract. By its very nature this
right should not be exercised
against controllers processing data
in the exercise of their public
duties. It should therefore in
particular not apply where
processing of the personal data is
necessary for compliance with a
legal obligation to which the
controller is subject or for the
performance of a task carried out
in the public interest or in the
exercise of an official authority
vested in the controller.
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The data subject’s right to transmit
personal data does not create an
obligation for the controllers to
adopt or maintain data processing
systems which are technically
compatible.

Where, in a certain set of personal
data, more than one data subject is
concerned, the right to transmit
the data should be without
prejudice to the requirements on
the lawfulness of the processing of
personal data related to another
data subject in accordance with
this Regulation. This right should
also not prejudice the right of the
data subject to obtain the erasure
of personal data and the
limitations of that right as set out
in this Regulation and should in
particular not imply the erasure of
personal data concerning the data
subject which have been provided
by him or her for the performance
of a contract, to the extent and as
long as the data are necessary for
the performance of that contract.
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Amendment 31

(56) In cases where personal data
might lawfully be processed to
protect the vital interests of the data
subject, or on grounds of public
interest, official authority or the
legitimate interests of a controller,
any data subject should
nevertheless be entitled to object to
the processing of any data relating
to them. The burden of proof
should be on the controller to
demonstrate that their legitimate
interests may override the interests
or the fundamental rights and
freedoms of the data subject.

(56) In cases where personal data
might lawfully be processed to
protect the vital interests of the data
subject, or on grounds of public
interest, official authority or the
legitimate interests of a controller,
any data subject should
nevertheless be entitled to object to
the processing of any data relating
to themhim or her, free of charge
and in a manner that can be easily
and effectively invoked. The
burden of proof should be on the
controller to demonstrate that their
legitimate interests may override
the interests or the fundamental
rights and freedoms of the data
subject.

(56) In cases where personal data
might lawfully be processed te

proteet-the-vialnterests-of the-data

subjeet-or-because processing is
necessary for the performance of a

task carried out in the public
interest or in the exercise of
official authority vested in the
controller or on grounds of publie
terest-otbetabauthoribeor-the
legitimate interests of a controller
or a third party, any data subject
should nevertheless be entitled to
object to the processing of any data
relating to themtheir particular
situation. The-burden-of proof-It
should be en-for the controller to
demonstrate that their compelling
legitimate interests may override
the interests or the fundamental
rights and freedoms of the data
subject.
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Amendment 32

(57) Where personal data are
processed for the purposes of direct
marketing, the data subject should
have the right to object to such
processing free of charge and in a
manner that can be easily and
effectively invoked.

(57) Where persenal-data-are
processedtor-thepurposes-of-direet
marketing; the data subject should
hawve has the right to object to sueh

the processing free-of-charge-and-in
a-manner-that-can-be-easily-and

effectiveby-inrveked, the controller
should explicitly offer it to the data

subject in an intelligible manner
and form, using clear and plain
language and should clearly
distinguish it from other
information.

(57) Where personal data are
processed for the purposes of direct
marketing, the data subject should
have the right to object to such
processing, whether the initial or
further processing, free of charge
and in a manner that can be easily
and effectively invoked.
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Amendment 33

(58) Every natural person should
have the right not to be subject to a
measure which is based on profiling
by means of automated processing.
However, such measure should be
allowed when expressly authorised
by law, carried out in the course of
entering or performance of a
contract, or when the data subject
has given his consent. In any case,
such processing should be subject
to suitable safeguards, including
specific information of the data
subject and the right to obtain
human intervention and that such
measure should not concern a child.

(58) Without prejudice to the
lawfulness of the data processing,
every natural person should have
the right nette-be-subjeet to object
to atreastre-whieh-is-based-on
profiling by-means-efauvtomated
processing. However, such
measure. Profiling which leads to
measures producing legal effects
concerning the data subject or
does similarly significantly affect
the interests, rights or freedoms of
the concerned data subject should
only be allowed when expressly
authorised by law, carried out in the
course of entering or performance
of a contract, or when the data
subject has given his consent. Fhe
In any case, such processing should
be subject to suitable safeguards,
including specific information of
the data subject and the right to
obtain human intervention
assessment and that such measure
should not concern a child. Such
measures should not lead to

(58) Everynataral persen-The data

subject should have the right not to
be subject to a measure-a decision
evaluating personal aspects
relating to him or her which is
based solely on prefiling-by-means
ef-automated processing, which
produces legal effects concerning
him or her or significantly affects
him or her, like automatic refusal
of an on-line credit application or
e-recruiting practices without any
human intervention. Such
processing includes also 'profiling’
consisting in any form of
automated processing of personal
data evaluating personal aspects
relating to a natural person, in
particular to analyse or predict
aspects concerning performance at
work, economic situation, health,
personal preferences or interests,
reliability or behaviour, location or
movements as long as it produces
legal effects concerning him or her
or significantly affects him or her.
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discrimination against individuals
on the basis of race or ethnic
origin, political opinions, religion
or beliefs, trade union
membership, sexual orientation or
gender identity.

However, such-measure-decision
making based on such processing,
including profiling, should be
allowed when expressly-authorised
by Union or Member State law;
carricd out in the coursc of to
which the controller is subject,
including for fraud and tax
evasion monitoring and prevention
purposes and to ensure the
security and reliability of a service
provided by the controller, or
necessary for the entering or
performance of a contract between
the data subject and a controller,
or when the data subject has given
his or her explicit consent. In any
case, such processing should be
subject to suitable safeguards,
including specific information of
the data subject and the right to
obtain human intervention and-that
sach-meastreshould noteonecerna
ehild, to express his or her point of
view, to get an explanation of the
decision reached after such
assessment and the right to contest
the decision. In order to ensure
fair and transparent processing in
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respect of the data subject, having
regard to the specific
circumstances and context in
which the personal data are
processed, the controller should
use adequate mathematical or
statistical procedures for the
profiling, implement technical and
organisational measures
appropriate to ensure in particular
that factors which result in data
inaccuracies are corrected and the
risk of errors is minimized, secure
personal data in a way which takes
account of the potential risks
involved for the interests and
rights of the data subject and
which prevents inter alia
discriminatory effects against
individuals on the basis of race or
ethnic origin, political opinions,
religion or beliefs, trade union
membership, genetic or health
status, sexual orientation or that
result in measures having such
effect. Automated decision making
and profiling based on special
categories of personal data should
only be allowed under specific
conditions.
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Amendment 34

(58a) Profiling based solely on the
processing of pseudonymous data
should be presumed not to
significantly affect the interests,
rights or freedoms of the data
subject. Where profiling, whether
based on a single source of
pseudonymous data or on the
aggregation of pseudonymous data
from different sources, permits the
controller to attribute
pseudonymous data to a specific
data subject, the processed data
should no longer be considered to
be pseudonymous.

(58a) Profiling as such is subject to
the (general) rules of this
Regulation governing processing of
personal data (legal grounds of
processing, data protection
principles etc.) with specific
safeguards (for instance the
obligation to conduct an impact
assessment in some cases or
provisions concerning specific
information to be provided to the
concerned individual). The
European Data Protection Board
should have the possibility to issue
guidance in this context.
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Amendment 35

(59) Restrictions on specific
principles and on the rights of
information, access, rectification
and erasure or on the right to data
portability, the right to object,
measures based on profiling, as
well as on the communication of a
personal data breach to a data
subject and on certain related
obligations of the controllers may
be imposed by Union or Member
State law, as far as necessary and
proportionate in a democratic
society to safeguard public security,
including the protection of human
life especially in response to natural
or man made disasters, the
prevention, investigation and
prosecution of criminal offences or
of breaches of ethics for regulated
professions, other public interests
of the Union or of a Member State,
in particular an important economic
or financial interest of the Union or
of a Member State, or the
protection of the data subject or the
rights and freedoms of others.

(59) Restrictions on specific
principles and on the rights of
information, aeeess; rectification
and erasure or on the right of access
and to obtain data pertability, the
right to object, measuresbased-on
profiling, as well as on the
communication of a personal data
breach to a data subject and on
certain related obligations of the
controllers may be imposed by
Union or Member State law, as far
as necessary and proportionate in a
democratic society to safeguard
public security, including the
protection of human life especially
in response to natural or man made
disasters, the prevention,
investigation and prosecution of
criminal offences or of breaches of
ethics for regulated professions,
other specific and well-defined
public interests of the Union or of a
Member State, in particular an
important economic or financial
interest of the Union or of a
Member State, or the protection of
the data subject or the rights and
freedoms of others.

(59) Restrictions on specific
principles and on the rights of
information, access, rectification
and erasure or on the right to data
portability, the right to object,
measures based on profiling, as
well as on the communication of a
personal data breach to a data
subject and on certain related
obligations of the controllers may
be imposed by Union or Member
State law, as far as necessary and
proportionate in a democratic
society to safeguard public security,
including the protection of human
life especially in response to natural
or man made disasters, the
prevention, investigation and
prosecution of criminal offences or
of breaches of ethics for regulated
professions, other public interests
of the Union or of a Member State,
in particular an important economic
or financial interest of the Union or
of a Member State, the keeping of
public registers kept for reasons of
general public interest, further
processing of archived personal

10391/15

VH/np

DGD 2C

LIMITE

95
EN




Those restrictions should be in
compliance with requirements set
out by the Charter of Fundamental
Rights of the European Union and
by the European Convention for the
Protection of Human Rights and
Fundamental Freedoms.

Those restrictions should be in

compliance with requirements set
out by the Charter ef Fundamental
Ricl Cthe Uni |
by the European Convention for the
Protection of Human Rights and
Fundamental Freedoms.

data to provide specific
information related to the political
behaviour under former
totalitarian state regimes or the
protection of the data subject or the
rights and freedoms of others,
including social protection public
health and humanitarian
purposes, such as the performance
of a task incumbent upon the
International Red Cross and Red
Crescent Movement. Those
restrictions should be in compliance
with requirements set out by the
Charter of Fundamental Rights of
the European Union and by the
European Convention for the
Protection of Human Rights and
Fundamental Freedoms.

(59a) Nothing in this Regulation
should derogate from the privilege
of non-disclosure of confidential
information of the International
Committee of the Red Cross under
international law, which shall be
applicable in judicial and
administrative proceedings.
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Amendment 36

(60) Comprehensive responsibility
and liability of the controller for
any processing of personal data
carried out by the controller or on
the controller's behalf should be
established. In particular, the
controller should ensure and be
obliged to demonstrate the
compliance of each processing
operation with this Regulation.

(60) Comprehensive responsibility
and liability of the controller for
any processing of personal data
carried out by the controller or on
the controller's behalf should be
established, in particular with
regard to documentation, data
security, impact assessments, the
data protection officer and
oversight by data protection
authorities. In particular, the
controller should ensure and be
obliged able to demonstrate the
compliance of each processing
operation with this Regulation. This
should be verified by independent
internal or external auditors.

(60) Comprehensive-The
responsibility and liability of the

controller for any processing of
personal data carried out by the
controller or on the controller's
behalf should be established. In
particular, the controller should
ensure-and-be obliged to implement
appropriate measures and be able
to demonstrate the compliance of
each-processing eperation-activities
with this Regulation. These
measures should take into account
the nature, scope, context and
purposes of the processing and the
risk for the rights and freedoms of
individuals.

(60a) Such risks, of varying
likelihood and severity, may result
from data processing which could
lead to physical, material or moral
damage, in particular where the
processing may give rise to
discrimination, identity theft or
fraud, financial loss, damage to
the reputation, loss of
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confidentiality of data protected by
professional secrecy, unauthorized
reversal of pseudonymisation, or
any other significant economic or
social disadvantage; or where data
subjects might be deprived of their
rights and freedoms or from
exercising control over their
personal data; where personal data
are processed which reveal racial
or ethnic origin, political opinions,
religion or philosophical beliefs,
trade-union membership, and the
processing of genetic data or data
concerning health or sex life or
criminal convictions and offences
or related security measures;
where personal aspects are
evaluated, in particular analysing
and prediction of aspects
concerning performance at work,
economic situation, health,
personal preferences or interests,
reliability or behaviour, location or
movements, in order to create or
use personal profiles; where
personal data of vulnerable
individuals, in particular of
children, are processed; where
processing involves a large amount
of personal data and affects a
large number of data subjects.
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(60b) The likelihood and severity
of the risk should be determined
in function of the nature, scope,
context and purposes of the data
processing. Risk should be
evaluated on an objective
assessment, by which it is
established whether data
processing operations involve a
high risk. A high risk is a
particular risk of prejudice to the
rights and freedoms of
individuals.

(60c) Guidance for the
implementation of appropriate
measures, and for demonstrating
the compliance by the controller or
processor, especially as regards the
identification of the risk related to
the processing, their assessment in
terms of their origin, nature,
likelihood and severity, and the
identification of best practices to
mitigate the risk, could be provided
in particular by approved codes of
conduct, approved certifications,
guidelines of the European Data
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Protection Board or through the
indications provided by a data
protection officer. The European
Data Protection Board may also
issue guidelines on processing
operations that are considered to
be unlikely to result in a high risk
for the rights and freedoms of
individuals and indicate what
measures may be sufficient in such
cases to address such risk.

Amendment 37

(61) The protection of the rights
and freedoms of data subjects with
regard to the processing of personal
data require that appropriate
technical and organisational
measures are taken, both at the time
of the design of the processing and
at the time of the processing itself,
to ensure that the requirements of
this Regulation are met. In order to
ensure and demonstrate compliance
with this Regulation, the controller
should adopt internal policies and
implement appropriate measures,
which meet in particular the

(61) The protection of the rights
and freedoms of data subjects with
regard to the processing of personal
data require that appropriate
technical and organisational
measures are taken, both at the time
of the design of the processing and
at the time of the processing itself,
to ensure that the requirements of
this Regulation are met. In order to
ensure and demonstrate compliance
with this Regulation, the controller
should adopt internal policies and
implement appropriate measures,
which meet in particular the

(61) The protection of the rights
and freedoms of data-subjeets
individuals with regard to the
processing of personal data require
that appropriate technical and
organisational measures are taken,

both-atthe-time-of the-destgn-of the
. |t the £ e
proeessing-itself; to ensure that the
requirements of this Regulation are
met. In order to ensure-andbe able
to demonstrate compliance with this
Regulation, the controller should
adopt internal policies and
implement appropriate measures,
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principles of data protection by
design and data protection by
default.

principles of data protection by
design and data protection by
default. The principle of data
protection by design requires data
protection to be embedded within
the entire life cycle of the
technology, from the very early
design stage, right through to its
ultimate deployment, use and final
disposal. This should also include
the responsibility for the products
and services used by the controller
or processor. The principle of data
protection by default requires
privacy settings on services and
products which should by default
comply with the general principles
of data protection, such as data
minimisation and purpose
limitation.

which meet in particular the
principles of data protection by
design and data protection by
default. Such measures could
consist inter alia of minimising the
processing of personal data,
pseudonymising personal data as
soon as possible, transparency
with regard to the functions and
processing of personal data,
enabling the data subject to
monitor the data processing,
enabling the controller to create
and improve security features.
When developing, designing,
selecting and using applications,
services and products that are
either based on the processing of
personal data or process personal
data to fulfil their task, producers
of the products, services and
applications should be encouraged
to take into account the right to
data protection when developing
and designing such products,
services and applications and, with
due regard to the state of the art, to
make sure that controllers and
processors are able to fulfil their
data protection obligations.
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Amendment 38

(62) The protection of the rights
and freedoms of data subjects as
well as the responsibility and
liability of controllers and
processor, also in relation to the
monitoring by and measures of
supervisory authorities, requires a
clear attribution of the
responsibilities under this
Regulation, including where a
controller determines the purposes,
conditions and means of the
processing jointly with other
controllers or where a processing
operation is carried out on behalf of
a controller.

(62) The protection of the rights
and freedoms of data subjects as
well as the responsibility and
liability of controllers and
processor, also in relation to the
monitoring by and measures of
supervisory authorities, requires a
clear attribution of the
responsibilities under this
Regulation, including where a
controller determines the purposes;
eenditions and means of the
processing jointly with other
controllers or where a processing
operation is carried out on behalf of
a controller. The arrangement
between the joint controllers
should reflect the joint controllers’
effective roles and relationships.
The processing of personal data
under this Regulation should
include the permission for a
controller to transmit the data to a
Jjoint controller or to a processor
for the processing of the data on
their his or her behalf.

(62) The protection of the rights
and freedoms of data subjects as
well as the responsibility and
liability of controllers and
processors, also in relation to the
monitoring by and measures of
supervisory authorities, requires a
clear attribution of the
responsibilities under this
Regulation, including where a
controller determines the purposes,
eenditions and means of the
processing jointly with other
controllers or where a processing
operation is carried out on behalf of
a controller.
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Amendment 39

(63) Where a controller not
established in the Union is
processing personal data of data
subjects residing in the Union
whose processing activities are
related to the offering of goods or
services to such data subjects, or to
the monitoring their behaviour, the
controller should designate a
representative, unless the controller
is established in a third country
ensuring an adequate level of
protection, or the controller is a
small or medium sized enterprise or
a public authority or body or where
the controller is only occasionally
offering goods or services to such
data subjects. The representative
should act on behalf of the
controller and may be addressed by
any supervisory authority.

(63) Where a controller not
established in the Union is
processing personal data of data
subjects restding in the Union
f g*
. £Oe ,

o : Jes the
controller should designate a
representative, unless the controller
is established in a third country
ensuring an adequate level of
protection, or the eentrollerisa

1 i od )
processing relates to fewer than
5000 data subjects during any
consecutive 12-month period and
is not carried out on special
categories of personal data, or is a
public authority or body or where
the controller is only occasionally
offering goods or services to such
data subjects. The representative
should act on behalf of the
controller and may be addressed by
any supervisory authority.

(63) Where a controller not
established in the Union is
processing personal data of data
subjects residing in the Union
whose processing activities are
related to the offering of goods or
services to such data subjects, or to
the monitoring of their behaviour in
the Union, the controller should
designate a representative, unless
the processing it carries out is
occasional and unlikely to result
in a risk for the rights and
freedoms of data subjects, taking
into account the nature, scope,
context and purposes of the
processing or the controller is

estabhishedanuthird-countey
.
e ot f e
a public authority or body-erwhere
. ;

o 1 7o 15
data-subjeets. The representative
should act on behalf of the
controller and may be addressed by
any supervisory authority.
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The representative should be
explicitly designated by a written
mandate of the controller to act on
its behalf with regard to the latter's
obligations under this Regulation.
The designation of such
representative does not affect the
responsibility and liability of the
controller under this Regulation.
Such representative should
perform its tasks according to the
received mandate from the
controller, including to cooperate
with the competent supervisory
authorities on any action taken in
ensuring compliance with this
Regulation. The designated
representative should be subjected
to enforcement actions in case of
non-compliance by the controller.

(63a) To ensure compliance with
the requirements of this
Regulation in respect of the
processing to be carried out by the
processor on behalf of the
controller, when entrusting a
processor with processing
activities, the controller should use
only processors providing
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sufficient guarantees, in particular
in terms of expert knowledge,
reliability and resources, to
implement technical and
organisational measures which
will meet the requirements of this
Regulation, including for the
security of processing. Adherence
of the processor to an approved
code of conduct or an approved
certification mechanism may be
used as an element to demonstrate
compliance with the obligations of
the controller. The carrying out of
processing by a processor should
be governed by a contract or other
legal act under Union or Member
State law, binding the processor to
the controller, setting out the
subject-matter and duration of the
processing, the nature and
purposes of the processing, the
type of personal data and
categories of data subjects, taking
into account the specific tasks and
responsibilities of the processor in
the context of the processing to be
carried out and the risk for the
rights and freedoms of the data
subject.
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The controller and processor may
choose to use an individual
contract or standard contractual
clauses which are adopted either
directly by the Commission or by a
supervisory authority in
accordance with the consistency
mechanism and then adopted by
the Commission, or which are part
of a certification granted in the
certification mechanism. After the
completion of the processing on
behalf of the controller, the
processor should return or delete
the personal data, unless there is a
requirement to store the data
under Union or Member State law
to which the processor is subject.

Amendment 39
(64) In order to determine whether | (64) In order to determine whether | deleted
a controller is only occasionally a controller is only occasionally
offering goods and services to data | offering goods and services to data
subjects residing in the Union, it subjects restding in the Union, it
should be ascertained whether it is | should be ascertained whether it is
apparent from the controller's apparent from the controller's
overall activities that the offering overall activities that the offering of
of goods and services to such data | goods and services to such data
subjects is ancillary to those main | subjects is ancillary to those main
activities. activities.
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Amendment 41

(65) In order to demonstrate
compliance with this Regulation,
the controller or processor should
document each processing
operation. Each controller and
processor should be obliged to co-
operate with the supervisory
authority and make this
documentation, on request,
available to it, so that it might serve
for monitoring those processing
operations.

(65) In order to be able to
demonstrate compliance with this
Regulation, the controller or
processor should decumenteach
processing-operation-maintain the
documentation necessary in order
to fulfill the requirements laid
down in this Regulation. Each
controller and processor should be
obliged to co-operate with the
supervisory authority and make this
documentation, on request,
available to it, so that it might serve

for menitertng theseprocessing
operations-evaluating the

compliance with this Regulation.
However, equal emphasis and
significance should be placed on
good practice and compliance and
not just the completion of
documentation.

(65) In order to demonstrate
compliance with this Regulation,
the controller or processor should
decument-each-maintain records
regarding all categories of
processing eperationactivities
under its responsibility. Each
controller and processor should be
obliged to co-operate with the
supervisory authority and make this
documentationthese records, on
request, available to it, so that it
might serve for monitoring those
processing operations.
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Amendment 42

(66) In order to maintain security
and to prevent processing in breach
of this Regulation, the controller or
processor should evaluate the risks
inherent to the processing and
implement measures to mitigate
those risks. These measures should
ensure an appropriate level of
security, taking into account the
state of the art and the costs of their
implementation in relation to the
risks and the nature of the personal
data to be protected. When
establishing technical standards and
organisational measures to ensure
security of processing, the
Commission should promote
technological neutrality,
interoperability and innovation,
and, where appropriate, cooperate
with third countries.

(66) In order to maintain security
and to prevent processing in breach
of this Regulation, the controller or
processor should evaluate the risks
inherent to the processing and
implement measures to mitigate
those risks. These measures should
ensure an appropriate level of
security, taking into account the
state of the art and the costs of their
implementation in relation to the
risks and the nature of the personal
data to be protected. When
establishing technical standards and
organisational measures to ensure
security of processing, the
Commission should promote
technological neutrality,
interoperability and innovation
should be promoted and, where
appropriate, eeeperate cooperation
with third countries should be
encouraged.

(66) In order to maintain security
and to prevent processing in breach
of this Regulation, the controller or
processor should evaluate the risks
inherent to the processing and
implement measures to mitigate
those risks. These measures should
ensure an appropriate level of
security including confidentiality,
taking into account available
technology thestate-ofthe-art and
the costs of their implementation in
relation to the risks and the nature
of the personal data to be protected.

When establishing technical

and. where appropriate, cooperate
§ i fes In assessing
data security risk, consideration
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should be given to the risks that
are presented by data processing,
such as accidental or unlawful
destruction, loss, alteration,
unauthorised disclosure of, or
access to personal data
transmitted, stored or otherwise
processed, which may in particular
lead to physical, material or moral
damage.

(66a) In order to enhance
compliance with this Regulation in
cases where the processing
operations are likely to result in a
high risk for the rights and
freedoms of individuals, the
controller should be responsible
for the carrying out of a data
protection impact assessment to
evaluate, in particular, the origin,
nature, particularity and severity
of this risk. The outcome of the
assessment should be taken into
account when determining the
appropriate measures to be taken
in order to demonstrate that the
processing of personal data is in
compliance with this Regulation.
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Where a data protection impact
assessment indicates that
processing operations involve a
high risk which the controller
cannot mitigate by appropriate
measures in terms of available
technology and costs of
implementation, a consultation of
the supervisory authority should
take place prior to the processing.

Amendment 43

(67) A personal data breach may, if
not addressed in an adequate and
timely manner, result in substantial
economic loss and social harm,
including identity fraud, to the
individual concerned. Therefore, as
soon as the controller becomes
aware that such a breach has
occurred, the controller should
notify the breach to the supervisory
authority without undue delay and,
where feasible, within 24 hours.
Where this cannot achieved within
24 hours, an explanation of the
reasons for the delay should
accompany the notification.

(67) A personal data breach may, if
not addressed in an adequate and
timely manner, result in substantial
economic loss and social harm,
including identity fraud, to the
individual concerned. Therefore, as
soon as the controller becomes
aware-thatsuch-a-breach-has
oceurred; the controller should
notify the breach to the supervisory
authority without undue delay and;
wherefeastblewithin24,which
should be presumed to be not later
than 72 hours. Where-this-cannet
achteved-within24-hours-If
applicable, an explanation of the
reasons for the delay should
accompany the notification.

(67) A personal data breach may, if
not addressed in an adequate and
timely manner, result in physical,
material or moral damage to
individuals such as—substantial
econemte-loss of control over their
personal data or limitation of their
rights, discrimination, identity
theft or fraud, financial loss,
unauthorized reversal of
pseudonymisation, damage to the
reputation, loss of confidentiality
of data protected by professional
secrecy or any other economic or
and-social harmineluding identity
fraud;-disadvantage to the
individual concerned.
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The individuals whose personal
data could be adversely affected by
the breach should be notified
without undue delay in order to
allow them to take the necessary
precautions. A breach should be
considered as adversely affecting
the personal data or privacy of a
data subject where it could result
in, for example, identity theft or
fraud, physical harm, significant
humiliation or damage to
reputation. The notification should
describe the nature of the personal
data breach as well as
recommendations as well as
recommendations for the individual
concerned to mitigate potential
adverse effects. Notifications to
data subjects should be made as
soon as reasonably feasible, and in
close cooperation with the
supervisory authority and
respecting guidance provided by it
or other relevant authorities (e.g.
law enforcement authorities). For
example, the chance for data
subjects to mitigate an immediate
risk of harm would call for a

The individuals whose personal
data could be adversely affected by
the breach should be notified
without undue delay in order to
allow them to take the necessary
precautions. A breach should be
considered as adversely affecting
the personal data or privacy of a
data subject where it could result in,
for example, identity theft or fraud,
physical harm, significant
humiliation or damage to
reputation. The notification should
describe the nature of the personal
data breach and formulate as-weH
as-recommendations as-well-as
recommendations-for the individual
concerned to mitigate potential
adverse effects. Notifications to
data subjects should be made as
soon as reasonably feasible, and in
close cooperation with the
supervisory authority and
respecting guidance provided by it
or other relevant authorities (e.g.
law enforcement authorities). For
example, the chance for data

Therefore, as soon as the controller
becomes aware that sueh-a personal
data breach which may result in
Pphysical, material or moral
damage has occurred, the controller
should notify the breach to the
supervisory authority without
undue delay and, where feasible,
within 24 72 hours. Where this
cannot be achieved within 24 72
hours, an explanation of the reasons
for the delay should accompany the
notification. The individuals whose
rights and freedoms -personal-data
could be adversely severely affected
by the breach should be notified
without undue delay in order to
allow them to take the necessary

precautions. A-breach-should-be
dered | o affoeti

reputation—The notification should
describe the nature of the personal
data breach as well as
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prompt notification of data subjects
whereas the need to implement
appropriate measures against
continuing or similar data breaches
may justify a longer delay.

subjects to mitigate an immediate
risk of harm would call for a
prompt notification of data subjects
whereas the need to implement
appropriate measures against
continuing or similar data breaches
may justify a longer delay.

recommendations as-weH-as
recommendations-for the individual
concerned to mitigate potential
adverse effects. Notifications to
data subjects should be made as
soon as reasonably feasible, and in
close cooperation with the
supervisory authority and
respecting guidance provided by it
or other relevant authorities (e.g.
law enforcement authorities). For
example, the ehaneefor-data
stubjeets-need to mitigate an
immediate risk of harmdamage
would call for a prompt notification
of data subjects whereas the need to
implement appropriate measures
against continuing or similar data
breaches may justify a longer delay.
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(68) In order to determine whether
a personal data breach is notified to
the supervisory authority and to the
data subject without undue delay, it
should be ascertained whether the
controller has implemented and
applied appropriate technological
protection and organisational
measures to establish immediately
whether a personal data breach has
taken place and to inform promptly
the supervisory authority and the
data subject, before a damage to
personal and economic interests
occurs, taking into account in
particular the nature and gravity of
the personal data breach and its
consequences and adverse effects
for the data subject.

(68) In order to determine whether
a personal data breach is notified
the supervisory authority and to the
data subject without undue delgy, it
should be ascertained whether/the
controller has implemented ahd
applied appropriate technological
protection and organisational
measures to establish immediately
whether a personal datg/breach has
taken place and to infgrm promptly
the supervisory authgrity and the
data subject, before/a damage to
personal and econdmic interests
occurs, taking info account in
particular the nature and gravity of
the personal data breach and its
consequences and adverse effects
for the data/subject.

(68) In-orderto-determine-It must
;

Fod f ] ) hoi
and to the data subject without
ardue-dekntshowld-be
ascertained whether the-eontroler
hastnplementedand-apphied-all
appropriate technological protection
and organisational measures have
been implemented to establish
immediately whether a personal
data breach has taken place and to
inform promptly the supervisory
authority and the data subject.;
beforea-damageto-personal-and
economic-interestsoeeurs-The fact
that the notification was made
without undue delay should be
established taking into account in
particular the nature and gravity of
the personal data breach and its
consequences and adverse effects
for the data subject. Such
notification may result in an
intervention of the supervisory
authority in accordance with its
tasks and powers laid down in this
Regulation.
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(68a) The communication of a
personal data breach to the data
subject should not be required if
the controller has implemented
appropriate technological
protection measures, and that
those measures were applied to the
data affected by the personal data
breach. Such technological
protection measures should
include those that render the data
unintelligible to any person who is
not authorised to access it, in
particular by encrypting the
personal data .

(69) In setting detailed rules
concerning the format and
procedures applicable to the
notification of personal data
breaches, due consideration should
be given to the circumstances of
the breach, including whether or
not personal data had been
protected by appropriate technical
protection measures, effectively
limiting the likelihood of identity
fraud or other forms of misuse.

(69) In setting detailed rules
concerning the format and
procedures applicable to the
notification of personal data
breaches, due consideration should
be given to the circumstances of the
breach, including whether or not
personal data had been protected by
appropriate technical protection
measures, effectively limiting the
likelihood of identity fraud or other
forms of misuse.

(69) In setting detailed rules
concerning the format and
procedures applicable to the
notification of personal data
breaches, due consideration should
be given to the circumstances of the
breach, including whether or not
personal data had been protected by
appropriate technical protection
measures, effectively limiting the
likelihood of identity fraud or other
forms of misuse.
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Moreover, such rules and
procedures should take into
account the legitimate interests of
law enforcement authorities in
cases where early disclosure could
unnecessarily hamper the
investigation of the circumstances
of a breach.

Moreover, such rules and
procedures should take into account
the legitimate interests of law
enforcement authorities in cases
where early disclosure could
unnecessarily hamper the
investigation of the circumstances
of a breach.

Moreover, such rules and
procedures should take into account
the legitimate interests of law
enforcement authorities in cases
where early disclosure could
unnecessarily hamper the
investigation of the circumstances
of a breach.

(70) Directive 95/46/EC provided
for a general obligation to notify
processing of personal data to the
supervisory authorities. While this
obligation produces administrative
and financial burdens, it did not in
all cases contribute to improving
the protection of personal data.
Therefore such indiscriminate
general notification obligation
should be abolished, and replaced
by effective procedures and
mechanism which focus instead on
those processing operations which
are likely to present specific risks
to the rights and freedoms of data
subjects by virtue of their nature,
their scope or their purposes. In
such cases, a data protection impact
assessment should be carried out by

(70) Directive 95/46/EC provided
for a general obligation to notify
processing of personal data to tlie
supervisory authorities. Whilg'this
obligation produces adminigtrative
and financial burdens, it did not in
all cases contribute to irdproving
the protection of personal data.
Therefore such indis¢riminate
general notificatiof obligation
should be abolished, and replaced
by effective prgcedures and
mechanism which focus instead on
those procedsing operations which
are likely/to present specific risks to
the rights and freedoms of data
subjeets by virtue of their nature,
their' scope or their purposes. In
sych cases, a data protection impact
ssessment should be carried out by

(70) Directive 95/46/EC provided
for a general obligation to notify
processing of personal data to the
supervisory authorities. While this
obligation produces administrative
and financial burdens, it did not in
all cases contribute to improving
the protection of personal data.
Therefore such indiscriminate
general notification obligations
should be abolished, and replaced
by effective procedures and
mechanisms which focus instead on
those types of processing operations
which are likely to present
speetfieresult in a high risks to the
rights and freedoms of data
subjeetsindividuals by virtue of
their nature, thei-scope, context
and ex-their-purposes. fasueh
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the controller or processor prior to
the processing, which should
include in particular the envisaged
measures, safeguards and
mechanisms for ensuring the
protection of personal data and for
demonstrating the compliance with
this Regulation.

the controller or processor prior to
the processing, which should
include in particular the envisaged
measures, safeguards and
mechanisms for ensuring tie
protection of personal data and for
demonstrating the compliance with
this Regulation.

ad .
asscssment should be carried out by
the-controllerorprocesserpriorto
the-types of processing, operations
may be those which-sheuld-inelade
in particular, involve using new
technologies, or are of a new kind
and where no data protection
impact assessment has been
carried out before by the
controller, or where they become
necessary in the light of the time
that has elapsed since the initial
processingthe-envisaged-measures;
.
gt .
get ot
L b thic T g] on.

(70a) In such cases, a data
protection impact assessment
should be carried out by the
controller prior to the processing
in order to assess the particular
likelihood and severity of the high
risk, taking into account the
nature, scope, context and
purposes of the processing and the
sources of the risk, which should
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include in particular the envisaged
measures, safeguards and
mechanisms for mitigating that
risk and for ensuring the
protection of personal data and for
demonstrating the compliance with
this Regulation.

(71) This should in particular apply
to newly established large scale
filing systems, which aim at
processing a considerable amount
of personal data at regional,
national or supranational level and
which could affect a large number
of data subjects.

(71) This should in particular appl
to newly established large scale
filing systems, which aim at
processing a considerable amgunt
of personal data at regional
national or supranational lével and
which could affect a large number
of data subjects.

(71) This should in particular apply
to newdy-established large-scale
filing systemsprocessing
operations, which aim at
processing a considerable amount
of personal data at regional,
national or supranational level and
which could affect a large number
of data subjects and which are
likely to result in a high risk, for
example, on account of their
sensitivity, where in accordance
with the achieved state of
technological knowledge a new
technology is used on a large scale
as well as to other processing
operations which result in a high
risk for the rights and freedoms of
data subjects, in particular where
those operations render it more
difficult for data subjects to
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exercise their rights. A data
protection impact assessment
should also be made in cases
where data are processed for
taking decisions regarding specific
individuals following any
systematic and extensive
evaluation of personal aspects
relating to natural persons based
on profiling those data or
following the processing of special
categories of personal data,
biometric data, or data on criminal
convictions and offences or related
security measures. A data
protection impact assessment is
equally required for monitoring
publicly accessible areas on a
large scale, especially when using
optic-electronic devices or for any
other operations where the
competent supervisory authority
considers that the processing is
likely to result in a high risk for
the rights and freedoms of data
subjects, in particular because they
prevent data subjects from
exercising a right or using a
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service or a contract, or because
they are carried out systematically
on a large scale. The processing of
personal data irrespective of the
volume or the nature of the data,
should not be considered as being
on a large scale, if the processing
of these data is protected by
professional secrecy, such as the
processing of personal data from
patients or clients by an
individual doctor, health care
professional, hospital or attorney.
In these cases a data protection
impact assessment should not be
mandatory.

Amendment 44

(71a) Impact assessments are the
essential core of any sustainable
data protection framework,
making sure that businesses are
aware from the outset of all
possible consequences of their data
processing operations. If impact
assessments are thorough, the
likelihood of any data breach or
privacy-intrusive operation can
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be fundamentally limited. Data
protection impact assessments
should consequently have regard
to the entire lifecycle management
of personal data from collection to
processing to deletion, describing
in detail the envisaged processing
operations, the risks to the rights
and freedoms of data subjects, the
measures envisaged to address the
risks, safeguards, security
measures and mechanisms to
ensure compliance with the this
Rregulation.

Amendment 45

(71b) Controllers should focus on
the protection of personal data
throughout the entire data lifecycle
from collection to processing to
deletion by investing from the
outset in a sustainable data
management framework and by
following it up with a
comprehensive compliance
mechanism.
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(72) There are circumstances under
which it may be sensible and
economic that the subject of a data
protection impact assessment
should be broader than a single
project, for example where public
authorities or bodies intend to
establish a common application or
processing platform or where
several controllers plan to
introduce a common application or
processing environment across an
industry sector or segment or for a
widely used horizontal activity.

(72) There are circumstances under
which it may be sensible and
economic that the subject of a data
protection impact assessment
should be broader than a single
project, for example where public
authorities or bodies intend to
establish a common application or
processing platform or where
several controllers plan to introduce
a common application or processing
environment across an industry
sector or segment or for a widely
used horizontal activity.

(72) There are circumstances under
which it may be sensible and
economic that the subject of a data
protection impact assessment
should be broader than a single
project, for example where public
authorities or bodies intend to
establish a common application or
processing platform or where
several controllers plan to introduce
a common application or processing
environment across an industry
sector or segment or for a widely
used horizontal activity.

Amendment 46

(73) Data protection impact
assessments should be carried out
by a public authority or public
body if such an assessment has not
already been made in the context of
the adoption of the national law on
which the performance of the tasks
of the public authority or public
body is based and which regulates
the specific processing operation or
set of operations in question.

deleted

(73) Data protection impact
assessments shewld-may be carried
out by a public authority or public
body if such an assessment has not
already been made in the context of
the adoption of the national law on
which the performance of the tasks
of the public authority or public
body is based and which regulates
the specific processing operation or
set of operations in question.
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Amendment 47

(74) Where a data protection
impact assessment indicates that
processing operations involve a
high degree of specific risks to the
rights and freedoms of data
subjects, such as excluding
individuals from their right, or by
the use of specific new
technologies, the supervisory
authority should be consulted, prior
to the start of operations, on a risky
processing which might not be in
compliance with this Regulation,
and to make proposals to remedy
such situation. Such consultation
should equally take place in the
course of the preparation either of a
measure by the national parliament
or of a measure based on such
legislative measure which defines

(74) Where a data protection impact
assessment indicates that
processing operations involve a
high degree of specific risks to the
rights and freedoms of data
subjects, such as excluding
individuals from their right, or by
the use of specific new
technologies, the data protection
officer or the supervisory authority
should be consulted, prior to the
start of operations, on a risky
processing which might not be in
compliance with this Regulation,
and to make proposals to remedy
such situation. Sueh A consultation
of the supervisory authority should
equally take place in the course of
the preparation either of a measure
by the national parliament or of a

(74) Where a data protection impact
assessment indicates that the
processing would, despite the
envisaged safeguards, security
measures and mechanisms to

mitigate the eperationsinvolvea
high-degree-of speeifierisksto-the

result in a high risk to the rights
and freedoms of data
subjeetsindividuals and the
controller is of the opinion that the
risk cannot be mitigated by
reasonable means in terms of
available technologies and costs of

tmplementatton s&eh—&&@eel&émg
the use of specific new
technologies;-the supervisory

authority should be consulted, prior
to the start of eperationsprocessing

the nature of the processing and measure based on such legislative activitiess-en-arisky-proecessing
lays down appropriate safeguards. | measure which defines the nature of | which-might netbe-in-compliance
the processing and lays down with this Regulation. and to make
appropriate safeguards. proposthtoreredvsuchsttaation:
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the-processitizmid-hvs-down
: . Such high

risk is likely to result from certain
types of data processing and
certain extent and frequency of
processing, which may result also
in a realisation of damage or
interference with the rights and
freedoms of the data subject. The
supervisory authority should
respond to the request for
consultation in a defined period.
However, the absence of a reaction
of the supervisory authority within
this period should be without
prejudice to any intervention of the
supervisory authority in
accordance with its tasks and
powers laid down in this
Regulation, including the power to
prohibit processing operations. As
part of this consultation process,
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the outcome of a data protection
impact assessment carried out with
regard to the processing at issue
pursuant to Article 33 may be
submitted to the supervisory
authority, in particular the
measures envisaged to mitigate the
risk for the rights and freedoms of
individuals.

Amendment 48

(74a) Impact assessments can only
be of help if controllers make sure
that they comply with the promises
originally laid down in them. Data
controllers should therefore
conduct periodic data protection
compliance reviews demonstrating
that the data processing
mechanisms in place comply with
assurances made in the data
protection impact assessment. It
should further demonstrate the
ability of the data controller to
comply with the autonomous
choices of data subjects. In
addition, in case the review finds
compliance inconsistencies, it
should highlight these and present
recommendations on how to
achieve full compliance.
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(74a) The processor should assist
the controller, where necessary
and upon request, in ensuring
compliance with the obligations
deriving from the carrying out of
data protection impact assessments
and from prior consultation of the
supervisory authority.

(74b) A consultation with the
supervisory authority should also
take place in the course of the
preparation of a legislative or
regulatory measure which provides
for the processing of personal
data, in order to ensure the
compliance of the intended
processing with this Regulation
and in particular to mitigate the
risk involved for the data subject.
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Amendment 49

(75) Where the processing is
carried out in the public sector or
where, in the private sector,
processing is carried out by a large
enterprise, or where its core
activities, regardless of the size of
the enterprise, involve processing
operations which require regular
and systematic monitoring, a person
should assist the controller or
processor to monitor internal
compliance with this Regulation.
Such data protection officers,
whether or not an employee of the
controller, should be in a position to
perform their duties and tasks
independently.

(75) Where the processing is
carried out in the public sector or
where, in the private sector,
processing is-earried-out-by-alarge
enterprise-relates to more than
5000 data subjects within 12
months, or where its core activities,
regardless of the size of the
enterprise, involve processing
operations on sensitive data, or
processing operations which
require regular and systematic
monitoring, a person should assist
the controller or processor to
monitor internal compliance with
this Regulation. When establishing
whether data about a large
number of data subjects are
processed, archived data that are
restricted in such a way that they
are not subject to the normal data
access and processing operations
of the controller and can no longer
be changed should not be taken
into account. Such data protection
officers, whether or not an
employee of the controller and

(75) Where the processing is
carried out in the public sector or
where, in the private sector,
processing is carried out by a large
enterprise, or where its core
activities, regardless of the size of
the enterprise, involve processing
operations which require regular
and systematic monitoring, a person
should with expert knowledge of
data protection law and practices
may assist the controller or
processor to monitor internal
compliance with this Regulation.
Such data protection officers,
whether or not an employee of the
controller, should be in a position to
perform their duties and tasks in an
independently manner.
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whether or not performing that
task full time, should be in a
position to perform their duties and
tasks independently and enjoy
special protection against
dismissal. Final responsibility
should stay with the management
of an organisation. The data
protection officer should in
particular be consulted prior to the
design, procurement, development
and setting-up of systems for the
automated processing of personal
data, in order to ensure the
principles of privacy by design and
privacy by default.

Amendment 50

(75a) The data protection officer
should have at least the following
qualifications: extensive
knowledge of the substance and
application of data protection law,
including technical and
organisational measures and
procedures; mastery of technical
requirements for privacy by
design, privacy by default and data
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security; industry-specific
knowledge in accordance with the
size of the controller or processor
and the sensitivity of the data to be
processed; the ability to carry out
inspections, consultation,
documentation, and log file
analysis; and the ability to work
with employee representation. The
controller should enable the data
protection officer to take part in
advanced training measures to
maintain the specialized
knowledge required to perform his
or her duties. The designation as a
data protection officer does not
necessarily require fulltime
occupation of the respective
employee.
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Amendment 51

(76) Associations or other bodies
representing categories of
controllers should be encouraged to
draw up codes of conduct, within
the limits of this Regulation, so as
to facilitate the effective application
of this Regulation, taking account
of the specific characteristics of the
processing carried out in certain
sectors.

(76) Associations or other bodies
representing categories of
controllers should be encouraged,
after consultation of the
representatives of the employees,
to draw up codes of conduct, within
the limits of this Regulation, so as
to facilitate the effective application
of this Regulation, taking account
of the specific characteristics of the
processing carried out in certain
sectors. Such codes should make
compliance with this Regulation
easier for industry.

(76) Associations or other bodies
representing categories of
controllers or processors should be
encouraged to draw up codes of
conduct, within the limits of this
Regulation, so as to facilitate the
effective application of this
Regulation, taking account of the
specific characteristics of the
processing carried out in certain
sectors and the specific needs of
micro, small and medium
enterprises. In particular such
codes of conduct could calibrate
the obligations of controllers and
processors, taking into account the
risk likely to result from the
processing for the rights and
freedoms of individuals.
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(76a) When drawing up a code of
conduct, or when amending or
extending such a code,
associations and other bodies
representing categories of
controllers or processors should
consult with relevant stakeholders,
including data subjects where
feasible, and have regard to
submissions received and views
expressed in response to such
consultations.

Amendment 52

(77) In order to enhance
transparency and compliance with
this Regulation, the establishment
of certification mechanisms, data
protection seals and marks should
be encouraged, allowing data
subjects to quickly assess the level
of data protection of relevant
products and services.

(77) In order to enhance
transparency and compliance with
this Regulation, the establishment
of certification mechanisms, data
protection seals and standardised
marks should be encouraged,
allowing data subjects to quickly,
reliably and verifiably assess the
level of data protection of relevant
products and services.

(77) In order to enhance
transparency and compliance with
this Regulation, the establishment
of certification mechanisms, data
protection seals and marks should
be encouraged, allowing data
subjects to quickly assess the level
of data protection of relevant
products and services.
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A "European Data Protection
Seal" should be established on the
European level to create trust
among data subjects, legal
certainty for controllers, and at the
same time export European data
protection standards by allowing
non-European companies to more
easily enter European markets by
being certified.

(78) Cross-border flows of personal
data are necessary for the
expansion of international trade
and international co-operation. The
increase in these flows has raised
new challenges and concerns with
respect to the protection of personal
data. However, when personal data
are transferred from the Union to
third countries or to international
organisations, the level of
protection of individuals
guaranteed in the Union by this
Regulation should not be
undermined. In any event, transfers
to third countries may only be
carried out in full compliance with
this Regulation.

(78) Cross-border flows of person
data are necessary for the expansion
of international trade and
international co-operation. THe
increase in these flows has/faised
new challenges and cong¢érns with
respect to the protection of personal
data. However, when'personal data
are transferred from the Union to
third countries oy'to international
organisations, the level of
protection of/individuals guaranteed
in the Unign by this Regulation
should not be undermined. In any
event, Aransfers to third countries
may,only be carried out in full
cothpliance with this Regulation.

(78) Cross-border flows of personal
data to and from countries outside
the Union and international
organisations are necessary for the
expansion of international trade and
international co-operation. The
increase in these flows has raised
new challenges and concerns with
respect to the protection of personal
data. However, when personal data
are transferred from the Union to
controllers, processors or other
recipients in third countries or to
international organisations, the
level of protection of individuals
guaranteed in the Union by this
Regulation should not be
undermined, including in cases of
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onward transfers of personal data
from the third country or
international organisation to
controllers, processors in the same
or another third country or
international organisation. In any
event, transfers to third countries
and international organisations
may only be carried out in full
compliance with this Regulation. A4
transfer may only take place if,
subject to the other provisions of
this Regulation, the conditions laid
down in Chapter V are complied
with by the controller or processor.

Amendment 53

(79) This Regulation is without
prejudice to international
agreements concluded between the
Union and third countries
regulating the transfer of personal
data including appropriate
safeguards for the data subjects.

(79) This Regulation is without
prejudice to international
agreements concluded between the
Union and third countries
regulating the transfer of personal
data including appropriate
safeguards for the data subjects
ensuring an adequate level of
protection for the fundamental
rights of citizens.

(79) This Regulation is without
prejudice to international
agreements concluded between the
Union and third countries
regulating the transfer of personal
data including appropriate
safeguards for the data subjects.
Member States may conclude
international agreements which
involve the transfer of personal
data to third countries or
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international organisations, as far
as such agreements do not affect
this Regulation or any other
provisions of EU law and include
safeguards to protect the rights of
the data subjects.

Amendment 54

(80) The Commission may decide
with effect for the entire Union that
certain third countries, or a territory
or a processing sector within a third
country, or an international
organisation, offer an adequate
level of data protection, thus
providing legal certainty and
uniformity throughout the Union as
regards the third countries or
international organisations which
are considered to provide such
level of protection. In these cases,
transfers of personal data to these
countries may take place without
needing to obtain any further
authorisation.

(80) The Commission may decide
with effect for the entire Union that
certain third countries, or a territory
or a processing sector within a third
country, or an international
organisation, offer an adequate
level of data protection, thus
providing legal certainty and
uniformity throughout the Union as
regards the third countries or
international organisations which
are considered to provide such level
of protection. Jn-these-cases;

transters-of personal-datato-these
: i

y 13 weeT -
autherisation- The Commission
may also decide, having given
notice and a complete justification
to the third country, to revoke such
a decision.

(80) The Commission may decide
with effect for the entire Union that
certain third countries, or a territory
or a preeessingspecified sector,
such as the private sector or one or
more specific economic sectors
within a third country, or an
international organisation, offer an
adequate level of data protection,
thus providing legal certainty and
uniformity throughout the Union as
regards the third countries or
international organisations, which
are considered to provide such level
of protection. In these cases,
transfers of personal data to these
countries may take place without
needing to obtain any further
authorisation.
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(81) In line with the fundamental
values on which the Union is
founded, in particular the
protection of human rights, the
Commission should, in its
assessment of the third country,
take into account how a given third
country respects the rule of law,
access to justice as well as
international human rights norms
and standards.

(81) In line with the fundamental
values on which the Union is
founded, in particular the
protection of human rights, the
Commission should, in its
assessment of the third country,
take into account how a giv¢n third
country respects the rule of law,
access to justice as well
international human rights norms
and standards.

(81) In line with the fundamental
values on which the Union is
founded, in particular the protection
of human rights, the Commission
should, in its assessment of thea
third country or of a territory or of
a specified sector within a third
country, take into account how a
given third country respects the rule
of law, access to justice as well as
international human rights norms
and standards and its general and
sectoral law, including legislation
concerning public security,
defence and national security as
well as public order and criminal
law. The adoption of an adequacy
decision to a territory or a
specified sector in a third country
should take into account clear and
objective criteria , such as specific
processing activities and the scope
of applicable legal standards and
legislation in force in the third
country. The third country should
offer guarantees that ensure an
adequate level of protection in
particular when data are processed
in one or several specific sectors.
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In particular, the third country
should ensure effective data
protection supervision and should
provide for cooperation
mechanisms with the European
data protection authorities, and the
data subjects should be provided
with effective and enforceable
rights and effective administrative
and judicial redress.

(81a) Apart from the international
commitments the third country or
international organisation has
entered into, the Commission
should also take account of
obligations arising from the third
country’s or international
organisation’s participation in
multilateral or regional systems in
particular in relation to the
protection of personal data, as well
as the implementation of such
obligations. In particular the third
country’s accession to the Council
of Europe Convention of 28
January 1981 for the Protection of
Individuals with regard to the
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Automatic Processing of Personal
Data and its Additional Protocol
should be taken into account. The
Commission should consult with
the European Data Protection
Board when assessing the level of
protection in third countries or
international organisations.

(81b) The Commission should
monitor the functioning of
decisions on the level of protection
in a third country or a territory or
specified sector within a third
country, or an international
organisation, including decisions
adopted on the basis of Article
25(6) or Article 26 (4) of Directive
95/46/EC. The Commission should
evaluate, within a reasonable time,
the functioning of the latter
decisions and report any pertinent
findings to the Committee within
the meaning of Regulation (EU)
No 182/2011 as established under
this Regulation.
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Amendment 55

(82) The Commission may equally
recognise that a third country, or a
territory or a processing sector
within a third country, or an
international organisation offers no
adequate level of data protection.
Consequently the transfer of
personal data to that third country
should be prohibited. In that case,
provision should be made for
consultations between the
Commission and such third
countries or international

(82) The Commission may equally
recognise that a third country, or a
territory or a processing sector
within a third country, or an
international organisation offers no
adequate level of data protection.
Any legislation which provides for
extra-territorial access to personal
data processed in the Union
without authorisation under Union
or Member State law should be
considered as an indication of a
lack of adequacy. Consequently the

(82) The Commission may egually
recognise that a third country, or a
territory or a preeessing specified
sector within a third country, or an
international organisation effers no
longer ensures an adequate level of
data protection. Consequently the
transfer of personal data to that
third country or international
organisation should be prohibited,
unless the requirements of Articles
42 to 44 are fulfilled. In that case,
provision should be made for

organisations. transfer of personal data to that consultations between the
third country should be prohibited. | Commission and such third
In that case, provision should be countries or international
made for consultations between the | organisations. The Commission
Commission and such third should, in a timely manner, inform
countries or international the third country or international
organisations. organisation of the reasons and
enter into consultations with it in
order to remedy the situation.
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Amendment 56

(83) In the absence of an adequacy
decision, the controller or processor
should take measures to
compensate for the lack of data
protection in a third country by
way of appropriate safeguards for
the data subject. Such appropriate
safeguards may consist of making
use of binding corporate rules,
standard data protection clauses
adopted by the Commission,
standard data protection clauses
adopted by a supervisory authority
or contractual clauses authorised by
a supervisory authority, or other
suitable and proportionate
measures justified in the light of all
the circumstances surrounding a
data transfer operation or set of
data transfer operations and where
authorised by a supervisory
authority.

(83) In the absence of an adequacy
decision, the controller or processor
should take measures to
compensate for the lack of data
protection in a third country by way
of appropriate safeguards for the
data subject. Such appropriate
safeguards may consist of making
use of binding corporate rules,
standard data protection clauses
adopted by the Commission,
standard data protection clauses
adopted by a supervisory authority
or contractual clauses authorised by
a supervisory authority;-er-ether
) .
. e prof
I & ;
. &
peras
Lo i] ] ]
autherity. Those appropriate
safeguards should uphold a
respect of the data subject’s rights
adequate to intra-EU processing,
in particular relating to purpose
limitation, right to access,

(83) In the absence of an adequacy
decision, the controller or processor
should take measures to
compensate for the lack of data
protection in a third country by way
of appropriate safeguards for the
data subject. Such appropriate
safeguards may consist of making
use of binding corporate rules,
standard data protection clauses
adopted by the Commission,
standard data protection clauses
adopted by a supervisory authority
or ad hoc contractual clauses
authorised by a supervisory
authority, or other suitable and
proportionate measures justified in
the light of all the circumstances
surrounding a data transfer
operation or set of data transfer
operations and where authorised by
a supervisory authority. Those
safeguards should ensure
compliance with data protection
requirements and the rights of the
data subjects, including the right
to obtain effective administrative
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rectification, erasure and to claim
compensation. Those safeguards
should in particular guarantee the
observance of the principles of
personal data processing,
safeguard the data subject’s rights
and provide for effective redress
mechanisms, ensure the
observance of the principles of
data protection by design and by
default, guarantee the existence of
a data protection officer.

or judicial redress. They should
relate in particular to compliance
with the general principles relating
to personal data processing, the
availability of enforceable data
subject's rights and of effective
legal remedies and the principles
of data protection by design and by
default. Transfers may be carried
out also by public authorities or
bodies with public authorities or
bodies in third countries or with
international organisations with
corresponding duties or functions,
including on the basis of
provisions to be inserted into
administrative arrangements, such
as a memorandum of
understanding. The authorisation
of the competent supervisory
authority should be obtained when
the safeguards are adduced in non
legally binding administrative
arrangements.
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Amendment 57

(84) The possibility for the
controller or processor to use
standard data protection clauses
adopted by the Commission or by a
supervisory authority should
neither prevent the possibility for
controllers or processors to include
the standard data protection clauses
in a wider contract nor to add other
clauses as long as they do not
contradict, directly or indirectly,
the standard contractual clauses
adopted by the Commission or by a
supervisory authority or prejudice
the fundamental rights or freedoms
of the data subjects.

(84) The possibility for the
controller or processor to use
standard data protection clauses
adopted by the Commission or by a
supervisory authority should neither
prevent the possibility for
controllers or processors to include
the standard data protection clauses
in a wider contract nor to add other
clauses or supplementary
safeguards as long as they do not
contradict, directly or indirectly, the
standard contractual clauses
adopted by-the-Commisston-or by a
supervisory authority or prejudice
the fundamental rights or freedoms
of the data subjects. The standard
data protection clauses adopted by
the Commission could cover
different situations, namely
transfers from controllers
established in the Union to
controllers established outside the
Union and from controllers
established in the Union to
processors, including sub-

(84) The possibility for the
controller or processor to use
standard data protection clauses
adopted by the Commission or by a
supervisory authority should neither
prevent the possibility for
controllers or processors to include
the standard data protection clauses
in a wider contract, including in a
contract between the processor and
another processor, nor to add other
clauses or additional safeguards as
long as they do not contradict,
directly or indirectly, the standard
contractual clauses adopted by the
Commission or by a supervisory
authority or prejudice the
fundamental rights or freedoms of
the data subjects.
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processors, established outside the
Union. Controllers and processors
should be encouraged to provide
even more robust safeguards via
additional contractual
commitments that supplement
standard protection clauses.

Amendment 58

(85) A corporate group should be
able to make use of approved
binding corporate rules for its
international transfers from the
Union to organisations within the
same corporate group of
undertakings, as long as such
corporate rules include essential
principles and enforceable rights to
ensure appropriate safeguards for
transfers or categories of transfers
of personal data.

(85) A corporate group should be
able to make use of approved
binding corporate rules for its
international transfers from the
Union to organisations within the
same corporate group of
undertakings, as long as such
corporate rules include all essential
principles and enforceable rights to
ensure appropriate safeguards for
transfers or categories of transfers
of personal data

(85) A corporate group or a group
of enterprises engaged in a joint
economic activity should be able to
make use of approved binding
corporate rules for its international
transfers from the Union to
organisations within the same
corporate group of undertakings or
group of enterprises, as long as
such corporate rules include
essential principles and enforceable
rights to ensure appropriate
safeguards for transfers or
categories of transfers of personal
data.
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Amendment 59

(86) Provisions should be made for
the possibility for transfers in
certain circumstances where the
data subject has given his consent,
where the transfer is necessary in
relation to a contract or a legal
claim, where important grounds of
public interest laid down by Union
or Member State law so require or
where the transfer is made from a
register established by law and
intended for consultation by the
public or persons having a
legitimate interest. In this latter
case such a transfer should not
involve the entirety of the data or
entire categories of the data
contained in the register and, when
the register is intended for
consultation by persons having a
legitimate interest, the transfer
should be made only at the request
of those persons or if they are to be
the recipients.

(86) Provisions should be made for
the possibility for transfers in
certain circumstances where the
data subject has given his consent,
where the transfer is necessary in
relation to a contract or a legal
claim, where important grounds of
public interest laid down by Union
or Member State law so require or
where the transfer is made from a
register established by law and
intended for consultation by the
public or persons having a
legitimate interest. In this latter case
such a transfer should not involve
the entirety of the data or entire
categories of the data contained in
the register and, when the register is
intended for consultation by
persons having a legitimate interest,
the transfer should be made only at
the request of those persons or if
they are to be the recipients, taking
into full account the interests and
fundamental rights of the data
subject.

(86) Provisions should be made for
the possibility for transfers in
certain circumstances where the
data subject has given his explicit
consent, where the transfer is
neeessary occasional in relation to
a contract or a legal claim,
regardless of whether in a judicial
procedure or whether in an
administrative or any out-of-court
procedure, including procedures
before regulatory bodies. Provision
should also be made for the
possibility for transfers where
important grounds of public interest
laid down by Union or Member
State law so require or where the
transfer is made from a register
established by law and intended for
consultation by the public or
persons having a legitimate interest.
In this latter case such a transfer
should not involve the entirety of
the data or entire categories of the
data contained in the register and,
when the register is intended for
consultation by persons having a
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legitimate interest, the transfer
should be made only at the request
of those persons or if they are to be
the recipients.

Amendment 60

(87) These derogations should in
particular apply to data transfers
required and necessary for the
protection of important grounds of
public interest, for example in
cases of international data transfers
between competition authorities,
tax or customs administrations,
financial supervisory authorities,
between services competent for
social security matters, or to
competent authorities for the
prevention, investigation, detection
and prosecution of criminal
offences.

(87) These derogations should in
particular apply to data transfers
required and necessary for the
protection of important grounds of
public interest, for example in cases
of international data transfers
between competition authorities,
tax or customs administrations,
financial supervisory authorities,
between services competent for
social security matters or for public
health, or to competent public
authorities for the prevention,
investigation, detection and
prosecution of criminal offences,
including for the prevention of
money laundering and the fight
against terrorist financing. A
transfer of personal data should
equally be regarded as lawful
where it is necessary to protect an
interest which is essential for the

(87) These derogations rules should

in particular apply to data transfers
required and necessary for the
proeteetion-of important greunds
reasons of public interest, for
example in cases of international
data transfers-exchange between
competition authorities, tax or
customs administrations, between
financial supervisory authorities,
between services competent for
social security matters, or te
competent authorities for the
ioni iation.d .

| . S
offeneesfor public health, for

example in case of contact tracing
for contagious diseases or in order
to reduce and/or eliminate doping
in sport. A transfer of personal
data should equally be regarded as
lawful where it is necessary to
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personal data for such important
grounds of public interest should
only be used for occasional
transfers. In each and every case,
a careful assessment of all
circumstances of the transfer
should be carried out.

protect an interest which is
essential for the data subject’s or
another person’s vital interests,
including physical integrity or life,
if the data subject is incapable of
giving consent. In the absence of
an adequacy decision, Union law
or Member State law may, for
important reasons of public
interest, expressly set limits to the
transfer of specific categories of
data to a third country or an
international organization.
Member States should notify such
provisions to the Commission. Any
transfer to an international
humanitarian organisation, such
as a National Society of the Red
Cross or to the ICRC of personal
data of a data subject who is
physically or legally incapable of
giving consent, with the view to
accomplishing a task incumbent
upon the International Red Cross
and Red Crescent Movement
under the Geneva Conventions
and/or to work for the faithful
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application of international
humanitarian law applicable in
armed conflicts could be
considered as necessary for an
important reason of public interest
or being in the vital interest of the
data subject.

Amendment 61
(88) Transfers which cannot be (88) Fransters-which-ecannotbe (88) Transfers which cannot be
qualified as frequent or massive, guatftedastrequent-or-masstve; qualified as large scale or frequent
could also be possible for the could-alse-bepessible-forthe er-massive, could also be possible
purposes of the legitimate interests | purpeses-ofthelegitimate-interests | for the purposes of the legitimate
pursued by the controller or the pursued-by-the-controlerorthe interests pursued by the controller
processor, when they have assessed | proeessor;-when-they-have-assessed | or the processor, when they-have
all the circumstances surrounding | all-the-etreumstancessurrounding those interests are not overridden
the data transfer. For the purposes | the-data-transfer- For the purposes | by the interests or rights and

of processing for historical,
statistical and scientific research
purposes, the legitimate
expectations of society for an
increase of knowledge should be
taken into consideration.

of processing for historical,
statistical and scientific research
purposes, the legitimate
expectations of society for an
increase of knowledge should be
taken into consideration.

freedoms of the data subject and
when the controller or the
processor has assessed all the
circumstances surrounding the data
transfer. The controller or
processor should give particular
consideration to the nature of the
data, the purpose and duration of
the proposed processing operation
or operations, as well as the
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situation in the country of origin,
the third country and the country
of final destination, and adduced
suitable safeguards to protect
Jfundamental rights and freedoms
of natural persons with respect to
processing of their personal data.
For the purposes of processing for
historical, statistical and scientific
research purposes, the legitimate
expectations of society for an
increase of knowledge should be
taken into consideration. To assess
whether a transfer is large scale or
frequent the amount of personal
data and number of data subjects
should be taken into account and
whether the transfer takes place on
an occasional or regular basis.

Amendment 62

(89) In any case, where the
Commission has taken no decision
on the adequate level of data
protection in a third country, the
controller or processor should
make use of solutions that provide
data subjects with a guarantee that

(89) In any case, where the
Commission has taken no decision
on the adequate level of data
protection in a third country, the
controller or processor should make
use of solutions that provide data
subjects with a legally binding

(89) In any case, where the
Commission has taken no decision
on the adequate level of data
protection in a third country, the
controller or processor should make
use of solutions that provide data
subjects with a guarantee that they
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they will continue to benefit from
the fundamental rights and
safeguards as regards processing of
their data in the Union once this
data has been transferred.

guarantee that they will continue to
benefit from the fundamental rights
and safeguards as regards
processing of their data in the
Union once those data have been
transferred, to the extent that the
processing is not massive, not
repetitive and not structural. That
guarantee should include financial
indemnification in cases of loss or
unauthorised access or processing
of the data and an obligation,
regardless of national legislation,
to provide full details of all access
to the data by public authorities in
the third country.

will continue to benefit from the
fundamental rights and safeguards
as regards processing of their data
in the Union once this data has been
transferred.

Amendment 63

(90) Some third countries enact
laws, regulations and other
legislative instruments which
purport to directly regulate data
processing activities of natural and
legal persons under the jurisdiction
of the Member States. The
extraterritorial application of these
laws, regulations and other
legislative instruments may be in
breach of international law and
may impede the attainment of the
protection of individuals

(90) Some third countries enact
laws, regulations and other
legislative instruments which
purport to directly regulate data
processing activities of natural and
legal persons under the jurisdiction
of the Member States. The
extraterritorial application of these
laws, regulations and other
legislative instruments may be in
breach of international law and may
impede the attainment of the
protection of individuals guaranteed

(90) Some third countries enact
laws, regulations and other
legislative instruments which
purport to directly regulate data
processing activities of natural and
legal persons under the jurisdiction
of the Member States. The
extraterritorial application of these
laws, regulations and other
legislative instruments may be in
breach of international law and may
impede the attainment of the
protection of individuals guaranteed
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guaranteed in the Union by this in the Union by this Regulation. in the Union by this Regulation.
Regulation. Transfers should only | Transfers should only be allowed Transfers should only be allowed
be allowed where the conditions of | where the conditions of this where the conditions of this
this Regulation for a transfer to Regulation for a transfer to third Regulation for a transfer to third
third countries are met. This may countries are met. This may inter countries are met. This may inter
inter alia be the case where the alia be the case where the alia be the case where the
disclosure is necessary for an disclosure is necessary for an disclosure is necessary for an
important ground of public interest | important ground of public interest | important ground of public interest
recognised in Union law or in a recognised in Union law or in a recognised in Union law or in a
Member State law to which the Member State law to which the Member State law to which the
controller is subject. The conditions | controller is subject. The conditions | controller is subject. Fhe-conditions
under which an important ground under which an important ground of | underwhich-animpertantground-of
of public interest exists should be public interest exists should be pubhcinterestexistsshould-be
further specified by the further specified by the further specificd by the
Commission in a delegated act. Commission in a delegated act. In | Commission-ina-delegated-aet:

cases where controllers or

processors are confronted with

conflicting compliance

requirements between the

Jjurisdiction of the Union on the

one hand, and that of a third

country on the other, the

Commission should ensure that

Union law takes precedence at all

times. The Commission should

provide guidance and assistance to

the controller and processor, and it

should seek to resolve the

Jjurisdictional conflict with the

third country in question.
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(91) When personal data moves
across borders it may put at
increased risk the ability of
individuals to exercise data
protection rights in particular to
protect themselves from the
unlawful use or disclosure of that
information. At the same time,
supervisory authorities may find
that they are unable to pursue
complaints or conduct
investigations relating to the
activities outside their borders.
Their efforts to work together in
the cross-border context may also
be hampered by insufficient
preventative or remedial powers,
inconsistent legal regimes, and
practical obstacles like resource
constraints. Therefore, there is a
need to promote closer co-
operation among data protection
supervisory authorities to help
them exchange information and
carry out investigations with their
international counterparts.

(91) When personal data moves
across borders it may put at
increased risk the ability of
individuals to exercise data
protection rights in particular fo
protect themselves from the
unlawful use or disclosure 6f that
information. At the same time,
supervisory authorities may find
that they are unable to pursue
complaints or condu
investigations relating to the
activities outside their borders.
Their efforts to work together in the
cross-border conitext may also be
hampered by insufficient
preventative 60r remedial powers,
inconsistent legal regimes, and
practical gbstacles like resource
constraints. Therefore, there is a
need to/promote closer co-operation
among data protection supervisory
authOrities to help them exchange
information and carry out
investigations with their
international counterparts.

(91) When personal data moves
across borders outside the Union it
may put at increased risk the ability
of individuals to exercise data
protection rights in particular to
protect themselves from the
unlawful use or disclosure of that
information. At the same time,
supervisory authorities may find
that they are unable to pursue
complaints or conduct
investigations relating to the
activities outside their borders.
Their efforts to work together in the
cross-border context may also be
hampered by insufficient
preventative or remedial powers,
inconsistent legal regimes, and
practical obstacles like resource
constraints. Therefore, there is a
need to promote closer co-operation
among data protection supervisory
authorities to help them exchange
information and carry out
investigations with their
international counterparts.

10391/15

VH/np

DGD 2C

LIMITE

149
EN




For the purposes of developing
international co-operation
mechanisms to facilitate and
provide international mutual
assistance for the enforcement of
legislation for the protection of
personal data, the Commission
and the supervisory authorities
should exchange information and
cooperate in activities related to
the exercise of their powers with
competent authorities in third
countries, based on reciprocity and
in compliance with the provisions
of this Regulation, including those
laid down in Chapter V.

Amendment 64

(92) The establishment of
supervisory authorities in Member
States, exercising their functions
with complete independence, is an
essential component of the
protection of individuals with
regard to the processing of their
personal data. Member States may
establish more than one

(92) The establishment of
supervisory authorities in Member
States, exercising their functions
with complete independence, is an
essential component of the
protection of individuals with
regard to the processing of their
personal data. Member States may
establish more than one supervisory

(92) The establishment of
supervisory authorities in Member
States, empowered to perform their
tasks and exereising exercise their
funetions powers with complete
independence, is an essential
component of the protection of
individuals with regard to the
processing of their personal data.
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supervisory authority, to reflect
their constitutional, organisational
and administrative structure.

authority, to reflect their
constitutional, organisational and
administrative structure. An
authority shall have adequate
financial and personal resources
to fully carry out its role, taking
into account the size of the
population and the amount of
personal data processing.

Member States may establish more
than one supervisory authority, to
reflect their constitutional,
organisational and administrative
structure.

(92a) The independence of
supervisory authorities should not
mean that the supervisory
authorities cannot be subjected to
control or monitoring mechanism
regarding their financial
expenditure. Neither does it imply
that supervisory authorities cannot
be subjected to judicial review.

(93) Where a Member State
establishes several supervisory
authorities, it should establish by
law mechanisms for ensuring the
effective participation of those
supervisory authorities in the
consistency mechanism. That
Member State should in particular
designate the supervisory authority

(93) Where a Member State
establishes several supervisory
authorities, it should establish by
law mechanisms for ensuring the
effective participation of those
supervisory authorities in the
consistency mechanism. That
Member State should in particular
designate the supervisory authority

(93) Where a Member State
establishes several supervisory
authorities, it should establish by
law mechanisms for ensuring the
effective participation of those
supervisory authorities in the
consistency mechanism. That
Member State should in particular
designate the supervisory authority
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which functions as a single contact
point for the effective participation
of those authorities in the
mechanism, to ensure swift and
smooth co-operation with other
supervisory authorities, the
European Data Protection Board
and the Commission.

which functions as a single contact
point for the effective participation
of those authorities in the
mechanism, to ensure swift and
smooth co-operation with other
supervisory authorities, the
European Data Protection Board
and the Commission.

which functions as a single contact
point for the effective participation
of those authorities in the
mechanism, to ensure swift and
smooth co-operation with other
supervisory authorities, the
European Data Protection Board
and the Commission.

Amendment 65

(94) Each supervisory authority
should be provided with the
adequate financial and human
resources, premises and
infrastructure, which is necessary
for the effective performance of
their tasks, including for the tasks
related to mutual assistance and co-
operation with other supervisory
authorities throughout the Union.

(94) Each supervisory authority
should be provided with the
adequate financial and human
resources, paying particular
attention to ensuring adequate
technical and legal skills of staff,
premises and infrastructure, which
is necessary for the effective
performance of their tasks,
including for the tasks related to
mutual assistance and co-operation
with other supervisory authorities
throughout the Union.

(94) Each supervisory authority
should be provided with the
adeguate financial and human
resources, premises and
infrastructure, which is are
necessary for the effective
performance of their tasks,
including for the tasks related to
mutual assistance and co-operation
with other supervisory authorities
throughout the Union. Each
supervisory authority should have
a separate annual budget, which
may be part of the overall state or
national budget.
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Amendment 66

(95) The general conditions for the
members of the supervisory
authority should be laid down by
law in each Member State and
should in particular provide that
those members should be either
appointed by the parliament or the
government of the Member State,
and include rules on the personal
qualification of the members and
the position of those members.

(95) The general conditions for the
members of the supervisory
authority should be laid down by
law in each Member State and
should in particular provide that
those members should be either
appointed by the parliament or the
government of the Member State
taking due care to minimise the
possibility of political interference,
and include rules on the personal
qualification of the members, the
avoidance of conflicts of interest
and the position of those members.

(95) The general conditions for the
member or members of the
supervisory authority should be laid
down by law in each Member State
and should in particular provide
that those members should be either
appointed by the parliament and/or
the government or the head of
State of the Member State-and

mehuderotes-onthe-personal
qualification of the members and
the position ot those members or by
an independent body entrusted by
Member State law with the
appointment by means of a
transparent procedure. In order to
ensure the independence of the
supervisory authority, the member
or members should refrain from
any action incompatible with their
duties and should not, during their
term of office, engage in any
incompatible occupation, whether
gainful or not.
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(95a) Each supervisory authority
should be competent on the
territory of its own Member State
to exercise the powers and to
perform the tasks conferred on it
in accordance with this
Regulation. This should cover in
particular the processing in the
context of the activities of an
establishment of the controller or
processor on the territory of its
own Member State, the processing
of personal data carried out by
public authorities or private bodies
acting in the public interest,
processing affecting data subjects
on its territory or processing
carried out by a controller or
processor not established in the
European Union when targeting
data subjects residing in its
territory. This should include
dealing with complaints lodged by
a data subject, conducting
investigations on the application of
the Regulation, promoting public
awareness of the risks, rules,
safeguards and rights in relation
to the processing of personal data.
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(96) The supervisory authorities
should monitor the application of
the provisions pursuant to this
Regulation and contribute to its
consistent application throughout
the Union, in order to protect
natural persons in relation to the
processing of their personal data
and to facilitate the free flow of
personal data within the internal
market. For that purpose, the
supervisory authorities should co-
operate with each other and the
Commission.

(96) The supervisory authorities
should monitor the application o
the provisions pursuant to this
Regulation and contribute to its
consistent application throyghout
the Union, in order to protect
natural persons in relatjon to the
processing of their personal data
and to facilitate the free flow of
personal data within the internal
market. For thay/purpose, the
supervisory aythorities should co-
operate witly each other and the
Commissjon.

(96) The supervisory authorities
should monitor the application of
the provisions pursuant to this
Regulation and contribute to its
consistent application throughout
the Union, in order to protect
natural persons in relation to the
processing of their personal data
and to facilitate the free flow of
personal data within the internal
market. For that purpose, this
Regulation should oblige and
empower the supervisory
authorities shewld to co-operate
with each other and the
Commission, without the need for
any agreement between Member
States on the provision of mutual

assistance or on such cooperation.
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Amendment 67

(97) Where the processing of
personal data in the context of the
activities of an establishment of a
controller or a processor in the
Union takes place in more than one
Member State, one single
supervisory authority should be
competent for monitoring the
activities of the controller or
processor throughout the Union
and taking the related decisions, in
order to increase the consistent
application, provide legal certainty
and reduce administrative burden
for such controllers and processors.

(97) Where the processing of
personal data in the context of the
activities of an establishment of a
controller or a processor in the
Union takes place in more than one
Member State, one single
supervisory authority should be

; oring tl
aetivitiesof act as the single
contact point and the lead
authority responsible for
supervising the controller or
processor throughout the Union and
taking the related decisions, in
order to increase the consistent
application, provide legal certainty
and reduce administrative burden
for such controllers and processors.

(97) Where the processing of
personal data takes place in the
context of the activities of an
establishment of a controller or a
processor in the Union and the
controller or processor is
established takesplace in more
than one Member State, or where
processing taking place in the
context of the activities of aene
single supervisory authority should
| ; i 4

establishment of a controller or
processor in the Union
substantially affects or is likely to
substantially affect data subjects
in more than one Member State,
the supervisory authority for the
main establishment of the
controller or processor or for the
single establishment of the
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controller or processor should act
as lead authority. It should
cooperate with the other
authorities that are concerned,
because the controller or
processor has an establishment on
the territory of their Member
State, because data subjects
residing on their territory are
substantially affected, or because
a complaint has been lodged with
them. Also where a data subject
not residing in that Member State
has lodged a complaint, the
supervisory authority to which
such complaint has been lodged
should also be a concerned
supervisory authority. Within its
tasks to issue guidelines on any
question covering the application
of this Regulation, the European
Data Protection Board may issue
guidelines in particular on the
criteria to be taken into account in
order to ascertain whether the
processing in question
substantially affects data subjects
in more than one Member State
and on what constitutes a relevant
and reasoned objection.
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(97a) The lead authority should be
competent to adopt binding
decisions regarding measures
applying the powers conferred on
it in accordance with the
provisions of this Regulation. In its
capacity as lead authority, the
supervisory authority should
closely involve and coordinate the
concerned supervisory authorities
in the decision-making process. In
cases where the decisions is to
reject the complaint by the data
subject in whole or in part that
decision should be adopted by the
supervisory authority at which the
complaint has been lodged.

(97b) The decision should be
agreed jointly by the lead
supervisory authority and the
concerned supervisory authorities
and should be directed towards the
main or single establishment of the
controller or processor and be
binding on the controller and
processor. The controller or
processor should take the
necessary measures to ensure the
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compliance with this Regulation
and the implementation of the
decision notified by the lead
supervisory authority to the main
establishment of the controller or
processor as regards the
processing activities in the Union.

(97¢) Each supervisory authority
not acting as lead supervisory
authority should be competent to
deal with local cases where the
controller or processor is
established in more than one
Member State, but the subject
matter of the specific processing
concerns only processing carried
out in a single Member State and
involving only data subjects in that
single Member State, for example,
where the subject matter concerns
the processing of employees data
in the specific employment context
of a Member State. In such cases,
the supervisory authority should
inform the lead supervisory
authority without delay on this
matter. After being informed, the
lead supervisory authority should
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decide, whether it will deal with
the case within the one-stop-shop
mechanism or whether the
supervisory authority which
informed it should deal with the
case at local level. When deciding
whether it will deal with the case,
the lead supervisory authority
should take into account, whether
there is an establishment of the
controller or processor in the
Member State of the supervisory
authority which informed it, in
order to ensure effective
enforcement of a decision vis-a-vis
the controller or processor. Where
the lead supervisory authority
decides to deal with the case, the
supervisory authority which
informed it should have the
possibility to submit a draft for a
decision, of which the lead
supervisory authority should take
utmost account when preparing its
draft decision in the one-stop-shop
mechanism.
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Amendment 68

(98) The competent authority,
providing such one-stop shop,
should be the supervisory authority
of the Member State in which the
controller or processor has its main
establishment.

(98) The eompetent lead authority,
providing such one-stop shop,

should be the supervisory authority
of the Member State in which the
controller or processor has its main
establishment or its representative.
The European Data Protection
Board may designate the lead
authority through the consistency
mechanism in certain cases at the
request of a competent authority.

(98) The eompetent rules on the

lead supervisory authority,
providingsueh and the one-stop-
shop mechanism, should not apply
where the processing is carried out
by public authorities or private
bodies in the public interest. In
such cases be the only supervisory
authority competent to exercise the
powers conferred to it in
accordance with this Regulation
should be the supervisory authority
of the Member State where the
public authority or private body is
establishedim~which-the-controHer

oF processor has s main
establishment.

Amendment 69

(98a) Data subjects whose
personal data is are processed by a
data controller or processor in
another Member State should be
able to complain to the supervisory
authority of their choice. The lead
data protection authority should
coordinate its work with that of the
other authorities involved.
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(99) While this Regulation applies
also to the activities of national
courts, the competence of the
supervisory authorities should not
cover the processing of personal
data when courts are acting in their
judicial capacity, in order to
safeguard the independence of
judges in the performance of their
judicial tasks. However, this
exemption should be strictly
limited to genuine judicial
activities in court cases and not
apply to other activities where
judges might be involved in, in
accordance with national law.

(99) While this Regulation applies
also to the activities of national
courts, the competence of the
supervisory authorities shoytd not
cover the processing of pefsonal
data when courts are a¢ting in their
judicial capacity, in ofder to
safeguard the indepgendence of
judges in the performance of their
judicial tasks. However, this
exemption should be strictly limited
to genuing judicial activities in
court caSes and not apply to other
activifies where judges might be
iny6lved in, in accordance with
ational law.

deleted

(100) In order to ensure consistent
monitoring and enforcement of this
Regulation throughout the Union,
the supervisory authorities should
have in each Member State the
same duties and effective powers,
including powers of investigation,
legally binding intervention,
decisions and sanctions,
particularly in cases of complaints
from individuals, and to engage in
legal proceedings. Investigative
powers of supervisory authorities

(100) In order to ensure consisten
monitoring and enforcement of this
Regulation throughout the Urion,
the supervisory authorities’should
have in each Member Sfate the
same duties and effective powers,
including powers Of investigation,
legally binding/intervention,
decisions apd sanctions, particularly
in cases of complaints from
individdals, and to engage in legal
progeedings. Investigative powers
supervisory authorities as

(100) In order to ensure consistent
monitoring and enforcement of this
Regulation throughout the Union,
the supervisory authorities should
have in each Member State the
same duties fasks and effective
powers, including powers of
investigation, corrective powers
ocally bindine ot
deeistons and sanctions, and
authorisation and advisory powers,
particularly in cases of complaints
from individuals, and without
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as regards access to premises
should be exercised in conformity
with Union law and national law.
This concerns in particular the
requirement to obtain a prior
judicial authorisation.

regards access to premises should
be exercised in conformity with
Union law and national law. Thi
concerns in particular the
requirement to obtain a prior
judicial authorisation.

infringements of this Regulation to
prejudice to the powers of
prosecutorial authorities under
national law, to bring the attention
of the judicial authorities and/or to
engage in legal proceedings. Such
powers should also include the
power to forbid the processing on
which the authority is consulted.
Member States may specify other
tasks related to the protection of
personal data under this
Regulation. The powers of
supervisory authorities should be
exercised in conformity with
appropriate procedural safeguards
set out in Union law and national
law, impartially, fairly and within
a reasonable time. In particular
each measure should be
appropriate, necessary and
proportionate in view of ensuring
compliance with this Regulation,
taking into account the
circumstances of each individual
case, respect the right of every
person to be heard before any
individual measure which would
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affect him or her adversely is taken
and avoid superfluous costs and
excessive inconveniences for the

persons concerned. favestigative

Investigatory powers ef

supervisory-autherities-as regards

access to premises should be
exercised in eenfermity-accordance
with specific requirements in
national procedural law, such as

with-Untentaw-and-natienaldaw:
This concerns in particular the
requirement to obtain a prior
judicial authorisation. Each legally
binding measure of the supervisory
authority should be in writing, be
clear and unambiguous, indicate
the supervisory authority which
has issued the measure, the date of
issue of the measure, bear the
signature of the head, or a member
of the supervisory authority
authorised by him or her, give the
reasons for the measure, and refer
to the right of an effective remedy.
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This should not preclude
additional requirements pursuant
to national procedural law. The
adoption of such legally binding
decision implies that it may give
rise to judicial review in the
Member State of the supervisory
authority that adopted the
decision.

Amendment 70

(101) Each supervisory authority
should hear complaints lodged by
any data subject and should
investigate the matter. The
investigation following a complaint
should be carried out, subject to
judicial review, to the extent that is
appropriate in the specific case.
The supervisory authority should
inform the data subject of the
progress and the outcome of the

(101) Each supervisory authority
should hear complaints lodged by
any data subject or by associations
acting in the public interest and
should investigate the matter. The
investigation following a complaint
should be carried out, subject to
judicial review, to the extent that is
appropriate in the specific case. The
supervisory authority should inform
the data subject or the association

(101 & 101a) Each-Where the
supervisory authority sheuld-hear-to
which the complaints has been
lodged is not the lead supervisory
authority, the lead supervisory
authority should closely co-operate
with the supervisory authority to
which the complaint has been
lodged according to the provisions
on co-operation and consistency
laid down in this Regulation. In

complaint within a reasonable of the progress and the outcome of | such cases, by-any-datasubjeet-and
period. If the case requires further | the complaint within a reasonable shouldinvestigate-the-matter—The
investigation or coordination with | period. If the case requires further | investigationfollowing-acomplaint
another supervisory authority, investigation or coordination with should-be-ecarried-out; subjeetto
intermediate information should be | another supervisory authority, fadieralreviewto-theextent-thatis
given to the data subject. intermediate information should be | apprepriate-in-thespeeific-ease:
given to the data subject.
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Fhethe lead supervisory authority
should, when taking measures
intended to produce legal effects,
including the imposition of
administrative fines, take utmost
account of the view of the inform

the-data-subject-of the progress-and
the outcome of the complaint

. . : .
withif-a 1.eassﬂalelé pe S
@ 1,. . . | 5
supervisory authority;-intermediate
. E . ] ] ! ] gi“%ﬁ tB the

data-subjeet-to which the complaint
has been lodged and which should

remain competent to carry out any
investigation on the territory of its
own Member State in liaison with
the competent supervisory
authority.

(101b) The supervisory authority
receiving a complaint or detecting
or being informed otherwise of
situations that entail possible
infringements of the Regulation
should seek an amicable settlement
and, if this proves unsuccessful,
exercise its full range of powers in
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cases where another supervisory
authority should act as a lead
supervisory authority for the
processing activities of the
controller or processor but the
concrete subject matter of a
complaint or the possible
infringement concerns only
processing activities of the
controller or processor in the one
Member State where the complaint
has been lodged or the possible
infringement detected and the
matter does not substantially affect
or is not likely to substantially
affect data subjects in other
Member States. This should
include specific processing carried
out in the territory of the Member
State of the supervisory authority
or with regard to data subjects on
the territory of that Member State;
or to processing that is carried out
in the context of an offer of goods
or services specifically aimed at
data subjects in the territory of the
Member State of the supervisory
authority; or that has to be
assessed taking into account
relevant legal obligations under
national law.
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(102) Awareness raising activities
by supervisory authorities
addressed to the public should
include specific measures directed
at controllers and processors,
including micro, small and
medium-sized enterprises, as well
as data subjects.

(102) Awareness raising activitie
by supervisory authorities
addressed to the public shotld
include specific measyr€s directed
at controllers and processors,
including micro;small and
medium-sized enterprises, as well
as data subjects.

(102) Awareness raising activities
by supervisory authorities
addressed to the public should
include specific measures directed
at controllers and processors,
including micro, small and
medium-sized enterprises, as well
as data-subjeetsindividuals in
particular in the educational
context.

(103) The supervisory authorities
should assist each other in
performing their duties and provide
mutual assistance, so as to ensure
the consistent application and
enforcement of this Regulation in
the internal market.

(103) The supervisory authorities
should assist each other in
performing their duties and prgvide
mutual assistance, so as to efsure
the consistent application/and
enforcement of this Regulation in
the internal market.

(103) The supervisory authorities
should assist each other in
performing their duties-fasks and
provide mutual assistance, so as to
ensure the consistent application
and enforcement of this Regulation
in the internal market. Where a
supervisory authority requesting
mutual assistance, in the case of
no response of the requested
supervisory authority within one
month of receiving the request,
adopts a provisional measure, such
provisional measure should be
duly justified and only of a
temporary nature.
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(104) Each supervisory authority
should have the right to participate
in joint operations between
supervisory authorities. The
requested supervisory authority
should be obliged to respond to the
request in a defined time period.

(104) Each supervisory authority
should have the right to participate
in joint operations between
supervisory authorities. The
requested supervisory authority
should be obliged to respond to the
request in a defined time period.

(104) Each supervisory authority
should have the right to participate
in joint operations between
supervisory authorities. The
requested supervisory authority
should be obliged to respond to the
request in a defined time period.

Amendment 71

(105) In order to ensure the
consistent application of this
Regulation throughout the Union, a
consistency mechanism for co-
operation between the supervisory
authorities themselves and the
Commission should be established.
This mechanism should in
particular apply where a
supervisory authority intends to
take a measure as regards
processing operations that are
related to the offering of goods or
services to data subjects in several
Member States, , or to the
monitoring such data subjects, or
that might substantially affect the
free flow of personal data. It should
also apply where any supervisory
authority or the Commission

(105) In order to ensure the
consistent application of this
Regulation throughout the Union, a
consistency mechanism for co-
operation between the supervisory
authorities themselves and the
Commission should be established.
This mechanism should in
particular apply where a
supervisory authority intends to
take a measure as regards
processing operations that are
related to the offering of goods or
services to data subjects in several
Member States, or to the
monitoring of such data subjects, or
that might substantially affect the
free flow of personal data. It should
also apply where any supervisory
authority or the Commission

(105) In order to ensure the
consistent application of this
Regulation throughout the Union, a
consistency mechanism for co-
operation between the supervisory
authorities themselves-and-the
Cemmisston should be established.
This mechanism should in
particular apply where a
supervisory authority intends to
take-adopt a measure intended to
produce legal effects as regards
processing operations that-are

relatedto-the-etferineof soodsor

. i bi ; |
MemberStates—orto-the

. hd bieets,
that-might-which substantially
affect a significant number of data
subjects in several Member States.
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requests that the matter should be
dealt with in the consistency
mechanism. This mechanism
should be without prejudice to any
measures that the Commission may
take in the exercise of its powers
under the Treaties.

requests that the matter should be
dealt with in the consistency
mechanism. Furthermore, the data
subjects should have the right to
obtain consistency, if they deem a
measure by a Data Protection
Authority of a Member State has
not fulfilled this criterion. This
mechanism should be without
prejudice to any measures that the
Commission may take in the
exercise of its powers under the
Treaties.

the free flow ol personal data. It
should also apply where any

concerned supervisory authority or
the Commission requests that the
such matter should be dealt with in
the consistency mechanism. This
mechanism should be without
prejudice to any measures that the
Commission may take in the
exercise of its powers under the
Treaties.

(106) In application of the
consistency mechanism, the
European Data Protection Board
should, within a determined period
of time, issue an opinion, if a
simple majority of its members so
decides or if so requested by any
supervisory authority or the
Commission.

(106) In application of the
consistency mechanism, the
European Data Protection Boafd
should, within a determinedperiod
of time, issue an opinion, Af a
simple majority of its members so
decides or if so requested by any
supervisory authority or the
Commission.

(106) In application of the
consistency mechanism, the
European Data Protection Board
should, within a determined period
of time, issue an opinion, if a
stmple majority of its members so
decides or if so requested by any
concerned supervisory authority
concerned or the Commission. The
European Data Protection Board
should also be empowered to adopt
legally binding decisions in case of
disputes between supervisory
authorities. For that purposes it
should issue, in principle with a
two-third majority of its members,
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legally binding decisions in clearly
defined cases where there are
conflicting views among
supervisory authorities in
particular in the cooperation
mechanism between the lead
supervisory authority and
concerned supervisory authorities
on the merits of the case, notably
whether there is an infringement
of this Regulation or not.

Amendment 72

(106a) In order to ensure the
consistent application of this
Regulation, the European Data
Protection Board may in
individual cases adopt a decision
which is binding on the competent
supervisory authorities.

Amendment 73

(107) In order to ensure compliance | deleted deleted
with this Regulation, the
Commission may adopt an opinion
on this matter, or a decision,
requiring the supervisory authority
to suspend its draft measure.
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(108) There may be an urgent need
to act in order to protect the
interests of data subjects, in
particular when the danger exists
that the enforcement of a right of a
data subject could be considerably
impeded. Therefore, a supervisory
authority should be able to adopt
provisional measures with a
specified period of validity when
applying the consistency
mechanism.

(108) There may be an urgent ne
to act in order to protect the
interests of data subjects, i
particular when the dangef exists
that the enforcement of a right of a
data subject could be considerably
impeded. Therefore, a supervisory
authority should be able to adopt
provisionagl measures with a
specified period of validity when
applying the consistency
echanism.

(108) There may be an urgent need
to act in order to protect the rights
and freedoms interests of data
subjects, in particular when the
danger exists that the enforcement
of a right of a data subject could be
considerably impeded. Therefore, a
supervisory authority should be
able to adopt provisional measures
with a specified period of validity
when applying the consistency
mechanism.

(109) The application of this
mechanism should be a condition
for the legal validity and
enforcement of the respective

decision by a supervisory authority.

In other cases of cross-border
relevance, mutual assistance and
joint investigations might be
carried out between the concerned
supervisory authorities on a
bilateral or multilateral basis
without triggering the consistency
mechanism.

(109) The application of this
mechanism should be a conditig
for the legal validity and
enforcement of the respectiye
decision by a supervisory/authority.
In other cases of cross-Border
relevance, mutual asgistance and
joint investigations’might be carried
out between the £oncerned
supervisory aythorities on a
bilateral or ynultilateral basis
without tyiggering the consistency
mechandsm.

(109) The application of this
mechanism should be a condition

for the legalvalidityand

enforcement of the respective
deetston-lawfulness of a measure

intended to produce legal effects
by a supervisory authority in those
cases where its application is
mandatory. In other cases of cross-
border relevance, the co-operation
mechanism between the lead
supervisory authority and
concerned supervisory authorities
should be applied and mutual
assistance and joint i#rvestigations

operations might be carried out
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between the concerned supervisory
authorities on a bilateral or
multilateral basis without triggering
the consistency mechanism.

Amendment 74

(110) At Union level, a European
Data Protection Board should be
set up. It should replace the
Working Party on the Protection of
Individuals with Regard to the
Processing of Personal Data
established by Directive 95/46/EC.
It should consist of a head of a
supervisory authority of each
Member State and of the European
Data Protection Supervisor. The
Commission should participate in
its activities. The European Data
Protection Board should contribute
to the consistent application of this
Regulation throughout the Union,
including by advising the
Commission and promoting co-
operation of the supervisory
authorities throughout the Union.
The European Data Protection
Board should act independently
when exercising its tasks.

(110) At Union level, a European
Data Protection Board should be set
up. It should replace the Working
Party on the Protection of
Individuals with Regard to the
Processing of Personal Data
established by Directive 95/46/EC.
It should consist of a head of a
supervisory authority of each
Member State and of the European
Data Protection Supervisor. Fhe

. sionshould . i
ts-aetivities: The European Data
Protection Board should contribute
to the consistent application of this
Regulation throughout the Union,
including by advising the
Cemisston institutions of the
Union and promoting co-operation
of the supervisory authorities
throughout the Union, including
the coordination of joint
operations. The European Data

(110) In order to promote the
consistent application of this
Regulation, At Yntentevela the
European Data Protection Board
should be set up as an independent
body of the Union. To fulfil its
objectives, the European Data
Protection Board should have
legal personality. The European
Data Protection Board should be
represented by its Chair. 1t should
replace the Working Party on the
Protection of Individuals with
Regard to the Processing of
Personal Data established by
Directive 95/46/EC. It should
consist of a head of a supervisory
authority of each Member State or
his or her representative-and-of.
the The Commission and the
European Data Protection
Supervisor—Fhe-Commission
should participate in its activities
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Protection Board should act
independently when exercising its
tasks. The European Data
Protection Board should
strengthen the dialogue with
concerned stakeholders such as
data subjects’ associations,
consumer organisations, data
controllers and other relevant
stakeholders and experts.

without voting rights. The
European Data Protection Board
should contribute to the consistent
application of this Regulation
throughout the Union, including by
advising the Commission, in
particular on the level of
protection in third countries or
international organisations, and
promoting co-operation of the
supervisory authorities throughout
the Union. The European Data
Protection Board should act
independently when exercising its
tasks.

(110a) The European Data
Protection Board should be
assisted by a secretariat provided
by the secretariat of the European
Data Protection Supervisor. The
staff of the secretariat of the
European Data Protection
Supervisor involved in carrying
out the tasks conferred on the
European Data Protection Board
by this Regulation should perform
its tasks exclusively under the
instructions of, and report to the
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Chair of the European Data
Protection Board. Organisational
separation of staff should concern
all services needed for the
independent functioning of the
European Data Protection Board.

Amendment 75

(111) Every data subject should
have the right to lodge a complaint
with a supervisory authority in any
Member State and have the right to
a judicial remedy if they consider
that their rights under this
Regulation are infringed or where
the supervisory authority does not
react on a complaint or does not act
where such action is necessary to
protect the rights of the data
subject.

(111) Every-data Data subject

subjects should have the right to
lodge a complaint with a
supervisory authority in any
Member State and have the right to
a an effective judicial remedy in
accordance with Article 47 of the
Charter of Fundamental Rights if
they consider that their rights under
this Regulation are infringed or
where the supervisory authority
does not react on a complaint or
does not act where such action is
necessary to protect the rights of the
data subject.

(111) Every data subject should
have the right to lodge a complaint
with a supervisory authority, in
particular in the Member State of
his or her habitual residence,n
any-Member-State and have the
right to an effective judicial remedy
in accordance with Article 47 of
the Charter of Fundamental
Rights if the data subject ithey
considers that their-his or her rights
under this Regulation are infringed
or where the supervisory authority
does not react on a complaint,
partially or wholly rejects or
dismisses a complaint or does not
act where such action is necessary
to protect the rights of the data
subject. The investigation
following a complaint should be
carried out, subject to judicial
review, to the extent that is
appropriate in the specific case.
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The supervisory authority should
inform the data subject of the
progress and the outcome of the
complaint within a reasonable
period. If the case requires further
investigation or coordination with
another supervisory authority,
intermediate information should
be given to the data subject. In
order to facilitate the submission
of complaints, each supervisory
authority should take measures
such as providing a complaint
submission form which can be
completed also electronically,
without excluding other means of
communication.

Amendment 76

(112) Any body, organisation or
association which aims to protects
the rights and interests of data
subjects in relation to the protection
of their data and is constituted
according to the law of a Member
State should have the right to lodge
a complaint with a supervisory
authority or exercise the right to a
judicial remedy on behalf of data

(112) Any body, organisation or
association which aims-te-proteets
be ril L cd

b L cola | .
oftheir-data acts in the public

interest and is constituted according
to the law of a Member State
should have the right to lodge a
complaint with a supervisory
authority on behalf of data subjects

(112) Where a data subject
considers that his or her rights
under this Regulation are
infringed, he or she should have
the right to mandate aAxwy body,
organisation or association which
aims to protects the rights and
interests of data subjects in relation
to the protection of their data and is
constituted according to the law of
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subjects, or to lodge, independently
of a data subject's complaint, an
own complaint where it considers
that a personal data breach has
occurred.

with their consent or exercise the
right to a judicial remedy en-behalf
of if mandated by the data
subjeetssubject, or to lodge,
independently of a data subject's
complaint, an own complaint where
it considers that a persenal-data
breach of this Regulation has
occurred.

a Member State;should-have-the
right to lodge a complaint on his or
her behalf with a supervisory
authority or exercise the right to a
judicial remedy on behalf of data
subjects. Member States may
provide that such a body,
organisation or association should
have the right;-ex to lodge,
independently of a data subject's
mandate, in such Member State a
complaint, and/or have the right to
an ewn-effective judicial remedy
complaint-where it has reasons to
considers that the rights of a data
subject have been infringed as a
result of the processing of a
personal data breach-has-oceurred
which is not in compliance with
this Regulation. This body,
organisation or association may
not be allowed to claim
compensation on a data subject's
behalf.
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(113) Each natural or legal person
should have the right to a judicial
remedy against decisions of a
supervisory authority concerning
them. Proceedings against a
supervisory authority should be
brought before the courts of the
Member State, where the
supervisory authority is
established.

(113) Each natural or legal person
should have the right to a judicial
remedy against decisions of a
supervisory authority concerni
them. Proceedings against a
supervisory authority should/be
brought before the courts of the
Member State, where the

supervisory authority is ¢stablished.

(113) Eaeh Any natural or legal
person shewld-have has the right to
bring an action for annulment of
decisions of the European Data
Protection Board before the Court
of Justice of the European Union
(the “Court of Justice”) under the
conditions provided for in Article
263 TFEU. As addressees of such
decisions, the concerned
supervisory authorities who wish
to challenge them, have to bring
action within two months of their
notification to them, in accordance
with Article 263 TFEU. Where
decisions of the European Data
Protection Board are of direct and
individual concern to a controller,
processor or the complainant, the
latter may bring an action for
annulment against those decisions
and they should do so within two
months of their publication on the
website of the European Data
Protection Board, in accordance
with Article 263 TFEU. Without
prejudice to this right under
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Article 263 TFEU, each natural or
legal person should have an
effective judicial remedy before the
competent national court against a
decisions of a supervisory authority
which produces legal effects
concerning themthis person.

Such a decision concerns in
particular the exercise of
investigative, corrective and
authorisation powers by the
supervisory authority or the
dismissal or rejection of
complaints. However, this right
does not encompass other
measures of supervisory
authorities which are not legally
binding, such as opinions issued
by or advice provided by the
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supervisory authority. Proceedings
against a supervisory authority
should be brought before the courts
of the Member State, where the
supervisory authority is established
and should be conducted in
accordance with the national
procedural law of that Member
State. Those courts should exercise
full jurisdiction which should
include jurisdiction to examine all
questions of fact and law relevant
to the dispute before it. Where a
complaint has been rejected or
dismissed by a supervisory
authority, the complainant may
bring proceedings to the courts in
the same Member State. In the
context of judicial remedies
relating to the application of this
Regulation, national courts which
consider a decision on the question
necessary to enable them to give
judgment, may, or in the case
provided for in Article 267 TFEU,
must, request the Court of Justice
to give a preliminary ruling on the
interpretation of Union law
including this Regulation.
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Furthermore, where a decision of
a supervisory authority
implementing a decision of the
European Data Protection Board
is challenged before a national
court and the validity of the
decision of the European Data
Protection Board is at issue, that
national court does not have the
power to declare the European
Data Protection Board's decision
invalid but must refer the question
of validity to the Court of Justice
in accordance with Article 267
TFEU as interpreted by the Court
of Justice in the Foto-frost case’ ,
whenever it considers the decision
invalid. However, a national court
may not refer a question on the
validity of the decision of the
European Data Protection Board
at the request of a natural or legal
person which had the opportunity
to bring an action for annulment
of that decision, in particular if it
was directly and individually
concerned by that decision, but
had not done so within the period
laid down by Article 263 TFEU.

7 Case C-314/85

10391/15

VH/np
DGD 2C

LIMITE

181
EN




(113a) Where a court seized with a
proceeding against a decision of a
supervisory authority has reason to
believe that proceedings
concerning the same processing
such as the same subject matter as
regards processing of the same
controller or processor activities or
the same cause of action are
brought before a competent court
in another Member State, it should
contact that court in order to
confirm the existence of such
related proceedings. If related
proceedings are pending before a
court in another Member State,
any court other than the court first
seized may stay its proceedings or
may, on request of one of the
parties, decline jurisdiction in
Javour of the court first seized if
the latter has jurisdiction over the
proceedings in question and its law
permits the consolidation of such
related proceedings. Proceedings
are deemed to be related where
they are so closely connected that
it is expedient to hear and
determine them together to avoid
the risk of irreconcilable
judgments resulting from separate
proceedings.
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Amendment 77
(114) In order to strengthen the (114) In order to strengthen the deleted
judicial protection of the data judicial protection of the data
subject in situations where the subject in situations where the
competent supervisory authority is | competent supervisory authority is
established in another Member established in another Member
State than the one where the data State than the one where the data
subject is residing, the data subject | subject is residing, the data subject
may request any body, organisation | may reguest mandate any body,
or association aiming to protect the | organisation or association airing
rights and interests of data subjects | te-protecttherightsand-interests-of
in relation to the protection of their | data-subjeets-inrelationto-the
data to bring on the data subject's : i acting in
behalf proceedings against that the public interest to bring en-the
supervisory authority to the data-subjeet'sbehalf proceedings
competent court in the other against that supervisory authority to
Member State. the competent court in the other
Member State.
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Amendment 78
(115) In situations where the (115) In situations where the deleted
competent supervisory authority competent supervisory authority
established in another Member established in another Member
State does not act or has taken State does not act or has taken
insufficient measures in relation to | insufficient measures in relation to
a complaint, the data subject may a complaint, the data subject may
request the supervisory authority in | request the supervisory authority in
the Member State of his or her the Member State of his or her
habitual residence to bring habitual residence to bring
proceedings against that proceedings against that
supervisory authority to the supervisory authority to the
competent court in the other competent court in the other
Member State. The requested Member State. This does not apply
supervisory authority may decide, | to non-EU residents. The requested
subject to judicial review, whether | supervisory authority may decide,
it is appropriate to follow the subject to judicial review, whether
request or not. it is appropriate to follow the
request or not.
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Amendment 79

(116) For proceedings against a
controller or processor, the plaintiff
should have the choice to bring the
action before the courts of the
Member States where the controller
or processor has an establishment
or where the data subject resides,
unless the controller is a public
authority acting in the exercise of
its public powers.

(116) For proceedings against a
controller or processor, the plaintiff
should have the choice to bring the
action before the courts of the
Member States where the controller
or processor has an establishment
ot, in case of EU residence, where
the data subject resides, unless the
controller is a public authority of
the Union or a Member State
acting in the exercise of its public
powers.

(116) For proceedings against a
controller or processor, the plaintiff
should have the choice to bring the
action before the courts of the
Member States where the controller
or processor has an establishment
or where the data subject resides,
unless the controller is a public
authority acting in the exercise of
its public powers.

(117) Where there are indications (117) Where there are indications deleted

that parallel proceedings are that parallel proceedings are

pending before the courts in pending before the courts in

different Member States, the courts | different Member States, the courts

should be obliged to contact each should be obliged to confact each

other. The courts should have the other. The courts should have the

possibility to suspend a case where | possibility to suspefid a case where

a parallel case is pending in another | a parallel case ig’pending in another

Member State. Member States Member Statg” Member States

should ensure that court actions, in | should ensufte that court actions, in

order to be effective, should allow | order to Be effective, should allow

the rapid adoption of measures to the rapid adoption of measures to

remedy or prevent an infringement | remédy or prevent an infringement

of this Regulation. this Regulation.
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Amendment 80

(118) Any damage which a person
may suffer as a result of unlawful
processing should be compensated
by the controller or processor, who
may be exempted from liability if
they prove that they are not
responsible for the damage, in
particular where he establishes
fault on the part of the data subject
or in case of force majeure.

(118) Any damage, whether
pecuniary or not, which a person
may suffer as a result of unlawful
processing should be compensated
by the controller or processor, who
may be exempted from liability
only if they-prove he proves that
they-are he is not responsible for
the damage, in particular where he
establishes fault on the part of the
data subject or in case of force
majeure.

(118) Any damage which a person
may suffer as a result of vnlawsful
processing that is not in
compliance with this Regulation
should be compensated by the
controller or processor, who may
should be exempted from liability
if they prove that they are not in
any way responsible for the
damage;-in-partienlar-where-he
establishes fault on the part of the
datisubiectortircaseofHoree
majeure. The concept of damage
should be broadly interpreted in
the light of the case law of the
Court of Justice of the European
Union in a manner which fully
reflects the objectives of this
Regulation. This is without

prejudice to any claims for damage

deriving from the violation of
other rules in Union or Member
State law.

When reference is made to a
processing that is not in
compliance with this Regulation it
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also covers processing that is not
in compliance with delegated and
implementing acts adopted in
accordance with this Regulation
and national law specifying rules
of this Regulation.

Data subjects should receive full
and effective compensation for the
damage they have suffered. Where
controllers or processors are
involved in the same processing
each controller or processor
should be held liable for the entire
damage. However, where they are
joined to the same judicial
proceedings, in accordance with
national law, compensation may
be apportioned according to the
responsibility of each controller or
processor for the damage caused
by the processing, provided that
full and effective compensation of
the data subject who suffered the
damage is ensured. Any controller
or processor who has paid full
compensation, may subsequently
institute recourse proceedings
against other controllers or
processors involved in the same
processing.
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(118a) Where specific rules on
Jjurisdiction are contained in this
Regulation, in particular as
regards proceedings seeking a
judicial remedy including
compensation, against a controller
or processor, general jurisdiction
rules such as those of Regulation
(EU) No 1215/2012 should not
prejudice the application of such
specific rules.

(118b) In order to strengthen the
enforcement of the rules of this
Regulation, penalties and
administrative fines may be
imposed for any infringement of
the Regulation, in addition to, or
instead of appropriate measures
imposed by the supervisory
authority pursuant to this
Regulation. In a case of a minor
infringement or if the fine likely to
be imposed would constitute a
disproportionate burden to a
natural person, a reprimand may
be issued instead of a fine. Due
regard should however be given to
the nature, gravity and duration of
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the infringement, the intentional
character of the infringement,
actions taken to mitigate the
damage suffered, degree of
responsibility or any relevant
previous infringements, the
manner in which the infringement
became known to the supervisory
authority, compliance with
measures ordered against the
controller or processor, adherence
to a code of conduct and any other
aggravating or mitigating factor.

The imposition of penalties and
administrative fines should be
subject to adequate procedural
safeguards in conformity with
general principles of Union law
and the Charter of Fundamental
Rights, including effective judicial
protection and due process. Where
the national law of a Member State
does not provide for administrative
fines, such Member State may
abstain from providing
administrative fines for
infringements of this Regulation
that are already subject to criminal
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sanctions in their national law
ensuring that these criminal
sanctions are effective,
proportionate and dissuasive,
taking into account the level of
administrative fines provided for in
this Regulation.

Amendment 81

(119) Penalties should be imposed
to any person, whether governed by
private or public law, who fails to
comply with this Regulation.
Member States should ensure that
the penalties should be effective,
proportionate and dissuasive and
should take all measures to
implement the penalties.

(119) Penalties should be imposed
to any person, whether governed by
private or public law, who fails to
comply with this Regulation.
Member States should ensure that
the penalties should be effective,
proportionate and dissuasive and
should take all measures to
implement the penalties. The rules
on penalties should be subject to
appropriate procedural safeguards
in conformity with the general
principles of Union law and the
Charter-of Fundamental Rights,
including those concerning the
right to an effective judicial
remedy, due process and the
principle of ne bis in idem.

(119) Member States may lay down
the rules on criminal sanctions for
infringements of this Regulation,
including for infringements of
national rules adopted pursuant to
and within the limits of Penalties
should-be-imposed-to-any-person;
whethergoverned-byprivateor
pubhetawwhefatsto-comphy
with this Regulation. These
criminal sanctions may also allow
for the deprivation of the profits
obtained through infringements of
this Regulation. However, the
imposition of criminal sanctions
for infringements of such national

rules and of administrative
sanctions Member-Statesshould

enstre-thatthepenabtes should be
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ive, .
L el i] bould take all
meastres-to-tnplementthe
penalties-not lead to the breach of
the principle of ne bis in idem, as
interpreted by the Court of Justice.

Amendment 82

(119a) In applying penalties,
Member States should show full
respect for appropriate procedural
safeguards, including the right to
an effective judicial remedy, due
process, and the principle of ne bis
in idem.

(120) In order to strengthen and
harmonise administrative sanctions
against infringements of this
Regulation, each supervisory
authority should have the power to
sanction administrative offences.
This Regulation should indicate
these offences and the upper limit
for the related administrative fines,
which should be fixed in each
individual case proportionate to the
specific situation, with due regard
in particular to the nature, gravity
and duration of the breach.

(120) In order to strengthen and
harmonise administrative sanctjons
against infringements of this
Regulation, each supervisofy
authority should have th¢ power to
sanction administratiye offences.
This Regulation shduld indicate
these offences and the upper limit
for the related’administrative fines,
which showtd be fixed in each
individual case proportionate to the
specifi€ situation, with due regard
in particular to the nature, gravity
d duration of the breach.

(120) In order to strengthen and
harmonise administrative sanetions
penalties against infringements of
this Regulation, each supervisory
authority should have the power to
impose sanetion-administrative
offeneesfines. This Regulation
should indicate these-offencesand,
the upper limit and criteria for
fixing the related administrative
fines, which should be fixed
determined by the competent
supervisory authority in each
individual case, taking into
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The consistency mechanism may
also be used to cover divergences
in the application of administrative
sanctions.

The consistency mechanism may
also be used to cover divergences i
the application of administrative
sanctions.

account all relevant circumstances
of prepertienate-te the specific
situation, with due regard in
particular to the nature, gravity and
duration of the breach and of its
consequences and the measures
taken to ensure compliance with
the obligations under the
Regulation and to prevent or
mitigate the consequences of the
infringement. Where the fines are
imposed on persons that are not a
commercial undertaking, the
supervisory authority should take
account of the general level of
income in the Member State in
considering the appropriate
amount of fine. The consistency
mechanism may also be used to
promote a consistent eover
divergeneesin-the-application of
administrative sanetionsfines. It
should be for the Member States to
determine whether and to which
extent public authorities should be
subject to administrative fines.
Imposing an administrative fine or
giving a warning does not affect
the application of other powers of
the supervisory authorities or of
other sanctions under the
Regulation.
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(120a) Where this Regulation does
not harmonise administrative
penalties or where necessary in
other cases, for example in cases
of serious infringements of the
Regulation, Member States should
implement a system which provides
for effective, proportionate and
dissuasive penalties. The nature of
such penalties (criminal or
administrative) should be
determined by national law.

Amendment 83
(121) The processing of personal (121) Fhe-proeessing-ofpersonal (121) Member States law should
data solely for journalistic data solely for journalistic reconcile the rules governing
purposes, or for the purposes of purpeses-orfor-the-purposes-of freedom of expression and
artistic or literary expression should | artistic-ortiterary-expressionshould | information, including
qualify for exemption from the i ton Whenever Jjournalistic, academic, artistic and

requirements of certain provisions
of this Regulation in order to
reconcile the right to the protection
of personal data with the right to
freedom of expression, and notably
the right to receive and impart
information, as guaranteed in

necessary, exemptions or
derogations from the requirements
of certain provisions of this
Regulation for the processing of
personal data should be provided
for in order to reconcile the right to
the protection of personal data with

or literary expression with the
right to the protection of personal
data pursuant to this Regulation.
The processing of personal data
solely for journalistic purposes, or
for the purposes of academic,
artistic or literary expression should

particular by Article 11 of the the right to freedom of expression, | be subject to qualifyforexemption
and notably the right to receive and | frem-the requirements-ofeertain
impart information, as guaranteed provistons-of this Regulationin
in particular by Article 11 of the otdertoreconetetherishtto-the
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Charter of Fundamental Rights of
the European Union. This should
apply in particular to processing of
personal data in the audiovisual
field and in news archives and press
libraries. Therefore, Member States
should adopt legislative measures,
which should lay down exemptions
and derogations which are
necessary for the purpose of
balancing these fundamental rights.
Such exemptions and derogations
should be adopted by the Member
States on general principles, on the
rights of the data subject, on
controller and processor, on the
transfer of data to third countries or
international organisations, on the
independent supervisory authorities
and on co-operation and
consistency. This should not,
however, lead Member States to lay
down exemptions from the other
provisions of this Regulation. In
order to take account of the
importance of the right to freedom
of expression in every democratic
society, it is necessary to interpret
notions relating to that freedom,
such as journalism, broadly.
Therefore, Member States should
classify activities as ‘journalistic’

Charterof Fundamental Rights of
o This cheuld

e pean | i :
freld-and-mrewsarehivesd-press
hibraries: Therefore, Member States
should adopt legislative measures,
which should lay down exemptions
and derogations which are
necessary for the purpose of
balancing these fundamental rights.
Such exemptions and derogations
should be adopted by the Member
States on general principles, on the
rights of the data subject, on
controller and processor, on the
transfer of data to third countries or
international organisations, on the
independent supervisory
authorities, and on co-operation and
consistency and on specific data
processing situations. This should
not, however, lead Member States
to lay down exemptions from the
other provisions of this Regulation.
In order to take account of the
importance of the right to freedom
of expression in every democratic
society, it is necessary to interpret
notions relating to that freedom;

such-as-journakism; broadly-
Therefore; Member-States-should

Charterof Fundamental Rightsof
the EurepeanUnion-: derogations
or exemptions from certain
provisions of this Regulation if
necessary to reconcile the right to
the protection of personal data,
with the right to freedom of
expression and information, as
guaranteed by Article 11 of the
Charter of Fundamental Rights of
the European Union. This should
apply in particular to processing of
personal data in the audiovisual
field and in news archives and press
libraries. Therefore, Member States
should adopt legislative measures,
which should lay down exemptions
and derogations which are
necessary for the purpose of
balancing these fundamental rights.
Such exemptions and derogations
should be adopted by the Member
States on general principles, on the
rights of the data subject, on
controller and processor, on the
transfer of data to third countries or
international organisations, on the
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for the purpose of the exemptions " istic” independent supervisory authorities
and derogations to be laid down for the purposc of the exemptions and on co-operation and
under this Regulation if the object | and-derogationsto-belaid-down consistency. In case these
of these activities is the disclosure | underthis Regulationifthe-objeet | exemptions or derogations differ
to the public of information, ofthese to cover all activities is Jrom one Member State to another,
opinions or ideas, irrespective of which aim at the disclosure to the | the national law of the Member
the medium which is used to public of information, opinions or | State to which the controller is
transmit them. They should not be | ideas, irrespective of the medium subject should apply. This-should
limited to media undertakings and which is used to transmit them, also | net-howeverlead Member-States
may be undertaken for profit- taking into account technological | tolay-down-exemptionsfrom-the
making or for non-profit making development. They should not be otherprovisions-of this Regulation:
purposes. limited to media undertakings and | In-erderto-take-accountofthe
may be undertaken for profit- Hhportatec-obtherishttotrecdont
making or for non-profit making of expression in every democratic
purposes. soctety. His fecessary to interpret
: . ’
B as i gl‘ broadly.
Therefore. Member States should
for the purposc of the exemptions
and-derogationsto-betaid-down
el ities is the disc]
. . (o,
T . i’ :
]f 5 hich f |
i 0
Limited 5 ) tertaki |
may-be-undertakentorprofit-
making or for non-profit making
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purpeses:In order to take account
of the importance of the right to
freedom of expression in every
democratic society, it is necessary
to interpret notions relating to that
freedom, such as journalism,
broadly.

(121a) This Regulation allows the
principle of public access to
official documents to be taken
into account when applying the
provisions set out in this
Regulation. Public access to
official documents may be
considered as a public interest.
Personal data in documents held
by a public authority or a public
body should be able to be
publicly disclosed by this
authority or body if the
disclosure is provided for by
Union law or Member State law
to which the public authority or
public body is subject. Such laws
should reconcile public access to
official documents and the reuse
of public sector information with
the right to the protection of
personal data and may therefore
provide for the necessary
derogations from the rules of this
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regulation. The reference to
public authorities and bodies
should in this context include all
authorities or other bodies
covered by Member State law on
public access to documents.
Directive 2003/98/EC of the
European Parliament and of the
Council of 17 November 2003 on
the re-use of public sector
information leaves intact and in
no way affects the level of
protection of individuals with
regard to the processing of
personal data under the
provisions of Union and national
law, and in particular does not
alter the obligations and rights
set out in this Regulation. In
particular, that Directive should
not apply to documents access to
which is excluded or restricted by
virtue of the access regimes on
the grounds of protection of
personal data, and parts of
documents accessible by virtue of
those regimes which contain
personal data the re-use of which
has been defined by law as being
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incompatible with the law
concerning the protection of
individuals with regard to the
processing of personal data.

(122) The processing of personal (122) The processing of personal deleted

data concerning health, as a special | data concerning health, as a speci

category of data which deserves category of data which deserves

higher protection, may often be higher protection, may often b

justified by a number of legitimate | justified by a number of legitirhate

reasons for the benefit of reasons for the benefit of

individuals and society as a whole, | individuals and society as @ whole,

in particular in the context of in particular in the context of

ensuring continuity of cross-border | ensuring continuity of cyoss-border

healthcare. Therefore this healthcare. Therefore this

Regulation should provide for Regulation should prgvide for

harmonised conditions for the harmonised conditighs for the

processing of personal data processing of persgnal data

concerning health, subject to concerning healtli, subject to

specific and suitable safeguards so | specific and suifable safeguards so

as to protect the fundamental rights | as to protect the fundamental rights

and the personal data of individuals. | and the persghal data of individuals.

This includes the right for This includes the right for

individuals to have access to their individuals to have access to their

personal data concerning their personal/data concerning their

health, for example the data in their | health,for example the data in their

medical records containing such medigal records containing such

information as diagnosis, infofmation as diagnosis,

examination results, assessments by | exgmination results, assessments by

treating physicians and any tyeating physicians and any

treatment or interventions provided. | freatment or interventions provided.

10391/15 VH/np 198

DGD 2C LIMITE EN




Amendment 84

(122a) A professional who
processes personal data
concerning health should receive,
if possible, anonymised or
pseudonymised data, leaving the
knowledge of the identity only to
the General general Practitioner
practitioner or to the Speeialist
specialist who has requested such
data processing.

Amendment 85
(123) The processing of personal (123) The processing of personal deleted
data concerning health may be data concerning health may be
necessary for reasons of public necessary for reasons of public
interest in the areas of public interest in the areas of public
health, without consent of the data | health, without consent of the data
subject. In that context, ‘public subject. In that context, ‘public
health’ should be interpreted as health’ should be interpreted as
defined in Regulation (EC) No defined in Regulation (EC) No
1338/2008 of the European 1338/2008 of the European
Parliament and of the Council of 16 | Parliament and of the Council’ef1+6
December 2008 on Community Pecember2008-on-Community
statistics on public health and statisties-onpublic-health-and
health and safety at work, meaning | health-and-safetyat-werk, meaning
all elements related to health, all elements related to health,
namely health status, including namely health status, including
morbidity and disability, the morbidity and disability, the
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determinants having an effect on
that health status, health care needs,
resources allocated to health care,
the provision of, and universal
access to, health care as well as
health care expenditure and
financing, and the causes of
mortality. Such processing of
personal data concerning health for
reasons of public interest should not
result in personal data being
processed for other purposes by
third parties such as employers,
insurance and banking companies.

determinants having an effect on
that health status, health care needs,
resources allocated to health care,
the provision of, and universal
access to, health care as well as
health care expenditure and
financing, and the causes of
mortality. Sueh-proeessing-of
personal data concerning health for

™ Regulation (EC) No 1338/2008
of the European Parliament and of
the Council of 16 December 2008
on Community statistics on public
health and health and safety at
work (OJ L 354, 31.12.2008, p.

70).
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Amendment 86

123a) The processing of personal
data concerning health, as a
special category of data, may be
necessary for reasons of historical,
statistical or scientific research.
Therefore this Regulation foresees
an exemption from the
requirement of consent in cases of
research that serves a high public
interest.

Amendment 87

(124) The general principles on the | (124) The general principles on the | (124) Fhe-general-prineiples-en-the
protection of individuals with protection of individuals with proteetton-otdividualswith
regard to the processing of personal | regard to the processing of personal | regard-te-theprocessingofpersonal
data should also be applicable to the | data should also be applicable to the | datashould-also-be-applicable-to-the
employment context. Therefore, in | employment and the social security | employmentecontext—Thereforein
order to regulate the processing of | context. Therefore,in-order order to regulate the processing of
employees' personal data in the Member States should be able to employees-personal-datain-the
employment context, Member regulate the processing of employmenteontext—Member
States should be able, within the employees' personal data in the Statesshould-be-ablewithin-the
limits of this Regulation, to adopt employment and the processing of | Limits-ofthisRegulation; to-adopt
by law specific rules for the personal data in the social security | bylaw-speeificrulesforthe
processing of personal data in the context in accordance with the processtg-of personal-datatnthe
employment sector. rules and minimum standards set | employmentseetor- National law
out in, Member States should be or collective agreements (including
ablewithin-the Hmits-of this 'works agreements'’) may provide
Regulation;te-adept-bylaw-speeifie | for specific rules on the
10391/15 VH/np
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ralesfor. Where a statutory basis is
provided in the Member State in
question for the regulation of
employment matters by agreement
between employee representatives
and the management of the
undertaking or the controlling
undertaking of a group of
undertakings (collective
agreement) or under Directive
2009/38/EC of the European
Parliament and of the Council’,
the processing of personal data in
the-an employment-seeter context
may also be regulated by such an
agreement.

I Directive 2009/38/EC of the
European Parliament and of the
Council of 6 May 2009 on the
establishment of a European
Works Council or a procedure in
Community-scale undertakings
and Community-scale groups of
undertakings for the purposes of
informing and consulting
employees (OJ L 122, 16.5.2009, p.
28).

processing of employees' personal
data in the employment context,
in particular for the purposes of
the recruitment, the performance
of the contract of employment,
including discharge of obligations
laid down by law or by collective
agreements, management,
planning and organisation of
work, equality and diversity in
the workplace , health and safety
at work, and for the purposes of
the exercise and enjoyment, on an
individual or collective basis, of
rights and benefits related to
employment, and for the purpose
of the termination of the
employment relationship.
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(125) The processing of personal
data for the purposes of historical,
statistical or scientific research
should, in order to be lawful, also
respect other relevant legislation
such as on clinical trials.

(125) The processing of personal
data for the purposes of historical,
statistical or scientific research
should, in order to be lawful, al
respect other relevant legislation
such as on clinical trials.

(125) The processing of personal
data for the purposes of historical,
statistical or scientific researeh
purposes and for archiving
purposes in the public interest
should, in addition to the general
principles and specific rules of this
Regulation, in particular as
regards the conditions for in-erder
to-be-lawful processing, also
comply with respect to other
relevant legislation such as on
clinical trials. The further
processing of personal data for
historical, statistical and scientific
purposes and for archiving
purposes in the public interest
should not be considered
incompatible with the purposes for
which the data are initially
collected and may be processed for
those purposes for a longer period
than necessary for that initial
purpose. Member States should be
authorised to provide, under
specific conditions and in the
presence of appropriate safeguards
for data subjects, specifications
and derogations to the information
requirements and the rights to
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access, rectification, erasure, to be
forgotten, restriction of processing
and on the right to data portability
and the right to object when
processing personal data for
historical, statistical or scientific
purposes and for archiving
purposes. The conditions and
safeguards in question may entail
specific procedures for data
subjects to exercise those rights if
this is appropriate in the light of
the purposes sought by the specific
processing along with technical
and organisational measures
aimed at minimising the
processing of personal data in
pursuance of the proportionality
and necessity principles.
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Amendment 88

(125a) Personal data may also be
processed subsequently by archive
services whose main or mandatory
task is to collect, conserve, provide
information about, exploit and
disseminate archives in the public
interest. Member State legislation
should reconcile the right to the
protection of personal data with
the rules on archives and on
public access to administrative
information. Member States
should encourage the drafting, in
particular by the European
Archives Group, of rules to
guarantee the confidentiality of
data vis-a-vis third parties and the
authenticity, integrity and proper
conservation of data.
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(125aa) By coupling information
from registries, researchers can
obtain new knowledge of great
value when it comes to e.g.
widespread diseases as
cardiovascular disease, cancer,
depression etc. On the basis of
registries, research results can be
enhanced, as they draw on a larger
population. Within social science,
research on the basis of registries
enables researchers to obtain
essential knowledge about long-
term impact of a number of social
conditions e.g. unemployment,
education, and the coupling of this
information to other life
conditions. Research results
obtained on the basis of registries
provide solid, high quality
knowledge, which can provide the
basis for the formulation and
implementation of knowledge-
based policy, improve the quality
of life for a number of people, and
improve the efficiency of social
services etc.
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In order to facilitate scientific
research, personal data can be
processed for scientific purposes
subject to appropriate conditions
and safeguards set out in Member
State or Union law. Hence consent
from the data subject should not be
necessary for each further
processing for scientific purposes.

(125b) 'The importance of archives
for the understanding of the
history and culture of Europe' and
'that well-kept and accessible
archives contribute to the
democratic function of our
societies', were underlined by
Council Resolution of 6 May 2003
on archives in the Member States’.
Where personal data are processed
for archiving purposes, this
Regulation should also apply to
that processing, bearing in mind
that this Regulation should not
apply to deceased persons.

8 0J C 113, 13.5.2003, p.2.
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Public authorities or public or
private bodies that hold records of
public interest should be services
which, pursuant to Union or
Member State law, have a legal
obligation to acquire, preserve,
appraise, arrange, describe,
communicate, promote,
disseminate and provide access to
records of enduring value for
general public interest. Member
States should also be authorised to
provide that personal data may be
further processed for archiving
purposes, for example with a view
to providing specific information
related to the political behaviour
under former totalitarian state
regimes.
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Amendment 89

(126) Scientific research for the
purposes of this Regulation should
include fundamental research,
applied research, and privately
funded research and in addition
should take into account the
Union's objective under Article
179(1) of the Treaty on the
Functioning of the European Union
of achieving a European Research
Area.

(126) Scientific research for the
purposes of this Regulation should
include fundamental research,
applied research, and privately
funded research and in addition
should take into account the
Union's objective under Article
179(1) of the Treaty on the
Functioning of the European Union
of achieving a European Research
Area. The processing of personal
data for historical, statistical and
scientific research purposes should
not result in personal data being
processed for other purposes,
unless with the consent of the data
subject or on the basis of Union or
Member State law.

(126) Where personal data are
processed for Sscientific research
fer-the-purposes, -of this Regulation
should also apply to that
processing. For the purposes of
this Regulation, processing of
personal data for scientific
purposes should include
fundamental research, applied
research, and-privately funded
research and in addition should take
into account the Union's objective
under Article 179(1) of the Treaty
on the Functioning of the European
Union of achieving a European
Research Area. Scientific purposes
should also include studies
conducted in the public interest in
the area of public health. To meet
the specificities of processing
personal data for scientific
purposes specific conditions
should apply in particular as
regards the publication or
otherwise disclosure of personal
data in the context of scientific
purposes. If the result of scientific
research in particular in the health
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context gives reason for further
measures in the interest of the data
subject, the general rules of this
Regulation should apply in view of
those measures.

(126a) Where personal data are
processed for historical purposes,
this Regulation should also apply
to that processing. This should
also include historical research
and research for genealogical
purposes, bearing in mind that this
Regulation should not apply to
deceased persons.

(126b) For the purpose of
consenting to the participation in
scientific research activities in
clinical trials the relevant
provisions of Regulation (EU) No.
536/2014 of the European
Parliament and of the Council
should apply.
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(126¢c) Where personal data are
processed for statistical purposes,
this Regulation should apply to
that processing. Union law or
Member State law should, within
the limits of this Regulation,
determine statistical content,
control of access, specifications
for the processing of personal
data for statistical purposes and
appropriate measures to
safeguard the rights and
freedoms of the data subject and
for guaranteeing statistical
confidentiality.

(126d) The confidential
information which the Union and
national statistical authorities
collect for the production of
official European and official
national statistics should be
protected. European statistics
should be developed, produced
and disseminated in conformity
with the statistical principles as
set out in Article 338(2) of the
Treaty of the Functioning of the
European Union, while national
statistics should also comply with
national law.
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Regulation (EC) No 223/2009 of
the European Parliament and of
the Council of 11 March 2009 on
European statistics and repealing
Regulation (EC, Euratom) No
1101/2008 of the European
Parliament and of the Council on
the transmission of data subject
to statistical confidentiality to the
Statistical Office of the European
Communities, Council Regulation
(EC) No 322/97 on Community
Statistics, and Council Decision
89/382/EEC, Euratom
establishing a Committee on the
Statistical Programmes of the
European Communities provides
further specifications on
statistical confidentiality for
European statistics.
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(127) As regards the powers of the
supervisory authorities to obtain
from the controller or processor
access personal data and access to
its premises, Member States may
adopt by law, within the limits of
this Regulation, specific rules in
order to safeguard the professional
or other equivalent secrecy
obligations, in so far as necessary
to reconcile the right to the
protection of personal data with an
obligation of professional secrecy.

(127) As regards the powers of the
supervisory authorities to obtain
from the controller or process
access personal data and accéss to
its premises, Member Statés may
adopt by law, within the/limits of
this Regulation, specific rules in
order to safeguard tie professional
or other equivalent secrecy
obligations, in $0 far as necessary to
reconcile the fight to the protection
of personal/data with an obligation
of profesgional secrecy.

(127) As regards the powers of the
supervisory authorities to obtain
from the controller or processor
access personal data and access to
its premises, Member States may
adopt by law, within the limits of
this Regulation, specific rules in
order to safeguard the professional
or other equivalent secrecy
obligations, in so far as necessary to
reconcile the right to the protection
of personal data with an obligation
of professional secrecy. This is
without prejudice to existing
Member State obligations to adopt
professional secrecy where
required by Union law.
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Amendment 90

(128) This Regulation respects and
does not prejudice the status under
national law of churches and
religious associations or
communities in the Member States,
as recognised in Article 17 of the
Treaty on the Functioning of the
European Union. As a

(128) This Regulation respects and
does not prejudice the status under
national law of churches and
religious associations or
communities in the Member States,
as recognised in Article 17 of the
Treaty on the Functioning of the
European Union. As a consequence,

(128) This Regulation respects and
does not prejudice the status under
existing constitutional national-law
of churches and religious
associations or communities in the
Member States, as recognised in
Article 17 of the Treaty on the
Functioning of the European Union.

consequence, where a churchina | where a church in a Member State | As-a-consequence;-where-a-church

Member State applies, at the time applies, at the time of entry into ma-Member Stte-apphes—at-the

of entry into force of this force of this Regulation, time of entry into foree of this

Regulation, comprehensive rules comprehenstve adequate rules Regulation, comprehensive rules

relating to the protection of relating to the protection of relating to the protection of

individuals with regard to the individuals with regard to the individuals with regard to the

processing of personal data, these | processing of personal data, these processing of personal data. these

existing rules should continue to existing rules should continue to extstingrutesshould-contindeto

apply if they are brought in line apply if they are brought in line apply if they arc brought in line

with this Regulation. Such with this Regulation and with-thisRegulation—Such-churches

churches and religious associations | recognised as compliant. Sueh and-religtons-assectationsshould-be

should be required to provide for chirches-andrehgtomstssociations  reguired-to-providetor-the

the establishment of a completely | should-berequired-to-providefor establishment of a completely

independent supervisory authority. | the-establishment-ofa-completely independent supervisory authority,
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Amendment 91

(129) In order to fulfil the
objectives of this Regulation,
namely to protect the fundamental
rights and freedoms of natural
persons and in particular their right
to the protection of personal data
and to ensure the free movement of
personal data within the Union, the
power to adopt acts in accordance
with Article 290 of the Treaty on
the Functioning of the European
Union should be delegated to the
Commission. In particular,
delegated acts should be adopted in

(129) In order to fulfil the
objectives of this Regulation,
namely to protect the fundamental
rights and freedoms of natural
persons and in particular their right
to the protection of personal data
and to ensure the free movement of
personal data within the Union, the
power to adopt acts in accordance
with Article 290 of the Treaty on
the Functioning of the European
Union should be delegated to the
Commission. In particular,
delegated acts should be adopted in

(129) In order to fulfil the
objectives of this Regulation,
namely to protect the fundamental
rights and freedoms of natural
persons and in particular their right
to the protection of personal data
and to ensure the free movement of
personal data within the Union, the
power to adopt acts in accordance
with Article 290 of the Treaty on
the Functioning of the European
Union should be delegated to the
Commission. In particular,
delegated acts should be adopted in

respect of lawfulness of processing; | respect of lawfulness-of proeessing; | respect of lawfulness-of processing:

specifying the criteria and specifying the-eriteriaand speetfying the-eriteria-and

conditions in relation to the consent | eonditions-inrelationto-the-consent | conditions-inrelationto-the-consent

of a child; processing of special of achild: processingof speetal of achild:processingof speeial

categories of data; specifying the categories of data: specitying the categories of data: specitying the

criteria and conditions for ertterta-and-conditionstor ertterta-and-conditionstor

manifestly excessive requests and | manifesthy-exeessiverequests-and manilestly excessive requests and

fees for exercising the rights of the | feesforexereisingtherightsofthe | feesforexereisingtherightsofthe

data subject; criteria and datasubject—eritertaand datasubjeet—eritertaand

requirements for the information to | requirementsforthe-informationto | requirementsforthe-informationteo

the data subject and in relation to the data subject and in relation to the data subject and in relation to

the right of access; the right to be i conditions of theright of aceess:theright to-be

forgotten and to erasure; measures | icon-based mode for provision of | forgetten-and-to-erasure;measures

based on profiling; criteria and information; the right to be based-onproftlingeriteria-and

requirements in relation to the forgottenandto-crasurc;+eastres | requtrementsirelattonto-the
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responsibility of the controller and
to data protection by design and by
default; a processor; criteria and
requirements for the documentation
and the security of processing;
criteria and requirements for
establishing a personal data breach
and for its notification to the
supervisory authority, and on the
circumstances where a personal
data breach is likely to adversely
affect the data subject; the criteria
and conditions for processing
operations requiring a data
protection impact assessment; the
criteria and requirements for
determining a high degree of
specific risks which require prior
consultation; designation and tasks
of the data protection officer; codes
of conduct; criteria and
requirements for certification
mechanisms; criteria and

declaring that codes of conduct are

ofconduetcriteria and
requirements for certification
mechanisms; eriteria-and

requirements for transfers by way | in line with this Regulation, requirements for transfers by way
of binding corporate rules; transfer | criteria and requirements for ofbidingcorporterides—tster
derogations; administrative certification mechanisms; the derogations: administrative
sanctions; processing for health adequate level of protection sanctions: processing for health
purposes; processing in the afforded by a third country or an purposes: processing in the
employment context and international organisation; criteria | employment-contextand proecessing
10391/15 VH/np
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processing for historical, statistical
and scientific research purposes. It
is of particular importance that the
Commission carry out appropriate
consultations during its preparatory
work, including at expert level. The
Commission, when preparing and
drawing-up delegated acts, should
ensure a simultaneous, timely and
appropriate transmission of
relevant documents to the
European Parliament and Council.

and requirements for transfers by
way of binding corporate rules;
transfer-derogations; administrative
sanctions; processing for health
purposes: and processing in the
employment context and-preeessing
scientific rescarch purposcs. It is of
particular importance that the
Commission carry out appropriate
consultations during its preparatory
work, including at expert level, in
particular with the European Data
Protection Board. The
Commission, when preparing and
drawing-up delegated acts, should
ensure a simultaneous, timely and
appropriate transmission of relevant
documents to the European
Parliament and to the Council.

scientific rescarch purposcs. It is of
particular importance that the
Commission carry out appropriate
consultations during its preparatory
work, including at expert level. The
Commission, when preparing and
drawing-up delegated acts, should
ensure a simultaneous, timely and
appropriate transmission of relevant
documents to the European
Parliament and Council.
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(130) In order to ensure uniform
conditions for the implementation
of this Regulation, implementing
powers should be conferred on the
Commission for: specifying
standard forms in relation to the
processing of personal data of a
child; standard procedures and
forms for exercising the rights of
data subjects; standard forms for
the information to the data subject;
standard forms and procedures in
relation to the right of access; the
right to data portability; standard
forms in relation to the
responsibility of the controller to
data protection by design and by
default and to the documentation;
specific requirements for the
security of processing; the standard
format and the procedures for the
notification of a personal data
breach to the supervisory authority
and the communication of a
personal data breach to the data
subject; standards and procedures
for a data protection impact
assessment; forms and procedures
for prior authorisation and prior
consultation; technical standards

10391/15

VH/np

Amendment 92
(130) In order to ensure uniform (130) In order to ensure uniform
conditions for the implementation conditions for the implementation
of this Regulation, implementing of this Regulation, implementing
powers should be conferred on the | powers should be conferred on the
Commission for: specifying Commission for: standard
standard forms for specific methods | contractual clauses between
to obtain verifiable consent in controllers and processors and
relation to the processing of between processors, codes of
personal data of a child; standard conduct specitying standard forms
procedures-and-forms for exereising | mrelationto-the proeessingof
the-rights-of the communication to | personal-data-ef-achild;:standard
the data subjects on the exercise of | precedures-and-formsfor-exereising
their rights; standard forms for the | the-rights-efdatasubjeets;standard
information to the data subject; forms—for-the-informationto-the
standard forms and-preeedures in datasubject—standardtormsand
relation to the right of access proceduresinrelationto-theright of
including for communicating the | aceess:-therightto-datapertabiity;
personal data to the data subject, standardforms-inrelationto-the

he riol ! bilitys bilite of ] i
standard forms in relation to the data-protection-by-destenand-by

o efault and tothed on:

! f % b desi ¥ ” i o 4]
default-and-te the documentation to | seeurity-ofprocessing;the-standard
be kept by the controller and the format-and-the procedurestor-the
processor; specilic requirements for  notification ol a personal data
the-seeurity-of proecessingthe breach-to-the-supervisory-autherity
standard fermatand-theprocedures | and-thecommunicationofa
form for the notification of a personal-data-breachto-the-data
personal data breach to the subjeet-standards-and-procedures
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and mechanisms for certification;
the adequate level of protection
afforded by a third country or a
territory or a processing sector
within that third country or an
international organisation;
disclosures not authorized by
Union law; mutual assistance; joint
operations; decisions under the
consistency mechanism. Those
powers should be exercised in
accordance with Regulation (EU)
No 182/2011 of the European
Parliament and of the Council of 16
February 2011 laying down the
rules and general principles
concerning mechanisms for control
by the Member States of the
Commission's exercise of
implementing powers45. In this
context, the Commission should
consider specific measures for
micro, small and medium-sized
enterprises.

supervisory authority and the
communication of a personal data
breach to the data subject for
documenting a personal data
breach stmdards—andprocedures
; | N

assessment; forms and procedures

for prior autherisation-and-prier
consultation;-teehnical standards

cotshrteney-techistand

information to the supervisory
authority. Those powers should be
exercised in accordance with
Regulation (EU) No 182/2011 of
the European Parliament and of the

Council’ ef16-February2011

wssesstenttornsand-procedures

for prior authorisation and prior
consultatton: technical standards
and mechanisms for certification;
the adequate level of protection
afforded by a third country or a
territory or a processing sector
within that third country or an
international organisation; adopt
standard data protection clauses;
formats and procedures for the
exchange of information between
controllers, processors and

supervisory authorities for binding
corporate rulesdiselosuresnot

autherized-by-Untentaw; mutual
assistance; joint-operations;

deeistons-undertheconsisteney
mechanism-the arrangements for

the exchange of information by
electronic means between
supervisory authorities, and
between supervisory authorities
and the European Data Protection
Board. Those powers should be
exercised in accordance with
Regulation (EU) No 182/2011 of
the European Parliament and of the
Council of 16 February 2011 laying
down the rules and general
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context, the Commission should
consider specific measures for
micro, small and medium-sized
enterprises.

! Regulation (EU) No 182/2011 of
the European Parliament and of the
Council of 16 February 2011 laying
down the rules and general
principles concerning mechanisms
for control by the Member States of
the Commission's exercise of
implementing powers (OJ L 55,
28.2.2011, p. 13).

principles concerning mechanisms
for control by the Member States of
the Commission's exercise of
implementing powers’. In this
context, the Commission should
consider specific measures for
micro, small and medium-sized
enterprises.

mechanisms for control by Member States of the Commission’s exercise of implementing powers, OJ L 55, 28.2.2011, p. 13.

Regulation (EU) No 182/2011 of the European Parliament and of the Council of 16 February 2011 laying down the rules and general principles concerning
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Amendment 93

(131)The examination procedure
should be used for the adoption of
specifying standard forms in
relation to the consent of a child;
standard procedures and forms for
exercising the rights of data
subjects; standard forms for the
information to the data subject;
standard forms and procedures in
relation to the right of access;, the
right to data portability; standard
forms in relation to the
responsibility of the controller to
data protection by design and by
default and to the documentation;
specific requirements for the
security of processing; the standard
format and the procedures for the
notification of a personal data
breach to the supervisory authority
and the communication of a
personal data breach to the data
subject; standards and procedures
for a data protection impact
assessment; forms and procedures
for prior authorisation and prior
consultation; technical standards
and mechanisms for certification;

(131) The examination procedure
should be used for the adoption of
specifying standard forms #
relatiente-the: for specific methods
to obtain verifiable consent in

relation to the processing of
personal data of a child; standard
procedures-and-forms for exereising
the the communication to the data
subjects on the exercise of their
rights of data subjects: standard
forms for the information to the
data subject; standard-forms-and
proeedures in relation to the right of
access including for
communicating the personal data

to the data subject; -the-rightto
data portability: standard torms in
relation to the respensibility-of
documentation to be kept by the
controller te-data-protectionby
destenand-by-defaultand-to-the
decumentation and the processor;
. :

peet ; i ] fard

format-and-theproecedures for the

notification of a personal data

(131) The examination procedure
should be used for the adoption of

consultation implementing acts on
standard contractual clauses
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the adequate level of protection
afforded by a third country or a
territory or a processing sector
within that third country or an
international organisation;
disclosures not authorized by
Union law; mutual assistance; joint
operations; decisions under the
consistency mechanism, given that
those acts are of general scope.

breach to the supervisory authority
and the-communication-of for
documenting a personal data
breach to the data subject: standards
andproecedures fora-dataprotection
impact asscssment; forms and
proeedures for prior autherisation
and-prier consultation:-teehnieal
standards-and-mechantsmsfor

rechanist, and information to the
supervisory authority, given that
those acts are of general scope.

between controllers and processors
and between processors; codes of
conduct; technical standards and
mechanisms for certification; the
adequate level of protection
afforded by a third country or a
territory or a processing sector
within that third country or an
international organisation;

law: Lagsi o )
cotstteneytechanisit adopt
standard data protection clauses;
formats and procedures for the
exchange of information by
electronic means between
controllers, processors and
supervisory authorities for binding
corporate rules; mutual
assistance; the arrangements for
the exchange of information by
electronic means between
supervisory authorities, and
between supervisory authorities
and the European Data Protection
Board given that those acts are of
general scope.
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Amendment 94

(132) The Commission should
adopt immediately applicable
implementing acts where, in duly
justified cases relating to a third
country or a territory or a
processing sector within that third
country or an international
organisation which does not ensure
an adequate level of protection and
relating to matters communicated
by supervisory authorities under the
consistency mechanism, imperative
grounds of urgency so require.

deleted

(132) The Commission should
adopt immediately applicable
implementing acts where, in duly
justified cases relating to a third
country or a territory or a
processing sector within that third
country or an international
organisation which does not ensure
an adequate level of protection and

relating to-matters-communteated
| . boriti or 4]

b ist, imperative
grounds of urgency so require.

(133) Since the objectives of this
Regulation, namely to ensure an
equivalent level of protection of
individuals and the free flow of
data throughout the Union, cannot
be sufficiently achieved by the
Member States and can therefore,
by reason of the scale or effects of
the action, be better achieved at
Union level, the Union may adopt
measures, in accordance with the
principle of subsidiarity as set out
in Article 5 of the Treaty on
European Union. In accordance

(133) Since the objectives of this
Regulation, namely to ensure an
equivalent level of protection of
individuals and the free flow of data
throughout the Union, cannot be
sufficiently achieved by the
Member States and-but can
thereforerather, by reason of the
scale or effects of the action, be
better achieved at Union level, the
Union may adopt measures, in
accordance with the principle of
subsidiarity as set out in Article 5
of the Treaty on European Union.

(133) Since the objectives of this
Regulation, namely to ensure an
equivalent level of protection of
individuals and the free flow of data
throughout the Union, cannot be
sufficiently achieved by the
Member States and can therefore,
by reason of the scale or effects of
the action, be better achieved at
Union level, the Union may adopt
measures, in accordance with the
principle of subsidiarity as set out
in Article 5 of the Treaty on
European Union. In accordance

10391/15

VH/np

DGD 2C

LIMITE



with the principle of
proportionality as set out in that
Article, this Regulation does not go
beyond what is necessary in order
to achieve that objective.

In accordance with the principle of
proportionality as set out in that
Article, this Regulation does not go
beyond what is necessary in order
to achieve that objective.

with the principle of proportionality
as set out in that Article, this
Regulation does not go beyond
what is necessary in order to
achieve that objective.

Amendment 95

(134) Directive 95/46/EC should be
repealed by this Regulation.
However, Commission decisions
adopted and authorisations by
supervisory authorities based on
Directive 95/46/EC should remain
in force.

(134) Directive 95/46/EC should be
repealed by this Regulation.
However, Commission decisions
adopted and authorisations by
supervisory authorities based on
Directive 95/46/EC should remain
in force. Commission decisions
and authorisations by supervisory
authorities relating to transfers of
personal data to third countries
pursuant to Article 41(8) should
remain in force for a transition
period of five years after the entry
into force of this Regulation unless
amended, replaced or repealed by
the Commission before the end of
this period.

(134) Directive 95/46/EC should be
repealed by this Regulation.
Processing already under way on
the date of the entry into force of
this Regulation should be brought
into conformity with this
Regulation within the period of
two years after which this

Regulation enters into force.
However, Commission-deeistons

adepted-and-authorisations by
. horities based

where such processing is in
compliance with Directive
95/46/EC, the requirements of this
Regulation concerning the
carrying out of data protection
impact assessments and the prior
consultation of the supervisory
authority should not apply to the
processing operations already
under way prior to the entry into
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force of this Regulation, given that
these requirements, by their very
nature, are to be met prior to the
processing. Where such processing
is in compliance with Directive
95/46/EC, it is also not necessary
for the data subject to give his or
her consent again so as to allow
the controller to continue such
processing after the data of
application of this Regulation.
Commission decisions adopted and
authorisations by supervisory
authorities based on Directive
95/46/EC remain in force until
amended, replaced or repealed
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(135) This Regulation should apply
to all matters concerning the
protection of fundamental rights
and freedom vis-a-vis the
processing of personal data, which
are not subject to specific
obligations with the same objective
set out in Directive 2002/58/EC,
including the obligations on the
controller and the rights of
individuals. In order to clarify the
relationship between this
Regulation and Directive
2002/58/EC, the latter Directive
should be amended accordingly.

(135) This Regulation should apply
to all matters concerning the
protection of fundamental rights
and freedom vis-a-vis the
processing of personal data, which
are not subject to specific
obligations with the same objective
set out in Directive 2002/58/EC of
the European Parliament and of
the Council', including the
obligations on the controller and the
rights of individuals. In order to
clarify the relationship between this
Regulation and Directive
2002/58/EC, the latter Directive
should be amended accordingly.

I Directive 2202/58/EC of the
European Parliament and of the
Council of 12 July 2002
concerning the processing of
personal data and the protection of
privacy in the electronic
communications sector (Directive
on privacy and electronic
communications) (OJ L 201,
31.07.2002, P.37)

(135) This Regulation should apply
to all matters concerning the
protection of fundamental rights
and freedom vis-a-vis the
processing of personal data, which
are not subject to specific
obligations with the same objective
set out in Directive 2002/58/EC,
including the obligations on the
controller and the rights of
individuals. In order to clarify the
relationship between this
Regulation and Directive
2002/58/EC, the latter Directive
should be amended accordingly.
Once this Regulation is adopted,
Directive 2002/58/EC should be
reviewed in particular in order to
ensure consistency with this
Regulation.
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(136) As regards Iceland and (136) As regards Iceland and deleted
Norway, this Regulation constitutes | Norway, this Regulation constitutes
a development of provisions of the | a development of provisions of the
Schengen acquis to the extent that it | Schengen acquis to the extent that
applies to the processing of it applies to the processing of
personal data by authorities personal data by authorities
involved in the implementation of | involved in the implementation of
that acquis, as provided for by the that acquis, within the meaning of
Agreement concluded by the as-provided-forby the Agreement
Council of the European Union and | concluded by the Council of the
the Republic of Iceland and the European Union and the Republic
Kingdom of Norway concerning the | of Iceland and the Kingdom of
association of those two States with | Norway concerning the latters’
the implementation, application and | association efthese-twe-States with
development of the Schengen the implementation, application and
acquis™. development of the Schengen
acquis'.
% 0J L 176, 10.7.1999, p. 36.
TOJL 176, 10.7.1999, p. 36.
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(137) As regards Switzerland, this | (137) As regards Switzerland, this | deleted
Regulation constitutes a Regulation constitutes a
development of provisions of the development of provisions of the
Schengen acquis to the extent that | Schengen acquis to the extent that
it applies to the processing of it applies to the processing of
personal data by authorities personal data by authorities
involved in the implementation of | involved in the implementation of
that acquis, as provided for by the that acquis, within the meaning of
Agreement between the European | asprevidedforby the Agreement
Union, the European Community between the European Union, the
and the Swiss Confederation European Community and the
concerning the association of the Swiss Confederation eeneerning-on
Swiss Confederation with the the-asseeiation-of the Swiss
implementation, application and Confederation’s association with
development of the Schengen the implementation, application
acquis”’. and development of the Schengen
acquis’.
70J L 53,27.2.2008, p. 52
OJ L 53,27.2.2008, p. 52
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(138) As regards Liechtenstein, this | (138) As regards Liechtenstein, this | deleted
Regulation constitutes a Regulation constitutes a
development of provisions of the development of provisions of the
Schengen acquis to the extent that | Schengen acquis to the extent that
it applies to the processing of it applies to the processing of
personal data by authorities personal data by authorities
involved in the implementation of | involved in the implementation of
that acquis, as provided for by the that acquis, within the meaning of
Protocol between the European as-previded-for-by the Protocol
Union, the European Community, between the European Union, the
the Swiss Confederation and the European Community, the Swiss
Principality of Liechtenstein on the | Confederation and the Principality
accession of the Principality of of Liechtenstein on the accession of
Liechtenstein to the Agreement the Principality of Liechtenstein to
between the European Union, the the Agreement between the
European Community and the European Union, the European
Swiss Confederation on the Swiss Community and the Swiss
Confederation’s association with Confederation on the Swiss
the implementation, application Confederation’s association with
and development of the Schengen the implementation, application
acquis™. and development of the Schengen
acquisl .
*OJ L 160 0f 18.6.2011, p. 19 "OJ L 160 of 18.6.2011, p. 19
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(139) In view of the fact that, as (139) In view of the fact that, as deleted
underlined by the Court of Justice underlined by the Court of Justice
of the European Union, the right to | of the European Union, the right to
the protection of personal data is the protection of personal data is
not an absolute right, but must be not an absolute right, but must be
considered in relation to its function | considered in relation to its function
in society and be balanced with in society and be balanced with
other fundamental rights, in other fundamental rights, in
accordance with the principle of accordance with the principle of
proportionality, this Regulation proportionality, this Regulation
respects all fundamental rights and | respects all fundamental rights and
observes the principles recognised | observes the principles recognised
in the Charter of Fundamental in the Charter ef Fundamental
Rights of the European Union as Rights-of the EuropeanUnton-as
enshrined in the Treaties, notably enshrined in the Treaties, notably
the right to respect for private and | the right to respect for private and
family life, home and family life, home and
communications, the right to the communications, the right to the
protection of personal data, the protection of personal data, the
freedom of thought, conscience and | freedom of thought, conscience and
religion, the freedom of expression | religion, the freedom of expression
and information, the freedom to and information, the freedom to
conduct a business, the right to an | conduct a business, the right to an
effective remedy and to a fair trial | effective remedy and to a fair trial
as well as cultural, religious and as well as cultural, religious and
linguistic diversity.business, the linguistic diversity-business;-the
right to an effective remedy and to | rightte-an-effeetive remedy-and-te
a fair trial as well as cultural, atamr-trialaswel-as-cultural
religious and linguistic diversity. rehgiousnd-hhotistie-diversivy
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HAVE ADOPTED THIS
REGULATION:

Article 1

HAVE ADOPTED THIS
REGULATION:

Article 1

HAVE ADOPTED THIS
REGULATION:

Article 1

Subject matter and objectives

Subject matter and objectives

Subject matter and objectives

1. This Regulation lays down rules
relating to the protection of
individuals with regard to the
processing of personal data and
rules relating to the free movement
of personal data.

1. This Regulation lays down rules
relating to the protection of
individuals with regard to the
processing of personal data and
rules relating to the free movement
of personal data

1. This Regulation lays down rules
relating to the protection of
individuals with regard to the
processing of personal data and
rules relating to the free movement
of personal data.

2. This Regulation protects the
fundamental rights and freedoms of
natural persons, and in particular
their right to the protection of
personal data.

2. This Regulation protects t
fundamental rights and freedoms of
natural persons in particular
their right tothe protection of
persenal data.

2. This Regulation protects the
fundamental rights and freedoms of
natural persons, and in particular
their right to the protection of
personal data.
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2a. Member States may maintain
or introduce more specific
provisions to adapt the application
of the rules of this Regulation with
regard to the processing of
personal data for compliance with
a legal obligation or for the
performance of a task carried out
in the public interest or in the
exercise of official authority
vested in the controller or for
other specific processing
situations as provided for in
Article 6(1)(c) and (e) by
determining more precisely
specific requirements for the
processing and other measures to
ensure lawful and fair processing
including for other specific
processing situations as provided
for in Chapter IX.
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3. The free movement of personal
data within the Union shall neither
be restricted nor prohibited for
reasons connected with the
protection of individuals with
regard to the processing of personal
data.

3. The free movement of personal
data within the Union shall neither
be restricted nor prohibited for
reasons connected with the
protection of individuals with
regard to the processing of personal
data.

3. The free movement of personal
data within the Union shall neither
be restricted nor prohibited for
reasons connected with the
protection of individuals with
regard to the processing of personal
data.

Article 2 Article 2 Article 2
Material scope Material scope Material scope
Amendment 96

1. This Regulation applies to the
processing of personal data wholly
or partly by automated means, and
to the processing other than by
automated means of personal data
which form part of a filing system
or are intended to form part of a
filing system.

1. This Regulation applies to the
processing of personal data wholly
or partly by automated means,
irrespective of the method of
processing, and to the processing
other than by automated means of
personal data which form part of a
filing system or are intended to
form part of a filing system.

1. This Regulation applies to the
processing of personal data wholly
or partly by automated means, and
to the processing other than by
automated means of personal data
which form part of a filing system
or are intended to form part of a
filing system.

2. This Regulation does not apply
to the processing of personal data:

2. This Regulation does not apply
to the processing of personal data:

2. This Regulation does not apply
to the processing of personal data:
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(a) in the course of an activity
which falls outside the scope of

(a) in the course of an activity
which falls outside the scope of

(a) in the course of an activity
which falls outside the scope of

Union law, in particular concerning | Union lawsin-particelarconeerning | Union laws-in-partictlar concerning
national security; national sceurity; national sccurity;
(b) by the Union institutions, deleted (b) by the Union institutions,

bodies, offices and agencies;

bodies, offices and agencies;

(c) by the Member States when
carrying out activities which fall
within the scope of Chapter 2 of the
Treaty on European Union;

(c) by the Member States when
carrying out activities which fall
within the scope of Chapter 2 of
Title V of the Treaty on European
Union;

(c) by the Member States when
carrying out activities which fall
within the scope of Chapter 2 of
Title V of the Treaty on European
Union;

(d) by a natural person without any
gainful interest in the course of its
own exclusively personal or
household activity;

(d) by a natural person witheut-any
ganfulinterest in the course of its

ewn an exclusively personal or
household activity. This exemption
shall also apply to a publication of
personal data where it can be
reasonably expected that it they
will be only accessed by a limited
number of persons;

(d) by a natural person witheut-any
sanfulinterest in the course of its
own-execlastvely a personal or

household activity;
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(e) by competent authorities for the
purposes of prevention,
investigation, detection or
prosecution of criminal offences or
the execution of criminal penalties.

(e) by competent public authorities
for the purposes of prevention,
investigation, detection or
prosecution of criminal offences or
the execution of criminal penalties.

(e) by competent authorities for the
purposes of prevention,
investigation, detection or
prosecution of criminal offences;
er-the execution of criminal
penalties or the safeguarding
against and the prevention of
threats to public security.

3. This Regulation shall be without
prejudice to the application of
Directive 2000/31/EC, in particular
of the liability rules of intermediary
service providers in Articles 12 to
15 of that Directive.

3. This Regulation shall be without
prejudice to the applicatiorrof
Directive 2000/31/E€ in particular
of the liabilit es of intermediary
service providers in Articles 12 to
15 of that Directive.

deleted

Article 3 Article 3 Article 3
Territorial scope Territorial scope Territorial scope
Amendment 97

1. This Regulation applies to the
processing of personal data in the
context of the activities of an
establishment of a controller or a
processor in the Union.

1. This Regulation applies to the
processing of personal data in the
context of the activities of an
establishment of a controller or a
processor in the Union, whether the
processing takes place in the
Union or not.

1. This Regulation applies to the
processing of personal data in the
context of the activities of an
establishment of a controller or a
processor in the Union.
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2. This Regulation applies to the
processing of personal data of data
subjects residing in the Union by a
controller not established in the
Union, where the processing
activities are related to:

2. This Regulation applies to the
processing of personal data of data
subjects residing-in the Union by a
controller or processor not
established in the Union, where the
processing activities are related to:

2. This Regulation applies to the
processing of personal data of data
subjects residing in the Union by a
controller not established in the
Union, where the processing
activities are related to:

(a) the offering of goods or services
to such data subjects in the Union;
or

(a) the offering of goods or
services, irrespective of whether a
payment of the data subject is
required, to such data subjects in
the Union; or

(a) the offering of goods or
services, irrespective of whether a
payment by the data subject is
required, to such data subjects in
the Union; or

(b) the monitoring of their
behaviour.

(b) the monitoring of-their
behaviour-such data subjects.

(b) the monitoring of their
behaviour as far as their behaviour
takes place within the European
Union.

3. This Regulation applies to the
processing of personal data by a
controller not established in the
Union, but in a place where the
national law of a Member State
applies by virtue of public
international law.

3. This Regulation applies to the
processing of personal data by a
controller not established in the
Union, but in a place where the
national law of a Member State
applies by virtue of public
international law.

3. This Regulation applies to the
processing of personal data by a
controller not established in the
Union, but in a place where the
national law of a Member State
applies by virtue of public
international law.
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Article 4 Article 4 Article 4
Definitions Definitions Definitions
Amendment 98

For the purposes of this Regulation:

For the purposes of this Regulation:

For the purposes of this Regulation:

(1) 'data subject' means an
identified natural person or a
natural person who can be
identified, directly or indirectly, by
means reasonably likely to be used
by the controller or by any other
natural or legal person, in particular
by reference to an identification
number, location data, online
identifier or to one or more factors
specific to the physical,
physiological, genetic, mental,
economic, cultural or social

deleted

(1) 'personal data’ means any
information relating to ‘data
subjeet-means an identified or
identifiable natural person (“data
subject-or-anatural an identifiable
person is one who can be identified,

directly or indirectly, by-means
reasonably likely to be used by the
controlleror by-any-othernatural-or
legalpersen; in particular by
reference to an identifier such as a
name, an identification number,
location data, online identifier or to

identity of that person; one or more factors specific to the
physical, physiological, genetic,
mental, economic, cultural or social
identity of that person,;
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(2) 'personal data' means any
information relating to a data
subject;

(2) 'personal data' means any
information relating to & an
identified or identifiable natural
person ('data subject’); an
identifiable person is one who can
be identified, directly or indirectly,
in particular by reference to an
identifier such as a name, an
identification number, location
data, unique identifier or to one or
more factors specific to the
physical, physiological, genetic,
mental, economic, cultural or
social or gender identity of that
person;

deleted

(2a) 'pseudonymous data' means
personal data that cannot be
attributed to a specific data subject
without the use of additional
information, as long as such
additional information is kept
separately and subject to technical
and organisational measures to
ensure non-attribution;

10391/15

DGD 2C

VH/np

LIMITE

238
EN




(2b) ‘encrypted data’ means
personal data, which through
technological protection measures
is rendered unintelligible to any
person who is not authorised to
access them;

(3) 'processing' means any
operation or set of operations which
is performed upon personal data or
sets of personal data, whether or not
by automated means, such as
collection, recording, organization,
structuring, storage, adaptation or
alteration, retrieval, consultation,
use, disclosure by transmission,
dissemination or otherwise making
available, alignment or
combination, erasure or destruction;

(3) 'processing' means any
operation or set of operations which
is performed upon personal data or
sets of personal data, whether or not
by automated means, such as
collection, recording; organization,
structuring, storage, adaptation or
alteration, retrj€val, consultation,
use, disclosufe by transmission,
dissemination or otherwise making
availaple, alignment or
combination, erasure or destruction;

(3) 'processing' means any
operation or set of operations which
is performed upon personal data or
sets of personal data, whether or not
by automated means, such as
collection, recording, organization,
structuring, storage, adaptation or
alteration, retrieval, consultation,
use, disclosure by transmission,
dissemination or otherwise making
available, alignment or
combination, restriction, erasure or
destruction;
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(3a) 'profiling’ means any form of
automated processing of personal
data intended to evaluate certain
personal aspects relating to a
natural person or to analyse or
predict in particular that natural
person’s performance at work,
economic situation, location,
health, personal preferences,
reliability or behaviour;

(3a) 'restriction of processing'
means the marking of stored
personal data with the aim of
limiting their processing in the
future;

(3b) 'pseudonymisation’ means the
processing of personal data in
such a way that the data can no
longer be attributed to a specific
data subject without the use of
additional information, as long as
such additional information is kept
separately and subject to technical
and organisational measures to
ensure non-attribution to an
identified or identifiable person.
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(4) 'filing system' means any
structured set of personal data
which are accessible according to
specific criteria, whether
centralized, decentralized or
dispersed on a functional or
geographical basis;

(4) 'filing system' means any
structured set of personal data
which are accessible according to
specific criteria, whether
centralized, decentralized or
dispersed on a functional or
geographical basis;

(4) 'filing system' means any
structured set of personal data
which are accessible according to
specific criteria, whether
centralized, decentralized or
dispersed on a functional or
geographical basis;

(5) 'controller' means the natural or
legal person, public authority,
agency or any other body which
alone or jointly with others
determines the purposes, conditions
and means of the processing of
personal data; where the purposes,
conditions and means of processing
are determined by Union law or
Member State law, the controller or
the specific criteria for his
nomination may be designated by
Union law or by Member State law;

(5) 'controller' means the natural or
legal person, public authority,
agency or any other body which
alone or jointly with others
determines the purposes;-cenditions
and means of the processing of
personal data; where the purposes;
eonditions and means of processing
are determined by Union law or
Member State law, the controller or
the specific criteria for his
nomination may be designated by
Union law or by Member State law;

(5) 'controller' means the natural or
legal person, public authority,
agency or any other body which
alone or jointly with others
determines the purposes;-cenditions
and means of the processing of
personal data; where the purposes;
eonditions and means of processing
are determined by Union law or
Member State law, the controller or
the specific criteria for his
nomination may be designated by
Union law or by Member State law;

(6) 'processor' means a natural or
legal person, public authority,
agency or any other body which
processes personal data on behalf of
the controller;

(6) 'processor' means a natural or
legal person, public authority,
agency or any other body which
processes personal data on behalf of
the controller;

(6) 'processor' means a natural or
legal person, public authority,
agency or any other body which
processes personal data on behalf of
the controller;
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(7) 'recipient' means a natural or
legal person, public authority,
agency or any other body to which
the personal data are disclosed;

(7) 'recipient' means a natural or
legal person, public authority;
agency or any other bodyto which
the personal data are disclosed;

(7) 'recipient' means a natural or
legal person, public authority,
agency or any other body to which
the personal data are disclosed,
whether a third party or not;
however, authorities which may
receive data in the framework of a
particular inquiry shall not be
regarded as recipients,

(7a) ‘third party’ means any
natural or legal person, public
authority, agency or any other
body other than the data subject,
the controller, the processor and
the persons who, under the direct
authority of the controller or the
processor, are authorized to
process the data;

(8) 'the data subject's consent'
means any freely given specific,
informed and explicit indication of
his or her wishes by which the data
subject, either by a statement or by
a clear affirmative action, signifies
agreement to personal data relating
to them being processed;

(8) 'the data subject's consent'
means any freely given specific,
informed and explicit indi€ation of
his or her wishes by which the data
subject, either by d statement or by
a clear affi 1ve action, signifies
agreementto personal data relating
to them being processed;

(8) 'the data subject's consent'
means any freely given, specific;
and informed and-expliett
indication of his or her wishes by
which the data subject, either by a
statement or by a clear affirmative
action, signifies agreement to
personal data relating to them being
processed;
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(9) 'personal data breach' means a
breach of security leading to the
accidental or unlawful destruction,
loss, alteration, unauthorised
disclosure of, or access to, personal
data transmitted, stored or
otherwise processed;

(9) 'personal data breach' means a
breach of sceurity leading to the
accidental or unlawful destruction,
loss, alteration, unauthorised
disclosure of, or access to, personal
data transmitted, stored or
otherwise processed;

(9) 'personal data breach' means a
breach of security leading to the
accidental or unlawful destruction,
loss, alteration, unauthorised
disclosure of, or access to, personal
data transmitted, stored or
otherwise processed;

(10) 'genetic data' means all data, of
whatever type, concerning the
characteristics of an individual
which are inherited or acquired
during early prenatal development;

(10) 'genetic data' means all

personal data;-ef-whatevertype;

coneerning relating to the genetic
characteristics of an individual

which are have been inherited or
acquired during-earbyprenatal
development-as they result from an
analysis of a biological sample
from the individual in question, in
particular by chromosomal,
desoxyribonucleic acid (DNA) or
ribonucleic acid (RNA) analysis or
analysis of any other element
enabling equivalent information to
be obtained;

(10) 'genetic data' means all

personal data;-ef-whatevertype;
conecerning relating to the genetic
characteristics of an individual
biel - herited od
during carly prenatal development
that have been inherited or
acquired, which give unique
information about the physiology
or the health of that individual,
resulting in particular from an
analysis of a biological sample
from the individual in question;
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(11) 'biometric data' means any data
relating to the physical,
physiological or behavioural
characteristics of an individual
which allow their unique
identification, such as facial
images, or dactyloscopic data;

(11) 'biometric data' means any
personal data relating to the
physical, physiological or
behavioural characteristics of an
individual which allow his or her
unique identification, such as facial
images, or dactyloscopic data;

(11) 'biometric data' means any
personal data resulting from
specific technical processing
relating to the physical,
physiological or behavioural
characteristics of an individual
which allows or confirms the their
unique identification of that
individual, such as facial images, or
dactyloscopic data;

(12) “‘data concerning health’ means
any information which relates to the
physical or mental health of an
individual, or to the provision of
health services to the individual;

(12) ‘data concerning health’ means
any infermation personal data
which relate to the physical or
mental health of an individual, or to
the provision of health services to
the individual;

(12) ‘data concerning health’ means
data related any-information-which
relates to the physical or mental
health of an individual, which
reaveal information about his or

her health statusorto-the-provision
 healtl . he individual:

(12a) 'profiling' means any form
of automated processing of
personal data consisting of using
those data to evaluate personal
aspects relating to a natural
person, in particular to analyse
and predict aspects concerning
performance at work, economic
situation, health, personal
preferences, or interests, reliability
or behaviour, location or
movements;
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(13) ‘main establishment’ means as | (13) ‘main establishment’ means as | (13) ‘main establishment’ means
regards the controller, the place of | regards-the-centreHer;-the place of

its establishment in the Union its-establishment of the - as recards the g controller with
where the main decisions as to the | undertaking or group of g .

o .2 : establishments in more than one
purposes, conditions and means of | undertakings in the Union, .

. Member State, the place of its
the processing of personal data are | whether controller or processor, Blicl central
taken; if no decisions as to the where the main decisions as to the . . . .

» o administration in the Union where
purposes, conditions and means of | purposes;eenditions and means of unless the main decisions as to on
the processing of personal data are | the processing of personal data are o

. ) . . L the purposes, eenditions and means
taken in the Union, the main taken.—fne-decistons-as-to-the of the processine of personal data
establishment is the place where the | purpeses;conditions-and-meansof pro £otp .
main processing activities in the . are taken in another establishment
context of the activities of an | Pre | ¥gl 7 | . of the controller in the Union and

. . . C o the latter establishment has the
establishment of a controller in the | establishmentisthe-place-where-the ower fo have such decisions
Union take place. As regards the main processing activities i the p ..

. . . . implemented, in this case the
processor, 'main establishment context of the activitics of an . .
means the place of its central blicl : Hes intl establishment having taken such
administration in the Union: . decisions shall be considered as
’ ,f . %3 . the main establishment.
means the place of its central
administration in the Union The ..
following objective criteria may be .\
. condittons and means of the
considered among others: the .
. processing of personal data are
location of the controller or i . .
taken in the Union, the main
processor's headquarters; the . o
location of the entity within a . ) s
group of undertakings which is .
. context of the activitics of an
best placed in terms of ) .
. establishment ol a controlier i the
management functions and .
administrative responsibilities to
deal with and enforce the rules as
set out in this Regulation; the
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location where effective and real
management activities are
exercised determining the data
processing through stable
arrangements;

- As as regards the a processor with
establishments in more than one
Member State, ‘main establishment!
reans the place of its central
administration in the Union, and, if
the processor has no central
administration in the Union, the
establishment of the processor in
the Union where the main
processing activities in the context
of the activities of an
establishment of the processor take
place to the extent that the
processor is subject to specific
obligations under this Regulation;

(14) ‘representative’ means any
natural or legal person established
in the Union who, explicitly
designated by the controller, acts
and may be addressed by any
supervisory authority and other
bodies in the Union instead of the
controller, with regard to the
obligations of the controller under
this Regulation;

(14) ‘representative’ means any
natural or legal person established
in the Union who, explicitly
designated by the controller, aets

and-may-be-addressed-by-any

. .
lli"ilU'i' Lo
represents the controller, with
regard to the obligations of the
controller under this Regulation;

(14) ‘representative’ means any
natural or legal person established
in the Union who, expliettly
designated by the controller in
writing pursuant to Article 25,

represents aets-and-may-be
addressed-by-any-supervisory

Lo 1 other bodies in 4l
Unieninstead-of the controller,

with regard to the obligations of the
controller under this Regulation;
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(15) ‘enterprise’ means any entity
engaged in an economic activity,
irrespective of its legal form, thus
including, in particular, natural and
legal persons, partnerships or
associations regularly engaged in an
economic activity;

(15) ‘enterprise’ means any enti
engaged in an economic activity,
irrespective of its legal form, thus
including, in particutar, natural and
legal persons, pdrtnerships or
associatiops regularly engaged in an
econguiic activity;

(15) ‘enterprise’ means any natural
or legal person entity-engaged in an
economic activity, irrespective of
its legal form, thus-including, in
partietarnatural-and-legal

persens;-partnerships or
associations regularly engaged in an

economic activity;

(16) 'group of undertakings' means
a controlling undertaking and its
controlled undertakings;

(16) 'group of undertakings' means
a controlling undertaking and its
controlled undertakings;

(16) 'group of undertakings' means
a controlling undertaking and its
controlled undertakings;

(17) ‘binding corporate rules’
means personal data protection
policies which are adhered to by a
controller or processor established
on the territory of a Member State
of the Union for transfers or a set of
transfers of personal data to a
controller or processor in one or
more third countries within a group
of undertakings;

(17) ‘binding corporate rules’
means personal data protectio
policies which are adhered t6 by a
controller or processor established
on the territory of a Mémber State
of the Union for trafisfers or a set of
transfers of personal data to a
controller orgrocessor in one or
more third’countries within a group
of undeftakings;

(17) ‘binding corporate rules’
means personal data protection
policies which are adhered to by a
controller or processor established
on the territory of a Member State
of the Union for transfers or a set of
transfers of personal data to a
controller or processor in one or
more third countries within a group
of undertakings or group of
enterprises engaged in a joint
economic activity,

(18) 'child' means any person below | (18) 'child’' means a on below | deleted

the age of 18 years; the age years;
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(19) 'supervisory authority' means a
public authority which is
established by a Member State in
accordance with Article 46.

(19) 'supervisory authority’ sa
public authority whic

established by a Mémber State in
accordan ith Article 46.

(19) 'supervisory authority' means
an independent public authority
which is established by a Member
State in-aecordance-with pursuant
to Article 46.

19a) 'concerned supervisory
authority’ means

- a supervisory authority which is
concerned by the processing,
because:

a) the controller or processor is
established on the territory of the
Member State of that supervisory
authority;

b) data subjects residing in this
Member State are substantially
affected or likely to be
substantially affected by the
processing; or

¢) the underlying complaint has
been lodged to that supervisory
authority.
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(19b) “transnational processing of
personal data” means either:

(a) processing which takes place
in the context of the activities of
establishments in more than
one Member State of a
controller or a processor in the
Union and the controller or
processor is established in more
than one Member State; or

(b) processing which takes place
in the context of the activities of
a single establishment of a
controller or processor in the
Union but which substantially
affects or is likely to
substantially affect data
subjects in more than one
Member State.

(19¢) “relevant and reasoned
objection” means :

an objection as to whether there is
an infringement of this Regulation
or not, or, as the case may be,
whether the envisaged action in
relation to the controller or

processor is in conformity with the
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Regulation. The objection shall
clearly demonstrate the
significance of the risks posed by
the draft decision as regards the
fundamental rights and freedoms
of data subjects and where
applicable, the free flow of
personal data.

(20) 'Information Society service'
means any service as defined by
Article 1 (2) of Directive 98/34/EC
of the European Parliament and
of the Council of 22 June 1998
laying down a procedure for the
provision of information in the
field of technical standards and
regulations and of rules on
Information Society services.

(21) 'international organisation’
means an organisation and its
subordinate bodies governed by
public international law or any
other body which is set up by, or
on the basis of, an agreement
between two or more countries;
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Article 5

Article 5

Article 5

Principles relating to personal
data processing

Principles relating to personal
data processing

Principles relating to personal data
processing

Amendment 99

Personal data must be:

1. Personal data myustshall be:

Personal data must be:

(a) processed lawfully, fairly and in
a transparent manner in relation to
the data subject;

(a) processed lawfully, fairly and in
a transparent manner in relation to
the data subject (lawfulness,
fairness and transparency),

(a) processed lawfully, fairly and in
a transparent manner in relation to
the data subject;

(b) collected for specified, explicit
and legitimate purposes and not
further processed in a way
incompatible with those purposes;

(b) collected for specified, explicit
and legitimate purposes and not
further processed in a way
incompatible with those purposes
(purpose limitation);

(b) collected for specified, explicit
and legitimate purposes and not
further processed in a way
incompatible with those purposes;
further processing of personal data
for archiving purposes in the
public interest or scientific,
statistical or historical purposes
shall in accordance with Article 83
not be considered incompatible
with the initial purposes;
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(c) adequate, relevant, and limited
to the minimum necessary in
relation to the purposes for which
they are processed; they shall only
be processed if, and as long as, the
purposes could not be fulfilled by
processing information that does
not involve personal data;

(c) adequate, relevant, and limited
to the minimum necessary in
relation to the purposes for which
they are processed; they shall only
be processed if, and as long as, the
purposes could not be fulfilled by
processing information that does
not involve personal data (data
minimisation);

(c) adequate, relevant, and not
excessive limited-to-the-minimum
neeessary in relation to the
purposes for which they are

processed; they-shal-only-be
processed if, and as long as. the
prrposes-coutdnotbetutited-by
e o that d
notinvolvepersonal-data;

(d) accurate and kept up to date;
every reasonable step must be taken
to ensure that personal data that are
inaccurate, having regard to the
purposes for which they are
processed, are erased or rectified
without delay;

(d) accurate and, where necessary,
kept up to date; every reasonable
step must be taken to ensure that
personal data that are inaccurate,
having regard to the purposes for
which they are processed, are
erased or rectified without delay
(accuracy).

(d) accurate and, where necessary,
kept up to date; every reasonable
step must be taken to ensure that
personal data that are inaccurate,
having regard to the purposes for
which they are processed, are
erased or rectified without delay;

(e) kept in a form which permits
identification of data subjects for no
longer than is necessary for the
purposes for which the personal
data are processed; personal data
may be stored for longer periods
insofar as the data will be processed
solely for historical, statistical or
scientific research purposes in
accordance with the rules and
conditions of Article 83 and if a

(e) kept in a form which permits
direct or indirect identification of
data subjects for no longer than is
necessary for the purposes for
which the personal data are
processed; personal data may be
stored for longer periods insofar as
the data will be processed solely for
historical, statistical or scientific
research or for archive purposes in
accordance with the rules and

(e) kept in a form which permits
identification of data subjects for no
longer than is necessary for the
purposes for which the personal
data are processed; personal data
may be stored for longer periods
insofar as the data will be processed
selely-for archiving purposes in
the public interest, or scientific,
historical; statistical, ersetentifie
researeh-or historical purposes in
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periodic review is carried out to
assess the necessity to continue the
storage;

conditions of Artiele-Articles 83
and 83a and if a periodic review is
carried out to assess the necessity to
continue the storage, and if
appropriate technical and
organizational measures are put in
place to limit access to the data
only for these purposes (storage
minimisation);

accordance with thereles-and
conditions-of Article 83 andifa
asscss the necessity to continue the
steragesubject to implementation
of the appropriate technical and
organisational measures required
by the Regulation in order to
safeguard the rights and freedoms
of data subject;

(ea) processed in a way that
effectively allows the data subject
to exercise his or her rights
(effectiveness);

(eb) processed in a way that
protects against unauthorised or
unlawful processing and against
accidental loss, destruction or
damage, using appropriate
technical or organisational
measures (integrity);

(ee) processed in a manner that
ensures appropriate security of the
personal data.
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(f) processed under the
responsibility and liability of the
controller, who shall ensure and
demonstrate for each processing
operation the compliance with the
provisions of this Regulation.

(f) processed under the
responsibility and liability of the
controller, who shall ensure and be
able to demonstrate foreach
processtig-operation the
compliance with the provisions of
this Regulation (accountability).

deleted

2. The controller shall be
responsible for compliance with
paragraph 1.

Article 6

Article 6

Article 6

Lawfulness of processing

Lawfulness of processing

Lawfulness of processing

Amendment 100

1. Processing of personal data shall
be lawful only if and to the extent
that at least one of the following
applies:

1. Processing of personal data shall
be lawful only if and to the extent
that at least one of the following
applies:

1. Processing of personal data shall
be lawful only if and to the extent
that at least one of the following
applies:

(a) the data subject has given
consent to the processing of their
personal data for one or more
specific purposes;

(a) the data subject has giv
consent to the processmg of their
personal da T one or more
specHic purposes;

(a) the data subject has given
unambiguous consent to the
processing of their personal data for
one or more specific purposes;
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(b) processing is necessary for the
performance of a contract to which
the data subject is party or in order
to take steps at the request of the
data subject prior to entering into a
contract;

(b) processing is necessary for the
performance of a contract to which
the data subject is party or in order
to take steps at the request of the
data subject prior to entering into a
contract;

(b) processing is necessary for the
performance of a contract to which
the data subject is party or in order
to take steps at the request of the
data subject prior to entering into a
contract;

(c) processing is necessary for
compliance with a legal obligation
to which the controller is subject;

(c) processing is necessary for
compliance with a legal obligation
to which the controller is subject;

(c) processing is necessary for
compliance with a legal obligation
to which the controller is subject;

(d) processing is necessary in order
to protect the vital interests of the
data subject;

(d) processing is necessa order
to protect the vitalinterests of the
data subject;

(d) processing is necessary in order
to protect the vital interests of the
data subject or of another person,

(e) processing is necessary for the
performance of a task carried out in
the public interest or in the exercise
of official authority vested in the
controller;

(e) processing is necessary for the
performance of a task carried out in
the public interest or in the exercise
of official authority vested in the
controller;

(e) processing is necessary for the
performance of a task carried out in
the public interest or in the exercise
of official authority vested in the
controller;

(f) processing is necessary for the
purposes of the legitimate interests
pursued by a controller, except
where such interests are overridden
by the interests or fundamental
rights and freedoms of the data
subject which require protection of
personal data, in particular where
the data subject is a child. This shall
not apply to processing carried out

(f) processing is necessary for the
purposes of the legitimate interests
pursued by the controller or, in
case of disclosure, by the third
party to whom the data is-are
disclosed, and which meet the
reasonable expectations of the
data subject based on his or her
relationship with the controller,
except where such interests are

(f) processing is necessary for the
purposes of the legitimate interests
pursued by athe controller or by a
third party, except where such
interests are overridden by the
interests or fundamental rights and
freedoms of the data subject which
require protection of personal data,
in particular where the data subject

is a child. Fhisshallnetapphy-te
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by public authorities in the
performance of their tasks.

overridden by the interests or
fundamental rights and freedoms of
the data subject which require
protection of personal data;in

eul | he d it
a-ehtd. This shall not apply to
processing carried out by public
authorities in the performance of
their tasks.

2. Processing of personal data
which is necessary for the purposes
of historical, statistical or scientific
research shall be lawful subject to
the conditions and safeguards
referred to in Article 83.

2. Processing of personal data
which is necessary for the oses
of historical, statistical of scientific
research shall be lawful subject to
the conditions and safeguards
referred toin Article 83.

2. Processing of personal data
which is necessary for archiving
thepurposes in the public interest,
or offor historical, statistical or
scientific researeh purposes shall be
lawful subject also to the conditions
and safeguards referred to in Article
83.

3. The basis of the processing
referred to in points (¢) and (e) of
paragraph 1 must be provided for
n:

3. The basis of the processi
referred to in point and (e) of
paragraph st be provided for
n:

3. The basis effor the processing
referred to in points (c) and (e) of

paragraph 1 must be previded-for

established in accordance with:

(a) Union law, or

(a) Union law, or

(a) Union law, or

(b) the law of the Member State to
which the controller is subject.

(b) the law of the Memb ate to
which the cont T 1s subject.

(b) national the-law of the Member
State to which the controller is
subject.
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The purpose of the processing
shall be determined in this legal
basis or as regards the processing
referred to in point (e) of
paragraph 1, be necessary for the
performance of a task carried out
in the public interest or in the
exercise of official authority vested
in the controller. This legal basis
may contain specific provisions to
adapt the application of rules of
this Regulation, inter alia the
general conditions governing the
lawfulness of data processing by
the controller, the type of data
which are subject to the
processing, the data subjects
concerned; the entities to, and the
purposes for which the data may
be disclosed; the purpose
limitation; storage periods and
processing operations and
processing procedures, including
measures to ensure lawful and fair
processing, including for other
specific processing situations as
provided for in Chapter IX.
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3a. In order to ascertain whether a
purpose of further processing is
compatible with the one for which
the data are initially collected, the
controller shall take into account,
unless the data subject has given
consent, inter alia:

(a) any link between the purposes
Jor which the data have been
collected and the purposes of the
intended further processing;

(b) the context in which the data
have been collected;

(c¢) the nature of the personal data,
in particular whether special
categories of personal data are
processed, pursuant to Article 9;

(d) the possible consequences of
the intended further processing for
data subjects;

(e) the existence of appropriate
safeguards.
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The law of the Member State must | The law of the Member State must | deleted
meet an objective of public interest | meet an objective of public interest
or must be necessary to protect the | or must be necessary to protect the
rights and freedoms of others, rights and freedoms of others,
respect the essence of the right to respect the essence of the right to
the protection of personal data and | the protection of personal data and
be proportionate to the legitimate be proportionate to the legitimate
aim pursued. aim pursued. Within the limits of
this Regulation, the law of the
Member State may provide details
of the lawfulness of processing,
particularly as regards data
controllers, the purpose of
processing and purpose limitation,
the nature of the data and the data
subjects, processing measures and
procedures, recipients, and the
duration of storage.
10391/15 VH/np 259
DGD 2C LIMITE EN




4. Where the purpose of further deleted 4. Where the purpose of further

processing is not compatible with processing is aetincompatible with

the one for which the personal data the one for which the personal data

have been collected, the processing have been collected by the same

must have a legal basis at least in controller, the further processing

one of the grounds referred to in must have a legal basis at least in

points (a) to (e) of paragraph 1. one of the grounds referred to in

This shall in particular apply to any points (a) to (e) of paragraph 1.

change of terms and general : : :

conditions of a contract. change of terms and gencral
coenditions-ofa-contract: Further
processing by the same controller
Sfor incompatible purposes on
grounds of legitimate interests of
that controller or a third party
shall be lawful if these interests
override the interests of the data
subject.

5. The Commission shall be deleted deleted

empowered to adopt delegated acts

in accordance with Article 86 for

the purpose of further specifying

the conditions referred to in point

(f) of paragraph 1 for various

sectors and data processing

situations, including as regards the

processing of personal data related

to a child.
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Article 7

Article 7

Article 7

Conditions for consent

Conditions for consent

Conditions for consent

Amendment 101

1. The controller shall bear the
burden of proof for the data
subject's consent to the processing
of their personal data for specified
purposes.

1. Where processing is based on
consent, Tthe controller shall bear
the burden of proof for the data
subject's consent to the processing
of their-his or her personal data for
specified purposes.

1. Where Article 6(1)(a) applies the
controller shall bear-the-burden-of
proof for the data subject’s be able
to demonstrate that unambiguous
consent to-the-processing-oftheir
personal-dataforspeeified-purpeses

was given by the data subject.

1la. Where Article 9(2)(a) applies,
the controller shall be able to
demonstrate that explicit consent
was given by the data subject.

2. If the data subject's consent is to
be given in the context of a written
declaration which also concerns
another matter, the requirement to
give consent must be presented
distinguishable in its appearance
from this other matter.

2. If the data subject's consent is
given in the context of a written
declaration which also concerns
another matter, the requirement to
give consent must be presented
clearly distinguishable in its
appearance from this other matter.
Provisions on the data subject’s
consent which are partly in
violation of this Regulation are
Sfully void.

2. If the data subject's consent is to
be given in the context of a written
declaration which also concerns
another matters, the requirementte
giverequest for consent must be
presented in a manner which is
clearly distinguishable n-its
appearanee-from thise other
matters, in an intelligible and
easily accessible form, using clear
and plain language.
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3. The data subject shall have the
right to withdraw his or her consent
at any time. The withdrawal of
consent shall not affect the
lawfulness of processing based on
consent before its withdrawal.

3. Notwithstanding other legal
grounds for processing, Fthe data
subject shall have the right to
withdraw his or her consent at any
time. The withdrawal of consent
shall not affect the lawfulness of
processing based on consent before
its withdrawal. It shall be as easy
to withdraw consent as to give it.
The data subject shall be informed
by the controller if withdrawal of
consent may result in the
termination of the services
provided or of the relationship
with the controller.

3. The data subject shall have the
right to withdraw his or her consent
at any time. The withdrawal of
consent shall not affect the
lawfulness of processing based on
consent before its withdrawal. Prior

to giving consent, the data subject
shall be informed thereof.

4. Consent shall not provide a legal | 4. Consent shall netprevide-alegal | deleted
basis for the processing, where baststortheprocessing—where
there is a significant imbalance there is a significant imbalance
between the position of the data between-the-postton-of-the-data
subject and the controller. j be
purpose-limited and shall lose its
validity when the purpose ceases to
exist or as soon as the processing
of personal data is no longer
necessary for carrying out the
purpose for which they were
originally collected. The execution
of a contract or the provision of a
service shall not be made
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conditional on the consent to the
processing of data that is not
necessary for the execution of the
contract or the provision of the
service pursuant to Article 6(1),
point (b).

Article 8

Article 8

Article 8

Processing of personal data of a
child

Processing of persona a of a

Conditions applicable to child's
consent in relation to information
society services

Amendment 102

1. For the purposes of this
Regulation, in relation to the
offering of information society
services directly to a child, the
processing of personal data of a
child below the age of 13 years
shall only be lawful if and to the
extent that consent is given or
authorised by the child's parent or
custodian. The controller shall
make reasonable efforts to obtain
verifiable consent, taking into

consideration available technology.

1. For the purposes of this
Regulation, in relation to the
offering of information-seeiety
goods or services directly to a
child, the processing of personal
data of a child below the age of 13
years shall only be lawful if and to
the extent that consent is given or
authorised by the child's parent or
custodianlegal guardian. The
controller shall make reasonable
efforts to ebtain-verifiable verify
such consent, taking into
consideration available technology

1. Forthe-purposes-ofthis
RegulatienWhere Article 6 (1)(a)
applies, in relation to the offering
of information society services
directly to a child, the processing of
personal data of a child below-the
age-of13-years shall only be lawful
if and to the extent that such
consent is given or authorised by
the holder of parental
responsibility over the child's
parent or eustodianis given by the
child in circumstances where it is
treated as valid by Union or

without causing otherwise Member State law.
unnecessary processing of
personal data.
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1a. Information provided to
children, parents and legal
guardians in order to express
consent, including about the
controller’s collection and use of
personal data, should be given in a
clear language appropriate to the
intended audience.

(1a) The controller shall make
reasonable efforts to verify in such
cases that consent is given or
authorised by the holder of
parental responsibility over the
child, taking into consideration
available technology.

2. Paragraph 1 shall not affect the
general contract law of Member
States such as the rules on the
validity, formation or effect of a
contract in relation to a child.

2. Paragraph 1 shall not affect the
general contract law of Member
States such as the rules on the
validity, formation or effect of a
contract in relation to a child.

2. Paragraph 1 shall not affect the
general contract law of Member
States such as the rules on the
validity, formation or effect of a
contract in relation to a child.
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3. The Commission shall be 3. The Commission European Data | deleted
empowered to adopt delegated acts | Protection Board shall be
in accordance with Article 86 for enpowered-o-adoptdelegateduets
the purpose of further specifying in accordance with Article 86 for
the criteria and requirements for the | the-purpese-entrusted with the task
methods to obtain verifiable of further specifyving the criteria and
consent referred to in paragraph 1. | requirements issuing guidelines,
In doing so, the Commission shall | recommendations and best
consider specific measures for practices for the methods te-ebtain
micro, small and medium-sized verifiable of verifying consent
enterprises. referred to in paragraph 1, in
accordance with Article 66. In
consider specific measures for
enterprises.
4. The Commission may lay down | deleted deleted
standard forms for specific
methods to obtain verifiable
consent referred to in paragraph 1.
Those implementing acts shall be
adopted in accordance with the
examination procedure referred to
in Article 87(2).
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Article 9 Article 9 Article 9
Amendment 103
Processing of special categories of Processing-ofspeeial Special Processing of special categories of
personal data categories of persenal data personal data

1. The processing of personal data,
revealing race or ethnic origin,
political opinions, religion or
beliefs, trade-union membership,
and the processing of genetic data
or data concerning health or sex life
or criminal convictions or related
security measures shall be
prohibited.

1. The processing of personal data,
revealing race or ethnic origin,
political opinions, religion or
philosophical beliefs, sexual
orientation or gender identity,
trade-union membership and
activities, and the processing of
genetic or biometric data or data
concerning health or sex lifees,
administrative sanctions,
Jjudgments, criminal or suspected
offences, convictions or related
security measures shall be
prohibited.

1. The processing of personal data,
revealing raee-racial or ethnic
origin, political opinions, religionus
or philosophical beliefs, trade-
union membership, and the
processing of genetic data or data
concerning health or sex life er

criminal convictions-orrelated

seeurity-measures-shall be
prohibited.

2. Paragraph 1 shall not apply
where:

2. Paragraph 1 shall not applywhere
if one of the following applies:

2. Paragraph 1 shall not apply if
one of the following applies:
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(a) the data subject has given
consent to the processing of those
personal data, subject to the
conditions laid down in Articles 7
and 8, except where Union law or
Member State law provide that the
prohibition referred to in paragraph
1 may not be lifted by the data
subject; or

(a) the data subject has given
consent to the processing of those
personal data for one or more
specified purposes, subject to the
conditions laid down in Articles 7
and 8, except where Union law or
Member State law provide that the
prohibition referred to in paragraph
1 may not be lifted by the data
subject; or

(a) the data subject has given
explicit consent to the processing of
those personal data, subjeet-to-the
and-8; except where Union law or
Member State law provide that the
prohibition referred to in paragraph
1 may not be lifted by the data
subject; or

(aa) processing is necessary for the
performance or execution of a
contract to which the data subject
is party or in order to take steps at
the request of the data subject
prior to entering into a contract;

(b) processing is necessary for the
purposes of carrying out the
obligations and exercising specific
rights of the controller in the field
of employment law in so far as it is
authorised by Union law or
Member State law providing for
adequate safeguards; or

(b) processing is necessary for the
purposes of carrying out the
obligations and exercising specific
rights of the controller in the field
of employment law in so far as it is
authorised by Union law or
Member State law or collective
agreements providing for adequate
safeguards for the fundamental
rights and the interests of the data
subject such as right to non-
discrimination, subject to the
conditions and safeguards referred
to in Article 82; or

(b) processing is necessary for the
purposes of carrying out the
obligations and exercising specific
rights of the controller or of the
data subject in the field of
employment and social security
and social protection law in so far
as it is authorised by Union law or
Member State law or a collective
agreement pursuant to Member
State law providing for adequate
safeguards; or
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(c) processing is necessary to
protect the vital interests of the data
subject or of another person where
the data subject is physically or
legally incapable of giving consent;
or

(c) processing is necessary to
protect the vital interests of the data
subject or of another person where
the data subject is physically or
legally incapable of giving consent;
or

(c) processing is necessary to
protect the vital interests of the data
subject or of another person where
the data subject is physically or
legally incapable of giving consent;
or

(d) processing is carried out in the
course of its legitimate activities
with appropriate safeguards by a
foundation, association or any other
non-profit-seeking body with a
political, philosophical, religious or
trade-union aim and on condition
that the processing relates solely to
the members or to former members
of the body or to persons who have
regular contact with it in connection
with its purposes and that the data
are not disclosed outside that body
without the consent of the data
subjects; or

(d) processing is carried out in the
course of its legitimate activities
with appropriate safeguards by a
foundation, association or any other
non-profit-seeking body with a
political, philosophical, religious or
trade-union aim and on condition
that the processing relates solely to
the members or to former members
of the body or to persons who have
regular contact with it in connection
with its purposes and that the data
are not disclosed outside that body
without the consent of the data
subjects; or

(d) processing is carried out in the
course of its legitimate activities
with appropriate safeguards by a
foundation, association or any other
non-profit-seeking body with a
political, philosophical, religious or
trade-union aim and on condition
that the processing relates solely to
the members or to former members
of the body or to persons who have
regular contact with it in connection
with its purposes and that the data
are not disclosed outside that body
without the consent of the data
subjects; or

(e) the processing relates to
personal data which are manifestly
made public by the data subject; or

(e) the processing relates to
personal data which are manifestly
made public by the data subject; or

(e) the processing relates to
personal data which are manifestly
made public by the data subject; or
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(f) processing is necessary for the
establishment, exercise or defence
of legal claims; or

(f) processing is necessary forthe
establishment, exercis defence
of legal claims;

(f) processing is necessary for the
establishment, exercise or defence
of legal claims or whenever courts
are acting in their judicial
capacity; or

(g) processing is necessary for the
performance of a task carried out in
the public interest, on the basis of
Union law, or Member State law
which shall provide for suitable
measures to safeguard the data
subject's legitimate interests; or

(g) processing is necessary for the
performance of a task carried out #
the for reasons of high public
interest, on the basis of Union law,
or Member State law which shall be
proportionate to the aim pursued,
respect the essence of the right to
data protection and provide for
suitable measures to safeguard the
fundamental rights and the data
subjeet'slegitimate interests of the

data subject; or

(g) processing is necessary for the
performanece-ofa-taskearried-outin
the-reasons of public interest, on
the basis of Union law, or Member
State law which shall provide for
suitable and specific measures to
safeguard the data subject's
legitimate interests; or
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(h) processing of data concerning
health is necessary for health
purposes and subject to the
conditions and safeguards referred
to in Article 81; or

(h) processing of data concerning
health is necessary for health
purposes and subject to the
conditions and safeguards referred
to in Article 81; or

(h) processing ef-data-concerning
health-is necessary for health

purpeses-the purposes of
preventive or occupational
medicine, for the assessment of the
working capacity of the employee,
medical diagnosis, the provision of
health or social care or treatment
or the management of health or
social care systems and services on
the basis of Union law or Member
State law or pursuant to contract
with a health professional and
subject to the conditions and
safeguards referred to in A+ticle
Stparagraph 4; or

the)
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(hb) processing is necessary for
reasons of public interest in the
area of public health, such as
protecting against serious cross-
border threats to health or
ensuring high standards of quality
and safety of health care and of
medicinal products or medical
devices, on the basis of Union law
or Member State law which
provides for suitable and specific
measures to safeguard the rights
and freedoms of the data subject;
or

(1) processing is necessary for
historical, statistical or scientific
research purposes subject to the
conditions and safeguards referred
to in Article 83; or

(1) processing is necessary for
historical, statistical or scientitfic
research purposes subjeet to the
conditions and safggtards referred
to in Article 83;0r

(1) processing is necessary for
archiving purposes in the public
interest or historical, statistical or
scientific researeh purposes and
subject to the conditions and
safeguards laid down in Union or
Member State law, including those
referred to in Article 83.

(ia) processing is necessary for
archive services subject to the
conditions and safeguards referred
to in Article 83a; or
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(j) processing of data relating to (j) processing of data relating to deleted
criminal convictions or related administrative sanctions,
security measures is carried out Jjudgments, criminal offences,
either under the control of official convictions or related security
authority or when the processing is | measures is carried out either under
necessary for compliance with a the control of official authority or
legal or regulatory obligation to when the processing is necessary
which a controller is subject, or for | for compliance with a legal or
the performance of a task carried regulatory obligation to which a
out for important public interest controller is subject, or for the
reasons, and in so far as authorised | performance of a task carried out
by Union law or Member State law | for important public interest
providing for adequate safeguards. | reasons, and in so far as authorised
A complete register of criminal by Union law or Member State law
convictions shall be kept only under | providing for adequate safeguards-
the control of official authority. A-complete for the fundamental
rights and the interests of the data
subject. Any register of criminal
convictions shall be kept only under
the control of official authority.
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3. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria, conditions and
appropriate safeguards for the
processing of the special categories
of personal data referred to in
paragraph 1 and the exemptions
laid down in paragraph 2.

3. The Commission European Data
Protection Board shall be
empowered to adopt delegated acts
the-purpeseentrusted with the task
of o iteria,
e f | ying )
safeguards issuing guidelines,
recommendations and best
practices for the processing of the
special categories of personal data
referred to in paragraph 1 and the
exemptions laid down in paragraph
2, in accordance with Article 66.

deleted

4. Personal data referred to in
paragraph 1 may on the basis of
Union or Member State law be
processed for the purposes
referred to in point (h) of
paragraph 2 when those data are
processed by or under the
responsibility of a professional
subject to the obligation of
professional secrecy under Union
or Member State law or rules
established by national competent
bodies or by another person also
subject to an obligation of secrecy
under Union or Member State
law or rules established by
national competent bodies.
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5. Member States may maintain or
introduce more specific provisions
with regard to genetic data or
health data. This includes the
possibility for Member States to
introduce further conditions for
the processing of these data.

Article 9a

Processing of data relating to
criminal convitions and offences

Processing of data relating to
criminal convictions and offences
or related security measures based
on Article 6(1) may only be carried
out either under the control of
official authority or when the
processing is authorised by Union
law or Member State law providing
for adequate safeguards for the
rights and freedoms of data
subjects. A complete register of
criminal convictions may be kept
only under the control of official
authority.
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Article 10 Article 10 Article 10
Processing not allowing Processing no ing Processing not allowing requiring
identification identification identification
Amendment 104
If the data processed by a controller | 1. If the data processed by a If the dataprocessed-by purposes

do not permit the controller to
identify a natural person, the
controller shall not be obliged to
acquire additional information in
order to identify the data subject for
the sole purpose of complying with
any provision of this Regulation.

controller do not permit the
controller or processor to directly
or indirectly identify a natural
person, or consist only of
pseudonymous data, the controller
shall not be-ebliged-te process or
acquire additional information in
order to identify the data subject for
the sole purpose of complying with
any provision of this Regulation.

for which a controller processes
personal data do not permitor do
no longer require the identification
of a data subject by the controller
to-tdentiyanatural-person, the
controller shall not be obliged to
maintain or acquire additional
information nor to engage in
additional processing in order to
identify the data subject for the sole
purpose of complying with any
previsten-of this Regulation.

2. Where the data controller is
unable to comply with a provision
of this Regulation because of
paragraph 1, the controller shall
not be obliged to comply with that
particular provision of this
Regulation. Where as a
consequence the data controller is
unable to comply with a request of
the data subject, it shall inform the
data subject accordingly.
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damages resulting from an
unlawful processing operation.
Such rights shall in general be
exercised free of charge. The data
controller shall respond to
requests from the data subject
within a reasonable period of time.

2. Where, in such cases the
controller is not in a position to
identify the data subject, articles
15, 16,17, 17a, 17b and 18 do not
apply except where the data
subject, for the purpose of
exercising his or her rights under
these articles, provides additional
information enabling his or her
identification.
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Article 10 a (new)

Amendment 105

General principles for the rights
the data subject rights

of

1. The basis of data protection is

clear and unambiguous rights for

the data subject which shall be
respected by the data controller.

The provisions of this Regulation

aim to strengthen, clarify,

guarantee and where appropriate,

codify these rights.
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damages resulting from an
unlawful processing operation.
Such rights shall in general be
exercised free of charge. The data
controller shall respond to
requests from the data subject
within a reasonable period of time.

2. Such rights include, inter alia,
the provision of clear and easily
understandable information
regarding the processing of the
data subject’s his-or-her personal
data, the right of access,
rectification and erasure of their
his or her data, the right to obtain
data, the right to object to
profiling, the right to lodge a
complaint with the competent data
protection authority and to bring
legal proceedings as well as the
right to compensation and
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SECTION 1 SECTION 1 SECTION 1
TRANSPARENCY AND TRANSPARENCY AND TRANSPARENCY AND
MODALITIES MODALITIES MODALITIES
Article 11 Article 11 Article 11

Transparent information and
communication

Transparent information and
communication

Transparent information and
communication

Amendment 106

1. The controller shall have
transparent and easily accessible
policies with regard to the
processing of personal data and for
the exercise of data subjects' rights.

1. The controller shall have
concise, transparent, clear and
easily accessible policies with

regard to the processing of personal

data and for the exercise of data
subjects' rights

deleted
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2. The controller shall provide any
information and any
communication relating to the
processing of personal data to the
data subject in an intelligible form,
using clear and plain language,
adapted to the data subject, in
particular for any information
addressed specifically to a child.

2. The controller shall provide any
information and any
communication relating to the
processing of personal data to the
data subject in an intelligible form,
using clear and plain language,
adapted-to-the-datasubjeets in
particular for any information
addressed specifically to a child.

deleted

Article 12

Article 12

Article 12

Procedures and mechanisms for

Procedures and mechanis or

Procedures-and-mechanisms

exercising the rights of the data exercising the rights ef the data Transparent information,
subject subject communication and modalities
for exercising the rights of the
data subject
Amendment 107

1. The controller shall establish
procedures for providing the
information referred to in Article
14 and for the exercise of the rights
of data subjects referred to in
Article 13 and Articles 15 to 19.
The controller shall provide in
particular mechanisms for
facilitating the request for the
actions referred to in Article 13 and
Articles 15 to 19.

1. Fhe controter shall establish
| ; i

1. The controller shall establish
procedures for providing the rake
appropriate measured to provide
any information referred to in

Article 14 and 14a forthe-exereise
¢ the ric] cd bi
referred-to-inr-Article 13 and any
communication under Articles 15
to 19 and 32 relating to the
processing of personal data to the
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Where personal data are processed
by automated means, the controller
shall also provide means for

requests to be made electronically.

Where personal data are processed
by automated means, the controller
shall also provide means for
requests to be made electronically
where possible.

data subject in an intelligible and
easily accessible form, using clear
and plain language. The
information shall be provided in
writing, or by other means, where
appropriately in electronic form.
Where the data subject makes the
request in electronic form, the
information may as a rule be
provided in electronic form, unless
otherwise requested by the data
subject. When requested by the
data subject, the information may
be given orally provided that the
identity of the data subject is
proven other means. The-controller

shall- provide-nparticular
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1a. The controller shall facilitate
the exercise of data subject rights
under Articles 15 to 19. In cases
referred to in Article 10 (2) the
controller shall not refuse to act
on the request of the data subject
for exercising his/her rights under
Articles 15 to 19, unless the
controller demonstrates that
he/she is not in a position to
identify the data subject.

2. The controller shall inform the
data subject without delay and, at
the latest within one month of
receipt of the request, whether or
not any action has been taken
pursuant to Article 13 and Articles
15 to 19 and shall provide the
requested information. This period
may be prolonged for a further
month, if several data subjects
exercise their rights and their
cooperation is necessary to a
reasonable extent to prevent an
unnecessary and disproportionate
effort on the part of the controller.

2. The controller shall inform the
data subject without undue delay
and, at the latest within ene-meonth
40 calendar days of receipt of the
request, whether or not any action
has been taken pursuant to Article
13 and Articles 15 to 19 and shall
provide the requested information.
This period may be prolonged for a
further month, if several data
subjects exercise their rights and
their cooperation is necessary to a
reasonable extent to prevent an
unnecessary and disproportionate
effort on the part of the controller.

2. The controller shall provide
information on action taken on a
rquest under Articles 15 and 16 to
19 to the data subject without
undue delay and, at the latest
within one month of receipt of the

request—wvhetherornotany-teton
has been taken pursuant to Article
13 and Articles 13 to 19 and shall
This period may be prelenged
extended for a further two months
when necessary, taking into
account the complexity of the
request and the number of the

The information shall be given in The information shall be given in requests.tf-several-data-subjeets

writing. Where the data subject writing and, where possible, the exeretse-thenriohts-und-ther

makes the request in electronic controller may provide remote cooperation is necessary to a
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form, the information shall be
provided in electronic form, unless
otherwise requested by the data
subject.

access to a secure system which
would provide the data subject
with direct access to their-his or
her personal data. Where the data
subject makes the request in
electronic form, the information
shall be provided in electronic form
where possible, unless otherwise
requested by the data subject.

retvotble-extentto-prevent
i .
cltort on the part ol the controller.
The iné o shall be given |
writing: Where the extended period
applies, the data subject makes-the
o el e form. 4
information shall be previded-in
| S —— | .
requested by the data
subjeetinformed within one month
of receipt of the request of the
reasons for the delay.

3. If the controller refuses to take
action on the request of the data
subject, the controller shall inform
the data subject of the reasons for
the refusal and on the possibilities
of lodging a complaint to the
supervisory authority and seeking a
judicial remedy.

3. If the controller refuses-te does
not take action at the request of the
data subject, the controller shall
inform the data subject of the
reasons for the refusalinaction and
on the possibilities of lodging a
complaint to the supervisory
authority and seeking a judicial
remedy.

3. If the controller refusestodoes
not take action on the request of the
data subject, the controller shall
inform the data subject without
delay and at the latest within one
month of receipt of the request of
the reasons for therefusalnot
taking action and on the
pessibiitiespossibility of lodging a

complaint to the a supervisory

authority and-seeking-ajudietal
remedy.
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4. The information and the actions
taken on requests referred to in
paragraph 1 shall be free of charge.
Where requests are manifestly
excessive, in particular because of
their repetitive character, the
controller may charge a fee for
providing the information or taking
the action requested, or the
controller may not take the action
requested. In that case, the
controller shall bear the burden of
proving the manifestly excessive
character of the request.

4. The information and the actions
taken on requests referred to in
paragraph 1 shall be free of charge.
Where requests are manifestly
excessive, in particular because of
their repetitive character, the
controller may charge a reasonable
fee taking into account the
administrative costs for providing
the information or taking the action

requested;-or-the-controllermaynet
tekethenetonreguested. In that

case, the controller shall bear the
burden of proving the manifestly
excessive character of the request.

4. ThetInformation and-the-actions

taken on requests referred to in

paragraphtprovided under Articles
14 and 14a and any

communication under Articles 16
to 19 and 32_shall be provided free
of charge. Where requests firom a
data subject are manifestly
unfounded or excessive, in
particular because of their repetitive
character, the controller may eharge

a fee tor providing the information
or taking the action requested, or
the controller may not take the
actionrequested refuse to act on

the request. In that case, the
controller shall bear the burden of
proving demonstrating the
manifestly unfounded or excessive
character of the request.

4a. Without prejudice to Article
10, where the controller has
reasonable doubts concerning the
identity of the individual making
the request referred to in Articles
15 to 19, the controller may
request the provision of additional
information necessary to confirm
the identity of the data subject.
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5. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria and conditions for the
manifestly excessive requests and
the fees referred to in paragraph 4.

deleted

deleted

6. The Commission may lay down
standard forms and specifying
standard procedures for the
communication referred to in
paragraph 2, including the
electronic format. In doing so, the
Commission shall take the
appropriate measures for micro,
small and medium-sized
enterprises. Those implementing
acts shall be adopted in accordance
with the examination procedure
referred to in Article 87(2).

deleted

deleted
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Article 13 Article 13 Article 13
Amendment 108
Rights in relation to recipients Rights-inrelationto-recipients Rights in relation to recipients

Notification requirement in the
event of rectification and erasure

The controller shall communicate | The controller shall communicate deleted
any rectification or erasure carried | any rectification or erasure carried
out in accordance with Articles 16 | out in accordance with Articles 16
and 17 to each recipient to whom and 17 to each recipient to whom
the data have been disclosed, unless | the data have been diselosed
this proves impossible or involves a | transferred, unless this proves
disproportionate effort. impossible or involves a
disproportionate effort. The
controller shall inform the data
subject about those recipients if
the data subject requests this.
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Article 13 a (new)

Amendment 109

Standardised information policies

1. Where personal data relating to
a data subject are collected, the
controller shall provide the data
subject with the following
particulars before providing
information pursuant to Article
14:

(a) whether personal data are
collected beyond the minimum
necessary for each specific
purpose of the processing;

(b) whether personal data are
retained beyond the minimum
necessary for each specific
purpose of the processing;

(c) whether personal data are
processed for purposes other than
the purposes for which they were
collected;

(d) whether personal data are
disseminated to commercial third
parties;
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(e) whether personal data are sold
or rented out;

(f) whether personal data are
retained in encrypted form.

2. The particulars referred to in
paragraph 1 shall be presented
pursuant to Annex to this
Regulation in an aligned tabular
format, using text and symbols, in
the following three columns:

(a) the first column depicts
graphical forms symbolising those
particulars;

(b) the second column contains
essential information describing
those particulars;

(c) the third column depicts
graphical forms indicating
whether a specific particular is
met.
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3. The information referred to in
paragraphs 1 and 2 shall be
presented in an easily visible and
clearly legible way and shall
appear in a language easily
understood by the consumers of
the Member States to whom the
information is provided. Where the
particulars are presented
electronically, they shall be
machine readable.

4. Additional particulars shall not
be provided. Detailed explanations
or further remarks regarding the
particulars referred to in
paragraph 1 may be provided
together with the other
information requirements
pursuant to Article 14.

5. The Commission shall be
empowered to adopt, after
requesting an opinion of the
European Data Protection Board,
delegated acts in accordance with
Article 86 for the purpose of
further specifying the particulars
referred to in paragraph 1 and
their presentation as referred to in
paragraph 2 and in the Annex to
this Regulation.
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SECTION 2 SECTION 2 SECTION 2

INFORMATION AND INFORMATION AND INFORMATION AND
ACCESSTO DATA ACCESSTO DATA ACCESSTO DATA
Article 14 Article 14 Article 14
Information to the data subject Information to the dat ject Information to be provided where
the data are collected from the
data subject
Amendment 110

1. Where personal data relating to a | 1. Where personal data relating toa | 1. Where personal data relating to

data subject are collected, the data subject are collected, the a data subject are collected firom

controller shall provide the data controller shall provide the data the data subject, the controller

subject with at least the following subject with at least the following shall, at the time when personal

information: information, after the particulars data are obtained, provide the
pursuant to Article 13a have been data subject with atdeast the
provided. following information:

(a) the identity and the contact (a) the identity and the contact (a) the identity and the contact

details of the controller and, if any, | details of the controller and,1f any, details of the controller and, if

of the controller's representative of the controller's represéntative and | any, of the controller's

and of the data protection officer; of the data protection officer; representative; the controller

shall also include the contact
details and of the data protection
officer, if any;
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(b) the purposes of the processing
for which the personal data are
intended, including the contract
terms and general conditions
where the processing is based on
point (b) of Article 6(1) and the
legitimate interests pursued by the
controller where the processing is
based on point (f) of Article 6(1);

(b) the purposes of the processing for
which the personal data are intended,
as well as information regarding the

security of the processing of

personal data, including the contract

terms and general conditions where
the processing is based on point (b)
of Article 6(1) and thelegitimate
.

| | f S | Lo,
where applicable, information on
how they implement and meet the
requirements of point (f) of Article
6(1);

(b) the purposes of the processing
for which the personal data are
intended;-ineluding-the-eontraet

| | i

as well as the legal basis of the
processing.

1a. In addition to the information
referred to in paragraph 1, the
controller shall at the time when
personal data are obtained
provide the data subject with
such further information that is
necessary to ensure fair and
transparent processing, having
regard to the specific
circumstances and context in
which the personal data are
processed:
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(c) the period for which the
personal data will be stored;

(c) the period for which the personal
data will be stored, or if this is not
possible, the criteria used to
determine this period,

deleted

(b) where the processing is based
on point (f) of Article 6(1), the
legitimate interests pursued by
the controller or by a third party;

(fc) the recipients or categories of
recipients of the personal data;

(gd) where applicable, that the
controller intends to transfer
personal data to a recipient in a
third country or international
organisation-and-en-thelevel-of

. .
f . O

o
g 4

- faacy” : )
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(d) the existence of the right to
request from the controller access
to and rectification or erasure of the
personal data concerning the data
subject or to object to the
processing of such personal data;

(d) the existence of the right to
request from the controller access to
and rectification or erasure of the
personal data concerning the data
subject, er-to object to the processing
of such personal data, or to obtain
data;

(ele) the existence of the right to
request from the controller access
to and rectification or erasure of
the personal data or restriction of
processing of personal data
concerning the data subject er-and
to object to the processing of such
personal data as well as the right
to data portability;

(e) the right to lodge a complaint to
the supervisory authority and the
contact details of the supervisory
authority;

(e) the right to lodge a complaint
tewith the supervisory authority and
the contact details of the supervisory
authority;

(ef) the right to lodge a complaint
to the-a supervisory authority-and
the contact details of the

: e

(f) the recipients or categories of
recipients of the personal data;

(f) the recipients or categorics of
recipients of ersonal data;

moved under (c)

(g) where applicable, that the
controller intends to transfer to a
third country or international
organisation and on the level of
protection afforded by that third
country or international
organisation by reference to an
adequacy decision by the
Commission,;

(g) where applicable, that the
controller’s intends to transfer the
data to a third country or
international organisation and en-the

tevel of protection afforded by that
bicd . :onal
organisation by referenee to the
existence or absence of an adequacy
decision by the Commission, or in
case of transfers referred to in
Article 42;-Artieleor 43;-0r-pointth)
of Artiele-44(1), reference to the
appropriate safeguards and the
means to obtain a copy of them;

moved under (d) modified
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(g) whether the provision of
personal data is a statutory or
contractual requirement, or a
requirement necessary to enter
into a contract, as well as
whether the data subject is
obliged to provide the data and of
the possible consequences of
failure to provide such data;

(ga) where applicable, information
about the existence of profiling, of
measures based on profiling, and
the envisaged effects of profiling on
the data subject;

(gb) meaningful information about
the logic involved in any automated
processing;

(h) the existence of automated
decision making including
profiling referred to in Article
20(1) and (3) and information
concerning the logic involved, as
well as the significance and the
envisaged consequences of such
processing for the data subject.
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(h) any further information
necessary to guarantee fair
processing in respect of the data
subject, having regard to the
specific circumstances in which the
personal data are collected.

(h) any further information which is
necessary to guarantee fair
processing in respect of the data
subject, having regard to the specific
circumstances in which the personal
data are collected or processed, in
particular the existence of certain
processing activities and operations
Jfor which a personal data impact
assessment has indicated that there
may be a high risk;

deleted

(ha) where applicable, information
whether personal data weas were
provided to public authorities
during the last consecutive 12-
month period.

1b. Where the controller intends
to further process the data for a
purpose other than the one for
which the data were collected the
controller shall provide the data
subject prior to that further
processing with information on
that other purpose and with any
relevant further information as
referred to in paragraph Ia.
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2. Where the personal data are 2. Where the personal data are deleted
collected from the data subject, the | collected from the data subject, the
controller shall inform the data controller shall inform the data
subject, in addition to the subject, in addition to the
information referred to in paragraph | information referred to in paragraph
1, whether the provision of personal | 1, whether the provision of personal
data is obligatory or voluntary, as data is ebligatery mandatory or
well as the possible consequences voluntaryoptional, as well as the
of failure to provide such data. possible consequences of failure to
provide such data.
2a. In deciding on further
information which is necessary to
make the processing fair under
point (h) of paragraph 1, controllers
shall have regard to any relevant
guidance under Article 3834.
3. Where the personal data are not | 3. Where the personal data are not deleted
collected from the data subject, the | collected from the data subject, the
controller shall inform the data controller shall inform the data
subject, in addition to the subject, in addition to the
information referred to in paragraph | information referred to in paragraph
1, from which source the personal 1, from which source the specific
data originate. personal data originate. If personal
data originate from publicly
available sources, a general
indication may be given.
4. The controller shall provide the | 4. The controller shall prov e deleted
information referred to in information reft to in paragraphs
paragraphs 1, 2 and 3: 1,2
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(a) at the time when the personal (a) at the time when the personal deleted
data are obtained from the data data are obtained from the data
subject; or subject or without undue delay
where the above is not feasible; or
(aa) en-at the request by-of a body,
organization or association referred
to in Article 73;
(b) where the personal data are not | (b) where the personal data are not deleted
collected from the data subject, at collected from the data subject, at the
the time of the recording or within a | time of the recording or within a
reasonable period after the reasonable period after the
collection, having regard to the collection, having regard to the
specific circumstances in which the | specific circumstances in which the
data are collected or otherwise data are collected or otherwise
processed, or, if a disclosure to processed, or, if a diselesure transfer
another recipient is envisaged, and | to another recipient is envisaged, and
at the latest when the data are first | at the latest when-the-data-are-first
disclosed. diselosed-at the time of the first
transfer, or, if the data are to be
used for communication with the
data subject concerned, at the latest
at the time of the first
communication to that data subject;
or
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(ba) only on request where the data
are processed by a small or micro
enterprise which processes personal
data only as an ancillary activity.

5. Paragraphs 1 to 4 shall not apply,
where:

5. Paragraphs 1 to 4 shall notapply,
where:

5. Paragraphs 1, te-41a and 1b
shall not apply; where and insofar
as the data subject already has
the information.

(a) the data subject has already the | (a) the data subject has al the merged with above 5.
information referred to in information refs to in paragraphs
paragraphs 1, 2 and 3; or 1,2 T or
(b) the data are not collected from | (b) the data are processed for deleted
the data subject and the provision historical, statistical or scientific
of such information proves research purposes subject to the
impossible or would involve a conditions and safeguards referred
disproportionate effort; or to in Articles 81 and 83, are not
collected from the data subject and
the provision of such information
proves impossible or would involve
a disproportionate effort and the
controller has published the
information for anyone to retrieve;
or
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(c) the data are not collected from
the data subject and recording or
disclosure is expressly laid down by
law; or

(c) the data are not collected from the
data subject and recording or
disclosure is expressly laid down by
law to which the controller is
subject, which provides appropriate
measures to protect the data
subject's legitimate interests,
considering the risks represented by
the processing and the nature of the
personal data; or

deleted

(d) the data are not collected from
the data subject and the provision
of such information will impair the
rights and freedoms of others, as
defined in Union law or Member
State law in accordance with
Article 21.

(d) the data are not collected from
the data subject and the provision of
such information will impair the
rights and freedoms of ethers-other
natural persons, as defined in Union
law or Member State law in
accordance with Article 21;

deleted

(da) the data are processed in the
exercise of his profession by, or are
entrusted or become known to, a
person who is subject to an
obligation of professional secrecy
regulated by Union or Member
State law or to a statutory obligation
of secrecy, unless the data is
collected directly from the data
subject.
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6. In the case referred to in point (b)
of paragraph 5, the controller shall
provide appropriate measures to
protect the data subject's legitimate
interests.

6. In the case referred to in point (b)
of paragraph 5, the controller shall
provide appropriate measures to
protect the data subject's rights or
legitimate interests.

deleted

7. The Commission shall be
empowered to adopt delegated acts
in accordance with Article 86 for
the purpose of further specifying
the criteria for categories of
recipients referred to in point (f) of
paragraph 1, the requirements for
the notice of potential access
referred to in point (g) of paragraph
1, the criteria for the further
information necessary referred to in
point (h) of paragraph 1 for specific
sectors and situations, and the
conditions and appropriate
safeguards for the exceptions laid
down in point (b) of paragraph 5. In
doing so, the Commission shall
take the appropriate measures for
micro, small and medium-sized-
enterprises.

deleted

deleted
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8. The Commission may lay down
standard forms for providing the
information referred to in
paragraphs 1 to 3, taking into
account the specific characteristics
and needs of various sectors and
data processing situations where
necessary. Those implementing acts
shall be adopted in accordance with
the examination procedure referred
to in Article 87(2).

deleted

deleted
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Article 14a

Information to be provided where
the data have not been obtained
from the data subject

1. Where personal data have not
been obtained from the data
subject, the controller shall
provide the data subject with the
following information:

(a) the identity and the contact
details of the controller and, if
any, of the controller's
representative; the controller
shall also include the contact
details of the data protection

officer, if any;

(b) the purposes of the processing
for which the personal data are
intended as well as the legal basis
of the processing.
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2. In addition to the information
referred to in paragraph 1, the
controller shall provide the data
subject with such further
information that is necessary to
ensure fair and transparent
processing in respect of the data
subject, having regard to the
specific circumstances and
context in which the personal
data are processed :

(a) the categories of personal
data concerned;

b

(c) where the processing is based
on point (f) of Article 6(1), the
legitimate interests pursued by
the controller or by a third party;

(d) the recipients or categories of
recipients of the personal data;

(da) where applicable, that the
controller intends to transfer
personal data to a recipient in a
third country or international
organisatio;
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(e) the existence of the right to
request from the controller
access to and rectification or
erasure of the personal data or
restriction of processing of
personal data concerning the
data subject and to object to the
processing of such personal data
as well as the right to data
portability;

(ea) where the processing is
based on point (a) of Article 6(1)
or point (a) of Article 9(2), the
existence of the right to withdraw
consent at any time, without
affecting the lawfulness of
processing based on consent
before its withdrawal;

(f) the right to lodge a complaint
to a supervisory authority;

(g) from which source the
personal data originate, unless
the data originate from publicly
accessible sources;
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(h) the existence of automated
decision making including
profiling referred to in Article
20(1) and (3) and information
concerning the logic involved, as
well as the significance and the
envisaged consequences of such
processing for the data subject.

3. The controller shall provide
the information referred to in
paragraphs 1 and 2:

(a) within a reasonable period
after obtaining the data, but at
the latest within one month,
having regard to the specific
circumstances in which the data
are processed, or

(b) if a disclosure to another
recipient is envisaged, at the
latest when the data are first
disclosed.
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3a. Where the controller intends
to further process the data for a
purpose other than the one for
which the data were obtained, the
controller shall provide the data
subject prior to that further
processing with information on
that other purpose and with any
relevant further information as
referred to in paragraph 2

4. Paragraphs 1 to 3 shall not
apply where and insofar as:

(a) the data subject already has
the information; or

(b) the provision of such
information proves impossible or
would involve a disproportionate
effort; in such cases the
controller shall take appropriate
measures to protect the data
subject's rights and freedoms and
legitimate interests; or
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(c) obtaining or disclosure is
expressly laid down by Union or
Member State law to which the
controller is subject, which
provides appropriate measures to
protect the data subject's
legitimate interests; or

)

(e) where the data must remain
confidential in accordance with
Union or Member State law .
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Article 15

Article 15

Article 15

Amendment 111

Right of access for the data subject

R