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50745 SEGRET COMINT

Reference: YOAKAXZ

'+ ORGANISED AND FINANGIAL CRIME AGENCY NEW ZEALAND °

: ;.' 16 December 2011,

Director

GCSB
WELLINGTON

Attention: GCSB Redactions|

_TF DEBUT: Request for GCSB support with regards to NZ Police enforcement of

international warrants against Mega Media Group

1. OFCANZ requests GCSB's assistance pursuant to section 8(1)(e) of the GCSB Act
2003, which permits GCSB to assist OFCANZ with the provision of foreign intelligence on the
understanding that this request contributes to 2 function of OFCANZ and supports of the

prevention or detection of sefious crime.

2. OFCANZ holds an interest in a group of persons known as the Mega Media Group,
due to them being the subjects of international arrest warrants issued by the United States
Federal Bureau of Investigation (FBI) in regards 1o Jarge-scale copyright infringement and
money laundering offences. FB! has requested NZ Police assistance in executing the amrest
warrants against Mega Media's officers and seizing assels understood to be the proceeds of

the organised crirninal activity.

3 OFCANZ requests GCSB's assistance in gathering intelligence on Mega Media

G;roup’s executives' intentions to travel to New Zealand in mid to late January 2012. If New
rants, intelligence

7ealand Police undertake operations to execute the arrest and seizure war
on the group' plans may assist NZ Police in conducting the operations in @ safer and more

efficient manner.

4, OFCANZ therefore requests that GCSB conduct SIGINT analysis against persons
associated with Mega Media Group — in particuar its executive officers: Kim Schmitz (also
known as Kim Dotcom and Kim Tim Jim Vestor), Finn Batato, Julius Bencko, Sven
Echternach, Mathias Ortrnann, Andrus Nomm, and Bram van der Kolk, in order to better

a inform OFCANZ and NZ Police operational planners as to the group's jntentions.

4 The precedence of this request s PRIORITY.

Thank you for your assistance. to discuss fhis furiher, please

c;:ntact Detective Sergeant Nigel McMorran

for Grant Wormald
Detective Inspector

SECRET COMINT
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. [CONFIDENTIAL COMINT] Task Force DEBUT Draft Warrant - dated 14 Dec 2011
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[TAL COMINT] Task Force DEBUT Draft Warrant - dated 14 Dec 2011
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}: o et .
Jbject: RE: [CONFIDENTIAL COMINT] Task Force DEBUT Draft Warrant - dated 14 Dec 2011
(assification: CONFIDENTIAL COMINT
igel please che'c]_(.i'ge‘a.ttached_l"_.‘_.':_.'.-j_- - ,-';,- m TR Ry el
CSB Redactions
‘eam Leader Pransnational Issues {ICT)
‘igssified [ISTH): 359 5147
Inclassified (External DDI): GCSB Redactions

-waiic MG 3
t om: OFCANZ EOLEIENEY |
Sent: Wednesday, p.m.

o: e PalicezAnalyst -

c : . i, 4 —
Subject: NTIAL COMINT] Task Force DEBUT Draft Warrant - dated 14 Dec 2011

r-t

i lassification: CONFIDENTIAL COMINT

rom Det Insp Wormald OFCANZ
bloase pass GCSB Redactions

National Headquarters

(ot secure)

WX application DEBU

email was classified by O on Wednesday, 14 December 2011 2:01:13-p.m..
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OFCAN ‘Poiice' Analyst

From: ' ¢
Sent_:‘ ) e %

. g L]
ALL KNOWN TARGET DETAILS doc

RESTRICTED

additional selectors...

1
g R v e
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A

S, oo Leader Transnetional Issues (1CT)

Mlassified (ISTN): 359 5147

pt-mail : GCSB Reda

—_— a rom: OFCANZ Palice Analys [
e 19 December 20

Rollce ey
!r _Telephone knorsecm ‘e)

LL KNOWN TARGET DETAIL:
h}s email was classified by OF!

"'nf-lassa.f:n.ed (External DDI M GCSB Redactions

pn Monday, 19 December 2011 2:52:40 p.m..
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\ttachments ’

éfassificai.‘ion: TOP SECRET//COM!NT//REL TO NZL, FVEY

|
sarry,

please pass the attached report to Grant of Nigel in his absence.

% assification: TOP SECRET/COMINT/REL TO NZL, FVEY

attached Task Force DEBUT repart, for exclusive release to Grant Wormald at OFCANZ.

Targets Coordinator

472 6881
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- Eman GCSB Redactlons



From: GCSB Redachions

Sent: Tuesday, 20 December 2011 12:12 p.m.
1 CCSB Redactions

I

LA L.
;\1 . o
!GCSB [ EHTRE

13

is the TF DEBUT repor] 1890-11.

HiClassification: TOP SECRET/COMINT/REL TO'NZL, FVEY . 7

890-11 Ortmann report.pdf>>

8560

GCSH Regackns)
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;
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1890-11 20 December 2011

[. DOTCOM instructs ORTMANN to provide phone nurnber of an associate.

2. ORTMANN provides details of own location (NZ 17 Dec). Named individual provides
details of own location and travel plans.

3. ORTMANN advised him he would see him in January. He was also leaving Hong
Kong.

Notes redacted due to information which would divulge tradecraft.

Synopsis of intercepted communications by GCSB.
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Fronm: OFCANZ

Sent: - . 2011 3 37 p. m.
é#lo: ) o W et ’
Lgsubject - . - 7 ERE[TO s 890 11 TF, DEBUT report

see paragraph three is almost the info we are after, would be nice to know where/when that meeting is. But
ationfirms they are at [east to meet as no doubt will the others,

or your info and records | am now Charlie and Delta cleared and briefed as of yesterday.
egards

McMorran

Wednesday, 21 December 2011 3:36:31 p.m..
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uﬂ;ect FWW 1890-11 TF DEBUT report

’ CIass:ﬁcatfon, TOP SECRET//COMINT//REL 70 NZL FVE Y

" ~ se&'the -a’ctﬁcﬁec},‘l’_és!{l-*o.rb'e DEBUT report;

Targets Coordinator

r 472 6881

if\ttached is the TF DEBUT report i z00-11.

, T <l 1830-11 Ortmann report.pdf>>

un class) ext:ﬁ

secure] ext il

mali GCSB Redactions

for‘exclusive release t6~G"rani Wormald at OFCANZ.
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OFCANZ Palice Analys . o
From: GCSB HNR i

Sent: © Wednesd: 2011 3:49 p.m.
o = N : g?'&; .

B - e T PRV ... a LR
Subject; .. - ) -RE:{TOP B, 890-11 TF.DEBUT report -

< So00d to hear.

Fas sticking our noses in early Jan just to check nothing sensational is going on.

“ollected intercept will be analysed and reported (if of intelligence value) from then.

fezm Leader Transnational Issues {ICT)
Elassified (ISTH): 359 5147

L]
e A e

2011 337 p.m.

TEAT 0T 2y

et b TR L

- l1890-11 TF DEBUT report

BT

iassification: TOP SECRET

thanks for that, that was great.

paragraph three is almost the info we are after, would be nice to know where/when that meeting is. But
they are at least to meet as no doubt will the others.

“‘xﬁ am on leave Friday for 5 days back the 29th. | have no access to this site untit at least the 4th but can and will

i

atome down to meet face to face if required.

i or your info and records 1am now Charlie and Delta cleared and briefed as of yesterday.

" iThis email was classified by OFC, = : ' Wed’nesdéy, 21 December 9011 3:36:31 p.i'n'..

We are closing up shop in the next day or two. The team will be back in action from around 9 Jan, with a couple of

nclassified: {External DDI) & . 4
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-+ +§1890-11 TF DEBUT report .

A

assifiation: TOP SEGRET/COMINT/REL TO NZL, FVEY-

sase pass the attached report to Grant or Nigel in his absence.

gards

zm Leader Transnational Issues (ICT)

assified (ISTH): 359 5147

classified (External DDI): GCSB Redactions
PRl CSB Redactions

om: GCSB Redactions|

2011 12:15 p.m.

ibject: . [1890-11 TF DEBUT report

lassification; TOP SECRET//COMINT/REL TO NZL, FVEY

ease see the attached Task Force DEBUT report, for exclusive release to Grant Wormald at OFCANZ,

igards

ransna{tional Targets Coordinator
hone: +64 4 472 6881

xtn

3TN: 359-5154

SAGCSB Redactions

ent: Tuesday, 20 December 2011 12:12 p.m.
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suTa?
:CANZ Police Analyst

om: OFCANZ Sty

nt: _Friday, 1:34 p.m.

o o BECsB S
Sl e LGSR

bject: ¢ . - [CONFIDENTI ~COMINT] Briefings for CROWN i_‘__A\'i\‘}.,r‘ebré.t_t-aj'_\'t"a{iGé%.'_' R

sssification: CONFIDENTIAL COMINT

g
for two Crown Law representatives that are required to review

ave been tasked to coordinate a COMINT briefing
e Operation Debut file. The meeting {Crown Law and AC Burgess/DSupt Van Beynen) had been scheduled as

gent, and is to start at 1445 today (Friday 28 Sep}.

1e two Crown Law personnel are:

and the urgency for the access, would it be possible for me to conducta
discussion, and have Crown Law arrange for any subsequent briefings
would it be better to have them visit you for that brief prior to

e to the short notice of the tasking,
OMINT briefing on your behalf prior to the
hat you may deem necessary later. Conversely,

oming here?

“hank you for your consideration.

Police National Headquarters
Jellington

P]m inot secure)

This email was classified by OFCANZE - "_ Friday, 28 September 2012 1:33:58 p.m..
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From: OFCA - . .
Sent: Nonn = By

- . - OFCANZROUSIVE = o S

T CONFIDERTAE COMINT] FOE  ut Briéfing documents - A==
Fg MR CSE Redactions REEREE S s R e
- ask Force DEBUT, First briefing. pdf C : wr;(/ - ’
. \iv
BN

CONFIDENTIAL COMINT | (D\ wl

- Grant WORMALD.
N 166 GCSB Redactions I
= -+ (incomplete) Search Warrant to follow.
S National Headquarters
Mlington

o
h m {not secure)

Force DEBUT, First briefin g.pdf . ,
email was classified by OFCAN. - o - Wednesday, 14 December 2011 1:50:14 p.m..
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From: OFC ANZ Police Analyst )
t: 2 Dtz
, ?2," Tuesdeys 12 RERPR G012 3:17 p.m
"‘.‘3‘ .
LLe!

T Subject;

‘ Jelge7AY4olice Analyst
OMINT] Op D,EEL'I-T: - r—
B Classificalion: &304 1 o1 iy

M GCSB Redaclions

/& have sourced a knd can be contacted on unc]as) i Police Telephonc gt carry this -
thratighout e few days so please don't hesitate to ¢

_ | all should have or require updates, Otherwise, we
Rl adhere to the 1500 daily sched.
- i_f’_n'}uld You be jn a position ta release further reporting, please .- b nd myself in. Note, as
. § cussed that bur IC/POLnet connectivity could well be affected by some patchwork currently Being undertaken.

n Tuesday, 17 January 2012 3:17:27 p.m..
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OFCANZ:j - :
From: _ OFCANZ]
Sent: ehieSHal 4:00 p.m.
z.g:n‘-.'.IO: N BLoLS : . . ' % :
e e '

;ﬁ%le?ése acknowledge.

felgtad=ld

e

?‘;‘%his email was classified by OFCANZ: on Tuesday, 17 January 2012 3:59:52 p.m..
o
Erom: OFGANZ:{
I"“s?éent: Tuesday - 3:17 p.m.
1o GCSB '
. e OFCANT®
% ~bject: [SEU" i | Gp DEBUT
&8

'hanks once again to you and your team for your ongoing assistance with Op DEBUT.

7 can confirm- as of about 10 minutes ago - that termination remains set for Friday 20 fan, timing TBC (but likely to
e early morning)

BVe have sourced i~ hnd can be contacted on or I will carry this
Will adhere to the 1500 daily sched.

&' "vid you be in a position to release further reporting, please copy [iXg alyst N =TS nd myself in. Note, as
Elis.. _.ssed that our IC/POLnet connectivity could well be affected by some patchwork currently being undertaken.

Eiheers,

alyst

ﬁ—u

t
1is emnail was classified by OFCANZ on Tuésday, 17 January 2012 3:17:27 p.m..
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Am Jem  Jewm.
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il = c!ihﬁ‘]‘eajfri'_lfé}_iﬂer
~HT & Security Support Team {ICT)
g ‘ :Aone: 64 4 472 6881

= lassification: SECRET COMINT
' b'eio

B Y
L iease acknowledge.

et e s o

his email was classified by OFCANZ
. ame

ent: Tuesday, 17 January 2012 3:17 p.m.
g o: GCSBEoRE Redagtions

Cc: OFCAN FANa ]y sy f1amg
SubJect: [SECRET COMINT] Op DEBT

=Classification: SECRET cominT. |

on Tuesday,

17 January 2012 3:59:59 p.m..
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.an corifi r_m—_,é,_s of about 10 minutes ag
oe early motning) ;

GLSE Redachons,
We have sourced a i and can be contacted on

phqne throughcut; the
= & th 1500 da1ly sched X

i

hou\d you héiha pdsmon to release fur‘thér reportmg, pléase
ussed that our |c/POLnet ' connectivity could well be affected

and Financlal Crime Agency of Hew zealand

“...s email was classified by OFCAN

o-that termmatlon remams set for Fr

next: few days 50 please do n"t hesn:ate to ca

iday 20 Jan, tlmlng’TBC (but ikély to

g onalyst  will carry this
H should have. o requnre updates‘ Otherwuse we
iy

L .
- L .\ CY

gy hnd myself in Note, as
patchwork Turrently being U undertaken.

B on Tuesday, 17 January 2012 3:17:27 p.m..




[ ]

S

~3
O
Qs

OF CANZ:i -

From: I OFCANZ:
Sent:

4 0f

Ce

. Subjegt; "

ey "_-,-- - - . . "_,‘_ T, _..‘ . AU (. .._-,‘
) A + LA LI . v .o -
e e BT L R AT ’
' ,(“Classfﬁcatjori-: EEC T 00, g
Ef; Redac iors|
- kb -
f_:_éf\j;\ﬂany thanks to you and Your team for the assistan
AL

Feporting you were able to provide often hej

A i in providing
i‘giﬁitqational awareness and context to (appropriately tleared) iti ners.
B

Py
i g’g’agian I propose we set aside an hour or 50 for a more 'formal’
rEMcMorran is away for a couple of weeks however DI Grant Warmaid will ho
“tfopics for discussion might include asummary of the operation and outcomes from our Perspective {(and yours),
' ~fwhat worked well, what didnt, what we could do differently/better next time ete. '

T——

: : IN
ve'd be more than happy to host you all up here at a convenient time.

— Lt EECATy O gt g Hing
- i}
. . _ f i :
his email was classified by OFCANZ on Monday, 30 January 2012 2:38:13 p.m..
] .
S

LT _

aw»:ﬁvﬂﬁacmmﬁﬂ?ﬁ':&? S L5

—— —

T POV .= | st
e 070



)FCANZW

‘rom: T
rent:

‘o:

iubjeet: . ..

L

(€]

 Monday, 30.]a
OFCANZ il
- Qutdf Office AuloReply”

LASSIFICATION: UNCLASSIFIED ™

lello,

am currently out of the
therwise please contact

eonrds
BB Redactions

CSB Redactions

Anlany 20
alyst name

A8 DM,
[SECRET COMINT] D DEBUT . |~ = . - -

mi't [ will respond to you when | return on 7 February,
. R
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TSR = enta Ln L g s gn W .

: 2R CCSEIEedagtions - ST
e | "B_E&éﬁgé% E':BO January 2012 4:09 p.m.
. COMINT) Op DEBUT o

#00od to hear back from you, and congratulations on such a successful operation on the 20"‘;1

‘j_' e've heen closely following all the subsequent media reporiing,

{ and will be very interested to see how Dotcom's
Extradition hearing progresses.

i

3 han}gs very much far your feedback bel
it rovide what assistance we could.

v

: JUIte Keen 10 holc im . ulure. The analysts would be able?¥&=.

“. ¥o walk you through sgme of the' SIGINT togls used, and analysis conducted by GCSB during TASK FQRG&:%BUT, ol
= | Pnfortupately 'fthQﬁ-ﬁd RORRRAREETIE il both be on leave until 7 & 8 February an 5 Hed-
—~aabout fo head away onleave untl the 0% 1T we aimed 107 & daite from 20 February oniwards, would that 5o more  [iped

=g uitable for your seniors? Or is 20 Feb getting a litile foo'late in the month? ' : sﬁ‘g _
A C o g

this .end, we would also be keen to include some GCSB managers, including our incoming Director lan Fletcher s{%

;o'_i's oh deck from 7 February, following the Waitangi weekend. We expect that [an Fletcher wi -

Il be keen to attendfe==y’

i lis debrief a5 well — and as such, we would be happy to host the debrief, if that warked for you and your seniors.

-2 Het gineknpw what dates would be most suitable for OFCANZ (from 8 Feb onwards at leas

| ( : B), and ! will see if | can
hedule in the relevant people at this end, and arrange mesting reoms etc. .

F—~ Thetng
, Tf’g,;gggg_ri;y._Suppart Team (ICT)
’ g _I_-qi_?;_ne': ¥54-4 f’af’_Z 6881

>
R{—):.
ok
e
BFrom;, OFCANZ: - uva: mailtd - p—

._-(ﬁ'a'__nua,ry 2012 2:38 p.m.

“HESubject; R: {3EKe

4 Clagsification

GCSB Redactions NN o P ST B
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A tha nks to you and your team for the assistance you have provnded throughout Operation DEBUT The N
Ariing you were able to’ provide often helped to corifirm er refute other sources, and assisted in providing -
stuational awareness and contéxt to {appropriately cleared) operation planners.

,
Can | propose we'set aside an hour or so for a more ‘formal' debrief at some point in the next fortnight? D/Sgt N|gel -
v1cMorran is away for a couple of weeks however DI Grant Wormald will hopefully be able to attend. 5Ed

ER: opics for discussion might include a summary of the operation and outcomes from our pers
N ective {and
W hat worked well, what didnt, what we could do differently/better next time etc. PEer fandyours),

o' be maore than happy to host you all up here ata convenient time.

R [[his-emél was classified by OFCANZ] Bl Monday, 30 January 2012 2:38:13 p.m..

canned by MaitMarshal - Marshal's comprehensive email content security solution, D i
aitMarshal:at www.marshal com Ty n. Download 2 free evaluation of g
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‘ OF.CANZi

From:
Sent:

i = I've just got back from leave in
e UK. We are pleased tha ! i ibuted In some way to the
uccessful outcome of the operation.

%iVe are very keen for our new Director, De
—\ Jring a debrief. If you have some dates in
map here in Pipitea House if that would be p

puty Director for intelligence, and
mind, for mid-February,
ossible?

possibly ICG, to be present
I'd be happy to try and set something

ganager |-Global Issues Production (i _
L3 | ISTN 359-5239 | Unclass DDJ: J

..........

.ijlassiﬁca tion: SECRET COMINT
i

svod to hear back from you, and congralulations on such a successful operation on the 20!

Ve've been closely following all the subsequent media reporting, and will be very interested to see how Dotcom's
xtradition hearing progresses.

hanks very much for your feedback below. We all thoroughly enjoyed being involved in this case and were happy to
"ovide what assistance we could.

fe would also be quite keen to hold

a debrief at some time in the not-too-distant future. The analysts would be able
walk you through sgme ‘

De SIGINT toq TmaReLEnalysis conducted by GCSB during TASK FORCE DERUT.
Tortunately though GSB Redactions| .GCSB NSRRI will both be on leave until 7.& 8 February an-
out to head away oit leave until the 20" ifwe afinad fm( a dgie from 20 February ondards, would thai be mere.
itabie for yeurseniors? Oris 20 Feh-getting a itfle d late-in tha 'm;mtn?'. oL s Lo

\%0



00751
¢ this end, we would also be keen to include some GCSB managers, including our Incoming Director lan Fletcher —

who is on deck from 7 February, following the Waitangi weekend. We expect that lan Fletcher will be keen to attend
this debrief as well — and as such, we would be happy to host the debrief, if that worked for you and your seniors.

Let me know what dates would be most suitable for OFCANZ {from & Feb onwards at least). and | will see if | can.
.m%chedple in the relevant peqple__at_ this end, and arrange rr!_e.eting rooms.ete. « T - : " e

5 RIS

ok fon.v’ardlo'catching.up'furihé'r;! oo e L e L e

hone; 64 4 A72 6881
xtn )
STN: 359-5154

2rom: OFCANZ. ... S
: day 20 lanuary 2012 2:38 p.m.

|SECRET T DEEUI

% any thanks to you and your team for the assistance you have provided throughout Operation DEBUT. The
porting you were able to provide often helped to confirm or refute other sources, and assisted in providing
tuational awareness and context to (appropriately cleared) operation planners.

~anl propose we set aside an hour or so for a more ‘forma’ debrief at some point in the next fortnight? D/Sgt Nigel
is away for a couple of weeks however DI Grant Wormald will hopefully be able to attend.

) discussion might include a summary of the operation and outcomes from our perspective (and yours),
worked well, what didnt, what we could do differently/better next time etc.

be more than happy to hostyou all up here ata convenient time.

again,

: 0\
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JFCANZ:

_- M -

‘rom: OFCANZ: ;

sent: . esda

[O:- -‘.‘ . -

:C: . L. :-

subject: ... . a

Lo | |

;;‘Iassiﬁcaﬁon: SECRET

'__

\ppreciate your prompt replies. At present, sometime after the middle of the month is good for us. Still a lot of tid .

ip {and other catch up) work to be done.

will contact you towards the end of the week with some tentative dates and hopefully we can go from there. a
.

1B, It would not be typical for our Director to attend this type of meeting so more likely to be tactical/operational

wvel personnel who worked directly on the op. We can but ask...!

. : n

egards- N
;r l4
L
—

. N .. . ATIa
his email was classified by OFCANZ on Tuesday, 31 January 2012 4:59:28 p.m.. I -

WY SCSB Redactions ' ‘ o=
ent; Monday, 30 January 2012 4:28 p.m.

D:OFCANJAQ‘ yst name

ubject: Op DEBUT -

‘lassification;: SECRET/COMINT/REL TO NZL, FVEY L
[Analyst
.

lany thanks for your email, and apologies for not contacting you sooner — I've just got back from leave in
1e UK. We are pleased that the team’s reporting was of value, and contributed in some way to the
iccessful outcome of the operation.

'e are very keen for our new Director, Deputy Director for Intelligence, and possibly ICG, to be present
aring a debrief. If you have some dates in mind, for mid-February, I'd be happy to try and set something
2 here in Pipitea House if that would be possible?

sgards,

edachians

BRedactsons IR o S

anager | Global lssu
.3 | ISTN 356-5239 GCSB Redac

-
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OFCANZ

From:

irom Auckland. -

s for the content and scope of the debrief, | would also hepe that we aim to presen

acticalfonerational level
naterial. Our anhalysts will run you through our SIGINT tools and how we used the Rl - OFCANZ

g=—~wr Director and senjor managemeant will have an interest in seeing this level of material, especially since our Director
L. wlll probably never have seen SIGINT tools in action yet (he starts in the office after Waitangi). | had been expecting
BB Ur seniors to take more of a “back seat” position in the audience, leaving our analysts to iead the discusslons. Hope
at reassures you that | am not aiming this session at a senior level, but we would rather invite them to sit in and

bbserve.

-8\ the best

~scting Team Leader
T & Security Support Team {ICT)
hone: +64 4 472 6881
e

Bnatys

P e

“Appreciate your prompt replies. At present, sometime after the middle of the month is good for us. Still a lot of tid
Zup fand other catch up) work to be done.- :

L will ;;t'_an'tat_.L you towards the-enl of the weelk wit!i SUNE t'enm'_tive'dates antl .h.gpefully we can go from thirs
NB, it would not be typical for our Director to attend this type of meeting so more likely to be tactical/operational
level personniel who worked directly on the op. We can but ask...!

1 \/51/\
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INGCSB Redactions

Erom
& ent: Monday, 30 January 2012 4:28 p.m.
elz2nalyst name

Ec: OFCAN GCSB Redactio

any thanks for your email, and apologies for not contacting you sooner — I've just got back from leave in
pleased that the team’s reporting was of value, and contributed in some way to the

outcome of the operation.

keen for our new Director, Deputy Director for intelligence, and possibly ICG, to be present
If you have some dates in mind, for mid-February, I'd be happy to try and set something
Pipitea House if that would be possible?

anager | Global lssues Productic .
.13 | ISTN 359-5239 | Unclass DI g e

DiEeod O

2012 4:09 p.m,

vVe've been closely following all the subsequent media reporting, and will be very interested to see haw Dotcomn's
exlradition hearing progresses. :
‘.:‘.;-3?; . X ) - . ) * to- . . " . * -
*Thanks very miuch for your feedback helow. We zll thordughly 2njoved being avalved m Tnis nase and wars happy to
‘provige what assistarice we could e
We would also be quite keen to hald a debrief at some time in the not-foo-distant future. The anatysis would be able
to walk you through some of the SIGINT tools used. and analysis conducted by GCSB during TASK FORCE DEBUT.

2 S

—
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N B
N CSB d i T 3 edactions 1 q ~
.nfortunately though.nd GCSE Redactions W NN on leave until 7 & 8 February and U73s

about to head away on leave until the 20", |t we aimed for a date from 20 February onwards. would that be more
suitable for your seniors? Oris 20 Feb getting a liltle too fate in the month?

. L

Fihis debiief as wel| - aiid as such. we would be happy to hastihe.debrief, if that worked fér you ang your-serilors.

i el me know what daiss Would b most suitable fo;

.

20T
R

_ OFCANZ (from 8 Feb'onwards at least). arid {'will see'if | cin
chedule in the relevant people at this end, and arrange meeting rooms etc.

D2

vung teain Leader
T & Security Support Team (ICT)
e NoNE: $64 4 472 6881

-

m; OFCANZi
L3 MonGo

T3 R .
% thanks to you and your team for the assistance you have provided throughout Operation DEBUT. The
Lo 4 S

i ,’_H__‘-\pqrti'ng you were able to provide pften helped to confirm or refute other sources, and assisted in'providing
msstuational awareness and context to (appropriately cleared) operation planners.

an | propose we set aside an hour or so for a more formal' debrief at some pointin the next fortnight? D/sgt Nigel
CMorran is away for a couple of weeks however Dl Grant Wormald will hopefuily be able to attend.

e opics for discussion might include a summary of the operation and outcomes from our perspective (and yours),
what worked well, what didnt, what we couid do differently/better next time ete.

We'd be more than happy to host you ali up here at a convenient time.
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OFCANZ: T — -
®  From: OFCANZ]
—  Sent: R . 2012 3:16 p.m.
e ubject:’ . : ...+ R " DEBUT - debrief .

petective Inspector Grant Wormald will lead from the policefinvestigative side. We will present a short round-up of
ine pperation from concept to termination/court proceedings. D/Sgt Nigel McMorrah will hopefully also be able to
ttend and he can explain some of the dynamics and legal aspects of the cooperation with (mainly) the FBI.

he presentation you propose sounds great and will be of much benefit to us as well.

" mall see this as a chance to highlight the success of this op in terms of us seeking your assistance in a fair} unigue tase
5, - - - . . . N 'GCSH Redacligns|
o Py d you guys going the extra mile to assist. Also the connectivity to you folks from the field using thwas a
=y ry simple, yet effective medium to provide regular updates. - ‘ '
—n ZE think DEBUT is a joint model that could replicated (and built upon) to great effect in future operations with a
egional and or wider transnational component.
!’ est dates currently lpok to be 16 or 17 Feb.
am out of the office for the next couple of days but will be in touch next week
=

This email was classified by OF CANZ i BN Wednesday, 1 February 2012 3:16:20 p.m..

-

you will no doubt have a lot of paperwork to catch up on following your rerum,l

ﬂ‘{‘Well await to he_ar back from you regarding proposed dates,

- As for tie ';:p‘rs%eﬁt and scope of (ke debrizf 1 ouid also hoje that'wé gim ly préseptiaclicalyse GtiurE avel |

At

that CFCANZ

1 \3h

" tnaterial. Our analysts will fun you through cur SIGINT tools and how we used the
provided.
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- rector and senior management will have an interest in seeing ihis level of material, especially since our Direclor
srobably never have seen SIGINT tools in action yet (he slarts in the office after Waitangi). | had been expecting
seniors to take more of a “back seat" position in the audience, leaving our analysts to lead the discussions. Hope

.at reassures you that | am not air_ning this session at a senior leve!, but we would rather invite them te sit in and

Jbserve.

- S e e e 2

¥ " ant: Tuesday, 31 Januay 2012 p.m.

e el
ubject: RE: [SECRET] Op DEBUT - debrief

|zssification: SECRET

ppreciate your prompt replies. At present, sometime after the middle of the month is good for us. Still a lot of tidy
p (and other catch up) wark to be done.

B, Jt would not be typical for our Director to attend this type of meeting so more likely to be tactlcal/operational
vel personnel who worked directly on the op. We can byt ask...!

0 his email was classified by OFCANZ] on Tuesday, 31 January 2012 4:59:28 p.m..
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=mSent: Monday, 30 Jan p.m.

2 Cc: OFCANZ {iEn
‘Subject: Op DEBUT

- Tef

iClassification: SECHETHCORIN THREL T NEL FVEY

Hi
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¢ thanks for your email, and apologies for not contacting you sooner

- UK. We are pleased that the team’s reporting ‘was of value, and contr
Accessful outcome of the operation.

Moy
~ I've just got back from leavedi < 0 {
ibuted in some way to the

ggyue-a‘ﬁé-fi@?& keeh for our few Birectar, Deputy Director for Intelligence, and possibly iCG, to be pfesgnt | -
¥Huring a deb'rie_f.zIf’ygq'hq\ie'sgme- Ei;ités_. in Mmind, for midf’Ee:E'r_ﬁ;ry‘,‘l_’d be happy.to try'and sét somaething
28 here in Pipitea House if that would be possible? T :

=l tanager | Issues Production {IC i
o SRR GCSB Redactions

ubject: RE: 10p i

gets00d to hear back from you, and congratulations on such a successful operation on the 20™!

EVe've been closely following all the subsequent media reporting, and will be very interested to see how Dotcom's
-=gexiradition hearing progresses.

e wjo_uld also be quite to old a debrief at some time in the not-too-distant future. The analysts would be abfe
o walk you through 3 T tag randbanalysis conducted by GCSB during TASK FE DEBUT.

BUnfortunately ’rhbugh,] and Redacnons both be on leave until 7 & 8 February anis
+ Yhout to head away on Teave Unfil the 20", If we aimed fo

 the ra date from 20 February onwards, would that be more
i))table for your seniors? Oris 20 Feb getling a little too late in the month?

3\ this end, we would also be keen o in
vho is on deck from 7 February, followi
is debrief as well — and as such, we

clude some GCSB Mmanagers, including'j our incoming Director lan Fletcher —
ng the Waitangl weekend. We expect that lan Fletcher will be keen to attend
would be happy to host the debrief, if that worked for you and your seniors.

.St e know what dates would be most suitable for OFCANZ (from B Feb onwards at least), and | will see if | can
prchedule in the relevant people at this end, and arrange meeting rooms etc,

kL ook forward to catching up further,

CT & Security Support Team (ICT) - ' ' |

Phone: +64 4 472 6881
Ext
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M op DEBUT ‘ '
e !
NT

-

any thanks to you and your team for the assistance you have provided throughout Operation DEBUT. The
porting you were able to provide often helped to confirm or refute other squrces, and assisted in providing
ituational awareness and context to (appropriately cleared) operation planners. i

I

Y propose we set aside an hour or so for a more 'formal' debrief at some point in the next fortnight? D/Sgt Nigel
is away for a couple of weeks however DI Grant Wormald will hopefully be able to attend.

,i
varara

N discussion might include a summary of the operation and outcomes from our perspective {and yours),

‘i worked well, what didnt, what we could do differently/better next time etc.

o b
. more than happy to host you all up here at a convenient time, 'i
P .

e agatn,

1"?3‘;

DENew Zealand E
| )
his email was classified by OFCANZ SRl © - - Monday, 30 January 2012 2:38:13 p.m.. -

sgscanned by MailMarshal - Marshal's comprehensive ernail content security solution. Download a free evaluation of
SMailMarshal at www.marshal.com !
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. From:- ... :- . > L
r ' ‘Sen-t_: .- “‘5 .. '......'.. :_ "--.':." . l“..-;\Nédl K -; . o, e
E ‘LT e -." SN - OFC; Lot e,
O R .
m - Subject:- RE: [SECRET) -
o -

A . BSTEREYE
H' name

That sounds perfect, looks like we have the makings of a good debrief sassion.

wiil check people's calendars and

get back lo you with an exact time. Perhaps a 1.5 hour block for briefings and
scussion?

—— . T
Lot A PR .

sday, 1 February 2012 3:16 p.m.

e

tective Inspector Grant Wormald will lead from the police/Investigative side. We will present a short round-up
ithe operation from concept to terminatian/court proceedings. D/Sgt Nigel McMorran will hopefully also be able
attend and he can explain some of the dynamics and legal aspects of the cooperation with {mainly) the FBJ.

I?{;? AN

B The presentation you propose sounds great and will be of much benefit to Us as well.

P ?see this as a chance to highlight the success of this opin terms of us seeking your assistance in a fairly unique casel

nd you guys going the extra mile to assist. Also the connectivity to you folks from the field using thas
ery simple, yet effective medium to provide regular updates,




00803

This email was classified by OFCANZ: on Wednesday, 1 February 2012 3:16:20 p.m..

From GCSB Red

© Senty Wednesda
©o-.To: OFCANZ
- Cé& OFCANZ o

.'Subject; RE: [SECRET] Op DEBUT debrlef

Vi ZiClassification: SECRET

' Analyst .
name

.Good to hear from you. and realise that you will no doubt have a lot of paperwork to catch up on following your'retunl

- level
. ;'-‘:..’.r"., 3*13%“1— CaTeF OFCANZ

Our Director and senior management will have an Tnterest in seeing this level of material, eSpecna!Iy since pur Direcidg
will probaply never have seen SIGINT tools In aclicn yet (he starts in the office after Waitangi). | had been expectingf
ﬂf—raour seniors to take more of a "back seat’ posltlon in the audience. leawng our analysts to |Ead the dlscusswns Hopeg

Z==CT & Security Support Team (ICT)
MLT hongI +64 4 472 6881

e e

_—r

_;[,Lgrec:ate your prompt repligs. Al present, sm..t_,:mfa afier the miidle of Lhe manth is good inr HS sHl a ok nt 'f‘
L:p [anr! other « :*r h L) work to 2 done.

.. " HERR : . iy -'." '.'- . - » H -t - l'l l... -I. . --'.'\: P e O LT Y ..,. i .w -
. -;.‘-| AT A L R T TTR R RIS ¥ {~ B T AL "h:t' R AT D -t A WD T t.f"'i o '-.-“ ) EA R iy o 2:‘ Hatt !
. H ) A L > 3 A . 4 T .

1

B, 1t would not be typizal for owr Director to aitend Lhis type of meeting so raore likely to ha taclical/operational
lavel nersonnel who werked directiy on the op. Wae tan Lut ask..,| /

2
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o1 OFCANZ _ CSB Redactions

DEBUT debrief

e GCSB Redactions
ent; Monday, 30 January 2012 4:28 p.m.
RS [

SECRET/COMINT//REL TO NZL, FYEY

"“\ Many thanks for your email, and apologies for not contacting you sooner — I've Just got back from leave

* the UK. We are pleased that the team’s reporting was of value, and contributed in some way to the
,,}m;:éuccessful outcome of the operation.
:’x'—"s

«rWe are very keen for our new Director, Deputy Director for Intelligence, and possibly ICG, to be present
% during a debrief. If you have some dates in mind, for mid-February, I'd be happy to try and set somethi
Up here in Ptpltea House if that would be possible?

I : I Fe [ .
S hager | Global Production (
U5 1.3 | ISTN 359-5239 - fnclass DDI: [SOEEIREREMAS

“We've been closely following all the subsequent mﬂdra reporting. and will be very interest d lo ses how Doleamts
A éf*trPdltlon hBarkig progressas

" .z y - . ' Gt - ,”j‘,-'- ; . o P Y
"Ix A vty oy kel figg iyt ‘t«— dace BElee Wi 5% lhocono)ly AT Pt ipteme ) By s e dnd vaea S b,
! p. ILE! "‘hn— i l"l— ,'.1".4 IR v

.

We would also be guilz keen to hold a debrief at some fime in the not-oo-distant future The analysis would Le able

tc walk you lhrough o conduicted by GCSB diring TASK F¢ QBGE I ,s BIJT
unforenately Hw:ah| R F bolh 08 o leave untl 7 5 8 February and

N
3 \U'



Q 08093 . )
about to head away on leave until the 20™. |f we aimed for a date from 20 F

ebruary onwards. would lhat be mere
Suitable for your seniors? Or is 20 Feb getting a litlle too late in the menth ? -

Al this end. we would also be keen to Include some GCSE Managers, including eur incoming Dirertor 1an Flelcher-.

who is on deck from 7 Februaty. following the Waitangi waekend "Wa SELECLINaU g Flefchar-wil ba keen tyaians .

this dekrief 2s weil - and s such. we would be happy to housl the debrist if that worlksd fur'yati-and yolr sarirs

- _':”_'-_‘}. e e . PR S R o o

. ~ Letine Ri0ey ~hat dates weuldh e noeL suntabie I‘m:dFiEAp}Z;{fmm 4 Fab t'J_l_lwards 2l least). and | vud see if ! can
‘ schedule 1 lhe relevarii pecgle at ihis end. and arange meeting rmors el , g !

- " Look forward to catching up further,

1';§:heers

A

EY
G CSE Redactions|

GCSB Redactions
ing Team Leader
T & Security Support Team {ICT)
hone: +64 4472 6881
[STN: 359-5154 _ |
e GCSB Redactio .

Bl . [OOSR STmE

{Subject: RE: [SECRET coMM | Op [

3 _iVla_ny thanks to you and your team for the assistance you have provided throughout Operation DEBUT., The

FT¢reporting you were able to provide often helped to confirm of refute other sources, and assisted in providing
) Situational awareness and co ntext to (appropriately cleared) operation planners.

. p P

| propose we set aside an hour or so for a more formal'

debrief at some point in the next fortnight? D/Sgt
is away for a couple of weeks however D Grant

Wormald will hopefully be able to attend,

for discussion might include a summary of the operation and outcomes from 0

ur perspective (and yours),
worked well, what didnt, what we could do differently/better next time etc,

LI W

be more than happy to host you all up here at a convenient time.

again,






