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Foreword

Current events outside the European Union
remind us of the value of sound capacities
at our external borders and the need to
maintain readiness to face new challenges.
Russia's war on Ukraine and hybrid threats
posed by Bussizn end Belamsian state ac-
tions have prompted determined responses
along the Eastern borders. The instromen-
talisation of migration, a proliferation of
theuse of drones, incloding for cross-bor-
der criminality, and & marked intensifica-
tion of military threats stemming from the
policies of our neighbours not only requires
bolstering our preparedness at the borders,
but also highlights increasingly interwo-
ven links between civilian border control
and military considerations in the region.

Along the South-Eastern and Southern
borders, European capacities continue to
be challenged by rapidly shifting migra-
tory routes. The redirection of the main
Western Balken route, & drop in arrivals
on the Cantral Mediterranean route, and &
wery significant increase in seabome mi-
gration to the island of Crete prove that the
Europesn border-control community needs
to stay vigilant and capable of responding to
changing circumstances. As Member States
maintgin and expend their capecities to de-
tect irregular migration and cross-border
cTime, certain cepacities need greater at-
tention &t the political level.

The measures that have been recom-
mended under the European Border and
Coast Guard Agency's Volnerability Assess-
ment (VA) heve resulted in stronger capac-
ities at the borders. After nine completed
VA cycles, we have seen in our subse-
quent assessments of many BCPs and bor-
der sections that when implemented with
commitment of national authorities, rec-
ommended measures contribute to the long-
term mitigation of vulnersbilities. Efficient
VA timelines enable a swift materialization
of tangible improvements. However, when
commitment is lecking, vulnerabilities risk
resurfacing.

This annual report keoks at the cutcomes
of Vulnershility Assessments and puts spe-
cial focus on vulnerabilities persisting
in our assessments and the value of rec-
ommended measures. For the first time,
reporting covers one full Volnerability
Aszsessment cycle, describing both the
outcomes of assessments end the meas-
ures recommended and implemented be-
tween October 2024 and September 2025,
The shift from biannual to annoal report-
ing is &n opportunity to provide broad in-
sight backed by findings from all processas
as opposed to the former fragmented pres-
entation of Vulnersbility Assessments.

On the verge of the tenth anniversary
of this dedicated gquality control mecha-

nism for border control, [ invite you to ex-
plore this completely redesigned annuzl
report on Valnerability Assessment. At the
same time, [ trust you will carefully con-
sider its ingights in your decision-making.
I am confident that the information pro-
vided in this publication illustretes that
VA works: with sustained commitment of
the European Border and Coast Guard, the
Schengen area is preserved, our extemal
borders becoma more secure and Enrope 2
aafer place for her citizens.

Hans Leijtens
Executive Director
December 2025
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Introduction

The Baseline Assessments (BA) of 2025,
evaluating the capacity and readiness of
Member States’ border-control systems
basad on date for 2024, constitute the
ninth edition of the primary Vulnerability
Assessment (VA) process, Together with six
VA Simulation Exercises (SE) conducted
throughout Europe in 2024, and one Rapid
Vulnerability Assessment (EVA] launched
in responss to the BA 2025 findings, they
form the backbone of this report.

Az opposed to past editions of this re-
port, which were transmitted biannually

each guided by partial VA processes and

tools available at two distinct publication
dates during the year, this issue covers a
whole year of VA activities, inclnding find-
ings obtainad through all types of VA pro-
cesses, Using an extended timeframe and
scope gives us an opportunity to shift the
guiding narrative of the report towards the
primary theme of VA - the borders.

Chapter 1 of this report - Vulnerability
Assessments of border control: where, what,
why - describes the state of play of Member
States' capacities, pointing to common chal-
lenges &t the most affected geographical
sections of the external borders. Starting
with the Eastern borders where border con-
trol is increasingly intertwined with wider
sacurity considerations and hybrid threats,
it prograsses to the Sputh-Eastern borders,
which are predominantly affected by de-
velopments along the Western Balkan mi-
gratory ronte. The Southern borders, con-
tinuously chellenged by shifting migratory
routes acroas the seas, follow, and the chap-
ter concludes with an eccount of passenger
traffic through the European air borders.
Knowledge established in the framework of
BA 2025, findings collected during SE and
EVA exercises, as well as progress made in
the implementation of recommended meas-
ures all contribmte to establishing a clear
picture of capacities of Member States chal-
lenged by common risks.

The main part of the report, which con-
stitutes chapter 1, is supplemented by chap-
tars 2 and 3, which focus on wider consid-
erations within specific aspacts of VA. The
volume of data collected and the breadth
of knowledge established throughout nine
assessment cycles give insight into the im-
pact that the VA mechanizsm has made on
the ground. Chapter 2 focuses on persis-
tent vulnerabilities. The VA mechanism
has proven ower the years to be an effi-
cient tool for identifying and addressing
deficiencies in Member States' border-con-
trol systems. Yet, certain valnerabilities
keep reappearing in the asssssments de-
spite mitigating measures and a recurrent
calling out of deficiencies to Member State
partners. Chapter 3, on the other hand, con-
cerns positive developments: it sheds light
on cases of vulnershle borders which un-
derwent substantisl improvemsant. Here, we
look &t selactad BCPs and border sections
that suffered from multiple vulnerabilities
in the early years of VA and where the im-
plementation of VA recommended meas-
ures induced positive changes resulting in
strangthened border-control capacities.

The three chapters are supported by &
visual representation of VA findings made
in the reporting period. The mapping of wul-
nerabilities and recommendead messures
provides the reader with a quick overview
of the key challenges at the borders and
their geographical distribution. As in pre-
vious reports, annexes forusing on the vul-
nerahilities identifiad in this year's BA and
VA Simulation Exercises and recommended
measures implemented by Member States
present key VA outputs.
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Chapter 1

Vulnerability Assessments of border
control: where, what, why

Since 2016, Volnerahility Assessments have
become the premier tool to ensure contin-
uous analyzis of European border control.
The fraquency of Vulnershility Assessments
allows insights into national border-con-
trol systems and Europeen capacities at the
extermal borders that share common char-
acteristics as well a3 common risks. This
chapter focuses on four geographical ar-
eas where these common characteristics
and risks enable us to gauge the level of
European readiness to counter them.

The main positive development of the
past year is the decreasing number of wul-
nerabilities identified in Member States®
border-control systems. Just over one hun-
dred vulnerahilities were recorded in the
last cycle - this is fewer than half the wul-
nerabilities that were identified in the in-
itial VA& cycles.

Positive developments were recorded
in border checks all over the Schengen

area. The great majority (93%) of persons
subject to border checks were checked
in security databases, an improvement
compared to the previous two VA cycles.
If we add the use of Advance Passenger
Information and National Single Window
systems, which in principle may com-
pensate for a lack of consnltations dur-
ing border checks, the number of persons
checked increases to 95%. However, this
missing 5% still tranzlates into 36 million
persons. Geps in database consultations
relate mostly to air border checks on per-
sons exiting the Schengen ares. Beyond is-
sues in database consultations, localised
vulnerabilities in border checks relate to
gaps in staffing, training, infrastructure
and capacity to detect frandulent docu-
ments. Given the legal obligation to per-
form complete verifications in databases
and the importance of correctly exeonted
border checks for the EU's internal secu-

rity, this topic has been flagged a= a pri-
ority under the corrent Schengen cycle.
(Oma of the key features of Member Statas’
readiness to face upcoming challenges at
their external borders is a well-function-
ing contingency plan. Rapid changes in
both the geopolitical situation and the op-
erational environment meke such planning
and proper testing of the plans increasingly
important. 2024 marks yet another year
when Member States across the Europesn
Union improved their efforts with regard
to these plans. More Member States have
an approved and tested contingency plan
in place, capable of guiding border-con-
trol suthorities’ responses in the event of
large-scale irregular migration. A minority
of Member States has not yet implemented
such plan or elements of it are absent. Six
recommended measures addressing these
deficiencies continme to be implemented.
It is expected that contingency planning
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will also assume & critical role in the im-
plementation of the New Pact on Asylum
and Migration.

Sound referral mechanisms at the hor-
ders are of paramount importance, notably
in events miggering the activation of contin-
gency plans. In 2024, no vulnerabilities were
identified in the functioning of Member
States' raferral mechanisms. However, while
Member States do report having referral
mechanisms in place, in practice national
policies in several Member States severely
restrict the functioning of the mechanisms,
preventing their sound assessment under
VA. This is a canse for concern, especially
considering the upcoming implementation
of the Migration Pact in 2026.

Across Member States, effective staff-
ing dedicated to border control generally
reflects the national planning more closely

than in the previous year. At the same time,
aRsEEEMEnts in recent years have recorded a
rise in nationgl spending on border contral,
aspecially in Member States at the Eastern
land borders. Although this is a positive de-
valopment, the spike in spending in some
Member States appesars to result from one-
off infrastructural investments rather than
a constant longer-term rise in funding. In
some other Member States, for example on
the Mediterranean Sea, financing of border
control remains stable at best, despite per-
sistent gaps, even in locations with high
risk levels. These gaps are then compen-
sated for by sustained Enropesn support.
Cooperation between Frontex and the
Member States in the framework of the
European Border and Coast Guard (EBCG)
continues to be assessed as a part of VA
BA 2025 marks the fifth yearly cycle when

staff and equipment contributions from
Member States to the EBCG, as well as
Member States’ capacity to host EBCG of-
ficers, have bean evaluated. Comparad to
2023, in 2024 Member States contributed
a8 lower percentage of human resources to
the EBCG Standing Corps for the purpose
of long-term deployments. A slightly better
result was reached with regard to contriba-
tion of officers for short-term deployments.
A major improvement was recorded in terms
of equipment contribution - considerably
more assets were effectively deployed com-
pared to the pravious year. Finally, obstacles
remain in some Member States regarding
the capacity to host EBCG Standing Corps.
Mational legislation remains the mein rea-
som for inahility to host, though proceduaral
and technical chstacles contribute to the
identified vulnerabilities.

[ y I
RESTREINT UE/EU RESTRICTED

FRONTEX - VULNERABILITY ASSESSMENTS OF EUROPEAN BORDER CONTROL 2025

5224/26

JAL

RESTREINT UE/EU RESTRICTED
RELEASABLE TO ICELAND, LIECHTENSTEIN, NORWAY, SWITZERLAND

11
EN



