
The road to "1984" Part 2

EU: Everyone will have to have their fingerprints taken to 
get a passport

- everyone wanting a passport will have to "enrol" and have a digitised picture taken 
which is then stored on a microchip in the passport

- a centralised, biometric-based, "European Passport Register" will be set up and then 
it will become compulsory for everyone to give their fingerprints too

- all EU citizens holding passports, every resident third country national and everyone 
visiting the EU with a visa will have their personal biometric "identifiers" plus personal 
data stored on the new generation Schengen Information System (SIS II)

- all ID cards should also contain biometric data

- this will enable the wholesale surveillance of all movement not just into the EU but 
within the EU too 

For EU citizens getting a passport is quite straightforward, you fill in the form, get your 
picture taken in a photo booth and simply post both to the passport office. This simple 
process is about to change: to get a passport you will have to present yourself to an 
"enrolment centre" where a special picture will be taken of you and then you will have to 
have your fingerprints taken. These will then be held on a European database with personal 
data.

On 18 February the European Commission adopted a proposal for a binding Regulation to 
bring in biometric personal data - a facial image with an option for fingerprints as a second 
identifier - on all EU passports. Everyone wanting a passport will have to "enrol" in 
"enrolment centres" (the term makes it sound like a voluntary step) where their pictures will 
be taken with special cameras. These "pictures" will be digitised and made into a template 
which will be put onto a microchip in the passport (which may be a paper passport or a 
plastic card). These "pictures" and identifying personal data will be placed on national 
databases which can be accessed by law enforcement agencies (police, customs, immigration 
and internal security agencies). In stage 2 a "European Passport Register" will be set up and 
at this stage the giving of fingerprints will also become compulsory. This biometric 
"Register" will join the VIS database (on all visas issued) and residence permits on the 
planned SIS II. 

The political decision to introduce compulsory biometric identifiers, first on visas and 
residence permits and then on passports, was taken at two Informal meetings of Justice and 
Home Affairs Ministers (in February 2002 and then in March 2003). The Commission argued 



for a so-called "coherent approach" for "all travel documents, including the passports of EU 
citizens". These decisions were not reported at the time. It was the European Councils (the 
meeting of EU prime ministers) at Thessaloniki in June 2003 and later in Brussels on 12 
December 2003 who formally endorsed the proposal. A secondary reason for bringing in 
biometrics on EU passports, the Commission argues, is that the USA is demanding them on 
passports too.

The legal basis for the proposal is highly dubious, see: Commission’s EU biometric passport 
proposal exceeds the EC’s powers, Statewatch legal analysis concludes that: "no powers 
conferred upon the EC by the EC Treaty, taken separately or together, confer upon the EC 
the power to adopt the proposed Regulation": Legal analysis

The proposal is that a "facial image" will become the primary biometric identifier and the 
decision to include fingerprints as a second would be up to decision-making at national level.

In justification the Commission first presents an utterly circular argument - because the 
decision had already been taken to introduce biometric data on visas and residence permits 
EU passports "should not lag behind". And further that there must be "coherence" as 
"malafide persons" might decide not to get a visa or a residence permit (as if they have any 
choice) and try and get:

"the less secured passport and identity card of EU nationals, the latter documents should 
also be upgraded"

Yes, the Commission is also slipping in the proposal that all ID cards should also have 
biometric data. While at the:

"EU level, a centralised, biometric-based "EU Passport Register" which would contain the 
fingerprint(s) of passport applicants together with relevant passport number and most 
probably some other, but limited, relevant data... could be created"

Wait a minute, were not fingerprints to be an optional second identifier? Here the 
Commission is saying they would be mandatory.

They also argue that the:

"harmonisation of security features including biometrics for the European passport would 
also have a big impact on our relations with third countries, for example the USA"

The measure would also meet the "Recommendations" adopted by the ICAO (International 
Civil Aviation Organisation) - but these "Recommendations" were written the USA and 

http://www.statewatch.org/news/2004/feb/27legal-analysis-EU-biometric-passports.htm


leading EU states, notably the UK.

Choice of biometric identifiers

The Commission's argument on which biometric identifier to use is embarrassingly tortuous. 
The Commission has argued for a "coherent approach" and the "harmonisation" of security 
features so having proposed two mandatory identifiers, facial image and fingerprints, for 
visas and residence permits it would be logical that EU passports should have the same ones - 
but not so, the Commission argues:

"coherence with the proposals on visa and residence permits of course does not necessarily 
mean that for each area, an identical solution should be adopted"

Why "of course", why not? No argument is offered.

But there is a clue in the last sentence of the same paragraph:

"This will change with the second step, the creation of the European Register for issued 
passports. In this case, the fingerprint has to be taken and registered in order to enable 
background searches (one-to-many)" (emphasis added)

Could it be that the Commission thinks people might object to having their fingerprints taken 
in order to get a passport and they want to put this off until "step 2"?

And what of the initial, mandatory identifier, "facial images"? Well, the technology is not in 
place and will not be for a long time in most countries. So initially they propose relying on 
"the high resolution electronic portrait" or in plan language the kind photos currently used 
and taken in a photo booth in the shopping centre - this they will "digitise" and put on the 
chip - which will allow "one-to-one" checks to be made at "borders" (external borders or 
internal borders?). Later when the technology is in place "facial recognition systems with a 
digital photo" will be taken when you "enrol". This "facial scan" will plot 1,800 distinctive 
features of your face, then be transferred to a template and the image transferred to the 
microchip in your passport.

"one-to-one" simply means checking that you are the same person as the document you are 
carrying. "one-to-many" means the border official checks your biometrics against the whole 
database of millions and millions. But did not the Commission's own report on the visa 
system (VIS, which is planned to hold a mere 70 million records over the first ten years) say 
that the more individual biometrics you put into the database the greater the error rate?



How is data protection is possible when the present system cannot cope?

The Commission says that the data held will come under the EC 1995 Directive on data 
protection but the section on data protection is "economical with the truth". It repeats word 
for word the first part of the section on data protection from the proposal to bring in 
biometrics for visas and residence permits but leaves out more critical comments. The 
proposal on EU passports notes that data protection authorities "have a particular lack of 
resources" and leaves out the following previous comments:

"Resources difficulties may affect independence. Independence in the taking of decisions is a 
sine qua no for the correct functioning of the system... if these tendencies are confirmed, they 
are reasons for serious concern.."

However, it is not just a question of resources it is also the fact that the powers of 
investigation of national data protection authorities varies greatly from state to state, as does 
the size of their staff and budget. Most are under-resourced and few have "investigative 
powers" which are meaningful (ie: the power to arrive unannounced to carry out an 
inspection).

There are substantial reasons for believing that the way the 1995 Directive on Data Protection 
operates will offer few safeguards and further that there seems to be little political will either 
by the Commission and EU governments to make the Directive effective. It took eight years 
for the Commission to produce the first annual report on the 1995 Directive. This highlighted 
a number of concerns but we have yet to see any proposals to meet them.

Added to this has been the systematic undermining of the protection offered by the 1995 
Directive in the Europol-USA agreement, the EU-USA agreements on extradition, the 
passing of passenger data to the USA (PNR) and a multitude of agreements between Europol 
and third countries.

Storage medium, "enrolment" equipment

Biometric data is to be stored on a "contactless microchip". The ICAO has recommended a 
minimum size of 32k, the Commission is proposing a 64k chip for two reasons. First,

"as it might be necessary to store a facial image and fingerprint images"



and second because:

"Member States [may] wish to add some alphanumeric data"

The proposal is very vague on detail. For example, "the cost of such microchip is not 
known". Whereas for visas and residence permits the proposal is to take two fingerprints 
(because the technology for taking all ten fingers is expensive) this make no recommendation 
- it does say "equipment for the enrolment of ten fingers (flat) costs roughly seven thousand 
euro" (about £5,000 and a lots them them would be needed). "Verifications systems" also 
have to be installed at every border post (to check EU passports, visas and residence permits).

How the system will work

The Regulation to include biometrics on EU passports will be binding on all EU member 
states. It will come into operation within one year of the technology and equipment being in 
place.

In some member states it will start with "digitising" existing passport photos, in others "facial 
recognition systems with a digital photo" will require a person to be "enrolled" for the taking 
of a special image (logging up to 1,800 special "characteristics" of a person's face), and in 
others this will be supplemented by the taking of fingerprints too.

This biometric data will be stored:
i) on a microchip in the EU passport and
ii) on a national database.

During this "stage 1" the micro-chipped biometric passport will be checked on a "one-to-one" 
basis (are you the person you say you are on your documents) and "one-to-many" on national 
databases. Initially border checkpoints will be largely "one-to-one".

In the "2nd stage" a centralised, biometric "European Passport Register" will be created from 
the national databases. At this stage two biometrics will be required on "enrolment" - facial 
scans and fingerprints. This "Register" will be held on the Schengen Information System (SIS 
II).

As passports have to be renewed every ten years new "start-of-the-art" microchips will be 
inserted every time.



There are no proposals to make the 1995 Directive on Data Protection work properly.

Tony Bunyan, Statewatch editor, comments:

"This is one of the most badly drafted proposals to come out of the Commission, there is no 
timetable, no costings and it is legally highly dubious. There are no plans, or political will, to 
make data protection effective in protecting the right to privacy or to guard against the 
misuse and abuse of the data.

The rationale for the measure is another response to 11 September and the "war on 
terrorism". It has little to do with combating "terrorism" and a lot to do with the demands of 
the law enforcement agencies for the surveillance of everyone's movements.

This measure, together with many others in the pipeline at EU and national level, are geared 
to creating a society where everyone's movements and communications (by phone and e-
mail) are subject to surveillance, where everyone is a "suspect". Such a society has more in 
common with an authoritarian state than a democracy"

Documentation 

1. Proposal for a Council Regulation on standards for security features and biometrics 
in EU citizens' passports (pdf)

2. Commission’s EU biometric passport proposal exceeds the EC’s powers, Statewatch legal 
analysis concludes that: "no powers conferred upon the EC by the EC Treaty, taken 
separately or together, confer upon the EC the power to adopt the proposed Regulation": 
Legal analysis

3. EU: Security research programme to look at creating "smart" biometric documents which 
will "locate,identify and follow the movement of persons" through "automatic chips with 
positioning": Report and documentation

4. Commission proposal for a Regulation on biometrics documents for visas and residence 
permits for third country nationals: COM (2003) 558 (pdf)

5. Article 29 Data Protection Working Party opinion on biometrics (WP 80) (pdf)

6. Biometrics - EU takes another step down the road to 1984, biometrics on visas and 

http://www.statewatch.org/news/2004/feb/eu-biometric-passports-116.pdf
http://www.statewatch.org/news/2004/feb/eu-biometric-passports-116.pdf
http://www.statewatch.org/news/2004/feb/27legal-analysis-EU-biometric-passports.htm
http://www.statewatch.org/news/2004/feb/23Aeu-plan-security.htm
http://www.statewatch.org/news/2003/sep/combiometrics.pdf
http://www.statewatch.org/news/2004/feb/biometric-wp80_en.pdf


residence permits: Report

http://www.statewatch.org/news/2003/sep/19eubiometric.htm
http://www.statewatch.org/news/index.html
http://statewatch.pipal.net/ezine/statewatchlist.php
http://www.statewatch.org/sample.htm
http://www.statewatch.org/sample.htm


© Statewatch ISSN 1756-851X. 
 
Material may be used providing the source is acknowledged. 
 
Statewatch does not have a corporate view, nor does it seek to create one, the views 
expressed are those of the author. 
 
Statewatch is not responsible for the content of external websites and inclusion of a link does 
not constitute an endorsement. 


